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Preface

Globalization has made supply chains increasingly complex, interconnected, and
interdependent that rely heavily on superior performance and efficient operational
systems. Such supply chains are often influenced by factors beyond the power and
purview of global companies. As supply chains have become more global and
complex, supply chain disruptions have become more frequent and severe. Thus, it
induces supply chain vulnerabilities and increases the supply chain network’s
disruption risk exposure. In recent years, supply chain disruptions caused by unex-
pected events have occurred more frequently, and these disruptions have had both
short- and long-term negative impacts on supply chain operations as well as on
corporate profitability.

The COVID-19 outbreak, which began in late 2019 and spread worldwide,
exposed the vulnerability of supply chains as never before. Other than its social
impacts, it caused a significant disruption in global supply chains impacting pro-
duction and logistics operations. Less than six months into the pandemic, 94% of
Fortune 1000 companies experienced disruptions due to COVID-19, while 75%
were negatively affected. In fact, the pandemic brought to the forefront the impor-
tance of supply chain risk mitigation strategies. Regardless of size and type, it is
crucial for companies and enterprises to develop and implement suitable strategies to
prevent supply chain disruptions from occurring and recover quickly from them
when they occur. This can be done by establishing an effective supply chain risk
management (SCRM) that identifies, assesses, and proposes strategies to manage
and monitor supply chain risks. SCRM identifies the potential sources of risks and
implements appropriate actions in order to mitigate supply chain disruptions. There-
fore, firms need to build resilient supply chains to overcome any kind of disruptions.

This book presents a set of strategies, methods, and analyses that are essential for
mitigating supply chain risks. It provides a practical and contemporary view on how
companies can manage supply chain risks and disruptions in order to create a
resilient supply chain. The book provides the state-of-the-art developments in
mitigating supply chain risks from various perspectives. It can be used as an essential
source for students and scholars who are interested in pursuing research or teaching
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courses in supply chain management. It also provides an interesting and informative
read for managers and practitioners who need to deepen their knowledge on effective
supply chain risk management.

vi Preface

Structured in a modular fashion, each chapter in this book presents an analysis of
a specific topic on supply chain risk mitigation, allowing readers to identify the
chapters that relate to their interests. More specifically, the book is presented in four
parts: (1) Review on Supply Chain Risk Management, (2) Supply Chain Risk
Strategies and Developments, (3) Supply Chain Sustainability and Resilience, and
(4) Supply Chain Analysis and Risk Management Applications.

The first part of the book presents literature reviews on supply chain risk
management. The second part focuses on risk and disruption management in supply
chains by providing newly developed models and strategies, while the third part
focuses on sustainability and resiliency in supply chains and a firm’s ability to return
to its original state after a disruption occurs. The last part presents supply chain
analysis and some applications of the risk management. In the first chapter of the
book, Jestin Johny and Amulya Gurtu, by focusing on the existing literature on
supply chain risk management, present a review on definitions of supply chain risk,
uncertainty, and vulnerability. They identify the supply chain risk characteristics and
discuss their managerial and theoretical implications. They contribute by presenting
a discussion on the existing literature on how risks are associated with supply chain
integration and perceptions toward different types of supply chain risks. In the
chapter entitled “Supply Chain Risk Management: An Enterprise View and a Survey
of Methods,” Mikaella Polyviou, George Ramos, and Eugene Schneller review the
literature and the recent research on behavioral influences in the context of SCRM.
They review the SCRM process, describe its four stages of risk identification, risk
assessment, risk management, and risk monitoring, and propose practices and
strategies that help enterprises identify, assess, manage, and monitor supply chain
risks. They also discuss factors, such as industry and supply chain complexity, which
can constrain an enterprise in implementing specific supply chain risk mitigation
approaches. Moreover, they provide some examples of how enterprises across
industries have implemented SCRM and identify key technologies employed within
its process.

The second part of the book continues on managing supply chain risks by
focusing on strategies and newly developed models. Lan Luo and Charles Munson
begin this part with a chapter that develops a supply chain stress test. They propose a
stress test approach to determine the ability of a supply chain to deal with crises
under extreme, but plausible, scenarios. Using predictive global sensitivity analysis,
they develop a single predictive structural equation that managers can use to estimate
the percentage loss given a disruption scenario. It can be used by managers to assess
the risk impacts of their respective supply chains. This enables managers to evaluate
the risk of their current supply chain with a few simple calculations, and provide
them with some managerial insights for mitigating supply chain risk. In the chapter
entitled “Retail Supply Chain Risk and Disruption: A Behavioral Agency
Approach,” Raul Partyka, Fernando Picasso, and Ely Paiva address the retail supply
chain risk management and study the retail consumer behavior during the COVID-



19 pandemic and the unexpected consumer demands experienced by retailers from
the perspective of behavioral agency theory. They describe how disruptions in the
retail supply chain during COVID-19 can be explained by the mechanisms of
behavioral agency theory.

Preface vii

The chapter entitled “Mitigation of Supply Chain Vulnerability Through Collab-
orative Planning, Forecasting and Replenishment (CPFR)” focuses on vulnerability
assessment in supply chains and its mitigation by applying a unique method. In this
chapter, Leonardo de Carvalho Gomes addresses vulnerability mitigation in supply
chains and shows the application of collaborative methods such as collaborative
planning, forecasting, and replenishment (CPFR) in mitigating vulnerability effects.
The author proposes a framework that clarifies the relationship between resilience
and robustness, and supply chain vulnerability. The chapter entitled “The Boom and
Bust of Medical Supplies During the COVID-19 Pandemic” investigates the causes
of hoarding behavior toward essential products during the COVID-19 pandemic and
explores how this behavior affects organizational decisions on the production rate. In
this chapter, Tung Nguyen presents an insightful analysis of strategies to resolve the
boom and the bust of medical supplies during the pandemic. The author discusses
how hoarding behavior influences the stock management model and proposes
collaboration among all actors in the supply chain to address the hoarding problem.

The next five chapters presented in the third part of the book focus on sustain-
ability and resiliency in supply chains that evaluate firms’ ability to return to their
original states, within an acceptable period of time, after a disruption occurs. In the
first chapter of this part (Sustainability Practices for Enhancing Supply Chain
Resilience) Alejandro Ortiz-Perez, Elena Mellado-Garcia, and Natalia Ortiz-de-
Mandojana analyze the different dimensions of resilience (pre-adversity, in-crisis
organizing, and post-crisis resilience) and the typology of disruptions in the supply
chain (internal, social, environmental, and global disruptions), and present a discus-
sion on how sustainability practices can improve the resilience of the supply chain
against different types of disruptions. They propose resilient practices through which
sustainability commitment can foster relationships with suppliers and customers, by
creating mechanisms to deal with a disruption in the supply chain. In the chapter
entitled “A Theoretical Framework for Supply Chain Resilience Planning,” Jennifer
Helgeson and Alfredo Roa-Henriquez develop a theoretical framework for supply
chain resilience planning based on the theory of planned behavior. They discuss risk
management at the firm level and review the need for research that addresses
planning for resilience in addition to risk management in the context of the need to
plan ahead and recovery post-disaster.

In the chapter entitled “Towards a Resilient Supply Chain,” Sandeep
Ramachandran and Ganesh Balasubramanian explain the processes and best prac-
tices that can help firms manage their supply chain risks and move toward supply
chain resiliency. They discuss three critical aspects of a firm—people, process, and
technology—in designing and implementing an effective risk plan, and provide
industrial applications and best practices for building resilient supply chains. In the
next chapter (Integrated Optimization of Resilient Supply Chain Network Design
and Operations Under Disruption Risks), Zhimin Guan, Jin Tao, and Minghe Sun



develop an integrated optimization approach for the design and operations decisions
of resilient supply chain networks with disruption risk considerations. They formu-
late a mixed binary integer programming model based on some stochastic scenarios
by considering uncertainties in supplies, demands, and prices. They use an illustra-
tive example to demonstrate the validity and effectiveness of the proposed model,
and report the sensitivity analysis results to examine the effects of important
parameters on the performance of the resulting resilient supply chain networks. In
the chapter entitled “Balancing Sustainability Risks and Low-Cost in Global Sourc-
ing,” the last chapter of this part, Gbemileke Ogunranti and Avijit Banerjee develop
an integrated framework as a decision support system for simultaneously addressing
the supplier selection and order allocation problems, considering the trade-off
between supply chain sustainability-related risks and procurement cost. They for-
mulate a bi-objective mixed-integer programming model for the specific supplier
selection and order allocation decisions to maximize the supply chain’s sustainabil-
ity performance while minimizing the procurement cost. They also present an
illustrative example of outsourcing contract manufacturers in the apparel industry
to demonstrate the applicability of their proposed framework in practice.

viii Preface

The last part in the book presents more supply chain analyses and some applica-
tions of the risk management. The first chapter of this part discusses approaches to
incorporate risk aversion in supply chain network design. In this chapter
(A Bi-objective, Risk-Aversion Optimization Model and Its Application in a Biofuel
Supply Chain), Krystel Castillo-Villar and Yajaira Cardona-Valdés propose a math-
ematical formulation of a bi-objective two-stage stochastic mixed-integer linear
programming model that measures the trade-off between the expected cost and the
conditional value at risk. The proposed model can be used to determine the tactical
and strategic decisions of a biofuel supply chain network considering the biomass
quality variability issues and the risk of investment. They also conduct a real-life
data-driven case study at a state level to obtain pragmatic and managerial insights
that enable the investigation of solutions for different levels of risk aversion. In the
chapter entitled “Conceptualizing and Modeling Supply Chains in the Hazard
Context,” Douglas Thomas and Jennifer Helgeson discuss the impact of natural
and human-made hazards in the US economy as a whole and the US manufacturing
industry in particular. They present a macro-level analysis and examine how estab-
lishments—at the total economy level and within the manufacturing industry in
particular—are affected by a disruption in supplies, to determine the magnitude of
the downstream effect, which is often referred to as the ripple effect.

In the chapter entitled “Developing Predictive Risk Analytic Processes in a
Rescue Department,” Mika Immonen, Jouni Koivuniemi, Heidi Huuskonen, and
Jukka Hallikas present a data-driven risk management case application in the service
supply chains and analyze predictive risk analytic processes and practices in rescue
departments. These practices include preventing, detecting, responding, and recov-
ering from issues by using capable information systems in the supply chain. They
present a case study of the use of data analytics in risk management, which
highlights the diverse use of different types of structured and unstructured data in
proactive risk management. In the last chapter of the book (Manufacturing-Supply



Chain Risk Under Tariffs Impact in a Local Market), Omar Alhawari and Gürsel
Süer address a manufacturing-supply chain network, and study the impact of
imposed tariffs on imported raw materials on manufacturer and suppliers. They
conduct a case study and discuss the impact of the trade tariffs on the manufacturing
system design considering the number of manufacturing cells open to meet the
demand. They discuss how a low market demand enforces manufacturers to change
their system design to absorb the impact of high imposed tariffs.

Preface ix

I would like to thank all the authors who have contributed to this book. Although
the COVID-19 pandemic caused a significant delay in editorial process and
reviewing chapters, I appreciate the authors’ patience, and also their great effort in
revising their chapters, in particular, those who were requested for multiple revi-
sions. My special thanks go to the co-editor, Dr. Henry Xu of the University of
Queensland for helping out with reviewing several chapters.

Also, I would like to express my gratitude to Matthew Amboy of Springer
New York and Jialin Yan, Associate Editor, for their help and support on this
project, and also thanks to the project team in Springer including the project
coordinator, Ramya Prakash.

I would also like to thank my wife Miya and sons Nima, Yuma, and Toma for
allowing me to devote the time necessary to complete this book during the hard times
of the pandemic, especially during our temporary stay in Toronto, Canada. I dedicate
this book to them.

Tokyo, Japan Yacob Khojasteh
September 2022
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Risks in Supply Chain Management

Jestin Johny and Amulya Gurtu

Abstract Globalization created complex supply chain networks that rely heavily on
superior performance and efficient operational systems. Global supply chains require
integrated information flow across boundaries for the smooth movement of goods
and services. The risks in SCM are due to vulnerabilities and uncertainties at the
operational levels in the global supply chain, posing a challenge to the rapidly
evolving logistics industry. This chapter focuses on the existing literature on supply
chain risk management to identify strategies to minimize these risks due to the
competitive business environment by implementing risk mitigation, identification,
and assessment in the supply chain networks. The main contribution of this chapter
is the discussion on the existing literature on risks associated with supply chain
integration and perceptions toward different types of supply chain risks.
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SCM Supply chain management

4 J. Johny and A. Gurtu

SCRM Supply chain risk management
SME Small medium enterprises
SSCM Sustainable supply chain management

1 Introduction

The trajectory of globalization and surge in business activities gave rise to develop-
ing the structure for efficient supply chains and facilitated commercializing the term
“Supply Chain Management.” The field of supply chain management has generated
curiosity among academicians and practitioners in the last three decades. Neverthe-
less, the use of the term supply chains could be traced back to the mid-twentieth
century (Gurtu et al., 2017, p. 2). For example, supply chains of animal fur from
North America to Europe existed in the seventeenth century (Ray, 2005), and supply
chains of spices from India to Europe via Africa existed many centuries before that
(Gurtu et al., 2017, p. 1).

The early definition of a supply chain was “the connected series of activities
which is concerned with planning, coordinating and controlling material, parts and
finished goods from supplier to customer” (Stevens, 1989, p. 3). Further, Mentzer
et al. (2001) defined a supply chain “as a set of three or more entities directly
involved in the upstream and downstream flows of products, services, finances,
and/or information from a source to a customer.” Based on the above classification
of supply chains, Mentzer et al. (2001, p. 18) supplemented supply chain manage-
ment (SCM) as “the systemic, strategic coordination of the traditional business
functions and the tactics across these business functions within a particular company
and across businesses within the supply chain, to improve the long-term perfor-
mance of the individual companies and the supply chain as a whole.” This definition
is widely cited in many papers on supply chain management (Ahi & Searcy, 2013;
Burgess et al., 2006; Gaiardelli et al., 2007; Gundlach et al., 2006; Svensson, 2002)
and aligns with other contributions. For example, the Council of Supply Chain
Management Professionals (CSCMP) defined SCM as “the planning and manage-
ment of all activities involved in sourcing and procurement, conversion, and all
logistics activities. Importantly, it also includes coordination and collaboration with
channel partners, which can be suppliers, intermediaries, third-party service pro-
viders, and customers. Thus, supply chain management integrates supply and
demand management within and across companies.”

Global supply chains are complex and require greater synchronization in infor-
mation flow within and across national/international boundaries to move goods and
services (Mentzer et al., 2001). For this purpose, organizations source products and
services from the best and the most economical source from various locations across
the globe (AlHashim, 1980). However, risks and vulnerabilities are associated with
global supply chains and their management. “The globalization of supply chains has



increased the significance of logistics” (Gurtu, 2019; Gurtu & Johny, 2021). One of
the risks and vulnerabilities comes from logistics. Uncertainties in logistics opera-
tions exist at strategic, tactical, and operational levels (Schmidt & Wilhelm, 2010).
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The global logistics industry is evolving rapidly, and the latest technologies in
supply chains have affected organized and unorganized logistics vendors. For
example, DHL Express introduced a new TC55 technology that works on the
Android platform by using the navigation skills of GPS. The global logistics market
is projected to rise at a 7.4% CAGR over the forecast period from 2018 to 2026
(Transparency Market Research, 2020). The global transportation industry was $1.6
trillion in 2015, and it contributed to about 8% of the GDP in the USA (Gurtu, 2019).

This chapter provides an overview of the current literature on supply chain risk
management and various types of risks due to supply chain integration. The highly
competitive business environment, coupled with a desire to improve the quality of
service to customers, lower input costs, and improve profitability, among other
things, have created challenges and opportunities for improving the efficiencies in
supply chains. The chapter is divided into eight sections. Section 2 describes global
supply chain risks and contingency strategies to minimize those risks. Section 3
discusses the concepts and definitions of Supply Chain Risk Management (SCRM)
discussed by various academicians and experts in supply chain management.
Section 4 explains why managing risk in supply chain integration at the upstream
and downstream flow of information in the supply chain network is important.
Section 5 narrates that managing risks in a supply chain integration is vital due to
the complexity and economic challenges posed by uncertainty in the global envi-
ronment. Section 6 elucidates the characteristics in various disciplines of supply
chain followed by supply chain vulnerability and risk mitigation strategies. Section 7
discusses managerial implications and Sect. 8 concludes the discussion with future
risk mitigation strategies.

2 Supply Chain Risk Management

Profit maximization is one of the main objectives of corporate organizations. Equi-
librium between output (efficiency) and viability (effectiveness) (Mentzer & Firman,
1994) for the passage of goods and raw materials between nations in a timely and
seamless manner (Bowersox & Calantone, 2018) is required to arrive at the ultimate
objective of profit. Global supply chains involve economies, cultures, politics,
infrastructure, and business environments (Schmidt & Wilhelm, 2010). Managing
and controlling global value chains generate conflicts between the centralized team
and the local administration of the entire structure (Wildt, 1982).

Global supply chains have greater uncertainties as compared to local or regional
supply chains. The 9/11 attacks in the USA, the pandemics crisis like Ebola, and
SARS, the nuclear disaster of Fukushima, natural disasters like a tsunami in Asia,
and volcano eruption in Italy were risks and have caused significant damage to
global supply chains. However, the latest pandemic, COVID-19, has raised the level



of risk in global supply chains to a different level. The pandemic has caused
disruptions in various layers of supply chain management, like distribution, pack-
aging, and sourcing of raw materials (Aldaco et al., 2020; Choudhury, 2020). The
recent pandemic disrupted the trade flows among countries, particularly between
border-sharing countries, resulting in lower export earnings (Gurtu et al., 2022a). For
example, the NBA announced its season’s cancelations on March 12, 2020, after a
player was found infected with COVID-19 (Aschburner, 2020). The pandemic is
uncertain, and its existence will depend on various circumstances leading to a few
months or more (Smit et al., 2020). The bath tissue industry was severely affected in
the USA and the EU due to COVID-19, compounded by a surge in demand in
residential consumption and a decline in commercial consumption (Gurtu et al.,
2022b). Therefore, organizations must have risk mitigation strategies in the occur-
rence of such events. This preparedness requires leadership to deal with global
marketing and manufacturing strategies (Bowersox & Calantone, 2018;
Wojakowski, 1971). Hauser (2003) suggests a business framework to assess and
manage risk in an organization. The framework suggested by Hauer allows organi-
zations to analyze, prioritize, and measure the economic impact of risk on various
business initiatives. The business case framework allows for identifying vulnerabil-
ities, the organization desired risk profile, and measuring performance to achieve
value propositions aligned with the company’s business goals. Implementation of
these frameworks requires a leadership focus as specific structural and procedural
changes are required. Strategy implementation requires discipline, commitment from
employees/employers, creativity, and superior execution skills (Freedman, 2003).

6 J. Johny and A. Gurtu

3 SCRM Concept and Definitions

Natural disasters and human-made accidents have increased in high, medium, and
low-income countries during the past decades (Coleman, 2006). Natural disasters,
terrorism, and other unpredictable events increase the risk uncertainties global
supply chains face (Brown et al., 2006; Chopra et al., 2007; Stewart, 1995).
Table 1 provides existing literature and findings on risk and Supply chain integra-
tion. Uncertainty can be defined as the inability to develop a planned estimate or
come up with possible solutions related to choose or event. For example, at the
beginning of 2018, KFC’s apologized for running out of chicken in the UK. Three
weeks after the announcement, nearly three percent of KFC’s restaurants in the
U.K. remained closed. The reason for such a disaster was KFC’s new approach to the
supply chain system. Previously, KFC used to work on a single distribution platform
from farms to outlets, and that is how big supermarkets have been working from
warehouses in Daventry (UK) for many years. The chicken did not get to KFC
outlets because an entirely new system and new processes were being implemented.
Experience shows that new software and technologies lead to teething problems.
Under the new KFC approach for the entire market of the UK, DHL has taken over
the delivery infrastructure, and QSL supplied the software and processes for the



(continued)
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Table 1 Existing literature and findings on risk and supply chain integration

Author Journal Method Main findings

Jüttner (2005) IJLM Survey and
Focus groups

Traditional approaches to risk management
derived from a single firm perspective are not
ideally suited to the requirements in s supply
chain context

Kleindorfer and
Saad (2009)

POM Empirical
Quantitative

Formulated ten principles for risk management
deriving from supply chain and industrial risk
management literature

Braunscheidel and
Suresh (2009)

JOM Survey Market orientation impact internal and external
integration, along with external flexibility
Learning orientation influences internal integra-
tion but does not influence external integration
Internal Integration leads to External Integration
Internal Integration and External Integration I do
not lead to external flexibility
External Integration, external flexibility, and
Internal Integration positively impact supply
chain agility which is a risk management
initiative

Chen et al. (2013) IJPR Survey Process and demand risks negatively impact
supply chain agility which is a risk management
initiative
Supply chain collaboration reduces all the risks
associated with supply chains

Lavastre et al.
(2014)

IJPR Mixed-
Method

Firms need to consider SCRM at a strategic
level, requiring long-term information
exchanges with partners
In SCRM, the length of a relationship is very
important as methods employ differ as per the
duration of a relationship
Successful implementation methods based on
partner collaborations are most effective

Ellinger et al.
(2015)

IJLRA Survey Supplier, customer, and internal integration
mediates the relationship between SCRM and
learning orientation

Gualandris and
Kalchschmidt
(2015)

IJLM Field Inter-
views and
Survey

Balanced use of integration practices with
SCRM approaches, i.e., revenue sharing and
dual sourcing can enhance competitive
advantage

Fan et al. (2015) IJPE Survey Risk information sharing and risk-sharing
mechanisms are positively associated with
financial performance
Relationship length and supplier trust positively
moderate risk information sharing financial per-
formance evaluation while shared SCRM
understanding does not
Shared SCRM understanding moderates the
relationship between risk-sharing mechanism
and financial performance while relationship
length and supplier does not



information systems. A small administrative error affected KFC’s entire supply
chain system, which could have been avoided if the approach had been rolled out
in a phased manner, for example, region-wise. Modern supply chains are complex
and critical, as it involves different organizations. Each organization contributes
unique expertise and resources (Wilding, 2018). This illustrates the inability to
manage risks and recover from breakdowns and disruptions. Analyzing the risks
can lead to new insights for various pragmatic strategies that mitigate various
sources of risk (Sheffi, 2005; Sodhi & Tang, 2012).
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Table 1 (continued)

Author Journal Method Main findings

Kauppi et al.
(2016)

IJPE Survey Traditional risk management practices and
external SCI practices complement each other in
facing disruption risk and improving operational
performance

Brusset and Teller
(2017)

IJPE Survey Integration Capabilities and flexibility capabili-
ties are positively associated with resilience
External capabilities do not lead to resilience
Customer risk does not have moderating effects
between external capabilities, integrative capa-
bilities, and resilience

Revilla and Saenz
(2017)

IJOPM Survey Firms having inter-organizational collaboration
and integral relationships face the lowest level of
supply chain disruptions
At the supply chain level, having control over
internal operations alone is not enough to handle
disruptions

Zhu et al. (2017) IJLM Systematic
Literature
review

Supply chain risks transmit through supply chain
members and should be managed for the end-to-
end supply chain as a whole

IJLM International Journal of Logistics Management, POM production and operations manage-
ment, JOM Journal of Operations Management, IJPR International Journal of Production Research,
IJPE International Journal of Production Economics, IJLRA International Journal of Logistics
Research Applications, IJOPM International Journal of Operations and Production Management

The business environment is becoming highly competitive because of uncer-
tainties attached due to variations in supply and demand (Christopher & Lee, 2004).
In the era of Industry 4.0 and the circular economy, small and medium enterprises
(SMEs) are under pressure to meet environmental norms in order to be a part of the
global value chain framework. However, SMEs lack the knowledge and expertise in
this area and do not have the resources to acquire it. Therefore, the opinion of
consultants and original equipment manufacturers (OEMs) should be taken into
consideration. Nowadays, organizations are obliged to adopt new ways of managing
a business due to the influence of new technologies, financial instability, and
outsourcing, among others (Stefanovic et al., 2009). Supply chain risk can be termed
an experience to an event that causes disruption and further affects the supply chain
network.
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Risk management is becoming an integral part of a holistic SCM design (Chris-
topher & Lee, 2004). Risk itself can be termed as disruption, vulnerability, uncer-
tainty, disaster, peril, and hazard. According to Knight (1964), ambiguity is infinite
as it lacks complete certainty and has more than one possibility. In contrast, a risk
results from some probable uncertainty with some loss or unwanted outcomes
(Hubbard, 2009, 2014). Further, Williams et al. (2008) say that a supply chain is a
subcomponent of an overall risk management strategy within the organization. For
the definition of supply chain risk, uncertainty, and vulnerability, refer to Appendix.

4 Why Risk Management in Supply Chains

A supply chain is a complex network of upstream (supplier) and downstream
(customer) flow of information, service, products, materials, and finance (Jüttner,
2005; Mentzer et al., 2001). Therefore, Supply chain management is the coordina-
tion of these interdependent activities. Risk is a disruption between the supply chain
entities, as stated above. Hence, the approach toward risk must have a broader scope
that provides critical insights for performing across a supply chain (Jüttner, 2005).

Supply Chain Integration (SCI) refers to the extent of strategic alignment and
interconnection of a firm and its supply chain partners consisting of internal (cross-
functional) and external (customer and supplier) integration (Flynn et al., 2010). For
example, Tesco stated that the company focused on better services to customers,
re-engaging their colleagues, completely resetting the relationship with the suppliers.
As a result, the company has been able to add value to its shareholders. This allowed
more popular products to get onto shelves and achieve a strong operational and
financial position to deal with the challenges like the Covid-19 situation (Green,
2020). Further, supplier integration refers to information sharing and coordination by
providing insights into the supplier’s capability, process, planning, and product
design for effective operations management (Schoenherr & Swink, 2012). The
integration of suppliers and customers lowers supply chain risk when the network
shares information throughout the chain (Waters, 2011). However, Laurence Boone,
chief economist at the Organization for Economic Cooperation and Development
(OECD), said that the outbreak of COVID-19 could lead firms to move away from
extremely integrated supply chains in order to mitigate risk in the future (Hart,
2020). The requirement of quality information is needed for anticipating environ-
mental uncertainty. Supplier and customer integration acts as the input or source of
information processing to analyze and examine the information gathered from
suppliers and customers.
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Fig. 1 A five-step process for global supply chain risk management and mitigation (adapted from
Manuj & Mentzer, 2008)

5 Risks in Supply Chain Integration

Globalization and consolidation of firms within and outside the industry are respon-
sible for increased uncertainty and complexity in the global supply chain
(Abrahamsson et al., 2010). Uncertainties are noticeable due to economic challenges
like fluctuations in oil prices and currency rates. Further, nations’ competitive
advantages affect supply chain systems at the macro and micro levels. However,
the uncertainty of lead times and supplier reliability also adds to the worry of supply
chain performance (Schmidt & Wilhelm, 2010). As stated by Hocking et al. (1982),
logistics activities have the chance of being affected by lead-time uncertainty.
Supply chain risk is a complex phenomenon divided into sources and types of risk
(Svensson, 2000, 2002). According to Svensson’s theory, risk can be atomistic or
holistic. Atomistic sources of risk signify selected and limited parts of a supply chain
suitable for low-value, non-complex, and commonly available parts and materials.
The holistic view of the risk indicates that end-to-end supply chain analysis is
required to assess the overall risks. Further, Manuj and Mentzer (2008) have
identified five-step risk management and mitigation (Fig. 1). In the first step of the
risk management framework, the objective is to identify a risk profile that broadly
contains risk as atomistic/holistic, quantitative, and qualitative that affects global
operations. Risk assessment and evaluation describes which risks identified in the
first step are critical for global supply chain operations. After assessing and evalu-
ating, the next step is to select appropriate strategies to manage the risk, which helps
in reducing the probabilities of losses associated with risk events. Implementation of
strategies for risk requires specific structural and procedural changes with current
globalization trends. Strategy Implementation requires discipline, commitment, cre-
ativity, leadership, and superior execution skills (Freedman, 2003). The last step
describes mitigation planning that provides a firm with a more mature decision-
making process in facing losses caused by unexpected events.

The pace of evolving complex business environments and complicated opera-
tional strategies of firms contribute to the risk and vulnerability of supply chains. For
example, the fire at Philips plant in 2000 that affected both Nokia and Ericsson
disrupted their supply chains. Likewise, the Fukushima Daiichi nuclear disaster in
Okuma affected Japan in 2011 and impacted global supply chains. Thus, risks in
increasingly complex supply chain networks have brought risk management to the
forefront of research and managerial focus. The supply chain partners can identify
and manage risk through coordinated approaches (Jüttner et al., 2003). As a result,
they play a crucial role in dealing with the dynamic and uncertain business



environment and are widely adopted by firms to address increasing risks (Lavastre
et al., 2014; Manuj et al., 2014).
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The evolving business environment and rising competition are searching and
finding efficient supply chain partners within a supply chain network. The pace of
innovations in the digital marketplace permits buyers and sellers to transact in a
multidimensional marketplace, connecting to multiple trading partners. With
increasing development in the digital revolution, many industries are investing in
e-collaboration technologies to advance their supply chain capabilities (Foley &
Kontzer, 2004). Intel, Wal-Mart, and Kraft Foods are a few examples of organiza-
tions that have taken such initiatives. Firms have launched digital platforms for
business transactions with their partners/suppliers. SCM e-collaboration technolo-
gies enable us to combine and collaborate irrespective of physical proximity while
increasing the speed of response, reducing wasteful processes, and e-procurement in
the form of real-time demand forecasting. For example, global trade depends on the
physical verification of documents, and mediators are involved in the smooth
functioning of trade. Hence, Blockchain technology is expected to transform the
global supply chain platform by eliminating brokers through a digital platform. In
addition, blockchain facilitates effective measurement of the outcome and perfor-
mance of the SCM process (Gurtu & Johny, 2019). There are organizational and
strategy implementation risks, and technology and relational risk in supply chain
management. There are two sub-sections. Section 5.1 describes risk in the organi-
zation where the top management and different functional departments are involved
in achieving strategic fit in the uncertain business environment. Section 5.2 explains
risk in technology adoption and how supply chain partners can respond quickly to
improve JIT and increase efficiency in the supply chain network.

5.1 Organizational and Strategy Implementation Risk

Risk in the organization refers to the extent of top management involvement and
commitment to resources and financial capital. The cost of having an SCM digital
platform demands high capital investment. They include connection, hardware,
software, set-up, and maintenance costs (Commerce Net, 1998; Iacovou et al.,
1995; Nath et al., 1998; Senn, 1998). The rise in IT investment costs has forced
supply chain partners to opt for cheaper applications to secure a business system.
Also, the training required to get hands-on experience further pushes capital invest-
ments. The lack of global standards and guidelines on implementing sustainable
technologies is a challenge for SMEs in developing economies (Shin et al., 2019).
Leitão et al. (2016) and Bedekar (2016) have highlighted the IT infrastructure-based
issues in SMEs, such as weak network connectivity. Feng et al. (2018) highlighted
the lack of a trained workforce in management and staff and stressed the need for
training about the technologies to improve the skills of management and staff.
Moreover, a lack of IT audit systems results in weak software development pro-
cedures, leading to poor operational linkages that hinder information sharing.



Implementation of risk also increases due to a lack of technical knowledge skills and
training (Premkumar, 2003).
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5.2 Technology and Relational Risk

Technological risk emerges from poor integration and security issues that impact the
confidentiality, integrity, and authentication of supply chain transactions (Bhimani,
1996). These risks impact supplier operations as they are required to adopt different
technological solutions provided by buyers. Technological integration issues stem
from supply chain activities and functions that are not networked together and are
not likely to foster SCM performance. These risks are derived from a lack of
experience about security, the ability to audit e-collaboration systems, task uncer-
tainties, and environmental uncertainties. In addition, the spread of SCM
e-collaboration technologies has left most supply chain partners uncertain of their
business operations and unaware of the full potential of the technical solutions
(Ghosh, 1998).

Further, relational risk refers to the choices, anxiety, and low self-esteem toward
approving or disapproving, leading to uncertainties (Cunningham, 1967). Insuffi-
cient cooperation and negative attitudes among buyer–supplier relationships may
result from exercising coercive power (Blau, 1964). Moreover, power is the capa-
bility of a firm to exert influence on another firm to act in a prescribed manner. Power
plays a vital role in SCM e-collaboration strategies. For example, previous research
in the automotive industry suggests that Ford applied power when its EDI network
was first introduced. Its main objective was to gain a competitive advantage by
locking its suppliers into its system and its competitors out. EDI allows companies to
exchange data electronically rather than on paper. It is an essential component of
automation in business processes.

SCM performance results from SC responsiveness, which refers to efficiencies
along the supply chain in reducing response lag time and meeting demands for
different supply chain activities. The degree to which supply chain partners can
respond quickly to demand and environmental changes in the marketplace. Previous
studies suggest that effective communication and trust support intra-inter relation-
ships in SCM (Daft & Huber, 1986; Mohr & Nevin, 1990; Morgan & Hunt, 1994).

6 Supply Chain Risk Characteristics

There are numerous definitions of supply chain risk from multiple disciplines in the
academic literature. Finance, insurance, emergency management, health, safety, and
environment streams have further defined supply chain risk. The supply chain risk is
related to the organization’s objectives, which need to be proficient enough to
achieve it. The achievement of these objectives depends on the elucidation toward



unpredicted and ambiguous developments in supply chains. The next sub-sections
describe the risks and measures to minimize the impact of the risks in the supply
chain network. Section 6.1 explains risk in the firm’s capital resources, which may
lower the firm’s image in the long run. Section 6.2 elucidates the disruptive risks due
to changes in the business environment, higher customer expectations, and the
collaborative efforts in the global supply chain network to reduce risk impact.
Section 6.3 labels vulnerability as the supply chain’s exposure to uncertain events
and the ability to overcome such unpredictable events. Section 6.4 describes glob-
alization and outsourcing as the critical factors for risk drivers and strategies to
mitigate these risk drivers in the supply chain network.
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6.1 Financial Risk Objective

The objective of this area is to plan, monitor, and control the company’s capital
resources. It is necessary to predict and control uncertain developments, which may
further lead to the depreciation of brand value and objectives. Risk comprises both
gains and losses around the expected value of financial returns. These risks define the
loss due to fluctuations in market price, debt payments, and exchange rates, among
others—risk management models in finance attempt to predict the consequences of
the movements in the operational functions. Operational risk is defined by the Basel
II Committee as “the risk of loss resulting from inadequate or failed internal
processes, people, and systems” (BIS, 2006). Operational risks better reflect the
complexity, uncertainty, and diversity of valid risk sources for supply networks.
SCM significantly influences business goals and provides a competitive advantage
when designed appropriately (Wagner & Bode, 2008). The goals in SCM can be
achieved in two ways: efficiently and effectively (Håkansson & Prenkert, 2005;
Möller & Törrönen, 2003). Effectiveness means that achieving a predefined goal can
be guaranteed even if conditions are adverse, and efficiency refers to minimal
spending of resources to reach this objective. The primary function of a supply
chain is to satisfy customer demand and resource availability. Efficiently designed
supply chains provide the possibility of higher competitive advantages. Supply chain
efficiency refers to a cost and waste minimal execution of supply chain activities
(Borgström, 2005). The quest for efficiency and effectiveness are conflicting and
need to be carefully balanced (Kull & Closs, 2008).

6.2 Disruptive Risk

The essential feature of risk perception in the research inquiry is the availability of
probability distributions. The construction or identification of an optimal or satisfy-
ing decision is well supported by decision theory for decision-makers. The effective
and efficient supply chain practice in today’s globalized world depends on the



collaboration between geographically dispersed organizations (Kovács & Paganelli,
2003). Rosenhead et al. (2017) were the first authors to classify a decision process
according to the available information into three categories, i.e., certainty, risk, and
uncertainty. Under certainty, all parameters are deterministic and known. Therefore,
the relation between information and decision is unambiguous. Reasons for the need
to decide under these circumstances vary from lacking time and resources to collect,
process, and evaluate the information for knowing the structural complexity of
systems that act as a hurdle in predicting the consequences of a decision. To discern
between these different situations, two categories are introduced: decision-making
under risk relies on the probability distribution, and decision-making under uncer-
tainty due to lack of information about the likelihood of parameter changes. There-
fore, supply chain risks address both decision-making under risk and uncertainty.
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The international standard, ISO-14971 defines and measures a risk R as the
product of probability and harm of an event e: R ¼ PeSe, where Se and Pe refer to
the severity and probability of e, respectively. Furthermost, supply chain risk
definitions begin with the assumption that events are a significant factor in deter-
mining risk (Waters, 2011). Supply chain risk is understood as a triggering event.
(Wagner & Bode, 2008) state that disruption is characterized by its probability,
severity, and effects. Many supply chain risk analysis methods relate to the source or
root cause, while a few authors relate risk to ultimate consequences. This is to know
the likely causes and take measures to reduce the chances of their occurrence in the
future. However, the increased complexity of the supply network, changes in the
environmental conditions, and market signals drive inadequate mitigation (Jüttner
et al., 2003).

6.3 Supply Chain Vulnerability

The notion of the extent to which a supply chain is prone to a specific or vague event
is called supply chain vulnerability. A concept closely associated to supply chain
vulnerability is supply chain resilience describing the ability of a supply chain to
overcome disruption. Generally, vulnerability is defined as a concept that describes
the character and circumstances of a community, system, or asset that makes it
susceptible to the damaging effects of a hazard (UN Office for Disaster Risk
Reduction, 2004). Defining supply chain vulnerability as a risk requires understand-
ing what is meant by supply chain risk (Peck, 2007).

The understanding of resilience relates to the ability of the underlying system to
adjust or maintain essential functions under stressful and harsh conditions. The first
definitions of resilience related to supply chain management were developed in
2004 at Cranfield University and MIT. Consequently, definitions on supply resil-
ience either refer to the ability to overcome supply chain disruptions (Barroso et al.,
2009; Pettit et al., 2010; Svensson, 2000, 2004) or the ability to reduce supply chain
risk (Falasca et al., 2008; Jüttner & Maklan, 2011; Peck, 2005).
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management construct

Supply 
Chain Risk 

Management 

Supply Risk 
Vulnerability

Supply Risk 
Consequences

Supply Risk 
Mitigation 
Strategies 

Supply Risk 
Sources 

6.4 Risk Drivers and Mitigation Strategies

According to March and Shapira (1987), “risk” can be defined as “the variation in
the distribution of possible supply chain outcomes, their likelihood, and their
subjective values.” However, decision-making in risk uncertainty leads to adverse
implications and chaos in the supply chain network. Braithwaite and Hall (1999)
emphasized that the relationship between corporate strategy, risk, and the implica-
tions for supply chain management are poorly understood and need further
explanation.

The four basic supply chain risk management constructed from the theoretical
discussion are summarized in Fig. 2. Most academics and practitioners recommend
that the influences on contemporary supply chain management in the last decade,
like globalization or outsourcing, have intensified the risk exposure of supply chain
management (Engardio, 2001; McGillivray, 2000). Svensson (2002) uses ‘calcu-
lated risk’ to increase a company’s competitive advantage, profitability, or reduce
costs. Risk mitigating strategies are the strategic moves establishments consciously
undertake to mitigate the uncertainties identified from the various risk sources
(Miller, 1992). The term supply chain risk vulnerability is “the propensity of risk
sources and risk drivers to outweigh risk mitigating strategies, thus causing adverse
supply chain consequences.” From a single firm perspective, the adverse conse-
quences affect a firm’s goal accomplishment (Svensson, 2002). The sources of risk
in supply chains can be categorized into three categories, environmental risks,
network-related risks, and organizational risks. Environmental risk sources comprise
any uncertainties arising from supply chain environment interaction. Organizational
risk sources lie within the boundaries of the supply chain parties and range from
labor or production uncertainties. Network related risk sources as the interactions
between organizations within the supply chains. Further, supply chain risk conse-
quences depends on specific supply chain context like, risks associated with
stockouts, high levels of inventory and political ramifications. Due to the risk
consequences, organizations are under constants pressure of operational efficiency



due to competitive business environment. Risk mitigating strategies refers to man-
aging risks through flexibility, cooperation, and control of supply chain disruptions.
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7 Managerial and Theoretical Implications

Supply chain decisions influence other supply chain members through direct and
indirect effects (Novack et al., 1992). Therefore, decisions on risk management
should reflect strategies and processes across the global supply chain. Global supply
chain risk decisions may be classified into horizontal, vertical, and diagonal effects.
For example, a firm will choose multiple suppliers for critical components if it
assumes an equivocation strategy to safeguard itself against a disruptive supply
chain environment (horizontal effect). On the other hand, suppose a firm chooses
to adopt a delay strategy, like labeling and assembly at fulfillment centers close to
customers. In that case, it will modify the expectations from suppliers and affect how
downstream supply chain members align their systems to the delay strategy
(a vertical effect).

Selecting the right risk strategy is crucial for the supply chain network sustain-
ability in the long-term perspective. The managerial perceptions of risks (Sodhi
et al., 2012; Zsidisin, 2003) are critical for SCRM and studied by researchers.
Choosing the appropriate risk management strategy in risk-averse, risk-neutral,
risk-sharing, or risk-taking (Vanany et al., 2009) will directly impact the mitigation.
Further, sustainability factors will considerably influence SC design in the future.
Non-compliance with sustainability factors could lead to SC risk and disruptions.
Therefore, there is a need to mitigate risk and implement sustainability practices. An
organization’s focus should be on economic sustainability to remain in the business
for the long run. Nevertheless, the organization’s upper management and SC man-
agers must be aligned with the organizational philosophy regarding competing needs
of economic viability and environmental and social sustainability (Gurtu et al.,
2017).

SCM collaboration and outsourcing by risk-sharing or contracts amongst SC
partners can help to improve the network efficiency (Urciuoli, 2009), which can
also be termed knowledge sharing. The development of supplier partnerships and
strategic alliances is becoming an essential element for long-term profitability and a
robust risk mitigation strategy. Contingency planning strategies need to be industry
or SC-specific (Jüttner et al., 2003). However, apart from collaboration, risk trace-
ability strategies can be improved if the information is readily available quickly and
accurately. Communication and information-sharing technologies are expected to
make a significant impact in terms of traceability in SCM. For instance, it is
increasingly difficult to find a product made genuinely in a single country, i.e., all
inputs for a finished product are from a single country. Therefore, national and
regional policies alone are no longer enough to address today’s global supply chains
(Gurtu et al., 2017).
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It is not easy to establish whether quantitative models provide a better under-
standing and theory than qualitative work. However, research should have a practical
use. Various authors have suggested the requirement for better risk management.
Some of the proponents have suggested the following for better research in SCRM;
empirically grounded research (Jüttner et al., 2003), quantitative tools like mathe-
matical programming models, simulation models (Rao & Goldsby, 2009), analyti-
cal/network hierarchy process (Vanany et al., 2009), complexity and graph theory
(Colicchia et al., 2012), development of well-grounded models by considering other
interdisciplinary research approaches (Khan & Burnes, 2007).

Managers should appreciate the importance of integrative practices for mitigating
supply chain risks. Key supply chain partners are sources of external environment
information, a critical input for a firm’s process, especially in risk-prone situations.
At the same time, cross-functional integration among different departments acts as
an information processing capability for absorbing, processing, and timely imple-
mentation of information for responding to changes in the external environment.
Poor communication with key supply chain partners would have a cascading effect
on firms’ information-sharing process. In contrast, poor internal integration within
the firm would affect the processing and timely utilization of information gathered
from external integration. Hence, supply chain managers should develop integrative
practices and critical supply chain partners to manage risk and enhance operational
performance.

8 Conclusions

The awareness of supply chain risk management has been raised by disruptive events
impacting the business environment. These incidents have raised the importance of
robust supply chain networks for the entire industry. However, understanding the
meaning of supply chain risk, which information to share and monitor in light of
these disruptive events is varied. Global supply chains have become complex with
newer risks, where demand for innovative and sustainable ways to manage com-
plexity in the global supply chain network is needed. Further, global sourcing
primarily occurs from emerging markets and developing economies. In these con-
texts, substantial leverage effects for sustainability in supply chains can be expected
by reducing adverse societal impacts and minimizing related risks (Kelling et al.,
2020). Flexibility, organizational learning, and information systems are recognized
as critical enablers in the process of risk management and mitigation. Therefore,
there is a need to understand how these enablers influence risk and effectively make
sound supply chain decisions.

The top-level management should undertake risk management procedures to
improve external and internal levels of cooperation. Firms also need to address
vulnerability issues related to hackers, computer viruses, spam, and telecommuni-
cation failures. The challenge is not limited to technology, but the trust factor, data
sharing, and security of firms. Risk in SCM refers to the potential occurrence of
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events associated with inbound and outbound activities that can have significant
detriments to the purchasing firm (Zsidisin, 2003). Several factors have emerged
which have increased supply chain risk. These are (a) technological changes and
innovations, (b) globalization, (c) outsourcing, (d) reduction in the supplier base, and
(e) currency fluctuations. All these risk drivers are changes to the modern structure of
the supply chain, which directly impact the supply chain network. For example,
Sheffi (2001) suggests holding strategic emergency stocks to be used only in the case
of extreme disruptions and adopting a dual-sourcing strategy where offshore sup-
pliers are used for the bulk of the procurement volume and local suppliers in the case
of disruption.
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Firms require a robust supply chain strategy to sustain their operations when
significant disruptions occur. Tang (2007) said that some organizations’ supply
chains are efficient and resilient because they changed their strategy to meet cus-
tomer demand during shortages and crises. For example, when the Indonesian
Rupiah was devalued by more than 50% in 1997, many Indonesian suppliers
could not pay for imported components. This event was a shock wave for many
US customers who had outsourced their operations to Indonesia. Hence, robust
supply chain strategies are necessary for every firm to survive and be sustainable
in the long run.

Appendix: Some Definitions of Supply Chain Risk,
Uncertainty, and Vulnerability

Author
(s) (year)

Vulnerability Craighead
et al. (2007)

Decision Science Supply Chain Vulnerability ¼ SePe

Where Se is the severity and Pe is
the probability of an eventJenelius and

Mattsson
(2012)

Transportation Research
Part A

Sheffi and
Rice Jr
(2005)

MIT Sloan Management
Review

Peck (2005) International Journal of
Physical Distribution and
Logistics Management

“Something is at risk; vulnerable:
likely to be lost or damaged”

Svensson
(2000)

International Journal of
Physical Distribution and
Logistics Management

Vulnerability as a construct
consisting of two components,
namely inductive approach, and
deductive approach

Svensson
(2004)

Journal of Business and
Industrial Marketing

“Disturbance” and “the negative
consequence of disturbance”

Risk Barroso
et al. (2009)

IEEE Incapacity of the supply chain to
react to disruptions at a given

(continued)
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Author
(s) (year) Definition

moment and meet supply chain
objectives

Christopher
and Peck
(2004)

The International Journal
of Logistics Management

“Exposure to serious disturbance
arising from risks within the supply
chain as well as risks external to the
supply chain”

March and
Shapira
(1987)

Management Science The variation in the distribution of
possible supply chain outcomes,
their likelihood, and their subjective
values

Wynne and
Conrad
(1980)

Conrad, J. (Ed), Society,
Technology and Risk
Assessment

The potential for unwanted nega-
tive consequences that arise from an
event or activity

Jüttner et al.
(2010)

International Journal of
Logistics Research and
Applications

The possibility and effect of
mismatch between supply and
demand

Peck (2007) International Journal of
Logistics Research and
Applications

Anything that disrupts or impedes
the information, material, or prod-
uct flows from original suppliers to
the delivery of the final product to
the ultimate end user

Zsidisin
(2003)

Journal of Purchasing and
Supply Management

The occurrence of an event that
makes a supply chain unable to
satisfy customers’ demands,
threats, and safety

Uncertainty Milliken
(1987)

Academy of Management
Review

Perceived inability to predict
something accurately

van der
Vorst and
Beulens
(2002)

International Journal of
Physical Distribution and
Logistics Management

A situation where the decision-
maker lacks information about the
network and environment and
hence cannot predict the event’s
impact on supply chain behavior
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Abstract As supply chains have become more global and complex, supply chain
disruptions have become more frequent (Resilinc. Supply chain disruptions-
Resioinc’s mid-year report. https://www.resilinc.com/in-the-news/supply-chain-
disruptions-resilincs-mid-year-report/, 2021) and severe (Craighead et al. Decision
Sciences 38(1):131–156, 2007). It is thus imperative for public and private enter-
prises to develop and implement strategies to prevent supply chain disruptions from
occurring and recover quickly from them when they occur. Enterprises can do so by
first establishing an effective supply chain risk management (SCRM) process that
identifies, assesses, and proposes strategies to manage and monitor supply chain
risks. In this chapter, we review the SCRM process and describe its four stages: risk
identification, risk assessment, risk management, and risk monitoring. In doing so,
we propose practices and strategies that help enterprises identify, assess, manage
(accept, avoid, transfer, or mitigate), and monitor supply chain risks. We also
provide examples of how enterprises across industries have implemented SCRM
and identify key technologies employed within this process. Finally, we review
recent research on behavioral influences in the context of SCRM. The chapter,
overall, emphasizes the impact of continued risk for supply chains due to the
COVID-19 pandemic. This chapter serves as a resource to academics, students,
and practitioners into the SCRM process, actionable strategies employed within each
stage of this process, and behavioral factors influencing it.
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1 Introduction

As supply chains have become more global and complex, enterprises operating in
these supply chains have become more vulnerable to supply chain risks (World
Economic Forum, ). Such vulnerabilities became apparent, for example, as the
world faced the COVID-19 pandemic in 2019 through 2022. The pandemic has
exposed the dependency of nations, hospitals, and businesses worldwide on Chinese
suppliers and manufacturers for masks, gowns, and other protective equipment
(Bradsher, ). It also exposed the bottlenecks and rigidity in supply chains
after consumer demand for staples, such as toilet paper, yogurt, or meat, surged
while industrial demand plummeted (Smith, ). As a result, the importance and
consequences of not managing supply chain risks became clear to nations, public
and private enterprises, and consumers.

2020

2020

2013
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or changing course in product or service offerings can severely disrupt a supplier’s
operations. In another example, farmers in the USA were forced to dump or dispose
of milk and other fresh foods due to a significant drop in demand from restaurants,
hotels, schools, and other food service providers at the beginning of the COVID-19
pandemic in the USA (Yaffe-Bellany & Corkery, 2020). As such, an enterprise does
not operate in a vacuum. Instead, it depends on a network of suppliers, transportation
and logistics providers, dealers, and others to receive and provide goods and services
(Sheffi, 2005). Therefore, it needs to look outside its boundaries and work with its
trading partners (suppliers, transportation providers, third-party logistics (3PL) pro-
viders, or customers) to identify and evaluate risks that can disrupt supply chain
operations.

Supply chain risks refer to “events or conditions that [have the potential to]
adversely influence any part of a supply chain leading to operational, tactical, or
strategic level failures or irregularities” (Ho et al., 2015, p. 5). They are characterized
by the probability of their occurrence and the severity of their impact (Ho et al.,
2015; Sheffi & Rice, 2005). Most supply chain risks are not “black swan” events
(Taleb, 2007) but are common and predictable; thus, they may be considered “white
swans” (Akkermans & Van Wassenhove, 2013, 2018). Supply chain risks that
materialize often lead to supply chain disruptions, which refer to interruptions in
the materials, services, information, or financial flow from one organization to
another in a supply chain (Kim et al., 2015; Polyviou et al., 2018). Indeed, supply
chain disruptions occur increasingly (Resilinc., 2021), with severe consequences for
enterprises (Hendricks & Singhal, 2003, 2005).

Risks can disrupt not only an enterprise’s direct operations but also those of its
trading partners, thereby disrupting the enterprise itself as a consequence. Indeed, the
Business Continuity Institute revealed that the majority of supply chain disruptions
experienced by an enterprise originated outside its boundaries: 48.9% of disruptions
occurred at a first-tier supplier, 24.9% at a second-tier supplier, and 12.2% at a tier
beyond second-tier suppliers (Business Continuity Institute, 2018).

Meanwhile, an enterprise might also be affected by disruptions occurring down-
stream in its supply chain. For example, a significant customer going out of business
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In this way, the academic literature advocates that enterprises focus on supply
chain risk management (SCRM), namely the process of identifying, assessing,
managing, and monitoring the risks that can disrupt their operations and supply
chain networks (Ho et al., 2015). In this chapter, our objectives are to:

• Describe the SCRM process by outlining its stages
• Present the academic literature on each stage of the SCRM process and propose

relevant methods and practices within each stage
• Discuss significant business examples that demonstrate effective SCRM
• Present recent academic literature on the behavioral influences in the context of

managing supply chain risks and disruptions
• Present recent developments in SCRM in terms of technologies and software

This chapter contributes to the literature in several ways. First, it provides a
comprehensive review of methods employed to identify, assess, and mitigate supply
chain risks. It also reviews the capabilities and supply chain strategies that enter-
prises can develop and implement to mitigate the probability and severity of supply
chain disruptions proactively. Second, it makes a strong argument for an enterprise
and network view of supply chain risks. The chapter emphasizes that an enterprise
needs to look not only across functional silos and work with internal stakeholders
(e.g., procurement, logistics, operations, sales, finance) but also beyond its bound-
aries and work with its trading partners (e.g., suppliers, customers, third-party
logistics providers or government) to identify and evaluate risks that can disrupt
supply chain operations. Finally, this chapter serves as a background resource to
academics, students, and practitioners in the SCRM process, familiarizing all with
actionable strategies employed within each stage and enhancing understanding of
behavioral factors that can potentially influence this process.

2 Supply Chain Risk Management: An Overview

Supply chain risk management (SCRM) is defined as the process to identify, assess,
manage, and monitor risks in the supply chain (Ho et al., 2015), as shown in Fig. 1.
The stages in this process are summarized below:

1. Supply chain risk identification: This stage involves discovering all relevant
risks that can influence an enterprise’s operations and supply chain (Zsidisin &
Henke, 2019). These risks might stem from internal and external sources relative
to the boundaries of an enterprise (Christopher & Peck, 2004). Internal sources
might be equipment breakdown, production delays, or accidents, while external
sources may include natural disasters, pandemics, cyber-attacks, production or
quality problems at suppliers’ plants, or transportation accidents.

2. Supply chain risk assessment: Supply chain risks are typically characterized by
the probability of their occurrence and the severity of their impact. This stage, as
such, involves estimating these variables for the relevant supply chain risks
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Fig. 1 The supply chain
risk management (SCRM)
process

identified in the risk-identification stage (Zsidisin & Henke, 2019). This stage
also involves prioritizing the supply chain risks according to the enterprise’s risk
tolerance.

3. Supply chain risk management: This stage involves identifying and developing
strategies to reduce the probability or severity of the identified supply chain risks.
This stage can include risk acceptance (i.e., doing nothing to mitigate the risk)
and strategies to avoid, transfer, or mitigate risks (Chapman, 2006).

4. Supply chain risk monitoring: This stage involves evaluating the efficacy of the
risk treatment strategies developed and implemented in the previous stage. It also
includes identifying the opportunities to improve the stages of the SCRM process
and updating the process based on the learnings gathered (Zsidisin & Henke,
2019).

We note that Fig. 1 depicts the SCRM process as a cycle, implying that the
process is continuous. That is, the supply chain risk monitoring stage informs the
supply chain risk identification, assessment, and management stages on an ongoing
basis to ensure that the findings and decisions in each stage remain updated and
relevant in a continuously changing business environment.

We also note that an enterprise must first be motivated to focus on SCRM and
implement a program to identify, assess, mitigate, and actively monitor risks. This
motivation is largely driven by the enterprise’s orientation toward supply chain risks
and disruptions, formally defined as a “general awareness and consciousness of,
concerns about, seriousness toward, and recognition of opportunity to learn from
supply chain disruptions” (Bode et al., 2011, p. 837). An enterprise, which has a
strong orientation toward supply chain disruptions, will consider them a critical issue
and take actions that ensure continuity in its supply chain operations (Ambulkar
et al., 2015; Bode et al., 2011).

Once an enterprise initiates an SCRM program, it will need to identify where the
key vulnerabilities and failure points lie in its supply chain network and which
customers need to be prioritized if a supply failure occurs. It also needs to evaluate its
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Table 1 Supply chain risk management (SCRM) assessment questions

Assessment questions to ask internally about an enterprise’s SCRM capabilities

• What capacity is available, and how quickly can we redirect?
• Do we have emergency management structures and defined roles and responsibilities in place to
respond to a crisis?
• How do we procure direct and indirect materials? How are supply chain disruptions accounted
for in those procurement processes?
• Who is responsible for SCRM and crisis management at each site?
• What immediate action must we take to minimize loss and liability?
• Do you know your key support groups and their SCRM plans? Are your plans aligned so that
you can continue operating?
• Do we need to prioritize customer demand? If so, which customers will be prioritized?
• What are the worst-case financial loss and legal exposure? Do you have a key contact list for
individuals required to respond to a crisis?
• How long will it take to resume operations?

Assessment questions to ask suppliers about their SCRM capabilities

• What kinds of business functions are considered critical and have SCRM plans associated
with them?
• What kinds of impacts are considered by your risk-mitigation and recovery-planning activities?
• How does senior management support the SCRM program? What management review and
corporate governance mechanisms exist?
• Does your SCRM program ensure that all business processes and functions “critical” to your
company are identified and documented?
• Does the SCRM documentation cover the components that make/support critical processes to an
appropriate level of detail to ensure that single points of failure can be identified?
• Does your SCRM program ensure that business interruption risks are understood and prioritized
and their impacts comprehended?
• Have your business groups taken steps to reduce risks?
• How frequently is the risk and impact assessment refreshed so that changes to your business are
reflected in the SCRM program?
• Does your SCRM program ensure that the plans in place are well documented and current?
• Do these plans provide effective crisis response and ensure that critical operations continue
during a crisis?
• Is the SCRM plan documentation readily available to the people who need it and maintain it?
• What kinds of exercises and drills are performed to ensure the completeness of the plans? Is the
enterprise prepared to perform effectively during a crisis?
• Can your senior management confidently answer “Yes”when asked if everything reasonable and
prudent has been done to be able to respond to and recover from an emergency?

Adapted from Zsidisin (2007)

current capabilities and those of its suppliers to manage supply chain risks. A CAPS
Research study on business continuity management identified two sets of questions
that an organization can ask internally and its suppliers when embarking on these
initiatives (Zsidisin, 2007). We adjusted these questions to the SCRM context and
provided them in Table 1.
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3 Approaches to Identify, Assess, Manage, and Monitor
Supply Chain Risks

3.1 Supply Chain Risk Identification

The first stage in the SCRM process is supply chain risk identification. This stage
involves discovering all relevant risks that can disrupt an enterprise’s operations.
The objective of an enterprise in this stage should be to develop a risk register,
namely a list of identified supply chain risks and a rating of their importance (Sodhi
& Tang, 2012).

Risks that can interrupt the flow of materials, services, information, money, or
even human resources in a supply chain are numerous. Examples include but are not
limited to natural disasters (such as earthquakes, floods, or hurricanes), pandemics
(such as the COVID-19 pandemic), geopolitical events (such as political unrest),
labor strikes (such as strikes at plants or ports), accidents (such as transportation
accidents), supplier-related disruptions (such as factory fires, product quality prob-
lems, or production bottlenecks), and security-related events (such as hacking and
piracy). Other types of risks may not cause an interruption in the flow. Nevertheless,
they may require adjustments to an enterprise’s operations or influence its reputation,
such as governmental policies and regulations (such as new environmental policies,
tariffs, and other trade restrictions) or environmental incidents (such as oil spills).
Table 2 presents a sample of the supply chain risk categories identified in the
literature.

An enterprise can use different approaches to identify supply chain risks, as
shown in Table 3. Every enterprise is responsible for identifying its own risks and
typically does so from its own viewpoint (Hallikas et al., 2004). Nonetheless, it must
work with key trading partners, such as suppliers, distributors, transportation pro-
viders, and customers, to identify and evaluate its dependencies on them and find
where vulnerabilities might exist in the supply chain network beyond first-tier supply
chain partners (Hallikas et al., 2004). For example, after a severe sub-supplier
accident, Ericsson implemented a proactive SCRM approach. It began working
with and required its first-tier suppliers to analyze, assess, and manage risks in
their supply chains (Norrman & Jansson, 2004). Likewise, General Motors
(GM) started working with its first-tier suppliers to assess if any second-tier suppliers
were in trouble and proactively mitigate possible disruptions from those sub-tier
suppliers (Banker, 2016).

Moreover, some types of enterprises, such as state or federal governments, have a
responsibility to fulfill the needs of their constituents even after a supply failure or
discontinuity. As such, they have to incorporate the needs and viewpoints of their
stakeholders into their SCRM plans. For example, the US Federal Government
maintains strategic national stockpiles of medicines and medical devices for use
during public health emergencies, such as the COVID-19 pandemic (US Department
of Health and Human Services, 2020).
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Table 2 Categories of supply chain risks

Author Concept Risk categories

Harland et al. (2003) Supply network
risk

1. Strategic risk
2. Operations risk
3. Supply risk
4. Customer risk
5. Asset impairment risk
6. Competitive risk
7. Reputation risk
8. Financial risk
9. Fiscal risk
10. Regulatory risk
11. Legal risk

Christopher and
Peck (2004)

Supply chain risk 1. Internal to the firm (Process; Control)
2. External to the firm but internal to the supply chain
network (Demand; Supply)
3. External to the network (Environmental)

Manuj and Mentzer
(2008)

Supply chain risk 1. Supply risks
2. Demand risks
3. Operational risks
4. Security risks
5. Macro risks
6. Policy risks
7. Competitive risks
8. Resource risks

Tang and Tomlin
(2008)

Supply chain risk 1. Supply risks (Supply cost risk; Supply commit-
ment risks)
2. Process risks
3. Demand risks
4. Intellectual property risks
5. Behavioral risks
6. Political/social risks

Wagner and Bode
(2008)

Supply chain risk
source

1. Demand-side
2. Supply-side
3. Regulatory, legal, and bureaucratic
4. Infrastructure
5. Catastrophic

Rao and Goldsby
(2009)

Supply chain risk 1. Environmental risk sources
2. Industry risk sources
3. Organizational risk sources
4. Problem-specific risk sources
5. Decision-maker risk sources

Tummala and
Schoenherr (2011)

Supply chain risk 1. Demand risks
2. Delay risks
3. Disruption risks
4. Inventory risks
5. Manufacturing (process) breakdown risks
6. Physical plant (capacity) risks
7. Supply (procurement) risks
8. System risks
9. Sovereign risks
10. Transportation risks



3.2 Supply Chain Risk Assessment

The second stage in the SCRM process is supply chain risk assessment. This stage
involves evaluating the probability of occurrence and the severity of impact of the
supply chain risks identified in the first stage of supply chain risk identification. A
key objective in this stage is for an enterprise to prioritize supply chain risks
according to these variables so that it can focus on the high-priority risks. Table 4
provides exemplary methods that can be used to assess supply chain risks. Finally,
an enterprise may use different metrics to measure severity, as shown below
(Macdonald & Corsi, 2013; Simchi-Levi et al., 2014; US Department of Defense
Standard Practice, 2012):
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Table 2 (continued)

Author Concept Risk categories

Pettit et al. (2013) Supply chain
vulnerabilities

1. Turbulence
2. Deliberate threats
3. External pressures
4. Resource limits
5. Sensitivity
6. Connectivity

Ho et al. (2015) Supply chain risk 1. Macro risks (Natural; Man-made)
2. Micro risks (Demand; Manufacturing; Supply;
Infrastructural)

Adapted from Polyviou (2016)

• The number of products affected
• The number of plant locations affected
• The number of customers affected by flow discontinuity
• The extent of damage to or loss of equipment or property
• The extent of damage to the environment
• The financial loss of the enterprise
• The time-to-recover (TTR): The time (e.g., in days or weeks) that a particular

node in a supply chain network (e.g., a supplier’s factory, a warehouse or distri-
bution center, a transportation center) would need to become fully functional after
a supply chain disruption has occurred (Simchi-Levi et al., 2015)

3.2.1 Supply Chain Risk Mapping and Prioritization

An enterprise is unlikely to have all the resources (time, physical, financial, human)
to manage every possible risk that could affect its supply chain operations. There-
fore, it needs to decide which risks to accept for the short- or long-term, manage
actively, monitor actively but not manage, and require its suppliers to monitor.
Notably, the enterprise needs to pay attention to the significant, apparent risks akin
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Table 3 Methods to identify supply chain risks

Method Description

Brainstorming Method in which a team of experts collects a broad set of
ideas and ranks them

Checklists Method in which users refer to a previously developed list of
representative supply chain risks that need to be considered

Check-sheets Method in which users collect past data about events to
derive an event’s distribution. For example, an enterprise
might record late deliveries from suppliers to rate supplier
reliability

Delphi method Multi-round process in which a group of experts anony-
mously replies to questionnaires about supply chain risks.
At the end of each round, the experts receive feedback on
the group’s responses. The process repeats itself until expert
consensus is achieved

Early warning signals Indicators used to notify users of changing supply chain
risks. For example, an enterprise may collect equipment
maintenance information, machine reliability information,
or product complaints as early indicators to predict supply
chain risks

Fault tree analysis Deductive method that begins with an undesired event (top
event) and determines how that event could occur by
constructing a logic diagram (i.e., the fault tree)

Failure mode and effects analysis
(FMEA)

Method that identifies: (a) the ways in which a product or
process can fail (i.e., failure modes) and (b) the conse-
quences of those failures (i.e., effects). Failures can be
prioritized according to their frequency, severity, and
detectability

Hazard and operability study
(HAZOP)

Inductive method that defines possible deviations from the
expected or intended performance. “Guide words” are used
as a systematic list to identify those deviations. Finally, the
criticalities of the deviations are assessed

Interviews and surveys Use of structured or semi-structured interviews and ques-
tionnaires to ask experts to identify supply chain risks

Ishikawa cause and effects dia-
gram (Fishbone diagram)

Method that identifies possible causes for a problem. Causes
are typically grouped into the following categories:
Methods, Machines, People, Materials, Measurement, and
Environment. This method can be used to facilitate
brainstorming

Supply chain mapping Method that involves the mapping of the supply chain
network to identify the number and location of suppliers,
number and origin of shipments, modes of transport and
routes, ports, or 3PL providers. The supply chain map is
then used to identify supply chain risks across the different
nodes or arcs of the network

Wheel of crises Method in which possible crises are listed in a wheel. Users
turn the wheel and discuss the possible consequences if they
face that crisis where the wheel stops. This method can be
used to facilitate brainstorming

Based on Harland et al. (2003), Mitroff and Alpaslan (2003), Norrman and Jansson (2004), Peck
(2005), Knemeyer et al. (2009), and Tummala and Schoenherr (2011)
Note: Other supply chain risk identification methods can be found in the British Standards
Institution (BS 31100:2008) and ISO/ICE (ICE 31010:2019)



to the “elephant in the room” that decision-makers tend to overlook. These risks are
labeled as “gray rhinos” and are the high-probability and high-impact events that are
generally ignored (Wucker, ). Gray rhinos do not occur suddenly but after a2016
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Table 4 Methods to assess supply chain risks

Method Description

Bayesian analysis Statistical technique that uses distribution data to assess the
probability of occurrence of a supply chain risk

Bow-tie analysis Method that describes and communicates risk scenarios.
The bow-tie diagram gives a visual representation of all
possible incident scenarios existing around a specific haz-
ard. The bow-tie also shows what an enterprise does to
control those scenarios by identifying safety barriers

Probability/severity matrix Matrix that combines qualitative or semi-quantitative rat-
ings of probability and severity of supply chain risks (see
Fig. 2 for an example)

Event tree analysis Inductive method that begins with a starting event (e.g.,
component failure) and determines the consequences of that
event by constructing a logic diagram (i.e., the event tree).
Each path is assigned a probability of occurrence. The user
can then calculate the probability of the various possible
outcomes

Expert opinion combined with
historical data

Method that combines historical data about the occurrence
of events (if available) with expert opinion on the events’
probability of occurrence and severity of impact

Failure mode and effects analysis
(FMEA)

Method that identifies: (a) the ways in which a product or
process can fail (i.e., failure modes) and (b) the conse-
quences of those failures (i.e., effects). Failures can be
prioritized according to their frequency, severity, and
detectability

Hazard and operability study
(HAZOP)

Inductive method that defines possible deviations from the
expected or intended performance. “Guide words” are used
as a systematic list to identify those deviations. Finally, the
criticalities of the deviations are assessed

Ishikawa cause and effects dia-
grams (Fishbone diagram)

Method that identifies possible causes for a problem.
Causes are typically grouped into the following categories:
Methods, Machines, People, Materials, Measurement, and
Environment. This method can be used to facilitate
brainstorming

Monte Carlo Simulation Method used to establish the aggregate variation in a system
that results from variations in the system for various inputs.
Each input has a defined distribution, and the inputs are
related to the output via defined relationships

Based on Harland et al. (2003), Mitroff and Alpaslan (2003), Norrman and Jansson (2004), Zsidisin
et al. (2004), Knemeyer et al. (2009), and Tummala and Schoenherr (2011)
Other supply chain risk assessment methods can be found in the British Standards Institution
(BS 31100:2008) and ISO (ISO 31010:2019)
Some methods are relevant for supply chain risk identification and risk assessment and thus appear
in Tables 3 and 4 of this chapter
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Fig. 2 Risk probability and severity matrix with supply chain risk examples

series of warnings and visible evidence, which decision-makers and organizations
tend to overlook until too late (Wucker, 2016).

One method to guide decision-making around prioritizing the management of
supply chain risks is to develop a matrix that categorizes them according to low
versus high probability and low versus high severity. Figure 2 illustrates an example
of such a matrix. Notably, an enterprise needs to define a time interval (e.g., a quarter
or a year) by which it will update this categorization. The environment in which it
operates changes continuously, and some risks might shift across categories. For
instance, we indicated “port congestion” as a low-probability and low-severity event
in the example depicted in Fig. 2. Nevertheless, port congestion in the USA in 2021,
for instance, is likely considered a high-probably and high-severity event by many
enterprises that import goods. In the summer and fall of 2021, the ports of Los
Angeles and Long Beach are struggling to handle the overwhelming number of
containers arriving—a result of a surge in US consumer demand for imported
durable goods post-COVID-19. In this way, containers have been sitting on con-
tainerships in the water instead of being processed through the ports, disrupting the
supply chain operations of companies such as Nike and Costco (Paris & Smith,
2021).

An enterprise may decide to focus first on high-probability and high-severity
risks, as these are very likely to occur and will severely impact operations and disrupt
supply continuity when they do occur. It could also focus first on the high-
probability and low-severity risks. Even if these risks are not as severe, their frequent
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occurrence can accumulate costs and failures with severe long-term implications.
Alternatively, it can focus on mapping the risks that exist within its boundaries (such
as its plant locations or warehouses) or within its boundaries and at the first-tier
suppliers and customers before considering risks in the sub-tiers of its supply chain.

An enterprise could also prioritize among first-tier suppliers and customers. A
helpful way to do so is by using portfolio analysis to analyze its goods and services
(Kraljic, 1983). With portfolio analysis, an enterprise can categorize goods and
services according to their “value potential” (low versus high) and “sourcing com-
plexity” (low versus high) (Kraljic, 1983).

Figure 3 shows a portfolio analysis matrix that can be constructed based on the
product’s value potential and sourcing complexity. To assess “value potential,”
metrics might include relative spend, impact to cost, delivery, and reliability,
among others (Kraljic, 1983; Lambert, 2008). Metrics to assess “sourcing complex-
ity”might include the number of available suppliers in the market, the complexity of
materials requirements, product complexity, logistics complexity, and geographical
locations of suppliers, among others (Kraljic, 1983; Lambert, 2008). Essentially,
sourcing complexity represents the sourcing constraints that an enterprise will face
when searching for alternative supply sources in case of a supply chain disruption.
Commodity materials (e.g., those in the routine or leverage categories) typically pose
a lower risk to an enterprise, as it can likely find alternative suppliers if a supply
chain disruption occurs. Hence, the enterprise may not need to go beyond first-tier
suppliers for its SCRM program. Conversely, materials that are sole-sourced or
single-sourced (e.g., those possibly in the bottleneck or strategic categories) present
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a significant risk of supply discontinuity. Therefore, the enterprise needs to closely
monitor or work with those suppliers, search for risks beyond first-tier suppliers, and
include those in its risk register. It is noteworthy that during COVID-19, items that
many had categorized as commodities (e.g., masks and gowns), many of which were
manufactured in China, turned out to be critical to the operation of health care
organizations and the safety of both workers and patients. Therefore, one must be
diagnostic as to the impact of any item as items are classified.

An enterprise can also include its risk tolerance or risk appetite, namely the
amount of risk it is prepared to tolerate (be exposed to) at any time (Chapman,
2006), in the probability/severity matrix. Risk tolerance is unique to each enterprise
and depends on its culture and objectives as well as the changing environmental
conditions (Chapman, 2006).

Figure 4 shows an example of a risk heat map that combines the probability/
severity matrix and risk tolerance. By considering its risk tolerance, an enterprise
may first focus on the red areas before moving into the orange and yellow areas and
decide to accept the supply chain risks in the green areas.

Once an enterprise identifies relevant supply chain risks, it can map them using
different methods. For example, GM uses a concentric vulnerability map to map
risks (see Fig. 5) (Sheffi, 2005). GM categorizes risks into strategic, financial,
operations, and hazard risks. The axes correspond to low versus high probability
of occurrence and low versus high impact. The radials show whether these risks
originate from GM’s internal operations (e.g., at GM’s plants) or from the external
environment (e.g., natural disasters).
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3.2.2 Supplier Risk Assessments

A critical part of this stage in the SCRM process is supplier risk assessment. A
supplier risk assessment constitutes a formal evaluation of the financial and opera-
tional risks that suppliers may exhibit. As enterprises typically do not have abundant
resources to include all their suppliers in a formal supplier risk program, they use
various criteria to decide on which ones to include. A recent survey of supply chain
professionals by CAPS Research identifies the top criteria enterprises use, as shown
in Table 5. Critical categories or spend areas are those categories that an organization
considers essential to the business, either because they regard critical materials or
materials that feed into multiple production lines. Annual spend represents the
amount an enterprise spends with a supplier and is often an indicator of the supplier’s
importance and, therefore, the amount of risk the supplier poses to the enterprise.
Sole-sourcing is when an enterprise sources a particular good or service from one
supplier, and only that supplier is available in the supply market (Van Weele, 2010).
Single-sourcing is when an enterprise chooses to source a particular good or service



from one supplier, even when other suppliers may be available in the market (Van
Weele, 2010). Both these strategies can be risky as the enterprise depends on this one
supplier, and anything the supplier does will influence the enterprise’s supply chain
operations. A new supplier in the supply base can also present risks because the
enterprise has no experience working with this supplier and may be unfamiliar with
its processes and general way of doing business. Finally, specific geographic loca-
tions may be considered riskier, for example, due to natural disaster risk, geopolitical
tensions, trade restrictions, port congestion, or consistency in the quality of procured
goods and services. Notably, the criteria in Table 5 could be considered indicators of
“value potential” and “sourcing complexity,” the two dimensions of Kraljic’s port-
folio analysis discussed above.

Supplier risk assessments are imperative given that most supply chain disruptions
experienced by an enterprise originate in first-tier suppliers (Business Continuity
Institute, 2018). Hence, enterprises can conduct formal supplier risk assessments,
either internally or using a third party. The same CAPS Research survey mentioned
above reported that 86% of the enterprises surveyed conducted supplier risk assess-
ments, 79% scored those assessments, while 29% used third parties to conduct those
assessments (CAPS Research, 2015).

3.3 Supply Chain Risk Management

The third stage in the SCRM process involves identifying, evaluating, and
implementing strategies to manage the supply chain risks according to the enter-
prise’s risk prioritization. Importantly, SCRM might not always involve mitigating
risks, as an enterprise may accept, avoid, or transfer risks.
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Table 5 Criteria used to include suppliers in a supplier risk program (CAPS Research, 2015)

Criteria used to determine if a supplier should be included in the
supplier risk program

% of organizations
surveyed

Critical categories/spend areas 82.8

Annual spend 70.3

Supplier product/ service is part of a critical deliverable 68.8

Sole- or single-source supplier 57.8

New supplier (never used before) 34.4

Certain geographic locations 29.7

• Supply chain risk acceptance: An enterprise identifies and accepts the supply
chain risk. It does not act either because it finds it economical not to do anything
or has no alternative and feasible options to transfer or mitigate the risk (Chap-
man, 2006). Risk acceptance depends on the context in which an enterprise
operates. For example, in the health care industry, hospitals can be captive to
pharmaceutical manufacturers who hold a patent for a specific drug or medical
device for a certain period of years. Hospitals, as such, often accept the risk of
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sourcing these products. Risk acceptance also depends on the enterprise’s risk
tolerance or appetite (Chapman, 2006). As mentioned earlier in this chapter, risk
tolerance is unique to each enterprise and depends on the enterprise’s culture,
objectives, industry sector, as well as environmental and business conditions
(Chapman, 2006).

• Supply chain risk avoidance: An enterprise identifies the supply chain risk and
considers it unacceptable. Because the enterprise cannot alter the risk, it chooses
to eliminate it before the risk triggers a supply chain disruption (Ritchie &
Brindley, 2007). Possible risk avoidance strategies include stopping the sale of
a product, exiting a geographical market, or switching a supplier (Manuj &
Mentzer, 2008).

• Supply chain risk transfer: An enterprise identifies the supply chain risk but
transfers responsibility to another party. Possible risk transfer strategies include
business interruption or supply chain disruption insurance (Cummings, 2020; Fan
& Stevenson, 2018), outsourcing, financial risk transfer mechanisms, or risk-
transfer contracts (Olson & Wu, 2010). Notably, risk transfer strategies may not
eliminate an enterprise’s exposure to the risk or the risk’s impact. For instance,
Hurricane Maria exposed the vulnerabilities of US hospitals, which relied on
group purchasing organizations (GPOs) for a large amount of critical supplies
with the notion that GPOs have a diversified supply base. In reality, GPOs were
exposed to the same sub-tier suppliers.

• Supply chain risk mitigation. An enterprise identifies risk and actively manages
it through actions that seek to reduce the probability of the risk’s occurrence or the
severity of its impact.

In this section, we focus on supply chain risk mitigation approaches. We refer the
reader to Chapman (2006) for a more comprehensive review of the abovementioned
approaches to supply chain risk avoidance and transfer. Indeed, the majority of the
SCRM literature concentrates on supply chain risk mitigation. Table 6 offers an
exemplary but not exhaustive list of such mitigation approaches.

We note that there are supply chain risks that an enterprise cannot anticipate.
These risks can be highly improbable with highly severe consequences, typically
regarded, as mentioned above, as “black swans” (Taleb, 2007), or they are incon-
ceivable by management and organizational systems, typically regarded as
“unknown-unknowns” (Ramasesh & Browning, 2014). The enterprise will be
unable to develop specific risk mitigation strategies for these types of risks. There-
fore, it must build resilience into its supply chain through (a) robustness strategies
that help it avoid a supply chain disruption or resist its impact (such as anticipation
and visibility capabilities) and (b) recovery strategies that help the enterprise recover
from a supply chain disruption quickly (such as agile supply chain redesign) (Pettit
et al., 2013; Wieland & Wallenburg, 2013).

Finally, even with a robust set of supply chain risk mitigation strategies available,
an enterprise may be unable to implement certain strategies depending on various
factors. In this chapter, we discuss two central factors influencing the ability of an
enterprise to implement such strategies: the properties of the industry in which it
operates and the attributes of its supply chain, specifically supply chain complexity.
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Table 6 Exemplary supply chain strategies to mitigate the probability or impact of supply chain
risks

Supply chain risk mitigation approach References

Demand manage- Reduction of the forecast horizon Sodhi and Tang (2012)
ment approaches Centralized (decentralized) capacity for

unpredictable (predictable) demand, i.e.,
risk pooling

Chopra and Sodhi (2004,
2014)

Shift demand across different products Tang and Tomlin (2008)

Flexible pricing Tang and Tomlin (2008)

Supply manage-
ment approaches

Flexible supplier contracts Tang and Tomlin (2008)

Risk-sharing contracts (buybacks, real
option-based contracts)

Tang (2006)

Multi-sourcing Chopra and Sodhi (2004);
Sheffi and Rice (2005); Pettit
et al. (2013)

Favor redundant supplies for high-volume
products, low redundancy for low-volume
products

Chopra and Sodhi (2004)

Centralize redundancy for low-volume
products to few, key, flexible suppliers

Chopra and Sodhi (2004)

Supplier selection criteria Ravindran et al. (2010)

Supplier performance evaluation criteria Blome and Schoenherr
(2011)

Manufacturing
management
approaches

Modular product designs Pettit et al. (2013)

Multiple plants with interoperability Sheffi and Rice (2005); Tang
and Tomlin (2008)

Manufacturing postponement Pettit et al. (2013)

Transportation
management
approaches

Multiple transportation providers Pettit et al. (2013)

Multiple transportation modes Pettit et al. (2013)

Re-routing of requirements Pettit et al. (2013)

Inventory manage-
ment approaches

Logistics postponement Zinn and Bowersox (1988)

Strategic inventory Pettit et al. (2013)

Decentralized (centralized) inventory for
predictable, lower-value products (for less
predictable, higher-value products)

Chopra and Sodhi (2014)

Collaborative
approaches with
trading partners

Alliances with suppliers, group purchas-
ing enterprises (GPOs), transportation
providers, or distributors to identify,
assess, share, or mitigate risks

Sheffi and Rice (2005); Pettit
et al. (2013)

Information sharing Pettit et al. (2013)

Collaborative Planning, Forecasting, and
Replenishment (CPFR)

Pettit et al. (2013)

Vendor-managed inventory (VMI)

Product manage-
ment approaches

Part commonality Chopra and Sodhi (2004);
Pettit et al. (2013)

Product variability reduction Pettit et al. (2013)
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Table 6 (continued)

Supply chain risk mitigation approach References

Favor responsiveness to cost for short life-
cycle products, or low-volume,
unpredictable products

Chopra and Sodhi (2004)

Capacity manage-
ment approaches

Slack in capacity utilization Sheffi and Rice (2005); Pettit
et al. (2013)

High redundancy for high-volume prod-
ucts and low redundancy for low-volume
products

Chopra and Sodhi (2014)

Distributed capacity Pettit et al. (2013)

Financial manage-
ment approaches

Hedging Pettit et al. (2013)

Portfolio diversification Pettit et al. (2013)

Information man-
agement
approaches

Information gathering about the business
environment, competitors, suppliers, sup-
ply markets

Pettit et al. (2013)

Monitoring and sharing information about
early warning signals

Pettit et al. (2013)

General approaches Business continuity plans internally and
with suppliers

Zsidisin et al. (2005)

3.3.1 Industry Constraints and Supply Chain Risk Mitigation

The tolerance for risk and the implementation of supply chain risk mitigation
strategies will depend on the industry in which an enterprise operates. For example,
some industries, such as aerospace manufacturing or automotive manufacturing,
were early adopters of just-in-time (JIT) manufacturing and delivery, leading to
reduced inventories. Companies operating in these sectors recognized the need to
employ other strategies to mitigate the risk of low buffers in the supply chain.
Toyota, for example, seeks to standardize the parts it sources from Japanese sup-
pliers so that the suppliers can share components that can be manufactured in several
locations; asks suppliers of specialized parts, which cannot be duplicated across
plants, to hold more inventory; and seeks to make parts procurement across geo-
graphic regions independent so that a natural disaster in Japan would not affect
Toyota’s production in other countries (Kim, 2011).

Furthermore, the degree of outsourcing differs across industries, which also
influences an enterprise’s dependency on its supply base. For example, industries,
such as health care, have not only outsourced most of their procurement spend, but
they frequently depend on sole or single suppliers, especially when the supplier
holds the patent for the manufacturing of a drug or medical device. While this
resource dependency (Pfeffer & Salancik, 1978) further increases supply chain
risks, enterprises in this industry often accept the risk as a given.
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3.3.2 Supply Network Complexity and Supply Chain Risk Mitigation

One stream of work explored how increasing complexity in the supply chain might
increase the frequency and impact of supply chain risks. Broadly, supply chain
complexity refers to “the level of detail complexity and dynamic complexity
exhibited by the products, processes and relationships that make up a supply
chain” (Bozarth et al., 2009, p. 80). Others viewed complexity as the combination
of “the total number of nodes ... and the total number of forward..., backward..., and
within-tier materials flows... within a given supply chain” (Craighead et al., 2007,
p. 140).

Prior research largely demonstrated that supply chain complexity is detrimental
when it comes to supply chain disruptions. For example, Choi and Krause (2006)
argued that higher complexity in the supply base means an enterprise has to deal with
many suppliers and, thus, monitor and coordinate more interfaces with those sup-
pliers. Hence, Bode andWagner (2015), argued that it becomes more difficult for the
enterprise to continue having a sufficiently broad view and control over its suppliers,
making it more susceptible to experiencing supply chain disruptions more
frequently.

Furthermore, as complexity in the supply chain increases, the severity of supply
chain disruptions can also increase. For example, Craighead et al. (2007) showed
that if a trigger disrupts a part of the supply chain that is more complex, it is expected
to affect more nodes or arcs in that network and, thus, increase the impact of the
subsequent disruption. Also, Bode and Macdonald (2017) found that when com-
plexity in a supply chain increases, managers are challenged to recognize that a
supply chain disruption has happened as well as and diagnose it. This added
difficulty can slow down an enterprise’s reaction to the supply chain disruption
and subsequently exacerbate the disruption’s impact.

Recent research, however, has provided evidence that supply chain complexity
may be both a detriment and a blessing for supply chains. Wiedmer et al. (2021)
examined how various dimensions of supply network complexity (supply, logistics,
and product) influence the ability of US automotive supply chains to resist and
recover from supply chain disruptions triggered by the 2011 Japan Earthquake and
Tsunami. Supply complexity (i.e., the number of suppliers) worsens disruption
impact and improves a firm’s recovery from the disruption. Logistics complexity
(i.e., the number of ocean carriers) does not significantly affect disruption impact but
enhances a firm’s recovery. Lastly, product complexity (i.e., the number of compo-
nents in a product) worsens disruption impact but does not significantly affect
recovery. Wiedmer et al. (2021), as such, concluded that academics should differ-
entiate between the various types of supply network complexity and the phase of the
disruption in which an organization is (i.e., disruption-impact versus disruption-
recovery phase).



3.4 Supply Chain Risk Monitoring

As enterprises change and evolve, so does supply chain risk. Hence, they need to
regularly scan their internal operations, supply chain network, and external environ-
ment to identify new sources of risks or how the already identified risks may have
changed. They also need to evaluate whether the established supply chain risk
mitigation strategies are effective. This stage is formally labeled as supply chain
risk monitoring. Activities in this stage include:
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• Updating the risk register if necessary
• Appraising the effectiveness of the supply chain risk mitigation actions. Metrics

that can be used to assess effectiveness include time to diagnose a supply chain
disruption and implement recovery strategies, time to recover, time to set up
alternative sources, operational metrics (such as on-time delivery, lead time), or
the number of risk events affecting the supply chain. For specific types of supply
chain disruptions, such as product recalls, other metrics can be used, such as the
number of downstream partners notified about the recall, the number of
responders to the recall notification, the percentage of recalled products, or the
time to remove a product from the market

• Evaluating the effects of the risk treatment on the performance of the enterprise
(such as product or service quality, on-time delivery, and lead time)

• Identifying opportunities for improvement
• Considering changes in regulations, processes, performance assessment, and the

supply chain to update the SCRM plan
• Monitoring how supply chain partners are performing relative to their

commitments

Academic research has paid little attention to supply chain risk monitoring (Fan &
Stevenson, 2018; Ho et al., 2015). Researchers advised that firms develop data
management information systems to monitor risks (Tummala & Schoenherr, 2011)
and establish processes to identify and monitor early warning signals (Craighead
et al., 2007) to identify new risks or observe trends proactively. Sheffi (2005) has
identified the importance of studying “near misses,” namely incidents that, if
actually occurred, or occurred more frequently or for more extended periods,
would have a significant impact and provide the occasion to opine on ways one
might act. This takes a significant commitment to vigilance and deterrence. How-
ever, there is an important temporal aspect to this—as no risk, as discussed later in
this chapter, of the breadth and depth of COVID-19 has occurred in many years.
Denial or a lack of incentives, including costs associated with long-term vigilance by
management and executive boards, may interfere with a methodical, disciplined, and
prudent approach to existing SCRM routines that focus on short-term and more
manageable risks (e.g., hurricanes and factory fires). In practice, enterprises tend to
incorporate supply chain risk monitoring into existing enterprise routines (Fan &
Stevenson, 2018). When it comes to monitoring supplier financial or operational
risk, enterprises tend to incorporate it into their regular supplier assessment activities
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Table 7 Assessments of highest-risk suppliers (CAPS Research, 2015)

Regularity of supplier risk assessments % of companies surveyed

Quarterly 30.2

Yearly 23.8

Six months 20.6

Monthly 6.3

Other 12.7

(Blome & Schoenherr, 2011). For instance, CAPS Research reported that most
organizations re-assess the highest-risk suppliers quarterly, followed by yearly and
bi-annually, as shown in Table 7.

3.4.1 Technologies for Supply Chain Risk Monitoring

Enterprises increasingly utilize specialized software to monitor the risks in their
supply chain. Interviews we conducted with supply chain managers from various
industries show that best-practice organizations typically employ third-party tools to
monitor risks in their supply chains on a real-time basis. For example, Credit Risk
Monitor and Dun & Bradstreet’s Supplier Risk Manager are popular tools to monitor
supplier financial risk. Other tools, such as supply chain network mapping software
by Resilinc or Risk Methods, enable enterprises to map their supply chain networks,
monitor events that can affect critical nodes or arcs in the network in real-time, and
promptly act on threats for supply continuity. Other examples of such software are
shown in Fig. 6. These types of software often use technologies including artificial
intelligence and machine learning, as shown in Fig. 6.

A recent development in supply chain management has been the use of control
towers. In the supply chain context, control towers are cloud-based, digital networks
that provide executives visibility into their trading partners and the supply chain. For
example, intelligent control towers can help mitigate supply chain risks by providing
visibility into events occurring in the supply chain network, identifying how such
events can influence lead times based on the enterprise’s service-level agreements,
offering suggestions for mitigating the risks using artificial intelligence, and even
executing these suggestions without human intervention (One Network, 2020).

4 Behavioral Influences in Supply Chain Risk Management

Recent research has begun extending inquiry around SCRM beyond the traditional
supply chain tactics to mitigate risks and exploring behavioral supply management
issues. Carter et al. (2007, p. 634) define behavioral supply management as “the
study of how judgment in supply management decision-making deviates from the
assumptions of homo economicus.” Recent research examined behavioral issues
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surrounding the identification, assessment, and mitigation of supply chain risks and
reactions following a supply chain disruption. Ellis et al. (2010) were among the first
to propose and demonstrate empirically that managerial risk perceptions matter
when it comes to risk mitigation strategies. The authors showed that supply market
characteristics (such as technological uncertainty and availability of suppliers) and
product characteristics (such as the degree of importance and customization of a
product) influence managerial perceptions of the probability and severity of supply
chain disruptions, and in turn, their search for alternative suppliers.

Eckerd and colleagues focused on psychological contract breaches, which occur
when “an individual perceives insufficient fulfillment of obligations from an
exchange partner” (Eckerd et al., 2013, p. 568). A breach, as such, is a perception
that the terms in a psychological contract have been violated or simply not met
(Suazo, 2011). Eckerd et al. (2013) found that breach attribution and severity
perceptions influence a buyer’s ordering behavior. These attributes also trigger an
adverse affective reaction, termed psychological contract violation, which influences
a buyer’s perception of how fair a supplier is. Similarly, Mir et al. (2017) found that
breach attribution and severity elicit negative affective reactions, which, in turn,
influence supplier switching. Lastly, Eckerd et al. (2016) extended this previous
work to examine the role of national culture (China vs. the USA). They found that
breach attribution influences post-breach ordering behavior and that breach severity
and national culture influence trust towards the supplier.

Other studies explored how an enterprise’s communication about risk and resil-
ience influences sourcing decisions. For example, DuHadway et al. (2018) showed
that individuals make riskier sourcing decisions after their enterprises communicate
progress in reducing supply chain risk levels. Likewise, Mena et al. (2020) found
that managerial perceptions of enterprise resilience via systemic communication of
resilience initiatives, such as training or corporate announcements by the company’s
executives or via personal exposure motivate managers to select riskier suppliers.
This effect was strengthened when the risk propensity of a decision-maker was
higher.

Other researchers focused on the effects of supply chain disruptions on affective
reactions and supply management decisions post disruption. For example, Reimann
et al. (2017) looked at supplier-included disruptions and examined the conditions
that induce buyers to engage in constructive interaction with their suppliers or create
conflict between buyers and suppliers. Finally, two studies by Polyviou and col-
leagues examined the role of emotions in response to supply disruptions and post-
disruption sourcing decisions. Polyviou et al. (2018) demonstrated that sourcing
managers experience more anger when they consider a supply disruption as control-
lable by a disrupting supplier rather than nature; as a result, they are less likely to
keep sourcing from that supplier afterward. Polyviou et al. (2022) found that
sourcing managers experience more guilt following a supply disruption they con-
sider controllable by a disrupting supplier rather than nature, and they had
recommended that supplier to their organization before the disruption. In turn,
they tend to prefer riskier yet more advantageous suppliers when making new
supplier selections after the disruption. In other words, Polyviou et al. (2022)



showed there is a path dependency between prior and new supplier selection
decisions when the previously selected supplier later becomes a disrupting supplier.
Finally, Chen et al. (2019) found evidence for the “positive supplier performance
penalty effect” (p. 1224) such that sourcing managers are more likely to terminate a
supplier with stellar performance when that supplier commits an error.

In summary, this literature stream has demonstrated that responses to supply
chain risks and disruptions are influenced by the characteristics of the individuals
making the decisions, the firm experiencing the risk or disruption, and the environ-
ment. Therefore, researchers must not only focus on proposing traditional supply
chain strategies to mitigate risks but also on further understanding the cognitions,
emotions, and other non-objective factors that can influence decision-making in this
context.

5 The Governance Structure of Supply Chain Risk
Management: Where Does Risk Responsibility Lie?

Little academic research focuses on the governance structure around SCRM.
Although SCRM is traditionally considered everyone’s job (Sheffi & Rice, 2005),
an enterprise must establish a governance structure around it. The Supply Chain Risk
Leadership Council (SCRLC) (2011) offers generic guidelines about a governance
structure for risk management. According to SCRLC (2011), an enterprise develop-
ing an SCRM program should start with a cross-functional team of decision-makers,
including quality, engineering, operations, supply management, logistics, finance,
legal, or marketing managers. This team will identify, own, and manage risks at the
level they exist, and determine the SCRM program’s scope. An enterprise, however,
needs to go beyond these guidelines and establish a formal governance structure
around SCRM. A governance structure has several benefits, as follows:
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• Establishes a formal SCRM process
• Determines formal accountability and ownership of supply chain risks
• Sets the system within which cross-functional managers will come together to

identify, evaluate, and alleviate supply chain risks
• Establishes formal channels of communication among the various stakeholders
• Determines the frequency of supply chain risk monitoring and continuous update

of the risk register
• Establishes a performance measurement system to assess the effecacy of the

SCRM practices implemented not only by the focal enterprise but also by its
key trading partners

• Provides the incentives for continuous improvement in SCRM
• Encourages change in the behavior within and beyond the enterprise to truly

make SCRM everyone’s job
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6 Supply Chain Risk Management
in the Post-COVID-19 Era

The COVID-19 pandemic brought to the forefront the importance of many of the
issues discussed above across many industries. Indeed, it presented a continuing
“live study” to understand supply chain disruptions and approaches to alleviate them
(Chopra et al., 2021) and brought the importance of large-scale/long-term SCRM
efforts to the forefront. The pandemic disrupted supply chains around the globe,
impacting production and logistics operations and reducing opportunities to meet the
surge in demand for consumer products. Less than 6 months into the pandemic, 94%
of Fortune 1000 companies incurred supply chain disruptions triggered by COVID-
19, while 75% were negatively affected (Timmermans et al., 2020). Vulnerabilities
of supply chains to an external shock such as a pandemic—in concert with little
attention by management to plans for regaining resilience—left supply chains across
the globe in shambles (Timmermans et al., 2020).

In the USA, the newly elected President Biden issued executive orders focused on
managing supply chain risks (The White House, 2021a, 2021b). The EU’s “Action
Plan on Critical Raw Materials” (European Commission, 2020) presented cross-
national strategies to develop a secure and sustainable supply of raw materials for a
resilient European economy. The pandemic highlighted the importance of supply
chains and SCRM as keys to sustainability and what many have described as a need
to “future proof” the supply chain.

The COVID-19 pandemic led to reflection on the unanticipated effects of supply
chain practices. For example, the health sector in the USA had embraced JIT
inventory and an overemphasis on cost, and it relied on a number of intermediaries
(GPOs and distributors) to carry out the sourcing and contracting on behalf of
hospitals. However, hospitals across the globe were strained as they had continu-
ously escalated their contracting with a few suppliers, many of whom were located
far from their shores. Such single sourcing (see Table 5) and contracting were
frequently done without adequate credentialing of suppliers and their suppliers’
upstream suppliers, with little network mapping software in place. Indeed, a domino
effect could be observed as shortages cascaded. Few health care providers sub-
scribed to the services that detect suppliers’ risks.

Disruptions to the health sector supply chain were not a new occurrence. In 2017,
the aforementioned Hurricane Maria closed down important suppliers in Puerto
Rico—many of which were the sole source for medical goods and operated in an
environment that had little investment in pre-disaster mitigation, adaption, and
planning as well as little building and maintaining of relationships with diverse
partners, businesses and stakeholders—all of which hampered the recovery effort
(Kim & Bui, 2019; Sacks et al., 2018). The result of poor disaster management was
that healthcare organizations in the USA were forced to postpone elective surgeries
and ration critical products (Sacks et al., 2018).

COVID-19 exposed many of the risks associated with global sourcing. In the
health care and other sectors, many products were produced in Asia. As those



nations secured their domestically manufactured products for their populations, the
surges in demand for products in other nations, such as the USA, were not met.
Moreover, as shipping became difficult and tariffs were imposed, supply chain
disruptions were exacerbated. With a rapidly accelerating demand, the hypergrowth
in semiconductor chip demand has significantly impacted the availability of chip-
powered equipment. While much focus has been on the auto industry, in the biotech
sector, devices such as ventilators and defibrillators, imaging machines, monitors
(for glucose and blood pressure), and implantable devices are all dependent on the
availability of semiconductor chips, leading companies to consider strategies to
mitigate both current and long-term risks (Murray & Bradley, 2021).
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One of the conclusions to be drawn from the COVID-19 experience is the
inadequacy of ongoing management strategies for dealing with significant periods
of uncertainty. As discussed above, governance is an essential aspect of any SCRM
program. Health care systems across the USA and other countries had relied on
government-sponsored and managed pooled resources. And while pools can be an
important part of an SCRM program, many of these stockpiles failed to provide
significant quantities of needed products and, when provided, products had not been
properly maintained or rotated as expiration dates occurred (Handfield et al., 2020).
Common pool resources require a strong governance and management structure.

How should managers be thinking? COVID-19 presented an unusual situation
with (a) a sizeable demand increase, (b) a significant dip in supply, and (c) great
uncertainty as to the duration of the pandemic. It is an example of an extreme supply
chain risk requiring new ways of addressing risk and thinking about new models for
supply chain resilience (Sheffi, 2020). Stimulated by this tri-factor situation,
researchers have begun to differentiate between strategies and governance systems
required for “micro,” “meso,” and “macro” supply chain disruptions (Azadegan &
Dooley, 2021) and strategies associated with different kinds of disruptions (Chopra
et al., 2021). SCRM strategies include pools of supplies and capabilities owned by
an individual company for use at a time of minimal disruption, tiered, within-
industry collaboration of supplies for somewhat longer disruptions, and larger
pools of well-managed common goods, generally sourced and managed by the
government or their well-managed surrogate, to assure resilience. Noteworthy is
the “macro” effort identified by Azadegan and Dooley (2021), which recognizes the
role of government and association-sponsored pools, which largely failed in their
ability to meet the supply chain disruptions associated with COVID-19 (Handfield
et al., 2020) in developing common repositories and strategies.

Over the months of the COVID-19 pandemic, there has been much discussion
about “future-proofing” the supply chain and putting forth a “new normal.” Needed
is a thorough understanding of the markets in which an organization operates and the
markets in which trading partners operate. Absent early in the pandemic, in the
health care and other sectors, was adequate visibility into the market, understanding
of extant and potential resources, and a governance system to manage existing
resources (Butt, 2021; Finkenstadt & Handfield, 2021). Clearly, COVID-19 was a
critical wake-up call as there has been a rapid evolution in developing and
implementing technologies to achieve end-to-end visibility (Sharma et al., 2020).
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This discussion of COVID-19 reveals the need for different SCRM strategies to
prepare for and mitigate supply chain disruptions of different duration and impacts
on an entire industry. The health sector, highlighted in our discussion, is just one of
many sectors impacted. Lingering questions include the benefits and costs of
reshoring, the likelihood of competitors working collaboratively, the role of gov-
ernment and public–private entities as a buffer, and the financing of resilience
initiatives. The World Health Organization had long warned that there were sub-
stantial risks for a pandemic of the nature of COVID-19, the West Pacific Region
was a hotspot for outbreaks, and there was a need to “establish mechanisms to ensure
the timely supply and availability of PPE, vaccines, drugs and other materials to
ensure the safety and well-being of healthcare workers, patients and visitors and the
broader community at all levels of the healthcare system” (World Health Organiza-
tion, 2017). With predictions that we may well face such threats, supply chain
management and other disciplines must coordinate and collaborate in preparing for
future pandemics (World Economic Forum, 2021). After all, predictions show that
the next global pandemic, as severe as COVID-19, will occur with a 47–57% chance
within the next 25 years (Smitham & Glassman, 2021). Supply chain risk identifi-
cation, assessment, management, and monitoring are, indeed, necessary and ongoing
sub-processes.

7 Conclusions

In this chapter, we provided an overview of the SCRM process. We presented
methods to identify, assess, manage, and monitor supply chain risks. We also
discussed factors, such as industry and supply chain complexity, which can constrain
an enterprise in implementing specific supply chain risk mitigation approaches.
Furthermore, we presented research that argues that SCRM is not merely a logical
business process but can be influenced by behavioral and other non-objective
factors. These factors may include attributes of the supply chain risk manager, the
risk, or the disruption. Finally, we argued that SCRM should be everyone’s job.
Nonetheless, this process must be formalized in organizations so that it receives the
attention it deserves. Figure 6 summarizes the discussion in this chapter.

Importantly, organizations must realize that they will be unable to identify and
assess all possible risks that can disrupt their supply chain operations. There will be
those “unknown unknowns,” namely uncertainties of which management will be
unaware and, thus, unprepared to manage (Ramasesh & Browning, 2014). As such,
organizations need to go beyond SCRM and cultivate resilience in their supply chain
systems. Building resilience goes beyond risk mitigation; it involves the identifica-
tion of system capabilities that are not risk-specific but can address a variety of
supply chain risks (Fiksel et al., 2015). Resilience, moreover, enables an organiza-
tion to deal with supply chain risks and disruptions more effectively than its
competition and thus gain a competitive advantage (Sheffi & Rice, 2005).
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Developing a Supply Chain Stress Test

Lan Luo and Charles L. Munson

Abstract Borrowing a concept from the financial sector, we propose an approach to
developing a “stress test” to determine the ability of a given supply chain to deal with
crises under extreme, but plausible, scenarios. Managers can use such a tool to assess
the risk impacts of their respective supply chains. Using predictive global sensitivity
analysis, we develop a single predictive structural equation that managers can use to
estimate the percentage loss given a disruption scenario. Based on the estimation,
managers can further categorize their current supply chains into five risk levels. The
single structural equation allows managers to re-evaluate the chain promptly as
conditions change. Managerial insights are observed from the proposed equation
that can help mitigate the risk of a supply chain.

1 Motivation

Supply chain globalization can significantly benefit companies. Meanwhile, it
exposes the supply chain to more risks, some of which could cause supply chain
disruptions. The COVID-19 pandemic affected all corners of the globe and impacted
supply chains in many ways. Manufactures in China, where the novel coronavirus
first spread, shut down their plants for months. This cut supplies to many industries
globally. When trying to reopen their businesses, new challenges arose as rolling
shutdowns around the world caused those manufacturers to face higher default risks
and much higher costs.

In 2019, deadly Typhoon Mangkhut landed in south China and caused the
evacuation of millions of people along with the closure of all southern Chinese
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airports. Most factories in Guangdong, which are the major suppliers or manufac-
turers for many overseas companies, were closed. In 2010, 297,000 people died in
natural disasters such as earthquakes, floods, and typhoons. The global direct
economic losses exceeded $123.9 billion (Guha-Sapir et al., 2011). During that
year, Indonesia suffered from a series of volcanic eruptions, and Southeast Asia
was ravaged by Typhoon Megi. In March 2011, an 8.9-magnitude earthquake
coupled with an ensuing tsunami completely cut off the supplies of many critical
components and materials from Japan, greatly affecting a wide spectrum of manu-
facturers, ranging from Korean shipbuilder Hyundai Heavy Industries to US solar
panel maker SunPower Corp (Kim & Jim, 2011). In addition to pandemics and
natural disasters, other uncontrollable risks, for example, strikes, wars, and terrorism,
can trigger supply chain breakdowns. In 2007, railway workers in Canada went on a
week-long strike, disrupting the supply of many important materials and affecting
several markets in North America (Conkey et al., 2007). In 2011, an armed uprising
in Libya caused an unexpected major oil supply disruption. These risks are all
extreme but plausible.
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Some researchers focus on how to manage supply chains under such risks, for
instance, sourcing from both reliable and unreliable suppliers (Hu & Kostamis,
2015). Meanwhile, others are interested in how to assess the capability of bearing
the “worst scenario” of the supply chain (Jain & Leong, 2005; Schmitt & Singh,
2009). In finance and banking, a concept known as a stress test is popular. Basically,
a stress test examines the “breaking point” of a financial institution. With the same
spirit, we apply a stress test to a supply chain to see under what extreme but plausible
conditions the current supply chain would break down. Stress tests represent one of
the emerging needs of supply chain management in this era of pandemics and
disasters (Simchi-Levi & Simchi-Levi, 2020). Existing literature favors a simulation
approach, such as Jain and Leong (2005) and Schmitt and Singh (2009). Investiga-
tors first estimate the probability of extreme but plausible risks. Then, based on those
estimations, a simulation approach is utilized to determine the impact of the risks.
Alternatively, instead of estimating the probability of those high-impact,
low-probability disruption risks, Simchi-Levi et al. (2014) invoke a linear program-
ming technique to estimate a firm’s vulnerability given that a disruption does occur.
Both simulation and linear programming can be very time-consuming when real-
time information is required for decision making. In response, our main research
goal in this chapter is to develop a managerially friendly mechanism that can stress
test a supply chain to see how the supply chain would behave under extreme
conditions. Using predictive global sensitivity analysis (PGSA), we are able to
generate a single equation that could be implemented in Excel to allow managers
to estimate the risk of the supply chain based on the values of just a few key
independent variables. Managers could further use the equation to quickly perform
“what-if” analyses to gauge the potential risk reduction or enhancement impacts of
various decisions or changes in circumstances.

The rest of this chapter is organized as follows. Section 2 reviews the related
literature. In Sect. 3, we describe an adapted linear programming model as our
baseline supply chain risk model. In Sect. 4, we develop our structural equation



model. We provide model validation and analysis in Sect. 5. Finally, we provide
some managerial insights for mitigating supply chain risk and conclude the chapter
in Sect. 6.
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2 Literature Review

2.1 Finance and Banking Stress Testing

Because the term stress test is inspired by stress testing in banks, we examine the
finance and banking literature to see how the stress test framework developed there.
Berkowitz (1999) is one of the earliest papers that recommends folding stress tests
into risk models, thereby requiring all scenarios to be assigned probabilities. Alex-
ander and Sheedy (2008) backtest eight risk models, including both conditional and
unconditional models, and four possible return distributions in order to identify the
most suitable risk models for which to conduct a stress test. They further develop a
methodology for conducting stress tests in the context of a risk model. Other than
using an existing risk model, Burrows et al. (2012) develop a Risk Assessment
Model of Systemic Institutions to conduct a top-down stress test for the Bank of
England, which provides another angle for developing a stress testing framework for
supply chains.

2.2 Supply Chain Risk Management

A stress test usually incorporates risk evaluation and risk management as well as the
evaluation of supply chain performance. Chopra and Sodhi (2004) provide insights
on managing risk by understanding the variety and interconnectedness of supply
chain risk. Gunasekaran et al. (2001) attempt to develop a framework for measuring
the strategic, tactical, and operational-level performance in a supply chain, and they
provide a list of key performance metrics. Hu and Kostamis (2015) create a model to
study the management of supply chain disruptions when sourcing from both reliable
and unreliable suppliers. Namdar et al. (2018) also look into the usage of sourcing
strategies to achieve supply chain resilience.

Other papers use a simulation approach to study supply chains. For example,
Ouzrout et al. (2009) analyze the Value Chain Operations Reference model. Another
relevant paper by Jain and Leong (2005) applies a stress test to a supply chain. That
paper focuses on a small company’s point of view and the stress derived from a
defense contractor. The supply chain is tested at surge and mobilization volume
levels to meet requirements. Schmitt and Singh (2009) also use a simulation
approach to provide a way to quantify supply chain disruption risk. Oliveira et al.
(2019) review literature that uses simulation and optimization (S&O) methods in
supply chain risk management and reveals the gap between risk management phases



and S&O methods. Based on a 3-year research engagement with Ford Motor
Company, Simchi-Levi et al. (2015) develop a novel risk-exposure model that
assesses the impact of a disruption originating anywhere in a firm’s supply chain.
The advantage of their method is that it avoids the limitations of the legacy risk-
analysis approach, i.e. information availability and the difficulty in estimating the
probability of an extreme event, while taking risks at all phases into consideration.
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2.3 Predictive Global Sensitivity Analysis

Wagner (1995) introduced the concept of global sensitivity analysis. As applied to a
deterministic mathematical model, it requires the identification of dependent vari-
ables of interest along with a list of potential summary independent variables that the
modeler believes may be the primary drivers of the math model. Next, after solving
the model with a wide range of parameter values, the modeler uses stepwise
regression to obtain equations that can predict model outcomes based on the values
of the select few key independent variables. PGSA works well for real-time appli-
cations, especially when what-if analysis and quick decision making are desired. The
technique has been applied in several areas. Kouvelis et al. (2013) use PGSA to
design and monitor strategic international facility networks based on eight industry
groups. Tian et al. (2015) develop equations to estimate the capacity cost and
material waste of a continuous process line in real time. Lee and Munson (2015)
apply PGSA to monitor and modify operational hedging strategies based on four key
summary independent variables: exchange rate change, average exchange rate
change, regional demand change, and worldwide demand change.

In response to the need for real-world/real-time applications proposed in Oliveira
et al. (2019), we adopt PGSA in this chapter to develop a structural equation that
provides a tool at the manager’s fingertips that he or she can quickly apply to
evaluate supply chain risk as conditions change.

3 Model Development

3.1 Model Description

3.1.1 Baseline Supply Chain Model

We construct our baseline model by adapting the Time to Recover (TTR) model
found in Simchi-Levi et al. (2015). As with the TTR model, we estimate a firm’s
vulnerability given that a disruption has occurred. However, instead of integrating all
parties in the supply chain after disruption, we only focus on the manufacturer to see
what its performance would be if it behaved optimally after disruption.
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Fig. 1 Configuration of supply chains

Our baseline model considers disruption in multi-level supply chains with mul-
tiple products. Moreover, the model accommodates simultaneous disruptions in
multiple supply chain nodes. The mechanism of the linear optimization model is
that, given the structure of a supply chain (e.g., products, suppliers, plants and
distribution centers, etc.) and a disruption scenario (interrupted suppliers and/or
plants and/or distribution centers), the model determines the optimal reallocations
of the firm’s current resources to satisfy exogenous demand. More importantly, the
model also determines the performance impact (lost profit in our model) assuming
that the firm responds optimally, which is our dependent variable in the predictive
equation model.

Figure 1 shows the configuration of a typical supply chain with four layers:
supply nodes, plant nodes, warehouse nodes, and demand nodes. Manufacturers
are responsible for plant nodes and warehouse nodes. They need to make capacity,
inventory, and production decisions based on downstream demand. All upstream
nodes, e.g., suppliers of the suppliers, can be embedded in the supply layer, and all
downstream nodes, e.g., customers of customers, can be embedded in the customer
layer. Disruption can occur at any node along the supply chain. Following the TTR
model, once a disruption has been identified, manufacturers would respond opti-
mally, i.e., forecast demand and reallocate materials across all surviving plants to
generate the optimal production plan.

3.1.2 Baseline Model Assumptions

1. Firms respond optimally to disruptions. In other words, for the given conditions
following a disruption, firms will allocate resources, plan production, etc., in
order to maximize their profit.

2. Capacity cannot be shared across products at each plant.
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3. The TTR of all disrupted nodes is identical in a given scenario.
4. Once a node is interrupted, its productivity becomes zero, and the node loses all

of its inventory. (This mimics the worst-case scenario that “knocks out” a node
until the TTR has passed. In cases where not all inventory is lost, the leftover
inventory could be transferred to other nodes and incorporated into the Weighted
Average Inventory independent variable in our structural equation model.)

5. Demand for each period is stochastic and follows a normal distribution.
6. Parts will be delivered to the manufacturer at the beginning of each period, and

the amounts are the same for each period under contracts based on forecasts.
7. No backorders are allowed.
8. Reallocation cost has been estimated and reflected in marginal profit.

3.2 Notation

Indices

i: Suppliers
j: Products
m: Plants
k: Parts
w: Warehouses
n: Scenarios
t: Time periods

Sets

I: Set of all suppliers
Ik: Set of all suppliers that supply part k
In: Set of all disrupted suppliers under scenario n
J: Set of all final products
M: Set of all plants
Mn: Set of all disrupted plants under scenario n
K: Set of all parts needed for the company
W: Set of all warehouses of finished goods
Wn: Set of all disrupted warehouses under scenario n

Parameters

fj: Marginal profit of product j, fj > 0
rjk: Number of part k needed for product j, rjk > 0
yik: Number of part k supplied by supplier i, yik � 0
μmkt: Current inventory at plant m of part k in period t, μmkt � 0
δjwt: Current inventory at warehouse w of finished product j in period t, δjwt � 0
aj: Mean demand of product j per period, aj > 0
bj: Standard deviation of demand of product j per period, bj > 0



d : Realized demand of product j in period t, d 0

g

g
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jt jt >
cjm: Production capacity of product j at plant m per period, cjm � 0
tn: Time for the whole supply chain to recover to full functionally after disruption,

tn > 0
D: Time period of disruption

Decision variables

ujm: Production level of product j produced at plant m
ljt: Lost demand of product j in period t

3.3 Formulation of the Baseline Model

Minimize
Xtn
t¼1

X
j2J

f jljt

Subject to

cjm ¼ 0, 8m 2 Mn ð1ÞX
k2K

yik ¼ 0, 8i 2 In ð2Þ
X
k2K

μmkt ¼ 0, 8m 2 Mn ð3Þ
X
j2J

δjwt ¼ 0, 8w 2 Wn ð4Þ
X
m2M

μmkt þ
X
i2Ik

yik �
X
j2J

X
m2M

μjmt � rjk, 8k 2 K, t 2 1, 2, . . . , tnf ð5Þ

ujmt � cjm, 8m 2 M, j 2 J, t 2 1, 2, . . . , tnf g ð6ÞX
w2W

δjwt þ
X
m2M

μjmt þ ljt ¼ djt þ
X
w2W

δjw tþ1ð Þ, 8j 2 J, t 2 1, 2, . . . , tnf ð7Þ

ljt � djt, 8j 2 J, t 2 1, 2, . . . , tnf g ð8Þ
δjwt � 0, 8w 2 W , j 2 J, t 2 1, 2, . . . , tnf g ð9Þ

ujmt , ljt � 0, 8m 2 M, j 2 J, t 2 1, 2, . . . , tnf g ð10Þ

Constraints (1)–(4) ensure that the capacity, inventory, and/or supply at disrup-
tion nodes equal zero. Constraint (5) is the material consumption constraint, i.e., the
usage of materials for each period will not exceed the inventory at the beginning of
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the period plus the shipment from suppliers for that period. Constraint (6) ensures
that the production level should be less than or equal to the capacity at each plant.
Constraint (7) is a balance equation that determines lost demand in each period, if
any. As formulated in constraint (7), the demand in period t together with the leftover
inventory, i.e., the beginning inventory of period t + 1, equals the beginning
inventory in period t plus the production level plus the lost demand in period t.
Because the objective function strives for low demand, either the lost demand or the
beginning inventory in period t + 1 has to be zero. Constraint (8) states that the lost
demand should not exceed the actual demand in period t. With all beginning
inventory non-negative, constraint (9) ensures that there are no backorders. Both
the production level and the lost demand should be non-negative numbers as shown
in the last constraint.

4 Structural Equation Model

We develop a set of summary independent variables that we believe can accurately
predict the overall lost profit in the baseline model. Then we run our baseline model
many times using multiple sets of data representing various supply chain structures
and disruption scenarios. After each run, the corresponding performance impact
resulting from the baseline model is recorded, along with the values of the indepen-
dent variables from that run. This provides us with a rich set of data points with
which we can run regressions. Via stepwise regression, we obtain a single equation
that allows us to estimate supply chain stress for any supply chain that fits the
configuration of Fig. 1, without the need to populate and run the baseline model each
time. Furthermore, the equation can tell us how and in what respect the independent
variables affect the performance of the supply chain in extreme scenarios.

4.1 Dependent Variable

We measure the stress of the supply chain by looking at the percentage loss (PL) of
the given scenario, i.e., we divide the lost profit obtained from the baseline LP model
by the profit that the company would obtain if no disruption occurs. If the ratios fall
within the range 0–20%, we categorize the stress as low risk, between 20 and 40% as
mid-low risk, between 40 and 60% as medium risk, and between 60 and 80% as mid-
high risk. Any ratio above 80% will be a disaster and marked as high risk. Our
dependent variable of interest for the predictive equation is the PL. Based on the PL,
managers can easily categorize the supply chain into the corresponding risk level.



X

( )

W

P

W

P

4.2 Independent Variables

In order to implement the predictive structural equation, we initially constructed
some potential summary independent variables that we surmised might have the
strongest impact on the dependent variable. We looked at each potential variable
X separately by regressing the dependent variable PL on the terms XΔ,
Δ 2 {�3,�2,�1, 1, 2, 3}. The potential variables producing high enough R2 values
were kept in our final set. After testing these variables using these “one-at-a-time
regressions,” we identified the following as independent variables to include in the
subsequent stage:
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1. Total capacity of the most profitable product (TCMPP) after disruption:

TCMPP ¼
m2M

cj�m, where j� ¼ arg max
j

f j

2. Number of missing part categories (NMP) after disruption:

NMP ¼
X
k2K

CountkjCountk ¼ 1 if
X
i2Ik

yik ¼ 0 and0 otherwise, 8k 2 K

3. eighted average inventory (WAI) after disruption:

WAI ¼
X
j2J

aj
w2W

δjwDP
j2J

aj

4. Minimum number of suppliers per part (MNSPP) before disruption:

MNSPP ¼ min
k2K

j Ik j

5. eighted average capacity/demand slack (WCDS) after disruption:

WCDS ¼
X
j2J

f jP
j2J

f j
� m2M

cjm

aj
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6. eighted average standard deviation of demand (WSTD):

WSTD ¼
X
j2J

ajbjP
j2J

aj

7. Number of suppliers: |I|
8. Number of plants: |M|
9. Number of parts: |K|

10. Number of warehouses: |W|
11. Number of products: |J|
12. TTR: tn

By taking different combinations of the above summary independent variables,
we have introduced interaction effects and nonlinearities to the regression model.
The combination terms were constructed as follows: (1) for each independent
variable A, we have terms as AΔ1 , where Δ1 2 {�3,�2,�1, 1, 2, 3}; (2) for any
two independent variables A and B we have AΔ2BΔ3, where Δ2, Δ3 2 {�2,�1, 1, 2};
and (3) for any three independent variables A, B, and C we use AΔ4BΔ5CΔ6 , where
Δ4, Δ5, Δ6 2 {�1, 1}. We incorporated all of these terms into a single model and
conducted a stepwise regression in SAS keeping the default alpha values of 0.05 to
enter and 0.05 to remove, where alpha is the significance level for a potential
independent variable to be incorporated and stay in the model during selection
process (SAS Help Center, 2021).

4.3 Creating the Dataset for Regression

To create the dataset to run regressions, we varied parameters as shown in Table 1.
We primarily used uniform distributions to generate the data. Importantly, that
distribution choice is in no way intended to model the actual probabilities of a
supply chain possessing those specific characteristics. Rather, we seek to create a
very wide range of possible inputs (and associated outputs) to generate a robust
regression model.

We randomly allocated the capacity of each product and the total inventory of
each part to different plants. Similarly, the inventory of finished goods was randomly
allocated to each warehouse. The supply of each part from different suppliers was
also determined randomly. We ran 6000 base cases (supply chains) with 10 varia-
tions (disruption scenarios) for each case. We ran our stepwise regression in SAS
using these 60,000 observations.
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Table 1 Parameters used to create the dataset

Parameter Value

Number of plants |M DUa (1,10)

Number of products |J| DU(1,100)

Number of suppliers for part k |Ik| 1 (15%), DU(2,5) (38%), DU(6,10) (47%)b

Number of parts |K| DU(1,200)

Number of the same parts used DU(0,5)

Number of warehouses |W| DU(1,10)

Marginal Profit fj DU(1,6000) � 5

Mean demand aj DU(1,100) �50 � (1+Uniform(�20%,20%))

Standard deviation of demand bj Uniform(0,13 aj)

Total capacity aj+ 4 � bj
Finished goods inventory Uniform(0,2)�aj
Parts inventory Uniform(0, 1) � ∑j 2 U rjkaj
Parts supply ∑j 2 U rjk(aj + 3 � bj)

TTR (in semi-months) DU(1,26)

Disruption probability at each node 50% chance of complete disruption
aDU, discrete uniform distribution
bBased on the survey in Munson and Jackson (2014)

4.4 Structural Equation

The final model selected by stepwise regression contains more than 100 terms with
an adjusted R2 of 97.9%. However, we observed that we could include just the
15 most significant terms and still have an adjusted R2 of 97.53% (see Table 2). We
then ran a regular regression of these 15 terms on the dependent variable PL to obtain
the estimates shown in Table 3.

From Table 3, the single structural equation for estimating PL can be written as:

PL ¼ 1:21791 � 1:59164WCDSþ 0:67847WCDS2 � 0:00014015
WAI
tn

þ 0:33965
WCDS

tn
� 0:01669

Mj j
tn

� 0:00000000643081
WAI�WSTD

WCDS

� 0:01037
Ij j
tn

� 0:0086
Wj j
tn

� 0:08754WCDS3 þ 0:00104tn

þ 0:000000004474709
TCMPP� NMP

WCDS
� 0:04008

MNSPP
Jj j � 0:02557 Mj

þ 0:00148 Mj j2 � 0:0000216
WAI
Mj j

The coefficient estimations are based on minimizing the sum of squared errors
using a regression model. As the structural equation is ultimately the estimation of a
line designed to produce values between 0 and 100%, some of the predicted values
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Table 2 Stepwise selection summary

Number of
effects in

Adjusted
R2

0 Intercept 1 0 0 1

1 WCDS 2 0.7966 234,947.00 <.0001

2 WCDS2 3 0.9305 115,536.00 <.0001

3 WAI
tn

4 0.9493 22,275.20 <.0001

4 WCDS
tn

5 0.9603 16,689.20 <.0001

5 Mj j
t

6 0.9670 12,154.50 <.0001
n

6 jM j � WCDS 7 0.9695 4979.57 <.0001

7 WAI�WSTD
WCDS

8 0.9709 2702.87 <.0001

8 Ij j
t

9 0.9719 2205.66 <.0001
n

9 Wj j
t

10 0.9724 1106.53 <.0001
n

10 WCDS3 11 0.9729 1019.23 <.0001

11 tn 12 0.9732 845.33 <.0001

12 TCMPP�NMP
WCDS

13 0.9736 836.82 <.0001

13 MNSPP
Jj j 14 0.9739 700.03 <.0001

14 |M| 15 0.9742 771.38 <.0001

15 |M|2 16 0.9748 1282.90 <.0001

16 jM j � WCDS 15 0.9748 0.64 0.4236

17 WAI
jMj 16 0.9753 1209.49 <.0001

Table 3 Parameter estimates

Variable Parameter estimate Standard error t Value P(> |t|)

Intercept 1.21791 0.00271 448.71 <.0001

WCDS �1.59164 0.00767 �207.64 <.0001

WCDS2 0.67847 0.00796 85.21 <.0001
WAI
tn

�0.00014015 1.00E�06 �140.17 <.0001

WCDS
tn

0.33965 0.00178 191.17 <.0001

Mj j
t

�0.01669 0.0002786 �59.89 <.0001
n

WAI�WSTD
WCDS

�6.43E�09 2.57E�10 �25.03 <.0001
Ij j
t

�0.01037 0.000242 �42.86 <.0001
n

Wj j
t

�0.0086 0.0002321 �37.07 <.0001
n

WCDS3 �0.08754 0.00256 �34.15 <.0001

tn 0.00104 0.0000318 32.61 <.0001
TCMPP�NMP

WCDS
4.47E�09 2.45E�10 18.25 <.0001

MNSPP
Jj j �0.04008 0.00138 �29.15 <.0001

|M| �0.02557 0.0003932 �65.04 <.0001

|M|2 0.00148 3.106E�05 47.6 <.0001
WAI
jMj �0.0000216 6.21E�07 �34.78 <.0001



of PL could possibly exceed 100% or be less than zero. In those cases, we assume
that the estimate represents the extreme cases, so we simply truncate the estimated
value from the structural equation between 0 and 1 using:
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Estimated percentage loss ¼ max min PL, 1f g, 0f g

5 Analysis

5.1 Model Validation

In addition to the extremely high adjusted R2 value for our structural equation, we
sought further validation of the model by examining actual errors of individual
observations. Specifically, we generated another 2000 random cases using the
same experimental design (Table 1) and computed the absolute deviation (AD) of
both the main sample (60,000 observations) and the hold-out sample (2000 obser-
vations). Table 4 shows the percentage of observations having an absolute deviation
within the given range. For example, 86.64% of observations fell within �5% of the
actual lost profit, and 96.72% of predictions had less than a 10% error. The numbers
are very similar for the hold-out sample.

Tables 5, 6, and 7 examine the ability of the model to predict general risk levels as
defined by our five risk categories. After all, the main purpose of a stress test is to
gauge robustness to disruptions, rather than to predict a precise profit loss. Conse-
quently, we further calculate the mean absolute deviation (MAD) and percentage of
miscategorized observations for each risk level in Table 5. The overall MAD with
our predictive equation is 2.66%. It is noteworthy that the MAD within the high-risk
level is only 1.97%, which is less than the overall MAD. Furthermore, the percent-
age of miscategorized observations is only 1.49% in the high-risk level range,
indicating that the structural model has especially good predictability for devastating
disasters.

Table 6 shows that 90.87% of observations correctly classified the firm into the
proper risk category. And of those that missed, nearly all just missed by one level
(e.g., predicted mid-low instead of low). Only 0.16% of the observations were placed

Table 4 Cumulative distribution of observations based on absolute deviation (AD)

<0.05 <0.1 <0.15 <0.2 <0.25 <0.3 <0.5

Main sample

Cumulative
observations

86.64% 96.72% 98.69% 99.39% 99.71% 99.88% 99.99%

Hold-out sample

Cumulative
observations

86.35% 96.80% 98.85% 99.50% 99.75% 99.75% 100.00%
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Off by 1 category Off by� 2 categories

into a risk level that deviated two or more levels from where they should have been
classified. The numbers are almost the same in the hold-out sample. Among those
9.13% miscategorized observations, about 50% (4.21% in the whole sample) were
underestimated (Table 7). (Underestimating risk is more dangerous to a firm than
overestimating risk, which would lead to conservative decision making.)
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Table 6 Number of miscategorized observations

Correctly
classified

Main sample

Overall number of
observations

54,520 5387 93

(%) 90.87% 8.98% 0.16%

Under-estimated 0 2472 55

(%) 0.00% 4.12% 0.09%

Over-estimated 0 2915 38

(%) 0.00% 4.86% 0.06%

Hold-out sample

Overall number of
observations

1809 186 5

(%) 90.45% 9.30% 0.25%

Under-estimated 0 88 4

(%) 0.00% 4.40% 0.20%

Over-estimated 0 98 1

(%) 0.00% 4.90% 0.05%

Table 7 Percentage of
miscategorized observations
with high absolute deviation
(AD)

Total >0.05 AD >0.1 AD

Main sample

Overall 9.13% 4.56% 2.10%

Under-estimated 4.21% 2.23% 1.04%

Over-estimated 4.92% 2.33% 1.06%

Hold-out sample

Overall 9.50% 4.80% 1.85%

Under-estimated 4.55% 2.25% 0.75%

Over-estimated 4.95% 2.55% 1.10%

Table 7 also shows that among the miscategorized observations, about half had an
AD of less than 5%, suggesting that the actual profit loss was near the cut-off point of
two categories anyway. We also examined the miscategorized observations and
found that the largest deviations were mainly caused by zero capacity and demand
slacks. When the capacity is zero, managers can easily capture the actual PL by using
only inventory to fulfill the upcoming demand. In such cases, there would be no need
to use linear programming to find the optimal resource allocation and
production plan.
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5.2 A Numerical Example

In this section, we provide a numerical example illustrating how to apply the
structural equation to estimate risk. Suppose that a company currently has two plants
and produces three different products. The parts are supplied by five different
suppliers. All finished goods are stored at three warehouses. The manager of the
company has identified a potential risk scenario, the TTR from which is six periods
(three months), and she wants to assess the performance of the current supply chain.

Based on the identified scenario, the manager calculates the independent vari-
ables as follows: TCMPP ¼ 1346, NMP ¼ 0, WAI ¼ 3682.669, MNSPP ¼
1, WCDS ¼ 0.6063, and WSTD ¼ 212.5899. Then we have:

PL ¼ 1:21791� 1:59164� 0:6063þ 0:67847 0:6063ð Þ2

� 0:00014015
3682:669

6
þ 0:33965

0:6063
6

� 0:01669
2
6

� 0:00000000643081
3682:669� 212:5899

0:6063
� 0:01037

5
6
� 0:0086

3
6

� 0:08754 0:6063ð Þ3 þ 0:00104� 6þ 0:000000004474709
1346� 0
0:6063

�0:04008
1
3
� 0:02557� 2þ 0:00148 2ð Þ2 � 0:0000216

3682:669
2

¼ 31:22%

Thus, Estimated Percentage Loss ¼ max {min{0.3122,1}, 0} ¼ 31.22%.
According to our preset risk-level scheme, the risk level of the current supply
chain under the identified disruption is mid-low risk. We find that the actual value
of the dependent variable PL from the baseline LP model is 31.72% for the current
supply chain, and the risk level is also mid-low risk. The absolute deviation in this
example is 0.50%.

5.3 Discussion

From the structural equation, we can see that WCDS plays a heavy role in deter-
mining the PL for a given a disruption scenario. Accordingly, if the plants have been
identified as vulnerable, the manager may consider implementing backup capacity at
some location (“safe house”) that would not be affected by the disruption, or perhaps
increasing the capacity at the current invulnerable plants. In fact, from the simula-
tions we find that the cases with zero capacity but low risks have some features in
common: high finished goods inventory and short TTR. By increasing the inventory
of finished goods and investing in shortening the recovery time, companies with a
lower risk can benefit as well.
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Inventory is also a crucial driver for the PL of a company. If warehouses easily
fail under a certain scenario, then adding capacity to the current plants should be
taken into consideration. Or the manager can spread the risk by building additional
warehouses.

A shorter TTR would help reduce lost sales if it is difficult for the company to
fulfill demand in each period. Managers can choose one or mix the above strategies
in order to lower the risk level of the current supply chain under certain disruption
scenarios. The choice should be based on available budgets.

5.4 Numerical Example Revisited

Let us revisit the numerical example from Sect. 5.2, which produced an estimated
profit loss of 31.22% (mid-low risk). Assume that the company has three possible
options to lower its risk: (1) have a backup plant with 50% total capacity for each
product, resulting in three plants and a new WCDS value of 1.3207; (2) invest in
reducing the TTR to 1 period; and (3) invest in reducing the TTR to 4 periods and
increasing initial inventory to 1.5 times the original case, resulting in a WAI value of
5524.0035. By using the proposed structural equation, managers can quickly esti-
mate the change in PL. From the equation, we have the estimated percentage loss for
the above 3 options as follows:

Option 1:

PL ¼ 1:21791� 1:59164� 1:3207 þ 0:67847 1:3207ð Þ2

� 0:00014015
3682:669

6
þ 0:33965

1:3207
6

� 0:01669
3
6

� 0:00000000643081
3682:669� 212:5899

1:3207
� 0:01037

5
6
� 0:0086

3
6

� 0:08754 1:320693ð Þ3 þ 0:00104� 6þ 0:000000004474709
1346� 0
1:3207

� 0:04008
1
3
� 0:02557� 3þ 0:00148 3ð Þ2 � 0:0000216

3682:669
3

¼ �3:58%

Estimated Percentage Loss ¼ max {min{�3.58%, 1}, 0} ¼ 0%, and the identi-
fied risk level is low.

Option 2:
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PL ¼ 1:21791� 1:59164� 0:6063þ 0:67847 0:6063ð Þ
� 0:00014015

3682:669
1
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1
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2

¼ �4:41%

Estimated Percentage Loss ¼ max {min{�4.41%, 1}, 0} ¼ 0%, and the identi-
fied risk level is low.

Option 3:

PL ¼ 1:21791� 1:59164� 0:6063þ 0:67847 0:6063ð Þ2

� 0:00014015
5524:0035

4
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4
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2
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2

¼ 18:64%

Estimated Percentage Loss ¼ max {min{18.64%, 1}, 0} ¼ 18.64%, and the
identified risk level is low.

When running the baseline LP model itself, the actual value of PL and
corresponding risk categories for the above three options are 0% with low risk, 0%
with low risk and 11.67% with low risk respectively. Therefore, our predictions are
very close to the actual values. By using our predictive equation in this way, the
manager can have a quick evaluation of options such as these by simply changing the
inputs in the equation.

The results indicate that option 1, adding extra capacity, and option 2, reducing
TTR to 1 period, can completely eliminate expected lost profits, while option 3, a
combination of adding 50% more inventory and investing to reduce the TTR to four
periods, is able to achieve a lower PL and also move the firm into a low risk level. If
the budget allows, option 1 or 2 should be pursued. If not, option 3 or a similar
strategy should be taken into consideration.
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6 Conclusions

This chapter provides a tool that can help managers evaluate the risk of their current
supply chain with only a few simple calculations. The single prediction equation has
an adjusted R2 of 97.53% and a MAD of 2.66%, indicating acceptable accuracy. The
estimated percentage loss produced from the model neatly maps a firm’s risk into
one of five risk categories. Importantly, in addition to providing a snapshot of current
risk exposure, the model allows managers to quickly test the impact on risk exposure
of various corporate actions. A straightforward recalculation of independent vari-
ables produces the predicted new risk exposure immediately. In this way, managers
can discuss options, costs, and trade-offs during meetings in real time.

With the equation, we have also discovered some managerial insights about
mitigating risk: (1) extra accessible capacity will help reduce the PL when ware-
houses are more vulnerable; (2) more finished goods inventory can improve the
performance of the supply chain under a certain disruption if plants fail; and (3) in
either case, by investing in shortening the TTR, managers can expect a lower PL.

Though the MAD of our predictive model is small, the study is limited to our
experimental design. The equation could become even more robust with a more
comprehensive design, wider parameter values, and a larger simulated population.
Alternatively, by describing the background on how the model was developed, we
have provided a roadmap for firms to create their own equation based on input values
from their specific company or industry.

For future studies, different independent variables could be formulated to test
supply chain resiliency from different angles. Some assumptions could be relaxed.
For example, the demand could follow a more general distribution. Or instead of the
assumption that all capacity and inventory is lost under disruption, a disrupted node
might face different levels of disruption.
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Retail Supply Chain Risk and Disruption:
A Behavioral Agency Approach

Raul Beal Partyka, Fernando Gonçalves Picasso, and Ely Laureano Paiva

Abstract Relationships between consumers and retailers are frequently the subject
of studies in the context of operations management. The traditional agency theory is
widespread, especially in the principal–agent relationship. This chapter describes
retail consumer behavior during the COVID-19 pandemic and the unexpected
consumer demands experienced by retailers from the perspective of behavioral
agency theory. This chapter discusses that this shift in the retail supply chain can
be explained by the behavioral agency theory, above all because of its mitigation
mechanisms. Supply chain disruption is also discussed by pointing out the main
activities of retailers and consumers and the respective mitigation mechanisms they
adopt. This chapter contributes to the evolution of the supply chain studies’ field by
providing analyses from the retail supply chain debate about risk and disruption
implications in the context of the COVID-19 pandemic. It also helps broaden the
applicability of the behavioral agency theory in operations and supply chain
management.

1 Introduction

Increased attention is being paid to supply chain risk management, as many com-
panies have faced more supply chain management challenges (Kildow, 2011). For
instance, several companies have faced harsh times by relying on single sources of
critical supplies. (Linton & Vakil, 2020). The main objective of supply chain risk
management is guaranteeing the continual flow of materials or services from the
source to the customer when a disruption occurs in the supply chain. Risk mitigation
and contingency planning capabilities are crucial in this context (Matsuo, 2015;
Tomlin, 2006), because they enable companies to plan and properly respond in the
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case of a supply chain disruption (Ambulkar et al., 2015; Blackhurst et al., 2005;
Bode et al., 2011; Brandon-Jones et al., 2014; Craighead et al., 2007). Mitigation
capabilities are the actions that are taken before a disruption occurs, while contin-
gency capabilities are measures taken after and in response to a disruption (Matsuo,
2015).
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The recent spread of the COVID-19 virus has exposed the vulnerability of supply
chains as never before (Choi et al., 2020; Esper, 2020). Although information about
the virus was available months before its worldwide spread, when lockdown rules
resulted in businesses being shut down the effects were unexpected. Consumers, for
instance, went into a panic-buying mode for essential goods, leading to stockouts of
items such as toilet paper, hand sanitizer, and cleaning products. They also started
hoarding all kinds of grocery and non-perishable products that they thought they
might need, leading to empty supermarket shelves and disrupting the retail supply
chain. A recent survey showed that the main problem members of the retail supply
chain are facing is a lack of clarity with regard to consumer demand (Leonard, 2020),
and because these particular supply chains were unable to anticipate consumer
behaviors, they implemented contingency measures, such as limiting the number
of items consumers could buy in an effort to help the retail supply chain recover. The
way in which retailers responded to this supply chain disruption can be analyzed
through the lens of agency theory.

Behavioral agency theory applies to “analyses of executive decision-making
when the personal reputation, morality, wealth, and well-being of various company
stakeholders are at stake” (Gomez-Mejia et al., 2021). So far, only two works have
tried to apply the behavioral agency theory to these relationships (Cole & Aitken,
2019; Villena et al., 2009). “Agents are not rational 100% of the time” (Massa et al.,
2020, p. 222). Therefore, because of their different desires and goals, consumers act
as agents in co-creative results and may involve selfish behaviors to satisfy their self-
interests (Leo et al., 2019). Based on the behavior of agents, Pepper and Gore (2015)
developed the behavioral agency theory, which they tested empirically and in which
they identified other implications. The client, as principal, delegates work to an agent
that does the work (Ngamvichaikit & Beise-Zee, 2014). The agent can then choose
(or may not have the option) and own their service process that has a lot of customer
interaction. Even if the client as beneficiary has never formally agreed to this
relationship, past studies have focused primarily on event management and the
consequent impact on performance, such as a supplier that does not carry out a
specific activity that follows a defined pattern and within a determined period. There
are no studies that recognize the interaction between consumers from the viewpoint
of behavioral agency theory for mitigating conflict (principal vs. agent).

There is no denying the applicability of the agency theory as a lens for under-
standing the agency’s problem and the risk-sharing problem that arises when the
retailer delegates responsibility for and the maintenance of retail stock to the supplier
(Rungtusanatham et al., 2007). The relationship, however, is not one-sided in
relation to delegating a task to an agent. In fact, the contract is bilateral. At the
very least the agent expects some monetary compensation for its efforts. Behavioral
agency theory predicts that the different goals and intrinsic preferences of agents will



lead to different mechanisms for mitigating agency problems (Pepper & Gore,
2015). “Retailers can limit such opportunistic behavior by investing in their supplier
monitoring capabilities.” (Morgan et al., 2007, p. 525). Behavioral agency theory
makes it possible to understand the conflicts between principal (retailer) and agent
(consumer), and to capture the emotions of this relationship. Application of this
construct may have implications, especially in smaller companies where there is
little corporate policy and few guidelines, and where negotiations are at the mercy of
centralized and, consequently, emotional decision-making.
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The purpose of this chapter is to describe how the disruption in the retail supply
chain during COVID-19 can be explained by the mechanisms of behavioral agency
theory. The consumer–retailer relationship is used to better understand the contracts
and roles of both. Retail as a service comprises, in its essence, the relationship
between retailers and their customers, in which retailers constantly attempt to add
value for these customers.

Although, in the behavioral operations literature, research integrated with behav-
ioral agency theory is not consolidated, there is a growing concern about sustain-
ability that suggests that operations and supply chain management (OSCM)
professionals have responsibilities to stakeholders, that is, to consumers and clients
(Gomez-Mejia et al., 2021). This principal–agent relationship is important in the
retail context, as it leads to situations in which an actor behaves like an agent, even in
the absence of a binding contract (Kim & Mahoney, 2005). These agents, as
individuals, are also loss-averse, and their risk behavior and preferences depend on
the context (Martin et al., 2016). The behavioral agency theory is relevant in such
circumstances and formulated in the context of the retailer–customer relationship,
even though there are no formal contracts in this relationship between retail man-
agers and consumers.

Therefore, as OSCM professionals may have to manage between meeting goals,
investing in suppliers, ensuring employee safety, and also satisfying the desire of
consumers, as stakeholders, the behavioral agency theory seeks to examine the
actions, expecting payoffs, harm supply chain partners, and what motivates them
to act with those choices, and how to create incentives for possible ways to reduce
risks (Gomez-Mejia et al., 2021). Therefore, this study considers that the customer as
a consumer in retail is a motivator of possible conflicts in the process, thereby
contributing primarily to the supply chain risk and disruption literature by aggregat-
ing behavioral agency theory into the construct. We also contribute to the behavioral
agency theory by exploring its mechanisms in different contexts.

2 Supply Chain Risk and Disruption

Supply chain disruption occurs when the flow of materials or services is halted either
by a problem at the node level (facilities), arc level (transportation), or network level
(Kim et al., 2015). Depending on the type of disruption, it can be anticipated and a
proactive supply chain response can follow (Craighead et al., 2007; Knemeyer et al.,



2009). But supply chains are usually forced to respond reactively because an
interruption in the supply chain is completely unexpected (Craighead et al., 2007).
For example, the 2011 floods in Thailand caused an unexpected disruption in the
auto supply chain (Haraguchi & Lall, 2015). Despite the nature of a supply chain
disruption, the chance of one occurring has led supply chains to develop two
different types of recovery capability: mitigation and contingency (Brandon-Jones
et al., 2014; Durach et al., 2020; Matsuo, 2015; Tomlin, 2006)
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Mitigation capabilities focus on initiatives that are developed well in advance of a
supply chain disruption (Matsuo, 2015). For example, Nissan regularly carries out
training drills to deal with supply chain disruptions that might eventually be caused
by a natural disaster (Aggarwal & Srivastava, 2016). These initiatives involve
different inventory management, flexible production processes, alternative product
designs, and supply base redundancy (Bode et al., 2011). Contingency capabilities,
on the other hand, focus on initiatives that are implemented after a supply chain
disruption occurs (Matsuo, 2015). For instance, Nokia responded contingently to the
2001 fire at the Philips plant by understanding the disruption and subsequently
developing appropriate plans (Walker & Wilson, 2012). The wide spread of
COVID-19 also caused an unexpected lockdown that forced supply chains to
quickly change their structures to respond to specific needs; the food service supply
chain, for instance, had to change completely to online orders only (Wollenhaupt,
2020). A contingent response involves the ability to sense the disruption’s potential
impact and mobilize critical disruption-response resources (Ambulkar et al., 2015;
Sheffi & Rice, 2005).

3 Behavioral Agency Theory

First, the principal’s and agent’s goals and desires may differ, and the principal may
not fulfill the agent’s requirements. Consumers may have different goals and may
not always perform as expected; some may choose to spend proportionally more of
their income than others. Second, there may be information asymmetry, in which
there is an imbalance in the availability of initial information, which leads to risk
asymmetry, whereby the principal and the agent share risks, but may have different
attitudes toward them. Finally, consumers may be motivated by self-interest and are
likely to stop contributing to the process if they perceive the other party’s
opportunism.

Customer inputs are the root cause of the unique issues and challenges of service
management (Sampson & Froehle, 2006). In many services, when the customer is an
end consumer (for example, a consumer of healthcare, education, personal care, or
legal services), customers themselves have vital roles to play in creating service
outcomes, that is, with their various behaviors they participate at some level in the
creation of the service and can guarantee their own satisfaction (Bitner et al., 1997).
The agents will then perform the service if they have the capacity (necessary
knowledge, skills, and aptitudes), the motivation and also the right opportunities



(structures and work environment) (Pepper & Gore, 2014); if not, they may become
embroiled in agency issues with the principal. This is particularly true for Brazil as a
country in Latin America, where in contrast to developed countries, culture and
traditions are incorporated into corporate behavior in order to protect the company’s
resources for future generations (Gomez-Mejia & Wiseman, 2007).
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In behavioral agency theory, incentives are no longer the best way to motivate
agents (Massa et al., 2020). Three mechanisms are usually used to develop behav-
ioral agency management: monitoring, sharing, and trust (Reim et al., 2018). Using
management from the perspective of behavioral agency theory, we have excluded
monitoring from this list. Behavioral agency theory suggests that the inclusion of
trust and reciprocity can modify experimental results, that is, individuals seem to
respond negatively to controls in the workplace that restrict their feelings of auton-
omy (Beccerra & Gupta, 1999; Falk & Kosfeld, 2006; Kuang & Moser, 2009).
When taken together, studies based on behavioral agency theory suggest that agents
behave positively to trust and negatively to monitoring and control. This is the
reason why “auto-activated” monitoring and control need to be continuous in order
to change the agent’s behavior (Laird & Bailey, 2016).

The agency’s problems with the client’s adverse behavior are a fundamental risk
for the case companies. When companies in the case become responsible for repairs
and maintenance, thereby making products available, they are exposed to the
consequences of customer use. For example, overloading a truck, driving too fast,
or changing gear inappropriately will lead to critical components wearing out, so
more repairs will be needed to ensure product availability (Reim et al., 2018).

Whenever two parties interact, as in the case of a vendor and a retailer, each party
may potentially assume both the principal and agent roles, but for different perfor-
mance outcomes (Rungtusanatham et al., 2007). On the other hand, for example, the
focus in a vendor-managed inventory (VMI arrangement), is on the vendor being
responsible for making decisions as to what quantities to order, where the ordered
inventory should be stored, and when the order’s quantities should arrive at customer
locations (Çetinkaya & Lee, 2000). In this setting, the retailer is the principal with
sales as the performance outcome, but this retailer is also the agent as far as the
availability of retail items for sale is concerned (Rungtusanatham et al., 2007).

4 Retail Supply Chain Disruption Through the Behavioral
Agency Lens

The logic of service system offerings increases the likelihood of unintended and
unpredictable customer behavior that affects the supplier’s operations, and the risk
of adverse effects or opportunistic customer behavior increases (Ng et al., 2013;
Sakao et al., 2013). Conflict is the culmination of a project or its execution when
there are diverging interests. Service facilities that are affected by frequent contact
with customers are perceived as inherently limited in their production efficiency due



to the uncertainty that customers, as human beings, introduce into the service
creation process. This uncertainty stems from individual differences in customers’
attitudes and behaviors (Chase, 1981). It is true that human beings generally act as
agents, that is, not only when they are stimulated to act, but also when they want to
look for new experiences and explore their environment (Dobscha & Foxman,
2012). Customers are the main inputs to the production process, particularly in
service companies, but they are, by nature, emotional (Frei, 2006).
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Retail managers’ fears of the risks associated with allowing a supplier to signif-
icantly influence their category’s management efforts are well known. Contrary to
the expectations of the retailer and the supplier’s manager, this practice does not
seem to increase the retailer’s or supplier’s dependence on each other, the buyer–
supplier interdependence. It is clearly in the retailer’s interest to protect itself from
the opportunism of the focal supplier in its strategy of segmenting expenses in areas
that contain similar products, allowing for greater focus, consolidation, and effi-
ciency (Morgan et al., 2007). The intensified attention of the client and the desire for
autonomy in decision-making are contrary to the model of the passive and compat-
ible client in a common service encounter with an authoritarian service provider,
which can further increase the client’s suspicion about the service provider’s
motives, whether this has to do with the authoritarian behavior or decision-making
of the service provider. Both situations will not only create customer dissatisfaction
for preferring decision-making autonomy but will also provide samples of the
attempt to exploit the quality and credibility of the service to gain unjustified
benefits.

Offering customers more decision-making authority, however, may not lead to
greater customer satisfaction, since the benefits of service credibility are the ability to
solve problems and the specialized or tacit knowledge of the service provider, as
opposed to merely well-structured data (Debo et al., 2008; Wu, 2011). The demand
for professional services typically derives from customers who do not have sufficient
experience and/or competence to make decisions in this service area (Ngamvichaikit
& Beise-Zee, 2014).

When assuming maintenance of and/or responsibility for the operation, the
supplier’s performance becomes more deeply involved with the production process,
potentially resulting in better continuity in the agency relationship (Bullinger et al.,
2004). For the service provider, any potential cost savings for the customer are—
from the agency theory viewpoint—based on aligning preferences between the
parties, because the provider is aiming to maximize their efficiency. The customer,
in its turn, shares this interest, because it forms the basis of their “profit” from their
perspective (Hypko et al., 2010).

In terms of trust, evidence has already been found of increased customer percep-
tions of empathy and agency that lead to greater customer satisfaction, by empha-
sizing how “we” (the company) serve “you” (the customer), and the “me” (the agent)
in these customer-company interactions (Packard et al., 2018). In the absence of
trust, however, the retailer, on the one hand, may not be as willing to give the vendor
ready access to relevant information, or to relinquish control of vital decisions
pertaining to inventory replenishment and maintenance, while the vendor, on the



other, may not be as willing to accept partial (or full) responsibility for shrinkage as
required in a Pay-On-Scan (or a Scan-Based Trading) arrangement.
(Rungtusanatham et al., 2007).
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COVID-19 caused a variety of unexpected supply chain disruptions, forcing
supply chains to respond contingently. For example, when consumers started
panic buying in supermarkets and hoarding goods, they disrupted the retail supply
chain, causing a shortage of some essential items. The unexpected behaviors of these
consumers produced several effects in the relationship between retail supply chains
and customers. Such behaviors reduced the confidence of supply chain members in
consumers because of volatile customer demands (Leonard, 2020). The result was
low levels of information-sharing because retailers were unable to forecast demand
with any degree of accuracy, which forced them to monitor customer behaviors
closely in an attempt to control their impulses. For instance, retailers had to limit the
quantity of flu-related products per customer due to a shortage of products
(D’Innocenzio, 2020).

The lack of trust, an inability to share accurate information, and monitoring
customers’ behavior can be seen through the lens of behavioral agency theory.
Table 1 presents some examples of real cases, showing actions and behavioral
agency mechanisms for mitigating interruptions in the supply chain, such as tsu-
namis, hurricanes, shuttered factories, port congestion, trucker strikes, and the
COVID-19 pandemic. Above all, however, the table shows potential mechanisms
for mitigating adverse customer behavior. The perceptions (of retailers and con-
sumers) were used to develop a framework that combines agency problems with
agency mechanisms.

5 Final Considerations

Principal–agent problems, such as opportunism, differences in objectives, and infor-
mation asymmetry can compromise the effectiveness of risk mitigation practices
(Li et al., 2015). The analysis of this study indicates how important it is for
behavioral theorists to incorporate the intrinsic motivations and goals of individuals
in principal–agent relationships, in order not only to understand the agent’s behavior
but also how it can be managed. Behavioral agency theory, therefore, provides the
conceptual basis for understanding why the divergent intrinsic motivations and goals
of individuals and firms and their backgrounds are likely to lead to agency-specific
problems and result in different mechanisms being required for aligning goals.

Different actions are needed for overcoming two behavioral agency problems in
retail supply chains. First, when there are conflicting goals supermarket prices
increase, information sharing decreases (between retailers and consumers) and
more specifically, the number of items each consumer can purchase is limited.

Second, to solve problems related to monitoring, managers sought to hold
frequent meetings with suppliers. They also tried to play fair, showing that trust
had been broken (because of agent-consumer actions), distributed online demands



categories dimensions (consumer) (retailer)

through their distribution channels until normality was re-established, and used
historical data to try to predict consumer behavior.
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Table 1 Application of the behavioral agency theory in the COVID-19 pandemic

Problem Problem Agent actions Principal actions
Behavioral
agency
mechanisms

Conflicting
goals

Customers
overly cost-
focused

Short-term focus, price
was not a primary
concern

Prices were increased
mostly for produc-
tion causes (i.e.,
reduction in
productivity)

Sharing
(results-
based
pricing)

Adverse
selection

Consumers could not
find the products they
needed online

Information about
stockouts was
shared, substitutable
products offered

Sharing
(incentives
for good
performance)

Myopic
behavior

Consumers went into a
panic-buying mode,
hoarding items such as
toilet paper, canned
goods, and cleaning
products

Grocery stores
started limiting the
quantity customers
could buy per
purchase

Monitoring
(conditional
contracting)Careless

behavior

Difficulties
in
monitoring

Monitoring
impracticality

Unexpected surge in
demand

Frequent meetings
with suppliers to
replenish bare
shelves

Monitoring
(information
management)

Monitoring
and contract
aversion

Consumers wanted to
buy as many items as
they were available

Trust was broken
since retailers could
not rely on con-
sumers’ behaviors

Trust
(reliance on
customer
relationship)

Data
overload

The surge in online
demand caused systems
to collapse

Retailers had to pul-
verize consumers’
online demand to
re-establish their
system

Sharing
(profit and
risk
calculations)

Data
reliability

Uncommon behavior
brought unreliable his-
torical data

Attempted to use
historical data to
forecast future con-
sumer behavior

Monitoring
(information
management)

If corporations can mitigate risks by selecting their agents, manufacturing com-
pany customers may not even be a part of the process, while the customers of service
companies, such as retail stores, become very closely involved with the processes,
and this is a challenge for managers in service companies when compared to
manufacturing companies (Sampson & Froehle, 2006). Customers are mainly inter-
ested in the result of the service encounter, and possibly in the process that produces
this result, which mainly occurs, in fact, when the exchange of services is an
important element (Van der Valk & Van Iwaarden, 2011).

Because of the way people live today, it is almost inevitable that new events like
COVID-19 will occur in the future. This kind of event causes great supply chain



disruption (Craighead et al., 2020), which can be mitigated by employing the
mechanisms of behavioral agency theory. First, unlike other supply chain disrup-
tions that affect only a specific region, such as a localized earthquake, pandemics
occur across the globe at the same time, and affect different regions of the globe
simultaneously. Second, a common supply chain disruption may affect the nodes of
a supply chain differently, while a pandemic, such as COVID-19, affects all the
members of a supply chain in a similar way. This is not the same, for example, as the
earthquake that hit Japan in 2011 and that affected particularly auto suppliers
(Aggarwal & Srivastava, 2016). Third, an ordinary supply chain disruption affects
only one side of supply and demand, like the Japanese earthquake that affected only
auto-suppliers but had no effect at all on the behavior of consumers about buying
automobiles. On the other hand, pandemic events tend to affect both the supply and
demand sides. For instance, lockdown measures impacted how the food service
supply chain should offer its products and how consumers should access these
products.
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A very clear context is that of the recent global financial crisis in 2008, for
example, when many financial services customers lost money after the turmoil,
and many of them blamed their losses on the sellers because of what they had
recommended and for their poor judgment. In short, the agency guarantees a
comprehensive investigation as a design, behavioral and social dimension
(Kucirkova, 2018).

As a result of the initial gap—how the disruption in the retail supply chain during
COVID-19 can be explained by the mechanisms of behavioral agency theory—there
are other consumer agency activities to be investigated. Consumers tend to complain
and spread negative word-of-mouth communication within their social networks
instead of breaking off the relationship altogether, or broadcasting their feeling of
frustration to third parties (e.g., media and news agency consumers) (Legocki et al.,
2020). Based on the findings of the mismatch between consumer expectations and
actual demand, there is a misalignment between the supplier’s goal and the retailer’s
goal, which is generally assumed to exist in supply chain management paradigms
(see bullwhip effect). Therefore, it is not only in the dyadic relationship between a
buyer and a supplier that opportunism has negative consequences in supply chains
(Morgan et al., 2007).

The application of organization theories is particularly valuable for developing
this field. Research that is guided by such theories can help researchers develop an
understanding of the problems that behavioral agency theory tends to solve. This
study may also be relevant for service triads; for example, a manufacturing company
with services that employs a maintenance partner (a third party), which is in frequent
contact with the end customer, and which, therefore, plays a significant part in
influencing the main provider’s service output (Heaslip & Kovács, 2019). Collabo-
ration can be seen as an integration between key players and agents for: exchanging
information, matching goals and aligning incentives that have the potential to build
trust and reduce uncertainty for achieving effective supply chain management
(Fayezi et al., 2012).
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Future research investigations could start by understanding effective manage-
ment, especially reacting to risk impacts, and particularly those that affect the
principal, and risk recovery options (Cheng & Kam, 2008). Although exploratory
studies can identify whether this reaction is observed and how much is understood,
as in the action to improve financial performance, and the speed of sharing is
strengthened by the duration of the relationship and the trust of the supplier
(Li et al., 2015), it is important to measure the speed of information sharing, the
duration of the relationship and the trust of the supplier. These are the financial or
organizational performance mechanisms of companies and are effective approaches
for improving a company's sustainability performance (Shafiq et al., 2017)

Risk assessment techniques make it easier for purchasing organizations to obtain
information for verifying supplier behavior, thus promoting congruent goals
between buying and selling companies and reducing uncertainty (Zsidisin et al.,
2004). A fruitful line of research would be to investigate the risk assessment
techniques employed by the supplier for promoting congruence between the behav-
ior of the retail consumer and the retailer’s service, thereby mitigating risk and
uncertainty. The investigation could explore whether the performance objective is
more important than the ability of a supplier (such as the retailer) to transfer the risk
to agents (or those without ties), or whether the balance between risk and reward is a
necessary condition for suppliers to accept the risk (Selviaridis & Norrman, 2014).
The principal can use the flexibility of the network (either pre-existing or shaped by
it) for risk recovery. Assessing and balancing these commitments, and meeting
supply delivery needs are key facets of a resilient and successful network (Cheng
& Kam, 2008).

Although various locations have for decades suffered disasters (e.g., tsunamis,
hurricanes, shuttered factories, port congestion, and trucker shortages), consumer
behavior in retail supply chains is still an open challenge for current supply chain
management. A future agenda for thematic risk mitigation in retail supply chains
could include: the mapping out of the supply network, the adoption of blockchain
technologies, machine learning and artificial intelligence, data analysis and produc-
tion reordering. All topics must be covered, without forgetting to address ethics,
communication, and sustainability jointly. Many of the above-mentioned measures
may require a lot of resources and be difficult to implement, but since they are risk
mitigation measures, they should be assessed, above all for their ability to save costs,
rather than solely for their capacity to guarantee revenue.
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Mitigation of Supply Chain Vulnerability
Through Collaborative Planning,
Forecasting, and Replenishment (CPFR)

Leonardo de Carvalho Gomes

Abstract The chapter aims to clarify the concept of supply chain vulnerability and
to show how collaborative methods such as Collaborative Planning, Forecasting, and
Replenishment (CPFR) can mitigate its effects. It proposes a framework of supply
chain vulnerability that includes a relation between internal and external elements.
The framework also explains the relationship between resilience and robustness and
supply chain vulnerability. This chapter gives an overview of the theoretical study of
supply chain vulnerability. The research contains a literature review of supply chain
vulnerability, supply chain resilience, supply chain robustness and correlated ele-
ments. In addition, the chapter presents a literature review on CPFR. We propose a
theoretical framework to explain supply chain vulnerability and how CPFR can aim
to mitigate it. The chapter provides empirical insights about supply chain vulnera-
bility, how it is related to its internal and external components, and how collaborative
methods such as CPFR can assist in mitigating vulnerability effects. Because of the
chosen research approach, the research results contribute to the theoretical discus-
sion about supply chain vulnerability. The chapter includes implications for the
development of a framework regarding supply chain vulnerability and its relation-
ship with the concepts of resilience, robustness, and other elements. We discuss the
mitigation of supply chain vulnerability, as well as the contribution of CPFR to the
mitigation of the effects of supply chain vulnerability. Further study of the concepts
of supply chain vulnerability, resilience, and robustness is also presented.

1 Introduction

Supply Chain Management (SCM) has emerged as one of the main strategies for
competitive advantage generation in companies (Zsidisin et al., 2005). The main
function of SCM comprises supply chain coordination (SCC), since the adoption of a
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strategy of joint work between companies includes the planning, managing, and
monitoring of information (Cooper & Ellram, 1993). In this context, companies
begin to develop activities of planning, monitoring, information sharing, and
decision-making, seeking higher performance in the Supply Chain (SC) and focus-
ing on the transaction costs (external coordination) in addition to the production
costs (internal coordination) (Malone, 1987).
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Nevertheless, SCM has not been a simple task and, despite investments in
technology and intellectual capacity, SC performance is still not satisfactory
(Fabbe-Costes & Jahre, 2007; Fisher, 2007). SCs are complex systems that undergo
constant turbulence, which enable the creation of potentially unpredictable disrup-
tion and make them susceptible to internal or external failures (Malone, 1987; Pettit
et al., 2010). In the context of failure, Malone (1987) presented a third type of cost, in
addition to transaction and production costs, which has been poorly addressed and
considered in the structure of general coordination: the vulnerability cost. These
three costs present differences in their proportions according to the structure of
coordination, with emphasis on the vulnerability cost due to internal and external
failures.

Supply Chain Vulnerability (SCV) has become a relevant theme for managers
due to constant changes in the economy, and risks and disruptions that derive from
situations that are unexpected in terms of the companies and the environment, which
make the SC more vulnerable than before (Hendricks & Singhal, 2005a; Wagner &
Neshat, 2010). Singhal and Hendricks (2002) have pointed out that significant
financial losses occur due to interruptions in the SC, where the average financial
return for shareholders immediately drops 7.5% when a SC rupture is announced,
and, 4 months after the interruption, the total loss grows to an average of 18.5%.

Despite the theme’s relevance, academic research has done little to address SCV
over the years, a fact that can be verified by a simple search on the Science Direct
database using the keyword “supply chain vulnerability” from 1987 to 2014. The
result shows 11,817 papers retrieved. However, in another simple search of the
Science Direct database, using the keyword “supply chain vulnerability” from 1987
to 2017, the result is 16,609. This shows an increase of 40.55% in only the last
3 years. Current knowledge of SCV presents limitations and most of the papers
address cases and informal evidence (Hendricks & Singhal, 2005a; Wagner & Bode,
2006).

Collaborative initiatives used to construct SC are more efficient and robust that
respond more quickly to market demands (Matopoulos et al., 2007). The degree of
SC turbulence and complexity requires more collaboration, as well as alignment
between the SC members (Ahlquist et al., 2003; Slone et al., 2007). Collaborative
practices generate initiatives, methods, and systems that can identify and reduce
certain SCVs.

The objective of this chapter is to contribute to the understanding of SCV through
the proposition of a framework and the presentation of the hypothesis that the use of
collaborative methods such as Collaborative Planning, Forecasting, and Replenish-
ment (CPFR) can mitigate elements that promote an increase in SCV.
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This chapter is based on the theoretical background of SCV. It addresses a brief
conceptualization of collaboration, including CPFR and its potential to mitigate
SCV. From the theoretical background, we have created a framework for under-
standing SCV. Afterwards, a theoretical study is executed, comparing CPFR’s scope
of action to the main elements and factors of SCV comprised in the proposed
framework.

2 Theoretical Background

Organizations, as well as countries, communities, and individuals, are subject to
several environments undergoing constant change. Thus, threats arise in these
frequently turbulent environments and can vary in intensity and frequency, with
internal or external origins (Bhamra et al., 2011). The effects of this turbulence are a
concern for managers, mainly due to the high competitiveness of the environment to
which they belong, where profit margins are limited and fines for delay and product
failures are common.

Two main scenarios have raised concern for the risks of the SC: the number of
catastrophes, natural disasters, and crises that have occurred throughout the years
(Coleman, 2006; Wagner & Neshat, 2010), and SC complexity, which has increased
due to shorter product life cycles, outsourcing, offshoring, new technologies, legis-
lations, competitor pressure, and globalization, among other reasons (Wagner &
Bode, 2009; Wagner & Neshat, 2010).

Nevertheless, risks are not only present in macro factors, but also in factors
arising from the SC itself, which, due to internal weaknesses, lead to its disruption
and indicate possible robustness failures of the project (Norrman & Lindroth, 2004;
Ponomarov & Holcomb, 2009; Wagner & Bode, 2006). This lack of robustness
results in the increase of SCV (Christopher & Lee, 2004). In addition to the
phenomena mentioned, another factor observed in companies contributes to the
increase in SCV: the search for greater efficiency and cost reduction. The need to
reduce costs and to be efficient can make the SC more vulnerable if the risks in
product and process change are not considered (Christopher & Rutherford, 2004;
Cranfield, 2002; Hendricks & Singhal, 2005a; Melnyk, 2007; Pettit et al., 2010).

As the starting point of this chapter, understanding SCV comprises three phe-
nomena that naturally promote SCV growth: SC complexity; the quantity of catas-
trophes, natural disasters, and crises; and the search for efficiency and cost reduction.
Given the perception of these three phenomena, it is possible to begin to comprehend
SCV and their interrelated elements.

SCV is related to supply chain risk management (SCRM), where companies
develop both corrective and preventive actions to reduce SC risk factors. SCRM is
a coordinated process between companies to identify risk sources and to reduce
SCV, and it can become complex due to the great quantity of hard-to-quantify
variables and the difficulty in verifying the influence of risks (Juttner et al., 2003).
Wagner and Bode (2009) presented SCRM as the process of evaluating and acting



on the risks based on the company’s general objectives: identification, analysis,
evaluation, prioritization, monitoring, and performance results. Viswanadham and
Gaonkar (2008) created a SCRM framework similar to that proposed by Wagner and
Bode (2009), but added two approaches: the preventive and the interceptive.
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SCRM will not be explored here beyond these introductory concepts because it is
not the focus of this chapter.

2.1 Vulnerability, Risk Sources, Disruptions, and Risks
of the SC

The concept of vulnerability presents differences in the literature, such as the
exposure to serious disturbances (Christopher & Peck, 2004; Cranfield, 2002), the
tendency for risk sources and factors to prevail over risk mitigation strategies,
causing adverse consequences for the SC (Juttner et al., 2003), or the unexpected
deviation of regulations with negative consequences (Svensson, 2000, 2002). In this
chapter, we adopt SCV as the susceptibility of SCs to damage due to a disruption,
which can lead to risks to the chain—that is, negative consequences (Wagner &
Bode, 2006). Although a SC disruption is the situation that leads to the occurrence of
risks, the SCV determines the consequences. Therefore, three interconnected ele-
ments explain SCV: SC risk; SC disruption; and SC risk sources.

Supply Chain Risk (SCR) considers the variation of results with negative
consequences, such as danger, damage, or losses (Harland et al., 2003; Juttner
et al., 2003; March & Shapira, 1987; Wagner & Bode, 2006). There are two
categories of SCR: risks arising from coordination problems in supply and demand;
and risks arising from the interruption of normal activities, which may occur in the
event of natural catastrophes, strikes and economic instabilities, political interven-
tions or intentional acts, including terrorist attacks (Kleindorfer & Saad, 2005).
Khojasteh and Abdi (2016) and Khojasteh (2018) categorized these risks into
internal and external risks.

Supply Chain Disruption (SCD) is an undesired situation, which may come
from external or internal sources and can lead to SCR (Wagner & Bode, 2006). For
the affected companies, SCD is an exceptional situation that must be mitigated
rapidly to avoid SCR. Kleindorfer and Saad (2005) presented SAM (specifying
sources of risk, vulnerabilities, Assessment, and Mitigation), a methodology to
specify and evaluate risk sources and mitigate SCV. The quantitative methodology
focuses on the events that can cause SC ruptures and combines investments in the
mitigation of identified risk sources with the probability of their occurrence.

Supply Chain Risks Sources (SCRS) address the categories or classes of
possible, internal or external, events that cause SCD and are defined and classified
distinctly in the literature (Chopra & Sodhi, 2004; Juttner, 2005; Svensson, 2000).
Wagner and Bode (2006) organized them into three classes: demand side risks,
supply side risks, and catastrophes. Juttner (2005) proposed three classes: supply,



demand, and the environment. Chopra and Sodhi (2004) delineated nine classes:
ruptures, delays, systems, demand forecasting, intellectual property, acquisition,
receivables, inventories, and capability. Christopher and Peck (2004) defined
SCRS as companies’ internal risks (process and control), supply chains’ internal
risks (supply and demand), and supply chains’ external risks (environment).
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In this chapter, two SCRS types are adopted: internal (I) and external (E), which
are further subdivided into five classes: demand side risks (I); supply side risks (I);
infrastructure (I); regulation (E); and catastrophe (E).

Demand side risk is the result of interruptions in the supply flows to the final
client, that is, downstream of the focal company. It normally appears in the form of
an interruption in the physical distribution of product due to technical problems with
transportation, products, and processes, among others. It can also happen due to
uncertainties between the projected and the effective demand, which result in
resource scarcity or excess and an increase in the bullwhip effect (Nagurney et al.,
2005). Thus, it can be hypothesized here that one of the causes of such risk is an
inefficient and barely collaborative SCC (Christopher & Lee, 2004).

Supply side risk is the result of interruptions in the supply flows from the
suppliers to the focal company. They can occur due to problems in logistics,
products, processes, and bankruptcy, among others. The opportunistic behavior of
suppliers is a supply side risk (Spekman & Davis, 2004; Williamson, 1985). The
bullwhip effect is also an example of supply side risk.

Product security is a risk source both in the supply side risk sources and in the
demand side risk sources, with two possible approaches (Marucheck et al., 2011):
product safety and product security. Product safety refers to the reduction in the
probability that the use of a product will result in disease, accident, or death, or that it
will have negative consequences for people, goods, or machinery. One example is
the quantity of vehicle recalls due to safety issues. Problems may also arise from
inadequate product storage, handling, and distribution systems. Product security
involves the delivery of a product free of intentional contamination, damage, or
deviations, such as sabotage, terrorism, or product misrepresentation (in the case of
falsification).

Infrastructure refers to companies’ infrastructure such as assets, electricity sup-
ply, water, labor, energy matrix (oil, gas, coal, and others), technology and infor-
mation systems, and management systems, among other elements. The infrastructure
class also comprises the SC configuration characteristic, which can have few sup-
pliers or a larger number of suppliers.

Regulation refers to risks originating from governmental regulations, such as new
laws or changes in taxation. Catastrophe refers to natural disasters, sociopolitical
instability, civil movements like strikes, or attacks. We can state that in globalized
supply chains, supply chain risks increase due to the catastrophe factor.

Based on this theoretical review of the four concepts, Fig. 1 illustrates the
relationships between them. SCRS generate SCD, which, depending on SCV, may
or may not cause SCR.
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SC VULNERABILITY SC DISRUPTIONS

SC RISK SOURCES

SC RISKS

Fig. 1 Risk sources, rupture, risks, and SCV

2.2 Supply Chain Resilience and Supply Chain Robustness

Managers seek, through actions, to anticipate, absorb, and overcome SC distur-
bances arising from any source (Pettit et al., 2010; Pickett, 2006). Two concepts
have emerged from these practices: Supply Chain Resilience (SCRes) and Supply
Chain Robustness (SCRob).

While SCV is a susceptibility characteristic of the SC, resilience and robustness
are characteristics of resisting or being impervious to SCRS. These three concepts
are connected in the following semantic way: if a SC is more resilient, it tends to be
less vulnerable and more robust in the face of interruptions and risk sources.

However, the literature presents divergences between these three concepts. Some
authors understand that robustness and resilience are synonyms (Ponomarov &
Holcomb, 2009; Sheffi & Rice Jr., 2005), while some others (Ivanov & Sokolov,
2013; Spiegler et al., 2012; Vlajic et al., 2012) argue that there are conceptual and
strategic differences between them, even though they are complementary.

The following two subsections define SCRes and SCRob.

2.2.1 Supply Chain Resilience

Supply Chain Resilience (SCRes) is a recent scientific field that is on the rise and has
been underexplored. Studies on SCRes present three drivers: SCV becomes impor-
tant for business competitivity; few studies address SCV, generating limited knowl-
edge on the subject; methodologies are necessary to manage SCV (Bhamra et al.,
2011; Christopher & Peck, 2004; Pettit et al., 2010; Ponomarov & Holcomb, 2009).

SCRes has been defined in several ways by many authors: the ability to react to an
unexpected interruption and to restore normal operation (Ponomarov & Holcomb,
2009), the ability of a system to return to its original state or to change to a new, more
desirable state after an interruption (Christopher & Peck, 2004), and the ability of a
company to survive, adapt, and grow in the face of turbulent change (Fiksel, 2006).
In addition, SCRes is the capacity of a SC to deal with changes within two
dimensions: agility (reactive capacity) and robustness (proactive capacity).
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Table 1 Capability and vulnerability factors

Capability factors Vulnerability factors

Flexibility in sourcing External factor turbulences

Flexibility in order fulfillment Deliberate threats from intentional attacks

Reserve capacity External pressures from innovation or cultural, regula-
tory, or price changes

Waste elimination efficiency SC resource limits

Waste and productivity Sensitivity originating in product and process charac-
teristics and conditions

Technologies and asset visibility Connectivity originating from the external sources,
such as the degree of outsourcing

Adaptability to changes and
opportunities

Supplier/customer disruption originating from the sus-
ceptibility to the forces of suppliers or customers

Anticipation to predict situations

Problem recovery

Assets and decision-making dispersion

Collaboration from demand forecasting
to risk sharing

Organization as skills and culture

Market position through product dif-
ferentiation and relationships

Cyber and property security

Financial strength to absorb certain
impacts

Adapted from Pettit et al. (2010)

Despite the concepts being similar, in this chapter, SCRes is a term more directed
to the capacity of the SC to respond to disturbances and disruptions, or to adapt to a
new reality. Pettit et al. (2010) presented a proactive method for SCRes management
based on the principles that forces of change create SCV and management controls
create capabilities. Capabilities are defined in this chapter as the attributes that enable
a company to anticipate or to overcome an interruption. This method consists in an
analysis of capabilities generated in the company for SCV reduction, that is, the
more controls and management, the more capabilities are generated in the company
and the more SCV is reduced.

Vulnerability factors and capability factors of a SC must be managed to control
the SCV. Table 1 presents the factors and Fig. 2 displays the resilience zone to be
sought.

In addition to the basic principle that capabilities reduce SCV, Table 1 explains
the point stated by the authors that when excessive vulnerability with low capability
is present, the risk is high. Excessive capability related to low vulnerability results in
lower profits, as many resources are unnecessarily wasted. SC best performance
occurs when vulnerability and capability are balanced.
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Fig. 2 Resilience zone
(Pettit et al. 2010)
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2.2.2 Supply Chain Robustness

Supply Chain Robustness (SCRob) is the characteristic of being capable of resisting
a disturbance or interruption and retaining its former state, that is, without offering
risks to the SC (Asbjørnslett, 2008; Christopher & Peck, 2004; Tang, 2006).

We define SCRob as the use of strategies to assist the company in reducing costs
and improving customer satisfaction in normal circumstances, as well as allowing a
company to sustain their operations during or after a disruption. These strategies
promote the development of new contingency plans, when disruptions occur, in
order to reduce risk exposition (Tang, 2006). Table 2 presents the main strategies for
making a more robust SC.

SCRob differs from resilience because it does not have the capacity to adapt and
reach a new stable situation (Asbjørnslett, 2008). Therefore, the robustness strategies
are related to SC protection, whereas the resilience strategies are related to SC
adaptation flexibility. Nevertheless, we perceive that a resilient system can generate
a certain degree of robustness to the SC, and a robust system can also generate a
degree of resilience. This fact is due to the observation that some strategies encom-
pass these two characteristics, as in the case of the capability factors (Table 1)
flexibility in sourcing and reserve capacity, which, besides resilience strategies, are
also part of protection strategies to generate robustness in the SC. Table 2 shows that
the following factors are also a part of resilience strategies: strategic postponement of
the product differentiation point, flexible supply base, and flexible transportation in
terms of modals and routes.

Tang (2006) presented a case where robustness strategies can also make the SC
more resilient. Nokia changed the Radio-Frequency Identification (RFID) chip
configuration of one of its cell phones to a modular component, enabling acquisition



from several suppliers. Thus, based on SCD, Nokia reconfigured the product and
purchased the chips from other suppliers, not compromising the SC.
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Table 2 SC robustness strategies

Strategy Main objective Definition

Postponement Increases product
flexibility

Utilizes the concepts of product projects or
processes such as standardization, modular
design, and operation reversion to delay the
product’s differentiation point

Strategic stock Increases product
availability

Considered Just-in-case, maintains safety
stocks of products to guarantee the SC
functioning in the case of an interruption

Flexible supply base Increases supply
flexibility

Used to mitigate the risk of demand fluc-
tuations or disruptions associated with a
single supply source, in spite of the possi-
ble cost reduction arising from purchases
of higher volumes

Make-and-buy Increases supply
flexibility

Production of some products that are sub-
ject to potential disruptions instead of
buying them

Economic supply
incentives

Increases product
availability

Economically incentivizes certain sup-
pliers to obtain a greater supply base

Flexible transportation Increases flexibility in
transportation

Investment in multi-modal transportation,
multiple carriers, and multiple routes

Revenue Management
through sales and
dynamic pricing

Increases control of
product demand

Manages demand when the supply of a
product is interrupted or products are
perishable

Dynamic assortment
planning

Increases control of
product demand

The set of products displayed, how they are
placed on shelves, and the number of
parameters for each one as a way to influ-
ence demand

Silent product rollover Increases control of
product exposure to
customers

The slow, gradual, and informal insertion
of new products into the market to substi-
tute current products

2.3 Vulnerability Measurement and Representation

From a strategic point of view, when the focus of studies is on SCV, the literature
points to factors that represent SCV. When the focus of studies is on SCRes, the
literature points to adaptation or recovery strategies after a SC’s disruption. Yet,
when the focus of studies is on robustness, the literature points to protection
measures. Wagner and Bode (2006) represented SCV by factors or drivers as the
customer dependency and supplier dependency, single source and supply concen-
tration, and global supply.
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Dependency is a property of buyer–supplier relationships, when the focal com-
pany becomes dependent on the buyer or the supplier in terms of transaction volume,
technology, and monopoly, among other factors (Hallikas et al., 2005).

Supply concentration characterizes a scenario where the client company has only
a small number of suppliers. Although the literature points out such benefits as
reduction in the number of suppliers, and improvement in relationships (Ellram,
1991), these benefits can increase SCV (Choi & Krause, 2006). Thus, companies
must reduce the number of suppliers, considering the consequences in terms of
exposition to risks (Christopher & Peck, 2004; Elkins et al., 2005), or develop
emergency supply sources (Sheffi, 2005).

Globalized Supply is associated with increasing uncertainty, as well as visibility
and transparency reduction due to the distancing and stratification of supply sources.
Parameters such as suppliers’ geographical location, the product purchased, and the
transportation mode characterize this driver.

Gallopín (2006) presented a holistic view of SCV as the chain’s degree of
sensitivity (the degree to which the chain is affected or changed because of distur-
bances); responsiveness (robustness and/or resilience) to threats (risks); and the SC
degree of exposition to disruptive events. Through this framework, Gallopín (2006)
related resilience to responsiveness.

To measure SCV, Wagner and Neshat (2010) proposed three categories of SCV
drivers: demand side vulnerability, supply side vulnerability, and structure
vulnerability.

Demand Side Vulnerability comprises downstream factors of the focal com-
pany, and includes, for example, client dependence (volume, financial situation,
random demands), the product and its characteristics (complexity and life cycle), and
distribution (physical distribution of product).

Supply Side Vulnerability comprises the upstream factors of the focal company,
which includes supplier–supplier relationships, supply base complexity, suppliers’
structure, financial instability, bankruptcy, and technological updating (Zsidisin &
Ellram, 2003).

Structure Vulnerability refers to the degree of disintegration, complexity, and
globalization of activities, including offshoring. This category lacks other factors,
such as collaborative management, contingency plans and structures, process,
inventory or quality controls, flexibility of the process and/or product structures,
and management improvement.

Wagner and Neshat (2010) presented a method that aims to assist SC managers in
managing SCV. The method takes a qualitative approach where it identifies vulner-
ability drivers, quantifies them and thus generates the Index of Supply Chain
Vulnerability (ISCV). In addition, Wagner and Neshat (2010) presented three
categories of drivers: client dependence and supplier dependence, single source
and supply concentration, and globalized supply. The method consists of drawing
key people to the organizations and having them identify and score such drivers,
therefore generating the ISCV.

The methodology proposed by Wagner and Neshat (2010) proved to be consis-
tent in the case study, but this methodology did not induce participants to think of



external risk sources or the fragilities of SC management. The authors admitted some
of the model’s limitations, such as the dependence on gathering data, the dependence
on experts to define the scores, and the possible lack of analysis of vulnerability over
time and its consequences due to the nature of the data, among other issues. They
recommended the use of initiatives, practices, and collaborative tools to mitigate the
company’s vulnerability, since in collaborative works, companies can preventively
identify points of improvement and enhance their flexibility so as to face possible
risks. Such a hypothesis is defended by some authors through the idea that managers
must attenuate vulnerability proactively and in collaboration with other members of
the SC (Bogataj & Bogataj, 2007; Hendricks & Singhal, 2005b; Wagner & Neshat,
2010).
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2.4 SCV and Supply Chain Coordination (SCC)

A coordination structure can be defined as a pattern or model of decision-making and
communication between actors performing tasks in order to achieve defined goals
(Baligh & Burton, 1981; Baligh & Damon, 1980). Malone (1987) presented the
concept of vulnerability as the third type of cost that affects coordination structures
between companies and markets, and presented the four main structures: product
hierarchy, process hierarchy, centralized markets, and decentralized markets.
Regarding these structures, Malone (1987) analyzed the incidence of production
costs, coordination, and vulnerability. For SCs, coordination structures present a
higher complexity because of the greater number of companies, pieces of informa-
tion, and products. The objectives in supply chains are also varied, which could be
the effectiveness of customer service in terms of time and product availability or the
efficiency in resource usage throughout the SC (Fisher, 1997).

Production costs are composed of the production capacity costs and the costs of
processing delayed tasks, also known as transaction costs. Coordination costs are
costs of maintaining communication channels among actors and the costs for
message exchange along these links. However, vulnerability costs are the unavoid-
able costs of a situation change that affects the organization before it can adapt to this
new situation and the costs for the company to rapidly adapt to market changes.

Malone (1987) explained that in the hierarchy structure named Product Hierar-
chy, the vulnerability costs are higher due to the nonexistence of similar resources to
perform the same task when a failure occurs. This does not occur in the production
structure named Functional Hierarchy, because when the failure occurs, it may be
transferred to another resource.

This statement from Malone (1987) contradicts the idea proposed by the Toyota
Production System (TPS) (Ohno, 1988), which seeks to build an efficient and
flexible lean structure. To this end, the reliability of processes is developed in a
preventive way and through a collaborative structure, in order to repair the failure as
quickly as possible. In addition, through the TPS, due to task simplification and line/
cell configuration, coordination costs are lower than in a departmentalized structure,



which benefits from production efficiency through specialization and task repetition.
However, there is a need for a trade-off, wherein process resources should not be
reduced without a risk evaluation and a stable environment and process.
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2.4.1 SCV and SC Efficiency

The search for SC efficiency has been the dominant business model in the last few
decades (Cranfield, 2002). The results from improvement works led to a more
competitive SC, by means of the reduction of intermediary inventory and total
costs, and a faster pace of operations information and inventory (Cooper & Ellram,
1993; Poirier & Reiter, 1996). However, the improvement initiatives can lead to an
increase in vulnerability and reliability if the risk factors are not considered. Inven-
tory reductions can cause a supply interruption and have an impact on the SC. The
vulnerability is increased partly due to internal SC failures, but mainly due to a rise in
external phenomena, such as the Kobe earthquake that affected SCs around the
world, the terrorist attack of September 11th, 2001 in the USA, and the 1997 fire at a
Toyota supplier that forced the company to paralyze its operations (Cranfield, 2002).
In addition, the Great East Japan Earthquake and Tsunami in 2011 is also worth
mentioning, as it significantly disrupted the global supply chain.

With a greater focus on customers, after 1980, several methods were developed
for a quicker response to the market, such as Just-in-time (JIT), Vendor Managed
Inventory (VMI), and Continuous Replenishment (Herron, 1987; Schwarz & Weng,
2000; Waller et al., 1999; Zinn & Charnes, 2005). Later, the need for cost reduction
and efficiency improvement generated a movement in the industry whereby oppor-
tunities were more focused on reducing inventories (Cranfield, 2002). The JIT
concept was widely adopted and organizations became more supplier dependent.
This model, despite its merit in terms of stable demands, can become less viable
when demand volatility increases.

The decade of the 1990s was characterized by globalization and continuous cost
reduction, with emphasis and focus on the TPS, disseminated as lean manufacturing:
a systematic approach to identifying and eliminating waste (activities that do not add
value). The “lean movement” generated different, more holistic approaches to SC
mapping and evaluation to support its implementation (Jones & Womack, 2002;
Rother & Shook, 1999).

Nevertheless, the search for leaner operations and more aggressive results causes
companies to “create tension,” reducing resources and ignoring risks. This practice
results in more vulnerability in companies when it comes to not considering the
process fragility. Christopher and Rutherford (2004) recommend avoiding leaning
down too far, that is, going too far in the downswing, and they recommend including
the cost of failure recovery in the total cost equation to identify an appropriate
leanness level.

With few differences from Lean Manufacturing, the TPS focuses on strengthen-
ing bases such as process stabilization and standardization to enable safer and more
sustainable resource reduction (waste) (Ohno, 1988). The TPS also acts in a resilient



way, since it defends the identification of potential problems and preventive action,
mainly through mistake proofing devices (Shingo, 1986), and, by using problems, it
develops capabilities to repair the system as soon as possible. From the solving of
problems come “lessons learned,” which serve as inputs to other preventive actions.
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Current literature about Lean Manufacturing does not clearly address a SC
improvement by considering the risks originating from premature downsizing.
Thus, the need for cost reduction and efficiency can make the SC more vulnerable
if risks of a drastic change in products or processes are not taken into consideration.

2.5 SC Collaboration

Collaboration in Supply Chain Management (SCM) is a means through which
companies work in an integrated way with common objectives, characterized by
the significant exchange of information and technologies. Companies share the
responsibilities of planning, management, execution, and monitoring the perfor-
mance, as well as the risks and even the profit (Mentzer, 2001). For the development
of the collaboration process, common interests among companies, transparency at
work, mutual help, and defined objectives are necessary. Leadership, clear expecta-
tions, cooperation, confidence, benefits, and technology sharing are fundamental
(Humphreys et al., 2001; Mentzer, 2001).

In the collaborative process, factors such as risk sharing, evaluation, monitoring,
and management have rarely been approached and disseminated in the literature
(Juttner et al., 2003; Mentzer, 2001). In the literature, we can find collaborative
methods with distinct characteristics, applications, objectives, and limitations. Gen-
erally, collaborative methods, especially those related to SCC, have the dynamic of
evaluating the global functioning of SC, its limitations, and objectives in order to
make decisions to meet the demand. In this systemic and collaborative activity, it is
possible to identify specific risk sources in places that can compromise the final
result of the SC. The finding on which the research hypothesis is based will verify the
contribution of collaborative methods to the identification of sources of risks and
threats, and thus help people take actions to mitigate the SCV.

The CPFR is characterized as a collaborative method with a more holistic,
structured, and collaborative approach than other methods, because it encourages
the SC partners to constantly exchange information regarding their demand pre-
dictions and, through a methodical form, reach a consensus on planning considering
the SC limitations (Ramanathan, 2012; Skjoett-Larsen et al., 2003).
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3 Collaborative Planning, Forecasting, and Replenishment
(CPFR)

CPFR is a method of collaborative management with a focus on SC integration,
aiming to increase its efficiency. CPFR focuses mainly on the conjoint elaboration of
sales forecasting and the replenishment of the items involved, considering existing
SC limitations, either from industrial suppliers, retail clients, or the distributor
(Mentzer, 2001). The improvement of CPFR happens continuously, with a necessity
to experiment, analyze, innovate, and experiment again. The importance of collab-
oration in several aspects, both industry and retail, becomes the main CPFR advan-
tage (Mentzer, 2001).

The CPFR functioning structure originally featured three levels. For example, in
the retailing sector, the retailer acts as the buyer, a manufacturer acts as a vendor, and
the customer is the final client. In industry, a manufacturer of original parts acts as
the buyer and as the vendor to the final client, while suppliers act as vendors (VICS,
2004). See VICS (2004) for the framework that involves CPFR participants and
activities.

The CPFR implementation process starts with the initial agreement of collabora-
tion and intentions, then proceeds to the creation of a joint business plan in order to
identify objectives. Afterwards, the CPFR team creates systematic sale forecasting
and decision-making, where exceptions to the sales forecasting are created and
solved by the CPFR team. After this macro planning, there is the order forecasting,
identifying and solving exceptions. Orders are generated and system feedback
provided to make improvements. During each stage, the coordinator defines the
participants and the periodicity of interactions (Seifert, 2002).

The main point for understanding the benefits of CPFR is the internal team’s
commitment. By mapping the potential benefits for the company’s priorities, such
knowledge will aid the commitment of the parties involved. Table 3 shows the two
groups that benefit from CPFR (Fliedner, 2003): Demand related and supply related.

CPFR considers four collaborative activities (phases) composed of strategy and
planning; demand and supply management; execution; analysis (VICS, 2004). The
strategy and planning phase refers to the establishment of rules for a collaborative
relationship, as well as establishing the product mix, planning, and controls needed
for a given period. The demand and supply management phase refers to the demand
forecasting and the guarantee of product shipment and on-time delivery. The exe-
cution phase refers to the activities of placing orders, preparing and dispatching,
receiving and stocking products at retail, recording sales transactions and making
payments. The analysis phase refers to the activities of planning and the execution of
exceptions. It also includes consolidating results, analyzing performance, sharing
ideas, and adjusting plans for a continuous improvement of results.

The CPFR level of implementation and improvement is measured through a
roadmap: Collaborative Processes; Integrated Demand Planning and Forecasting;
Replenishment Processes; and SC Management (VICS, 2004).
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Table 3 Benefits of CPFR

Benefi Definition

Demand
related

Closer relationship The existing relationship between the members of the SC is
strengthened. Buyer and vendor work together through meet-
ings from the beginning of CPFR

Increased sales Increased sales due to the closer collaboration needed for
CPFR implementation, which results in a better business plan
between buyer and vendor

Management Partners present and analyze the current state in view of the
targets, and thus, they are able to take the appropriate actions
to maintain SC functioning and to guarantee the supply to the
consumer

Better product
offering

Partners perform an evaluation to assess opportunities for
additional products

Supply
related

Forecasting
precision

Supply order forecasting is faster and presents additional
information; more time available for production planning and
forecasting improvement

Inventory reduction Forecasting uncertainty and process inefficiencies are
reduced. The product can be produced via make to order
instead of make to stock, based on historical forecasting, and
companies can maintain additional stocks due to errors in
prediction regarding lack of capability

Improved
technology

Investments in technology for internal integration can be
perceived through the higher quality of forecasting informa-
tion. Companies benefit from the precise and rapidly available
data

Improved return on
investment

Since process flow is improved, return on investment with
CPFR is significant

Increased customer
satisfaction

With more precise forecasting results and stocks results, and
faster access to information, store service will be more con-
sistent, providing consumers with greater satisfaction

Collaborative processes are composed of joint business plans, sales or new items
initiatives, and result evaluation process. Integrated planning and demand forecast-
ing is composed of information technology usage, development of the demand flag,
internal integration of demand forecasting (vendor), and internal integration of
demand forecasting (buyer). The replenishment process is composed of delivery
reliability process (producer to client), delivery reliability process (shopkeeper’s
inventory), efficient receipt process, reliability and conformity of the retail process,
and automated purchase order. The replenishment process consists of delivery
reliability process (producer to customer), delivery reliability process (retailer’s
inventory), efficient receipt process, retail process reliability and compliance, auto-
mated purchase order, replenishment processes, product flow (stock/warehouse),
and product flow (internal shopkeeper to shelf). SCM is composed of partnerships
and trust relationships, process reengineering, operational strategy (service level and
inventories), measurement/benefits, activities in the defrayal process, and product
availability to consumers.
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4 Methodology and Results

In order to achieve the research objectives, the first step is to create a framework for
SCV representation. This framework’s objective is to show elements that built on the
concept of SCV and its interaction with other elements, as shown in Fig. 1. The
second step is the identification of CPFR capabilities and the comparison with SCV
elements and related elements. Therefore, it is possible to identify how and where
CPFR can help in mitigating SCV.

4.1 Supply Chain Vulnerability (SCV) Framework

Aiming to better understand and represent SCV, a framework was developed that
included some elements, factors, and interdependencies. In addition, risk manage-
ment and the deployment of the concept of SCV were added. Figure 3 shows the
developed framework. Dashed arrows represent actions and continuous arrows
represent the effects.

Following the Gallopín’s research (2006), where vulnerability is understood as
the degree of sensitivity of the chain (the degree to which the chain is affected or
altered by disturbances), its responsiveness (robustness and/or resilience) to threats
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(risks) and degree of exposition to disturbing events, these three elements were
adopted as factors representing SCV. The responsiveness factor was directed to the
resilience condition of the SC. The factors Degree of SC Sensitivity and Degree of
Exposition to disturbing events of the SC were directed to the condition of SC
robustness.
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These three factors form SCV and are used to identify vulnerability drivers in
three SC categories—Demand Side Vulnerability, Supply Side Vulnerability, and
Structure Vulnerability, as defined in Sect. 2.3 of this chapter. The drivers of each
category depend on each SC, as well as on the vulnerability factors.

The SCRM was inserted into the proposed framework (Fig. 3) because it is an
element that is interrelated with SCV and the other aspects. The SCRM receives
inputs from risks and problems occurring in the SC, and preventively receives inputs
from the internal activities of identifying potential risk sources. By receiving these
inputs, actions are generated to reduce SCV, increasing SCRes or SCRob and
mitigating possible risk sources. An example of actions or strategies arising from
risk management can be given from a SCD where some stores failed to receive the
products for sale on a commemorative day. The interruption was caused by a delay
in leather processing, due to an imported chemical that was out of stock, and the
emergency import was delayed due to port inspections. Corrective actions could be
product regularization and an agreement with the supplier for a contingency inven-
tory. Preventive actions for this problem could be the development of alternative
suppliers and raw materials. Other preventive actions could arise, such as anticipat-
ing the production of the collection and anticipating orders, among others.

SCRS generate disturbances that can create SCD. These disruptions can generate
SC risk, depending on its vulnerability. SCRS that generate SCD, such as for
example a natural disaster of any kind, may not compromise the result of the SC if
it is robust or if it is able to rapidly adapt, thus avoiding SC risk.

4.2 Analysis of CPFR’s Contribution to SCV Mitigation

Besides contributing to a better comprehension of SCV, this chapter’s objective is to
verify the hypothesis of using collaborative methods to mitigate SCV. In other
words, the aim is to establish which elements of SCV can be reduced by collabora-
tive methods. CPFR was adopted as the collaborative method to test the hypothesis
of its contribution to SCV mitigation. CPFR was chosen because it presents higher
and more comprehensive SCC and collaboration characteristics than other methods
(Fliedner, 2003).

The first analysis was the theoretical comparison of CPFR (capabilities) acting
scope against the SCV factors in the framework of Fig. 3. The CPFR capabilities
(Sect. 3) were theoretically analyzed and the capabilities that could mitigate SCV
factors were identified. Table 4 presents this analysis.

As seen in Table 4, some CPFR capabilities or activities can contribute to the
mitigation of SCV factors by being addressed at certain stages of CPFR.
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Collaborative processes are a CPFR capability that consists of the development of
joint business and operational plans and the process of results evaluation (the
business plan commonly includes the risks). Therefore, this capability contributes
to mitigating the three vulnerability factors. Integrated Demand Planning and Fore-
casting Capability can contribute to the responsiveness factor, for example, by using
IT and demand flags in addition to the demand forecasting integration between
buyers and sellers. The Replenishment Processes capability can contribute to the
vulnerability factor of Degree of Risk Sensitivity, once it includes processes focused
on the delivery reliability. SC management can identify the responsiveness factor
once it encompasses the relationship of trust and commitment between companies,
the improvement of processes, and the management of the operational process
focusing on the level of service and inventories.
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Table 4 CPFR Capabilities � SC Vulnerability Factors

The second theoretical analysis was the verification of compatibility between
CPFR and capability factors (shown in Table 1) presented by Pettit et al. (2010) as
SCV mitigating factors, improving SC robustness and resilience. Table 5 shows
the second theoretical analysis, pointing out the capability factors that can be part of
the CPFR acting scope. This analysis highlights the compatibility of CPFR with the
capability factors of Collaboration, Flexibility, Integration, Speed, and Redundancy.

From the analysis shown in Table 5, a schematic representation of the CPFR
contribution to mitigating SCV was added into the framework of Fig. 3. Figure 4
shows the new framework with the CPFR contribution, that is, the topics in italics
are the factors to which CPFR can contribute, according to the analysis.



Description
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Table 5 Capability factors � CPFR compatibility

Capability
factor

CPFR
compatibility

Collaboration Capability of working effectively with suppliers and clients in
the search for mutual benefits to the SC (Collaborative forecast-
ing, client management, communications, order postponement,
product life cycle management, risk sharing)

X

Culture Creation of an organizational culture for risk and vulnerability
management; decision autonomy and problem solving in opera-
tional and strategic levels

Density SC density denotes the geographical space within the chain.
Density is inversely proportional to the geographical spacing

Flexibility “Being able to easily bend without breaking.” Flexibility ensures
that the alterations caused by the event of risk can be absorbed by
the supply chain through effective responses

X

Integration Emphasis on the importance of the interaction of logistics
aspects, upstream and downstream of the SC. It includes order
interaction, inventories, transportation, and distribution to facil-
itate SC transparency

X

Agility It means “speed of movement, action or operation, fastness and
agility” and it is defined as the capability of the SC to respond to
unpredicted changes from the environment (risks)

X

Visibility It comprises the awareness of the SC’s operational assets (iden-
tity, structure, and localization) and the environmental assets
(identification of the risk and vulnerability sources)

Redundancy It is the concept of maintaining spare resources to be used in the
case of an interruption, focusing on reliability and delivery
conformity

X

5 Discussion of the Results

It can be verified that the proposed hypothesis can be accepted, that is, CPFR can
contribute, preventively or correctively, to the activities of risk management, to
increasing the capabilities of resilience and robustness and to mitigating sources of
risk in SCs.

CPFR was found to assist in the mitigation of SCV from two perspectives. The
first is through collaborative activities, which allow for discussion, identification,
generation of action plans, and monitoring of possible sources of risks as well as the
possible appearance of preventive actions. The second is through activities that
increase the SC’s capabilities, that is, by strengthening the SC’s characteristic of
resilience.

The contribution to the SCV reduction is restricted to the CPFR extension in
the SC: if the collaboration is between the focal company and the client, the
contribution to mitigating SCV and sources of risk is restricted to this scope.
Because the collaborative methods have different characteristics, it was not possible
to study the contribution of other collaborative methods, such as VMI, to the
mitigation of SCV.
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Fig. 4 Framework of the CPFR contribution to mitigating SCV

Increasing the capabilities of a SC to mitigate SCV should be evaluated through a
cost–benefit trade-off. Just as with the search for increased efficiency and cost
reduction, whether these actions can or cannot make the SC more vulnerable should
also be assessed. According to Tang (2006), there is a challenge regarding the costs
and the benefits related to the robustness of a SC, that is, companies invest in
robustness strategies as a “guarantee” for SC competitiveness, but there exists an
associated cost that is hard to measure.

The present research neither analyzed or detailed in which stages of the CPFR the
activities of SCV mitigation could be inserted nor how could they be executed.

6 Conclusions and Recommendations for Future Research

The objective of this chapter was to contribute to the understanding of SCV through
proposing a framework and to present the hypothesis that the use of collaborative
methods such as CPFR can mitigate elements that increase SCV. For the develop-
ment of the research, a SCV framework was created in order to understand its
components and their relationships with other elements. This framework enabled
the consolidation of several concepts and elements that constitute SCV. Through a
literature review and the subsequent creation of the framework, it was possible to
understand the complexity and to clarify the concept of SCV, as well as to better



comprehend the elements that constitute and are related to SCV. From this frame-
work, it was possible to evaluate, according to the methodological procedures used,
the contribution of CPFR to the mitigation of SCV. The SCV framework created can
contribute, in practical and theoretical terms, to future discussions or case studies on
the subject.
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The research results showed the contribution of CPFR from two perspectives:
discussion method, identification, generation of action plans and monitoring of
possible sources of risk, and the creation of capabilities to increase SCRes. These
results showed that the SCC developed through CPFR incorporates, in a structured
and systemic way, elements that can lead to the mitigation of SCV. However, it is
understood that this research must be applied in a real environment to validate the
theoretical evidence found.

Another topic of discussion raised by this research was the possibility of increas-
ing SCV caused by continuous improvement activities. The continuous identifica-
tion and reduction of waste through Lean Manufacturing can increase sources of
risks if these issues are not considered.

The use of collaborative methods, such as CPFR, are not practices for managing
vulnerability or risks sources in the SC, but rather they are practices that can help in
mitigating SCV. CPFR does not include specific activities for identifying risks
sources, despite the possibility of assisting in the mitigation of SCV. Therefore, a
possibility and suggestion for future research is the inclusion of risk analysis
activities in the SCC, through CPFR. This may allow for more efficient coordination
in terms of results.

The results of SCV mitigation depend on the extent to which CPFR is applied in
the SC. Also, it is not possible to conclude that the verified contribution of CPFR will
be the same for other SCC methods, and thus analysis of the specific contribution of
each method is required, which can be done through the method used in the present
research.

A relevant point in the theoretical background was the necessity for a trade-off
between the increase in robustness, resilience, and SCV, because when too many
preventive and corrective actions are generated, the cost of the SC rises so that it may
no longer to be profitable and competitive. This topic could be further explored in
future research. Another subject that may be explored in further research is the need
for a risk assessment when improvements for efficiency increase are made. In other
words, the degree of SC “Lean downsizing” should be analyzed in terms of its future
sustainability and failure to generate new SCVs.
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The Boom and Bust of Medical Supplies
During the COVID-19 Pandemic

Tung Nhu Nguyen

Abstract Hoarding and phantom orders reflect negative buying behavior in times of
crisis, such as after a natural disaster. The COVID-19 outbreak, which began in late
2019 and spread worldwide, witnessed a boom in essential products. This chapter
aims to analyze the unexpected surge in demand for medical supplies through the
lens of behavioral supply chain management. Using the face mask for illustration,
this study illustrates its demand and supply during the COVID-19 outbreak. Despite
different opinions on the face-mask mandate, their demand has soared during the
pandemic in many countries. We review how hoarding behavior influences the stock
management model and proposes collaboration among all actors in a supply chain to
address the hoarding problem. The chapter contributes to a comprehensive and
insightful analysis of strategies to resolve the boom and the bust of medical supplies
during the pandemic.

1 Introduction

Sometimes customers buy more than they need in times of crisis, such as in wartime
or after disasters (Sterman & Dogan, 2015). For example, people bought too much
gasoline after the Sandy SuperStorm in the USA in 2012. People also rushed for the
antibiotic ciprofloxacin during the anthrax attack in 2001 or flu vaccines in 2004 due
to the flu outbreak (Sterman & Dogan, 2015).

A similar soaring demand phenomenon occurred during the COVID-19 outbreak,
which began in late 2019 and spread worldwide. During a disease outbreak, products
in shortage include disinfecting products (e.g., sanitizer, bleach), personal hygiene
products (e.g., toilet paper, paper towels), food (e.g., eggs, canned foods), and those
products necessary during lockdowns (e.g., flour, yeast) (Meyersohn, 2020). For
instance, during the pandemic in India in 2021, the demand for liquid medical
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oxygen jumped up to 800% in this Asian country, causing a severe shortage
(BusinessToday, 2021).
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As a consequence of supply shortages and even price gouging, the selling prices
of essential products abruptly increased. For example, third-party sellers of hand
sanitizers charged approximately six times higher than the regular price of this
disinfecting product on the Amazon website (Terlep, 2020). Worse, when health
products (e.g., face masks, ventilators, oxygen) are out of stock, people in need
cannot acquire them for personal health protection. This fathom demand also causes
economic consequences for manufacturers. Suppliers increase production capacity
for the product in shortage to match supply with demand. Alternatively, they
repurpose their routine production to the needed product line, as in the case of
General Electrics for ventilator manufacture under the Defense Production Act
(Wayland, 2020).

The above phenomenon creates a puzzle for manufacturers who have to choose
between increasing or not increasing the production rate. In the immediate run,
expanding the production of an essential product would meet its soaring demand
during an emergency scenario. On the other hand, if the shortage is phantom due to
the bulk purchase or hoarding behavior, it conveys a wrong message on the soaring
demand for the product to the manufacturer. However, when the outbreak is over, the
need for the product falls, and there is the phenomenon of oversupply.

This chapter investigates the causes of hoarding behavior toward essential prod-
ucts during the COVID-19 pandemic and explores how this behavior affects orga-
nizational decisions on the production rate. Analyses in this chapter are helpful for
suppliers in identifying behavioral elements that may inflate demand and how they
influence rational decisions on the production rate. Integrating behavioral factors
into supply chain decision-making and performance evaluation is one of the current
and future research directions because this contributes to the clarification of concepts
behind the realignment of supply chains (Cohen & Kouvelis, 2021).

The chapter contributes to a comprehensive and insightful analysis of strategies to
resolve the boom and the bust of medical supplies during the pandemic. The rest of
this chapter is organized as follows. Section 2 reviews the “bullwhip effect” as a
supply chain phenomenon in the pandemic and psychological factors affecting
demand. Then, we focus on hoarding behavior and its effects on the conventional
stock management structure. In Sect. 3, we explain why the high demand for the face
mask, a personal protective product, is likely to be a demand bubble. Finally, we
analyze some practical solutions to reduce the impact of hoarding behavior.

2 Theoretical Perspectives

2.1 Boom and Bust: The Bullwhip Effect

The bullwhip effect is defined as the phenomenon where orders to the supplier have
larger variances than sales to the buyer (Cohen & Kouvelis, 2021; Lee, 2002;



Metters, 1997). Under bullwhip effect theory, psychological elements distort the
demand information (Chen et al., 2000). Behavioral influence in supply chains has
been extensively discussed in the literature on the bullwhip effect. For example, an
analysis of industrial production data from 1950 to 2013 revealed greater variances
in material production than consumer goods production (Sterman, 2015). These
variances propagate upstream in supply chains in the form of amplification, and
the booms and busts in material production lag behind those in manufacturing. For
instance, oil and gas exploration fluctuates approximately three times more than oil
and gas production in the oil industry. Similar amplifications have been witnessed
upstream in supply chains in other sectors, such as electronic equipment and
machine tools (Anderson Jr et al., 2000).
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Causes of the bullwhip effect are the issues of a supply chain infrastructure or
related processes, including demand forecast updating, order batching, price fluctu-
ation, rationing, and shortage gaming (Metters, 1997). In addition, irrational human
behavior explains this demand amplification (Sterman, 2015). From the behavioral
perspective, major causes of the bullwhip effect include demand updating based on
erratic orders, order batching, speculating, and hoarding (Chen et al., 2000; Sterman
& Dogan, 2015).

The bullwhip effect reportedly occurs in many products, including pasta, soup,
and soft drinks (Sheffi, 2022). Rather than duplicating this analysis of the bullwhip
effect for these products, we scrutinize this phenomenon for a particular product
category, i.e., medical supplies, which experienced a sudden surge in demand in the
COVID-19 pandemic. During the pandemic outbreaks from 2000 to 2021, their
supply shortages and supply chain disruptions delayed delivery, causing retailers to
order more than they need “just in case” (Sheffi, 2022). The bullwhip phenomenon
occurred during the COVID-19 pandemic, when retailers ordered too much to
replenish stock to meet the soaring demand for essential products (e.g., the high
need for face masks in 2020). In turn, distributors and manufacturers amplify their
order size (Sheffi, 2022). Suppliers update their demand forecast based on the
current increasing demand of the product in need, while they may know or do not
want to know that this soaring demand is temporary (NYTimes.com, 2020).

Too many orders have triggered an increase in production scale. Given the global
scope of the increasing demand for medical supplies (e.g., face masks) during the
COVID-19 pandemic (or the boom scenario), manufacturers have ramped up pro-
duction to reduce stockout. Garment companies have expanded their product lines to
face masks. Some manufacturers have repurposed their production lines to face
masks. Global manufacturers of medical supplies scaled up their production to
meet the soaring demand during the 2020–2021 period. For example, in February
2020, China, the world’s largest exporter of surgical masks, increased production by
approximately 12 times. Another example is that Foxconn has changed its produc-
tion of Apple devices over to face masks (Mcgregor, 2020).

Nevertheless, the characteristics of the bullwhip effect reveal that after the surge
is the purge in demand. Then oversupply occurs when the demand for face masks,
for example, is stable. This bust scenario is likely to happen when the pandemic is
under control, the vaccination rate is high, and masks are no longer mandatory. In



this purge, their demand will plunge, causing oversupply and operational ineffi-
ciency, including inventory overinvestment, lost revenues, lower service levels, and
ineffective transportation (Metters, 1997). Financially, suppliers and retailers have to
pay higher inventory-holding costs, salvage it at a deep discount or even discard it.
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For instance, making too many cloth masks in Japan during the peak of the
COVID-19 pandemic (known as the “Abenomasks” Program) has caused such high
inventory-holding costs that the government of Japan has planned to dispose of
unused cloth masks. It costs approximately 600 million yens (or US$5.3 million) to
stock up to 81 million undistributed masks (Kyodo News, 2021). Therefore, this
event can trigger a reduction in the production of face masks, leading to a bullwhip-
amplified economic downturn, especially when consumer demand drops due to
restricted money supply or raised interest rates (Sheffi, 2022). Witnessing a demand
drop, retailers and manufacturers will most likely cut inventory. Considering such a
production reduction by manufacturers of medical supplies on a broader global
scale, economic losses will be huge. This scenario may be analogous to the bullwhip
effect in the 2008 financial crisis. Due to its broad scale, the bullwhip effect was
severe in this downturn. For example, the U.S. manufacturers cut inventories by
15%, retailers lost their sales by approximately 30%, and imports dropped by 30%.
As a consequence of this effect in the 2008 financial downturn, in the USA, they
reported the loss of 100,000 manufacturing jobs and more supplier bankruptcies in
the automotive industry than in previous years (Sheffi, 2022).

2.2 Psychological Factors Affecting Demand

Hoarding is a psychological phenomenon of storing up supplies, such as speculation,
causing the scarcity of products, from the essential (e.g., food, gasoline) to the
nonessential (e.g., technological products) (Sterman, 2015). Psychologists relate
this phenomenon to behavioral and emotional factors. Hoarding behavior, which
causes difficult-to-predict variability in demand, is one of the critical causes of the
well-known bullwhip effect in supply chains (Sterman & Dogan, 2015). Hoarding
behavior by retailers and consumers is one of the illustrative examples of the impact
of psychological elements on purchase behavior. For example, retailers and con-
sumers, for instance, in a pandemic outbreak, for fear of the shortages of essential
products, ordered too much. The false increase in demand creates an untrue supply/
demand imbalance. Supply shortages and demand amplifications that hoarders cause
are temporary (Bendoly et al., 2015). The number of orders will sharply fall when
hoarding behavior disappears, especially when the pandemic crisis is over. When the
number of orders from retailers declines, suppliers have to reduce their production
rate. Due to the demand boom and bust, suppliers find it hard to predict the
variability in demand (Cohen & Kouvelis, 2021).

Hoarding behavior causes a false supply/demand imbalance and prolongs and
disrupts supply chains. For illustration, Fig. 1 demonstrates how the phantom orders,



due to hoarding, cause longer supply lead time and supply disruption in a typical
stock management structure (Sterman & Dogan, 2015).
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Fig. 1 Stock management structure with phantom orders (Sterman & Dogan, 2015).

According to Fig. 1, in the “supply chain control” loop, order backlogs are subject
to desired channel orders, anchored to expected customer purchases, and adjusted to
inventory level and supply line. In the loop of “phantom orders,” an increase in
channel order backlog prolongs supply lead time and possible supply disruptions,
which would increase the designed backlog and the supply line adjustment (Sterman
& Dogan, 2015). The false boom in demand due to phantom orders may create a
bullwhip effect. Retailers order more to replenish the empty shelves and update their
sales forecasts based on a false need. In turn, distributors and manufacturers also
follow the same pattern of amplifying order size. When demand drops, those
upstream actors in the supply chain suffer a “painful sting,” as depicted by Sheffi
(2022) in his review on MIT Sloan Review on the bullwhip effect during the
pandemic:

In response to lower demand—and to work off their bloated inventories—retailers slash new
orders. Distributors likewise stop ordering more product from manufacturers and even
cancel any outstanding orders until both the retailers and the distributors have sold their
excess inventory. Each player up the chain suffers a worse and longer fall-off in demand,
leading to reduced manufacturing and layoffs, which in turn exacerbate the contraction in
demand, leading to and then exacerbating an economic downturn. Thus, the crack of the



1 1

whip comes to the supply chain when boom flips to bust and intensifies the recession.
(Sheffi, 2022).
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2.3 Factors Affecting Supply

2.3.1 Inventory Models

We assume that any retailer wants to maximize profit, so he computes the optimal
order quantity for this optimization objective. The single-period inventory model or
newsvendor model sets an order quantity for a single-period product to maximize the
expected profit. While classical inventory models such as economic order quantity
(EOQ) aim to minimize total inventory-related costs, the single-period inventory
model deals with maximizing expected profit. The model is constructed on the
marginal analysis where marginal profit is canceled off by the marginal cost
(Khouja, 1999).

On the one hand, ordering too much will provide the retailer with more than
enough supplies without any stockout concern. However, on the other hand, a
retailer ordering too much may incur additional inventory-holding costs if the
demand is too low. Balancing the marginal costs of shortage and excess is the
foundation for the single-period inventory model.

The undermentioned inventory model has an objective for profit maximization.
Let Q be the order quantity for the decision, x is the variable demand; f(x) is the
probability density function of x; p is the selling price per unit; and c is the unit
purchase cost. Then, we express the profit function for Q and x:

Profit Q, xð Þ ¼ px� cQ if x � Q

pQ� cQ if x � Q

�

We establish the following expected profit function:

E Profit Qð Þ½ � ¼
Z1

0

P Q, x0ð Þ f x x0ð Þdx0

Q

E Profit Qð Þ½ � ¼
Z
0

px� cQð Þf x x0ð Þdx0 þ
Z1

Q

pQ� cQð Þf x x0ð Þdx0

E Profit Qð Þ½ � ¼ p

Z
0

xð Þf xx0dx0 � cQ� p

Z
Q

x� Qð Þf xx0dx0
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According to the above equation, the expected profit equals the expected profit
minus the cost of buying Q units (cQ) minus the expected lost sales revenue due to
shortage, which is equivalent to the number of units short times the unit selling price.
The procedures to maximize profit include determining an optimal order quantity by
marginal analysis (i.e., balancing shortage cost and excess cost)1.

However, in practice, a human decision-maker may not use the calculated optimal
order quantity for profit maximization in the single-period inventory model (Becker-
Peth et al., 2020). For example, during the COVID-19 pandemic, a supplier may
choose a push production strategy. In a push strategy, the producer manufactures as
many goods as he wants to push the finished goods through the distribution system
to the stores. In a push strategy, a seller uses sales promotion, personal selling,
advertisements, and other promotional tools to convince buyers to stock their
supplies (Nickels et al., 2008).

Although manufacturers of face masks are most likely to be aware that
overproduction would lead to oversupply in the supply chain, they may increase
production capacity. To reach the new target, they either maximize the utilization of
the existing production equipment or add more capacity.

What are the justifications for not employing the optimal order quantity?
There are some justifications for the push production strategy. First, the supplier

does not want to miss the chance of increased sales when the demand is at a peak.
Another reason is that the manufacturer is overconfident in selling their outputs
through different distribution channels. Nevertheless, disruptions to their supply
chains would risk on-time delivery. For example, a retailer on its distribution channel
may have multiple suppliers other than a single supplier, and he may refuse to order
large quantities from any single supplier. To modify the single-period inventory
models to reflect practice, Khouja (1999) compiled a list of extensions to the model
as follows: (1) Extensions to different objectives and utility functions; (2) different
supplier pricing policies; (3) different newsvendor pricing policies and discounting
structures; (4) random yields; (5) different states of information about demand;
(6) constrained multi-products; (7) multi-product models with substitution;
(8) multi-echelon systems; (9) multilocation models; and (10) multiple periods in
the selling season. Recently, Becker-Peth et al. (2020) proposed a multiperiod
inventory model for cases with many budget cycles.

1A critical ratio or service level using marginal analysis uses the following equation:

P x � Q½ � ¼ cs
ce þ csð Þ

where x is the varying demand; Q is the order quantity; cs is the shortage cost; ce is the excess
cost. Then, the calculated service level can be inverted into a safety factor to determine a safety
stock given standard deviation in a normal distribution pattern, based on which an optimal order
quantity can be computed.
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Would a human decision-maker compute the optimal order quantity in a
newsvendor model for a rational inventory decision? Maybe not. The following
section explains irrational decisions.

2.3.2 Psychological Elements of Suppliers

As discussed above, phantom demand may cause soaring demand. What makes a
retailer order too much or a manufacturer ramps up production, even though they
may be aware of phantom orders or uncertain future demand? Psychological ele-
ments may cause their actions. We can analyze this behavior through the lens of risk
behavior, irrational decisions, utility, and prospect theories.

Theories used to explain how psychological elements influence rational decisions
include the Quantal Response Equilibrium (QRE) Theory and Prospect Theory.

The QRE Theory helps explain why a decision is irrational. Under the QRE
theory, the newsvendor’s decisions are influenced by noise, whose level is deter-
mined by the degree of rationality of the decision-maker (Donohue et al., 2019). The
probability distribution of selecting an order quantity, qi, is determined by

Pr qið Þ ¼ eλE π qið Þ½ �P
q
eλE π qð Þ½ �

The above equation generates a probability distribution according to the level of
rationality, λ. When the level of rationality approaches infinity, the decider has
unlimited rationality. The newsvendor’s optimal order quantity is a special case of
the QRE model where the order quantity, q, shrinks to a point, q*, or the optimal
order quantity (Donohue et al., 2019). However, a decider whose rationality level is
low cannot reach the optimal order point.

Moreover, a man’s decision is influenced by his prospect. According to the
Prospect Theory, the decision-maker becomes risk-seeking when he foresees that
the cost of lost sales would be high in case of stockout, and he does not want to miss
a chance to win significant revenues, even though that chance is small (Kahneman &
Tversky, 1979; Redelmeier & Tversky, 1992).

2.3.3 Issues with Stock Management Structure

Classical operations management theories assume that actors in a supply chain are
rational decision-makers linked in a physical stock–flow structure (Sterman, 2015).
Thereby, instability in supply chains results from the interaction of the rational actors
within this physical structure. The stock management structure is one of the models
assuming rationality in actors in supply chains. A supplier popularly uses the stock
management structure as a tool for inventory control using systems dynamics



(Donohue et al., 2019). This structure reflects the dynamic relationships between
many variables that affect the production rate.
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The stock management structure has three feedback loops: order fulfillment,
work-in-process (WIP), and inventory control loops (Sterman, 2015). In the order
fulfillment loop, shipments cannot meet orders if the inventory level is too low. The
WIP control and inventory control loops aim to adjust the production rate to the
desired levels of WIP and inventory. When the demand is excessive, retailers tend to
place multiple orders or order large quantities from numerous suppliers because they
do not want the supplies to be out of stock, resulting in the cost of lost sales. That is,
retailer purchase behavior follows a continuous review pattern, i.e., continually
checking the demand and making adjustments to inventory to ensure the adequacy
of stock for sales. According to this stock management model, the desired produc-
tion starts are fixed to the desired production rate and adjusted to bring the WIP level
in line with the desired WIP level (Sterman, 2015).

Decision Biases of Suppliers

As presented above, in a typical stock management structure, the feature of stock
adjustment to order rates aims to increase inventory levels to maintain inventory
coverage and customer service (Sterman, 2015). However, the stock management
model ignores several factors that make decisions irrational (Metters, 1997). On the
buyer’s side, their purchase behavior may not come from actual demand but local
profit optimization. Perhaps they buy in large quantities to take advantage of
quantity discounts. The stock management model also fails to include capacity and
materials constraints, limiting production starts. Another assumption of the stock
management structure is that each supplier has only one customer and each customer
has only one supplier to avoid phantom orders (Bendoly, 2013). This assumption is
challenged when hoarders place multiple orders on many sellers. In practice, phan-
tom orders happen as a consequence of hoarding. Therefore, the stock adjustment of
the production rate and inventory level to the order rate is based on inaccurate
demand information. Although the number of orders for a specific essential product
is inflated due to hoarding behavior, the supplier’s stock management structure is not
designed to distinguish between true and false demand due to its characteristics
(Sterman, 2015). Sterman (2015) pointed out that the consequence of the stock
management structure is the creation of demand amplification, which is temporary.

Anchoring Bias

The stock management structure suggests that production decisions are based on
anchoring and judgment heuristics (Bolton & Katok, 2008; Katok & Wu, 2009;
Schweitzer & Cachon, 2000). Looking back at the supply line in the stock manage-
ment structure, we find that the production rate is anchored on the expected order rate
and then adjusted to the adequacy of finished goods and work-in-process inventory.



The anchoring factor quantifies the degree of anchoring on the expected demand. If α
is an anchoring factor, an adjustment factor is labeled (1 – α). Initially, managers
anchor on the expected demand, or μ, using the anchoring factor α (Schweitzer &
Cachon, 2000). The adjustment process is modeled as the following equation:
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q ¼ α� μþ 1� αð Þ � q�

where q is the production quantity, α is the anchoring factor, (1 – α) is the adjustment
factor, and q* is the nominal quantity. On one extreme, when the adjustment factor
(1 – α) ¼ 0, managers ignore the nominal quantity but anchor on expected demand.
On the other extreme, when the anchoring factor α¼ 0, the manager does not anchor
on the expected demand but completely adjusts the order quantity optimally.

Like most heuristics for organizational decisions, demand anchoring cannot avoid
flaws (Hammond et al., 2006). Demand anchoring is an example of a pernicious
mental phenomenon that causes decision bias (Hammond et al., 2006). If a manager
anchors on past demand to decide how much and how fast to produce, the old figures
of the previous need become anchors, which the manager adjusts based on other
factors (Hammond et al., 2006). Unfortunately, the past demand may be false due to
phantom orders. Demand anchoring based on unrealistically high demand causes
oversupply. To remedy decision bias due to demand anchoring, a manager can use
the following techniques: viewing a problem from different perspectives, seeking
information from a wide variety of people, and avoiding preconceptions (Hammond
et al., 2006).

Demand Chasing

Demand chasing refers to using a recent demand realization to determine the
production level to maximize sales (Bolton & Katok, 2008; Katok & Wu, 2009;
Schweitzer & Cachon, 2000). The manufacturer looks at the most recent sales peak
and decides to increase the production level. The literature on behavioral inventory
decisions indicates that demand chasing is one of the heuristics techniques a
manager follows in inventory-related decisions (Donohue et al., 2019). Following
this heuristic, a manager increases order quantities after high-demand realization and
decreases order quantities after low demand realizations.

Chasing demand may be an easy way for planners to estimate future demand.
However, it demonstrates limited cognitive ability or willingness to use a more
rational method for demand estimation (Donohue et al., 2019). Managers should
make decisions based on complete information. They need to know “comprehensive
information regarding all possible order quantities” (Donohue et al., 2019).
Additional valuable information for informed decisions is about “the profit distribu-
tion, the probability to sell all units ordered, the break-even sales level, and the
likelihood to incur losses” (Donohue et al., 2019).
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2.3.4 Other Supply Issues

In addition to decision biases due to the human factors described above, some
obstacles, such as material shortages and logistics disruptions, may cause delays in
supply. Ivanov (2020) categorized the features of supply chain risks during epidemic
outbreaks into three components: (1) long-term interruption and its unpredictability,
the simultaneous propagation of disruptions in the supply chain; (2) pandemic
propagation; and (3) simultaneous disruptions in supply and logistics infrastructure.
For example, raw material shortages delay product delivery downstream in a supply
chain, exacerbating operational inefficiency and reducing the service level (Pinto,
2020). The COVID-19 pandemic has also caused many logistical disruptions.
Ivanov (2020) argued that an epidemic outbreak, such as SARS, MERS, Ebola,
Swine Flu, or COVID-19, began on a small scale but quickly spread over many
geographical locations, causing large-scale disruptions in many supply chains. Up to
94% of companies listed in the Fortune 1000 had experienced supply disruptions due
to the coronavirus (Fortune, 2020).

2.4 Strategies to Respond to Supply–Demand Imbalance

To reduce the bullwhip effect, managers can employ technical and management
solutions. Technically, managers can modify their existing supply chain infrastruc-
ture and processes to mitigate the potential bullwhip effect concerning demand
forecast updating, order batching, price fluctuation, rationing, and shortage gaming
(Metters, 1997). Specifically, mitigation strategies include coordinated demand
forecasting through information-sharing technologies such as point-of-sale data,
electronic data interchanges, and vendor-managed inventory. If the bullwhip effect
is caused by order batching, mitigation solutions may be Internet ordering, consol-
idation, and logistics outsourcing to reduce ordering costs. In addition, everyday low
price or activity-based costing can work if the bullwhip effect is due to price
fluctuations. Finally, allocation based on past sales alleviates the shortage of gaming
or rationing (Geary et al., 2006; Metters, 1997). These strategies can reduce infor-
mation distortion and increase operational efficiency by reducing lead time and
echelon-based inventory control (Metters, 1997). Regarding vaccine supply,
Bamakan et al. (2021) identified some of the most critical factors influencing the
bullwhip effect reduction (CBER) of the COVID-19 vaccine supply chain (CVSC).
They are information sharing, logistics transportation centers, lead time reduction,
optimal resource allocation, internal processes, reliability, flexibility, training of
employees, accuracy in order quantity, quick responsiveness, inventory manage-
ment, and management skills (Bamakan et al., 2021).

In addition to mitigation strategies, managers should employ an avoidance
strategy to systematically eliminate any avoidable causes of the bullwhip effect,
including business systems engineering to integrate technical, cultural,



organizational, and financial aspects (Geary et al., 2006). It is also important to
educate managers about “example good practices” in reducing the bullwhip effect,
encouraging them to share data to minimize its impact and eliminate the “functional
silos” within organizations (Geary et al., 2006).
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Technologies used for sharing information to deal with the bullwhip effect
include Geographical Information System (GIS), the Internet of Things (IoT), and
cloud computing, which enable the collection, storage, and transfer of information
about logistical flow for better collaboration among actors in a supply chain (Pinto,
2020).

In addition, removing production and supply chain bottlenecks for medical
supplies requires the engagement and coordination of various stakeholders, includ-
ing the government. In practice, some governments intervene in the production of
face masks. For example, Chinese manufacturers have received generous support
(e.g., preferential land policies, subsidies) from their government for expanding
production capacity for medical supplies. Winner Medical, a mask manufacturer in
China, received up to $4 million per year as a subsidy from the government of China
(NYTimes.com, 2020). In many countries, manufacturers have invested a great deal
in building new factories and setting up new equipment to be more independent from
China’s exports and boost producing locally made medical supplies. For example,
France wanted to make its homemade masks by the end of 2021. In the USA,
President Trump’s industrial policies included a push for the federal government to
buy American-made medical supplies for self-reliance and production. As a result,
some U.S. manufacturers shifted their conventional products to partial-trapping
materials required to produce medical masks, such as the case of QYK Brands, a
California-based factory (NYTimes.com, 2020). In addition, supplying medical
equipment quickly to the neediest places (e.g., hospitals, infection clusters, badly
affected regions, and nations) requires support from many stakeholders (the local
government, the public, humanitarian groups, volunteer groups). For instance, local
groups share demand information on the most demanding locations for timely
supply delivery (Ye et al., 2020).

Businesses also implement risk response strategies in the dynamic supply chain
environment. For instance, global supply disruptions may be due to export-
restricting policies imposed by exporting nations. During the pandemic, China
sometimes prioritized the exports of medical masks to just a few recipient countries,
restricting their supplies to many nations (NYTimes.com, 2020). Some relevant
supply chain management can explain those actions. Charpin et al. (2021) found
that a company’s supply chain was affected by perceived political risks. From the
resource dependency perspective, Darby et al. (2020) discovered that companies
increased the inventory level to cope with policy changes. Fifarek et al. (2008) found
that offshore manufacturing may negatively affect home innovation in the long run
and suggested that the government should support home manufacturing. This argu-
ment explains why the governments of many nations subsidize manufacturers of
medical masks.

In addition, bridging the gap in accessing medical supplies between richer and
poorer countries is a social objective. Therefore, nonprofit organizations can help



resolve the bottlenecks in supplying medical products to poorer countries. The
shortages of medical supplies in developing countries during the pandemic were
more severe than in developed countries due to the lack of commitment from
manufacturers, who find these markets unattractive due to their lack of ability to
pay (Martin et al., 2020). Therefore, wealthier nations have had quicker access to
vaccines, for example, than poorer countries. Researchers have proposed some
models for the effective delivery of medical equipment for developing countries,
including the concept of theoretical maximum capacity, which “refers to the highest
level of capacity committed by the manufacturer and serves as a benchmark to
evaluate the relative performance of all contracts” (Martin et al., 2020). The contract
designs use optimal parameters at various times with available budgets (e.g., from
donors, self-financing). In practice, the Global Health Organization (GHO) has used
different optimal contract designs subject to budget availability to encourage man-
ufacturers’ capacity commitment to supply vaccines to developing countries (Martin
et al., 2020)
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3 The Case of Face Masks

At the peak of the COVID-19 pandemic in 2020, the demand for face masks was
estimated to be ten times greater than the world production capacity (OECD, 2020).
People wear masks as an effective way to prevent the spread of the novel coronavirus
in their community.

In 2020, the estimated monthly demand for N95 masks, which could block 95%
of small particles, was 290 million units for healthcare workers, while monthly
production capacity by U.S. producers, such as 3M, Honeywell, Moldex-Metrix, and
Prestige Ameritech, was only 80 million units (Gereffi, 2020). The undersupply
created a severe shortage in retail stores. There has been a point of time people
purchase face masks in bulk and in panic, as reported by CNN:

U.S. drugstores, retailers and suppliers are racing to keep up with the surging interest in
cleaning products as fears over coronavirus intensify. Demand for products such as hand
sanitizers, face masks and cleaning wipes has spiked, according to CVS, Walgreens and
others. CVS warned it may cause supply shortages (Meyersohn, 2020)

.

3.1 Supplier Behavior

A sharp increase in demand for face masks during the outbreak of the COVID-19
pandemic urges manufacturers to increase their production rate. The following case
of 3M is an illustrative example.
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3M Corporation, a Minnesota-based corporation with face-mask production
factories in the USA and China, is one of the largest N95-mask suppliers for the
U.S. market. Before the pandemic outbreak in 2020, the company supplied approx-
imately 5 million N95 masks to U.S. healthcare workers (Gereffi, 2020). However,
the pressure to match face mask supply with its demand in the USA pressured this
corporation to increase the monthly production rate to 95 million units per month in
May 2020 (Gereffi, 2020).

Indeed, increasing the production rate for face masks to meet its emergency
demand is purely an economic decision to create a new supply/demand balance
and demonstrate social responsibility (Mcgregor, 2020). However, our point of
interest here is to examine this organizational decision through the lens of behavioral
operations. Concretely, we want to investigate how demand chasing and anchoring
explain a supplier’s decision on the production rate.

3.1.1 Demand Chasing

A manufacturer wants to adjust the production rate to the desired order rate. The
increasing production of face masks reflects the behavior of chasing high demand.
Simply put, demand-chasing behavior means that face-mask manufacturers increase
their production rate to meet their increasing demand. The demand-chasing strategy
is risky for some reasons. First, during the pandemic outbreak, face-mask shortages
may be overstated. By chasing these shortages for demand forecasts, suppliers may
overestimate the demand. As discussed before, these shortages may be due to
hoarding or panic purchases. Second, when the pandemic ends and wearing masks
is no longer mandatory, there will be a decline in the number of their orders. If a
manufacturer invests in expanding the production capacity of his factories just to
meet a temporary high demand, this decline will cause underutilization. Third,
oversupply risk is also due to too many suppliers in the face-mask market. Face
masks are not difficult to imitate and are not rare products, and there are substitutes
(e.g., homemade cloth masks, reusable face masks), so it is easy for many new
suppliers to enter the market. For example, in April 2020, when COVID-19 broke
out, IRIS USA, a Japan-headquartered manufacturer of household products, decided
to invest $10 million to make face masks (Naczek, 2020).

3.1.2 Demand Anchoring and Stock Adjustment

According to the physical stock management structure, overproduction may also be
attributed to inventory adjustment (Fig. 1). According to the stock management
structure, the inventory control and WIP control loops adjust production to move the
inventory and WIP to desired inventory levels.

To express the dependence of the order rate on the expected demand, the
Adjustment for Stock and the Adjustment for Supply Lines, we use the equation
proposed by Sterman (2015):
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OR ¼ MAX 0,D þ AS þ ASLð Þ 1Þ

where De is the expected demand, which is anchored on the manufacturer’s belief
about the incoming orders; AS is the Adjustment for Stock and ASL is the Adjustment
for Supply Chain.

Let S0 be the desired stock, S be on-hand stock and S.L. be an on-order inventory,
we rewrite Eq. (1):

ORt ¼ MAX 0,De þ α S0 � St þ βSLtð Þðð εt ð2Þ

De
t ¼ θDt þ 1� θð ÞDe

t�1 ð3Þ

where α is the fraction of the perceived inventory discrepancy each period t; θ is the
smoothing parameter of demand, β is the fraction of the supply line of unfilled
orders; and ε is the error term.

The above equations show that the decision rule for orders depends on only three
factors: expected demand, inventory, and the supply line. Manufacturers increase the
production rate if they have seen the actual incoming orders, Dt, and the shortage of
stock. This decision rule appears to be followed by face-mask producers who raise
their production to meet the latest demand and adjust the falling inventory and
supply line level to the desired stock level. However, these equations fail to capture
how people place orders (Sterman, 2015). For example, buyers may make bulk
purchases of face masks as hoarding behavior, leading to a temporary drop in
inventory. Suppose the producer increases the production rate or even expands
capacity to match this false and temporary demand. In that case, there is a risk of
excess cost when the demand returns to its low normal level.

3.2 Buyer Behavior

When buyers order too much in bulk for several reasons, such as price gouging or
simply fear of future shortages, it conveys the wrong signal of high demand to the
supplier, who then increases production to meet this phantom demand. When there is
some delay in supply lines due to production change-over or capacity increase,
people may speculate on a supply shortage. As a consequence of temporary needs,
there is an increase in retail prices (Harwell, 2020). In its 2020 report, the selling
price of surgical masks increased by 20 times in the COVID-19 crisis compared to
before the crisis (OECD, 2020). In just 2 months, from January to February 2020, the
price of N95 respirator masks increased by approximately four times, from US$17 to
US$70 (OECD, 2020).

Hoarding does not always mean price gouging (Sterman & Dogan, 2015). Bulk
purchase is also attributed to panic or fear appeal (Witte & Allen, 2000). In February



2020, CNN reported bulk and panic purchases of cleaning products such as hand
sanitizers, face masks, and cleaning wipes in retail stores, including CVS and
Walgreens, during the COVID-19 pandemic (Meyersohn, 2020). Some descriptive
words used to illustrate this unusual behavior are “madness of crowds” (Merton,
1948) and “irrational exuberance” (Shiller, 2015). According to the self-fulfilling
prophecy theory proposed by Merton (1948), the rumor of supply shortages triggers
hoarding behavior. As a consequence, people purchase face masks in bulk and panic.
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Consumers also make bulk purchases for fear of shortage. A demand bubble for a
product occurs when people buy large quantities of the product because they fear its
scarcity. During the COVID-19 pandemic, the demand for face masks bubbles
because of this mentality. Retailers witnessing this increasing demand would place
orders of large volume for fear of stockout. In countries where the shortages of
products used to happen, buyers who fear their experience of product shortage would
come again to them and their family, so they want to stock as many products as
possible in case of no supply. Buyers tend to base their predictions for product
shortages on their experience as a recallability trap (Hammond et al., 2006).

3.3 Remedies

In practice, actors in supply chains have responded to supply shortages. Table 1
indicates the major countermeasures to prevent or mitigate the impacts of hoarding.
Among the countermeasures listed in Table 1, collaboration in information sharing
between retailers and suppliers is critical to reducing the impact of hoarding behav-
ior. Parties in supply chains should know that the shortage of essential products in a
crisis period is not chronic. Therefore, they need to collaborate to respond to this
momentary shortage. For example, retailers and supermarkets should be alert to
hoarding behavior and send the right message to manufacturers. In addition, when
the high-demand product falls under the essential category (e.g., food, grocery,
medical supplies), the retailer needs greater buffer stock or safety stock in case of
any abrupt increase in demand, depending on their corporate culture and other
competitive factors (Sheffi, 2021). Safety stock avoids the shortage of essential
products, so people in need can buy them even when bulk purchases occur.

Furthermore, with retailer safety stock, manufacturers do not have to increase
their production capacity for a seasonal demand peak in the immediate and short
term. For example, Toyota Corporation successfully avoided chip supply shortages
after learning some critical lessons on this shortage after the 2011 earthquake in
Japan. Concretely, rather than following an immediate or short-term inventory
adjustment, the company carefully reviewed long-term market dynamics to build
up stockpiles of chips in anticipation of future shortages (Sheffi, 2021).



Countermeasures Examples
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Table 1 Countermeasures for hoarding behavior

Party
involved

Supplier Not chasing sudden
demand

Allocate based on past sales, not a sudden surge in
demand (Saturn, H.P.)

Scheduling Shared capacity and supply information (H.P.,
Motorola)

Substitute products Reusable face masks (e.g., textile face masks)

Greater inventory Toyota with great stockpiles in case of future shortages

Flexibility in
production

Easy change-over to different products

Distributor Redistribution Prioritize product distribution to the people who need
the product the most. For example, prioritize surgical
masks for health professionals

Retailer Rationing Walmart imposing purchase limits
Grocery stores restricting open hours
The first item is sold at a regular price, and the second
item at a prohibitive price

Banning sales that can
increase the price

Online marketplace eBay banned U.S. listing for hand
sanitizers and surgical masks to stop the surge in price
gouging

Government Managing demand Restricting exports of medical supplies, including face
masks

Consumer education Communication to members on the consequences of
bulk purchase

Penalty on price
gouging

Law enforcement (e.g., a violation of price gouging law
in California can be penalized with up to 1 year in
prison and/or a fine up to $10,000)

4 Conclusions

A sharp increase in demand for face masks during the outbreak of the COVID-19
pandemic motivates manufacturers to increase face-mask production as they want to
demonstrate their social responsibility in jointly combatting the pandemic. Beyond
that, they produce face masks and other personal protective equipment to avoid
stockout costs. A rational production planner should adjust the production rate to the
desired inventory levels. According to the stock management structure, the chosen
production level is dependent on the order rate. However, this physical stock
management structure does not capture how and why retailers and end consumers
order. Buyers may acquire more face masks than they need due to psychological
elements. The face-mask shortage in pandemic outbreaks is a typical example of
phantom orders due to hoarding and panic purchases. These psychological elements
distort demand information during the COVID-19 pandemic (Cohen & Kouvelis,
2021). To be knowledgeable about phantom orders, retailers should collaborate with
manufacturers in sharing demand information and applying demand control mea-
sures such as rationing and purchase limits. In addition, large stockpiles should be



prepared to prepare for any sudden future shortages. A production planner should
also consider the probability of a looming decline in demand for face masks. This
scenario is most likely to occur when the COVID-19 pandemic is over, vaccination
coverage is perfectly high, and universal face masks are not mandatory. Therefore,
surplus stock probability results in extra holding costs (Kyodo News, 2021). Thus,
too much investment capital in medical face mask production may not yield a
positive cash inflow.
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Sustainability Practices for Enhancing
Supply Chain Resilience

Alejandro Ortiz-Perez, Elena Mellado-Garcia,
and Natalia Ortiz-de-Mandojana

Abstract In this chapter, we analyze how sustainability practices can improve the
resilience of the supply chain against different types of disruptions. Firstly, we
delimit the concept of resilience and its different dimensions in social sciences
(pre-adversity capabilities, in-crisis organizing and adjusting, and post-crisis resil-
ience responding and recovery). Secondly, we describe and classify the disruptions
firms face related to their supply chain by distinguishing between internal, social,
environmental, and global disruptions. Thirdly, we propose resilient practices
through which sustainability commitment can foster relationships with suppliers
and customers, by creating mechanisms to deal with these four types of disruptions
in the supply chain, and by increasing in the three different dimensions of resilience.
Finally, we conclude the chapter by analyzing some managerial and academic
implications and proposing some topics and ideas for future research.

1 Introduction

Recently, the complex context and dynamic markets, changing regulations, and the
appearance of global disruptions like economic crises or the current COVID-19
pandemic have created much uncertainty and risk in organizations (Sarkis, 2020;
Shih, 2020). Organizations must operate in contexts that are abnormal, exceptional,
or extreme (Hällgren et al., 2018), and their abilities to survive or avoid bankruptcy
have been seriously affected. Owing to these problems, the concept of resilience has
been obtaining increasing attention from scholars and practitioners in the “Business”
and “Management” fields. Specific research fields in which resiliency has been
studied include human resources (e.g., Cooke et al., 2021; Santoro et al., 2021),
innovation and new technologies (e.g., Bertschek et al., 2019; Korhonen et al.,
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2021), the supply chain’s operations (e.g., Negri et al., 2021), and the implementa-
tion of green practices and sustainability (e.g., Çop et al., 2021). This chapter focuses
on these two last domains.
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There are now more connections among suppliers than ever before. Most firms
subcontract many of their production processes, creating a huge dependency on their
supply chain. Thus, this dependence increases the uncertainty and difficulties related
to the external environment, including additional factors and the possibility of more
complicated external disruptions. As a result, firms’ abilities to predict and accu-
rately manage disruptions related to the supply chain are an important part of their
resilience.

Ortiz-de-Mandojana and Bansal (2016) have examined how firms’ sustainability
practices can foster their resilience and have found evidence supporting the idea that
a long-term vision and a social and environmental practices implementation can help
firms mitigate threats and an environmental shocks adaptation or avoidance. Supply
chain collaboration in times of globalization and increasing demands on sustainabil-
ity is extraordinarily complex but could result in substantial performance improve-
ments if pursued in a thorough and strategic manner (Blome et al., 2014). Following
this idea, previous studies have pointed out the potential of sustainability commit-
ments among firms and their suppliers to create more resilient supply chains (e.g.,
Fahimnia & Jabbarzadeh, 2016; Jabbarzadeh et al., 2018; Shashi et al., 2020).
However, deeper study is still needed to understand and clarify how sustainability
can improve the resilience of the supply chain against different types of disruptions.

To address this issue, we first delimit the concept of resilience and its different
dimensions in the social sciences. Secondly, we list different supply chain disrup-
tions described in previous literature (i.e., internal, social, and environmental) and
include a new category (i.e., global) to adapt the previous classification of disrup-
tions to the current complex environment. We then propose a combined classifica-
tion (resilience dimensions and supply chain disruptions) to better categorize and
understand the sustainability practices that can be used to increase resilience in the
supply chain.

This chapter contributes to the literature by offering a better understanding of how
sustainability practices can foster relationships with suppliers and customers to
create the three dimensions of resilience. Additionally, inspired by this previous
literature, we have proposed specific sustainability practices that could be adequate
to each disruption and dimension of resilience. This identification opens the door to
future studies for further investigating the mechanisms underlying these relation-
ships and test them empirically. By analyzing these practices focusing on the
different types of disruptions in the supply chain that firms may face (internal, social,
environmental, and global), researchers and managers can obtain more concrete
guides to increase resilience.
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2 Definition of Resilience

Resilience is an interdisciplinary concept; each discipline focuses on different
aspects of resilience, creating diverse but related definitions (Linnenluecke, 2017).
For example, ecological resilience has been defined as the ability of a system to
absorb disturbances without modifying its primary function and structure (Holling,
1996), while in the field of engineering, resilience emphasizes the speed of recovery
after a disturbance (Pimm, 1991). However, these definitions are not the most
appropriate for social and dynamic systems like supply chains.

As applied to social systems, resilience incorporates the ideas of adaptation,
learning, and self-organization in addition to the ability to persist after a disturbance
(Folke, 2006). Therefore, resilience not only appears in social systems in response to
moments of crisis, but it is also continually applied as systems anticipate and adjust
to changes in the environment (Gittell et al., 2006; Hamel & Välikangas, 2003;
Ortiz-de-Mandojana & Bansal, 2016).

According to Williams et al. (2017), resilience is an interactive process of
adaptation related to a firm’s ability to understand, respond to, and absorb variations
and to maintain, recover, or build new resources. This emphasis on anticipation and
adaptation explains why research on organizational resilience has been largely
explored separately from crisis management, under the assumption that resilient
organizations avoid crises (Williams et al., 2017). Thus, while research on crisis
management focuses on organizations and systems’ ability to return to their normal
functioning after a crisis, resilience focuses on their ability to maintain reliable
performance despite adversity.

Based on the findings of previous literature, organizational resilience can be
analyzed in two different situations. On the one hand, resilience can be studied as
an outcome; coupled with the crisis-as-event perspective, resilience would naturally
be situated after the event and would consist of the ability to recover. On the other
hand, resilience can be studied as a process; coupled with the crisis-as-process
perspective, resilience would naturally be situated earlier. This is coincident with
previous analyses of resilience in the supply chain, such as that of Ponomarov and
Holcomb (2009, 131), who define supply chain resilience as “the adaptive capability
of the supply chain to prepare for unexpected events, respond to disruptions, and
recover from them by maintaining continuity of operations at the desired level of
connectedness and control over structure and function.”

Following this line of research that proposes the possibility of distinguishing
organizational resilience in different situations, Williams et al. (2017) define “resil-
ience” as the process by which an actor (i.e., individual, organization, or community)
builds and uses its capability endowments to interact with the environment in a way
that positively adjusts and maintains functioning in three different situations: before,
during, and following adversity. We can thus consider resilience to be a three-
dimension process with pre-adversity capabilities, in-crisis organizing and adjusting,
and post-crisis resilience responding and recovery. Based on the proposal of



Williams et al. (2017), Table 1 offers a short description of these three dimensions of
organizational resilience.
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Table 1 Dimensions of resilience

Dimension Explanation

Pre-adversity capabilities Processes aimed at anticipating, preventing, or mitigating
potential dangers or disruptions before damage is done. Any
adjustments made to deal with unexpected or unknown contin-
gencies to prevent them from arising into a triggering event.
These additionally include any resource or capacity that helps the
organization to prevent any danger or crisis

In-crisis organizing and
adjusting

Maintaining positive functioning in the aftermath of a disaster or
disruption. When exposed to a disturbance, organizations try to
generate the most effective responses that can preserve the best
performance. These include intra- and inter-organizational
responses because the supply chain can be affected

Post-crisis resilience
responses and recovery

If a disruption or disaster could not be avoided, organizations
need to recover as fast as possible. This dimension of resilience
focuses on organizations’ capacity to return to their original level
of performance before the disruption or disaster

Source: Author’s elaboration based on Williams et al. (2017)

3 Categorizing Disruptions in the Supply Chain

In this section, we classify the different types of disruptions that organizations may
experience within the supply chain. In this sense, we follow the work of Miller and
Engemann (2019), who consider three types of disruptions: internal, social, and
environmental disruptions.

Miller and Engemann (2019) state that internal disruptions are related to the
supply chain itself, as it comprises the infrastructure and resources that they need to
operate. Some examples they give are supply-chain design, its capacity to deliver
and its flexibility, the incompetent infrastructure (air, rail, water, electrical), and the
managerial deficiencies between demand and supply, among other aspects. Whereas
internal disruptions are those that occur inside a firm, social disruptions are related to
social and organizational systems that are external to a firm. Some examples include
adverse responses from local communities or political risks, such as changes in trade
agreements, government and international organization regulations and guidelines,
nongovernmental organization (NGO) campaigns, wars, or mistreatment of workers
in factories. Lastly, they define environmental disruptions as incidents related to
disasters such as tsunamis, earthquakes, the depletion of raw material resources,
fires, or any catastrophe that affects the natural environment and their aftermath in
the community and economy.

In addition to these three typologies, we propose a fourth type of disruption that
we name “global disruptions.” This new type of disruption includes situations like



Authors Event studied

pandemics (COVID-19, Spanish flu), financial crises (financial crisis of 2007–2008),
and situations that exceed the previous categories (for example, a war conflict).
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Table 2 Examples of studies about the different types of disruptions

Type of
disruption

Internal
disruptions

Pavlov et al. (2019) They analyzed internal disruptions of
supply chains and they found that
establishing a contingency plan is vital for
a firm

Environmental
disruptions

Eweje and Sakaki (2015) They mentioned the Tsunami of Japan in
2011 in which Japanese firms pulled their
resources together and were involved in
helping the affected victims and
communities

Williams and Shepherd (2016) They studied the Haiti Earthquake, con-
sidering that the creation of local ventures
was important for the success of the
recovery

Dwivedi et al. (2018) They centered their work on natural
disasters that occurred in Bangladesh (e.g.,
Bhola cyclone in 1970, Daulatpur-Saturia
whirlwind in 1989, inundations in 1998)

Social
disruptions

Gittell et al. (2006) They analyzed airlines’ responses to the
September 11th crisis and found that air-
lines that did not fire employees during the
crisis recovered faster than others

Global
disruptions

Rao and Greve (2018) They studied the effect of Spanish flu in
Norway and how different communities
reacted to the pandemic

Ivanov (2020); Kovács and
Sigala (2021); Shih (2020)
Siagian et al. (2021)

These scholars analyzed the actual situa-
tion of COVID-19 from different per-
spectives: the impact of this disruption on
firms; the used policies to deal with the
pandemic crisis; and the lessons to prevent
difficulties in future similar disruptions

Using this classification, we can categorize previous literature on supply chain
disruptions according to the type of disruption they analyzed. Table 2 includes
examples of previous studies on these four types of disruptions.

4 Sustainability Practices for Dealing with Supply Chain
Disruptions

In this section, we discuss how specific sustainability practices can address the four
types of supply chain disruptions (i.e., internal, social, environmental, and global),
respectively. By reviewing the literature about disruptions and the different practices



to deal with them, we summarize all the ideas and propositions in a table. Table 3 can
help to clarify which practices can be better to deal with the different disruptions
facing the different dimensions of resilience.
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4.1 Sustainability Practices Based on Firms’ Internal
Planning, Organization, and Internal Stakeholders

To reach a proper functioning of the firm, clear objectives and practices to achieve
them must be defined. Strategic planning determines the direction of the actions that
firms will implement to achieve their objectives and overcome disruptions. There-
fore, internal organization and planning are necessary for firms to make successful
decisions and increase their resilience and sustainability. Pavlov et al. (2019)
propose developing a contingency plan with procedures and instructions for the
proper functioning of a firm under the possibility of adverse situations as a sustain-
able practice. This contingency plan should assess risks and identify measures and
techniques to respond to such risks. In fact, it represents a recovery practice that is
created at the pre-disruption stage and executed at the post-disruption stage. This
plan must consider sustainability issues such as reducing resource consumption and
nonutilized resource reservations.

One of the most important tools in firms’ strategic planning is internal commu-
nication and internal decision-making (de Vries et al., 2022). Thus, the preparation
and implementation of a contingency plan require communication mechanisms
between all internal stakeholders in the firm (employees, managers, and owners).
Providing a global approach to the current and upcoming situation and evaluating all
the scenarios of the firm’s actions for all involved and thus informing, and involving
them in the conversation help internal stakeholders feel more comfortable because
they know what to expect. Thereby, through information exchanges, all members
contribute different points of view to develop a contingency plan that is completely
efficient in moments of disruption. Employees may think that developing a contin-
gency plan is a primary function of the firm’s top management; however, the firm
can motivate employees through incentives (extra remuneration, bonuses, time off,
or others) as a way of expressing its appreciation for their collaboration in the
development of the plan. In this way, job satisfaction and employee performance
increase. In situations with heavy disruptions, employees are one of the most
vulnerable members of the firm, and it is important that they feel that they are
being supported by the firm itself. As an example, Gittell et al. (2006) show that
firms that do not fire employees during a crisis recover more quickly than firms that
bet on dismissal. Another example is the situation created by the COVID-19
pandemic, in which many employees have been fired or have suffered a reduction
in their salaries (Siagian et al., 2021). However, some firms have decided to maintain
jobs even when they cannot continue with the production process, and this decision
has improved employees’ motivation and popular opinion across such firms. These
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elements that can improve the recovery of a firm are aligned with the results of Gittell
et al. (2006).
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4.2 Sustainability Practices Based on Relationships
and Collaborations with External Stakeholders

Considering that many disruptions are related to aspects external to firms, the
sustainability practices we propose are based on relationships with stakeholders
(suppliers, customers, society, and governments). To proactively manage these
relationships, on the one hand, the firm must identify the external stakeholders that
have a direct impact on it, such as those that are affected by its activity and its current
relationship with each of them (Vizcaino et al., 2021). It must also foster relation-
ships with interest groups such as workers’ unions or local NGOs, always prioritiz-
ing those interested in the best practices that can benefit the firm (Yilmaz-Börekçi
et al., 2021).

Hence, when firms assume that collective action is needed to deal with disrup-
tions and acknowledge that external stakeholders should find a solution to a collec-
tive action problem together, especially when their reputations are interdependent
and when there may be negative legitimacy spillover effects (De Bakker et al.,
2019), both are more resilient. Firms should consequently define a stakeholder
relationship plan to ensure that their corporate behavior meets the expectations of
their stakeholders, strengthen relationships with stakeholders that generate value for
the firm, and ensure that their collective actions are sustainable (Dev et al., 2021).
However, the information exchange between the supply chain and the firm is
necessary to face any type of disruption. This sustainability practice is supported
by Ivanov (2020), who proposes that collaboration with other members of the supply
chain can help reduce outbreaks and provide faster recovery. In this sense, firms can
supervise partners and establish procedural guidelines for good coordination and
management when an adverse situation occurs.

In addition, we argue that a stable relationship with external stakeholders is
essential to the contribution of resources in any type of disruption (e.g., reconstruc-
tion of houses and property, food, health resources, employment, and economic
resources, among others) (Eweje & Sakaki, 2015). Supply chains have the advantage
of being located in different areas (vulnerable or not), making it easier for them to
help victims and the affected communities by providing resources and assistance
from other parts of the world. However, governments and customers located in the
same country as the firm can also provide the necessary resources.
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4.3 Sustainability Practices Based on Business, Financial,
and Regulatory Orientation

Each country has a series of regulations and requirements that must be met to avoid
conflicts. It is important to know these requirements in advance, since in some cases,
their implementation may take some time. Firms must know the regulations of
the countries in which they and their supply chain partners operate to be proactive
in the face of any disaster in addition to know the characteristics of the area and the
decisions to be made when a disruption has occurred (e.g., natural disaster, a war
conflict, or financial crisis). Once a disaster or disruption has occurred in a specific
geographic area, firms and supply chains located in other geographic areas should
acquire knowledge and learn about caring for the environment to avoid future similar
disruptions.

Additionally, most of the disruptions have such a high impact on the economy
that they can generate a global crisis, especially global disruptions. Several of the
works that we have cited as examples have focused on the study of global health
crises, such as the Spanish flu and the current COVID-19 pandemic (e.g., Ivanov,
2020; Rao & Greve, 2018). They argue that contagious disease outbreaks that are
transmitted from person to person lower within-group social integration, foster
distrust, and create cooperation deficits that lower resilience. In addition, Ivanov
(2020) considers that epidemic outbreaks represent a special case of supply chain
disruptions that are characterized by three components: (a) long-term disruption and
unpredictable scaling, (b) simultaneous disruption propagation in the supply chain
(i.e., the ripple effect) and epidemic outbreak propagation in the population (i.e.,
pandemic propagation), and (c) simultaneous disruptions in supply, demand, and
logistics infrastructure. Unlike other disruptions, epidemic outbreaks start small but
scale quickly and disperse over many geographic regions. In line with these argu-
ments, Kovács and Sigala (2021) mention that COVID-19 has impacted production
lines and manufacturing capacities. The movement of people and materials has been
blocked, causing supply chain disruptions. Mainstream supply chain management
has been at a loss in responding to these disruptions, mostly due to a dominant focus
on minimizing costs for stable operations while following lean, just-in-time, and
zero-inventory approaches.

Therefore, firms affected by such serious disruptions prioritize their payments to
seek resources and mechanisms to survive, which represents a great economic loss in
the firm itself. Due to the importance of collaboration between different agents, we
propose that partner firms help affected firms by increasing payment terms. The
objective is that, collaboratively, this would prevent the affected firms from going
bankrupt and, thus, obtain the same behavior in their own disruption. Another
sustainability practice that we suggest is based on the creation of local ventures
(e.g., Williams and Shepherd 2016) within the affected areas to alleviate victims’
suffering of the victims. The examples taken from the humanitarian response to the
COVID-19 pandemic analyzed by Kovács and Sigala (2021) are also relevant here.



These scholars show how standardization, innovation, and collaboration from social
sustainability within the supply chain are valid features to improve resilience.
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4.4 Sustainability Practices Based on an Environmental
Orientation

Environmental disruptions do not affect all geographic areas equally. Some areas are
more vulnerable to certain types of natural disasters than others. We propose to
develop multiple connections among firms and supply chains that are located in
different geographical areas where natural disasters differ from each other and,
therefore, the damage caused, differ. Thereby, when a natural disaster has affected
an area, other firms and supply chains commit to help and supply the necessary
resources to support victims to be accorded the same treatment during a disruption of
its own. Therefore, having good relationships with international supply chains is a
key factor in this type of disruption.

However, supply chains must ensure that they comply with global regulations
that guarantee elements of responsible management, such as ISO 14001 certificate,
or those that certify a source of raw material with the least environmental impact, in
addition to committing to reducing emissions, discharges, and energy consumption
besides ensuring the sustainable management of products and mobility
(eco-mobility). A sustainable supply chain can prevent many natural disasters
internationally.

Finally, we summarize the different practices outlined in Table 3. In this table,
practices are categorized by the different types of disruptions (internal, social,
environmental, and global disruptions) and, in addition, by the different dimensions
of resilience that have been explained in the previous sections of this chapter
(pre-adversity moment, in-crisis, post-crisis). We now specify in what type of
disruption and in what moment of a crisis each proposed practice should be applied.

Before any type of disruption, we suggest identifying the firm’s direct stake-
holders and designing communication mechanisms and information sharing between
all members (internal and external stakeholders). There are two important functions
that firms should develop to make collective actions successful. On the one hand,
firms must maintain the motivation and satisfaction of their own employees; on the
other hand, firms must maintain long-term relationships with external stakeholders,
such as supply chains, customers, and governments, among others (Dev et al., 2021).
Holding events and meetings with the aim of information exchange is a sustainabil-
ity practice that can be used to find conjoint solutions. Further, firms must prioritize
stakeholders that have a direct impact on the firm and foster relationships with
interest groups such as workers’ unions or local NGOs, always prioritizing those
interested in the best practices that can benefit the firm. The objective is to maintain
long-term relationships with the stakeholders with the greatest impact on the firm to
get support during possible disruptions.
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In the case of internal disruption, we find that firms must establish guidelines for
high coordination and management to create a contingency plan that identifies
measures and techniques that can be used to respond to any disruption. In the time
of a crisis, motivated employees can improve a firm’s performance. Once the
situation of adversity has been overcome, a feedback process should be implemented
to evaluate whether the employees have correctly transmitted the information.
Furthermore, it should be evaluated whether it was possible to communicate with
and motivate employees. At the end of a crisis, the firm must measure the plan’s
impact: how, when, and where the contingency plan is made and the acquired
benefits and the limitations and emphasize the objective criteria for assessing impact,
since this may provide useful information for future contingency plans.

Preparing employees to face possible social disruptions is a challenge that
requires holding training courses on possible social disorder, workers’ rights, the
operation of NGOs, and international regulations, among others. During disruptions
or crises, employees must be highly motivated to form a resilient firm; this can be
encouraged through flexible guidelines at work. Scholars who have studied changes
in working conditions and flexibility in times of crises (e.g., Lin et al., 2021; Sorribes
et al., 2021) have found that employees’ performance and their engagement with
firms increase when motivation is strengthened through adaptative practices focused
on employee well-being and satisfaction. As an example, due to the COVID-19
pandemic crisis, many firms have offered their employees a choice between working
at the office or telecommuting (Lin et al., 2021), adapting the employee’s working
hours to their personal conditions. Other adaptative practices that firms can imple-
ment to increase motivation and resilience include extending deadlines for the
delivery of tasks, granting rewards, and fostering relationships with interest groups
such as labor unions or local NGOs. Additionally, firms should maintain constant
communication with employees and exchange information on disruptions, allowing
employees to understand their participation in the firm and increasing their commit-
ment to return to stability.

Although communication practices and relationships with other members are
necessary for all types of disruptions, we propose several specific practices for
environmental disruptions. Before any natural catastrophe occurs which has serious
impacts on a community, we suggest that firms develop relationships with supply
chains in different geographical areas so that the affected areas can easily obtain
resources. To this end, an understanding of the environmental regulations of other
countries is an important factor to anticipate possible natural disasters, besides
complying with all global regulations that guarantee responsible management (sus-
tainable materials and low levels of pollution in business operations, among others).
During and after a natural disaster in a geographic area, we propose that strong
relationships with other trusted partners could lead to jointly contributing resources
to the affected areas (food, financing, and labor) and helping to create local ventures
for the victims.

Lastly, global disruptions are more complex and can create a global crisis, leaving
communities without economic resources in most cases. Once again, collaborative
work between different members (firms, governments, and suppliers) acquires a



significant value in the face of global disruptions (Grant & Wunder, 2021). In
addition, we propose that extending the payment periods and conditions between
firms could prevent the affected organizations from going bankrupt. By the same
token, we propose that firms and supply chains establish a good communication and
marketing program to show the efforts the organization is making.
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5 Conclusions

This chapter provides a better understanding of how sustainability practices can
improve the management of the supply chain to create resilience. Based on the
findings of previous literature, we first analyze the different dimensions of resilience
(pre-adversity, in-crisis organizing, and post-crisis resilience) and the typology of
disruptions in the supply chain (internal, environmental, social, and global disrup-
tions). We then classify sustainability practices that can increase the different
dimensions of resilience in supply chains during different types of disruptions.

Firms do not survive simply due to their internal resources; rather, they survive
because of their ability to adapt to and/or interact dynamically with their environ-
ment. Thus, it is important to consider how they manage difficulties related to the
supply chain. In this work, we have shown how the role of sustainability practices
can determine a firm’s survival or recovery from supply chain disruptions.

Previous studies have analyzed different practices that can help improve resil-
ience to different types of disruptions (e.g., Miller & Engemann, 2019). The
contribution of this chapter is to deepen this research and propose a classification
of sustainability practices that can foster resilience by combining the classification of
disruptions and the three dimensions of resilience. This classification can provide a
better understanding of how these sustainable practices work to increase resilience.
Although we have presented some examples of disruptions and the practices that
have been followed to solve them, many more could be useful when adapted to
different contexts; some could even be used interchangeably for different types of
disruptions. However, we have focused on practices that are related to sustainability
and are useful for resilience in the three possible dimensions and to prepare for
different kinds of disruptions.

This work can provide practitioners with a better comprehension of how sustain-
ability commitment can foster relationships with suppliers and customers. For
example, in the ISO created in 2017, 22316:2017 focuses on the resilience of
organizations. This ISO suggests the improvement of the risk management of all
the aspects of a firm, specifically the relationship with suppliers. The concepts laid
out in this chapter provide practitioners with some clues for managing firms that
seem to have or are trying to recover from financial problems. This may help them
understand that establishing relationships with suppliers or customers focused on
sustainability commitment can improve their ability to avoid disruptions or their
success during disruptions and increase their recovery rates after a disruption.
Therefore, the division of resilience into three dimensions is important. We have



also highlighted some practices that include collaborations with other partners in the
supply chain to improve resilience.

156 A. Ortiz-Perez et al.

The issues highlighted in this chapter can be used to propose some ideas for future
research. We believe that more empirical research is necessary to determine how
firms’ sustainability practices or their relationships with suppliers or customers can
improve resilience. Our proposals included on Table 3 open the door to future
studies that could deepen the mechanisms underlying these relationships and empir-
ically test them. Further research could elaborate upon other ways in which sustain-
ability can help avoid or at least mitigate disruptions (pre-adversity capabilities), as
resilience is usually studied during or after a disruption. Future research should also
address the issue of determining the differences between the role of suppliers and
customers in the fostering of resilience.

This work is especially important in situations of crises or disruptions like the
global pandemic of 2020, which demonstrated the necessity of resilient supply
chains in resisting the problems generated by the spread of COVID-19. Our work
also provides information for improving the pre-adversity system to avoid risks and
mitigate the problems associated with future crises and disruptions.
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A Theoretical Framework for Supply Chain
Resilience Planning

Jennifer F. Helgeson and Alfredo Roa-Henriquez

Abstract The current literature on resilience planning, especially related to supply
chains, rarely considers the difference between intended and actualized behaviors
toward mitigation and adaptation actions. However, a potential contributor to taking
on supply chain pre-disaster planning tends to be individual and institutional risk
perceptions encountered in the Theory of Planned Behavior (TPB) (Ajzen I Orga-
nizational Behavior and Human Decision Processes 50:179–211, 1991). The theory
suggests that an agent’s intentions to implement mitigation and/or adaptation actions
inform their resilience capacity toward a given disaster event that is comparable to
data on interruption and recovery post-event.

The gist of this chapter hinges on the idea that supply chain management (SCM)
has been largely successful in providing a normative framework supporting deci-
sions involved in the design (e.g., plant location, sourcing and procurement, trans-
portation), planning (e.g., demand forecasting, aggregate planning), coordination
(e.g., organizational talent, collaboration, and integration), and risk management
(e.g., excess capacity, inventory buffers, suppliers diversification); however, the
field has largely not addressed the underlying behavioral mechanism that drives an
agent’s decision-making process in the specific context of pre-disaster planning (i.e.,
mitigation) and adaptation decisions. Failing to understand why intention and
actualized behavior toward mitigation and adaptation differ is an obstacle to effec-
tively coping with disruption risks and may pose a threat to the resilience of the
supply chain given that some mitigation actions aim at building or increasing a firm’s
inherent resilience capacity and at improving its ability to adapt to disruptions
potentially affecting business continuity. This topic is particularly relevant for
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small- and medium-sized enterprises (SMEs) that play a critical role within their
communities and do not have resources to incorporate sophisticated business con-
tinuity plans or emergency management plans within their risk management
frameworks.

160 J. F. Helgeson and A. Roa-Henriquez

1 Introduction

In much of the resilience planning literature, especially related to supply chains, the
difference between intended and actualized behaviors toward mitigation and adap-
tation actions is not recognized nor discussed. One possible reason behind the lack of
studies in this specific topic is that the nature of natural disasters is so complex that
the tasks of (1) obtaining a pre-event snapshot of a given agent’s behavioral intention
around mitigation and adaptation and (2) comparing intention and actual behavior
immediately before and after a disruptive event are almost unattainable. Another
possible reason may be related to previous findings suggesting that prior disaster
experience is positively related to pre-disaster planning (see, e.g., Dahlhamer &
D’Souza, 1997), which may lead to the belief that firms just replicate those actions
that have been useful in the past in coping with future disruptions. However, it has
been found a non-significant statistical influence of prior disaster experience and
pre-disaster planning on long-term recovery (e.g., Webb et al., 2002), indicating that
if a true relationship exists, this might be mediated by another variable or influenced
by different factors that have not currently being empirically explored in the litera-
ture (e.g., behavioral). For instance, past research indicates that individuals do not
always engage in pre-disaster planning or mitigation—even when they have suffi-
cient resources, preparedness training, or a history of disaster exposure (National
Research Council, 2006; Kunreuther et al., 2013).

A potential and significant contributor to taking on mitigation and adaptation in a
context of business resilience to disasters tends to be individual and institutional risk
perceptions. The Theory of Planned Behavior (TPB) (Ajzen, 1991) offers additional
considerations that mediate across intended versus actualized behaviors, namely
attitude toward the behavior (ATT), subjective norm (SN), and perceived behavioral
control (PBC). The TPB can be directly applied in the domain of business resilience
planning—where a category of mitigation and adaptation behaviors may be consid-
ered. Yet, it is well worth mentioning that intended and actualized behaviors also
depend upon complex interactions among agents who are internal and external to a
given firm, as well as the option sets available due to the firm size and geographic
reach. Furthermore, there are complex interactions between businesses and the
communities in which they are situated. Much of the research on the role of
businesses in community resilience is dominated by larger businesses due to the
use of biased metrics such as press releases (McKnight & Linnenluecke, 2019);
however, the critical role that small- and medium-sized enterprises (SMEs) play
within a community is significant. SMEs contribute significantly to local economic
development and job creation (Morrison et al., 2003; Schaer et al., 2018). They are



invested in their communities and improve local median household income, reduce
poverty, and decrease income inequality (Blanchard et al., 2012; Lyson et al., 2001;
Tolbert et al., 1998). Grimm (2013) integrated all businesses into a theoretical
community continuity planning model, indicating that local resilience could be
increased through comprehensive business and community planning. However, the
mechanisms for such planning are not fully understood (Howe, 2011; Spillan &
Hough, 2003; Yoshida & Deyle, 2005). In this chapter, we treat the level of analysis
as a business represented by an owner or manager of the firm1 and suggest that the
model presented based on TPB can be applied across firms, controlling for size and
type.2
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In this chapter, we also discuss risk management at the firm-level and review the
need for research that addresses planning for resilience in addition to risk manage-
ment in the context of the need to plan ahead and recovery post-disaster. To date,
behavioral supply chain management (BSCM) has largely addressed issues such as
inventory management and the “bullwhip” effect3 procurement, forecasting, buyer–
supplier relationships, and information sharing (for a literature review, see, e.g.,
Fahimnia et al., 2019). All of these research areas are applicable to the specific
domain of managing supply chain risk, but have largely not been addressed in the
specific context of firm-level resilience planning for a disaster event. Schorsch et al.
(2017) provided a meta-theory of BSCM and indicated that two areas for continued
research are (1) broadening the scope of inventory and capacity decision-making as
well as (2) incorporating more research that addresses integration of cognitive and
social research on the decision-making process.

The rest of the chapter is organized as follows. Section 2 provides background
and a review of literature relevant to supply chain resilience planning and disaster
management processes. Section 3 provides an overview of relevant theoretical
frameworks that deal with mental models, iterative learning, and prediction of
protective actions in addition to the TPB. Section 4 introduces a framework for
application of the TPB into a firm’s risk-related planning decisions ex ante and ex
post given a shock. Lastly, Sect. 5 summarizes areas for future research and provides
conclusions.

1Although a firm is usually referred in the literature as a corporation or large enterprise with
multiple business, in this chapter, we use the words “firm,” “business,” and “organization” as
synonyms.
2However, the few studies that have focused on SMEs have found that there is a lack of planning
due to the cost and complexity of creating a plan (Runyan, 2006). Finances and size contribute to
the relatively low planning and resilience of SMEs (Alesch et al., 2001; Zhang et al., 2009).
3See Lee et al. (1997) to explore a detailed explanation on the “bullwhip” effect.
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2 Background and Relevant Literature

2.1 Value Chain vs Supply Chain

Analyzing an operational activity or set of operational activities is key for a firm to
maintain competitiveness. This analysis is usually framed within the firm’s strategy,
the ultimate goal of which is to create value4 for buyers that exceeds the cost of
creating the product so the firm can achieve competitive advantage (Porter, 1985).
Value chain analysis refers to the process by which a firm identifies primary and
support activities that add value to its final product and analyze how these may be
altered to enhance customer value and/or increase the competitive strength of the
organization (i.e., its ability to increase revenue). The approach rests upon the need
to separately analyze the contribution of organizational activities and independently
assess their value added.

Primary activities involve inbound logistics (i.e., receiving, storage, and distri-
bution of inputs), operations (i.e., transformation of inputs into outputs), outbound
logistics (i.e., storage, distribution, and delivery of products), marketing and sales
(i.e., consumers are made aware of and can purchase products), and service (i.e.,
enhance product’s value such as customer support). The analysis also includes the
examination of support activities such as procurement, human resource manage-
ment, technology, and infrastructure.

Among all the activities undertaken by firms, the ones related to inbound logis-
tics, operations, and outbound logistics frequently take place within a wider sys-
tem—the supply chain—that comprises a network of firms, each of them adding
value to the chain (Porter, 1985). In a system like this, a single organization is not
forced to perform all the primary activities because each individual firm relies upon
others in their supply network. In this context, value creation occurs at the level of
the supply system and one source of competitive advantage for an individual firm is
determined by the linkages with its network partners (Lowson, 2002). Fundamen-
tally, the supply chain encompasses the flow and storage of the raw material, semi-
finished goods, and the finished goods from point of origin to its final destination
(i.e., consumer consumption), disposal, and links across suppliers, manufacturers,
wholesalers, distributors, retailers, and the customer. Managing a supply chain,
therefore, implies delivery of superior customer value at lesser cost by considering
the set of upstream and downstream linkages between the different processes and
activities executed by those firms involved in the network (Christopher, 1998).

In the current business environment, firms that have all their primary activities
vertically integrated within their operations are not common, which implies that

4Porter (1985) defines value as the amount buyers are willing to pay for what a firm provides them.
Value is measured by total revenue, a reflection of the price a firms’ product commands and the
units it can sell. A firm is profitable if the value it commands exceed the costs involved in creating
the product.



most firms are interconnected with others and cannot avoid5 disruptions derived
from any risk or vulnerability embedded in its supply network. This is a reason of
why a given firm needs to remain aware of its wider value system or supply chain in
which it is situated; however, there are many constituent elements that may influence
a firm’s performance, but are beyond its direct control (e.g., transportation networks
and utility availability). By default, planning at the value chain scope is more easily
addressed and controlled by a given firm since it covers the process in which a
company adds value to its raw materials to produce products eventually sold to
consumers. In this process, the firm aims at achieving competitive advantage since it
understands the activities that are performed more cheaply or differently from other
firms within the same industry (i.e., competitors). Managing the supply chain, on the
other hand, requires coordination with all participants in the chain. In this case, value
creation is analyzed at the system level and the ultimate goal of the supply network is
aimed at enhancing overall customer satisfaction. This chapter is predicated around
how firms cope with disruptions in their supply chains and continue with their
operations after an external event occurs.

A Theoretical Framework for Supply Chain Resilience Planning 163

2.2 Supply Chain Risks and Vulnerabilities

Research on supply chain risk6 and vulnerability7 is relatively recent. Although the
term supply chain dates to the early 1980s (Oliver & Webber, 1992), in the early
twenty-first century, there was a surge of studies on the importance of management
to minimize firms’ risk exposure to global supply chains (e.g., Johnson, 2001; Sheffi,
2001; Jüttner et al., 2003; Christopher & Lee, 2004; Chopra & Sodhi, 2004; Tang,
2006). This research trend was the result of global competition and external events
that propelled the decision of firms to redesign their strategies, analyze a broad set of
risk categories (e.g., terrorism, political, disruptions, delays, systems risk, forecast
risk, procurement risk), exploit growth opportunities, and mitigate potential threats
in the operations and performance of their supply chains (see, e.g., Johnson, 2001;
Chopra & Sodhi, 2004). Currently, advances in Supply Chain Risk Management

5Technically, the firm cannot avoid any disruption from occurring within its supply network, but it
can minimize the effect that any disruption may have on its normal operations.
6Although the definition of “risk” can be viewed from a positive and a negative perspective (e.g.,
business growth opportunity vs business continuity threat), the supply chain literature has empha-
sized on risks from a downside perspective from which disruptions can emerge. Additionally, the
field extends beyond the boundaries of the single firm to include the flows exchange derived from
interactions with other firms (Jüttner, 2005; Peck, 2006)
7In the supply chain literature, vulnerability is defined as “the existence of random disturbances that
lead to deviations in the supply chain of components and material from normal, expected, or
planned schedules or activities, all of which cause negative effects or consequences for the involved
manufacturer and its sub-contractors” (Svensson, 2000, p. 732).



(SCRM)8 have moved beyond the well-known “bullwhip” effect as the result of
emerging risks and experiences from large-scale disruptions such as the 9/11 World
Trade Center attacks in 2001, the outbreak of SARS in 2003, and more recently, the
COVID-19 pandemic. All these factors have influenced corporate policies and
business processes, including, but not limited to relationships with suppliers, risk
pooling, and collaboration in the chain (e.g., Tomlin, 2006; Cao & Zhang, 2011).
The COVID-19 pandemic will likely have long-lasting effects on the relationship
between government and suppliers of critical goods (see, e.g., Sodhi & Tang, 2021).
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The emergence of new risks and the increasingly global nature of supply chains
have led the field of SCRM to shift focus toward the analysis of risks derived from
short- and long-term impacts of climate change and changing weather patterns. This
reconsideration in the global landscape of risks factors is exemplified by the Global
Risk Report 2019 (World Economic Forum, 2019). A recent version of this report
considers several environmental factors (e.g., extreme weather events, natural disas-
ters, failure of climate-change mitigation and adaptation efforts) among the top five
concerns threatening global economic development.9 Yet, the 2019 Report does not
include the risk of a pandemic or spread of infectious diseases on supply chains
among its five highest concerns, highlighting how underprepared the world was to
cope with an event like COVID-19. These types of risk had been last included in a
World Economic Forum (WEF) Report in 2015 among the five most impactful or
disruptive events on supply chains. Its inclusion in the ranking likely arose from
experiences with the Ebola epidemic, which occurred from 2014 to 2016, given that
leaders have increased preparedness capacity after major outbreaks but, “as the
effects of the outbreak fade, neglect sets in again until a new outbreak erupts”
(WEF, 2019, p. 48). A similar case has occurred in the past with businesses in the
implementation of mitigation measures aimed at reducing physical damage from
extreme weather events (EWE). It is important to consider that firms are often
reluctant to make major investments, as they are unable to realize financial benefits
in the short run; however, previous research indicates that the ability of businesses to
recover from EWE disasters appears to be influenced by the amount of property
and/or physical damage experienced (e.g., Webb et al., 2002). However, certain
types of protective actions may not be available to all firm types, especially SMEs,
that are highly sensitive to the cost of implementation, technology, mix of resources,
resource availability, among other factors (Dormady et al., 2019). In the case of
infrastructure systems, however, developed economies have made large investments
that aim to avoid deaths and supply chain disruptions derived from climate change
risks, particularly in places where coastal flood risks are highly concentrated (WEF, ,
2019).

Current global supply chain networks are vulnerable to a variety of risks and these
have been broadly documented in the literature (e.g., Chopra & Sodhi, 2004; Tang,

8Later in the section, we consider the constitutive elements of a SCRM framework.
9Specifically, the report identifies three environmental risk factors among the top five by likelihood
of occurrence and three environmental risk factors among the top 5 by magnitude of impact.



2006). To cope with these supply chain risks, the consensus in the field has been the
consolidation of the firm’s potential threatening events into a “SCRM framework,”
which pertains to “the identification of potential sources of risk and implementation
of appropriate strategies through a coordinated approach among supply chain risk
members, to reduce supply chain vulnerability” (Jüttner et al., 2003, p. 201). The
process also involves analysis of short-run cost savings and long-run profitability of
the supply chain in the context of each risk (Manuj & Mentzer, 2008).
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The SCRM framework incorporates four key steps toward risk management,
namely: (1) identification of risk sources, (2) analysis of risk drivers, (3) measure-
ment of risk consequences, and (4) implementation of risk mitigating strategies
(Jüttner et al., 2003).

1. The identification of risk sources provides a dimension of the extent of potential
disruptions (ibid.). The potential risks are far ranging; for example, the WEF
defines risk categories as: (1) economic, (2) environmental, (3) geopolitical,
(4) societal, or (5) technological. Some SCRM literature highlights three over-
arching risk source types: (1) environmental risk sources, (2) network-related risk
sources, and (3) organizational risk sources (ibid.). Environmental involves risks
exogenous to the supply chain (e.g., natural hazards), network-related risks deal
with interactions between organizations that make-up a given supply chain (e.g.,
outsourcing), and organizational involves risks that are internal to the organiza-
tion (e.g., machine failure) and likely easier for the firm to control.

2. The second element, risk drivers, refers to those factors that are prone to exac-
erbate the underperformance of a supply chain because of the level of organiza-
tional exposure (e.g., a business heavily dependent on a supplier located in a
country with high political instability).

3. The third element, measurement of consequences, is related to outcomes and
effects on the supply chain (e.g., a natural hazard that turns into a disaster causes
measurable economic impacts).

4. The last element, mitigating strategies, are actions aimed to neutralize potential
negative effects on the supply chain (ibid.; Chopra & Sodhi, 2004). The option set
of potential mitigation strategies depends on the type of risk involved. Disrup-
tions caused by natural disasters (e.g., hurricanes, earthquakes) may be mitigated
by having redundant suppliers and a “Strategic Emergency Stock,” which should
not be used to buffer day-to day fluctuations (Sheffi, 2001; Chopra & Sodhi,
2004). Delays caused by high capacity utilization, inflexibility, or poor quality at
the supply source can be mitigated by adding capacity and inventory and increas-
ing responsiveness, flexibility, and source capability (ibid.). Procurement risk
caused by dependence on suppliers is mitigated by adding capacity and inven-
tory, having redundant suppliers and increasing flexibility (ibid.). Forecast risk
derived from longer supply lines, system uncertainties, and long lead times is
mitigated when there are higher levels of collaboration and sharing of information
(i.e., visibility) among supply chain participants (Sheffi, 2001; Chopra & Sodhi,
2004; Christopher & Lee, 2004). Some mitigating strategies have the potential to
address multiple hazards simultaneously (e.g., expanding capacity and inventory
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to cope with extreme weather and procurement risks by bringing on-line physical
assets not previously in use and adding inventories before the events) and are
preferred to others that may address only one type of risk. However, the imple-
mentation of mitigation strategies should be complemented with an analysis of
short-run cost savings and long-run profitability. For instance, adding inventory
may reduce some risks but may also increase inventory holding costs and the rate
of product obsolescence, among others (Chopra & Sodhi, 2004; Manuj &
Mentzer, 2008).

In the past, some large firms have reduced risks of supply chain disruptions by
storing inventory at strategic locations (e.g., distribution centers, logistic hubs) so
that all relevant businesses in the region can share in the case of an acute need.10

Public organizations and communities-at-large may mirror similar strategies by
setting up a central Emergency Management Center with clearly defined participant
roles and the type of permissible interactions among participants (i.e., which entities
get priority in supply provision). For instance, the U.S. Centers for Disease Control
and Prevention (CDC) has historically kept large quantities of medicine and medical
supplies, known as the strategic national stockpile (SNS), at certain strategic loca-
tions in the USA intended to protect the American public against any national
emergency (Tang, 2006). Other strategies involve reviewing capacity versus avail-
able inventory and planning for operations focused on cash flow opposed to profits
(e.g., increase days payable outstanding, reduce days sales outstanding) (Sheffi,
2001, 2020).

2.3 Supply Chain Resilience

A crisis is defined as the state of a system whose viability is threatened by a
low-probability, high-impact event (Pearson & Clair, 1998; Van der Vegt et al.,
2015). The identification and analysis of these risks requires collecting historical
data, adjusting the data to probability distributions, and estimating statistical models
with the objective of predicting future negative consequences. Large corporations
frequently depend on these estimations and predictions to design their mitigation
strategies (e.g., insurance subscriptions or other types of hedging instruments).
Usually, all these risks (i.e., environmental), the ones identified along the supply
chain (i.e., network-related), and those internal to the business (i.e., organizational)
are integrated in a general Enterprise Risk Management (ERM) framework, which is
a more detailed SCRM framework used by large firms to manage their risks (Fiksel,
2015). However, evidence has indicated that an ERM framework may be inadequate
to help some organizations rebound effectively from business interruption losses11

10See, e.g., Tang (2006), for a case on Toyota.
11Business Interruption losses, which are usually measured by Gross Sales Revenue, begin at the
point when the event happens but continues until the system has recovered (Dormady et al., 2019).
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and insufficient to provide protection against a variety of events that are low-risk,
high-consequence, and idiosyncratic in nature.

There are three high-level reasons that have been provided as to why an ERM
approach is insufficient to help businesses and their supply chains to completely
recover after an external shock (e.g., a natural disaster or a pandemic). One potential
explanation is that the whole ERM approach depends on a thorough identification of
a given firm’s exposure to different hazards as well as the mapping of these risks
onto probabilities of occurrence and magnitude of impact. Even if risks can be
anticipated, the firm needs reliable information and credible assumptions to estimate
associated probabilities and predict the magnitude of their consequences, otherwise
the organization runs the risk of misallocating the use of its resources (Fiksel, 2015).
A second explanation considers that an ERM approach and the notion of “optimi-
zation” pre-event may be unrealistic in a constantly changing business environment;
risks faced by businesses are not static and are adjusted by managers as they see
opportunities (ibid.). A third explanation suggests that outcomes are often products
of compound events that coincide in space and time and their combined conse-
quences are difficult to predict and anticipate (Fiksel, 2015; Van der Vegt et al.,
2015). To cope with events that cannot be fully anticipated, are hard to quantify, and
have the potential of disrupting global supply chains, some researchers and practi-
tioners have shifted their attention over the last years from a focus of risk manage-
ment to a focus of increasing supply chain resilience12 (Fiksel, 2015; Van der Vegt
et al., 2015).

It is recognized that in today’s environment of large interconnected supply chains,
disruptions leading to business interruptions and associated losses are inevitable and
businesses need to adapt and not merely react (Christopher & Peck, 2004; Skipper &
Hanna, 2009). However, it is possible that in the short-term some businesses neglect
to adopt adaptive measures and their effects on supply chain resilience because they
have incorporated sophisticated business continuity plans or emergency manage-
ment plans within their ERM frameworks. Nonetheless, firms are at an advantage if
they think of resilience as a strategic process that hastens business recovery while
also creating competitive advantage, which can have co-benefits on a business’ daily
activities, and enhance bottom-line objectives.

Research on supply chain resilience has proliferated in recent years and the
Supply Chain Management (SCM) field has benefited from definitions and research
from other fields.13 For instance, the U.S. Federal Emergency Management Agency
(FEMA) defines supply chain resilience as “the ability of a preexisting network of

In fact, Business Interruption losses are not necessarily triggered by natural disasters, pandemics, or
other catastrophic events. Small disturbances can also have large effects on the organization and
threaten its survival (Fiksel, 2015).
12The etymology of the word resilience is “resilire”meaning to rebound (Van der Vegt et al., 2015).
An ERM approach continues to be a valuable tool when disruptions are predictable and should be
complemented with a resilience approach when disruptions are less predictable (Fiksel, 2015).
13See, e.g., Rose (2004) for a definition of economic resilience and Adger (2000) for a definition of
ecological resilience.
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demand and supply to deploy surviving capacity, and/or introduce new capacity,
under severe duress. It is the ability of a network, or portion of a network, to continue
moving (directing, redirecting, flowing) goods and services even when important
elements of the network are no longer operating. For example, the continued flow of
water, food, and fuel while the electric power grid is not operating would be an
expression of supply chain resilience” (p. 3). In the supply chain literature, supply
chain resilience is defined as “the adaptive capability of the supply chain to prepare
for unexpected events, respond to disruptions, and recover from them by
maintaining continuity of operations at the desired level of connectedness and
control over structure and function” (Ponomarov & Holcomb, 2009, p. 131). The
commonalities in both definitions indicate the need of the supply chain system to
secure adaptive capabilities to maintain operations. Although there is consensus
around the need to secure adaptive capabilities along the disruption stages in the
supply chain (i.e., readiness, responsiveness, and recovery), there continues to be
discrepancies around: (1) how to secure adaptive capabilities (i.e., formative ele-
ments), (2) whether the formative elements are “antecedents” or are integrated in the
supply chain resilience, and (3) whether the formative elements are captured at the
capability or at the resource level (Jüttner & Maklan, 2011). Some authors agree on
the formative resilience elements that capture and integrate the adaptive capacity of
supply chain resilience as flexibility, velocity, visibility, and collaboration (see, e.g.,
Christopher & Peck, 2004; Ponomarov & Holcomb, 2009; Jüttner & Maklan, 2011;
Scholten & Schilder, 2015), but disagree on the capture level of the formative
elements, which can be obtained at an individual and detailed resource level (Sheffi,
2005), as product of a system-level re-engineering of the supply chain (Christopher
& Peck, 2004), or by integrating and coordinating resources that usually span
functional areas that are present in the supply chain (Ponomarov & Holcomb, 2009).

Some scholars do not consider redundancy to be part of the formative elements,
but rather a prerequisite to resilience because adaptive capabilities are more related
to the integration and coordination of resources employed by supply chain processes
and less related to the balancing requirements between redundant resources and
efficiency (see, e.g., Christopher & Peck, 2004; Jüttner & Maklan, 2011; Scholten &
Schilder, 2015). Other scholars, however, consider redundancy as part of the for-
mative elements that ensure adaptive capabilities (e.g., Sheffi & Rice, 2005). None-
theless, the SCM literature still needs to move beyond theory to offer additional
management guidance on the implementation and operationalization of the concept
of supply chain resilience (Scholten et al., 2014).

2.4 Supply Chain Resilience and Disaster Management

In contrast to the SCM literature that still fails in providing guidance on the
implementation and operationalization of the concept of supply chain resilience,
some organizations provide managers with recommendations on how to analyze
supply chains in disaster contexts and on how to enhance system resilience. For
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instance, FEMA offers practical guidance to deal with disasters and indicates how to
develop logistics planning based on the results of supply chain resilience (FEMA,
2019). Additionally, anecdotal evidence suggests that firms’ responses to disasters
depends on numerous factors, including sector and type of disaster (e.g., hurricane,
tsunami, earthquake), although the consensus is to maintain operations, or at least
return operations to normal functioning levels, as quickly as possible. For instance,
after being hit by Superstorm Sandy, restaurants in New York altered menus to make
them more oriented to family-style dining and created emergency funds aimed at
financially sustaining the business to keep it afloat during recovery. Other businesses
such as retailers altered their logistic plans and restocked those products that
customers needed the most (Ilyashov, 2020).

In general, the lack of a theoretical framework that informs how resilience is
implemented and measured in the SCM field has been compensated for by other
theoretical approaches in some cases (e.g., economic resilience) or complemented by
the emergence of new academic fields. This is the case with the research field of
humanitarian logistics, which is an umbrella term that covers different type of
operations, including disaster relief and support for developing regions constantly
exposed to disasters (Kovács & Spens, 2007). The relevant set of assumptions
differentiates humanitarian logistics from more traditional applications of SCM,
which frequently deal with a predetermined set of suppliers, manufacturing sites,
and a predictable demand. Yet, these factors are assumed to be unknown in human-
itarian logistics (as well as the demand associated to relief goods and all activities
involved), which are characterized by constraints that hinder the performance of the
operations in large-scale emergencies because they occur in chaotic environments
(Kovács & Spens, 2007).

Since disaster management deals with the organization and management of
resources and responsibilities aimed at relieving and facilitating humanitarian
aspects in disaster contexts (Scholten et al., 2014), humanitarian logistics has
received increasing interest both from supply chain scholars and practitioners. The
reason is that different organization types may potentially be involved in humani-
tarian efforts (e.g., local businesses, governments, military, NGOs, aid agencies,
logistics providers) with the objective of alleviating the suffering of affected indi-
viduals. These circumstances show that increasing the resilience of the supply chain
can contribute to disaster impact reduction, as almost 80% of the activities involved
in the chain (i.e., inbound logistics, operations, and outbound logistics) can be
tweaked to improve the planning, delivery, and distribution of relief goods (van
Wassenhove, 2006).

3 Introducing Theoretical Frameworks

There has been movement in the supply chain literature to incorporate some inten-
tional proxy in the measurement of resilience—risk awareness (Christopher & Peck,
2004), which “develops the adaptive capabilities to prepare for, respond to and
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recover from a disruption/disaster” (Scholten et al., 2014, p. 225). However, it is not
only awareness, but also intentions arising from attitudes, subjective norms, and
perceived behavioral control, and actualized behavior (i.e., why or why not actual
behavior is in concert with intention) that determines true preparedness and in turn,
the recovery of a business and its associated supply chain in the aftermath of a
disaster.

Previous work on multi-hazard planning has generally focused on the existence of
a plan, not on the result of planning. This focus has led to limited understanding of
how hazard planning and past experience may influence outcomes of a new hazard
experience. This need is becoming increasingly apparent, as there is recognition of
the need to address compound and cascading natural and technological hazards with
effects or causes originating from an initial hazard (Cutter, 2018; Phillips et al.,
2020). There may also be multiple overlapping stressors that do not originate from
the same hazard (Clarke et al., 2018) and concurrent risks. Adapting from experience
and addressing the persistent stressors relevant to a given firm is critical to improved
performance.

This section provides a summary of frameworks applicable to considering learn-
ing and adaptation of a firm’s resilience planning. To date these frameworks have
largely not been applied to supply chain management generally nor at the individual
firm-level.

3.1 Mental Models and Triple-Loop Learning

Argyris and Schön (1978) introduced the concept of organizational cognition when
confronted with a challenge, such as climate change. This forms the foundation for
social learning, where the scale of learning increases from the individual to a group,
business, or society (Tuler et al., 2017; Webler et al., 1995). Tuler et al. (2017, p. 63)
defines social learning as, “changes in how social groups, such as organizations or
communities (geographical or of practice) engage in sense-making activities, such as
problem solving and decision making.” Learning is often associated with the sub-
ject’s perception of risk which in turn is influenced by cognitive, subconscious,
socio-cultural, and other factors (Helgeson et al., 2012).

Mental models are a fundamental way by which to understand organizational
learning and builds on Craik’s (1943) description of the mind constructing “small-
scale models of reality” that help shape behavior and set an approach to acting in
response to a stimulus. Jones et al. (2011) provide an interdisciplinary synthesis of
the theoretical development and practical applications of the mental model construct.

The process of learning can be conceptualized as a back-loop process through
which mental models are shifted over time and through experience. Helgeson et al.
(2012) highlighted the potential use of mental modeling to better understand partic-
ipants’ perceptions which could then be applied to track learning. Similar to an
individual or governmental organization, companies have unique patterns of beliefs
and histories that determine the decision-making criteria before, during, and after a
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Triple-Loop Learning
(Transforming)

Outcome

Double-Loop Learning
(Reframing)

Single-Loop Learning
(Reacting)

Values – Culture – Agreements – Policies

Programs – Rules – Roles – Performance Metrics

Judgments – Behaviors

CONTEXT FRAMES ACTIONS

Fig. 1 Looped learning

crisis (Currah & Wrigley, 2004; Grinyer & Spender, 1979). This can make assess-
ment of learning particularly difficult as there are multiple possible levels of inquiry
and analysis.

Single- and double-loop learning-concepts were developed by Argyris and Schön
(1978) and are based upon “a theory of action” perspective designed by Argyris
(1982). Yet, Tosey et al. (2011) highlight that conceptualizations of triple-loop
learning are diverse, often have little theoretical rooting, are sometimes driven by
normative considerations, and lack support from empirical research. Single-loop
learning is characterized by “following the rules,” whereas double-loop learning for
an organization is characterized by “changing the rules.” As presented in Fig. 1, in
single-loop learning, the organization addresses inconsistencies and impractical
planning by adopting actions to mitigate and improve the situation accordingly in
the present and future. In double-loop learning, post-event, members of the organi-
zation are able to reflect on whether the rules (i.e., plans) should be fundamentally
changed, not only on whether deviations have occurred but also how to correct them.
Triple-loop learning is characterized by “learning how to learn” and is typically
evoked when members of the organization reflect on how they think about (i.e.,
conceptualize) the rules, not only whether the rules need to be altered.

Triple-loop learning has been assessed in the context of supply chain adaptative
behaviors toward greater resilience to a limited extent (e.g., Ramish & Aslam, 2016).
The third loop of learning enables continuity of supply chain operation in an
uncertain environment, and thus the ability to adapt and perform specific functions
in an environment full of challenges and tensions (Ponomarov & Holcomb, 2009), as
presented in Fig. 2. The adaptive behavior consistent with the triple-loop learning
principles has been referred to as preadaptation (Ameli & Kayes, 2011). Though we
focus on the individual firm level, it should be noted that a resilient supply chain
comprises many firms and enterprise functions that can be described as agents.
Agents influence the course of events in the supply chain as they learn, i.e. decide
on the inclusion of a specific link in the implementation of specific tasks, strive for
expansion into new markets, and implement integrated processes of product devel-
opment with suppliers and customers (Choi et al., 2001). Thus, learning by a given
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Attitude Toward 
Behavior

Subjective Norms

Perceived Behavioral 
Control

Behavioral Intention 
(time, t-1)

Actualized Behavior 
(time, t)

Fig. 3 Schematic of the Theory of Planned Behavior

agent (i.e., a given firm) along the supply chain may not improve the circumstances
of other firms along the supply chain and may even make circumstances worse for
others. Previous research suggests that interviewing owners and managers provides
the appropriate level of analysis to understand business culture; however, selecting
this group of respondents relies upon the belief that there is reasonable
interorganizational communication (e.g., knowledge of employees missing work
due to flood impacts) (Augier & Teece, 2009; Grinyer & Spender, 1979;
Schindehutte & Morris, 2001).

3.2 Theory of Planned Behavior (TPB)

The relationship between attitudes and behavior has been a major topic of investi-
gation in social psychology (e.g., Eagly & Chaiken, 1993) and the best-known
model of the relationship is the Theory of Reasoned Action (Ajzen & Fishbein,
1977) and its elaboration in the Theory of Planned Behavior (Ajzen, 1991). In this
framework, attitudes and subjective norms about a behavior (as well as perceived
behavioral control) influence behavioral intentions which, in turn, determine the
likelihood of the behavior occurring (Fig. 3). Although it has been used extensively
in other fields, it has been infrequently used in geographic or disaster research
(Ajzen, 1991; Najafi et al., 2017; Wang & Ritchie, 2012) and not at all in value
chain or supply chain research, to the best of our knowledge.

According to the TPB, a specific behavior is determined by a combination of
intention and perception of control over performing the behavior. Furthermore, the
TPB identifies three global components (i.e., attitude toward the behavior, subjective
norm, and perceived behavioral control) that together contribute to the creation of
the intention; moreover, behavioral beliefs, normative beliefs, and control beliefs
tend to be reliable predictors. The TPB has been used to understand planned disaster
preparation and real behaviors for businesses and individuals in a limited number of
studies to date (Daellenbach et al., 2018; Najafi et al., 2017; Passafaro et al., 2019;
Wang & Ritchie, 2012). There is also a handful of papers that look at the TPB from
the consumer-side (e.g., Giampietri et al., 2018; Al-Swidi et al., 2014). To the best of



our knowledge there is no research connecting supply chain resilience at the firm
level to the TPB explicitly. However, the TPB is a framework that fits the context of
firm-level preparedness.

The Theory of Reasoned Action (Fishbein & Ajzen, 1975; Ajzen & Fishbein,
1980) provides a schematic linkage of behavioral intention with the elemental
attitudes and subjective norms with which the actor is faced.

The underlying concept is summarized by:
BI ¼ (ATT)W1 + (SN)W2 + (PBC)W3,

where
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BI: behavioral intention
ATT: attitude toward performing behavior
SN: subjective norms
PBC: perceived behavioral control
W1–3: empirically derived weights

In past applications of the model (e.g., consumer behavior) psychologists have
obtained relative values for W1, W2, and W3 through complex self-reported scales
over specific detailed scenarios (e.g., Hale et al., 2003).

Section 4 of this chapter presents the application of the TPB within the context of
a firm planning for supply chain resilience.

3.3 Additional Considerations

Given that the TPB focuses on the relationship between behavior and attitudes, it
largely assumes that the information to make an appraisal (via attitude) of the
behavior is available (Ajzen, 2006). Thus, acknowledging deep uncertainty in the
space of making an appraisal requires broader investigation of what influences bear
on the planned and actualized decisions. When confronted with uncertain and
potentially high stakes decisions, literature suggests people rely on several
approaches for decision-making, including past experience with related events
such as natural hazards, level of perceived risk, and other aspects of System
1 (Intuitive) and System 2 (Reasoning) thinking (Kahneman, 2011). It is also
important to consider that for many firm owners/operators, there may be intangible
goals, such as autonomy, personal satisfaction, and lifestyle that rank above tradi-
tional business performance and subsequently motivate their strategic planning
(or lack thereof) (Wang et al., 2007).

Triandis’ (1977) Model of Interpersonal Behavior provides a reasonable sche-
matic linking social aspects to influencing conditions, attitudes, experience, and
emotions. Though this model has been implemented less than the Ajzen–Fishbein
formulation, where it has been applied, it appears to have additional explanatory
value, particularly by including the concepts of beliefs and habits. Triandis offers an
explicit role for affective factors and social factors that extend beyond norms to
include self-concept on behavioral intentions. This formulation may be applicable to
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Heuristics & Biases 
(e.g., discounting)

Experiences/Experiential 
Processing (e.g., affect)

Mitigation Risk 
Perception

Cognitive Factors 
(e.g., Knowledge)

Socio-Demographic 
Characteristics 
(e.g., gender)

Socio-Cultural 
Influences

(norms, values)

Fig. 4 Staged model that highlights relevant factors around the perception of a given mitigation
risk. Adapted from the “Climate Change Risk Perception Model” (CCRPM) (Helgeson et al., 2012)

firm-level mitigation decisions in future work, as it captures many of the criticisms
leveled at rational choice theory.14

Staged models from the social psychology literature (Fig. 4) offer structural
relationships between both System 1 and System 2 elements and the pathway to
an individual’s behavioral preference, such as the TPB. Such a model makes it
possible to trace the development of a risk preference through isolating factors which
are responsible for fast and frugal methods versus those which are semi-conscious
interactions with the option set of potential decisions and finally, well-reasoned and
conscious considerations.

4 Proposed Theoretical Model: Informing Evolving Supply
Chain Resilience

Christopher (2005) indicates that resilience implies being flexible and agile, as well
as being able to adapt quickly. Following the definition of Ponomarov and Holcomb
(2009), a resilient supply chain must integrate adaptive capabilities to prepare,
respond, and recover from interruptions. This definition suggests that after a disrup-
tive event, the level of supply chain function depends on the embedded adaptive
capabilities and to which the firm has access. Additionally, the ability of the firm to
learn from past disruptions and use those experiences to enhance and/or build
capacities is a key property of resilience to future disruptions (Ramish & Aslam,
2016; Dormady et al., 2019). Sheffi (2005) provides examples on the ability of firms
to continue to operate in disruptive environments after incorporating learning from
past disruptions.15

14However, valuing constituent factors requires deep analysis of an owner/operator’s preferences
and decision-making methods, as well as understanding details of the decision space surrounding
mitigation factors available to the firm. Gathering this level of data is likely not be operationalizable
at this juncture for a reasonable sample size.
15This is the reason why some supply chain resilience definitions include a more systemic approach
and look at the organization beyond a set of capabilities that can be utilized to cope with shocks and
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Following, we propose a theoretical multi-period or dynamic structural model
framed in a disaster context (e.g., EWEs), that allows the assessment of post-event
actualized behaviors and intended behaviors toward future potential disruptions. In
the model, behavior is represented by the decisions to implement mitigation and
adaptation actions before and after the event, respectively. In the context of disasters,
the resilience of the supply chain is characterized by when the system is able to
continue its operations after the event occurs. As previously indicated, there are
some actions that allow businesses to build capacity and strengthen the resilience of
the supply chain before the occurrence of the event. The model assumes a learning
pattern in which the business leverages past experiences of mitigation and adaptation
and their influence on recovery to prepare the firm for future disasters. In this regard,
building pre-event capacity implies learning from past disruptions and improving the
firm’s adaptive capabilities, which allow the supply chain to recover after disruption,
returning to its original state or achieving a more desirable state of supply chain
operations (Ponomarov & Holcomb, 2009).

4.1 Disaster Preparedness Behavior in a Supply Chain
Context

Disasters have the potential to severely interrupt the operations of businesses and
supply chains. Research routinely suggests that disruptions tend to break down most
supply chains, affect their financial performance, and compromise the survival of
those businesses participating in the chain (Hendricks & Singhal, 2005). In order to
minimize the effects of potential disruptions and to enhance supply chain resilience,
firms need to implement actions that enable them to sustain operations during and
after disasters (Tang, 2006). These mitigation strategies are usually characterized as
pre-disaster proactive planning actions that aim to build resilience capacity so that
business interruption be avoided or minimized (Chopra & Sodhi, 2004; Tang, 2006).
An example of these mitigation strategies is provided in Table 1. The lack of a
general theoretical framework in the SCM literature informing how to implement
these strategies has been replaced with guidance through the use of operations
research techniques, decision processes, and case studies. For instance, Hale and
Moberg (2005) propose a pre-disaster decision process based on a mathematical
approach for establishing an efficient network of secure storage facilities that can
effectively support multiple supply chain facilities.

Businesses can also employ other mitigation action types before a disruptive
event (e.g., changes in physical infrastructure such as dry-proofing and flood gate
installation, developing a written emergency action plan, conducting disaster drills,
learning and training employees on first aid, lifting inventories off the ground,

instead consider it as a learning system with the ability to “grow in the face of turbulent change”
(Fiksel, 2006).
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purchase of increased insurance) as well as post-event (e.g., asking for government
assistance, or filing claims on business interruption or property insurance) in their
recovery with an eye toward developing greater mitigation toward future events (see,
e.g., Dahlhamer & D’Souza, 1997; Webb et al., 2002; Jahre et al., 2016). The main
difference among these actions is that some of them are difficult to adopt in the
future, but others are more easily adoptable pre-disaster actions. This suggests that
these mitigation planning activities are constrained by a temporal element; some
actions can be completed temporally close to the onset of an event and are highly
adjustable (e.g., elevating equipment before a flood) and others are possible to enact
close to an event’s onset, but require planning well ahead of the potential event (e.g.,
enacting an emergency plan or completing an off-site data backup). Additionally,
implementing mitigation actions can be seen as an organizational learning process
where different activities may be adopted ahead of the occurrence of catastrophic
future events after considering previously acquired knowledge about past mitigation
effects on business recovery (Ponomarov & Holcomb, 2009).

Some of these actions have aimed at increasing awareness and creating a sup-
portive management culture toward building supply chain resilience. However, these
actions have been out of the range of most SCM literature because implementation is
not associated with resources involved in the primary operational activities or in the
firm’s production function. Some of these actions (e.g., learning first aid, conducting
disaster drills, developing emergency plans) have not been connected to resilience
from a SCM perspective because they do not directly aim at building pre-disaster
capabilities for the firm to continue and sustain business operations during and after
disruptions (Tang, 2006). This is a reason of why these mitigation activities have
been traditionally related to disaster management, but not to supply chain resilience.
Recent supply chain resilience research has started considering resilience as a
fundamental aspect of preparedness and emergency management with positive
effects on business recovery (Scholten et al., 2014).

The literature provides empirical evidence intended to explain the influence of
these types of mitigating actions on long-term business recovery. The evidence
indicates no significant statistical effect, even after controlling for business size
and sector (Webb et al., 2002). Among the reasons clarifying this result, Webb
et al. (2002) have suggested that businesses do too little to prepare for disasters, that
mitigation actions are more focused on employee life safety than on avoiding
business interruption, and that businesses focus on site-specific and not off-site
disruptions. Rose (2007) considers that, in the absence of property damage, those
pre- and post-event resilience tactics aimed at sustaining some level of operation
during and after disasters will likely restore operations completely following the
occurrence of the event. In case of property damage, building resilience capacity
prior to the disaster may not be sufficient and full recovery can be achieved after the
business efficiently invests over time in repair and reconstruction of its capital stock.

In terms of whether businesses prepare for disasters, the evidence is mixed; recent
research indicates that the decision to prepare ahead of disasters varies across groups
widely. Josephson et al. (2017) suggest that there are some owner and firm’s
characteristics that make a small business more likely to mitigate and prepare
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ahead of hurricanes. For example, they find that female business owners and those
with a college education or higher, businesses with prior disaster experience, or
those who own the property are more likely to have a written emergency plan and
thus are less likely to be low mitigators. This is not the case for sole proprietors and
businesses in the construction and wholesale industries, which are prone to
mitigate less.

4.2 Approach

Recently, an alternative modeling framework has explored the factors that may
influence the decisions to implement mitigation and adaptation actions to cope
with disasters. This behavioral approach is based on the TPB (Ajzen, 1991). For
instance, Zhang et al. (2020) empirically examine the determinants of rice producers’
intentions toward mitigation and adaptation by estimating a structural equation
model (SEM) that relies on TPB assumptions. Najafi et al. (2017) employ a SEM
with data collected from a cross-sectional survey implemented in Tehran that studied
the determining factors affecting disaster preparedness behavior of individuals. In a
similar approach Daellenbach et al. (2018) combined SEM with cluster analysis and
used survey data collected from individuals living in Australia and New Zealand to
identify different segments of the population in terms of disaster preparation. In this
case, the authors found four different segments: (1) unprepared and uninterested,
(2) willing but could do more, (3) “just too difficult,” and (4) knowing, interested,
and prepared.

Given that the TPB is a theoretical model that defines different constructs, the
formulation and estimation of a SEM is appropriate. Unlike the applications of the
TPB to disaster planning described above, we propose the use of a dynamic SEM
adapted to a multi-period dataset that allows for a check against perceived reality
(i.e., comparing past behavior vs reality) and predict future behavior (i.e., intended
behavior toward a future disruption), which to the best of our knowledge has not
been performed before in the supply chain literature in a disaster context. The
assumption behind this model is that businesses actually make disaster preparedness
decisions in a dynamic environment, learn from the past, and adapt to changing
circumstances—both internal and external. These characteristics are aligned with the
definition of a resilient supply chain, in which individual businesses strive to adapt to
new states that are in most cases different from the original one (Ponomarov &
Holcomb, 2009). Additionally, the approach provides the possibility of adding direct
measures of business recovery, as well as controlling for business interruption,
property damage, and supply chain issues. This allows for the assessment of post-
event actualized behaviors and intended behaviors toward future potential
disruptions.



4.2.1 Definition of Components

According to the TPB framework, individual behaviors or decisions to implement
mitigation and adaptation actions to cope with disasters are guided by three kinds of
considerations or constructs:
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1. A favorable or unfavorable evaluation or appraisal of the behavior in question
(attitude toward the behavior),

2. Perceived social pressure to perform or not to perform the behavior (subjective
norm), and/or

3. Perceived ease or difficulty of performing the behavior (perceived behavioral
control), which reflects past experiences as well as anticipated impediments and
obstacles (Ajzen, 1991).

These constructs represent latent variables that rely on sets of items geared toward
providing direct measures evaluated by means of confirmatory factor analysis
(Ajzen, 2020). In combination, attitude toward the behavior (ATT), subjective
norm (SN), and perception of behavioral control (PBC) lead to the formation of a
behavioral intention. In a context of supply chain resilience planning, the more
favorable the attitude and subjective norm with respect to preparing the business
for disasters, and the greater the perceived behavioral control, the stronger an
individual’s intention to perform the behavior in question should be (i.e., more
likely to implement mitigation and adaptation actions to disasters). In this regard,
the relative importance of ATT, SN, and PBC in the prediction of intention is
expected to vary across individual decision-makers.

Additionally, the TPB model usually incorporates composites of behavioral,
normative, and control belief. These are not indirect measures of the main constructs
(i.e., ATT, SN, and PBC), but formative indicators and determinants (i.e., causal
factors) of behavioral intention whose effects are mediated by ATT, SN, and PBC,
respectively. Attitude toward implementing mitigation and adaptation actions to
cope with disasters is assumed to be determined by beliefs about the consequences
of preparing the business for disasters (behavioral beliefs, BB), with each belief
weighted by the subjective value of the outcome in question given by the decision-
maker. Likewise, subjective norms that exert pressure on the individual to prepare or
not to prepare the business for disasters are assumed to be determined by the
perceived behavioral expectations of important referent individuals or groups
influencing individual’s decision such as family, friends, suppliers, customers, and
regulators (normative beliefs, NB). These beliefs in combination with the individ-
ual’s motivation to comply with the different referents or groups determine the
prevailing subjective norm regarding disaster preparedness. Finally, perceived
behavioral control is assumed to be determined by the perceived presence of factors
that can facilitate or impede performance of a behavior (control beliefs, CB). It is
assumed that the perceived power of each control factor to impede or facilitate
preparing the business for disasters contributes to perceived control of this behavior



in direct proportion to the person’s subjective probability that the control factor is
present (Ajzen, 2020).
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ATT

Intention     
(t-1)SN

PBC

BB

NB

CB

Behavior     
(t)

Fig. 5 Path analysis for the theory of planned behavior

Finally, intention is assumed to be the immediate antecedent of disaster prepared-
ness behavior. However, as it may be the case that difficulties or barriers emerge in
implementing mitigation and adaptation actions or in building resilience capacity,
which limit the possibility of a business to act. This is also considered an influence of
PBC, on to intention. The basic schematic representation of the theory is shown in
Fig. 5.

4.2.2 Measures

Given the goal of the proposed model, which is to predict individual intentions and
behaviors of implementing mitigation and adaptation actions in a business disaster
context, there is no need to incorporate the formative measures (i.e., BB, NB, and
CB) as these are more related to the design of behavior change interventions (Ajzen,
2020). The major constructs in the proposed model are obtained through a well-
structured survey instrument. Such a questionnaire may follow those developed by
Davis et al. (2002) and Fishbein and Ajzen (2010). The major theoretical constructs
and direct measures proposed are: (1) intention to implement mitigation actions
within specific domain and more generally, (2) attitude toward mitigation (ATT_m),
(3) subjective norms related to mitigation (SN_m), and (4) perceived behavioral
control related to mitigation (PBC_m). These constructs are similar for adaptation-
related behavior, including: (5) intention to implement adaptation actions within
specific domain and more generally, (6) attitude toward adaptation (ATT_a),
(7) subjective norms related to adaptation (SN_a), and (8) perceived behavioral
control related to adaptation (PBC_a).

In terms of the number of items aimed at measuring each construct, the literature
suggests that single item measures are more adequate for simple or concrete con-
structs that are well understood; however, when internal consistency cannot be
achieved with just one item because of the complexity embedded in the construct
definition, adequate internal consistency reliability can be obtained with four or five



items per scale (Harvey et al., 1985; Hinkin & Schriesheim, 1989). The items will be
modeled using a principal axis factor analysis with orthogonal rotation (e.g., Davis
et al., 2002). After this procedure, the findings will be considered in combination
with business interruption and recovery data also obtained through the survey. Each
measure is reviewed below.
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Intention (Intent). Five items will assess individual intentions to implement
mitigation and five items will assess intentions to implement adaptation. Participants
will indicate, on 5-point agree–disagree scales, to what extent they expect to, intend
to, will try to, are determined to, and might not (reverse scored) implement mitiga-
tion and adaptation actions that are prone to improve the resilience of the business
against disasters.

Attitudes Toward Behavior (ATT). Attitudes toward “implementing mitigation
and adaptation actions” will be assessed by means of a series of 5-point evaluative
semantic differential scales for each construct (i.e., ATT_m and ATT_a). The
anchors of these scales will be as follows: negative–positive, useless–useful,
harmful–beneficial, difficult-easy, and boring–exciting.

Subjective Norms (SN). For each construct (i.e., SN_m and SN_a), three items
will assess subjective norms with respect to “implementing mitigation and adapta-
tion actions.” Participants will indicate, on 5-point agree–disagree scales, to what
extent he/she, family and friends, and customers think the business should prepare
for disasters.

Perceived Behavioral Control (PBC). For each construct (i.e., PBC_m and
PBC_a), three items will assess perceived behavioral control over “implementing
mitigation and adaptation actions.” Participants will indicate, on 5-point agree–
disagree scales, to what extent they think that preparing the business for disasters
is completely up to them or is beyond their control.

4.2.3 SEM Model

The definition of business resilience and thus, supply chain resilience, assumes a
connection between resilience and recovery (see, e.g., Chang & Rose, 2012). It
suggests that businesses that implement pre-disaster planning, particularly those
predetermined actions geared toward building capacities and developing capabilities
that help to maintain operations and keep business continuity can respond more
effectively to disruptions and thus, recover more quickly (McManus et al., 2008; Lee
et al., 2013). At the same time, it also suggests that firms may use learning from past
disruptions and integrate disaster and recovery experiences to their resilience plan-
ning mechanisms to cope with future disruptive events (Helgeson et al., 2020).
Therefore, the premise of the model is that business disaster experience does not
necessarily predict future disaster planning behavior. The intended behaviors toward
future potential disruptions will depend instead on the resilience of the business via
its recovery function, which compares pre- and post-disaster business conditions and
measures the length of time at which the business achieves pre-disaster levels



performance or return to normalcy (see, e.g., Webb et al., 2002; Graveline &
Gremont, 2017).
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Fig. 6 Path analysis for the model proposed on the relationship between the multi-period mitiga-
tion and adaptation behaviors and business resilience and recovery

The theoretical model proposed in this chapter is a multi-period or dynamic
structural equation model that assumes that the recovery of a business in the
aftermath of a disaster relies on individual behavior toward pre-disaster mitigation
and post-disaster adaptation, after controlling for different factors including business
size, age, and sector. The model in Fig. 6 assumes that a business manager is faced
with the decision of implementing a mitigation action in t� 1, before the occurrence
of a potential disruptive event in t. If the disruption would occur in t, the business
manager would face another decision in t + 1 related to the adaptation action to be
implemented in that period. However, the feasibility of implementing an adaptation
action in t + 1 might be conditioned on the type of decision made in the previous
period, t � 1. This occurs because the choice option set, which is the potential set of
options that may be implemented by the decision-maker, is reduced after mitigation-
related decisions in t � 1 have been made (Helgeson et al., 2020). The learning
mechanism is represented when the individual incorporates the experience of miti-
gation and adaptation actions through recovery, which influences risk perceptions,
attitude, and behaviors in the next round of mitigation and adaptation decisions in
t + 3 and t + 5, respectively.

The schematic representation of this model is presented in Fig. 6.
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5 Conclusions and Future Directions

There is a consensus in the literature that supply chain resilience fundamentally
involves adaptation and learning. However, most supply chain scholars have focused
on the adaptive capabilities at the supply chain and organizational level of analysis
and less research has been devoted to explaining the role of post-event actualized
behaviors and intended behaviors toward future potential disruptions. One reason for
this is that until recently, disaster preparedness decisions and emergency manage-
ment activities were largely disconnected from supply chain resilience. In more
current literature, however, building supply chain resilience capabilities is consid-
ered to be a fundamental aspect of disaster preparedness and emergency manage-
ment. Not only is it important the early detection leading to implementing resilience
actions but also in understanding the business recovery function and decision-
maker’s intention to implement mitigation.

This chapter argues that more research is needed to understand this learning
process and provides a theoretical framework based on Ajzen’s Theory of Planned
Behavior (Ajzen, 1991). It suggests that the capacity of the firm to learn from past
disruptions by integrating those experiences in future mitigation decisions improves
preparedness for future events, enhance firm’s resilience, and hastens recovery.

The framework proposed in this chapter bridges between espoused theory and
theory-in-use. Espoused theories are those that are indicated by an actor that they
claim to follow, while theories-in-use are those that can be inferred from action taken
that can be observed by an external party without self-reporting by an agent.
Espoused theory and theory-in-use may or may not be consistent, and the agent
may not be aware of any inconsistencies. This is a challenge faced across the board
for the use of the TPB.

In future iterations it is important to incorporate other elements that could be
influential in this context, like an actor’s risk tolerance (which influences risk
perceptions and behavior attitudes), susceptibility to social norms, status quo/habit
“stickiness” (influences behavior attitudes), previous experience and event or risk
salience, and the extent of sufficient money and time to undertake mitigation
(influences actual behavior).

In future iterations consideration should be made for how best to control for the
extent of a disruptive event that leads to the next iteration of the firm’s disaster
planning. In addition, there are clear differences in the domains and objective
functions considered in resilience planning by the firm, which should be considered
in applications of the presented framework. Within each of the potential domains the
categories of mitigation and adaptation behaviors that can be taken are further
differentiated by whether they are available given characteristics of the agent (i.e.,
firm), such as geographic location, sector type, position in the supply chain, and
capacity constraints. This is left for future work.
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Toward a Resilient Supply Chain

Sandeep Ramachandran and Ganesh Balasubramanian

Abstract Supply chains are becoming increasingly global due to outsourcing and
global procurements. The deep reach of global supply chains induces supply chain
vulnerabilities and increases the supply chain network’s disruption risk exposure.
Firms need to build resilient supply chains to overcome natural calamities and
human-made disruptions. This chapter aims to elucidate the practices involved in a
firm’s journey toward building a resilient supply chain. Specifically, we focus on
three critical aspects of a firm: people, process, and technology. We provide indus-
trial applications and best practices for building resilient supply chains.

1 Introduction

Over the last two decades, firms are exploring ways to make their supply chains
more cost-effective and profitable. Consequently, supply chains are becoming
increasingly global. For instance, California-based Apple Inc’s contract manufac-
turers have 41 locations in China as of 2019. Also, among the rest of Apple’s
suppliers, 47.6% are located in China (Nellis, 2019). The deep reach of global
supply chains induces supply chain vulnerabilities and increases the supply chain
network’s disruption risk exposure. A disaster (natural or human-made), in a remote
part of the world, may impact a firm’s supply chain and may impede its ability to
conduct business as usual. For example, Ericsson reported a loss of $400 million due
to a fire accident at one of its supplier facilities that disrupted the material supply
(Norrman & Jansson, 2004). Land Rover laid off 1400 workers after supplier
insolvency in 2001 (Gow, 2002).
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Recently, the COVID-19 outbreak has caused a significant disruption in many
global supply chains. According to the report by Dun and Bradstreet ( ), 938 of
Fortune 1000 companies have their tier 1 or tier 2 suppliers based out of the Wuhan
region, which is considered to be the origin place of the COVID-19 pandemic.
Linton and Vakil ( ) showed that more than 12,000 supply chain facilities are
present in COVID-19 quarantined regions. The impact of such unprecedented
incidents on a firm’s profitability is well documented in the existing literature. For
example, Hendricks and Singhal ( ) conducted an empirical study on the long-
term stock price effect and equity risk effect of supply chain disruptions based on a
sample of 827 disruption announcements made during 1989–2000. Their analysis
revealed two significant findings. First, the firms that faced uncertain disruptions
underperformed by 33–40 percentage in stock performance compared to the industry
benchmark. Second, such firms did not recover quickly from the adverse effects of
disruptions.

2005

2020

2020
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To overcome such unprecedented incidents and sustain profitability, firms need to
build resilient1 supply chain networks (Sheffi, 2007). The recent COVID-19 out-
break has reiterated the importance of having a resilient supply chain. According to
Swiss VR Monitor (2020), a survey of 457 members of the board of directors across
Switzerland, though a majority of the board members agreed that they had a crisis
management organization before the COVID pandemic, only 32% of them had
carried out exercises with the crisis management team or had planned for a pan-
demic. A subsequent study by Deloitte Switzerland (2020) on the Swiss manufactur-
ing industry revealed that the pandemic has emphasized the importance of analyzing
supply chain dependencies frequently. The study summarizes five key consider-
ations toward building a resilient supply chain: supply chain configuration and
control, visibility, digitalization, collaboration, and flexibility. Sharma et al. (2020)
analyzed Twitter data from NASDAQ 100 firms to highlight the practical challenges
faced by firms during the pandemic. They revealed three key challenges: demand–
supply mismatch, technology, and the development of a resilient supply chain.

The journey toward supply chain resilience is entwined within the overall orga-
nizational capabilities. For example, organizational innovation is crucial for firms to
adapt to business landscape changes and to minimize organizational risk. Firms have
to develop dynamic capabilities such as adaptation, flexibility, and agility to be
resilient to disruptions in the global business environment (Lee & Rha, 2016). Thus,
a firm’s journey toward supply chain resiliency is not independent of its journey
toward organizational resilience.

In the context of the above discussion, we elucidate some key processes involved
in a firm’s journey toward building a resilient supply chain. Specifically, we focus on
three critical aspects of a firm: people, process, and technology. We adopt the 5-stage
supply chain maturity model proposed by the Supply Chain Risk Leadership Coun-
cil, 2013. Figure 1 illustrates the five stages of supply chain maturity.

1We adopt the definition provided by Christopher and Peck (2004) for resilient supply chain.
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Reactive Aware Proactive Integrated Resilient

Fig. 1 Five stages of supply chain maturity

Firms in the reactive stage are nascent to handling supply chain risk. They might
not have any specific process or resource allocated for risk monitoring and assess-
ment. However, as the firms mature in their capability to handle supply chain risks,
they move to the aware and proactive stages. By this stage, they would have started
mapping their supply chain, identified risky suppliers, and developed their risk
profile. However, in these stages, they might still lack an integrated and scalable
approach toward monitoring, assessing, and managing supply chain risk. Subse-
quently, firms move to the integrated and resilient stages. Figure 2 illustrates the
maturity model with people, process, and technology characteristics for various
stages.

2 People

In this section, we explain people’s role in a firm’s journey toward building a
resilient supply chain. At various stages of maturity, firms display different levels
of involvement of individuals/teams that handle supply chain risks. While a firm at
the reactive stage would not have any dedicated resources for supply chain risk
management, a firm at the aware stage would have at least some part-time resources
allocated for managing supply chain risk. Subsequently, as the firm matures to the
proactive stage, it will have full-time resources dedicated to managing supply chain
risk. Further, in the integrated stage, firms typically would have established a supply
chain stakeholder council with all internal business units for supply chain risk
management.

Generally, firms in the first two stages of maturity (reactive and aware) would
have a piecemeal fashion of addressing supply chain risk. For such firms, the first
step in the journey toward resiliency is identifying the people responsible for
managing supply chain risk. It is crucial to structure a core team that would assess
and address the supply chain risk. We explain the risk assessment processes in
Sect. 3. This core team ensures a holistic approach toward managing risk with
stakeholders from various functions of the organization. Figure 3 illustrates a
suggestive (not exhaustive) list of stakeholders with whom the core team can
coordinate for assessing and managing risk.

Continuous risk assessment and risk-sharing with top management support are
critical to building supply chain resilience (Ponomarov & Holcomb, 2009). Hence,
the core team that runs and manages the risk program should be under the direct line
of sight of a C-level (top management) executive. This executive sponsor from the
top management should be made accountable for the risk program. The core team



shall be responsible for the risk program of the organization. A suggestive list of the
core team’s roles and responsibilities is given below.
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Reactive 

•People: No dedicated resource of supply chain risk management

•Process: No standard processes for risk monitoring and assesment

•Technology: Unscalable home-grown systems, Spreadsheet based risk register

Aware

•People: Part-time resources for supply chain risk management

•Process: Supplier identification, basic supply chain mapping with focus on tier 1 
suppliers

•Technology: Monitor events that affects the supply chain

Proactive

•People: Dedicated resource of supply chain management

•Process: Risk factors have been idenfied to build the risk profile

•Technology: Visualization of risk assesment is available

Integrated

•People: Supply chain risk council

•Process: SOP and Playbooks are available

•Technology: Intelligent risk systems that can monitor risks, asses risks, and 
coordinate with various teams, and mitigate risks

Resilient

•People: Centre of excellence with all internal business units

•Process: Induce design for resiliency in new products

•Technology: Automated systems with AI and ML capabilities

Fig. 2 People, process, technology characteristics of firms in different maturity stages

1. Define the scope of the risk program
2. Continuous monitoring and triaging of events that could have an impact on the

supply chain
3. Setting up of standard operating procedures and playbooks
4. Conducting periodical risk evaluations and ensuring that suppliers have a robust

business continuity plan
5. Coordinating with all key stakeholders to mitigate any identified risk
6. Conducting tabletop exercises internally (with various functions) and externally

(with suppliers)
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Core Team

Procurement

Manufacturing

Logistics

Product 
Development

Customer 
Service

IT/Vendor 
management

Finance

Quality

Enterprise 
Risk 

Management

Business 
continuity

Legal

Fig. 3 Functions with which the core team coordinates

7. Ensuring program compliance (internal and external) and periodic status
reporting to the risk council

8. Highlighting the importance of risk and influencing new product introductions
and supplier selections

Firms at the forefront of supply chain resilience incorporate the participation from
the leadership team of their suppliers in their risk programs as a best practice. The
risk executives should interact with the suppliers’ leadership team regarding the risk
program regularly. As the firm moves toward a resilient phase, the risk program’s
scope should expand to include other business units and entities, and the overall
program should be governed and directed by a firm-wide center of excellence
(COE). To ensure the risk program’s internal adoption, the procurement managers,
category managers, and purchasing managers should have risk management as a part
of their key responsibilities. In addition to cost-saving targets, strategic sourcing and
managing supply chain risk should become a part of a procurement manager’s
responsibilities.



3 Process

In this section, we focus on the processes involved in assessing and managing risk.
Firms at different stages of the maturity level would have different processes
established as a part of their risk program. Our objective is to provide a general
framework of the key processes involved in assessing and managing risk. Thus, we
attempt to provide answers to some of the common questions faced by firms while
designing their risk programs.
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1. How does a firm select the suppliers for the supply chain risk program?
2. What are the processes involved in supply chain risk mapping?
3. How to ensure continuous monitoring of supply chain risk?
4. How should firms analyze and mitigate risk?

Extant literature on supply chain risk management provides various steps
involved in building an effective risk management program. For example, Hallikas
et al. (2004) identified a four-step process: risk identification, risk assessment, risk
management, and risk monitoring. Note that risk classification is a prerequisite for
the effective identification of supply chain risk. At a basic level, one can classify
supply chain risk as internal risks (risks arising due to internal processes) and
external risks (risks arising from external factors). Figure 4 illustrates a comprehen-
sive classification of supply chain risk provided by Christopher and Peck (2004).
Additionally, there are other contemporary risks such as cybersecurity risk, compli-
ance risk, financial market risk, recovery capability, and brand goodwill risk.

• Disruptions on internal processes

• Disruptions on supporting activities such as transport, communication, and infrastructure that affect 
internal processes

Process risk

• Risks arising from misapplication of rules. 

• Rules in a supply chain context can be order quantities, batch sizes, and safety stock policies

Control risk

• Disruptions on product flow, information flow, cash flow with upstream suppliers

Supply risk

• Disruptions on product flow, information flow, cash flow with downstream customers

Demand risk

• Disruptions that affects all the firms of a supply chain network

• Examples: product contamination due to quality non-compliance

• Natural disasters

• Accidents that affects the nodes in the supply chain

Environmental risk

Fig. 4 Classification of Supply chain risk



3.1 Risk Score

Supplier selection for the risk program starts by assigning a risk score for each
supplier associated with a firm. Each supplier’s risk score shall include risk factors
such as sourcing risk, quality risk, location risk, financial risk, technology risk,
cybersecurity risk, sustainability practices risk, and compliance risk. Firms often
quantify a composite risk score for every supplier (product/components/site), incor-
porating specific weights to different risk factors mentioned above. For example, a
supplier’s financial health may contribute say 20% to its overall risk score. At the
start of the risk program, firms should select a tractable number of risk factors to
compute suppliers’ risk scores. Once every supplier has been assigned a risk score,
firms can set thresholds to classify their suppliers into low-risk, medium-risk, and
high-risk categories. Risk factors and thresholds should be iteratively adjusted so
that the number of suppliers in the high-risk category at the start of the program is
tractable.

Cisco’s supplier resiliency index: Cisco created a supplier resiliency index for
measuring the risk associated with its suppliers. The key metrics used were
supplier financial health, supplier business continuity plan compliance, pre-
ferred supplier status, and new suppliers. Cisco’s supplier resiliency score
varies from one to ten with one indicating not resilient and ten indicating very
resilient.

(Source: Miklovic and Witty 2010)

3.2 Risk Mapping

Risk mapping and supply chain transparency are vital elements for building a
resilient supply chain. However, according to Deloitte Global Chief Procurement
Officer Survey 2018, only 6% of the CPOs surveyed reported full transparency of the
entire supply chain. The survey revealed that 54% have only limited visibility below
tier 1 suppliers and 11% have no visibility below their tier 1 suppliers. But, many
issues may originate at the sub-tier level (suppliers of tier 1 suppliers). Hence, firms
must map their supply chain to the lowest sub-tier level possible. In the process of
mapping, it is common to find that the bill-of-materials increases exponentially as a
firm starts mapping its products and services from its sub-tier suppliers. Hence, it is
pragmatic to conduct this exercise as an iterative process. To start with the supply
chain risk program, firms may start mapping the products and services sourced from
their tier 1 suppliers. We list some of the industry best practices and common
challenges faced by firms during the supplier selection and the risk mapping process
below:
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• Unique supplier identification: Quite often, a single supplier may be listed using
different names (using acronyms, subsidiary names, and the region of operation)
in the firm’s database. Hence, it is crucial to conduct a data cleaning process
where every supplier gets a unique identifier/reference.

• Data cleaning: Firms often do not update and clean the data related to their bill-
of-materials. The presence of obsolete and invalid parts in the Enterprise
Resource Planning (ERP) system makes the mapping process difficult for the
firm and its suppliers. In such situations, it is a common practice that firms
identify and focus initially on the most used parts in the last 6 months and the
parts that will be used in the next 2 years. Henceforth, we refer to this list as the
clean list of parts.

• Data collection: Once a firm identifies the clean list of parts, it should collect as
much data as possible regarding these parts from its direct suppliers. Some of the
commonly collected data are supplier part number, manufacturing site informa-
tion, activity conducted at various sites (such as manufacturing, warehousing,
assembly, and testing), recovery capability at each of these sites, emergency
contact details for each of the sites, alternate sites, contact details, and alternate
site’s recovery capabilities. The firm should ideally capture the business conti-
nuity plan of the supplier’s sites in the data along with cybersecurity capability,
IT backup, power backup, communication backup, fire and safety plan, and
pandemic plan.

• Sub-contractors: The firm should collect the details of the sub-contractors, their
locations, contact information, and alternate options. It should analyze the depen-
dencies of its suppliers on their respective sub-contractors.

• Information sharing: The process of building supply chain transparency includes
information collection from suppliers through assessments. A suggestive list of
various domains for information collection is as follows: cybersecurity, financial
security, policy compliance, quality compliance, and law compliance. While
collecting the suppliers’ information, firms should be cognizant of the fact that
the suppliers may offer their products to multiple firms, and providing compliance
reports in different formats to various firms can be exhausting and may lead to
supplier fatigue. Many suppliers choose to be members of alliances such as the
Responsible Business Alliances (RBA). Membership in such alliances requires
the suppliers to be compliant across various categories and hence signals the
suppliers’ trustworthiness to firms. Such memberships can benefit the suppliers
and their clients.

• Timeline and milestones: Collection of supplier information and the risk mapping
activity can take several months to be completed. Hence, we recommend firms
start the risk monitoring process (which we explain in Sect. 3.3) as soon as they
finalize the initial list of suppliers for the risk program. Firms should set specific
timelines and milestones for risk mapping. For example, collect information from
say 80% of tier-I suppliers within the first 90 days.

• Reluctance toward data sharing: While many suppliers might be comfortable
sharing the data related to their products and their manufacturing capabilities,
they might be reluctant in sharing their procurement sources and supplier data.
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This reluctance is reasonable since sharing sub-tier supplier data provides oppor-
tunities for the firm to bypass their direct suppliers and directly approach the
downstream sub-tier suppliers for lower costs. In such situations, firms should put
effort into developing trust with the suppliers. For example, initially, firms may
request mapping information only for critical parts (based on the revenue impact/
product criticality) and then iteratively improve and acquire more data as the
suppliers gain confidence in the risk program. Firms should communicate and
convince the suppliers that the risk program is a collaborative activity to improve
the entire supply chain network’s resiliency.

• Skin in the game for the supplier: A firm’s risk program should not be indepen-
dent of its tier 1 and sub-tier suppliers. Thus, it is crucial to incentivize suppliers
to participate actively and engage in the risk program. For example, firms should
include the supplier’s supply chain risk program, mapping capabilities, supplier’s
response to disaster events, and collaboration in the overall supplier scorecard.
Suppliers can use their involvement in the risk program as a marketing tool to
attract new customers and to get a preferred supplier status for further business
development.

• Refreshing the data: The risk program’s effectiveness depends primarily on
refreshing the data and on iterative improvement. Hence, it is crucial to conduct
data refresh exercises with iterative improvements. For instance, any change in
supplier details such as warehouse location, risk score, and contact information
should be reflected in the refreshed data.

• Revenue-impact criteria: The fraction of total spend on a part is a traditional
criterion used by firms to prioritize the crucial parts for risk mapping. However,
firms should also consider the impact of a particular part on the revenue of the
firm. For example, a small part (from a sub-tier supplier) may not qualify in the
spend criterion, but it might substantially impact the revenue.

• Audits and Tabletop exercises: Resilient firms often conduct frequent audits,
tabletop exercises, and drills with their major suppliers.

3.3 Risk Monitoring

Risk monitoring is a continuous process that requires a system to monitor, assess,
and initiate actions on various risks. Technology plays a crucial role in establishing
an effective risk monitoring system. Artificial intelligence and machine learning
systems can be used to correlate world events with your supply chain network. These
intelligent systems use natural language processing techniques to aggregate events
from millions of sources (news and social media) and categorize them based on their
potential impact on the supply chain network. Firms can input relevant keywords
into the system to track and receive information on various events such as hurri-
canes, earthquakes, forest-fire, tsunami, floods, flash floods, volcanic eruptions,
terrorist attacks, pandemics, coups, labor strikes, political instability, and material
shortages. Firms with a global supply chain footprint should deploy monitoring



systems that are intelligent to compile different languages and filter relevant infor-
mation from news, article aggregators, and social media.

Firms should design a crisis response process, in which thresholds are established
by prioritizing various risk events. Some of the metrics that can be used to develop
the thresholds include the region of impact, the number of sites affected, the number
of parts (components) involved, the number of single-sourced items affected, recov-
ery time, the effect on shipments, and importantly, the impact on revenue. The
escalation protocols in the system should be defined based on these thresholds. For
example, a high-priority event can trigger emails and alarms to the leadership team
and all key stakeholders, including the suppliers. The relevant stakeholders can then
meet in a virtual war-room, where the mapping information is readily available. The
stakeholders conduct a risk assessment using what-if analysis and estimate the
possible impact. Finally, the firm initiates the risk mitigation actions and debriefs
to learn and improve.

3.4 Risk Prioritization and Mitigation

In Sect. 3.1, we discussed categorizing a firm’s suppliers as high-risk, medium-risk,
and low-risk suppliers based on each supplier’s risk score. Proactive identification of
various risk factors associated with suppliers helps firms to assign the risk score.
Once the prioritization is complete, the firm assigns high-risk suppliers for the
mitigation process.

A typical risk mitigation process consists of the below four steps:
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1. Decide the set of high-risk suppliers/materials based on the risk score.
2. Identify the people who will be responsible for various risk mitigation processes

and assign individual responsibilities.
3. Periodical reporting of the mitigation progress to the risk program owner.
4. Develop, test, and iteratively improve playbooks and standard operating

procedures.

Firms with mature risk management practices establish a technology-enabled
system capable of analyzing and prioritizing risk based on pre-defined criteria.
Such a system allows the risk team to focus its effort on the mitigation processes.
They succeed in establishing a process to manage the mitigation effort that provides
visibility on the progress, playbooks launched, and the actions implemented. Once
the mitigation is over, they re-evaluate the high-risk supplier’s risk score to ensure
that the supplier’s risk has been reduced to moderate/low risk.
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Tackling Natural Disasters Through Risk Monitoring and Mitigation
Hurricanes Harvey (category 4) and Irma (category 5) disrupted many supply
chains when they made their landfall in Texas and Florida in August–October
2017. The white paper released by Resilinc discusses how Biogen, a pharma-
ceutical company, was able to take proactive actions using the services
provided by Resilinc. As per the white paper, Biogen’s security and supply
chain team members were proactive in understanding that the hurricane
Harvey made little impact on its supply chain footprint. This assessment,
enabled by Resilinc’s services, helped Biogen’s employees to revert to busi-
ness as usual saving several productive manhours. During the time of the
hurricane Irma, Biogen was able to proactively advance the shipments from its
Florida supplier’s site to Kentucky site to avoid shipment delays.

Source: Biogen & Resilinc Case Study: Proactive Risk Mitigation in
Hurricane Season (2018, May 29)

4 Technology

Technology enables firms to monitor, prioritize, and mitigate risk. In Sects. 3.3 and
3.4, we discussed the importance of setting up a continuous risk monitoring system
and designing a crisis response process leveraging the capabilities of contemporary
technological systems. In this section, we highlight some of the best practices and
recent technology trends.

Virtual War Rooms:
For firms with a global supply chain footprint, it is important to have the entire
impact information of a disruptive event available in one central place. A virtual war
room is used as a command center where all the details about the disruptive event,
such as the detailed commentary of the event (with live updates), products impacted,
suppliers impacted, parts impacted, alternate suppliers/sites list, sub-tier suppliers
impacted, and the contact information of the supplier sites are available. Such a
facility allows the risk team to quickly identify the high-risk materials/suppliers and
gaps in the business continuity plan. The virtual war room facilitates the risk team to
conduct what-if analysis to review various possible scenarios. For example, if a
hurricane is expected, the risk team can estimate the impact of various paths that the
hurricane could take. Technology enables the firms to draw different hurricane
trajectories on a map that has mapped the firm’s suppliers. This ability to simulate
various trajectories helps the firm be prepared and take proactive measures to avoid
or minimize the impact.

Interactive Dashboards:
Interactive dashboards provide a customizable view of a firm’s supply chain foot-
print on a map with the locations and other details of the suppliers, sub-tier suppliers,
and contractors. Such dashboards allow the firms to filter by regions, supplier type,



and risk type. Smart dashboards can connect multiple systems such as order man-
agement, planning, or transportation systems through native or custom integrations.
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Spreadsheets to Smart Systems:
Firms should move from spreadsheet-based risk registers to smart systems. Smart
systems are logic-based digital workflow systems that can initiate a set of actions
based on the severity of incidents. They are capable of creating and tracking multiple
tasks, setting automated reminders, and triggering automatically assigned tasks
based on some pre-defined criteria. For example, when a supplier is impacted due
to a disruptive event, the system can assign a task to a team member and activate a
playbook. The member will immediately get notified about the action to be taken.
Automated systems can notify suppliers about possible disruption and seek confir-
mation about their impact. Such automation helps to reduce the time required to
analyze the impact so that firms can take proactive measures.

Scalability and Flexibility:
The risk systems should handle a large volume of information such as supply chain
mapping, business continuity, cybersecurity, finance, and compliance data. These
systems can aggregate data based on set criteria to display supplier profiles along
with their risk scores. Since risk management is a continuous and iterative process,
these systems must be scalable and yet flexible for changing the criteria of various
thresholds.

Collaboration:
Contemporary risk management systems support contextual communication where
the internal teams and suppliers can interact over virtual platforms. Communication
systems keep digital records of the analysis, actions, and mitigation efforts.

AI and Machine Learning:
AI and machine learning systems leverage previous events’ digital records to predict
the suppliers/parts/sites that might be impacted due to a future event. For example,
intelligent systems can correlate the type of previous events with the purchase order
data to predict which purchase orders could be affected in the future due to a similar
event. AI systems can also correlate various types of events with the market price of
commodities to give useful insights to firms.

5 Conclusions

Supply chain risk continues to be a relevant topic of discussion in industrial practice
and academia. Many firms, especially those with a global supply chain footprint, are
focusing on improving the resiliency of their supply chain network. The COVID-19
pandemic acted as a litmus test for many firms to check their supply chain resilience.
The disruption caused by this pandemic has motivated firms to improve the resil-
iency of their supply chains. In this context, we discuss the processes and best
practices that will help firms manage their supply chain risks and move toward
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supply chain resiliency. Specifically, to design and implement an effective risk
program, we focus on three key aspects of a firm: people, process, and technology.
First, we discuss the formation of a risk core team that coordinates with various other
functions in a firm to manage its supply chain risk. We present a suggestive list of the
core team’s roles and responsibilities. Next, we discuss various processes such as
assigning risk scores, risk mapping, risk monitoring, and risk mitigation. Here, we
highlight the importance of continuous monitoring and the crisis response process.
Further, we discuss the key practical challenges faced by the firms while
implementing risk assessment, risk monitoring, and risk mitigation processes.
Finally, we discuss technology’s role in monitoring, prioritizing, and mitigating
supply chain risks. Here, we emphasize the importance of technology-enabled
virtual war rooms and other decision support systems such as interactive dashboards
and smart digital workflow systems. It should be noted that the proposed framework
and suggestive list of processes are general and not industry-specific. Hence, every
firm should customize its risk program to capture the specific nuances of its industry
and market dynamics.
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Integrated Optimization of Resilient Supply
Chain Network Design and Operations
Under Disruption Risks

Zhimin Guan, Jin Tao, and Minghe Sun

Abstract In recent years, supply chain disruptions caused by unexpected events
have occurred more and more frequently, and these disruptions have been proven to
have both short- and long-term negative impacts on supply chain operations and on
corporate profitability. Thus, it is imperative to first analyze and understand the
effects of these risks and then develop solutions to mitigate their impacts. In this
study, an optimization approach is developed for integrated design and operations
for resilient supply chain networks with disruption risk considerations. A mixed
binary integer programming model is formulated for this purpose. Scenarios are used
to describe disruption events of the facilities, and disruption events may take place at
multiple facilities at the same time in a scenario. Uncertainties in supplies, demands,
and prices are also considered. A region-wide dual-sourcing strategy, strategic
emergency inventories, and alternative sourcing facilities are used in the supply
chain network design stage to increase network resilience. The Sample Average
Approximation method is used to solve the proposed model with disruption risk
considerations. An illustrative example is used to demonstrate the validity of the
model and sensitivity analysis results are reported to examine the effects of impor-
tant parameters on the performance of the resulting resilient supply chain networks.
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1 Introduction

With the economic globalization, many supply chain networks (SCNs) span wide
geographic areas and involve many business firms. The relationship among the
business firms in a SCN has become increasingly complex. At the same time,
SCNs have changed the environment and conditions of the global economy. While
helping business firms increase their profits, SCNs also face challenges of supply
chain disruption risks. Supply chain disruption risks may cause significant casual-
ties, property losses, ecological environment destructions, and/or serious social
harms. According to the origins, characteristics, and mechanisms, disruption risks
generally can be divided into natural hazards, accidental disasters, public health
emergencies, and public safety events. In spite of the low occurrence probabilities of
these disruption risks, the subsequent impacts are huge and the consequences are
difficult to control once happened. A disruption event may cause irrevocable dam-
ages on the whole SCN. All such disruption events are considered to be low
probability and high impact causing significant damages to business operations.

In recent years, supply chain disruptions caused by unexpected events have
occurred frequently. Events like the September 11 Attacks and Hurricane Katrina
brought huge disasters to different SCNs (Tang, 2006a; Snyder, 2003; Sheffi, 2005;
Barrionuevo & Deutsch, 2005; Latour, 2001; Mouawad, 2005). These disruption
events showed high risks and changed the characteristics of the modern business
environment. Although international SCNs are believed to be stronger and more
reliable, in fact, many such international SCNs are fragile and easy to fail when
unexpected disruption events happen. For example, the disastrous earthquake and
the following tsunami struck Japan in March 2011 not only caused heavy casualties
and property losses, but also halted the production in a broad spectrum of the
industries in the northeast of the country because of plant ruins, transportation
blockages, and/or power outages. As a consequence, the global electronics industries
underwent a large supply shortage since Japan is the major supplier for electronics
components such as semiconductors, LCD panels, flash memory chips, and so on
(Clark & Takahashi, 2011). Many such disastrous SCN disruption events have
happened in the last two decades (e.g., Miller, 1992; Christopher & Peck, 2004;
Yang et al., 2004; Boyle et al., 2008; Tang, 2006b; Rodrigues et al., 2008;
Kleindorfer & Saad, 2005; Prater, 2005; Tomlin, 2006). The COVID-19 pandemic
is a more recent noteworthy incident in supply chain disruptions. A hard-hit area is
the auto parts and supplies industry. More than 80% of the world's auto parts are
made in China. According to data reported, the export value of auto parts from China
exceeded 60 billion US dollars in 2019, of which 40% was exported by subsidiaries
of foreign-funded enterprises in China. According to reports, Hyundai Motor Com-
pany closed a major assembly line in Ulsan, South Korea, due to the disruption of
parts supply from China caused by the COVID-19 pandemic, and further



aggravation of the impact of the pandemic may force it to stop the operation of three
factories in South Korea, which account for 40% of its global production1.
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Traditional SCN design theory and methods are facing new challenges because of
the huge destructions caused by disruption events. Compared with the traditional
risks such as demand and price uncertainties, these disruption risks are accidental but
more destructive to SCNs, which makes the study of SCN optimization under
disruption risk considerations particularly important (Park et al., 2013; Fujimoto &
Park, 2014; Paul et al., 2016; Gao et al., 2019). So far, most of the studies assume
that facilities are always available. Carefully constructed plans from traditional SCN
design models can be severely ruined if they fail to consider disruption risks in the
design phase and therefore do not have countermeasures when disruptions do strike.
However, no matter how secure a SCN is, it cannot completely avoid disruption risks
such as natural disasters, operational accidents, etc. Since disruption events cannot
be avoided completely, the key is to reduce the impacts of disruption events to
SCNs. Therefore, considering the disruption risks in the designing process, giving
the SCNs the ability to quickly return to normal operational conditions after disrup-
tions, and designing resilient SCNs will undoubtedly have important value and
significance.

The design and operations of SCNs in the petroleum industry motivated this study
and the oil industry in northeast China is used as an illustrative example. Crude oil
plays a vital role in the development of the world economy because it is one of the
most important energy sources and the most important raw material of the petro-
chemical industry. Two oil crises in the 1970s caused tremendous damages and
impacts to the economies and social lives of the oil importing and consuming
countries. In recent years, there is an upward trend in the occurrences of unexpected
oil supply disruption events causing oil supply failures (Manuj & Mentzer, 2008;
Tong et al., 2011; Tverberg, 2012; McKillop, 2005; Mitchell & Mitchell, 2014). An
oil SCN is a complex system that connects the business firms of different functions
including supplies, production, storage, alternative sourcing facilities, transporta-
tion, and sales. Currently, oil SCNs have various problems (Varma et al., 2008;
Chen, 2008) such as unreasonable locations of refineries, unreasonable locations of
crude oil reserve bases and oil product reserve bases, imperfect transportation
networks, lack of the ability to cope with emergencies, and so on. Based on the
above reasons, oil energy security has become a strategic issue for the sustainable
economic development and national security of China in the new century and has
now caused wide concerns of relevant government departments and the general
public. Therefore, considering disruption events in the SCN design and operations
decisions will enable the SCN to recover quickly from disruptions and ensure stable
operations and profits of the business firms involved in oil SCNs.

The remainder of this chapter is organized as follows. In Sect. 2, a general review
of the relevant literature is provided. Section 3 describes the problem studied.
Section 4 presents the mathematical model. Section 5 describes the solution method.

1https://www.sohu.com/a/376649906_466840

https://www.sohu.com/a/376649906_466840


Section 6 shows an illustrative example for verifying the proposed model and
presents the sensitivity analysis results. Most of the data used in the illustrative
example are presented in the Appendix. Finally, conclusions are drawn and future
works are outlined in Sect. 7.
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2 Literature Review

There is an emerging literature dealing with disruption risks in SCN design and
operations. About SCN resilience, Muckstadt et al. (2001) considered that enhancing
cooperation among SCN members and reducing uncertainty of the operating envi-
ronment were effective methods to make supply chain resilient. Sheffi (2001)
proposed the use of double suppliers to improve SCN resilience and provided a
qualitative analysis. More and Babu (2008) developed a unified SCN resilient
research framework. Soni and Jain (2011) proposed a new framework for supply
chain resilience leveraging existing knowledge and offering a better understanding
of the available notion in the literature. Boin et al. (2010) outlined a new method of
studying resilient supply chains for extreme situations. Hasani and Khosrojerdi
(2016) studied SCN design under disruption and uncertainty considering resilience
strategies. Fattahi et al. (2017) considered a responsive and resilient SCN design
under operational and disruption risks with delivery lead-time sensitive customers.
Ghavamifar et al. (2018) explored the practical application of a bi-level model in a
resilient competitive SCN. Azad and Hassini (2019) investigated the design of
reliable SCNs to make them resilient to unpredictable disruptions.

Many scholars studied SCN resilience and some of them proposed quantitative
models to enhance SCN resilience. However, most of the models consider only one
resilience strategy, and cannot increase the SCN resilience obviously when multi
disruption events strike.

Many scholars reported studies about SCN design (Bidhandi et al., 2009) and
some of them studied SCN design and operations under risks using quantitative
models. Klibi et al. (2010) presented a critical review of the optimization models
proposed in the literature and also discussed the importance of robustness, respon-
siveness, and resilience of SCNs. Peidro et al. (2009) reviewed the relevant literature
in supply chain planning methods under uncertainty. Cui et al. (2010) developed a
mixed integer programming (MIP) model and a continuous approximation of the
model for the uncapacitated fixed cost facility location problem under facility
disruption risks. Peng et al. (2011) proposed a MIP model minimizing the nominal,
i.e., without disruptions, cost while reducing the disruption risks using thep-robust-
ness criterion, and solved the problem with a heuristic procedure. They demonstrated
the tradeoffs between nominal cost and system reliability concluding that substantial
improvements in reliability were often possible with minimal increase in cost. Klibi
and Martel (2012) provided a risk modeling approach to facilitate the design of
SCNs and to evaluate operations under uncertainty. Two cases were studied to
illustrate the key aspects of the approach and to show how the approach could be



used to obtain resilient SCNs under disruptions. Baghalian et al. (2013) developed a
stochastic mathematical programming formulation for designing a multi-product
SCN comprising of several capacitated production facilities, distribution centers
(DCs) and retailers under disruptions. Sabouhi et al. (2018) proposed a two-stage
possibilistic-stochastic programming model for integrated supplier selection and
SCN design under disruption and operational risks. Al-Othman et al. (2008) devel-
oped a multi-period stochastic planning model of a petroleum business operating in
an oil producing country under uncertain market conditions. In the model, the
uncertainties are introduced in market demands and prices. Oliveira and Hamacher
(2012) presented a multi-product and multi-period supply investment planning
problem considering network design and discrete capacity expansion under demand
uncertainty. Hamdan and Diabat (2020) proposed a bi-objective two-stage model
using robust optimization techniques under the disaster scenarios. Goh et al. (2007)
developed a multi-stage stochastic programming model for a global SCN with
objective functions of maximizing profits and minimizing risks, and proposed a
solution method based on the Moreau-Yosida regularization (Hiriart-Urruty &
Lemarchal, 1993). Mitra et al. (2009) used fuzzy mathematical programming
methods for multi-site, multi-product, and multi-period SCN design under an uncer-
tain environment. Georgiadis et al. (2011) used a linear MIP model to study the SCN
design problem under time varying demand uncertainty. The global optimal solution
of the linear MIP model was obtained by using the standard branch and bound
technique. Mirzapour Al-e-hashem et al. (2011) proposed a multi-objective
nonlinear MIP model for a SCN with multiple suppliers, multiple manufacturers,
and multiple customers, addressing a multi-site, multi-period, and multi-product
aggregate production planning problem under uncertainty. The objectives are the
minimization of the total cost and the minimization of the total customer dissatis-
faction represented by the sum of the maximum shortages. Li et al. (2013) explored a
generalized supply chain model with supply uncertainty. Although an approach has
not been developed for systematic SCN design under disruption risks, the results of
these studies provide theoretical basis and technical methods for this study. How-
ever, as Paul et al. (2016) pointed out, most of the previous studies considered only
one risk factor such as uncertainty or disruption in a single stage and very little has
been done in developing quantitative models to manage other risks, such as imper-
fect production processes, and disruptions in production, supply, and demand, as
well as their combinations.

Integrated Optimization of Resilient Supply Chain Network Design. . . 209

There is also a growing body of literature addressing strategic emergency inven-
tories (Schmitt, 2011; Sheffi, 2005; Lücker et al., 2019), which should be held
throughout the supply chain to withstand disruption risks. Yin and Rajaram (2007)
considered the joint pricing and inventory control problem using a Markov chain. In
addition, many researchers studied the problem of supplier selection. Sawik (2013,
2014a, b, 2015) studied the problem of optimal selection and protection of portion
suppliers and determined order quantity allocation in a supply chain with disruption
risks. Considering the static and price-sensitive demand environment, Yu et al.
(2009) assessed the effect of disruption risks to the single- and dual-sourcing models



through the comparison of the expected profit functions, and illustrated how to make
purchase decisions through a numerical example.
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In this study, an integrated optimization approach is developed for the design and
operations decisions of resilient SCNs under facility disruption risks and conven-
tional risks. A binary MIP model based on stochastic scenarios is proposed to solve
the problems. This study is different from previous studies mainly in the following
three aspects: (1) According to the specific characteristics of oil supply chains, a
four-echelon supply chain structure, including suppliers, plants, DCs, and demand
areas, is studied. The optimization of design and operations from the perspective of
the whole oil SCN in northeast China is studied as an illustrative example. The
conclusions drawn from the numerical analysis provide more insights into the oil
SCNs. (2) Rather than considering only disruption risks or conventional risks as in
previous studies, both disruption events such as natural hazards and uncertainties
such as fluctuations in prices and demands are considered in this study. Disruption
events may take place at multiple facilities in a SCN at the same time. Stochastic
scenarios are used to describe uncertainty risks which make the solutions of the
proposed model closer to reality. (3) Three resilient strategies, i.e., region-wide dual-
sourcing, strategic emergency inventories, and alternative sourcing, are used in SCN
design. (4) An optimization approach is designed for problems with a large number
of scenarios. As pointed out by Santoso et al. (2005), most existing approaches for
SCN design under uncertainty are suited for small numbers of scenarios. Consider-
ing a SCN with just 50 facilities, each facility is vulnerable to two possible disruption
conditions, and each disruption event is independent, then there are a total of 450

possible scenarios, that is far more than most of the existing approaches for SCN
design can handle. In this study, a recently proposed sampling strategy, the Sample
Average Approximation (SAA) method (Kleywegt et al., 2001; Shapiro & Homem-
de-Mello, 2000; Mak et al., 1999), is used to solve the integrated optimization
problem of SCN design and operations decisions under disruption risks and con-
ventional risks. The SAA method uses discrete scenarios to handle the randomness
in a stochastic optimization model by means of Monte Carlo simulation, so as to
facilitate the solution process of the model. As the number of scenarios becomes
large, the sample average of the objective function values will approach the expected
value of the objective function, and the solution obtained will be a good approxi-
mation of the optimal solution, of the model. Furthermore, the number of scenarios
can be adjusted in the solution process to achieve the desired precision of the
approximation. Given the stochastic nature of the disruptive risks considered in
the SCN, the SAA method is suitable in solving the resilient SCN design problem
under disruption risks. Because of the stochastic nature of the model and the large
number of binary variables involved in the model, exact solution methods directly
using a commercial software such as IBM® ILOG® CPLEX® (IBM, 2022) may not
be able to solve the problem within a reasonable amount of computation time.
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Fig. 1 The SCN structure considered in this study

3 Problem Description

A manufacturer usually purchases its raw materials from a number of suppliers and
distributes its final products to many customers through DCs. In the oil industry, a
manufacturer needs to choose locations for its refineries and DCs among several
candidate sites. With the rapid development of the global economy, the market
environment is becoming more dynamic and unstable. Transactions between busi-
ness firms are becoming complicated. Many disruption risks exist in the business
environment. To avoid losses caused by disruptions, a business firm needs to
consider the reliability of the whole SCN from a strategic perspective. When
disruptions occur, the business firm should have the ability of mitigating risks in
the SCN through coordination and cooperation among the members of the SCN.

In this study, a four-echelon SCN optimization problem is considered. The four
echelons include suppliers, plants, DCs, and customer demand areas. The suppliers,
plants, and DCs are collectively called facilities. In the following, a customer
demand area is simply called a customer. The locations of the suppliers and
customers are given and candidate or potential sites for plants and DCs are chosen.
It is not necessary to use all potential suppliers and it is also not necessary to
construct plants or DCs at all potential sites. Therefore, the SCN design problem is
to determine which potential suppliers to use, at which potential sites to construct
plants and DCs, and the quantities of materials and products to transport among the
various facilities and customers. A typical SCN is depicted graphically in Fig. 1. The
facilities and customers are called nodes and the roads between facilities and/or
customers are called arcs in the SCN.
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Two types of risks in a SCN are considered. The first type of risks includes
conventional risks coming from uncertainties in supplies, demands, and prices such
as production delays, demand variations, and price fluctuations. To deal with the
conventional risks, each plant or DC may hold a certain amount of safety stock, a
plant may choose more than one supplier to purchase its raw materials, and a DC
may choose more than one plant to purchase its products. The second type of risks
includes disruption risks stemmingmainly from the following three factors: (1) emer-
gencies in daily operations, such as industrial accidents that may cause equipment,
vehicle, and/or inventory damages, (2) natural disasters such as earthquakes, hurri-
canes, storms, debris flows, etc., and (3) terrorism and political instability. Due to
disruption risks, the supplies of facilities in a SCN may stagnate.

Scenarios are used to describe the disruptions of the facilities and the fluctuations
in supplies, demands, and prices. However, the influence of each scenario on the
capacities of the SCN facilities is different. Disruption events may take place at
multiple SCN facilities, i.e., at suppliers, plants, and/or DCs, at the same time in one
scenario. Three strategies, i.e., dual-sourcing or region-wide dual-sourcing, strategic
emergency inventories, and alternative sourcing facilities, are proposed to cope with
disruption events. When disruption events happen, strategic emergency inventories
can provide different quantities of key raw materials or products to other facilities in
the SCN. Therefore, overall collaboration among facilities in the SCN is achieved
and the ability of the SCN to cope with failure events is enhanced with low sharing
costs. After the disruption events, plants and DCs in the SCN can choose alternative
sourcing facilities to provide the unmet demand of raw materials/products to ensure
that the facilities in the SCN will continue to operate. A dual-sourcing strategy
indicates that a buyer uses two suppliers, one of which may dominate the other in
terms of business share, price, reliability, and so on. A region-wide dual-sourcing
strategy is on the basis of the dual-sourcing strategy by selecting different upstream
facilities from a different region to provide better network coverage and, hence, to
enhance the resilience of the network infrastructure in the SCN. Once a supply chain
infrastructure is constructed, it will be very difficult and costly to modify. Therefore,
it is important to design a SCN with stability and efficiency in the presence of all
types of disruption risks.

The following assumptions are made about the operations of the SCN: (1) the
occurrence of each scenario is independent; (2) strategic emergency inventories and
alternative sourcing facilities will never be disrupted and will be used only when
disruption events happen; and (3) a facility loses all its capacity when it is disrupted.
The SCN design needs to achieve a reasonable profit level by reducing losses caused
by disruptions and by balancing the various SCN parameters.
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4 Mathematical Model

The binary MIP formulation is discussed in this section. The notations, including
sets and indices, parameters and decision variables, used in the model are introduced
first. The model is then formulated with further explanations.

4.1 Sets and Indices

Different sets of facilities and transportation modes are considered in the SCN
design. The notations for these sets are presented in Table 1.

4.2 Parameters

Various parameters are used in the binary MIP model. The values of these param-
eters need to be determined before the model is formulated. These parameters are
listed in Table 2.

4.3 Decision Variables

Both continuous and binary decision variables are used in the binary MIP model.
These variables are defined in Table 3.

4.4 The Model

The objective function and the constraints of the binary MIP model are presented
first. Further explanations are then given.

Table 1 Sets and index Symbol Description

I Index set of the suppliers

J Index set of the plants

K Index set of the DCs

H Index set of the customers

L Index set of the transportation modes

S Index set of the scenarios
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Table 2 Parameters

Symbol Description

πs Probability of scenario s for s S

fi,fj, fk Fixed operating cost of supplier i for i 2 I, fixed operating cost of plant j for j 2 J
and fixed operating cost of DC k for k K, respectively

aSsi, a
M
sj , a

D
sk Capacities of supplier i for i 2 I, plant j for j 2 J and DC k for k 2 K, respectively, in

scenario s for s S

Ps Unit sales price of the final product

cRsi Unit raw material cost of supplier i for i I

cPj Unit production cost of plant j for j J

f Ssub, f Msub Fixed operating cost of an alternative sourcing facility for a plant and for a DC,
respectively

cSsub, cMsub Average unit cost (including material and transportation costs) of an alternative
sourcing facility for a plant and for a DC, respectively

f EXM, f EXD Fixed operating costs of using emergency inventories for a plant and for a DC,
respectively

cEXM, cEXD Average unit cost (including material and transportation costs) of strategic emer-
gency inventories for a plant and for a DC, respectively

cPEN Unit stockout penalty cost for the unmet demand at the DCs

ctsml , ctmdl ,

ctdpl

Unit transportation cost from a supplier to a plant, from a plant to a DC, and from a
DC to a customer, respectively, of transportation mode l for l L

atsml , atmdl ,

atdpl

Transportation capacity from a supplier to a plant, from a plant to a DC, and from a
DC to a customer, respectively, of transportation mode l for l L

dij, djk, dkh Distances between supplier i and plant j, between plant j and DC k and between DC
k and customer h, respectively

Asi, Asj, Ask Indicators, Asi ¼ 1 (Asj ¼ 1, Ask ¼ 1) if supplier i (plant j, DC k) is disrupted in
scenario s and Asi 0 (Asj 0, Ask 0) otherwise for s S

Ddem
sh Demand of customer h for the final product for h H in scenario s for s S

ηM, ηD Capacities of strategic emergency inventories for the plants and for the DCs,
respectively

‘S, ‘M Capacities of alternative sourcing facilities for suppliers and for plants, respectively

Adis1
kh Indicator, Adis1

kh ¼ 1 if DC k is in the same region as customer h is andAdis1
kh ¼ 0

otherwise for k K and h H

B Maximum tolerable stockout quantity of the SCN

ρ Production transformation coefficient, ρ > 0

ttorl Tortuosity factor of transportation mode l in the SCN for l L
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Table 3 Decision variables

Symbol Description

xi, yj, zk Binary variables, xi ¼ 1 (yj ¼ 1, zk ¼ 1) if supplier i (plant j, DC k) is selected and
xi 0 (yj 0, zk 0) otherwise for i I ( j J, k K )

Xij, Yjk ,Zkh Binary variables, Xij ¼ 1 (Yjk ¼ 1, Zkh ¼ 1) if plant j (DC k, customer h) is served
by supplier i (plant j, DC k) and Xij ¼ 0 (Yjk ¼ 0, Zkh ¼ 0) otherwise for i 2 I and
j J ( j J and k K, k K and h H )

tijl , t
jk
l , t

kh
l Binary variables, tijl ¼ 1 (tjkl ¼ 1, tkhl ¼ 1) if transportation mode l is chosen to

ship from suppliers to plants (from plants to DCs, from DCs to customers) and

tijl 0 (tjkl 0, tkhl 0) otherwise for l L

sj, sk Binary variables, sj ¼ 1 (sk ¼ 1) if strategic emergency inventory is chosen by
plant j (DC k) and sj 0 (sk 0) otherwise for j J (k K )

wM, wD Binary variables, wM ¼ 1 (wD ¼ 1) if alternative sourcing facilities are chosen by
plants (DCs) and wM 0 (wD 0) otherwise

Qslij, Qsljk,
Qslkh

Quantity shipped in mode l between supplier i and plant j, between plant j and DC
k and between DC k and customer h, respectively, in scenario s for l L and s S

wRm
j , wRd

k Quantity provided by strategic emergency inventories to plant j for j 2 J or to DC
k for k K, respectively

Ssubj , Msub
k

Quantity provided by alternative sourcing facilities to plant j for j 2 J or to DC
k for k K, respectively

bsh The stockout quantity of customer h for h H

min
s2S

πs Ps
k2K h2H l2L

Qslkh �
i2I

cRsi
j2J l2L

Qslij

�
X
j2J

cPj
X
k2K

X
l2L

Qsljk � Ct
s � cPEN

X
h2H

bsh�:

� Ce � Ca � F

ð1Þ

t PPP
tsm tor

PPP
tmd tor

PPP tdp tors:t: Cs¼
i2I j2J l2L

Qslijcl dijtl þ
j2Jk2Kl2L

Qsljkcl djktl þ
k2Lh2Hl2L

Qslkhcl dkhtl

8s2S
ð2Þ

e
X

EXM Rm
X

EXD RdC ¼
j2J

c wj þ
k2K

c wk : ð3Þ

a Ssub subs Msub submC ¼ c S þ c M : ð ÞX X
EXM

� � X
EXD

� �
M SsubF ¼

i2I
f ixi þ

j2J
f jyj þ f sj þ

k2K
f kzk þ f sk þ w f

þ wDf Msub: ð5Þ
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X
j2J

X
l2L

Qslij � Asia
S
sixi � 0 8s 2 S, i 2 I: ð6Þ

XX
Rm sub

XX
ρ

i2I l2L
Qslij þ wj þ Sj �

k2K l2L
Qsjk ¼ 0 8s 2 S, j 2 J: ð7Þ

XX
Rd sub

XX
j2J l2L

Qsljk þ wk þMk �
h2H l2L

Qslkh ¼ 0 8s 2 S, k 2 K: ð8Þ
XX

dem

k2K l2L
Qslkh þ bsh ¼ Dsh 8s 2 S, h 2 H: ð9Þ

XX
M

k2K l2L
Qsljk � Asjasj yj � 0 8s 2 S, j 2 J: ð10Þ

XX
D

h2H l2L
Qslkh � Askaskzk � 0 8s 2 S, k 2 K: ð11Þ

X
sub S M

j2J
Sj � ℓ w � 0: ð12Þ

X
sub M D

k2K
Mk � ℓ w � 0: ð13Þ
X

Rm M

j2J
wj � η : ð14Þ

X
Rd D

k2K
wk � η : ð15Þ

Rm M
j � η j 8 2 : ð Þ
Rd Dwk � η sk 8k 2 K: ð ÞXX

tsm ij

i2I j2J
Qslij � al tl 8s 2 S, l 2 L: ð18Þ

XX
tmd jk

j2J k2K
Qsljk � al tl 8s 2 S, l 2 L: ð19Þ

XX
tdp kh

k2K h2H
Qslkh � al tl 8s 2 S, l 2 L: ð20Þ
X
h2H

bsh � B 8s 2 S: ð21Þ
X
i2I

Xij ¼ 2 8j 2 J: ð22Þ



X � x ,X � y 8i 2 I, j 2 J ð29Þ
Y � y ,Y � z 8j 2 J, k 2 K: ð30Þ

Z � z 8k 2 K, h 2 H ð31Þ
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X
j2J

Yjk ¼ 2 8k 2 K: ð23Þ
X
k2K

Zkh ¼ 2 8h 2 H: ð24Þ
X

dis1

k2K
ZkhAkh ¼ 1 8h 2 H: ð25Þ

X
tsm

l2L
Qslij � al Xij 8s 2 S, i 2 I, j 2 J: ð26Þ

X
tmd

l2L
Qsljk � al Yjk 8s 2 S, j 2 J, k 2 K: ð27Þ

X
tdp

l2L
Qslkh � al Zkh 8s 2 S, k 2 K, h 2 H: ð28Þ

ij i ij j :

jk j jk k

kh k :

The objective function (1) maximizes the total weighted SCN profit. The profit is
the difference between sales revenue (the first term in the bracket in (1)) and the total
costs. The total costs consist of raw material cost (the second term in the bracket
in (1)), production cost (the third term in the bracket in (1)), transportation cost
(represented by Ct

s (2)), stockout penalty cost (the last term in the bracket in (1)),
strategic emergency inventory holding cost (represented by Ce (3)), alternative
sourcing facility cost (represented by Ca (4)), and fixed operating costs of the
whole SCN (represented by F (5)). Constraints (2)–(5) are used to compute the
different costs. These costs (2)–(5) are substituted into the objective function directly
in the solution process.

Constraints (6)–(9) are the conservation of flow constraints for the suppliers,
plants, DCs, and customers, respectively, in each scenario. The constraints in (6) also
serve as the capacity constraints of the suppliers and the constraints in (9) also serve
as the demand constraints of the customers. Constraints (10) and (11) represent the
capacities of the plants and the DCs, respectively, in each scenario. Constraints (12)
and (13) restrict the total quantities provided by the alternative sourcing facilities to
be within their respective capacities for the plants and the DCs, respectively.
Constraints (14) and (15) represent the requirements that the strategic emergency
inventories used by the plants and DCs, respectively, must be within their respective
capacities. Constraints (16) and (17) restrict the strategic emergency inventories to
be used only if a facility has chosen to use them for the plants and the DCs,
respectively. Constraints (18)–(20) are the capacity constraints of logistics service
providers or transportation modes for each scenario. Constraint (21) restricts the total
stockout quantity to be within the tolerance for each scenario. Constraints (22)–(24)



represent dual-sourcing strategy restrictions. Each plant is served by exactly 2 sup-
pliers (22), each DC is served by exactly 2 plants (23), and each customer is served
by exactly 2 DCs (24). Constraints (24) and (25) are sourcing strategy constraints of
the customers. Each customer can only choose 2 DCs (24) one of which is not in the
same region (25). Constraints (26)–(28) restrict materials or products to flow on a
road only when the corresponding upstream facility is chosen to serve the down-
stream facility. Constraints (29)–(31) restrict an arc to be chosen only when both the
origin and the destination nodes are chosen.
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5 A Solution Method

The solution procedure is described in this section. The approach used for scenario
generation is discussed first. The SAA method tailored to the binary MIP model
in (1)–(31) is then described in detail.

5.1 Scenario Generation

Different types of possible disruption events, such as earthquakes, rainstorms,
floods, and other types of environmental issues, may strike the facilities in a SCN.
In the scenario generation process, Nd is used to represent the index set of the types
of disruption events. Historical data and related statistics are used to determine ϕn

representing the number of occurrences of disruption event n within time period T. A
good estimate of the expected frequency of disruption event n is ϕn/T. The occur-
rences of the disruption events are assumed to follow Poisson distributions, as the
Poisson distribution is suitable and is usually used to describe the number of
occurrences of a random event per unit of time (Neter et al., 1993). The probability
of any disruption event occurring more than once in any one unit of time is set to 0 to
more accurately describe the characteristics of disruption events. The probability of
disruption event n occurring in a time unit is then given by p nð Þ ¼ 1� e�ϕn=T. In the
scenario generation process, to determine whether disruption event n occurs in a
facility, a random number rn is generated first, and then the disruption event n occurs
if rn � p(n). The facility is disrupted if one or more disruption events occur in the
facility.

The supply of the raw material and the demand of the final product are treated as
normal random variables. The prices of the raw material and the final product are
generated using the Geometric Brown Motion proposed by Awudu and Zhang
(2012), a continuous-time stochastic process in which the logarithm of the randomly
varying quantity follows a random movement. Let Pt represent the price to be
generated at time t and t is a continuous variable, then
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Fig. 2 The scenario generation procedure

Pt ¼ P0 1þ μdt þ εσ dt , ð32Þ

where P0 is the initial price with P0 > 0, μ and σ are the mean and standard deviation
of the price of either the raw material or the final product, ε is a standard normal
random variable, and dt is a time interval. Given the mean μ and the standard
deviation σ, the values of the prices Pt of either the raw material or the final product
in the scenarios are randomly generated by using the function above (32). The
procedure of scenario generation is shown in Fig. 2. In this scenario generation
procedure, Fnorm μi, σ

2
i

� �
returns a normal random variable with mean μi and a

variance σ2i .



5.2 The Solution Procedure

Because of the large number of binary variables in the model, the time needed to
solve the problem in (1)–(31) using a general purpose mathematical programming
software through the calculation of mathematical expectations is unimaginable.
Therefore, a scenario-based approach is used to obtain an approximate final solution.
However, the computational time needed to solve a real-life problem increases
rapidly as the number of scenarios increases. The SAA method (Kleywegt et al.,
2001; Shapiro & Homem-de-Mello, 2000; Mak et al., 1999) can be applied to the
model to reduce the computation time. The SAA method is a solution approach for
stochastic optimization problems with large numbers of scenarios. This approach
approximates the expected objective function value utilizing Monte Carlo simula-
tion. The idea of this technique is to generate a sample of scenarios to construct an
approximation and to solve the approximation instead of the actual problem.

The approximation is a binary MIP model that is set up by using N scenarios. The
objective function of the approximation is given in Eq. (33) in the following

FN ¼ max
1
N

XN
n¼1

P
X

k2K, h2H
QDP

skh �
X

i2I, j2J
cri Q

SM
sij

"

�
X

j2J, k2K
cpj Q

MD
sjk � Ct � Ch � Ce � Ca � Ppenbs

#
� F

ð33Þ

and the constraints are the union of all the constraints of the N scenarios. The
value of the objective function FN (33) is an estimate of the expectation of the
original problem.

The SAA method tailored to the binary MIP model in Eqs. (1)–(31) is described
step-by-step in the following.
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Step 1: Randomly generateM sets of, each containing N, scenarios. One binary MIP
problem is solved for each set. The objective function of the binary MIP problem
is in (33) and the constraints are the union of all the constraints of the N scenarios
in the set. As a result, M solutions are obtained. Denote the optimal value of the
objective function (33) for set m by FN

m . The SCN structure whose objective
function value is the largest among the M sets is the tentative solution.

Step 2: Compute the average of the M optimal objective function values

FMN ¼ 1
M

XM
m¼1

FN
m: ð34Þ

The expectations of FN is not less than the optimal value of the original problem, and
FMN is an unbiased estimate of the expectation of FN (Mak et al., 1999). Hence, FMN



�

can be considered as the upper bound on the objective function of the original
problem.
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Step 3: Randomly generate a set of N0, with N0 > > N, scenarios. Use the SCN
structure of the tentative solution in Step 1 to form a network optimization
problem with the objective function in Eq. (33) but with N0 replacing N and
with the union of the constraints of the N0 scenarios as the constraints. Note that
the values of the binary variables are known in this network optimization
problem. Solve the network optimization problem to obtain the value FN' for
the objective function. Obviously FN' is a lower bound on the objective function
of the original problem (Mak et al., 1999). The lower bound FN' will be close to
the true objective function value when N0 is large.

Step 4: Evaluate the quality of the tentative solution by computing the estimated
optimality gap gapN, M, N' using the estimated lower and upper bounds from Steps
2 and 3, as follows:

gapN,M,N0 ¼ FMN � FN0

FMN
: ð35Þ

Step 5: If the value of gapN, M, N' is unsatisfactory, a larger value of N or M is used
and Steps 1–4 are repeated until the value of gapN, M, N' becomes satisfactory
(e.g., gapN, M, N' 0.05). The tentative solution is then the final solution.

6 An Illustrative Example

In this section, the model and the solution procedure are used to solve an integrated
problem of SCN design and operations in an illustrative example. This illustrative
example is based on a real-life SCN optimization problem of the oil industry in
northeast China. China has several large-scale oilfields with annual output exceeding
100,000 tons (1 ton � 7.40 barrels), such as Daqing, Liaohe, etc. Because of the
frequent fluctuations in outputs, prices and demands of crude oil and petroleum
products as well as all kinds of factors that may lead to disruption risks, it has been a
difficult and crucial problem for the oil supply chain to coordinate its production and
operations activities to improve efficiency, reliability, and stability. An integrated
optimization model will help optimize the facility location, logistics assignment, and
inventory strategy to reduce cost and improve efficiency of the whole SCN, so that
the SCN participants may then adjust their plans quickly when responding to
changes in the market and to disruption events by making the right decisions.

In this illustrative example, the oil SCN optimization problem in Liaoning
province is considered. In order to fulfill the needs of provincial gasoline consump-
tion, the oil refineries in Liaoning province purchase crude oil from Liaohe, a local
oilfield, and some oilfields in the surrounding provinces, i.e., Daqing (in Daqing,



Heilongjiang), Shengli (in Dongying, Shandong), Dagang (in Tianjin), and Jilin
(in Songyuan, Jilin). The gasoline produced by the refineries is distributed by DCs
(i.e., gasoline distributors) to the demand areas in the cities of Liaoning province.
Due to disruption risks, the emergency facilities including alternative sourcing
facilities and strategic emergency inventories are used in this supply chain. Under
the above conditions, the following decisions need to be made: (1) locations of the
refineries and DCs, (2) the use of strategic emergency inventories and/or alternative
sourcing facilities, and (3) the logistics assignments between the SCN facilities as
well as the customers. The locations of the 5 major crude oil suppliers (oil fields) and
the 14 major gasoline consumption areas (cities), and the candidate locations of the
5 major potential refineries and the 7 major potential gasoline DCs, are shown in
Fig. 3.
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6.1 Model Inputs

The main input parameters are listed in Tables 4, 5, and 10–18. The values of these
parameters are found or estimated from the data on websites or statistical year books
of relevant government departments. According to the actual situation of Liaoning
province, two transportation modes (NL ¼ 2), i.e., highway and railway, are consid-
ered. The distance between any two facilities is estimated using Google Earth. In
order to make the distances more realistic, tortuosity factors ctor1 ¼ 1:1 and ctor2 ¼ 1:5
are used for highway and railway, respectively.

The planning period is one month for this illustrative example. The monthly
amortizations of fixed construction costs of refineries and DCs are given
by�f ¼ r= 1� 1= 1þ rð Þt� �� � � f , where f is the total investment in the facility,
r ¼ 0.0035 is the interest rate, and t¼ 60 is the asset depreciation period in months.
The monthly amortizations of fixed construction costs are reflected in the fixed
operating costs shown in Tables 11 and 12.

Table 4 shows the values of the related parameters of facility capacities, pro-
ductions, and demands. As the crude oil productions of the major oil fields and
gasoline demands of different demand areas are available for recent years from the
government websites, their means and variances can be estimated. The demand of a
demand area is further estimated based on the total demand of the whole province
according to the population of each city. The means and variances of the prices of
crude oil and gasoline are undifferentiated among all suppliers and demand areas
because of market volatility.

Furthermore, the maximum tolerable stockout quantity is B ¼ 100 � 103 tons.
The capacities of the strategic emergency inventories for refineries and DCs are
ηM¼ 100� 103 tons and ηD¼ 100� 103 tons, respectively. The radius of a region is
200 km for the purpose of the region-wide dual-sourcing strategy. The production
transformation coefficient is ρ ¼ 0.7. Some other input parameters are listed in the
Appendix. All quantities and costs are for a month for this illustrative example.
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Fig. 3 Locations of the suppliers and customers and candidate locations of the refineries and DCs
of the oil SCN in the illustrative example

Scenarios are generated using the method in Sect. 5.1. Disruption events consid-
ered in this illustrative example include earthquake (magnitude scale� 5), rainstorm
(daily precipitation � 200 mm), flood, and typhoon as shown in Table 5. These are
major natural disasters that may take place in Liaoning province. Table 5 also shows
the frequency of each disruption risk in each city of Liaoning province, calculated
based on the historical data since 1949. The probabilities of the disruption risks can
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be estimated by the method described in Sect. 5.1. Because there is no record that
any of the crude oil suppliers was disrupted by environmental events, the probabil-
ities of the suppliers being disrupted are set to 0.
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Table 5 Frequency of dis-
ruption risks

Frequency

Earthquake Flood Rainstorm Typhoon

Shenyang 0 0 0.016 0.219

Dalian 0 0 0.016 0.219

Anshan 0.022 0 0.016 0.203

Fushun 0 0 0 0.203

Benxi 0.022 0 0.016 0.219

Dandong 0 0.048 0.047 0.266

Jinzhou 0 0 0 0.234

Yingkou 0 0 0.047 0.234

Fuxin 0 0 0 0.203

Liaoyang 0.067 0 0.016 0.203

Panjin 0 0 0 0.219

Tieling 0 0 0 0.141

Chaoyang 0 0.026 0.031 0.250

Huludao 0 0 0.016 0.188

6.2 Numerical Results

The binary MIP model is solved with the SAA method on a laptop computer with an
Intel i7-5500U processor and 8G RAM. The SAA method is implemented using
IBM® ILOG® CPLEX® 12.2.2 The scale of the model, measured in the number of
constraints and the numbers of different types of decision variables, is given in
Table 6.

The optimized SCN structure is shown in Fig. 4. Crude oil suppliers chosen in the
result are Jilin, Liaohe, Dagang, and Shengli. Because refineries at Liaoyang and
Dandong are more exposed to disruption risks, all the downstream DCs served by
these refineries have chosen alternative sourcing facilities to secure their supplies.
Figure 4 also shows the corresponding assignments of supplies and transportation
modes between the different nodes. The quantities shipped between the facilities are
not shown because they vary from scenario to scenario. The total profit of the SCN is
¥27222393.73 � 103. Numerical results show that customer demands can still be
satisfied within the tolerable stockout quantity when multiple facilities are disrupted.
This result shows that the SCN is resilient and the proposed approach is effective.

The computation time used is 115.01 s to solve the illustrative example in
CPLEX® by using the SAA method with a gap 0.0004. CPLEX® is also used

2http://pic.dhe.ibm.com/infocenter/cosinfoc/v12r2/index.jsp.

http://pic.dhe.ibm.com/infocenter/cosinfoc/v12r2/index.jsp
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Table 6 The scale of the
model

Constraints 1134301

Continuous variables 530226

Binary variables 193

Non-zero coefficient 4014595
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Fig. 4 The optimized SCN



¼ �

directly to solve the problem without using the SAA method. Unfortunately it is not
able to obtain a feasible solution within the running time limit of 6 h.
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6.3 Numerical Analysis

Sensitivity analysis results are reported in this section. Specifically, the profit levels
with and without disruption risk considerations are compared, customer service
levels of using the conventional and resilient strategies are evaluated, the effects of
changes in alternative sourcing and strategic inventory costs and of changes in
demand on profit levels are examined.

6.3.1 With vs. Without Disruption Risk Considerations

In this subsection, the performances of the SCN with and without disruption risk
considerations are compared. With disruption risk considerations, the final solution
is obtained with the SAA method as discussed above. Without disruption risk
considerations, the model is solved assuming the facilities are never disrupted but
the supplies, demands, and prices are stochastic. Disruption events are then intro-
duced into the optimal SCN structure. For comparison purpose, the disruption events
in these two cases are the same and N¼ 1000 scenarios are generated by the method
described in Sect. 5.1. In order to ensure feasibility of the two cases above, the total
stockout quantity in constraint (21) is relaxed by increasing the value of B to
B 1000 103 tons.

The performances of the final SCNs with and without disruption risk consider-
ations are compared in Fig. 5. The bar labeled Case 1 represents the profit obtained
by the SCN without disruption risk considerations when no disruption event strikes.
The bars labeled Case 2 and Case 3 represent the profits obtained by the SCNs
without and with disruption risk considerations, respectively, when disruption events
do happen. As shown in Fig. 5, the SCN without disruption risk considerations
performs best when no disruption event occurs but worst when it operates in an
environment with disruption risks. On the other hand, the SCN with disruption risk
considerations performs better even when disruption events happen. When com-
pared with Case 1, the profit levels of Cases 2 and 3 decrease by 45.84% and 4.04%,
respectively. Obviously, the SCN with disruption risk considerations is superior to
that without disruption risk considerations when disruption risks exist in the supply
chain.

6.3.2 Conventional vs. Resilient Strategies

In this subsection, the advantages of resilient SCNs over the conventional SCNs, i.e.,
without using the strategic emergency inventories and alternative sourcing, are



discussed. The profits and service levels of the two cases are compared. The cycle
service level is used, which is defined by 1�P

h2Hbsh=
P

h2HD
dem
sh for each scenario

s. To ensure feasibility of both cases, the total stockout quantity in constraint (21) is
relaxed by increasing the value of B to B ¼ 1000 � 103 tons. Constraints associated
with resilient SCNs are also relaxed and the values of the parameters related to
alternative sourcing facilities (wm, wd, Ssubs, Msubm) are all set to zero for the
conventional SCNs.
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Result shows that there is not much difference in the profit levels between these
two SCNs, but there is a big difference in their service levels as shown in Fig. 6. The
bars labeled Case 4 represent the minimum and maximum service levels with the
conventional strategy. The bars labeled Case 5 represent the minimum and maxi-
mum service levels with the resilient strategy. The minimum service level in Case
4 is 21.63%. Although it occurred in only one scenario, it causes a great loss to the
entire SCN once it happens. In contrast, the lowest service level in Case 5 with the
resilient strategy is 86.32%. Compared with Case 4, Case 5 increases the lowest
service level by 299.08%. Apparently, decision makers would prefer the resilient
strategy.

6.3.3 Changes in Alternative Sourcing and Strategic Inventory Costs

In this subsection, the effects of changes in variable costs of alternative sourcing and
strategic emergency inventories for the DCs are analyzed. The results are graphically
shown in Fig. 7. As the supply chain relies on alternative sourcing and strategic
emergency inventories to deal with disruption risks, the profit of the SCN linearly



decreases as the average variable costs of these two strategies increase. Furthermore,
the effect of the average variable cost of alternative sourcing is much greater than
that of strategic emergency inventories. To improve the SCN profit and stability, the
decision makers should pay more attention to the average variable cost of alternative
sourcing. Finding the appropriate alternative sources and negotiating reasonable
prices would help in improving the SCN profit.

Integrated Optimization of Resilient Supply Chain Network Design. . . 229

21.63%

86.32%

100.00% 100.00%

0%

25%

50%

75%

100%

Case 4 Case 5

S
er

v
ic

e 
L

ev
el

The minimum service level

The maximum service level

Fig. 6 Conventional vs. resilient strategies

6.3.4 Changes in Demands

Changes in demands are always key factors influencing the supply chain perfor-
mance. Sensitivity analyses are performed when the means and standard deviations
change to see their effects on the SCN profit and service levels.

Results are obtained when the means or standard deviations of demands increased
and decreased by 20% from their current values. Figure 8 compares the SCN profits
using the profit level of the SCN with the current demands as a benchmark. Both of
the changes in the means and standard deviations affect the SCN profit. However,
the changes in the means of demands have much greater impacts.

Comparisons of the expected service levels are shown in Tables 7 and 8 when the
means or standard deviations in demands change. Changes in the means of demands



do not affect much in the expected service levels of each demand area. However,
when the standard deviations of demands change, the expected service levels
fluctuate. Specifically, the expected service levels of some demand areas decrease
(increase) when the standard deviations of demands increase (decrease). Table 9
shows the minimum service levels of the demand areas when the means of demands
change. Some demand areas suffer much lower (higher) minimum service levels
when the means of demands increase (decrease). Hence, the uncertainties in, rather
than the averages of, the demands have strong impacts on the SCN performance.
These results show the importance of disruption risk considerations in the integrated
optimization of design and operations for resilient SCNs. For this illustrative exam-
ple, the expected service levels are all higher than the service level requirement
(85%) under all of the changes.
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7 Conclusions

An integrated optimization approach is developed for resilient SCN design and
operations with disruption risk considerations and a binary MIP model is formulated
for this purpose. Resilient strategies like region-wide dual-sourcing, strategic emer-
gency inventories, and alternative sourcing are used in buffering disruption risks in
the SCN designing process to increase the resilience of the resulting SCN. Scenario
generation is used to evaluate the effectiveness of the approach. Disruption events
are allowed to take place at multiple facilities in a SCN at the same time in one



scenario. With these scenarios used in the integrated optimization approach, the
obtained SCN is much more resilient and much more suitable for the real-life
applications.
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Table 7 Effects of changes in the means of demands on expected service levels

Demand
areas

Bench
mark

20% decreases in the means of
demands

20% increases in the means of
demands

Shenyang 97.66% 96.71% 98.32%

Dalian 98.98% 100.00% 99.21%

Anshan 85.00% 85.00% 85.00%

Fushun 85.00% 85.00% 85.00%

Benxi 97.11% 98.59% 97.65%

Dandong 85.00% 85.00% 85.00%

Jinzhou 85.00% 85.00% 85.00%

Yingkou 85.00% 85.00% 85.00%

Fuxin 100.00% 100.00% 100.00%

Liaoyang 85.00% 85.00% 85.00%

Panjin 100.00% 100.00% 100.00%

Tieling 100.00% 100.00% 100.00%

Chaoyang 100.00% 96.76% 100.00%

Huludao 85.00% 85.00% 85.00%
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Table 8 Effects of changes in the standard deviations of demands on expected service levels

Demand
areas

Bench
mark

20% decreases in the standard
deviations of demands

20% increases in the standard
deviations of demands

Shenyang 97.66% 98.83% 93.51%

Dalian 99.98% 100.00% 85.42%

Anshan 85.00% 85.00% 85.00%

Fushun 85.00% 85.00% 85.00%

Benxi 97.11% 95.67% 98.36%

Dandong 85.00% 85.00% 85.00%

Jinzhou 85.00% 85.00% 85.00%

Yingkou 85.00% 85.00% 84.15%

Fuxin 100.00% 100.00% 96.32%

Liaoyang 85.00% 85.00% 85.00%

Panjin 100.00% 100.00% 100.00%

Tieling 100.00% 100.00% 100.00%

Chaoyang 100.00% 100.00% 88.56%

Huludao 85.00% 85.00% 85.45%

Table 9 Effects of changes in the means of demands on minimum service levels

Demand
areas

Bench
mark

20% decreases in the means of
demands

20% increases in the means of
demands

Shenyang 85.00% 85.00% 85.00%

Dalian 85.00% 85.00% 85.00%

Anshan 85.00% 85.00% 85.00%

Fushun 85.00% 85.00% 85.00%

Benxi 85.00% 85.00% 85.00%

Dandong 85.00% 85.00% 0.00%

Jinzhou 85.00% 90.00% 85.00%

Yingkou 85.00% 85.00% 0.00%

Fuxin 4.46% 15.17% 0.00%

Liaoyang 85.00% 85.00% 85.00%

Panjin 85.00% 85.00% 0.00%

Tieling 85.00% 85.00% 85.00%

Chaoyang 76.53% 85.00% 43.26%

Huludao 85.00% 85.00% 59.61%

The SAA method is used to solve the proposed model under disruption risk
considerations. An illustrative example based on a real-life problem is studied to
demonstrate the validity and effectiveness of the integrated optimization approach.
The results show that a good and resilient solution can be obtained with the SAA
method. Profit levels and customer service levels are used to measure the SCN
performance. The numerical analysis results show that the SCN obtained with



disruption risk considerations performs much better than the conventional SCN.
Compared with that of strategic emergency inventories, the average variable cost of
alternative sourcing is a more important factor affecting the profit level of the SCN.
The uncertainties or fluctuations in demands have a strong impact on the SCN profit
and service levels. Therefore, the consideration of demand uncertainties is important
in the integrated optimization of SCN design and operations.
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There are still some limitations in this study. First, all the disruption events, such
as earthquakes, rainstorms, floods, and Typhoons, are assumed to have the same
disruption severity. In reality, the impacts of these disruption events may not be the
same. Another related limitation is that a facility is assumed to lose all its capacity
when disrupted. In reality, the disrupted facility may still be partially operational. For
future works, more complex stochastic processes may be considered to overcome
these limitations by generating scenarios that are closer to reality when more
sophisticated disruption risks are considered. As the scale of the binary MIP
model can be extremely large and the SCN integrated optimization problem can be
hard to solve when more complex scenarios are considered, more efficient solution
methods should be designed to solve the problem. Analytical, simulation, and other
hybrid methods may also be helpful in solving these SCN integrated optimization
problems.

Acknowledgments This work was partially supported by the Chinese National Natural Science
Foundation (No. 70972100).

Appendix

Table 10 Supplier related parameters

Fixed operating cost (¥103) Unit inventory holding cost (¥103/103 tons)

Daqing 191851.69 200.00

Shengli 130459.15

Dagang 23874.87

Liaohe 48176.09

Jilin 29843.59

Table 11 Refinery related parameters

Fixed operating cost (¥103) Unit inventory holding cost (¥103/103 ton)

Liaoyang 36159.27 300.00

Fushun 39775. 19

Panjin 21695.56

Dandong 12655.74

Tieling 18079.63
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Facility
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Table 12 DC related parameters

Fixed operating cost (¥103) Unit inventory holding cost (¥103/103 ton)

Shenyang 12790.11 250.00

Tieling 10658.42

Panjin 14921.79

Fushun 14921.79

Dalian 85267.41

Dandong 14069.12

Chaoyang 10658.42

Table 13 Transportation mode related parameters

S-M M-D D-C

Unit cost
(¥103/103

tons)
Capacity
(103 ton)

Unit cost
(¥103/103

tons)
Capacity
(103 ton)

Unit cost
(¥103/103

tons)
Capacity
(103 ton)

Highway 120.00 100.00 130.00 100.00 150.00 100.00

Railway 60.00 500.00 70.00 300.00 90.00 350.00

Note: S, M, D, and C represent supplier, refinery, DC, and customer demand area, respectively

Table 14 Strategic emergency inventory related parameters

Fixed operating costs
(¥103)

Average variable cost (103/103

ton)
Capacity limit (103

ton)

M 60000.00 800 100

D 35000.00 1100 100

Table 15 Alternative sourcing facility related parameters

Fixed operating cost
(¥103)

Average variable cost (¥103/103

ton)
Capacity (103

ton)

S 10000.00 700 500

M 8000.00 1500 500

Table 16 Distances between
suppliers and refineries (km)

Liaoyang Fushun Panjin Dandong Tieling

Daqing 608 531.2 654.1 717.5 486.9

Shengli 589.8 682.2 513.8 594.7 703.5

Dagang 560.9 651 472.6 611.8 668

Liaohe 92.7 178.6 1 222.4 195.1

Jilin 440.6 363 492.5 553.2 285.6



Shenyang 1.0 203.0 205.8 148.4 356.8 161.1 86.7

Tieling 62.9 203.7 137.0 183.0 418.3 224.4 150.4

Panjin 136.7 223.7 77.8 110.6 200.0 104.8 76.3

Fushun 63.3 140.6 220.6 192.6 321.4 146.9 67.7

Dalian 356.8 273.4 251.1 247.3 1.0 202.3 269.9

Dandong 203.0 1.0 295.9 312.1 200.0 191.0 160.7
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Table 17 Distances between refineries and DCs (km)

Shenyang Tieling Panjin Fushun Dalian Dandong Chaoyang

Liaoyang 63.3 127.6 94.2 94.0 293.1 162.7 228.6

Fushun 45.0 45.5 178.3 66.9 385.2 198.2 292.0

Panjin 137.2 196.6 1.0 143.6 249.9 225.0 143.8

Dandong 203.6 244.3 225.0 139.9 273.8 1.0 366.0

Tieling 62.2 1.0 196.7 111.2 420.3 245.3 291.2

Table 18 Distances between DCs and customer demand areas (km)

Shenyang Dandong Jinzhou Fuxin Dalian Yingkou anshan

Chaoyang 247.8 369.7 76.3 113.3 312.3 178.8 218.5

Fushun Benxi Liaoyang Panjin Tieling Chaoyang Huludao

Shenyang 38.0 63.3 62.9 136.7 62.9 247.8 249.0

Tieling 48.0 111.0 126.6 197.2 1.0 291.2 306.5

Panjin 173.9 143.6 94.0 1.0 197.2 145.1 112.6

Fushun 64.9 1.0 50.8 144.6 111.0 279.3 255.0

Dalian 378.0 322.8 393.8 249.3 418.3 312.3 210.0

Dandong 200.5 139.7 167.2 223.7 245.5 368.4 309.3

Chaoyang 285.0 279.3 231.0 145.1 291.2 1.0 100.2

Note: The data in Tables 10–18 are from www.stats.gov.cn, www.cnpc.com.cn, http://www.
sinopec.com, www.cnooc.com.cn, and Google Earth
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Balancing Sustainability Risks and Low
Cost in Global Sourcing

Gbemileke A. Ogunranti and Avijit Banerjee

Abstract In this chapter, we attempt to develop an integrated framework for
simultaneously addressing the supplier selection and order allocation problems,
considering the trade-off between supply chain sustainability (in environmental,
social, and economic terms) related risks and procurement cost. First, we identify
supply chain sustainability-related risks for evaluating suppliers based on practice
and an extensive literature review. Secondly, these criteria are used to assess
suppliers’ sustainability risk performance, using principal component analysis.
Then, the min-max normalization is applied to the principal component analysis
scores to generate the suppliers’ adjusted sustainability risk performance scores,
which are then utilized to select a set of qualified suppliers. Subsequently, the
specific supplier selection and order allocation decisions are determined via a
bi-objective mixed-integer programming model, which attempts to maximize the
supply chain’s sustainability performance while minimizing the procurement cost.
This proposed framework forms a decision support system for our sustainable
supplier selection and order quantity allocation. Finally, we present an illustrative
example of outsourcing contract manufacturers in the apparel industry to demon-
strate the applicability of the proposed framework in practice.

1 Introduction

Globalization phenomenon has made supply chains increasingly complex,
interconnected, and interdependent. Such supply chains are often influenced by
factors beyond the power and purview of global companies. Offshore outsourcing
of production or global sourcing is a common cost reduction strategy in global
supply chains, but managing such supply chains can be challenging. This makes the
supply chain vulnerable to external risks that differ from country to country. These
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types of supply chains are often characterized by external risks such as currency
exchange rate fluctuations, import tax rate changes, tariffs, export restrictions, social-
cultural issues, natural disasters, terrorism, foreign government political environ-
ment, legislation and regulation, health and safety of workers including ethical labor
practices, and environmental issues. Some examples of environmental related risk
issues are the use and/or disposal practices of toxic or hazardous materials in
manufacturing processes (e.g., dyes and softeners), greenhouse gas (GHG) emis-
sions, as well as the availability and costs of natural resources (i.e., energy, cotton,
rubber, and water). Moreover, ethical labor practices, such as fair wages, complying
with health and safety regulations, and maintaining acceptable working conditions at
production facilities across the globe, are critical for success in today’s supply chain
outsourcing.
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A recent McKinsey report by Berg et al. (2017) reveals that country selection and
compliance and risk are among the four success factors in apparel sourcing. Global
firms are continuously faced with strategic production sourcing decisions, in order to
effectively balance the issues of quality, cost, speed, and the challenges of managing
social and environmental compliance. Thus, it is important to tackle sustainability-
related risks at the very outset of a global sourcing process, leading to eventual
supplier selection and order allocation. The purpose of this chapter is to develop a
decision support system, based on a combination of two techniques (principal
component analysis (PCA) and bi-objective optimization), to help decision-makers
integrate supply chain sustainability (environmental, social, and economic) related
risks in supplier selection and order allocation decisions under multiple sourcing
strategy. Also, multiple diverse global supply sources have the strategic advantage of
supply chain resiliency when disruptions, such as the current COVID-19 pandemic,
occur. It has greatly disrupted all sectors of the global economy and has had
significant negative impacts on most global supply chains. Some of these impacts
include shortages of finished products, materials, and labor, regulatory uncertainty,
and even logistics disruptions, due to restricted movement and shipping capacity
reductions across different modes of transportation, among others. When this pan-
demic hit the USA, the dependency of this country on China for personal protective
equipment (PPE) became obvious and there was a dire need to source PPE items
from other countries with manufacturing capacity and little prevalence of the
outbreak.

Furthermore, a frequently discussed topic in global outsourcing involves
unethical practices on the part of some suppliers and their failure to comply with
wage rules and labor standards. A study by Maplecroft (2012) reveals that some
companies’ supply chains have been exposed to the risk of child labor used in some
of the fastest growing economies, such as the Philippines, India, China, Vietnam,
Indonesia, and Brazil, all of which are classified as “extreme risk” nations. As such,
firms that source or outsource manufacturing to these countries may suffer from a
negative impact on their reputations. For instance, Nike’s use of foreign manufac-
turers has periodically tarnished its image, and its campaign to eliminate such
problems has not been an easy task (Banjo, 2014). Bangladesh, the second-ranked
exporter of apparel after China, is associated with unsafe working conditions, low



wages, and persistent fire incidents at many of its garment factories, with hundreds of
workers killed over the years (Manik & Yardley, 2012). This country’s national
economy depends largely on the apparel industry as a source of both employment
and foreign currency, as it accounts for about four-fifths of the country’s manufactur-
ing exports. Several global retailers, such as Walmart and Sears, outsource produc-
tion to Bangladesh. In 2014, Walt Disney Co. pulled its manufacturing out of
Bangladesh in response to a building collapse in the previous year. Nevertheless,
retailers including Wal-Mart Stores Inc., Hennes & Mauritz AB, and 170 others
decided to stay, signing five-year agreements vowing to fund improvements and
develop meaningful safety standards (Banjo, 2014).
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Sustainability risk is still an emerging area in supply chain management, and
Fahimnia et al. (2015) note that environmental and social aspects of such risks
require more research attention, due to increasing environmental concerns and
consumers’ awareness of social issues. For global supply chains, effectively man-
aging sustainability risks, complexity, and marketplace dynamics has become cru-
cial for firms to remain competitive. Nonetheless, it is not easy to manage multiple
priorities such as cost control, environmental pressures, and maintaining acceptable
working conditions. Hence, there is a dire need for firms to take a balanced approach
to sourcing by taking into consideration environmental, social, quality, and cost
impacts. Although there exist several articles studying the (decision) criteria to be
used for the supplier selection process, relatively few papers address criteria related
to safety and security issues, which have become important, given the present threats
to security and the current “climate” around the world (Sonmez, 2006).

Numerous past studies have combined two approaches for supplier selection and
order allocation decisions, but none has combined the principal component analysis
(PCA) technique with optimization, simultaneously considering sustainability risks.
In this chapter, we examine the trade-off between low-cost outsourced contract
manufacturing and the associated sustainability risks. We develop a procedure,
where for each supplier under consideration, the associated sustainability risk is
measured using PCA. The resulting sustainability performance score is then utilized
in a bi-objective optimization model for final supplier selection and order allocation.
The results from our illustrative example show that this approach can lead to some
useful managerial insights. Also, this procedure allows supply chain risk managers
to make optimal decisions based on the cost-sustainability trade-off. Note that the
terms contract manufacturer (CM) and supplier will be used interchangeably
throughout this chapter.

The remainder of this chapter is organized as follows: In Sect. 2, we review four
streams of the extant literature that are closely related to our study. Next, we present
a framework for our decision support system, for the sustainable suppliers’ selection
and order allocation processes. An illustrative example is provided to demonstrate
the practical applicability of the proposed framework in Sect. 4. The final section
concludes with a summary, outlining some managerial implications of this study and
potential future research directions.
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2 Literature Review

The literature related to this chapter can be grouped into four different streams,
namely: supplier selection and order allocation (SSOA), sustainability-related sup-
ply chain risks criteria (SSCRC), green supplier selection and order allocation
(GSSOA), and sustainable supplier selection and order allocation (SSSOA). There
are two types of supplier selection problems found in the literature. The first type
deals with a situation where a single supplier can meet all of the buyer’s demands
often referred to as single sourcing. The second type is the one in which multiple
suppliers are utilized in meeting the buyer’s demand, referred to as multiple sourc-
ing. In the latter situation, management splits the total order among selected sup-
pliers for various reasons, such as enhancing competitiveness and encouraging
sustainability performance improvements (Demirtas & Üstün, 2008). In this chapter,
our focus is on the supplier selection/allocation problem under a multiple sourcing
scenario.

2.1 Supplier Selection and Order Allocation

The problem scenario described above is a multi-criteria decision-making (MCDM)
problem, involving the selection of a set of best suppliers and their respective order
allocations. Several researchers have proposed different approaches to address this
problem. Some of these authors suggest integrated hybrid techniques, such as
analytic hierarchy process (AHP) and linear programming (LP) (Ghodsypour &
O’Brien, 1998), AHP and goal programming (GP) (Kull & Talluri, 2008), analytic
network process (ANP) and multi-period goal programming (Demirtas & Ustun,
2009), fuzzy AHP, modified fuzzy TOPSIS, and goal programming (Jolai et al.,
2011), fuzzy set theory, TOPSIS, and mixed-integer linear programming (MILP)
(Singh, 2014), the joint approach of Taguchi, AHP, and fuzzy multi-objective
programming (Azizi et al., 2015), and analytic hierarchy process-quality function
deployment (AHP-QFD) and chance-constrained optimization (Scott et al., 2015).
Other researchers utilize multi-objective mathematical programming for solving this
problem, e.g., Ghodsypour and O’Brien (2001), Wadhwa and Ravindran (2007),
Demirtas and Üstün (2008), Amid et al. (2011), Jolai et al. (2011), Jadidi et al.
(2014), and Sodenkamp et al. (2016). Note that AHP is often used in most of these
hybrid approaches for addressing the supplier selection and order allocation prob-
lem, as indicated in a review paper by Singh (2014).

Amin et al. (2011) represent the first work to apply quantified SWOT (strengths,
weaknesses, opportunities, and threats) in the context of supplier selection and order
allocation. The novelty of their approach is the integration of fuzzy logic and
triangular fuzzy numbers with SWOT analysis to account for the vagueness of
human thought. Then, the amount of quantity to be ordered from each supplier is
determined via a fuzzy linear programming model. Singh (2014) proposes another



hybrid algorithm, combining fuzzy set theory, TOPSIS, and MILP methodologies
(HFTM), to solve this problem under uncertainty. Another study by Scott et al.
(2015) provides a comprehensive method for integrating stochastic multi-
stakeholder requirements into a multi-criteria problem by combining the
AHP-QFD method with a multi-criteria chance-constrained optimization algorithm.
This approach is successfully applied to the emerging biomass to energy conversion
industry. Recently, Sodenkamp et al. (2016) proposed a novel meta-approach, which
combines multi-criteria decision analysis and linear programming (LP) to address
the multi-objective SSOA problem, which is implemented in an agricultural com-
modity trading firm. Other current works in supplier selection and order allocation
are focusing on sustainability and we classified them under GSSOA and SSSOA
discussed in Sects. 2.3 and 2.4, respectively.
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2.2 Sustainability-Related Supply Chain Risk Criteria

Several sustainability criteria have been considered by researchers for supplier
selection and evaluation purposes. Ahi and Searcy (2015) provide a comprehensive
review of the metrics used for green and sustainable supply chains, based on a
structured content analysis of 445 articles published until the end of 2012. Also, a
review by Govindan et al. (2015b) summarizes the criteria used for green supplier
selection and evaluation. We refer the interested reader to these works. This section
focuses mainly on supply chain sustainability-related risks that buyers might
encounter when outsourcing production or procuring products or raw materials
from other countries. For example, failure to address such issues at the outset of
an outsourcing process can jeopardize the reputation of a buying firm. Hofmann
et al. (2014) use a trans-disciplinary approach to describe how supply chain sustain-
ability issues translate to risks for the firm. Based on interviews with industry
experts, they contend that the risk sources in the upstream supply chain occur within
social, ecological, and ethical business conduct issues (see Table 11 in Appendix 1).

Giannakis and Papadopoulos (2016) identify 30 distinct supply chain risks across
environmental, economic, and social aspects of sustainability. These sustainability-
related risks are listed in Table 12 in Appendix 1. Their study conducts a correlation
test for sustainability-related risks, and their results show that a strong relationship
exists between environmental and economic related factors, as well as between
social and economic related factors at a statistically significant level. For example,
child labor is highly correlated with bribery and financial crises. Similarly,
Ogunranti (2018) observes correlation among the outputs used in data envelopment
analysis (DEA) for the development of a composite sustainability risk index for an
outsourcing country in the apparel industry. Out of the nine outputs considered in
this study: political stability and absence of violence (PSAV), rule of law, corruption
perception score, inflation, ease of doing business, debt to GDP ratio, human
development index (HDI) rank, overall logistics performance index score, world
risk index, and environment protection index, the PSAV is strongly correlated with



rule of law and corruption perception score. Also, the rule of law and the corruption
perception score are highly correlated with each other. Data used in this study are
obtained from various reputable international organizations including the World
Bank, United Nations Development Programme (UNDP), and Transparency
International.
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In practice, most companies develop their own sustainability metrics for tracking
progress and evaluate the performance of their offshore suppliers/contract manufac-
turers. A typical example is Nike Corporation. They include four criteria (political
risk, economic risk, social/compliance, and infrastructure and climate) in their
country risk index for sourcing and manufacturing, which is used to rate the
performance of their contract manufacturers’ factories (Nike Inc., 2018). These
four criteria with some sub-criteria are equally weighted as shown in Table 13 in
Appendix 2. Park et al. (2018) select four sustainability indices relevant to supply
chain design from publicly available World Bank indices to derive a multi-attribute
utility for each supplier considered in their study. These regional sustainability
indices are ease of doing business index, logistics performance index, global com-
petitiveness index, and global enabling trade index of potential global suppliers. A
summary of sustainability-related supply chain risks based on works by Giannakis
and Papadopoulos (2016) and Hofmann et al. (2014) is presented by Foroozesh
et al. (2018).

2.3 Green Supplier Selection and Order Allocation

The green concept refers to the environmental aspect of the sustainability concept
that also includes the economic and social dimensions (Igarashi et al., 2013; Hamdan
& Cheaitou, 2017a). All studies reviewed in this section largely consider only
environmental aspects, without any substantive focus on the social dimension of
sustainability.

In an early work, Shaw et al. (2012) develop an integrated supplier selection and
allocation model which comprises fuzzy AHP and fuzzy multi-objective linear
programming. In their model formulation, carbon emission is integrated into the
objective function of a multi-objective linear programming model, while a carbon
emission cap (Ccap) on sourcing is treated as a constraint in supplier selection.
Kannan et al. (2013) propose an integrated approach that combines fuzzy multi-
attribute utility theory and multi-objective programming, for green suppliers’ selec-
tion and order allocation purposes. These authors consider a green criterion in the
evaluation of suppliers before allocating the order. This criterion is called environ-
mental competency, which assesses suppliers based on pollution production,
resource consumption, environmental management system deployed, and
eco-design of products.

Govindan and Sivakumar’s (2016) framework integrates fuzzy TOPSIS and
multi-objective linear programming (MOLP) methodologies in a heterogeneous
decision-making environment for green supplier selection and order allocation in



the paper industry. They consider recycling capabilities and GHG emission control
as green criteria. Hamdan and Cheaitou (2015, 2017a, b) propose a decision-making
(DM) tool that integrates the fuzzy TOPSIS technique, analytic hierarchy process
(AHP), and multi-objective optimization to address green supplier selection and
order allocation decisions. They also utilize multi-period bi-objective as well as
multi-objective optimization for the green suppliers’ order allocation process
(Hamdan & Cheaitou, 2017a). The optimization part of this DM tool is solved
using the weighted comprehensive criterion method and the branch-and-cut algo-
rithm. Their results show that the bi-objective optimization model should be adopted
in practice since it performs better than the multi-objective technique in terms of
computation time. This approach provides the manager with a DM tool to help
balance economic and environmental aspects of sustainability for dealing with the
supplier selection and order allocation problem. Also, Hamdan and Cheaitou
(2017b) consider multi-period green supplier selection and order allocation with
all unit quantity discounts, in which the availability of suppliers differs from one
period to another.
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Recently, Babbar and Amin (2018) provide a novel two-phase model based on
QFD and a stochastic multi-objective mathematical model incorporating environ-
mental issues in supplier selection and allocation. Their multi-objective model is
solved using three different approaches, namely: weighted-sums, distance, and E-
constraint methods. The green criteria considered for selecting suppliers include
green cap or design, recycle and reuse, environmental management system used, and
carbon emission. This model is applied in the beverage industry. Another work by
Banaeian et al. (2018) integrates fuzzy set theory into three widely used multi-
criteria supplier selection techniques (TOPSIS, VIKOR, and GRA) for oil suppliers’
selection for a food processing company. The results obtained using these methods
yielded similar supplier rankings.

2.4 Sustainable Supplier Selection and Order Allocation

Recently, there has been an increase in the number of studies dealing with the
sustainable supplier selection and order allocation problem, but there are relatively
few studies with particular attention on sustainability-related supply risks in sustain-
able supplier selection and order allocation. Azadnia et al. (2015) propose an
integrated approach using a rule-based weighted fuzzy method, fuzzy AHP, and
multi-objective optimization for sustainable supplier selection and order allocation
for multi-period, multi-product lot-sizing problems. They demonstrate the applica-
bility of their approach using a case study of packaging films in the food industry.
Another study by Govindan et al. (2015a) integrates sustainability into the supply
chain network design (SCND) and the order allocation problem (OAP). These
authors develop a novel multi-objective hybrid approach for addressing this problem
under a stochastic retailer’s demand. Aktin and Gergin (2016) introduce the use of a
questionnaire to measure the sustainability scores of potential suppliers and then



utilize a mixed-integer linear programming model to allocate demand to appropri-
ately sustainable suppliers. This approach is successfully applied to three different
companies from different industries (printing, footwear, and apparel).
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As the number of works integrating sustainability into the supplier selection and
order allocation problem continues to rise, fuzzy AHP and TOPSIS are commonly
combined with optimization techniques to address this problem. Mohammed et al.
(2018) combine fuzzy analytical hierarchy process (AHP), the fuzzy technique for
order of preference by similarity to ideal solution (TOPSIS), and multi-objective
programming model (MOPM) to minimize total costs (transportation, purchasing,
and administration), environmental impact measured by CO2 emissions, and the
travel time of products while maximizing social impact and total purchasing value.
Ghadimi et al. (2018) apply the multi-agent systems (MASs) approach to address the
communication and information exchange challenges in supplier–buyer relation-
ships during the sustainable supplier selection and order allocation. Their proposed
MAS model comprises two sub-models. First is the supplier evaluation sub-model
which utilizes a proposed fuzzy inference system (FIS) model to evaluate the
potential suppliers’ sustainability performance. Second is the order allocation
sub-model which uses a bi-objective optimization model to allocate a total order
quantity among the selected suppliers. More recently, Azadnia and Ghadimi (2018)
propose an integrated fuzzy AHP combined with quality function deployment
(FAHP-QFD) together with a fuzzy assessment method (FAM), in order to assess
suppliers’ sustainability scores. Then, a fuzzy multi-objective mixed-integer
non-linear programming model (MINLP) is solved for order allocation to suppliers
based on the manufacturer’s preferences on sustainability.

Vahidi et al. (2018) propose a new framework for addressing the SSSOA problem
under operational and disruption risks. They provide a hybrid approach that uses the
strengths, weaknesses, opportunities, and threats (SWOT) analysis and the quality
function deployment (QFD) method for selecting the most useful sustainability
criteria to be used in the supplier selection process. Then, a bi-objective two-stage
mixed possibilistic-stochastic programming model is utilized for solving the final
supplier selection and order allocation. Another study by Gören (2018) presents a
novel hybrid approach, which uses the fuzzy Decision-Making Trial and Evaluation
Laboratory (DEMATEL) and Taguchi loss functions for evaluating and ranking
sustainable suppliers. Then a bi-objective optimization model is used for order
allocation to each selected supplier. Their proposed bi-objective optimization
model considers the issue of lost sales during the allocation process.

Park et al. (2018) propose a framework for a sustainable supply chain design
using multi-attribute utility theory and multi-objective integer linear programming
for sustainable supplier selection and optimal order allocation. Another work by
Kellner and Utz (2019) utilized a multi-objective supplier selection and order
allocation based on H. Markowitz’s investment portfolio theory taking into account
sustainability. Moheb-Alizadeh and Handfield (2019) developed a multi-objective
MILP for sustainable supplier selection and order allocation with multiple periods,
multiple products, and multimodal transportation while taking into account shortage
and discount conditions. Their solution approach is the combination of E-constraint



method and Benders decomposition algorithm (BDA) with DEA super-efficiency
score to select the final solution. Unlike most recent works, Jia et al. (2020)
formulated a distributionally robust goal programming model to solve SSSOA
problem for a centralized supply chain with a purchasing company and multiple
suppliers, which deal with four conflicting goals concerning sustainability in terms
of cost, emissions, society, and suppliers’ comprehensive CO2 value under uncertain
environment. According to the authors, their study extends the work by Mohammed
et al. (2019).
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Despite increasing research attention toward developing integrated approaches
for sustainable suppliers selection and order allocation decisions, there are still very
few practical quantitative models addressing this problem of sustainability and risks
in SSSOA. To the best of our knowledge, there seems a dearth of quantitative models
that incorporate supply chain sustainability-related risks in this selection/allocation
process. This chapter aims to address this gap in the literature.

3 Proposed Modeling Framework

This section presents our proposed framework, which integrates the PCA, min-max
normalization, and bi-objective optimization, to address the joint problems of
sustainable supplier selection and order allocation while considering sustainability-
related supply chain risks. Typically, supplier selection and evaluation is a multi-
criteria decision-making problem which involves the use of numerous dimensions
for rating suppliers. Although the PCA is a common dimension reduction technique,
it may be useful in generating a composite single score from multiple dimensions.
First, we use PCA to estimate the score of each supplier and normalize this score
using the min-max normalization method in order to derive the sustainability
performance scores for selecting a qualified pool of suppliers. These sustainability
performance scores calculated from the sustainability-related risk criteria data for the
qualified suppliers are incorporated into the objective function of the bi-objective
optimization model. This bi-objective model is used to select the final suppliers and
determine the optimal quantity allocated to them, under some relevant constraints. A
diagrammatic representation of the proposed framework is presented in Fig. 1.

Based on our proposed modeling framework, we need to obtain a single measure
to evaluate the sustainability performance of several suppliers under consideration.
Analytical approaches such as data envelopment analysis (DEA), cluster analysis,
discriminant analysis, and PCA have been utilized in the literature for estimating a
single performance measure for supplier selection purposes (Chen, 2011; Kannan
et al., 2013). A study by Zhu (1998), comparing the DEA and PCA approaches,
concludes that there is consistency among the rankings obtained using these two
techniques. Also, Premachandra (2001) shows that the PCA approach recommended
by Zhu (1998) can be improved further for it to work well when the majority of the
decision-making units (DMUs) in the sample data considered are efficient.
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Identification of available contract 

manufacturers (CM)

Identification of the relevant 

sustainability-related supply chain risk 

Data collection on candidatecontract 

manufacturers

PCA to evaluate the sustainability 

performance score for each supplier

Min-Max normalization of CM’s 

sustainability performance scores

Output performance score:

Pool of qualified CMs

Bi-objective optimization model:

Final CM selection and optimal order 

allocation  

Fig. 1 Framework for the sustainable supplier selection and order allocation model

3.1 Principal Component Analysis (PCA)

PCA is a multivariate method for data dimension reduction. This reduction is
achieved by transforming the original data variables into a set of uncorrelated new
variables called the principal components. These are a linear combination of the
values of the original variable, with the first principal component having the
maximum variance. Although there exist relatively few studies that apply PCA in
the supplier selection process, Lam et al. (2010) and Petroni and Braglia (2000) point
out its usefulness in overcoming the limitations of other popularly used methodol-
ogies. The PCA technique eliminates multicollinearity among the criteria (Slottje,
1991), greatly reduces data dimensionality with little or no information loss, and
overcomes the subjectivity in assigning weights to the evaluation criteria (Petroni &
Braglia, 2000; Lam et al., 2010). For our purposes, a distinct advantage of PCA over
other methods is that the various evaluating criteria, or performance measures, do not
necessarily have to be in the same units. For simplicity and ease of computation, we
choose to use the PCA approach for estimating a single sustainability performance
measure for a set of suppliers.

Consider a dataset with dimension S � P, where S is the number of observations
in each variable, and P is the number of variables. Let x ¼ (x1, x2, x3, . . ., xP) be a S-
dimensional vector; then the data matrix can be represented by H, i.e.,
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H ¼ x1, x2, x3,⋯, xPð Þ ¼

X11 X12 X1P

X21 X22 ⋯ X2P

: : : :

: : : :

: : : :

XS1 XS2 ⋯ XSP

666666664

777777775
: ð1Þ

The principal components (z1, z2, z3, . . ., zp), which are the uncorrelated new
variables derived from the eigenvectors (ωs’), can be estimated using Eq. (2):

z1
z2
:

:

:

zp

2
666666664

3
777777775
¼

ω11 ω12 ⋯ ω1p

ω21 ω22 ⋯ ω2p

: : : :

: : : :

: : : :

ωp1 ωp2 ⋯ ωpp

2
666666664

3
777777775
X

x1
x2
:

:

:

xp

2
666666664

3
777777775
: ð2Þ

These principal components are arranged in descending order of importance
based on the proportion of variation explained (πp) by each of them, where
π1 > π2 > ⋯ > πP. A subset of these new variables may be selected by retaining
T principal components (T < P), which adequately capture the information
contained in data matrix H. There are two recommended approaches to select T.
One approach is to select the principal components whose eigenvalues are greater
than 1. Another approach is to choose the principal components that collectively
account for a certain percentage of the total variation explained. Rencher (2003)
recommends a total explained variation to be greater or equal to 80%, while Zhu
(1998) suggests a value greater than or equal to 90%.

For our purposes, the PCA approach utilized to construct a single measure for
evaluating the suppliers’ sustainability performance values is summarized in the
following steps:

Step 1: Obtain the principal component characteristics vector (ω) and the proportion
of variation explained (πp) by each component.

Step 2: Select the first T principal components (PC) characteristics vector using the
total variation explained greater than or equal to 90% approach as per Zhu (1998).

Step 3: Convert the selected principal component characteristics vector to ranks
r(ωpt) and normalize the ranks, as proposed by Slottje (1991), using

r ωpt

� � ¼ rankp
max rankt

wherep ¼ 1, 2, . . . ,P and t ¼ 1, 2, . . . ,T : ð3Þ



Step 4: Determine the aggregated weight (bωp) using the percentage contribution (πt)
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of each of the selected principal component characteristics vector and the nor-
malized ranks, r(ωpt), i.e.,

bωp ¼
XT
t¼1

πtr ωpt

� �
where p ¼ 1, 2, . . . ,P: ð4Þ

We now define a single measure for evaluating the sustainability performance of
the suppliers as follows:

PS ¼ bω1bx1 þ bω2bx2 þ⋯þ bωPbxP ¼
XP
p¼1

bωpbxp, ð5Þ

bxpwhere is the standardized value of variable p.

3.2 Min-Max Normalization

We utilize the min-max normalization procedure to convert the single measure of
sustainability performance described above to a value between 0 and 1 for each
supplier. Thus, the possibility of having a negative performance score for any of the
suppliers is eliminated. This normalized performance measure score is denoted by η
and each supplier’s sustainability performance, ηi, can be evaluated using Eq. (6),
shown below.

ηi ¼ PSi � PSmin

PSmax � PSmin
: ð6Þ

This supplier’s sustainability performance, ηi, then becomes the coefficient of the
maximization part of the bi-objective model outlined in the next section.

3.3 Bi-objective Model

In this section, we present a mathematical optimization model incorporating
sustainability-related risks and offshore outsourcing purchasing costs to capture
the trade-off between supply chain sustainability risks and low outsourcing costs
in contract manufacturer (or supplier) selection and order allocation. The proposed
bi-objective mixed-integer programming model attempts to arrive at the supplier
selection and order allocation decisions simultaneously, with the dual objectives of
maximization of the sustainability performance score and the minimization of the
total procurement cost.



yi -
0, Otherwise, i 1, 2, . . . , S,

X

X

f θy i 1, 2, , S 10

X
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3.3.1 Notation

The following notational scheme is used in the optimization model developed
below:

Parameters

i Index for identifying contract manufacturers, or suppliers

ηi The sustainability performance score of contract manufacturer (supplier) i

ci The unit cost of production by contract manufacturer (supplier) i

Q Total quantity of product outsourced

Ki Available capacity of contract manufacturer (supplier) i

M Minimum number of contract manufacturers (suppliers) to use

S Total number of contract manufacturers (suppliers) available

θ The minimum proportion of the total quantity to be allocated to any contract manufacturer
(supplier)

Decision Variables�
1, if contract manufacturer i is selected

¼
qi - Quantity allocated to contract manufacturer i
fi - Proportion of total order quantity allocated to contract manufacturer i.

Maximize τ ¼
PS
i¼1

ηiyi

PS
i¼1

yi

: ð7aÞ

S

Minimize TC ¼
i¼1

ciqi: ð7bÞ

Subject to:

XS
i¼1

qi ¼ Q: ð8Þ

S

i¼1

yi � M: ð9Þ

i � i ¼ . . . : ð Þ
S

i¼1

f i ¼ 1: ð11Þ



q 0, f 0, and y 0, 1 i 1, 2, , S 13
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f iQ � qi � Kiyi i ¼ 1, 2, . . . , S: ð12Þ
i � i � i ¼ f g ¼ . . . : ð Þ

As indicated above, (7a) represents the maximization of the average sustainability
performance score (τ) of the selected suppliers and (7b) depicts the minimization of
the total procurement cost (TC) for quantities from selected suppliers. Constraint (8)
ensures that the total quantity requirement is met. Constraint (9) defines the mini-
mum number of contract manufacturers (suppliers) to select and must always be at
least 2 since our focus is on multiple sourcing strategy, while constraint (10) ensures
that each selected contract manufacturer is allocated at least a certain proportion of
the total quantity required. Constraint (11) ensures that the sum of the contract
manufacturers’ proportions equals 1. Constraint (12) specifies the minimum quantity
allocated to each contract manufacturer (supplier) and the capacity constraints of the
contract manufacturers. Constraint (13) defines the binary variables and the
non-negativity requirements of the decision variables.

3.3.2 Solution Approach

In our model, we have two conflicting objectives. To solve this bi-objective model,
we introduce a new parameter, τ 2 {0 � 1}, to transform the model into a single
objective optimization problem as shown in (14) similar to the epsilon-constraint
method. This allows us to easily solve the problem for different values of τ and
capture the trade-off between cost and sustainability performance of the selected
suppliers.

Minimize TC ¼
XS
i¼1

ciqi

Subject to :PS
i¼1ηiyiPS
i¼1yi

� τ

XS
i¼1

qi ¼ Q

XS
i¼1

yi � M

f i � θyi i ¼ 1, 2, . . . , S

XS
i¼1

f i ¼ 1

f iQ � qi � Kiyi i ¼ 1, 2, . . . , S

qi � 0, f i � 0, and yi ¼ 0, 1f g i ¼ 1, 2, . . . , S:

ð14Þ
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The next section presents an illustrative example from the global apparel industry,
to demonstrate the applicability of our proposed integrated model in practice.

4 Illustrative Example

The apparel industry is unique and one of the most globalized industries in the world.
For example, at the end of 2017, Nike Inc.’s value chain had over 500 contract
factories in 42 countries with more than 1 million workers, and more than 500,000
different products, each with its own environmental and social footprint
(NikeFY1617 Report, 2018). Similarly, VF Corporation, the world’s largest publicly
owned apparel company, currently manufactures 17% of its products in China, 27%
in the Americas, 15% in Vietnam, 3% in India, 6% in Cambodia, 2% in Indonesia,
15% in Bangladesh, and 14% in other countries (VF Corporation, 2018). This firm’s
global supply chain consists of multiple entities such as a combination of retailers,
contractors, subcontractors, merchandisers, buyers, manufacturers, and suppliers.
For the entire supply chain, it is, thus, critical to effectively manage the relevant risks
in a dynamic and complex environment, in order to remain competitive. This is a
supply-driven commodity chain where each player’s role is important in the network
of supply chains—spanning from fibers to yarn, to fabrics, to accessories, to
garments, to trading, and marketing (Ramesh & Bahinipati, 2011).

In our example, we consider a retailer confronted with the problem of selecting at
least 5 contract manufacturers from a pool of 10 available suppliers for the supply of
10,000 units of a specified apparel—a cotton for women dress. Contract manufac-
turers have different production capacities and are located in different countries. The
retailer requires that each supplier must meet a minimum supply requirement of at
least 10% of total demand.

The first stage in our proposed method is to identify the relevant criteria for rating
the sustainability performance of the available contract manufacturers. Then, we
collect data on each criterion for the contract manufacturers. Table 1 shows the
evaluation criteria considered to be relevant to this study.

4.1 Evaluation Criteria

The criteria selected to evaluate the sustainability performance of a potential contract
manufacturer from a particular country are obtained from publicly available indices
data provided by various reputable global organizations. These indices utilize both
quantitative and qualitative data to examine the economic, environmental, and social
performance of different countries. This renders the practical applicability and
reliability of our proposed model valid and credible. Data on potential contract
manufacturers were collected on these criteria based on the outsourcing country,
and the suppliers’ normalized data are presented in Table 2.



Criteria

✓ ✓

✓ ✓

✓ ✓

✓ ✓

✓ ✓

✓ ✓

✓ ✓
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Table 1 Selected sustainability-related risks criteria

Sustainability dimension

Economic Environmental Social

1. Logistics performance index (LPI) (Arvis et al., 2016)

2. Political stability and absence of violence (PSAV)

3. Rule of law (ROL)

4. Control of corruption (COC)

5. Ease of doing business index (EDB) (World Bank,
2015)

6. Human development index (HDI) (UNDP, 2015) ✓

7. Corruption perception score (CPS) (www.transparency.
org)

8. Environmental performance index (EPI) (Hsu et al.,
2016)

✓

9. World risk index (WRI) ✓

Most of the sustainability-related supply chain risks stated in Giannakis and
Papadopoulos (2016) are effectively measured by the 9 criteria listed in Table 1.
The logistics performance index (LPI) reflects the overall logistics performance of a
country in terms of its supply chain reliability and the predictability of service
delivery for producers and exporters (Arvis et al., 2016). This is based on five core
elements: efficiency of the customs clearance process, quality of trade and transport
infrastructure, ease of arranging competitively priced shipments, competence, and
quality of logistics services, ability to track and trace consignments, and frequency
with which shipments reach the consignee within the scheduled delivery time.
Political stability and absence of violence (PSAV), rule of law (ROL), and control
of corruption (COC) are part of World Bank’s world governance indicators (WGI),
which are a good indicative measure of the political, economic, and social status of a
country (Kaufmann et al., 2011). Ease of doing business (EDB) and what it measures
are provided in Table 14 in Appendix 2. The environmental performance index (EPI)
captures all aspects of environmental related issues and is an aggregation of more
than 20 indicators from national-level environmental data. Similarly, the world risk
index (WRI) is estimated from 28 indicators grouped into four components—
exposure (to natural hazards), susceptibility, coping capacities, and adaptive capac-
ities. The WRI is derived from globally available public data. For details on the EPI
and WRI indicators, we refer interested readers to Hsu et al. (2016) and WRI (2015),
respectively.

4.2 Sustainability Performance

The next stage in our proposed approach is to determine the sustainability perfor-
mance of each supplier using the steps described in Sect. 3.1. In order to evaluate
sustainability performance measures, the first step is to conduct a PCA analysis on

http://www.transparency.org
http://www.transparency.org
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the supplier’s normalized data shown in Table 2 for obtaining the principal compo-
nent characteristics vector and the proportion of variation explained. The results are
shown in Table 3.
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In step 2, we selected the first four (4) principal components, accounting for
93.8% of the variation in the contract manufacturers’ sustainability-related risk
criteria, based on the total percentage of variation explained rule. Next, following
step 3, the selected princial components characteristics vectors are converted to
normalized ranks, r(ωpt), based on the procedure suggested by Slottje (1991), as
described earlier in Sect. 3.1. The results are presented in Table 4.bωp)In Step 4, we determine the aggregated weight ( from the normalized ranks in
Table 4 and the proportion of variation explained by the chosen principal compo-
nents in Table 3. Using Eq. (4), we obtain the results shown in Table 5.

Now, we can evaluate a single sustainability performance score (PS) for each
contract manufacturer from Eq. (5). Using the percentage of contribution (πp) of the
selected principal components and the aggregated weight from step 4, Eq. (5)
becomes

PS ¼ 0:814bx1 þ 0:250bx2 þ 0:476bx3 þ 0:548bx4 þ 0:593bx5 þ 0:555bx6
þ 0:697bx7 þ 0:476bx8 þ 0:279bx9: ð15Þ

From Eq. (15) above, the performance score for each contract manufacturer is
computed using corresponding normalized variable values from Table 2. Then, the
sustainability performance score (ηi) in Table 6 is obtained by applying min-max
normalization shown in Eq. (6) to the performance score (PS) derived using the PCA
approach.

The sustainability performance scores (ηi) become the coefficients of the first
objective function in our proposed integrated model. Note that the contract manu-
facturer 1 (CM1) is eliminated at this stage because it has the worst sustainability
performance.

4.3 Selection and Order Allocation

To apply our integrated model in (14), the contract manufacturers’ costs are obtained
from the top 20 exporters of women’s and girl’s cotton dresses (not knitted or
crocheted) found in Weil (2006). We assume that the various CMs’ capacities
range from 2000 to 3000. Both of these input parameters are shown in Table 7.

As mentioned earlier, the following parameter values are selected: the minimum
proportion of total quantity to be delivered by each contract manufacturer (θ)¼ 0.10,
the minimum number of contract manufacturers (M ) ¼5, and the total product
quantity required (Q) ¼ 10,000 units. Using these parameters, the resulting model
from (14) is solved using an open-source R-programming package called “GLPK.”
This application software is known to be appropriate and efficient for solving large-
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scale linear programming (LP) and mixed-integer linear programming (MILP)
problems (Theussl et al., 2017).
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Table 4 Normalized ranks
for the Eigenvectors for the
selected principal components

Variable PC1 PC2 PC3 PC4

LPI 1.000 0.556 0.889 0.889

PSAV 0.222 0.333 0.111 0.556

ROL 0.667 0.222 0.222 0.667

COC 0.778 0.111 0.778 0.444

EDB 0.556 0.889 0.333 0.778

HDI 0.333 1.000 0.667 1.000

CPS 0.889 0.444 1.000 0.333

EPI 0.444 0.778 0.444 0.222

WRI 0.111 0.667 0.556 0.111

Table 5 Aggregated weight for variables

LPI PSAV ROL COC EDB HDI CPS EPI WRI

0.814 0.250 0.476 0.548 0.593 0.555 0.697 0.476 0.279

Table 6 CM’s sustainability performance

Supplier Country Code PCA score (PS) SP score (ηi)

CM1 Bangladesh BGD �7.334 0.000

CM2 China CHN 2.299 0.835

CM3 India IND �0.378 0.603

CM4 Indonesia IDN �0.714 0.574

CM5 Mexico MEX �0.760 0.570

CM6 Philippines PHL �1.046 0.545

CM7 South Africa ZAF 4.204 1.000

CM8 Thailand THA 1.425 0.759

CM9 Turkey TUR 2.458 0.849

CM10 Vietnam VNM �0.154 0.622

4.4 Results and Discussion

This section presents the results of the suppliers’ sustainability performance mea-
sures, the selected suppliers, and optimal order allocations from the bi-objective
model and sensitivity analysis on the minimum supply quantity from the supplier
(θ). Figure 2 shows the sustainability performance relative to the product’s unit cost
for each supplier (or contract manufacturer).

Figure 2 suggests that there seems to be no clear relationship between sustain-
ability performance and unit product cost in this case study. Thus, there is a need for
a trade-off between low cost and sustainability performance in the contract manu-
facturer selection and order allocation decisions.
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Table 7 Contract manufacturer’s cost and capacity

Supplier Country CODE Unit cost ($) Capacity (Ki)

CM1 Bangladesh BGD 3.83 2500

CM2 China CHN 11.25 2300

CM3 India IND 6.00 2800

CM4 Indonesia IDN 5.17 2400

CM5 Mexico MEX 5.58 2100

CM6 Philippines PHL 5.00 2800

CM7 South Africa ZAF 4.33 2950

CM8 Thailand THA 4.42 2000

CM9 Turkey TUR 6.25 2400

CM10 Vietnam VNM 3.83 3000

Fig. 2 Contract manufacturer sustainability performance against cost

4.4.1 Optimization Results

To obtain our optimal results, we solved the model for different values of τ, ranging
from 0 to 1 in increments of 0.01. The parameter τ can be referred to as the average
sustainability performance of the selected contract manufacturers. Table 8 presents
the optimal solution to the supplier selection and allocation problem considered. For
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0 � τ � 0.70, the results obtained remain unchanged, while they change for
0.71 � τ � 0.81. Nevertheless, for values of τ > 0.81, no feasible solutions exist.
The resulting Pareto optimality frontier is depicted in Fig. 3.
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Fig. 3 Pareto frontier for this example

From Table 8, CM7, CM8, and CM10 are selected in all the optimal solutions in
the Pareto set and utilized to full capacity. This is because CM7 and CM10 are
non-dominated by others and once their capacity is used up, the next relatively
low-cost supplier is selected.

Furthermore, we consider the optimization model without the sustainability
performance objective. The minimum total procurement cost is $ 43,523.50 with
the same optimal solution as when τ is between 0 and 0.7. This is labeled as the base
total procurement cost for the decision-maker to appraise the trade-off between cost
and sustainability performance. Our results show that as the average sustainability
performance required (τ) increases beyond 0.7, CMs with relatively low sustainabil-
ity performance are replaced with ones with better sustainability performance, albeit,
resulting in increasing total procurement cost as shown in Fig. 3 (e.g., at τ ¼ 0.71,
τ ¼ 0.72 � 0.75, 0.76, and 0.77 � 0.81, the optimal total procurement costs are
$44,532.00, $44,603.50, $44,782.00, and $50,916.00, respectively).
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4.4.2 Sensitivity Analysis

In this section, we conduct a sensitivity analysis of the minimum number of
suppliers’ requirements and their capacities to gain some useful managerial insights.
Since the sustainability performance measure is a function of the number of suppliers
selected, we compare the scenario when a minimum of two suppliers are required as
against a minimum of five in the original problem. For both scenarios, we consider
the case when suppliers have limited capacity (referred to as the capacitated sup-
plier’s case) and the scenario when each supplier has unlimited capacity to supply all
the required quantities ordered by the buyer (referred to as the uncapacitated
supplier’s case). The results for the capacitated and uncapacitated cases with a
minimum of two suppliers are presented in Tables 9 and 10, respectively.

Table 9 shows that a costly supplier with high sustainability performance will
only be selected when the other suppliers’ capacities are used up. Also, it can be
deduced that the maximum sustainability performance achievable, when suppliers’
capacities are limited, is 0.82 in this example. While in the uncapacitated suppliers’
case, a sustainability performance of 0.92 at a lower cost is possible as shown in
Table 10. This occurs because more quantity is allocated to a relatively low-priced
supplier with high sustainability performance when high sustainability performance
is required. In contrast, a relatively large quantity is allocated to a low-priced
supplier with moderate sustainability performance, when the required sustainability
performance is less than 0.83 in our example problem, as shown in Table 10.

4.4.3 Model Modification

It is important to note that our proposed modeling framework is capable of handling
the evaluation of a large number of suppliers using numerous criteria and constraints
in the optimization model can easily be modified, if needed. For instance, a buyer
may want to tie the suppliers’ minimum supply requirement to their sustainability
performance, if its evaluation criteria directly measure the suppliers’ sustainability
performance. To accommodate for such a change, we can define different values of θ
for different suppliers (i.e., θ now becomes θi, 8 i).

One of the major characteristics of global supply sourcing is that contract
manufacturers often specify a minimum order quantity, which may be due to
economies of scale in production or shipment. This means that the buyer must not
order less than a certain quantity from each selected supplier or needs to allocate
round lots. If we define Li as the minimum order restriction for supplier i, we can
easily replace Eqs. (10) and (12) in the original model with

f iQ � Li i ¼ 1, 2, . . . , S, ð16Þ
i i � i � i i ¼ ð Þ

where Liyi and Kiyi are the lower and the upper bounds for qi, respectively.
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5 Conclusions

In this chapter, we propose an integrated methodology that combines the PCA
technique, min-max normalization, and a bi-objective optimization model for the
supplier selection and order allocation problem considering sustainability-related
risks in the context of global sourcing. The bi-objective optimization model realis-
tically captures the trade-off between sustainability-related risks and
low-procurement cost. The results from our example show that the Pareto frontier
can be used as the trade-off curve in global sourcing decision-making since it
generates the optimal combination of suppliers. The optimization model allocates
an order quantity to selected suppliers and ensures that they have enough capacity to
produce and meet minimum supply requirements. This approach can help decision-
makers in taking a balanced approach to sustainable supplier selection and order
allocation while mitigating the associated supply chain risks related to sustainability.

Additionally, we are in the era of big data and firms have vast amounts of data at
their disposal to explore for evaluating supplier performance. Integrating the PCA
technique in our proposed procedure can be very useful because of its unique
advantages over traditional supplier evaluation methods. Thus, our proposed
approach is likely to work well even when evaluating several suppliers
(or contract manufacturers) using numerous criteria. Based on our illustrative exam-
ple, we believe that this approach to evaluating sustainability performance is capable
of exposing sustainability-related risks in supplying countries that may adversely
affect sourcing firms, as a result of global sourcing. This premise is similar to Park
et al.’s (2018) finding that regional characteristics reflect the characteristics of the
suppliers in the region.

Finally, this work can be extended in several directions, e.g., the consideration of
multi-period, multi-product scenarios. Another possible extension would be to solve
the problem with multiple objective functions such as minimizing risk and cost while
also maximizing supply chain visibility and transparency. Other possible future
research directions lie in the study of uncertainty in suppliers’ capacities, due to
failure or unforeseen disruptions in operations. We hope that this work will provide
the basis for meaningful further explorations in these important areas of study.
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Appendices

Appendix 1: Sustainability-Related Supply Chain Risks

Table 11 Example statements on sustainability risk sources (Hofmann et al., 2014)

Social issues
“Child labor, low wages, unbearable working conditions, extortion, you name it” (TelCo, I)

“There is a social dimension if the carrier forces its employees to excess overtime provoking
accidents. Thus, our clients may believe that we rely on cheap and forced-labor workers”
(LogIntCo, I)

Ecological issues
“If they [suppliers] don’t have water treatment for chemical substances, then it is absolutely not

acceptable” (ChemCo, I).

“Suppliers may rely on wasteful processes although ecologically friendly alternatives are
available” (TelCo, II)

Ethical business conduct issues
“It’s also the extreme political opinion of suppliers that may lead to problems for us” (LogNatCo,
II)

Table 12 Sustainability-related supply chain risks (Giannakis & Papadopoulos, 2016)

Endogenous Exogenous

Environmental
• Environmental accidents (e.g., fires, explosions) • Natural disasters (e.g., hurricanes, floods,

earthquakes)

• Pollution (air, water, soil) • Water scarcity

• Non-compliance with sustainability laws • Heatwaves, droughts

• Emission of greenhouse gases, ozone depletion

• Energy consumption (unproductive use of energy)

• Excessive or unnecessary packaging

• Product waste

Social
• Excessive working time; work-life imbalance • Pandemic

• Unfair wages • Social instability

• Child labor/forced labor • Demographic challenges/aging
population

• Discrimination (race, sex, religion, disability, age,
political views)

• Healthy and safe working environment

• Exploitative hiring policies (lack of contract,
insurance)

• Unethical treatment of animals

Financial/economic
• Bribery • Boycotts

• False claims/dishonesty • Litigations

• Price fixing accusations • Energy prices volatility

• Antitrust claims • Financial crises

• Patent infringements

• Tax evasion
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Appendix 2: Indices Criteria and Description

Table 13 Nike’s country risk sourcing and manufacturing index criteria (Source: Nike Inc.)

Criteria Description Data source

Political risk (25%)
Political stability and risk

of violence (PSRV)
Nike travel risk rating, political violence, and
regime stability

World Bank

Rule of law Effectiveness of legal and regulatory practices World Bank

Transparency and
corruption

Transparency international corruption percep-
tion index

https://www.
transparency.
org/

Economic risk (25%)
Workforce risk Access to food, education, and disease risk

Business and trade
environment

Business regulation, trade risk World Bank

General economic
environment

Including risk of economic instability, foreign
exchange, inflation, debt, and GDP

Social/compliance (25%)
Compliance with labor

standards
Risk of wages, hours, FoA, child labor, etc.,
violations and SMSI performance

Civil rights Freedom of the press arbitrary arrests, minority
rights

Worker vulnerability UNDP Human Development Index www.undp.org

Infrastructure & Climate (25%)
Energy and water Availability and vulnerability of energy and

water resources

Natural disasters and cli-
mate change

Vulnerability and exposure to extreme natural
disasters

Logistics infrastructure Speed, cost, and security of logistics, e.g.,
roads, ports, communications

World Bank

https://www.transparency.org/
https://www.transparency.org/
https://www.transparency.org/
http://www.undp.org
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Table 14 What doing business measures—11 areas of business regulation (World Bank, 2015)

Indicator set What is measured

Starting a business Procedures, time, cost, and paid-in minimum capital to start a limited
liability company

Dealing with construc-
tion permits

Procedures, time, and cost to complete all formalities to build a
warehouse and the quality control and safety mechanisms in the
construction permitting system

Getting electricity Procedures, time, and cost to get connected to the electrical grid, the
reliability of the electricity supply, and the cost of electricity
consumption

Registering property Procedures, time, and cost to transfer a property and the quality of the
land administration system

Getting credit Movable collateral laws and credit information systems

Protecting minority
investors

Minority shareholders’ rights in related-party transactions and in cor-
porate governance

Paying taxes Payments, time, and total tax rate for a firm to comply with all tax
regulations

Trading across borders Time and cost to export the product of comparative advantage and
import auto parts

Enforcing contracts Time and cost to resolve a commercial dispute and the quality of
judicial processes

Resolving insolvency Time, cost, outcome, and recovery rate for a commercial insolvency
and the strength of the legal framework for insolvency

Labor market regulation Flexibility in employment regulation and aspects of job quality
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A Bi-objective, Risk-Aversion Optimization
Model and Its Application in a Biofuel
Supply Chain

Krystel K. Castillo-Villar and Yajaira Cardona-Valdes

Abstract This chapter discusses approaches to incorporate risk aversion in supply
chain network design. The design of supply chain networks involves multiple
uncertainty sources. Most of the previous works took a risk-neutral approach by
modeling the problem as two-stage stochastic formulation. However, most decision-
makers are not risk neutral, and a better understanding of the risk involved is
germane. The contributions of this chapter are threefold: methodological, algorith-
mic, and application. From the methodological perspective, we propose a novel
mathematical formulation of a bi-objective two-stage stochastic programming model
that measures the trade-off between the expected cost and the conditional value at
risk (CVaR). From the algorithmic point of view, the augmented ε-constraint method
is used for solving the model and getting the Pareto solutions set. From the
application side, a real-life data-driven case study at a state level is solved to
optimality to obtain pragmatic and managerial insights that enable the investigation
of solutions for different levels of risk aversion; this, in turn, helps to increase the
production of reliable and cost-effective biofuel. The mathematical model can be
transferable to other applications that seek to provide risk-averse solutions to
decision-makers.
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1 Introduction

When designing and planning a supply chain network, the decision-maker needs to
consider the multiple sources of uncertainties (i.e., supply availability, price fluctu-
ation, demand variation). Particularly, for location-allocation problems, two-stage
stochastic programming has been a powerful technique to address such problems
(Birge & Louveaux, ). Previous works in supply chain research that have used
the two-stage programming approach include Atashbar et al. ( ), Ekşioğlu et al.
( ), Leduc et al. ( ), Leão et al. ( ), and Roni ( ); however, these
models are risk neutral since they consider only the expected cost or profit in the
objective function. Ahmed ( ) as well as Ruszczyński and Shapiro ( )
studied risk-neutral approaches and pointed out some inefficiencies in those
approaches when just expectation is considered in the objective function. To over-
come this, the incorporation of risk measures used in financial engineering has
demonstrated their applicability in two-stage problems. Specifically, the conditional
value at risk (CVaR) is an effective and well-behaved risk measure that provides
more robust solutions compared with risk-neutral approaches.

20062006

2013201120082009
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The effort for controlling risk through optimization methods goes back to the
studies of Markowitz (1952) that laid out the foundations of modern financial
optimization theory. In his work, the trade-off between risk and return was modeled
through a quadratic optimization model to determine the optimal investment in a
portfolio of financial assets. The risk measure used by Markowitz (1952) was the
variance; however, this metric has some limitations when the outcome distribution is
asymmetric (Filippi et al., 2020); in this sense, it considers under- and over-
performance equally. Due to the limitations presented by the variance, other metrics
have been considered in financial applications. The most popular lately has been the
shortfall-based or quantile-based, particularly the conditional value at risk
(Rockafellar & Uryasev, 2000).

The recent survey of Filippi et al. (2020) presents the general concept of CVaR
and its application in optimization modeling including several applications different
from financial optimization, such as supply chain management, scheduling, net-
works, energy, and healthcare.

From the literature review, it was observed that most of the previous works
consider the demand and the supply as the sources of uncertainty. Regarding the
objective functions, most of the works consider the expected cost or the expected net
present value as the economic performance. With respect to the way CVaR is
incorporated in the model, most of the problems are modeled as two-stage stochastic
problems. Regarding the approaches used to incorporate risk measures, the majority
of previous works consider either a single-objective or a bi-objective approach. The
single-objective papers (Noyan, 2012; Soleimani et al., 2014; Hemmati et al., 2016;
Rahimi et al., 2019) consider a weighted form or a mean-risk form. The bi-objective
works (Claro & de Sousa, 2012; Fernandes et al., 2015; Paterakis et al., 2018; da
Silva et al., 2020; Delgado & Claro, 2013) use the ε-constraint method or the



augmented ε-constraint method. Notably, Carneiro et al. (2010) is the only work
reviewed that uses CVaR as constraint.
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To position our book chapter in the state of the art, our chapter presents a
bi-objective approach to optimize the risk of implementing a supply chain that
uniquely considers biomass quality-related properties (as uncertainty sources) as
well as logistics decision variables. In this chapter, we implement an augmented
ε-constraint method to efficiently solve a realistic case study. Our work fills the gap
in the literature by introducing the concept of risk to an emerging field: biofuel
supply chains.

The structure of this book chapter follows. In Sect. 2, we review previous works
related to risk management in supply chains with an emphasis on energy systems.
Section 3 provides background on the use of CVaR in optimization. Section 4
describes approaches for incorporating risk metrics in optimization models. A
two-stage stochastic programming model where only expected cost is considered
is described. The extension to a risk-averse framework that manages the trade-off
between the expected cost and the CVaR is presented. Optimization models for the
two approaches, a mean-risk model, which considers a single-objective function, and
a bi-objective model, which minimizes simultaneously both objectives, are
discussed. Section 5 describes the case study and presents the computational results
for a biofuel supply chain network. Finally, Section 6 presents the concluding
remarks.

2 Literature Review

Our literature review focuses on risk management in supply chains with a special
focus on two-stage stochastic problems in energy domains. Although we can
mention some two-stage stochastic optimization papers in the design and planning
of biofuel supply chains (Kim et al., 2011; Marufuzzaman & Ekşioğlu, 2014;
Castillo-Villar et al., 2017), all of them are risk neutral. For risk-averse approaches,
we focus our literature review on approaches considering the CVaR as the risk
measure.

As Filippi et al. (2020) highlighted in their survey, the CVaR has been applied in
different areas. Particularly, we concentrate our discussion on problems related to
facility location and supply chain management. In facility location problems, the
decision-makers face strategic and planning decisions. As the authors stated, the
most widely used solution approach considers the problem as a scenario-based
two-stage stochastic programming, where usually the first-stage variables are related
to strategic decisions (e.g., type and location of facilities); these decisions need to be
taken before the realization of uncertain events, whereas planning decisions are
modeled by second-stage variables (e.g., flow of commodities). Risk factors usually
affect directly only the second-stage decisions. To mitigate the risk associated with
these decisions incorporating the CVaR measure, an approach to accomplish that is



formulating the two-stage stochastic problem as a mean-CVaR model and solving it
through optimization commercial solvers.
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Next, we review previous studies in the energy domain. Carneiro et al. (2010)
addressed the strategic planning of an oil supply chain through the portfolio opti-
mization problem in the integrated oil supply chain to satisfy both fuel specifications
and national demand with the maximum profit. Uncertainty is introduced through the
crude oil supply, the Brazilian demand for final products, and product and oil prices
in the Brazilian and international markets. To optimize this supply chain, the authors
proposed a two-stage stochastic model that maximizes the net present value and
return distributions, imposing a lower bound on the value of the CVaR.

Gebreslassie et al. (2012) addressed the optimal design of hydrocarbon
biorefinery supply chain, under supply and demand uncertainties. The authors
presented a bi-objective, multi-period, two-stage stochastic mixed-integer linear
programming model. The objectives considered are the minimization of the expected
cost, the financial risk measured by the CVaR, and the downside risk.

Fernandes et al. (2015) addressed the design and planning of the petroleum
supply chain under demand uncertainty. The authors presented a bi-objective sto-
chastic mixed-integer linear program that maximizes the expected net present value
while simultaneously minimizing the risk measure CVaR.

Hemmati et al. (2016) studied optimal decisions on energy storage and thermal
units in a transmission-constrained hybrid wind thermal power system. The authors
proposed a risk-constrained two-stage stochastic programming model where the
uncertainty is related to the wind power output. Risk aversion is explicitly formu-
lated using the CVaR measure.

Paterakis et al. (2018) aimed to determine the optimal energy and reserve
volumes while ensuring that the reserves are sufficient to tackle the plausible
realizations of the uncertain wind power production. The authors proposed a
bi-objective joint energy and reserve day-ahead market based on two-stage stochas-
tic programming from the point of view of a risk-averse decision-maker considering
the CVaR metric. The problem is solved by a weighted optimization function and by
the E-constraint method.

Remarkably, there is a lack of works addressing bioenergy challenges using a
supply chain risk management approach. This book chapter aims to provide an
overview of a bi-objective model approach and its application to biofuels.

3 Background on Risk Measures: The Definition of CVaR
and Optimization Methods

Let L be a random variable with cumulative distribution function FL(z) ¼ P{L � z}.
Note that L may have the meaning of loss or gain. As in Filippi et al. (2020), we use
the random variable L to represent a loss that has a continuous distribution function.
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Definition 1 (Value-at-Risk) For a given confidence level α 2 (0, 1), the VaR of
L is the α-quantile, that is,VaRα(L ) ¼ min {z|F _ L(z) � α}.

Definition 2 (CVaR) For a random variable L with continuous distribution func-
tion, CVaR equals the conditional expectation of L given that L � VaRα(L ), that is,
CVaRα(L ) ¼ E(L| L � VaRα(L )).

Some basic properties of the VaR and CVaR are listed below:

• Given the same confidence level α, VaR is a lower bound for CVaR.
• The CVaR only penalizes the negative deviations with respect to an efficiency

target; CVaR is sensitive to the worst outcomes (i.e., largest losses).
• The CVaR can capture different individual risk attributes by simply changing the

quantile parameter α. Particularly, for a high risk-averse decision-maker (i.e., a
person who is willing to be protected as much as possible against uncertainties) it
can be captured by CVaR when large values of α are considered.

• The CVaR is a coherent risk measure that satisfies monotonicity, subadditivity,
positive homogeneity, and translation invariance.

• The CVaR can be embedded in an optimization model adding linear constraints
and continuous variables.

4 Approaches for Incorporating Risk Metrics
in Optimization

This section dives into the generic two-stage stochastic programing modeling and
how the CVaR can be added to the model to make supply chain risk management
decisions.

4.1 Two-Stage Stochastic Programming

In a two-stage stochastic optimization model, there are two types of variables: the
design variables and the control variables. The design or first-stage variables are
decided before the realization of stochastic parameters and cannot be adjusted after
the realization; the control or second-stage variables are subject to adjustment once a
specific realization of uncertain parameters is known.

The two-stage stochastic programming framework, in its general form, is formu-
lated as follows (Birge & Louveaux, 2011):

min
x2Rn

E f x,ωð Þð Þ ¼ min
x2Rn

cTxþ E Q x, ξ ωð Þð Þð Þ,



where f(x,ω) is the total cost function and Q(x, ξ(ω)) is the optimal value of the
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second-stage problem (also known as recourse function):

Q x, ξ ωð Þð Þ ¼ min
y2Rn

q ξð ÞTy:

subject to:

T ξð ÞTxþW ξð ÞTy ¼ h ξð ÞT ; y � 0:

In the above problem “x” and “y” are the first- and second-stage decisions. At the
first stage, we make “here-and-now” decisions before the realization of the uncertain
data ξ. At the second stage, we make “wait-and-see” decisions after the realization of
ξ is known. Because of the inherent variability, the second stage contains uncertain
variables, and therefore, the total cost objective function is also a random variable.
The objective is to choose the first-stage variables in a way that the sum of the first-
stage cost and the expected value of the second-stage cost is minimized. The
expected cost is a risk-neutral approach where the optimal solution performs well
on average. As this standard method does not provide a mechanism to deal with
unfavorable outcomes given by the variability of the uncertain parameters, in this
sense the expected cost cannot be used to control or manage risk explicitly.

This requires extending the stochastic programming model to risk management to
provide control over unfavorable outcomes. The fundamental idea of risk manage-
ment is incorporating the trade-off between expected cost and financial risk, which
offers an opportunity to reduce the impact of unfavorable events of the uncertain
parameters (Gebreslassie et al., 2012).

One of the best approaches to incorporate risk parameters in two-stage stochastic
programming models is by developing a mean-risk model where the mean-risk
function is minimized

min
x2Rn

E f x,ωð Þð Þ þ λρ f x,ωð Þð Þf g,

where λ is a non-negative weighted coefficient of risk part and ρ : Z! R is a specific
risk measure (Z is a linear space of F-measurable function on probability space (Ω,
F,P)). Soleimani et al. (2014) proved three risk measures, among them the VaR and
CVaR showing the acceptability of CVaR in terms of quality solution. We cannot
talk about CVaR without understanding VaR (Sarykalin et al., 2008). VaR is a
popular and widely used risk measure, which can be defined as the maximum loss
expected to be incurred over a certain time horizon at a given probability as follows:

VaRα Zð Þ ¼ inf η 2 R : FZ ηð Þ � αf g,

where F represents cumulative distribution function of a set of random variables “Z.”
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Rockafellar and Uryasev (2002) noticed that the VaR does not provide any
indication about the severity of the losses beyond its value. The CVaR, a variation
of VaR, tries to overcome this drawback as it measures the conditional expectation
of losses above η. CVaR is a mathematically well-behaved risk measure introduced
by Rockafellar and Uryasev (2000) for a financial application. It is formulated as
follows:

CVaRα ¼ E ZjZ � VaRα Zð Þð Þ,

where CVaRα denotes the conditional value at risk at level α. CVaR can be expressed
by the following linear minimization formula, which is computationally more
tractable (Schultz & Tiedemann, 2006):

CVaRα ¼ min
η2R

f α, η, xð Þ,

where

f α, η, xð Þ ¼ ηþ 1
1� α

E max Z x,ωð Þ � η, 0f gf :

f is linear, convex, and finite. As CVaR has unique characteristics of linearity,
convexity, and continuity, which can lead to a computationally tractable risk mea-
sure in comparison with those non-linear and non-convex, it can be successfully
used as a suitable risk criterion. Also, it has demonstrated their applicability in
two-stage problems, and that provides more robust solutions compared with risk-
neutral approaches.

In optimization problems under uncertainty, CVaR can be part of the objective
function or the constraints, or both. Few authors considered the optimization of a
model incorporating the CVaR from a computational point of view (Filippi et al.,
2020).

4.2 The Optimization of CVaR

We elaborate on two approaches to generate the trade-off between the expected cost
and the financial risk (CVaR): (i) one approach is to reformulate the two-stage
stochastic programming problem with the CVaR measure on the total cost as a
large-scale linear programming problem, named mean-CVaR model where the
mean-risk function is minimized (Schultz & Tiedemann, 2004, Noyan, 2012,
Soleimani & Govindan, 2014, and Rahimi et al., 2019), and (ii) the second approach
is to consider a bi-objective optimization problem in which the expected economic
performance and the financial risk metric are the objective functions to be minimized



�

y 0, s 1, ,N,

η R, v 0, s 1, ,N

(Gebreslassie et al., 2012; Claro & de Sousa, 2010, 2012; Fernandes et al., 2015;
Paterakis et al., 2018; da Silva et al., 2020).

282 K. K. Castillo-Villar and Y. Cardona-Valdes

4.2.1 The Mean-CVaR Optimization Model

In the first approach, CVaR is considered as the risk measure of the proposed
two-stage stochastic programming model:

min
x2Rn

E f x,ωð Þð Þ þ λCVaRαf g:

For the case of a finite probability space, where Ω ¼ {ω1,ω2, . . .,ωN} with
probabilities p1, p2, . . ., pN, the above model can be formulated as the following
linear programming problem leading to a mean-CVaR model (Noyan, 2012):

minCVaRα ¼ 1þ λð ÞcTxþ
XN

s= 1
ps qsð ÞTys þ λ ηþ 1

1� α

XN

s¼1
psvsð Þ

�
,

subject to:

Wsys ¼ hs � Tsx, s ¼ 1, . . . ,N, x 2 X,

s � ¼ . . .

s s T sv � qð Þ y � η, s ¼ 1, . . . ,N,

s2 � ¼ . . . :

where
λ: a non-negative risk coefficient to reflect the trade-off between the expected cost

or benefits and risk.
η: a variable that provides the VaR and CVaR measures at confidence level of

α (%).
α: the confidence level to compute the CVaR measure of risk.
N: the number of scenarios.
vs: the auxiliary variable to compute the CVaR measure. For loss scenarios

exceeding VaR, variable vs assumes a value greater than 0.
Note that we can interpret the variable η as a first-stage variable and the excess

variables, vs, s ¼ 1, . . ., N, as second-stage variables.

4.2.2 The Bi-objective Optimization Model

The second approach considers a bi-objective linear programing formulation where
commonly one objective minimizes the expected cost, and the second objective
minimizes the CVaR. Among the revised literature the prevailing method used to



�

x X;

solve the bi-objective problem is the E-constraint method where an objective func-
tion is optimized, while the other objective functions are set as constraints of the
model. It is recognized in the literature as the state-of-the-art method to solve this
type of problem, the augmented E-constraint algorithm (Mavrotas, 2009; Mavrotas &
Florios, 2013), which is presented below.
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To get the Pareto optimal solutions, first the E-constraint algorithm calculates
through the ideal and Nadir values, to define the extreme points that define the Pareto
curve. To do that, consider f1(x) as the economic objective function and f2(x) as the
risk objective function, with x 2 X, where x is a decision variable and X is the feasible
region. Then, by using lexicographic optimization, we optimize minf1(x) and
minf2(x), separately. The optimal minimum values of such optimization are denoted
by f min

1 xð Þ and f min
2 xð Þ, respectively, which are the ideal values. To get the Nadir

values, we optimize f1(x) setting as constraint f 2 xð Þ ¼ f min
2 xð Þ, and f2(x) setting as

constraint f 1 xð Þ ¼ f min
1 xð Þ, separately. The optimal minimum values of such opti-

mization are denoted by f max
1 xð Þ and f max

2 xð Þ, respectively, which are the Nadir
values. By following the abovementioned steps, both the Pareto curve extreme
points and the range variation of each objective function f min

1 xð Þ, f max
1 xð Þ�

and
f min
2 xð Þ, f max

2 xð Þ� �
are determined.

To find intermediate points in the Pareto curve (i.e., points that offer a trade-off
between the two objectives), we prioritize the economic objective as follows. We
solve a single-objective function where f1(x) is minimized and the risk objective f2(x)
is set as constraint.

min f 1 xð Þ þ eps � σ
r

subject to:

f 2 xð Þ þ σ ¼ f min
2 xð Þ þ Estep;

2

where σ is considered a slack variable; r corresponds to a f2(x) range; Estep is defined
as r

n�1 with n the number of points to be evaluated and (n � 1) the number of
intervals; and eps is a small number 10�3 or 10�6 that does not affect the objective
function.

5 A Biofuel Supply Chain Network Design

To exemplify the applicability of the bi-objective model, we employ a case study to
test both the model and the solution procedure.
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5.1 Problem Description

The problem consists of designing a supply chain to produce biofuel, which incor-
porates biomass quality uncertainties and risk aversion. The two-echelon supply
chain consists of suppliers and biorefineries. The suppliers provide switchgrass as
raw material, which is used to produce biofuel at the biorefineries. The switchgrass
exhibits key uncertain characteristics (moisture and ash contents) that affect the
conversion process from biomass to biofuel. These biomass quality characteristics
vary by county and type of biomass. We consider that the moisture affects the
quantity of switchgrass provided by suppliers (by using humid instead of dry
tons), so this quantity is also uncertain. The uncertainty will be modeled through a
set of scenarios. At biorefineries the production capacity is known. The total biofuel
demand is also known. A third-party supplier will cover all the demand not satisfied
by our supply chain.

A case study of the state of Texas is introduced to show the model’s applicability.
The state has transportation resources to move considerable amount of biomass (i.e.,
railroad infrastructure). Texas also presents potential locations to build high-capacity
biorefineries, leading to industrial production of biofuels. Switchgrass is an abundant
type of biomass in Texas, and it is a potential raw material to produce biofuels due to
its chemical and physical characteristics (Roni et al., 2018). We have based all the
data collection and parameters estimation methodology in the work of Aboytes-
Ojeda et al. (2019). In this case study, the biomass pre-processing is assumed to
happen in the biorefineries.

5.2 Two-Stage Stochastic Program

The first-stage decision variables that are independent scenario variables are used to
decide which biorefineries to open, their capacity size, and the biomass conversion
technology. The second-stage decision variables that are dependent on scenario
variables are employed to determine the biomass quantity that will be sent from
suppliers to biorefineries (wet biomass), the biomass quantity before pre-processing
(dry biomass), and the quantity of biofuel provided by a third party.

The sets, parameters, and mathematical formulation follow.
Sets

I Set of suppliers

J Set of potential locations for biorefineries

L Set of capacity size for biorefineries

K Set of technologies

S Set of scenarios for moisture and ash
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Parameters:

fjlk Fixed cost for opening a biorefinery j of size l using biomass conversion technology k;
j 2 J, l 2 L, k 2 K

vjlk Production capacity at biorefinery j of size l using biomass conversion technology k;
j 2 J, l 2 L, k 2 K

gjk Conversion factor (liters/tons) of biomass supplied by i to biofuel using technology k;
j 2 J, k 2 K

Eis Moisture content of biomass provided by supplier i under scenario s; i 2 I, s 2 S

δis Ash content of biomass provided by supplier i under scenario s; i 2 I, s 2 S

qis The amount of biomass available at supplier i under scenario s; i 2 I, s 2 S

τiks Conversion factor from wet biomass provided by supplier i to dry biomass with technology
k under scenario s; i 2 I, k 2 K, s 2 S

ciks Logistic cost composed of transportation plus pre-processing cost for reaching moisture
target (Ek) and ash target (δk) from biomass provided by supplier i, using technology k under
scenario s; i 2 I, k 2 K, s 2 S

ck Operative cost for transforming biomass to biofuel using technology k; k 2 K

ps Probability of realization of scenario s; s 2 S

d Total demand for biofuel

ρs Penalization for third-party acquisition under scenario s; s 2 S

The first-stage or design variables are:

Zjlk Binary variable equal to 1 if biorefinery j of size l is opened using technology k;
j 2 J, l 2 L, k 2 K

0 Otherwise

The second-stage or control variables include:

Xijks Quantity of biomass delivered from supplier i to biorefinery j using technology k under
scenario s for ash and moisture; i 2 I, j 2 J, k 2 K, s 2 S

Yijks Quantity of preprocessed biomass that was delivered from supplier i to biorefinery j using
technology k under scenario s for ash and moisture; i 2 I, j 2 J, k 2 K, s 2 S

Us Quantity of biofuel liters provided by a third-party supplier under scenario s; s 2 S

Objective function that minimizes the expected total cost:

min f 1 xð Þ ¼ ECFS þ
X

s2Sps � EC
SS
s ,

where ECFS and ECSS are as follows:

ECFS ¼
X

j2J
X

l2L
X

k2Kf jlk � Zjlk



ECSS
s ¼

X
i I

X
j J

X
k K

ciks � Xijks þ
X

i I

X
j J

X
k K

ck � Yijks þ ρs

τ X Y ; i I, j J, k K, s S 2
X X

X X X

X X

X ,Y 0; i I, j J, k K, s S 6

Z 0, 1 ; j J, l L, k K 7
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2 2 2 2 2 2

� Us 8s

Subject to:

X
j2J

X
k2KXijks � qis; 8i 2 I, s 2 S: ð1Þ

iks ijks ¼ ijks 8 2 2 2 2 : ð Þ

i2IgikYijks � l2LvjlkZjlk; 8j 2 J, k 2 K, s 2 S: ð3Þ

i2I j2J k2KgikYijks þ Us ¼ d; 8s 2 S: ð4Þ

l2L k2KZjlk � 1; 8j 2 J: ð5Þ

ijks ijks � 8 2 2 2 2 : ð Þ
jlk 2 f g 8 2 2 2 ð Þ

The objective function f1(x) minimizes the total expected cost, composed of the
first-stage cost (ECFS) that considers the investment cost for opening biorefineries,
and the second-stage cost (ECSS) that includes the logistic cost (transportation plus
preprocessing costs) as well as the cost incurred by the biofuel third-party supplier.
Constraints (1) give an upper bound on the amount of biomass available at supplier
i under scenario s. Constraints (2) transform wet biomass to dry biomass. Con-
straints (3) convert biomass into biofuel if biorefinery is open and also limit biofuel
production to the maximum biorefinery capacity. Constraints (4) establish that
the quantity satisfied by the third party is determined by the total demand and the
product sent from biorefineries in each possible scenario. Constraints (5) limit the
selection of one technology and capacity size per facility. Finally, constraints (6)
and (7) impose the nature of variables.

5.3 Extension to a Risk-Averse Framework

The CVaR measure is introduced to the risk-neutral stochastic model to manage the
level of the risk in the problem. The linear programming model that minimizes the
CVaRα is formulated as follows:

min f 2 xð Þ ¼ VaRþ 1
1� α

X
s2SpsTs:

subject to constraints (1)–(7), and additionally,



T 0; s S 9

VaR 0; 10

1
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Ts � ECFS þ ECSS
s � VaR; 8s 2 S ð8Þ

s � 8 2 ð Þ
� ð Þ

where VaR is a first-stage decision variable, and Ts is a second decision variable
denoting the tail cost for scenario s, defined as the amount by which costs in scenario
s exceed VaR. It is the positive deviation between VaR and cost of scenario s. Note
that as Ts is constrained to being positive, the model tries to decrease VaR and,
hence, positively impact the objective function. However, a large reduction in VaR
may result in more scenarios with positive tail costs.

5.4 The Bi-objective Problem

The fundamental idea of risk management is incorporating the trade-off between
financial risk and the total expected cost into the decision-making process of the
supply chain network design. This leads to a bi-objective optimization problem
which simultaneously considers the minimization of both objectives, expressed as:

min f 1 xð Þ ¼ ECFS þ
X

s2Sps � EC
SS
s

min f 2 xð Þ ¼ VaRþ
1� α

X
s2SpsTs

subject to constraints (1)–(10).
To solve the proposed bi-objective problem, we propose that both the total cost

and risk be minimized simultaneously. Thus, the augmented ε-constraint method is
applied to generate a Pareto solution set reflecting the trade-off between the dual
objectives.

5.5 Computational Results

We utilized CPLEX 12.8 to solve the instances on a computer with a processor Intel
(R) Core (TM) i9-7980XE @2.60GHz and a RAM memory of 32GB. The package
JuMP embedded in Julia was utilized to code the algebraic model.

All the problems have 254 counties as suppliers and 167 potential locations to
open biorefineries. We consider two levels of risk: 75% (risk-seeking decision-
maker) and 95% (risk-averse decision-maker) with twenty equidistant points in
each one of the problems. We define four different problems shown in Table 1.
All scenarios are equally probable. The results shown in Table 2 and Fig. 1 corre-
spond to the problems with 4 scenarios, that is, problems 2 and 4.
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Table 1 Problem definitions

No. binary
ables

No. continuous
variables

Pareto
points

1 254 167 1 1 2 167 84,838 85,005 95% 20

2 254 167 1 1 4 167 339,348 339,515 95% 20

3 254 167 1 1 2 167 84,838 85,005 75% 20

4 254 167 1 1 4 167 339,348 339,515 75% 20
aProblem ID

Table 2 Results of problems 2 and 4 by cost breakdown [’000 USD]

95% risk level (risk-averse policy) 75% risk level (risk-seeking policy)

Third party Tail VaR Third party Tail VaR

1 0 9821.42 3,006,429.35 0 9821.42 3,006,429.35

5 0 6997.41 3,010,194.70 0 8033.24 3,008,813.59

10 600.62 3596.10 3,014,172.05 0 5798.03 3,011,793.88

15 3192.88 2180.52 3,014,172.05 339.02 3857.23 3,014,140.73

20 5702.07 847.99 3,014,172.05 1934.08 3007.25 3,014,140.73

Fig. 1 Pareto Frontiers for different risk levels

Table 2 elaborates on the outputs for third-party cost, tails, and VaR for the two
risk levels and for selected points in the Pareto frontiers. We can observe a trade-off
between the third party and the tails in Table 2, depending on the risk level. For the



75% risk level, the tails are larger, and the third party needed to satisfy the demand of
bioethanol decreases. For the 95% risk level, the tails are smaller and the use of the
third party increases. Thus, the decision-maker profile results in different distribution
networks and levels of usage of a third-party supplier to meet the demand. If
decision-maker is too sensitive to risk (risk averse), he or she will pass on the risk
to the third party, but if decision-maker is risk-seeking, he or she will use the third
party less and try to meet more demand and absorb the risk of poor biomass supply
and its quality.
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In Fig. 1, the Pareto frontiers are shown for two risk acceptance levels. In every
point of the Pareto frontier, the same number of biorefineries is opened with an
investment cost of 1,309,568 [‘000 USD]; thus, the basic topology of the supply
chain remains unchanged. At 95% risk level, the costs are higher as expected.

6 Concluding Remarks

This chapter aims to introduce the readers to the concept of incorporating risk
measures in two-stage stochastic programming. In particular, the approach of
modeling the system as a bi-objective optimization problem is addressed. The first
objective is the minimization of the expected investment and operational costs, and
the second objective is the minimization of the CVaR. A two-stage stochastic mixed-
integer linear programming model is formulated to determine the tactical and
strategic decisions of a biofuel supply chain network considering the biomass quality
variability issues and the risk of investment. The proposed model accounts for
biomass quality uncertainties and provides the optimal network configuration that
minimizes investment risk and expected system cost. Results reveal the impact of
biomass quality variability on the overall network configuration and the trade-off
between the third-party contribution and the tails in the CVaR formulation. The
managerial insights obtained from this case study aim to help decision-makers to
ensure proper resource allocation decisions and optimal production and transporta-
tion decisions while designing the biomass supply chain network with the level of
investment risk under consideration. The model can be extended to include different
transportation modes and more harvesting-related uncertainties.
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Conceptualizing and Modeling Supply
Chains in the Hazard Context

Douglas S. Thomas and Jennifer F. Helgeson

Abstract This chapter discusses the impact of natural and human-made hazards in
the US economy as a whole and the US manufacturing industry in particular. Many
studies that examine economic impacts of hazards consider the upstream impact of
supply chain disruption. This chapter examines how the economy is affected by a
disruption in supplies to determine the magnitude of the downstream effect, which is
often referred to as the ripple effect. Additionally, the same analysis is conducted for
the manufacturing sector in particular. The goal is to understand whether manufac-
turers are affected by the ripple effect to a relatively greater extent than is the case for
the total US goods economy. This chapter provides evidence that the effect of
hazards propagating through the supply chain exceeds that of the localized hazard
impacts (i.e., direct impact in the geographic location where the hazard took place).
This creates a fundamental incentive misalignment. The establishment within the
supply chain that invests in mitigation efforts and experiences the hazard often does
not directly experience the majority of the resulting net benefit. Thus, it is necessary
that wider systems-level thinking is employed when an establishment along a given
supply chain considers vulnerability to disruption and undertakes resilience
planning.

1 Introduction

There is a burgeoning literature addressing the design of supply chains that are
efficient but also resilient, especially to ever-increasing hazard disruptions and to
downstream effects. Industry appears to be increasingly aware of the growing
volatility across a range of business parameters from energy cost, to raw material
availability, and currency exchange rates (e.g., Neiger et al., 2009; Christopher &
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Holweg, 2011; Vlajic et al., 2013), especially as there is a growing dependency
between firms and increasing supply chain complexity (e.g., Kamalahmadi & Parast,
2016).
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SwissRe (2018) reports that total economic losses from natural and human-made
disasters in 2017 were estimated to be $306 billion, up from $188 billion in 2016.
Additionally, even insured losses in 2017 were estimated to be $136 billion, the third
highest on record (SwissRe, 2018). In 2020, there were 22 natural disasters with
losses greater than $1 billion each in the US alone (NOAA National Centers for
Environmental Information (NCEI), 2021). These natural hazards took place in
tandem with the global coronavirus disease 2019 (COVID-19) pandemic to create
compounded risks and resulting in complex events for many businesses, especially
small and medium-sized enterprises (Helgeson et al., 2021). These types of disaster
events and the associated losses highlight the shortcomings of using an asset-by-
asset approach, which does not consider the larger system, to disaster preparation
and resilience planning.

This chapter presents a macro-level analysis of how establishments—at the total
economy level and within the manufacturing industry in particular—are affected by
a disruption in supplies (i.e., the downstream impact), which is often referred to as
the ripple effect. Thus, it is necessary that wider systems-level thinking is employed
when an establishment along a given supply chain considers planning for resilience.

The remainder of this chapter is organized as follows: Section 2 provides
background and context for the discussion of supply chain resilience. Section 3
provides an econometric model specification by which losses due to supply chain
disruption are estimated. There are three estimation models presented and analyzed:
(1) the downstream ripple effect at the total economy level when there is a disruption
in supplies and (2) the same analysis looking at the manufacturing sector in partic-
ular. It is found that the effect on the manufacturing sector is relatively greater than at
the total economy level. Section 4 provides a summary and describes areas for
further research.

2 Background

The National Centers for Environmental Information (NCEI) within the National
Oceanic and Atmospheric Administration (NOAA) estimates that there have been
218 natural weather disaster events, each resulting in at least $1 billion in damage
and economic losses in the USA from 1970 to October 2017 (American Society of
Civil Engineers ASCE, 2014, 2016). An increase in direct capital losses from such
events is documented; however, specific effects on supply chains, especially indirect
losses from hazards, are less well developed in the literature.

Over the past decade research has focused increasingly on the potential connec-
tions between supply chain risk, supply chain disruption, and supply chain vulner-
ability; however, the vast majority of contributions are anecdotal or case study-based
and frequently do not focus on the potential indirect losses, as noted in Ribeiro and



Barbosa-Povoa (2018). In their study of supply chain characteristics relevant to a
firm’s exposure to supply chain risk, Wagner and Bode (2006) provide definitions
for and a thorough discussion of the concepts of supply chain risk, supply chain
disruption, and supply chain vulnerability. In this chapter, we follow the definition of
supply chain disruption as “an unintended, untoward situation, which leads to supply
chain risk” (Wagner & Bode, 2006.) and acknowledge that supply chain disruptions
can materialize from supply-side or demand-side risks and both types of risk can be
exacerbated by natural and human-made hazard events.
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There have been notable changes over the last few decades to supply chain
structures and management through globalization and innovation rates—this also
indicates a growing dependency between firms and increasing supply chain com-
plexity (e.g., Kamalahmadi & Parast, 2016). There is evidence that increased
extreme weather and associated hazard events will make these vulnerabilities more
pronounced in the future (e.g., Karl, 2009; Allison et al., 2009; Bouwer, 2019).

Many of the papers that examine economic impacts of hazards consider the
upstream impact of supply chain disruption; they measure the effect of changes in
demand for parts, components, and other goods/services. For instance, economic
input-output analysis is designed to examine downstream effects (Horrowitz &
Planting, 2006) as are computable general equilibrium models, as they use input-
output data (Blackburn & Moreno-Cruz, 2020). This chapter examines how manu-
facturers and establishments in other sectors are impacted, at the total economy level
by a disruption in supplies (i.e., the downstream impact), which is often referred to as
the ripple effect. Currently, there is limited research on the economic impact of the
downstream ripple effect. In this chapter, three models are developed to explore
supply chain vulnerability to hazard events across geographic areas of the USA with
a focus on the manufacturing sector. The results suggest that manufacturers face
greater risk due to supply chain disruption relative to business establishments in
other sectors.

2.1 Manufacturing and Supply Chain

Manufacturing processes are specific to the type of supply chain analyzed and they
depend on the parameters of the study case under consideration. A given facility may
consist of multiple plants, where each plant is designated for a specific step of the
manufacturing process such as packaging, inspection, and other required steps. The
facility can also have a storage space/warehouse to keep the inventory. The number
of outputs represents the final product of each facility. The distribution of the final
product can be divided across market types, e.g., domestic and global.

Firms sometimes scatter responsibility for assets that make up their supply chain
opposed to developing a single, coherent vision of their entire supply chain. Typi-
cally, the fundamental element that is overlooked is infrastructure, which supports
the movement, activities, and processes that occur throughout the supply chain.
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Fig. 1 Infrastructure types that may support a given supply chain

2.2 Infrastructure Components

Multiple components fall under the definition of supply chain infrastructure. The
definition contains some physical aspects like the buildings used by manufacturers
and distributors, as well as the informational aspects that are essential to run the
supply chain (Fallon, 2020). Supply chain infrastructure includes the infrastructure
used to move the products across the supply chain components and the other types of
infrastructure that are essential to run the facility (see Fig. 1).

Supporting infrastructure is one of the main components of supply chain logistics.
That means it is responsible for the movement of materials and information from
suppliers to intermediary manufacturers and customers by way of seaports, ports,
airports, etc. Infrastructure is also critical to manufacturing operations. The facility
requires access to water, electrical power, and communication. Therefore, it is
crucial to understand the role of infrastructure in the supply chain and the impact
of a potential disruption.

Infrastructure performance under the stress of a disruption will impact the entire
supply chain. The performance as a general term considers “the capability of a
system to fulfill the need of its functional requirements” (Ayyub, 2014). Infrastruc-
ture performance in this formulation is measured through the reliability of the
supporting infrastructure.

There are two steps required ahead of supply chain modeling at the institutional
level:

1. Construct an inventory of infrastructure assets. There are two constitute steps:

1.1. Compile information about all facilities, equipment, and information tech-
nology applications

1.2. Characterize each asset in terms of its location and function in the supply
chain and take into account its economic life

2. Profile the flow of goods and human services through the supply chain
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2.1. Characterize the physical assets in terms of capacity utilization
2.2. Evaluate labor productivity, service levels, and inventory accuracy
2.3. Conduct activity-based costing exercises to understand operating expense

2.3 Failure Modes and Associated Risks

Supply chain resilience is the ability of the supply chain or any of its components to
rebound from a setback in the occurrence of disruption (Schmitt & Singh, 2012).
Supply chain components must be prepared to face the risk of failure to maintain
supply chain performance.

One of the major steps in performing this type of modeling is to develop a strong
understanding of how the risk flows across system components (see Fig. 2). In other
words, it examines how the failure of one component transfers to other components
and eventually affects the output of the supply chain. In this research, the focus is on
the risk that threatens the supply chain due to the variation of the reliability of
infrastructure and the total failure of the infrastructure responsible for the logistics of
materials/goods.

Risk is embedded in the supply chain even under normal conditions due to the
variation of the ability of infrastructure to provide the supply chain with services
required to maintain its operations. For example, ports and roadways are responsible
for the movement of materials; electrical power, water supply, and communication

Fig. 2 Risk flow in the supply chain, generalized representation



are susceptible to a disturbance at any time. This variation can affect all the various
parts of a system, and it will be reflected in the number of outputs.
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3 Estimated Losses Due to Supply Chain Disruption

In a 2019 survey from the Business Continuity Institute, 52% of respondents
indicated that they experienced a supply chain disruption within the past 12 months
with 49% of them occurring in their tier 1 suppliers (Business Continuity Institute,
2019). Approximately 44% of disruptions were due to unplanned IT or telecommu-
nication outages, making it the largest source; however, weather was the second
most common source accounting for 35%. Additionally, the recent coronavirus
pandemic has demonstrated how global supply chains can be severely disrupted. It
has caused shortages of intermediate goods, delays, and increased transportation
costs across many industries (Friesen, 2021).

Businesses struggle to invest in the resilience measures that reduce the risks that
disrupt supply chains. There are a number of challenges that contribute to this
problem. One is that some of the prevailing approaches for business management
involve minimizing inventory. For instance, just-in-time and/or lean production is a
dominant theme in manufacturing and both involve reducing inventory. In the short
run, these types of approaches are efficient and cost-effective; however, in the long
run infrequent events disrupt supply chains, resulting in significant losses to busi-
nesses and customers. Businesses are likely to struggle to invest sufficiently in
disaster resilience on their own, as they will likely face competition from those
that do not invest in resilience. Companies are pressured through competition to
either adopt the short-run low-cost approach or possibly be pushed out of the market
and out of business. Moreover, in the short run limited investment in resilience is
likely to prevail while in the long run business is likely to suffer losses that make
investing in resilience cost-effective. Businesses that failed to invest in resilience
likely experience greater losses. Thus, underinvestment in resilience may be the
result of natural tendencies in the market, resulting in few businesses being suffi-
ciently prepared for natural hazards. There are similar issues in other industries such
as banking where there is often the tendency for some to hold as little cash as
possible, as this money can be invested to increase profits. Unfortunately, this leaves
the bank vulnerable to events that cause people to withdraw their deposits. These
types of tendencies make supply chains vulnerable as businesses underinvest in
resilience.

Another challenge that contributes to insufficient investment in supply chain
resilience is that it is difficult to measure the relative risk. Generally, decision-
makers aim to minimize the sum of present value costs and losses from hazards
where losses are often calculated as their expected value, which is the loss multiplied
by the probability of the loss (Thomas, 2017; Thomas et al., 2017; Thomas &
Kandaswamy, 2019; Gilbert et al., 2015). The net present value of a resilience



investment, which is used by an estimated 75% of firms for investment analysis,
would be calculated as the following:
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NPV ¼
XT
t¼0

It � Ct � ELtð Þ
1þ rð Þt ,

where
It ¼ Total cash inflow in time period t
Ct ¼ Total cost in time period t
r ¼ Discount rate
t ¼ Time period, which is typically measured in years
ELt ¼ Expected loss in time period t, which is calculated as the probability P for

event e in time t multiplied by the loss L for event e in time t:

ELt ¼
XE
e¼1

Pt,eLt,e:

The discount rate controls for inflation and the estimated time value of money.
Higher net present values tend to be more economical investments. Unfortunately,
there is limited data on the probability of hazard events and there is significant
uncertainty around these estimates. Resulting losses are not well understood—both
ex ante and ex post—and there is a great deal of ambiguity around such estimates,
especially as they propagate through a given supply chain. To compound these
issues, there is a tendency to underestimate the probability of a disruptive event,
where individuals often treat low probability events as though there is no probability.
When these losses are occurring in the supply chain and causing disruption, it is
difficult to estimate the ramifications, as the resilience of a supplier is often unclear
and depends on the resilience of their suppliers. This makes it difficult to identify a
robust supply chain. Some investments are also outside of the business’s purview,
such as the transportation infrastructure and power grid. Thus, there is a
misalignment of incentives, as those that make investments in resilient infrastructure
(e.g., power companies and governments) do not necessarily experience all the
losses when an event occurs.

A critical step in facilitating resilient businesses and infrastructure is understand-
ing the expected loss (i.e., the risk), that is, understanding the combination of
probability of an event and the losses that might occur. This section presents an
empirical analysis of the impact of natural and human-made hazards on supply
chains by modeling the impact of natural and human-made hazards on total GDP,
goods GDP, and services GDP. It tests the hypothesis that hazards affect each of
these GDP categories and uses a simulation to measure the magnitude of the effect.



Year

3.1 Data

Multiple datasets were used to analyze the impacts of hazards on supply chains. The
first is US GDP data on goods, services, and the total economy by county from the
Bureau of Economic Analysis (2018). Note that “goods-producing industries consist
of agriculture, forestry, fishing, and hunting; mining; construction; and manufactur-
ing.” Services-producing industries consist of utilities; wholesale trade; retail trade;
transportation and warehousing; information; finance, insurance, real estate, rental,
and leasing; professional and business services; educational services, health care,
and social assistance; arts, entertainment, recreational, accommodation, and food
services; and other services (except public administration)” (Bureau of Economic
Analysis, 2006). All dollar figures were adjusted to 2016 values using the consumer
price index from the Bureau of Labor Statistics (2018). Data from the Freight
Analysis Framework (FAF) accessed through the US Department of Transportation
(2018) was also used. The FAF provides shipment data that includes origin and
destination data for 122 zones that cover the entire USA. This examination uses
13 categories of commodities classified by the Standard Classification of
Transported Goods system. These goods were selected to represent those items
that might have low substitutability. Data from the Spatial Hazard Events and Losses
Database for the USA or SHELDUS™ (Arizona State University, 2018), which
provides information on a range of natural hazards, was used for estimating hazard
losses and the number of hazards occurring in each county. This chapter used
hazards and perils, as defined in the database. A summary of the data on GDP and
hazards is provided in Table 1, and the FAF zones and hazard damage are illustrated
in Fig. 3.

3.2 Methods

Three hypotheses regarding supply chain disruption are tested at the total economy
level and for manufacturing sectors, specifically.
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Table 1 Data summary table

County mean of
real goods GDP
($million)

County mean of
real services
GDP ($million)

County mean
of real total
GDP
($million)

Mean of property
damage by
county ($million)

Mean
number of
hazards by
county

2012 997 3631 5272 10.7 5.6

2013 1058 3770 5365 3.1 5.2

2014 1077 3856 5479 1.9 5.0

2015 1097 3954 5637 1.4 4.7
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Fig. 3 Hazard damage and FAF zones

1. Hazards in the upstream supply chain have a negative effect on local GDP.
2. Hazards in the upstream supply chain have a negative effect on local goods-

producing GDP.
3. Hazards in the upstream supply chain have a negative effect on local service

industry GDP.

To address these hypotheses, three models are developed with each one having a
different dependent variable: (1) total GDP, (2) goods-producing GDP, and (3) ser-
vice industry GDP. Note that the local market is not part of the supply chain. The
study period is 2013 through 2015. This chapter uses a Cobb–Douglas production
function, which has been used by others to examine natural hazard impacts (Mohan
et al., 2019). The model includes a 1-year lag of the dependent variable, as the
current year is a function of the previous year. Hazards are included both as the
number of hazards and the estimated losses. Both of these are included to account for
both the positive impacts of a hazard and the negative impacts. Negative impacts are
due to damage, while positive ones are due to the increase in economic activity to
repair damages and replace total losses (e.g., infrastructure that can no longer
function). Hazards include all hazards and perils in SHELDUS, including but not
limited to earthquakes, flooding, fog, hail, heat events, hurricanes, tropical storms,
landslides, lightning, thunderstorms, tornados, tsunami, volcanos, wildfires, wind
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events, and winter weather. Two interaction variables are included with one
interacting losses with GDP and the other interacting the number of hazards with
GDP. These two variables control for the magnitude of potential losses in a particular
location.

Two variables account for supply chain effects. The top 24 FAF zones supplying
a county’s FAF zone were used to represent a county’s supply chain, which
represents approximately the top 20% of the 122 FAF locations. One variable in
the model is an interaction variable between the proportion of the supply chain
represented and the damage occurring within that supply chain zone. The total of the
interacted variables for the top 24 supply chain zones is, then, summed together. For
instance, consider Montgomery County, Maryland. This county falls within the
“Washington DC-VA-MD-WV” FAF zone. The supply chain measure for this
county is the supply from the largest supplier to that FAF zone, excluding self-
supply, divided by the total supplied to the region from all US locations (including
FAF region self-supply). The ratio is multiplied by the total hazard damage that
occurred in the FAF supplier zone. The top 24 locations are calculated and summed
together. This variable, which is an interaction variable, weights the damage occur-
ring at that supply chain zone (i.e., FAF location) by its importance to the destination
county. Suppliers are defined as one of the 122 FAF zones. The structural equation
for the 3 models is represented as:

ln GDPIð Þ ¼ β1 ln GDPlag,I
� �þ β2 ln SCDMGð Þ þ β3 ln SCCNTð Þ þ β4 ln LOCDMGð

þ β5 ln LOCCNTð Þ þ β6ITDMG þ β7ITCNT þ β8 ln ZERODMGð
þ β9 ln ZEROCNTð Þ þ β10 þ

X
s2SβsCs þ ε:

GDPI ¼ County level GDP for industry I where I is services, manufacturing, or
total industry

GDPlag, I ¼ County level GDP for industry I where I is services, manufacturing,
or total industry and where lag indicates a 1 year lag

SCDMG Estimated damages in SHELDUS for the top 24 supply chain locations
SCCNT ¼ Estimated number of hazards in SHELDUS for the top 24 supply chain

locations
LOCDMG¼ The total damage in the county caused by all hazards and perils listed

in the SHELDUS database
LOCCNT ¼ The total number of hazards in the county caused by all hazards and

perils listed in the SHELDUS database
ITDMG An interaction variable between local damage and GDP calculated as

ln LOCDMGð Þ � ln GDPlag,I
� �

ITCNT¼An interaction variable between the count of hazards and GDP calculated
as



¼

¼
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ln LOCCNTð Þ � ln GDPlag,I
� �

ZEROCNT ¼ Indicator variable for zero hazard incidents locally where ln
(ZEROCNT) equals 1 when there are zero hazard incidents and zero otherwise

ZERODMG ¼ Indicator variable for zero hazard damage locally
where ln (ZERODMG) equals 1 when there are zero hazard incidents and zero
otherwise

ε Error term
βx¼ Parameter set to be estimated where x equals 1 through 3016, which includes

the β1, β2. . . β10 listed in the equation and the additional 3006 βs parameters in the
summation representing each of the counties in the set of S counties

Cs An indicator variable for county s, where S is the set of counties
Zero values for LOCDMG and LOCCNT were replaced with 1.0 since the natural

log of zero is undefined. To account for this arbitrary change, two indicator variables
are included, ZERODMG and ZEROCNT. This analysis was run in a fixed-effects
model.1

3.3 Simulation

A simulation was conducted for each of the three models to estimate the impact of
damage caused by hazards. A simulation was first run to estimate the impact of
hazard damage over the study period. This value is compared to a simulation where
no damage occurred in the supply chain. That is, SCDMG is set to zero. This simulates
the presence of hazards that cause no damage. The percent change in total GDP is
then estimated.

3.4 Results and Discussion

This section examined the impact of supply chain disruption due to hazards on total
GDP, goods GDP, and services GDP in the USA using county level data. Table 2
shows results from the regression analysis and shows that the supply chain damage
variable (SCDMG) was statistically significant for goods GDP and total GDP at the
0.01 level; however, it was not statistically significant for services GDP. The

1The Breusch-Pagan and Cook-Weisberg test for heteroskedasticity (Stata, 2013a) was run in three
different versions, which indicated that heteroskedasticity was present in the data, meaning that the
standard deviations of a predicted variable, monitored over different values of an independent
variable or as related to prior time periods, are non-constant. Thus, we fit a fixed-effects model using
a “GLS estimator (producing a matrix-weighted average of the between and within results)” to
address this issue (Stata, 2013b), which has been shown to provide robust estimates (Hoechle,
2007).



Independent variables

� �
�

�

� �

� � �

Dependent variable Adjusted R2 Observations

� � �

� � �

zero-damage variable (ZERODMG) was statistically significant at the 0.05 level for
goods GDP and total GDP. Note that the positive value indicates a negative effect
from hazards, as this variable indicates zero damage. The zero-count variable
(ZEROCNT), which was included to control for positive effects from hazards, was
statistically significant and negative, which suggests that there are some positive
impacts from hazards.

Table 3 shows the results from the simulation along with the adjusted R2 value
and the number of observations. The simulations compare the status quo to a
simulated world where no damage occurred from hazards. Hazards in the supply
chain had a significant impact on goods GDP with an estimated impact of �9.1%
and a 95% confidence interval between �12.8% and� 5.5%. The impact of hazards
in the supply chain on total GDP was estimated at �2.8% with a 95% confidence
interval between �4.7% and �0.9%. Moreover, the impact on goods GDP and total
GDP is statistically significant.

The analysis in this section tested three hypotheses:
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Table 2 Results from regression analysis

Dependent variables

GDPGoods GDPServices GDPTotal
GDPlag,x 0.304*** 0.328*** 0.304***

SCDMG 0.007*** 0.00 0.007***

SCCNT 0.038*** 0.044*** 0.038***

LOCDMG 0.005 0.00 0.005

LOCCNT 0.005 0.003 0.005

ITDMG 0.00 0.00 0.00

ITCNT 0.001 0.00 0.001

ZERODMG 0.029** 0.005 0.029**

ZEROCNT 0.016* 0.003 0.016*

CON 8.668*** 9.077*** 8.668***

*Statistically significant at the 0.10 level
**Statistically significant at the 0.05 level
***Statistically significant at the 0.01 level

Table 3 Results from simulation

Simulated impact of supply chain damage
(2006–2016)

Est. 95% Confidence Interval

GDPGOODS 0.9917 8639 9.1% 12.8% 5.5%

GDPSERVICES 0.9976 8639 - - -

GDPALL 0.9982 8982 2.8% 4.7% 0.9%

- Hyphen indicates that the supply chain damage variables were not statistically significant at the 0.1
level
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1. Hazards in the supply chain have a negative effect on local GDP.
2. Hazards in the supply chain have a negative effect on local goods-

producing GDP.
3. Hazards in the supply chain have a negative effect on local service industry GDP.

The first one is supported by the statistical significance of the supply chain
damage variable (SCDMG) in the model of total GDP. The second one was supported
by the statistical significance of the same variable in the goods-producing model.
The third hypothesis was not supported, as the supply chain damage variable was not
significant in the model of services GDP.

The results suggest that hazards have a greater impact on goods GDP than on
services GDP. Recall that the service industry includes utilities, wholesale trade,
retail trade, transportation, and warehousing, all of which also depend on or involve
physical goods. The lack of statistical significance for the supply chain damage
variable (SCDMG) and the zero-damage variable (ZERODMG) suggests that supply
chain disruption does not affect these industries as much as goods-producing
industries. This makes logical sense, as services can often continue through a
disruption. For instance, grocery stores can continue to provide overall service,
even if supplies of a few items are interrupted. When stores were unable to keep
residential grade toilet paper stocked during the 2020 pandemic, they were still able
to maintain most of their operations. Other types of services (e.g., business services,
accommodation) have limited reliance on goods. Computer programmers, for
instance, do not rely heavily on the physical supplies of goods. Conversely,
goods-producing sectors, such as manufacturers, often rely on specific products
that have limited substitutability; that is, there are often few substitutes for their
current parts and components suppliers.

The simulation results suggest that goods GDP is more readily affected by
hazards in the supply chain than is the total economy. Given that the simulation
suggests that services GDP is unaffected by hazards in the supply chain, the major
contributor to natural hazard effects in the total economy is likely to be goods GDP.
The impact on the total economy is approximately 31% of the goods GDP impact,
while goods GDP is, similarly, 32% of total GDP. Goods GDP is likely the primary
source of impact on total GDP.

The impact of hazards on the supply chain is significant; the simulation results
suggest a 9.1% decrease in goods GDP. That is, for goods GDP the expected loss is
9.1% of GDP. As significant as this impact is, hazards are not the only source of
supply chain disruption. Recall that IT and telecommunication outages were more
frequent; thus, there are additional losses due to supply chain disruption that were
not captured in this analysis.
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4 Summary and Additional Research

This chapter discusses the impact of natural and human-made hazards in the US
economy as a whole and the US manufacturing industry in particular. Many studies
that examine economic impacts of hazards consider the upstream impact of supply
chain disruption; they measure the effect of changes in demand for parts, compo-
nents, and other goods/services. This chapter examines how the economy is affected
by a disruption in supplies to determine the magnitude of the downstream effect,
which is often referred to as the ripple effect. Additionally, the same analysis is
conducted looking at the manufacturing sector in particular. A goal is to see whether
manufacturers are affected by the ripple effect to a relatively greater extent than is the
case for the total US goods economy. Currently, there is limited research on the
economic impact of the downstream ripple effect. In Sect. 3 of this chapter, a model
is developed to explore supply chain vulnerability to hazard events across geo-
graphic areas of the USA. The results suggest that manufacturers face greater risk
due to supply chain disruption from hazard relative to business establishments in
other sectors.

This chapter provides evidence that the effect of hazards propagating through the
supply chain exceeds that of the localized hazard impacts (i.e., direct impact in the
geographic location where the hazard took place). This creates a fundamental
incentive misalignment. The establishment within the supply chain that invests in
mitigation efforts and experiences the hazard often does not directly experience the
majority of the resulting net benefit. This, likely, results in a less than optimal level of
investment in hazard mitigation.

Thus, it is necessary that wider systems-level thinking is employed when an
establishment along a given supply chain considers vulnerability to disruption and
undertakes resilience planning.

Business continuity following a natural disaster is an important element
of sociotechnical systems that is generally under-researched, especially at the level
of individual establishments that constitute part of a larger interactive system of
buildings and infrastructure systems. In particular, manufacturing is a key sector in
such analysis; according to Thomas (2021), direct and indirect manufacturing
accounts for 24.1% of total GDP.. The manufacturing sector directly employs
about 15.7 million workers or 9% of total US employment (Thomas, 2021). Addi-
tionally, the sector overall supports non-manufacturing jobs up and down the supply
chain, from mining to warehousing, as well as engineering, financial, and legal
services.

Additionally, this chapter provides evidence that the effect of hazards propagating
through the supply chain exceeds that of the localized hazard impacts (i.e., direct
impact in the geographic location where the hazard took place). This creates a
fundamental incentive misalignment. Some investments are also outside of the
business’s purview, such as the transportation infrastructure and power grid. Thus,
there is a misalignment of incentives, as those that make investments in resilient



infrastructure (e.g., power companies and governments) do not experience all the
losses when an event occurs.
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The findings from this chapter can be used by policy-makers and decision-makers
regarding investments in research and in natural hazard mitigation. In terms of
research investments, the findings show that the ripple effect from natural hazards
has a significant economic impact and that there is a potential market failure
regarding investments in risk mitigation due to a misalignment of incentives. In
terms of investments in natural hazard mitigation, the findings provide an estimate of
the magnitude of impact from natural hazards and the ripple effect. This information
can be used to improve investment decisions and demonstrates to individual firm
owners and operators the importance of considering resilience along their supply
chains, not just at their facility.
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Developing Predictive Risk Analytic
Processes in a Rescue Department

Mika Immonen, Jouni Koivuniemi, Heidi Huuskonen, and Jukka Hallikas

Abstract Aging and home care bias in elder care has changed the supply chain
environment of rescue departments. The current situation requires data-driven
approaches to manage risk and resiliency in such a way that decision-makers can
take reactive, proactive, and prescriptive actions. In practice, public service pro-
viders should anticipate risks and prevent accidents that arise from the various needs
of residents in home environments. The new risk prevention policies should be built
on cooperation between the rescue board and the social and healthcare sectors in
order to consolidate and process large amounts of data and to develop a foundation
for anticipating and managing safety risks in housing. This chapter explores the data
structure requirements needed to use the predictive analytics that consolidates
information from the logs of the rescue service and social and healthcare agencies
as well as the electricity consumption data of residents. In addition, demographic
descriptors of the regions should be connected to the process logs. The data sources
form a diverse body of data that can be significantly leveraged in three areas of risk
management to (1) estimate operation response, (2) create a risk profile of individ-
uals, and (3) understand the chain of events that lead to accidents.

1 Introduction

The chapter aims to assess the role of data sources in managing safety risks in the
home environment. From the theoretical perspective, the chapter discusses
approaches to manage risk and resiliency in service supply chains and explains the
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vulnerabilities emerging from service chains, networks, and operations. Risk man-
agement practices to prevent, detect, respond to, and recover from issues are
enhanced by improving risk information sharing in order to increase proactive
operations (Christopher & Lee, 2004; Fan et al., 2017). Risk management is based
on the identification, assessment, and management of risks. Resilience refers to a
system’s ability to recognize, anticipate, manage, and recover from disruptions
(Francis & Bekera, 2014; Sheffi & Rice, 2005). Predictive resilience is the ability
to identify future exposure based on past performance data.

312 M. Immonen et al.

Considering service supply risks, the chapter presents a case study to discuss the
data perspective of rescue service management in the future. The results assess the
data sources from the perspective of risk prediction and the application of data
analysis and model deployment. The rescue service development needs are driven
by megatrends, such as the aging population, the increase in the number of dwellers
living alone, and the emphasis on decentralized home care plans in the social and
healthcare sectors. These environmental changes lead to situations where risks are
widely decentralized across households instead of contained in controllable care
units. In these circumstances, the risk assessment relies on safety prediction, which
emphasizes the importance of information sharing between rescue operations and the
social and healthcare sectors to anticipate the chain of events and conditions in
diverse home environments that lead to accidents. Furthermore, the safety risk
forecasting path provides a framework to connect various types of information
from multiple organizations and sources and to consider the timeline of accident
prediction.

Using the current case, the chapter describes the process to combine the manage-
ment of residential safety risks with the identification of the data sources required for
predictive analytics. The results increase awareness of the key resources that are
needed to predict the chain of events leading to accidents, thereby facilitating the
identification of preventive measures for housing risks and improving accuracy of
the produced interventions. The appropriate selection of the data interrupts and
prevents the risk development by identifying root causes as early as possible. Root
causes can be identified by analyzing specific datasets related to hazards, undesirable
events, and interactions between the occupant and the operating environment of the
households. The data sources within the case study include survey data, event logs
from service providers, patient information from electronic health records, and
geospatial descriptors. The data sources were reviewed according to their content
and availability and in relation to the safety risk forecasting path, the condition of the
individual, and the living environment. Generally, the data sources formed a com-
prehensive and diverse dataset, and the analysis of this data can potentially be used
in key areas of risk management to (1) develop the responsiveness of a service
network, (2) profile groups and households in terms of risk, and (3) understand the
chain of events that may lead to accidents.
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2 Predictive Risk Analytics as an Approach

2.1 Predictive Risk Analytics in Supply Chains

Risk management today is often based on the risks and vulnerabilities that emerge
from chains and networks as the services of organizations are increasingly viewed as
delivery networks or chains. Supply chains refer to the external and internal
resources an organization needs for the productive activities of its business. These
resources include material and service suppliers, subcontractors, and collaborators
(Choi & Wu, 2009). Using the supply chain perspective for the risk management of
organizations provides an opportunity to consider chains of sequential operations
and processes that often include actors from multiple organizations. Supply chain
disruption management is based on understanding the level of vulnerability of the
supply chain (Wagner & Neshat, 2012) and the nature of the disruption (Wagner &
Bode, 2006).

The ability to respond and recover quickly from disruptions is a key feature of an
organization’s resiliency (Jüttner & Maklan, 2011). Data analysis can be utilized in
operations in descriptive, predictive, and prescriptive ways (Porter & Heppelmann,
2014). Each approach impacts risk management and the resiliency of operations.
Based on data analytics, decision-makers can take reactive, proactive, and prescrip-
tive actions to generate resiliency in supply chains. Both proactive and reactive
capabilities are important in improving the pre- and post-disaster condition of supply
chain resiliency (Chowdhury & Quaddus, 2017). Reactive resilience is the ability of
an organization to respond and recover from disruptions (Sheffi & Rice, 2005), but
proactive resilience refers to the capabilities that are built into the system, such as
flexibility, redundancy, durability, collaboration, and financial stability (Pettit et al.,
2013). Consequently, to improve resilience, it should be considered in the design of
the supply chain (Christopher & Peck, 2004). Predictive resilience is the ability to
predict future exposure based on past performance data, and it allows a user to
predict a problem before it occurs and to offer mitigation strategies (Blackhurst et al.,
2008). Finally, prescriptive resilience identifies the actions that should be taken to
eliminate problems or to adapt to future trends. Figure 1 presents these three
concepts of resilience related to risk management and data analytics in the context
of the classical life cycle of crisis and recovery (Sheffi & Rice, 2005).

Resilience development requires organizations to orient to disruptions, define
resources, and implement risk management infrastructure (Chowdhury & Quaddus,
2017). Resilience can also be enhanced by developing supply chain planning
strategies, using collaboration and agility, and creating a risk management culture
(Christopher & Peck, 2004). Recent studies have also shown that resiliency is rooted
in the structure of the supply chain and the capability to share information through-
out the supply chain. Information sharing and integration capabilities should apply to
both suppliers and customers, and network structures should be aligned to decrease
risks that may potentially harm the overall performance of the supply chain
(Ledwoch et al., 2018; Munir et al., 2020). Organizations need processes to support
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information management so that big data analytics can be used effectively to
anticipate and monitor supply chain disruptions (Gunasekaran et al., 2017). Infor-
mation capability has a positive effect on resilience, particularly through supply
chain visibility (Brandon-Jones et al., 2014). The creation of visibility depends
significantly on the development of analytical skills in companies (Srinivasan and
Swink, 2018).
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2.2 Data Sources for Supply Chain Risk Management

Supply chains produce a large amount of different data from a variety of external and
internal sources related to, among other things, transactions, supplier performance,
responsibility, risks, and equipment operations. IoT (Internet of Things) and big data
platforms generate huge amounts of structured and unstructured data for the stake-
holders in the supply chain. These data sources facilitate the use of advanced
analytics (Wang et al., 2016), indicating a need to consider approaches to data
science in the SCM field. SCM data science is the application of quantitative and
qualitative methods that combine various data sources from business environments
and utilize the information in decision-making.

Data analytics is needed in supply chains for two reasons. First, there is a need to
better describe and predict changes in the supply markets to fulfill the operations
requirements. Supply market research refers to the systematic gathering, classifica-
tion, and analysis of data to consider all relevant factors that influence the procure-
ment of goods and services for the purpose of meeting present and future
requirements (Van Weele, 2009). Second, intelligent data analytics is needed to
run business operations in the supply chain. Organizations that aim to be successful
in a data-driven world must respond quickly to changes in the business environment
(Negnevitsky, 2011). The analytics capability helps businesses detect changes in the
micro- and macro-environment, thereby leading to the improved fit of competitive
strategies (Akter et al., 2016). Competitive strategy fit is the capability to regularly
monitor demand trends over time with both numeric and textual data sources (Yang
et al., 2019). At the operational level, analytics enables organizations to optimize
processes, predict capacity utilization, and experiment with new and competing
process constructs (Côrte-Real et al., 2019).
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3 Viewpoints into Predicting Safety Risks for Service
Supply Development

3.1 Safety Risk Forecasting Path

The production of analytical risk data begins with the definition of a safety risk
forecasting path (Fig. 1) as outlined in Heinrich’s iceberg model (Heinrich et al.,
1980). This model divides the risk accumulation path into three different phases for
monitoring and managing situations. During the first phase, latent insecurity occurs
among the population due to the functional decline of the aging population. Safety
should be maintained during the early steps of the risk path by taking prescriptive
actions to recognize and rate the criticality of the prevailing trends of the population.
The prescriptive actions may potentially redirect development paths to impede the
risk. During the second phase, observable risks and hazards may occur in an
individual’s daily life that indicate the demand for supportive actions to maintain
functional capability. These actions should be proactive, and they should address the
sources of the risks and implement measures in the living environment to diminish
the effects of the hazards. During the third phase, the realized risks are likely to lead
to accidents (e.g., falling), which are signs of imbalance between a person’s capa-
bilities and the requirements of the environment. These accidents require reactions to
countermeasure the effects of the primary event and minimize the functional decline
of the person (Fig. 2).

The safety risk forecasting path forms a time-adjacent framework to depict the
different types of data on the timeline in relation to their appearance before the actual
accident. The data positioning is based on the contextual understanding of datasets,
i.e., their ability to help interpret event information, prevailing operational circum-
stances, and harmful chains of events. The optimal temporal and content allocation
of service development measures significantly impacts cost-effective outcomes in
the short term and long term.

The causes and mechanisms of the housing safety risk are often complex,
partially due to the multi-level interdependencies of the formation processes of
risks. Traditionally, the information needed for accident prediction has been
scattered among various actors and data sources, and it has been challenging to
create a comprehensive view of the housing safety risks. Accordingly, a
multidisciplinary approach to research and development is needed to understand
the issues that undermine housing safety and individual well-being and to create
additional operating models for increased safety. The safety and well-being of the
residents should be at the core of development, and safety needs to be considered
using a multidisciplinary and collaborative approach among authorities.
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3.2 Trends Influencing Safety Risk Management

The key drivers for the safety risk management in the rescue service supply include
demographic information (e.g., age of the residents), residential status (e.g., urban-
ization, increased number of dwellers living alone), and public service changes that
impact the support networks available to the individual. These trends are particularly
relevant for the oldest persons living at home. The transformation of the health and
social care policies from institutional care to home-centered care for the elderly
requires new capabilities of public service providers and individuals living indepen-
dently at home late in life. As a result of societal changes, the public sector must
consider several countermeasures, such as (1) supporting independent living at home
with services and technological solutions, (2) ensuring preparedness of homes and
districts, particularly in rural areas, and (3) enacting legislation and creating coop-
erative operating models among public authorities to increase transparency of the
various risk profiles of the regions. From the rescue authority’s perspective, man-
aging risk is entangled with the challenges of the abilities of the residents to function
in their living environments. The reduced ability to live independently at home
makes it difficult to manage hazardous situations and to provide services in rural
areas because of the distance. Considering the limitations of societal resources, risk
management of the housing, as described herein, must occur without duplicate work
from various public actors. Therefore, public organizations should review their
internal operating models and define a shared knowledge base to enable joint
development of responsibilities for risk management.

3.3 Safety Risk Assessment of Individuals

The transition from institutional care to home-centered care changes the safety
circumstances for individuals. Further, questions concerning responsibilities for
safety must be rebalanced as individual liability is a more significant concern in
home environments. Considering regulations related to patient and fire safety,
institutionalized care is a more controlled environment, but individual autonomy is
a concrete consideration in homes. Several questions are crucial to the analysis of the
conditions and motives under which residents are willing to live independently at
home. Is it the resident’s choice to live in conditions where the level of safety
services may be decreased? What are the responsibilities and roles of various public
actors and residents themselves for ensuring safety in changed circumstances? How
do residents perceive and experience safety and security in their living
environments?

The service needs of home care customers are mainly determined by the cus-
tomer’s emotional, cognitive, and physical functioning as impacted by age and
diseases. The demand for home care services increases as the customer’s functioning
decreases. The research explores this concept by analyzing metrics related to



instrumental activities of daily living (IADL) and activities of daily living (ADL),
both of which are used to measure independent performance in everyday activities.
The higher the average level of impairment to ADLs and IADLs, the higher the
average coverage and volume of home care services supply. Thus, functional
capacities are directly connected to the ability of customers to care for themselves
and live independently. Home care customers and resident groups comprise a pivotal
risk group for analysis. Home care customers experience an increased risk for home
accidents, such as falls.
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In the next few decades, the proportion of older people in Finland will increase
considerably, and based on the current service structure, the number of home care
customers will also increase. An aging population also experiences diseases, such as
memory disorders and various musculoskeletal disorders, which further decrease
functional ability. This development leads to a growing challenge to ensure fire
safety in the homes of elderly people. Age-related changes impact an individual’s
ability to detect and understand the development of risks and to respond and prepare
accordingly. In the future, specific attention should be given to home safety and
ways to improve the level of preparedness to respond to reduced functional capac-
ities. The authorities should use an operating model that conveys information about
the effects of decreased functioning on safety. The foundation of this model should
be a risk assessment based on joint roles. Using this type of model, realistic
situational awareness of the home environment can develop.

4 Data Sources for Risk Prediction

4.1 Open Data, Exclusive Data, and Controlled Data

In the analysis of housing safety risks, the aim is to evaluate and describe the
usability of various datasets from the perspective of accident prevention. The
materials can be roughly divided into three groups (see Fig. 3): (1) exclusively
owned (i.e., proprietary), (2) controlled access, and (3) open materials. Table 1
summarizes the datasets and provides the name of the data, a brief content descrip-
tion, the format of data storage, applied primary analysis approaches, and a comment
on availability or location. In addition, data sources have been assessed at a more
general level in terms of their future usability in Table 2.

The exclusively owned dataset includes survey data collected and analyzed by a
research organization. Controlled data sources include event logs from healthcare
and rescue services (information about service missions) and healthcare customer
registry information. The organizations that provided key information included a
national vocational education organization for rescue services, a regional healthcare
district, and a local electricity distribution company. Regarding the customer registry
data and healthcare event logs, a compulsory research permit was obtained to access
the data. The information was anonymized during the research phase by replacing
social security numbers of individual citizens with research numbers and replacing



specific street addresses of customers’ homes with the name of the street or regional
identifier. Researchers had no access to original social security numbers in any phase
of research. Technically, it was possible to link individual datasets (depending on the
dataset) based on an anonymized social security number, spatial data, or time stamps
of events.
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Fig. 3 Types of data sources

Open data sources can be divided into two groups: (1) tabular internet distribu-
tions and (2) data shared through application programming interfaces (APIs). Tab-
ular data typically includes descriptive regional level information (e.g., population,
building stock) represented as summary reports. The APIs provide detailed restric-
tive information about a specific unit or time of analysis, e.g., weather observations,
address coordinates, and traffic information. The information obtained from the APIs
over the Internet is in machine-readable form, and its use in the analysis requires
further processing. The operation of APIs is based on queries made over the Internet
from REST/API servers. A broader utilization of such data is often limited by types
of licenses, codes of conduct, or technical capacities.

4.2 Data Sources to Risk Prediction in the Context of Rescue
Services

The data can be roughly divided into two parts: (1) data describing the service needs
of the population and (2) a spatial dataset describing the area. In this context, the
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Table 1 Datasets for analyses

Dataset Description Key data content
Analysis
approach

Data
representative/
accessibility

Citizen survey Structured survey
on safety experi-
ences and risk
preparedness
among 25–75-
year-old citizens.
n 1175

Perceived quality
of life; prepared-
ness for risks;
accidents

Quantitative
analysis; risk
perceptions anal-
ysis; risk profil-
ing of
households;
occurrence of
risk profiles in
population
groups; estimates
of risk volumes
in population

Research orga-
nization (uni-
versity)/
proprietary

PRONTO Statistics system
of Finnish rescue
services.
n ¼ 22,153
(number of ser-
vice events
between 2007
and 2016)

Type of mission;
time stamp;
location

Predictive analyt-
ics; modeling and
testing emer-
gency service
supply scenarios
(i.e., service net-
work structure
and response
times) through
neural network
analysis

National voca-
tional education
organization for
rescue services/
research permit
required

Emergency
medical service
data

Data on emer-
gency medical
service missions
(paramedic
units).
n ¼ 187,755
(number of emer-
gency missions
between 2006
and 2018).

Emergency unit
code; type and
priority of mis-
sion; time
stamps; location;
social security
numbera

Descriptive ana-
lytics for merging
emergency medi-
cal service mis-
sion volumes into
regular home
care customer
risk groups; anal-
ysis of mission
types

Regional
healthcare dis-
trict/research
permit required

Safety helper
contacts

Safety helpers are
responding to
service needs
delivered through
emergency
phone.
n ¼ 69,823
(number of home
visits between
2013 and 2017)

Type of mission;
time stamps;
location; social
security numbera

Descriptive ana-
lytics for merging
safety helper
contact volumes
into regular home
care customer
risk groups

Regional
healthcare dis-
trict/research
permit required

HaiPro Reporting system
for safety inci-
dents in
healthcare

Written report of
incidents or acci-
dents; time stamp

Qualitative text
analysis; failure
mode and effects
analysis (FMEA)

Regional
healthcare dis-
trict/research
permit required
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Table 1 (continued)

Dataset Description Key data content
Analysis
approach

Data
representative/
accessibility

organizations.
n ¼ 1319 (num-
ber of reported
safety incidents
in home environ-
ments in 2017)

in terms of
reported falls
(n ¼ 421) in
elderly homes

Home care
contacts

Operations and
activity data in
regular home
care.
n ¼ 6,971,634
(number of cus-
tomer home visits
between 2010
and 2017).

Type of service;
time stamps;
location; social
security numbera

Descriptive ana-
lytics to recog-
nize regular
home care cus-
tomer risk groups
in terms of con-
tact volumes and
aggregate contact
time

Regional
healthcare dis-
trict/research
permit required

interRAI HC The interRAI
(Resident
Assessment
Instrument)
Home Care
Assessment Sys-
tem focuses on
the measurement
of the person’s
functioning and
quality of life.
n ¼ 2300 (num-
ber of assess-
ments among
regular home
care customers
within an
8-month period
in 2018)

Various mea-
sures of person’s
functioning and
quality of life
(e.g., IADL);
time stamp; loca-
tion; social secu-
rity numbera

Descriptive ana-
lytics for merging
indicators of
functioning (e.g.,
ADL, IADL) into
regular home
care customer
risk groups

Regional
healthcare dis-
trict/research
permit required

Assistive
devices

Electricity-
dependent assis-
tive devices in
use among regu-
lar home care
customers.
n ¼ 3737 (num-
ber of assistive
devices borrowed
by home care
customers
between 2010
and 2018)

Type of assistive
device; time
stamps; location;
social security
numbera

Descriptive ana-
lytics for merging
assistive device
types and vol-
umes into regular
home care cus-
tomer risk groups

Regional
healthcare dis-
trict/research
permit required



material describing the need for services refers to the safety experience of the
population, the number of emergency tasks, and planned customer visits collected
from registries. Spatial datasets include open spatial datasets produced by national
actors and commercial interfaces from which data regarding the region, population,
and urban structure have been compiled. The project’s data sources cover the
questionnaire data, the authorities’ event logs, the healthcare customer registry
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Table 1 (continued)

Dataset Description Key data content
Analysis
approach

Data
representative/
accessibility

Energy
consumption

Measured actual
hourly electricity
consumption data
(kWh) in house-
holds. n ¼ 7
(number of
households
among regular
home care cus-
tomers with
diagnosed mem-
ory disorder)

Electricity con-
sumption
(kWh/h); loca-
tion; social secu-
rity numbera

Descriptive ana-
lytics for
researching
changes in circa-
dian rhythms of
residents (i.e.,
analyzing mov-
ing average and
standard devia-
tion of aggregate
hourly energy
consumption)

Regional
healthcare dis-
trict; electricity
distribution
company/
research permit
required

Building
location

Location data of
buildings in Fin-
land. n ¼ app.
60,000 (number
of buildings in
the case region)

Province; munic-
ipality; street
address; postal
area code; coor-
dinates (WGS84)

Enriching dataset
in predictive ana-
lytics model for
testing emer-
gency service
supply scenarios

National popu-
lation register
organization/
open data

PAAVO
database

Open data by
postal code area

Population struc-
ture; buildings
and dwellings;
workplaces;
Main activities of
the inhabitants

Enriching dataset
in predictive ana-
lytics model for
testing emer-
gency service
supply scenarios

National statis-
tics organiza-
tion/open data

Grid database Contains
coordinate-based
statistical data
calculated by
map grid.

Includes several
data groups, e.g.,
population struc-
ture, size, and
stage in life of
households

Enriching dataset
in predictive ana-
lytics model for
testing emer-
gency service
supply scenarios

National statis-
tics organiza-
tion/open data
(chargeable)

OpenStreetMap
(OSM)

OpenStreetMap
(OSM) is a col-
laborative project
to create a free
editable map of
the world

Geo-coding and
route machine

Enriching dataset
in predictive ana-
lytics model for
testing emer-
gency service
supply scenarios

OpenStreetMap
Foundation/
open data

aAnonymity of individual citizens was ensured during the research phase by replacing social
security numbers with research numbers. Researchers had no access to original social security
numbers in any phase of the research
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Table 2 The role of data sources in relation to the safety risk forecasting path and conditions of
residents and living environment

Data source

Individual and environmental
conditions

Stage of safety risk forecasting path (see
Fig. 1)

Condition of
living
environment

Condition of
residents

Experience of
insecurity

Perceived
risks and
hazard
situations Accidents

Citizen survey Population level estimates for
individual or environment risks

Population level estimates for
occurrence of risks or
insecurity

PRONTO Realized
risk

Emergency med-
ical service data

Specific mis-
sion codes
based on
individual
needs

Psycho-social
motives and
triggers for
emergency con-
tacts (e.g.,
loneliness)

Risk
behavior

Realized
risk

Safety helper
contacts

Functioning
deficiencies;
risk behavior

Occurrence of acute need of
help and occurrence of
hazards

Realized
risk

HaiPro Environmental
conditions in
homes

Functioning
deficiencies;
risk behavior

Nearly
realized
risk

Realized
risk

Home care
contacts

Breadth and
coverage of
services

Indicator for actual demand of
supportive service and regular
monitoring

interRAI HC Suitability of
living
environment

Functioning
capacities

Indicator for actual level of
housing-related risks

Assistive devices Installed base
of assistive
devices in
home
environment

Functioning
deficiencies;
concrete
needs for
assistance

Energy
consumption

Installed base
of electric
appliances

Effect of
daily activi-
ties on
energy
consumption

Building
location

Structure of the
built environ-
ment; points of
demand

PAAVO
database

Demographics and features of
the built environment

Grid database Background geometries for spatial models to compute aggregate figures for
population



data, and the descriptive information connected to the location data. All registry
information was anonymized for security reasons to make it impossible to identify
an individual customer. Exact addresses were also removed from the log data,
preventing events from being linked to the location with street or neighborhood
precision. It was possible to technically link individual datasets (depending on the
dataset) based on an anonymized social security number, spatial data, and time
stamps. In addition, statistical and regional information was retrieved from open
sources across different types of interfaces. The data sources are summarized in
Table 1, which provides the name of the data, a brief description, the format of data
storage, applied analysis approach, and a comment on availability or location. In
addition, a concise assessment of the usability of the data sources is provided in
Table 2, which links the datasets with the accident forecasting path and describes
which datasets determine the state of the customer and his or her living environment.
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Table 2 (continued)

Data source

Individual and environmental
conditions

Stage of safety risk forecasting path (see
Fig. 1)

Condition of
living
environment

Condition of
residents

Experience of
insecurity

Perceived
risks and
hazard
situations Accidents

OpenStreetMap,
address
geo-coding

Location data for connecting
events to spatial model

OpenStreetMap,
route
information

Distance data for service
accessibility assessment

The data sources described in Tables 1 and 2 provide rich analytical material that
has significant potential to be used for accident prevention and service network
development. Based on the analyses that were conducted, the information can be
used to develop concurrent service responses among the network of actors, identify
risk groups, establish risk profiles, and understand the chain of events behind
accidents.

Development of concurrent service response among the network of actors—
Service demand forecasting models can be created for rescue services by combining
the spatiotemporal variables of PRONTO data, open map and route information, and
data on building locations (points of potential demand). A predictive analytics
approach using neural network analysis was applied to model and test emergency
service scenarios and related response times to anticipate demand locations. In
general, the information from forecasting models can be applied to the structural
planning of the service network, the decision-making for the location of service sites,
and the detailed allocation of resources (types of service units needed).

Identifying risk groups and establishing risk profiles—The social security num-
ber is the key data field that combines customer-specific information regarding
service needs, actual service usage, and functioning abilities. Datasets that were



possible to integrate through social security numbers were home care event logs,
emergency medical care event logs, safety helper event logs, customers’ functional
capacities (RAI-HC questions and measures), and information about the usage of
assistive devices. In the analysis, data from the home care event log formed the
baseline for regular home care customer risk categories using aggregate contact
volumes and aggregate contact time. Each risk category was then enhanced by
selected metrics related to functioning capacities, emergency medical services
data, safety helper data, and usage of assistive devices. The results of the combined
multivariate dataset were then used to identify key data-rich risk groups and related
anomalies and incidents. Risk group profiling can be used to classify risk areas and
define collaborative models of operation and management between rescue services
and healthcare organizations (e.g., the evacuation needs of risk groups under storm
conditions). Concerning other datasets in the analysis, energy consumption data of
households can be used to analyze possible changes in the circadian rhythms of the
target residents. Specifically, this information can help identify possible changes
about the timing of daily activities, which may signify the need to change services in
cases involving memory disorders.
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As a supplemental method of risk grouping and profiling, a structured citizen
survey was administered to individuals aged 25–75 regarding safety perceptions,
risk experiences, and risk preparedness. The statistical analysis divided households
into four risk profiles based on their experiences with hazard situations and their
need to contact emergency care. Furthermore, the risk occurrence and volume of
hazard incidents in the age-based groups were analyzed. The risk profiles helped
develop targeted measures for service response.

Understanding the chain of events behind accidents—To implement preventive
measures in a cost-effective manner, it is critical to understand the chain of events
that lead to accidents (e.g., fires and falls). Accordingly, qualitative textual analysis
and failure mode and effects analysis (FMEA) were used to identify the root causes
and underlying circumstances related to reported falls in the homes of elderly
individuals. The qualitative HaiPro data comprises written reports about risk inci-
dents and accidents in the home environment. Using this analysis, it is possible to
determine the factors and circumstances related to the resident and the home
environment that potentially contributed to the accidents. Although the occurrence
of accidents cannot be completely eliminated, the analysis can be used to find new
ways to mitigate the underlying factors, determine the actual root causes, and
minimize the negative effects of incidents by facilitating a more effective interven-
tion from the network of the rescue board, social and healthcare authorities, and
other relevant actors.
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5 Summary and Conclusions

The utilized data sources included the primary data sources from the rescue service
board and the social and health operations as well as the material produced in the
project. A suitable procedure was developed to analyze the data. Generally, the data
sources provided diverse analytical material. Based on the results, this material has
the potential to be used significantly in three areas of risk management and service
development that include (1) developing a cooperative response with a service
network comprised of the rescue board, social and healthcare sectors, and other
relevant actors, (2) identifying risk groups and creating risk profiles of occupants,
and (3) understanding the chain of events leading to accidents in heterogeneous
home environments.

Information sharing and data analytics play a key role in supply chain risk
management. This chapter presented a case study of the use of data analytics in
risk management by building on the findings of Fan et al. (2017) related to effective
risk management practices. These practices include preventing, detecting,
responding, and recovering from issues by using capable information systems in
the supply chain. As highlighted in the literature, resiliency is an emergent property
that relates to the inherent and adaptive capabilities that enable an organization to act
proactively to mitigate threats and risks (Burnard & Bhamra, 2011). Regarding our
findings, data-driven approaches have potential in building resiliency in supply
chains. The contribution of this section to existing literature regarding supply
chain risk management is twofold. First, it presents a data-driven risk management
case application in the service supply chain. Existing literature has explained the
potential use of data analytics in supply chain risk management (e.g., Fan et al.,
2017), but there are few actual case studies on the subject. Secondly, the case study
highlights the diverse use of different types of structured and unstructured data in
proactive risk management. Existing research (e.g., Wang et al., 2016) has explained
that the utilization of big data in supply chains is important, but practical examples
are still needed for further research.

The results help to identify the chain of events that lead to inadequate safety and
that cause accidents to improve understanding of incidents in the home environment
and the mutual influence and interdependency of the resident and the operational
environment. The information facilitates consideration of risk-based preventive
measures to be taken, thereby improving the accuracy of the interventions that are
implemented. The goal is to interrupt and prevent risk development at the earliest
possible stage by understanding and mitigating the root causes. This requires the
concise exchange of information and cooperation between the rescue board, the
social and healthcare sectors, and other actors that play a key role in housing safety.

Data management processes and interfaces should be further developed and
streamlined to allow a broader and more diverse use of data analysis by individuals
in organizations other than the data controllers. Efficient management requires cross-
governmental cooperation to create the interface rules and architectures required for
entity management. This improves both information security and the usability of the



collected data. In the context of risk management and accident prevention in
heterogeneous home environments, the data analysis of risks and the root causes
provides significant potential to increase risk-specific situational awareness and thus
provide more accurate intervention with the cooperation of the rescue board, social
and healthcare sectors, and other relevant actors. Consequently, the optimized
management of risks in home environments will increase home safety and enhance
well-being in general.
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AManufacturing-Supply Chain Risk Under
Tariffs Impact in a Local Market

Omar Alhawari and Gürsel Süer

Abstract Nowadays, supply chains experience the risk of the impact of trade tariffs
imposed by governments on the imported items. Basically, higher tariffs or import
taxes affect global trade through amplifying the risk on supply chain costs which in
turn jeopardizes the supply chain networks. This chapter considers a manufacturing
company, assumed to be in the USA, with its manufacturing system that is inspired
by a jewelry manufacturing industry. The manufacturer produces finished products
and procures raw materials required from local and global suppliers that are assumed
to be in the USA and China, respectively. In a supply chain risk, considering the
global economy competition, a local government needs to improve a local industry;
therefore, it imposes tariffs on the imported raw materials. This policy helps local
suppliers compete with global suppliers who are negatively impacted by higher
imposed tariffs. Additionally, a manufacturer as a buyer is impacted by imposed
tariffs. The main objective of this chapter is to study the impact of tariffs on the
manufacturing-supply chain considered. Thus, different tariff rates are imposed on
imported raw materials. As the tariffs increase, the purchased materials costs
increase as well. As a result, the purchase of raw materials is shifted from global
to local suppliers when high tariff rates are imposed. Further, this chapter shows that
the total products costs including raw materials, labor, and overhead costs are
increased, which eventually affect the selling prices of finished products. Conse-
quently, the demand values of the finished products, determined by demand func-
tion, are dropped due to the increase of selling prices. This leads to impact the profits,
generated by the manufacturing company. It is observed that the profits of products
act differently in which some products generate more profits and others lose profits
when the tariffs increase. Moreover, in this chapter, the impact of the trade tariffs on
the manufacturing system design is studied considering the number of
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manufacturing cells open to meet the demand. Results show that demand impacts the
manufacturing system design in which the number of cells decreases as the demand
decreases. It is concluded that although the market share has been impacted in terms
of the demand, the manufacturer sustains the business by making satisfactory profits.
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1 Supply Chains: Management and Risk

Business organizations pay a great deal of attention to their supply chains to survive
in the competitive local and global environments. Stevenson (2019) stated that
organizations including their facilities, functions, and activities work together to
build a sequence that begins with raw materials supply and extend all the way to final
customer. Facilities such as suppliers, plants, warehouses, distribution centers, and
retailers are linked together as a chain to help achieve customer requirements. The
sequence implies that different nodes act as suppliers and customers where each
node is a customer of the preceding one and a supplier to the proceeding one.
Generally, a supplier represents the point of origin, and a consumer is considered
as the point of consumption. Figure 1 shows the typical manufacturing-based supply
chain network. In supply chains, the manufacturer interacts directly with suppliers of
tier-1 type. The suppliers can be either local or global supplier. Based on the demand
information, manufacturers procure the required raw materials from suppliers. The
raw materials are converted into finished products through the manufacturer’s
operations and eventually delivered to consumers who may exist in local or global
market.

Based on Fig. 1, it is noticeable that suppliers are strategically important in the
functioning of supply chain. Thus, the issue of supplier selection and evaluation has
been very crucial for the success of the entire supply chain. Companies pay attention
to raw material costs due to their contribution to the final product cost. Burton (1988)

Suppliers

Tier -2

Suppliers

Tier -1
Manufacturers

Distribution

Centers
Customers

Fig. 1 A manufacturing-based supply chain network



mentioned that the procurement cost of raw materials required by US companies is
about 40–60% of the unit cost of a product. Ávila et al. (2012) indicated that supplier
selection process consists of three phases: qualification, supplier selection, and
evaluation. Süer and Huang (2012) discussed the supplier problems and proposed
a long-term sourcing framework that evaluates the supplier dynamics with multiple
criteria such as cost, quality, and delivery. Bhutta and Huq (2002) stated that
evaluating suppliers effectively requires considering qualitative and quantitative
criteria. Patton (1996) addressed some supplier evaluation criteria such as the
purchase price, quality, and the delivery time of the materials required. Further,
the author mentioned that sales support and technology rate are factors considered
for supplier’s evaluation. From a manufacturer’s perspective as a buyer, material
costs and delivery times should be minimized, whereas the quality should be
maximized to gain competitive advantage in the marketplace.
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The strategic coordination between organizations involved in supply chain is
required to integrate supply and demand management effectively and efficiently.
According to Stevenson (2019), the need for managing supply chains has been
essential for organizations to consider important issues such as:

• The need to improve their operations
• Increasing their level of outsourcing
• Increasing transportation costs
• The awareness of competitive pressure
• The need for increasing globalization
• The need for managing inventories
• The dynamic nature of supply chain
• Advance in IT and e-business environment

Supply chain management (SCM) is defined as managing the network of facilities
that performs a sequence of functions starting from procurement of raw materials to
production of intermediate and finished products and distribution to customers
(Ganeshan & Harrison, 1995). Also, SCM is the integration of activities by facilities
who are responsible for procuring raw materials, transforming them into finished
products, and delivering them to customers utilizing distribution systems (Lee &
Billington, 1995).

Supply chains experience trade tariffs, stochastic demand, seasonal demand,
production yield variability, inventory level variability, capacity shortages, defective
products, and inspection errors. In supply chains, uncertainty and risk are used
interchangeably; however, there is a slight difference in which risk is defined as
the probability of occurrence of a defined magnitude of the occurrence (Zsidisin,
2003). The probability is known for the risk, but unknown for the uncertainty. For
instance, a supplier risk is the probability that an incident associated with inbound
supply from a supplier occurs where its outcomes result in not meeting customer
requirement by the purchasing company (Siegel, 2005). In the literature, uncer-
tainties in supply, process, and demand influence the manufacturing function (Wild-
ing, 1998). Also, uncertainties have an impact on decision-makers resulting in



ineffectiveness and inefficiency if not handled properly which in return affects the
organizational performance (Van Der Vorst & Beulens, 2002).

2 Trade Tariffs in Supply Chains

In global supply chains, the global trade benefits from the use of outsourcing and
exploiting opportunities beyond the local market. According to Stevenson (2019),
some of the drivers for global supply chain are considered as follows:
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• The product design requires inputs (e.g., raw materials) from other countries
• Expand the market share by selling products globally
• Outsource work to countries where labor and material costs are lower

Figure 2 shows the local supply and demand curves in a country, where (P*) and
(Q*) show the equilibrium status without global trade. However, when this country
is open to global trade, (Pglobal) is a given global price in a competitive global
market. According to Fig. 2, the local suppliers supply their market with a quantity
called (QLS) which is less than the original quantity supplied (Q*), whereas the
quantity ordered by the local consumer is (QLC) which is greater than the original
quantity ordered (Q*). For that, the quantity imported to the country is the difference
between the local supplied quantity and the local ordered quantity (i.e., quantity
imported (QI) ¼ QLC - QLS). This scenario harms the local suppliers in the global
competitive market. Consequently, the local suppliers approach their government to

P*

P global
with tariff

P global

Q LS

With 
tariff

Q LC

With 

tariff

Q LCQ LS Q*

Demand Supply

Quantity

Price 

Fig. 2 Supply and demand curves considering tariffs
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find solutions for their losses in global trade. The local suppliers cannot afford to
produce and sell with the same prices as global suppliers; subsequently, their
revenues are lost, and their business might be shut down. To react to this situation,
governments usually impose a tariff rate for every unit entering the country to
increase the amount supplied by local supplier and decrease the amount imported.
A tariff is a tax imposed on imports or exports between countries and the new global
price with tariffs is denoted by (Pglobal with tariff). For that, the quantity imported to the
country is decreased with tariffs consideration (i.e., quantity imported with tariff
(QI) ¼ QLC with tariff � QLS with tariff). The trade position of a country, in the case of
tariffs, will be different in terms of that the local supply is improved, the quantity
ordered globally is decreased, and a government is helped financially by the tariffs
revenues.

Nowadays, rival companies advantage from the tariffs imposed (Ungureanu,
2019). Rodrik (2018) indicated that large countries have the power to control their
market demand by imposing tariffs on the imported items; therefore, the market
demand for imported items is reduced. This influences the world price of the
imported items. Further, in this regard, each country imposes their own optimal
tariffs. However, the word trade agreements such as the old General Agreement on
Tariffs and Trade (GATT) and the World Trade Organization (WTO) include
negotiations to minimize tariffs imposed.

3 System Studied

The system studied, in this chapter, considers data used by Alhawari et al. (2021). It
includes a family that is composed of 12 similar products with their processing
requirements. It is inspired by jewelry manufacturing industries that are mostly
labor-intensive systems associated with high operator involvement. Processing
time is considered as the time needed to process a unit of a product by a machine
and considered as the bottleneck processing time. This product family requires
opening five manufacturing cells to meet the expected demand. Each cell includes
13 machines where each machine needs one operator. A cell has a capacity of 40 h/
week considering that an operator works for 8 h/day (1-shift consideration) and
5 days per week (i.e., 8 h/day * 5 days/week ¼ 40 h/week). Table 1 shows the
expected demand and processing times (in minutes) of the products in the family.

In the manufacturing system, the capacity allocated to meet the expected demand
for each product, as shown in Table 1, is determined by parameters of both expected
demand and processing time (in minutes) of each product. For example, given the
expected demand in units for product 1 (P1) is 613 units and the processing time in
hours per unit is 0.025, the capacity allocated for P1 is 15.33 h and computed as
follows:
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Fig. 3 The structure of
product 1 P1

x Y Z

2 3

Capacity allocated for product 1 ¼ 613 units � 0:025 hours=unit ¼ 15:33 hours

Each product requires raw materials to be processed and turned into finished
product. In this study, it is assumed that there are three types of materials needed and
they are X, Y, and Z. For example, product 1 (P1) requires 2 units of material X,
3 units of material Y, and 1 unit of material Z as shown in Fig. 3.

4 Total Product Cost

The product cost consists of direct and indirect costs. Direct costs are the major
portion, and they are raw materials and labor costs, whereas the indirect manufactur-
ing costs are incurred when a product is manufactured such as electricity, adminis-
trators, and equipment depreciation. In this chapter, the total product cost includes
materials, labor, and overhead costs.

4.1 Raw Materials Procurement Cost

It is assumed, in this chapter, that some of the suppliers of the raw materials are in
North America (USA; suppliers 4 and 5) and others are in China (suppliers 1, 2, and
3). The procurement costs of raw materials including purchase price and transpor-
tation cost are shown in Table 2. Raw materials of X, Y, and Z are supplied by
Chinese suppliers due to the lowest procurement cost. The minimum procurement
costs for materials X, Y and Z are $1.80, $2.30, and $2.10, respectively.

According to the product structure, the materials costs of each product in the
family are provided in Table 3.

4.2 Product Labor Cost

The total labor cost of a manufacturing system is determined based on Eq. (1). In this
chapter, the approximate average of hourly wages (Pay Rate) in US manufacturing is
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Product i X Y Z X Y Z Total raw material costs
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Table 3 Total materials costs

Raw materials required Raw material cost

P1 2 3 1 $3.60 $6.90 $2.10 $12.60

P2 3 2 1 $5.40 $4.60 $2.10 $12.10

P3 1 2 2 $1.80 $4.60 $4.20 $10.60

P4 3 2 1 $5.40 $4.60 $2.10 $12.10

P5 1 2 2 $1.80 $4.60 $4.20 $10.60

P6 2 1 2 $3.60 $2.30 $4.20 $10.10

P7 2 2 1 $3.60 $4.60 $2.10 $10.30

P8 3 1 1 $5.40 $2.30 $2.10 $9.80

P9 1 2 2 $1.80 $4.60 $4.20 $10.60

P10 2 2 1 $3.60 $4.60 $2.10 $10.30

P11 2 1 2 $3.60 $2.30 $4.20 $10.10

P12 1 1 3 $1.80 $2.30 $6.30 $10.40

considered to be $21.37. This average hourly wage value was also used by Alhawari
et al. (2021), in their published work.

Total labor cost of the system ¼ Number of operators � Pay Rate
� Available Capacity: ð1Þ

As the system studied includes five manufacturing cells, the total weekly capacity
available is 200 h given that each cell is available for 40 h/week. Additionally, there
are 13 operators in each cell. The total labor cost of the system is computed as
follows:

Total labor cost of the system ¼ 13 � $21:37
hour

� 200 hours ¼ $55, 562:

Having determined the total labor cost of the system, the labor cost per unit of a
product is determined by Eq. (2).

Labor Costi=unit ¼ Capacity allocated i
P12
i¼1

Capacity allocated i

0
BBB@

1
CCCA

� Total labor cost of the system
Expected demandi

: ð2Þ

For example, according to the expected demand and capacity allocated of prod-
ucts as shown in Table 1, the labor cost per unit of product 1 is determined as
follows:



Labor Costproduct 1=unit
15:33

� �
$55, 562

$12:25:

Þ
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¼
113:39

�
613

¼

Additionally, in this chapter, the overhead cost is assumed to be 5% of the total
direct costs for labor and materials. The total product cost (TCi) is determined by
summing up the raw materials, labor, and overhead costs as shown in Table 4.

5 The Selling Prices of Products

The selling price (SPi) per unit of product i consists of two terms: profit margin per
unit (PROFIT MARGINi) and total cost per unit (TCi). It is determined based on
Eq. (3).

SPi ¼ TCi 1þ PROFIT MARGINið : ð3Þ

In this chapter, the profit margin per unit of each product is assumed to be 20% of
the total cost. The selling prices of products are provided in Table 5.

6 Tariffs Impacts

6.1 Tariffs Impact on Raw Materials Imported from Global
Suppliers

As local governments impose trade tariffs on the imported items, local industry and
local suppliers compete with global suppliers. In this section, the local government
imposes a tariff rate on the imported raw materials from the global suppliers in
China. Different tariff rates are assumed on the purchase price of raw materials, and
they are 25%, 50%, and 75%.

6.1.1 A Tariff Rate of 25% on the Materials Purchase Price

The global suppliers are impacted by tariffs imposed on their shipped raw materials;
however, the local suppliers are not. Considering the tariff rate of 25% on the
purchase price, a new cost term is added to the procurement costs of the raw material
per unit. The procurement cost after the tariff rate is computed according to Eq. (4).

Procurement cost ¼ Purchase price þ Tariff costþ Transportation cost: ð4Þ
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Table 6 shows the procurement costs of the materials when a tariff rate of 25% of
the purchase price is added. Despite the increased costs of material X due to the
additional tariffs of $0.45 per unit, it is still imported from global supplier 3 at a cost
of $2.18 per unit. As for material Y, it is still shipped or imported from the global
supplier 1 at total procurement costs of $2.80 per unit. Material type Z is shipped
from supplier 2 with procurement costs of $2.53 per unit. It is concluded that
imposing a tariff rate of 25% on the purchase price of raw materials X, Y, and
Z increases the prices but does not lead to any change to global suppliers.

6.1.2 A Tariff Rate of 50% on the Materials Purchase Price

The government strategy is to increase the tariff rate to reach a point where the local
supplier can benefit. In this regard, the government increases the tariff rate to 50% on
the purchase price. By doing so, the total procurement cost of raw material X is
increased, but the global supplier 3 still provides this material at a cost of $2.55 per
unit as the lowest costs among all local and global suppliers. With the increase in the
tariff rate, the procurement costs of raw material Y go up to the point that local
supplier 4 offers $3.50, which is a better price than global supplier 3 does. However,
global supplier 1 provides the lowest cost at $3.30; hence, this material is still
imported globally at a cost of $3.30. The trade tariff rate of 50% makes raw material
Z to be switched from being globally to locally shipped. Local supplier 5 supplies a
unit of material Z at a cost of $2.90. This is very critical to global supply chains as the
global suppliers suffer by losing portion of their market share. It can be concluded
that the impact of the trade tariff rate of 50% on purchase price has been clear when
the supply of materials Z switched from global suppliers to the local suppliers.
However, other raw materials X and Y are still imported from global suppliers as
shown in Table 7.

6.1.3 A Tariff Rate of 75% on the Materials Purchase Price

In this section, the government’s trade policy is to support the domestic industry to
compete on all the types of raw materials. The government increases the trade tariff
rate to 75% on all imported materials. As the import costs go up, the local producers
increase their market share. Considering this scenario, raw material X is produced
and sold locally by supplier 4 for $2.80. None of the global suppliers can compete
with the local price. However, global supplier 3 can provide a unit of material Z for
$2.87, which is considered close to the local supplier as shown in Table 8. Material
type Y is also supplied locally instead of globally. Local supplier 4 provides material
Y to the company at a cost of $3.50 as the minimum cost available. Local supplier
5 is selected due to the minimum cost offered of $2.90 per unit of raw material Z. The
costs of materials Y and Z are increased for all the global suppliers. If global suppliers
still want to be competitive, they need to lower the purchase price to keep it the
lowest even after a tariff is imposed. For instance, this case happens when global
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Table 9 Procurement costs when purchase price offered by supplier 2 is reduced (75% tariff rate)

Material type: Z

Purchase price/
unit

Tariff
cost

Transportation cost/
unit

Total procurement cost/
unit

Supplier 1 $1.90 $1.43 $0.30 $3.63

Supplier 2 $1.45 $1.09 $0.30 $2.84

Supplier 3 $2.00 $1.50 $0.30 $3.80

Supplier 4 $3.20 $0.00 $0.10 $3.30

Supplier 5 $2.80 $0.00 $0.10 $2.90

supplier 2 reduces the purchase price of raw material Z from $1.80 to $1.45.
According to that, supplier 2 provides this material at a cost of $2.84 as the lowest
option available among all suppliers, as shown in Table 9.

6.2 Impact of Tariffs on Total Cost of Finished Product

In this section, the impact of the imposed tariffs on the total cost of finished product
is discussed. According to the product structure of the products shown in Table 3, the
cost of the finished product is impacted due to the increased cost of raw materials
required X, Y, and Z. The import tax rates of 25%, 50%, and 75% impact the costs of
the raw materials imported from global suppliers as shown in Table 10. For example,
the trade tariff rate of 25% on the purchase price increases the costs of the raw
materials X, Y, and Z to reach $4.36, $8.40, and $2.53, respectively. The total
materials cost of product 1 (P1) is $15.29 and that is the summation of materials
X, Y, and Z. Additionally, the total materials cost for a unit of P1 is $17.82 when a
tariff rate of 50% is imposed; however, the cost reaches $19.00 when a tariff rate of
75% is imposed.

Having determined the impact of tariff rates on material costs of finished prod-
ucts, the total cost of the finished product is impacted as well. The total cost of a
product includes raw materials, labor, and overhead costs. Table 11 shows the total
costs of finished product considering non-import and import tax considerations. The
total costs increase as the trade tariff rate increases. For example, the total costs per
unit of P1 are $26.09, $28.92, $31.57, and $32.81 when the trade tariff rates are 0%
(without tariff consideration), 25%, 50%, and 75%, respectively.

Based on the change in the total costs due to tariffs imposed, the company cannot
maintain the original selling price of each product. The numbers in bold and italic in
Table 11 refer to cases where the company loses money when the original selling
price is kept unchanged. For instance, the original selling price of P1 is $31.31 based
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Table 11 The total costs of products considering various tariff rates

Without trade
tariff rate
consideration

Trade tariff rate
of 25% on
materials
purchase price

Trade tariff rate
of 50% on
materials
purchase price

Trade tariff rate
of 75% on
materials
purchase price

Original
selling
price

P1 $26.09 $28.92 $31.57 $32.81 $31.31

P2 $29.86 $32.55 $35.03 $36.37 $35.83

P3 $25.71 $28.06 $30.23 $30.96 $30.85

P4 $26.43 $29.12 $31.60 $32.94 $31.71

P5 $26.57 $28.92 $31.09 $31.82 $31.88

P6 $26.90 $29.12 $31.12 $31.94 $32.28

P7 $22.82 $25.12 $27.25 $28.28 $27.38

P8 $21.44 $23.61 $25.56 $26.69 $25.73

P9 $18.85 $21.20 $23.37 $24.10 $22.62

P10 $21.11 $23.40 $25.54 $26.57 $25.33

P11 $26.04 $28.27 $30.26 $31.08 $31.25

P12 $19.50 $21.77 $23.81 $24.33 $23.39

on the cost of $26.09 when a tariff is not imposed. However, under tariff rates of
50% and 75%, the company will lose money. As the cost goes higher according to
the increase in tariffs, the selling price should be adjusted accordingly to avoid
losses. This effect is discussed in the following section.

6.3 Impact of Tariffs on Selling Price of Finished Product

The selling price per unit of each product is impacted by the trade tariffs. As the total
costs per unit of product are determined according to the different rates of the trade
tariff, the selling prices are determined according to Eq. (3). Table 12 shows how
selling prices increase as import taxes or tariff rates increase. The selling price is
determined considering the 20% profit margin. For example, when the import tax is
not considered, the selling price of P1 is $31.31. However, as the import tax
increases by 25% on the purchased materials, the selling price increases to reach
$34.70. Additionally, as the import taxes are increased to 50% and 75% on the
purchased materials from the global suppliers, the selling prices of P1 are $37.89 and
$39.38 per unit, respectively.

6.4 Impact of Tariff on Demand for Finished Product

According to the law of demand, the demand is a function of the selling price of each
product. Sana (2011) considered that demand is a function of selling price Pj of each
time period j as shown in Eq. (5).
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Table 12 The selling prices of products considering various tariff rates

Without trade
tariff rate
consideration

Trade tariff rate of
25% on materials
purchase price

Trade tariff rate of
50% on materials
purchase price

Trade tariff rate of
75% on materials
purchase price

P1 $31.31 $34.70 $37.89 $39.38

P2 $35.83 $39.06 $42.04 $43.64

P3 $30.85 $33.67 $36.28 $37.15

P4 $31.71 $34.95 $37.92 $39.52

P5 $31.88 $34.70 $37.31 $38.18

P6 $32.28 $34.95 $37.34 $38.33

P7 $27.38 $30.14 $32.70 $33.94

P8 $25.73 $28.33 $30.68 $32.03

P9 $22.62 $25.44 $28.05 $28.92

P10 $25.33 $28.09 $30.64 $31.88

P11 $31.25 $33.92 $36.31 $37.30

P12 $23.39 $26.13 $28.57 $29.19

Table 13 β values for each
product in family

Product (i) Di SPi βi
P1 613 $31.31 831

P2 337 $35.83 619

P3 311 $30.85 523

P4 616 $31.71 839

P5 166 $31.88 392

P6 110 $32.28 341

P7 279 $27.38 448

P8 706 $25.73 856

P9 366 $22.62 484

P10 301 $25.33 447

P11 495 $31.25 712

P12 298 $23.39 424

D Pj

� � ¼ α� βPj � γPj : ð5Þ

In this study, the demand for product i, Di, is assumed to be a function of the
selling price of product i, SPi, based on Eq. (6).

Di ¼ βi � 0:7 SPi � 0:2 SP2i ð6Þ

Based on expected demand and the selling price of each product without consid-
ering trade tariffs, βi, value for each product is determined according to Eq. (6) and
shown in Table 13. For example, given that the selling price and the demand values
of P1 are $31.31 and 613, respectively, β equals 831.

As the selling price values of each product are determined by the considerations
generated of the trade tariff rates, the demand for each product is impacted in which
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Table 14 Demand values of product according to the increase in selling prices

Without trade
tariff rate
consideration

Trade tariff rate of
25% on materials
purchase price

Trade tariff rate of
50% on materials
purchase price

Trade tariff rate of
75% on materials
purchase price

SPi Di (unit) SPi Di (unit) SPi Di (unit) SPi Di (unit)

P1 $31.31 613 $34.70 566 $37.89 517 $39.38 493

P2 $35.83 337 $39.06 286 $42.04 236 $43.64 207

P3 $30.85 311 $33.67 273 $36.28 234 $37.15 221

P4 $31.71 616 $34.95 571 $37.92 525 $39.52 499

P5 $31.88 166 $34.70 126 $37.31 87 $38.18 73

P6 $32.28 110 $34.95 72 $37.34 36 $38.33 20

P7 $27.38 279 $30.14 245 $32.70 211 $33.94 194

P8 $25.73 706 $28.33 676 $30.68 647 $32.03 629

P9 $22.62 366 $25.44 337 $28.05 307 $28.92 297

P10 $25.33 301 $28.09 270 $30.64 238 $31.88 221

P11 $31.25 495 $33.92 458 $36.31 423 $37.30 408

P12 $23.39 298 $26.13 269 $28.57 241 $29.19 233

it decreases as the selling price increases. Based on Eq. (6), the demand values of
products according to each consideration are shown in Table 14.

For example, the demand value of P1 is 613 units when each unit of P1 is sold by
$31.31. As the selling price increases to reach a value of $34.70, the demand value
declines to 566. Also, the demand values are dropped to 517 and 439 units when the
selling prices go up to $37.89 and $39.38, respectively.

6.5 Profit Analysis Considering Tariffs Impact

In this chapter, the company (manufacturer) analyzes the impact of the imposed
trade tariffs on the purchased materials. Given that the total costs are increased, the
selling prices of each product are increased as well. The market share is affected
according to the dropped values of the product demand. The total profit, TPi,
generated by product i is given by Eq. (7).

TPi ¼ TRi � TCi ¼ Df i � SPig � Dif � Cig, ð7Þ

where
TRi total revenues generated by product i
TCi total costs incurred on product i
Di demand for product i
SPi selling price of product i
Ci cost per unit incurred on product i
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For example, considering imposing trade tariffs of 25% on the purchased raw
materials, the selling price and costs per unit of P1 are $34 and $28.92, respectively.
The new demand value is 566 units. According to Eq. (7), the total profit generated
by P1 is $3273 and calculated as follows:

TPp3 ¼ TRp3 � TCp3 ¼ Dp3 � SPp3 � Dp3
�Cp3

¼ 566�$34:70� 566�$28:92 ¼ $3, 273:

Table 15 provides the total profits generated by products considering the different
scenarios of the imposed tariffs on the purchased raw materials.

Some observations are captured on the total profits generated by the set of
products. Products are impacted in which their profits are either declined or inclined
as the trade tariffs are increased. Product 8 (P8) kept the growth of the profits despite
the demand inclination according to the different trade tariffs scenarios. For instance,
the profits generated by P8 are $3030, $3192, $3307, and $3357 considering no
tariffs, 25% tariffs, 50% tariffs, and 75% tariffs scenarios, respectively. However,
the profits generated by the products P2, P3, P5, P6, and P10 are declined. Other
products such as P1, P4, P9, P11, and P12 behave differently in which the profits
generated reveal inclination and deterioration; however, the profits under the
imposed tariff rates are higher than the profits without tariffs. For instance, the
profits generated by P1 are $3198 when the tariffs are not imposed. Higher profits
are generated at a value of $3273 when 25% tariffs imposed. However, the profits
decline to reach values of $3267 and $3238, when tariffs rates of 50% and 75% are
imposed, respectively. These findings depend on that all products have the same
profit margin percentage when selling prices of products are determined, besides the
demand function considered.

6.6 Tariffs Impact on Manufacturing System Design
(Number of Manufacturing Cells)

The manufacturing system includes five manufacturing cells. As the manufacturer
experiences the new demand values in its local market, the manufacturing system
design is impacted accordingly: in other words, the number of cells to cover the
affected demand. The manufacturer determines the capacity requirements in hours
according to the demand values in units. For that, the mean, variance, and standard
deviation values of capacity requirements are determined based on Eqs. (8) and (9).

Mean Capacity Re q: hoursð Þ ¼ Expected demand unitð Þ

� Bottleneck Processing Timeð 2

60
: ð8Þ



A Manufacturing-Supply Chain Risk Under Tariffs Impact in a Local Market 351

T
ab

le
15

T
ot
al
pr
ofi

ts
ge
ne
ra
te
d
by

pr
od

uc
ts
co
ns
id
er
in
g
ta
ri
ff
ra
te
co
ns
id
er
at
io
ns

P
ro
du

ct
i

R
aw

m
at
er
ia
l
co
st
w
ith

ou
t

co
ns
id
er
in
g
tr
ad
e
ta
ri
ff
ra
te
on

pu
rc
ha
se

pr
ic
e

R
aw

m
at
er
ia
l
co
st
co
ns
id
er
in
g

tr
ad
e
ta
ri
ff
ra
te
of

25
%

on
pu

rc
ha
se

pr
ic
e

R
aw

m
at
er
ia
l
co
st
co
ns
id
er
in
g

tr
ad
e
ta
ri
ff
ra
te
of

50
%

on
pu

rc
ha
se

pr
ic
e

R
aw

m
at
er
ia
l
co
st
co
ns
id
er
in
g

tr
ad
e
ta
ri
ff
ra
te
of

75
%

on
pu

rc
ha
se

pr
ic
e

T
R
i

T
C
i

T
P
i

T
R
i

T
C
i

T
P
i

T
R
i

T
C
i

T
P
i

T
R
i

T
C
i

T
P i

P
1

$1
9,
19

3
$1

5,
99

5
$3

19
8

$1
9,
63

6
$1

6,
36

3
$3

27
3

$1
9,
60

2
$1

6,
33

5
$3

26
7

$1
9,
42

5
$1

6,
18

8
$3

23
8

P
2

$1
2,
07

5
$1

0,
06

1
$2

01
4

$1
1,
18

4
$9

32
0

$1
86

4
$9

92
0

$8
26

7
$1

65
3

$9
05

2
$7

54
3

$1
50

9

P
3

$9
59

4
$7

99
5

$1
59

9
$9

17
9

$7
64

9
$1

53
0

$8
50

0
$7

08
4

$1
41

7
$8

20
7

$6
83

9
$1

36
8

P
4

$1
9,
53

3
$1

6,
27

8
$3

25
6

$1
9,
94

0
$1

6,
61

7
$3

32
3

$1
9,
91

4
$1

6,
59

5
$3

31
9

$1
9,
73

1
$1

6,
44

2
$3

28
8

P
5

$5
29

2
$4

41
0

$8
82

$4
38

9
$3

65
7

$7
31

$3
24

9
$2

70
7

$5
41

$2
80

0
$2

33
3

$4
67

P
6

$3
55

1
$2

95
9

$5
92

$2
52

5
$2

10
4

$4
21

$1
34

3
$1

11
9

$2
24

$7
82

$6
52

$1
30

P
7

$7
63

9
$6

36
7

$1
27

2
$7

39
3

$6
16

1
$1

23
2

$6
91

1
$5

75
9

$1
15

2
$6

58
4

$5
48

7
$1

09
7

P
8

$1
8,
16

5
$1

5,
13

5
$3

03
0

$1
9,
15

4
$1

5,
96

2
$3

19
2

$1
9,
84

0
$1

6,
53

3
$3

30
7

$2
0,
14

0
$1

6,
78

3
$3

35
7

P
9

$8
27

9
$6

89
8

$1
38

1
$8

57
1

$7
14

3
$1

42
9

$8
61

6
$7

18
0

$1
43

6
$8

57
9

$7
14

9
$1

43
0

P
10

$7
62

4
$6

35
3

$1
27

2
$7

57
3

$6
31

1
$1

26
2

$7
28

7
$6

07
2

$1
21

4
$7

06
1

$5
88

4
$1

17
7

P
11

$1
5,
46

9
$1

2,
89

0
$2

57
9

$1
5,
54

7
$1

2,
95

5
$2

59
1

$1
5,
36

2
$1

2,
80

2
$2

56
0

$1
5,
21

2
$1

2,
67

7
$2

53
5

P
12

$6
97

0
$5

81
0

$1
16

1
$7

02
8

$5
85

6
$1

17
1

$6
87

2
$5

72
7

$1
14

5
$6

80
0

$5
66

6
$1

13
3



Þ
Þ

Mean Mean Variance

352 O. Alhawari and G. Süer

Table 16 The mean and variance of capacity requirements considering 25% tariff rate

Products in
family

Bottleneck processing
time (min)

Demand (unit) Capacity requirements (h)

Standard
deviation

Standard
deviation

P1 1.5 566 142 14.15 12.51 3.54

P2 2 286 72 9.53 5.68 2.38

P3 1.7 273 68 7.74 3.74 1.93

P4 1.6 571 143 15.23 14.49 3.81

P5 1.8 126 32 3.78 0.89 0.95

P6 1.9 72 18 2.28 0.32 0.57

P7 1.4 245 61 5.72 2.04 1.43

P8 1.3 676 169 14.65 13.41 3.66

P9 0.9 337 84 5.06 1.60 1.26

P10 1.2 270 68 5.40 1.82 1.35

P11 1.8 458 115 13.74 11.80 3.44

P12 1.0 269 67 4.48 1.26 1.12

Table 17 Parameters of capacity requirements of product family considering 25% tariff rate

Capacity requirements (hours) of product family

Mean Variance Standard deviation

101.75 69.57 8.34

Variance of Capacity Re q: hoursð Þ ¼ Standard Deviationð 2

� Bottleneck Processing Timeð 2

60
: ð9Þ

The standard deviation (σ) is assumed to vary between 24.8% and 25.4% of the
mean value of each product. Table 16 shows the conversion of the mean and
standard deviation of the product demand in units into mean, variance, and standard
deviation of the capacity requirements for each product. For example, considering
the demand values obtained due to the increase in the selling prices according to the
imposed tariffs of 25% on the purchased raw materials, the expected time to produce
P1 is 14.15 h with standard deviation of 3.45 h.

Further, the mean capacity requirements for the entire family are determined by
the summation of men capacity requirements of all products which is 101.75 h.
However, the standard deviation of capacity requirement for the entire family is
calculated by taking the square root of the summation of the variance of capacity
requirement of products. Table 17 shows the parameters of capacity requirements of
the product family.

Having determined the mean and standard deviation values of capacity require-
ments, the number of cells open to cover the demand is determined based on the
demand coverage probabilities. The probability that a cell covers the demand is
given by Eq. (10).



Þ �

One cell

Probability Capacity Required � Capacity Availableð

¼ NORMSDIST
Capacity Available�Mean Capacity Requirements

Standard Deviation of Capacity Requirements

�
ð10Þ

According to Eq. (9), the capacity available for one cell is 40 h/week. Given that
the mean of the capacity requirements is 101.75 h and the standard deviation is
8.34 h as shown in Table 17, the following computations for one cell and four cells
are shown as follows:
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Table 18 Number of cells open to meet demand for product family considering 25% tariff rate

Mean capacity
req.

Standard deviation capacity
req.

Two
cells

Three
cells

Four
cells

101.75 8.34 6.66E-
14

0.004563 0.98568 1.0

• The probability that one cell covers the demand

P CR � 40ð Þ ¼ NORMSDIST
40� 101:75ð Þ

8:34

� �
¼ 6:6E� 14

• The probability that the four cells cover the demand

P CR � 160ð Þ ¼ NORMSDIST
160� 101:75ð Þ

8:34

� �
¼ 1:0

Based on the above computations, four cells are open to fully cover the demand
for products in family (100% demand coverage probability). Table 18 shows the
number of cells open and their demand coverage probabilities.

Table 19 shows the summary of the demand values affected by tariff rate
consideration: trade tariff rate of 0% (without tariff rate), 25%, 50%, and 75% on
purchased raw materials

The number of cells open to cover the demand values is affected by tariff rates
considered. Figure 4 shows the results of the revised number of cells open to meet
the demand according to tariff rates considered. Based on the demand that occurs
when the tariff rate is not imposed, five cells are open to cover the demand. However,
when the demand is dropped, due to the increase of the selling prices of the finished
products, based on the tariff rates of 25% and 50% on the purchased raw materials,
four cells are open to cover the demand, whereas three cells are open to meet the
demand required due to imposed tariff rate of 75%.

In this chapter, it is intended to only show the number of cells open to meet the
updated demand based on the demand coverage probabilities. Also, the optimal
number of cells based on the profits and cost calculation is not considered. The
manufacturer realizes the impact of the increased selling prices due to the tariff rates



Products

imposed. The original manufacturing system design is affected due to the changes in
the market demand. Although the market share has been impacted in terms of the
demand, the manufacturer sustains the business by making satisfactory profits.
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Table 19 Demand values affected by tariff rate considerations

Demand with
a trade tariff
rate is not
considered

Demand with a trade
tariff rate of 25% on
materials purchase
price

Demand with a trade
tariff rate of 50% on
materials purchase
price

Demand with a
trade tariff rate of
75% on materials
purchase price

P1 613 566 517 493

P2 337 286 236 207

P3 311 273 234 221

P4 616 571 525 499

P5 166 126 87 73

P6 110 72 36 20

P7 279 245 211 194

P8 706 676 647 629

P9 366 337 307 297

P10 301 270 238 221

P11 495 458 423 408

P12 298 269 241 233

0
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4
5
6

Trade tariff rate of 0% on 

materials purchase      

price

Trade tariff rate of 25% 

on materials purchase 
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Number of Cells open Vs Tariff Rate Considerations

Fig. 4 Number of cells open vs trade tariff considerations

7 Conclusions

This chapter shows the impact of imposed tariffs on both the manufacturer and its
suppliers in a manufacturing-supply chain network. The manufacturer, who is in the
USA, purchases raw materials of types X, Y, and Z from two local and three global
suppliers in the USA and China, respectively. According to the capacity of the
manufacturing system including five cells, the finished products are priced



considering raw materials, labor, and overhead costs. Given that raw materials are
purchased from global suppliers, the notion followed in this chapter is that US
government imposes tariffs on the imported raw materials. This, in turn, helps
local suppliers compete with global suppliers. There are different tariff rates assumed
on raw materials’ prices, and they are 25%, 50%, and 75%. The 50% tariffs imposed
make the purchase of raw material Z to be switched to local suppliers. However,
imposing 75% tariffs enables local suppliers to offer the lowest prices and sell all
types of raw materials. Accordingly, the total costs of the finished product are
increased as well, which eventually increases the selling prices. This study points
out to the products making the company lose money in case the original selling price
is kept unchanged. Additionally, given that the market demand is a function of the
selling price of each product, the increase in the selling price causes the demand
value to decrease according to the law of demand. Hence, the market share declines.
Due to the drop in the demand values, the generated profits of products are updated
accordingly. Results show that the profits of products behave differently in which
some products generate more profits while others lose when the tariffs increase. It is
worth saying that these findings are based on the assumption of having the same
profit margin percentage when the product selling price is set up, besides the demand
function considered. Furthermore, the impact of tariffs is shown on the manufactur-
ing system design due to the decline in demand. When the tariff rates of 25% and
50% on the purchased raw materials are considered, the number of open manufactur-
ing cells is dropped from five to four to cover the demand. However, three cells are
open to meet the demand when a tariff rate of 75% is imposed. The contributions of
this chapter are represented by showing how tariffs can be crucial to global supply
chains, particularly, when the sales of global suppliers are deteriorated. Hence,
global suppliers lose a slice of their market share; however, local suppliers become
the beneficiaries. Additionally, this chapter shows how that low market demand
enforces manufacturers to change their system design to absorb the impact of high
imposed tariffs.
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