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Foreword

Computing architectures and services experienced a great revolution in the last
two decades, mostly based on the innovation brought forward by more and more
sophisticated virtualization technologies and by the consequent evolution of the
cloud computing paradigm. Cloud computing, together with the evolution of the
terminals (smartphones, tablets, wearable devices, etc.), changed the way we use
digital applications that now bring to our hands complex services and applications
whose computation is mostly offloaded to some remote cloud infrastructure.

Nonetheless, this approach has limits when it comes to performance issues such
as low latency because of the inherent time needed to reach data centers that may be
very far away. The most obvious solution is to bring the computation closer to the
end user. This is the motivation behind the high interest in fog and edge computing
of the last years. Executing the computation that will produce the results relevant to
a service as close as possible to the consumer may appear quite obvious to reduce
latency and improve responsiveness of applications, but it is also very challenging
from the technical point of view.

There is no one-size-fits-all answer to this problem, the technical solutions are
many and are typically dependent on the specific application domain. Moreover, this
approach opens the floor to a whole set of security challenges, related to the inherent
distribution of computation and of information sharing. Therefore, dealing with fog
computing solutions requires a careful investigation of the related cybersecurity
challenges and possible countermeasures.

This book offers to the reader a series of specific chapters that aim at providing
answers to these problems. It starts by giving an overview of the challenges and most
studied solutions for fog computing. It then focuses on the network infrastructure,
mobile networks considering 5G currently under development or the future 6G, as
well as high-performance optical applications. Supporting fog computing scenarios
is challenging for the network, and the chapters on these topics analyze these
problems and provide possible solutions. Finally, the book provides insights into
specific vertical domains, from medical applications to sensing and Internet of
Things applications. In all these scenarios, the problem of trust and information
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vi Foreword

reliability is of paramount importance, and the focus of several chapters of the book
is on the possible exploitation of the blockchain technology.

I believe that Security Issues in Fog Computing from 5G to 6G will be useful
to readers who are starting to approach this complex technical topic, since it puts
together many different perspectives, application examples, and specific solutions.
At the same time, it will be a useful reference for the more experienced researcher
who aims at going deeper into a specific vertical application of fog computing and/or
blockchain, or who looks for possible open questions and/or future research topics
to be explored.

Alma Mater Studiorum – Università di Bologna, Franco Callegati
Department of Computer Science and Engineering,
Cesena, Italy



Preface

The fog/edge computing paradigm has been widely adopted for improving the
agility of service deployments, allowing for the use of opportunistic and cheap
computing resources that can be used to take advantage of network latency and
bandwidth diversities among such resources. There are a lot of challenges when
it comes to using fog/edge resources, and it is important to revisit operating
systems, virtualization and container technologies, and middleware techniques for
fabric management in order to address these challenges. We need new ways of
programming and storing data in order to create innovative applications that can take
advantage of massive distributed and data-driven fog/edge systems. The integration
of fog/edge computing and 5G, as well as machine and/or deep learning, will bring
new opportunities and challenges for many emerging applications and domains,
such as autonomous vehicles and intelligent health. It is of paramount importance
to address security, privacy, and trust issues in fog/edge computing, while managing
the resources and context of mobile, transient, and hardware-constrained resources.

This book entails ten chapters, including the following studies.
In Chap. 1, Seema and Shailesh aimed to systematically and statistically classify

and analyze various well-known security challenges and attacks for the fog enabled
Internet of Things (IoT) and Industrial IoT (IIoT) environment. In addition, the
authors have considered the “trust” component in this study and examined various
security issues.

In Chap. 2, Jinarajadasa et al. highlighted how evolutionary methods available in
computational intelligence can be applied to overcome the issues of mobile ad hoc
networks in terms of security and reliable communications.

In Chap. 3, Anusha et al. presented a detailed study of this fusion of fog
computing with the blockchain technology for achieving the goal of increased
security.

Alessandro, in Chap. 4, investigated the challenges and possibilities of wireless
communications in fog computing. In particular, the authors examined the advan-
tages of adopting physical layer security (PLS) techniques.

In Chap. 5, Badidi and Sabir proposed the blockchain-based architecture, which
serves as a platform for secure data storage and data sharing in a smart city.
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viii Preface

Chapter 6 revealed the benefits of integrating modern technologies (fog comput-
ing, blockchain, 6G, and IoT) to solve the problem of micropayment systems. Jamal
et al. highlighted the various relationships among these technologies and surveyed
the most relevant work to analyze how these disruptive technologies can improve
the micropayment system’s functionality.

In Chap. 7, Kakulapati et al. showcased a solution using one of the most
prominent characteristics, that is, traceability, using which we can back-trace
the route taken in the supply chain for the targeted drug on which the medical
prescription is made.

The main objective of Chap. 8 was to provide a digital identity and anonymous
access authentication mechanism based on blockchain, because of the data isolation
problem in the network. The authors proposed a trusted multi-domain cooperation
mechanism based on blockchain.

Chapter 9 introduced the fog computing architecture and critical features for
IoT networks. Harbi and the co-authors presented typical applications of the fog
computing paradigm in the context of IoT and provided a classification of these
applications.

Chapter 10 is all about concluding remarks, written by Sidath.
This book is designed for researchers, engineers, and developers working in

the fields of fog computing with emerging technologies like 5G and blockchain.
Practitioners who conduct teaching and cutting-edge research in secure IoT and fog
environments will be benefited from this book.

Special thanks to all contributors, respected referees, and our publisher, Springer.

Gandhinagar, Gujarat, India Chintan Bhatt
Exeter, UK Yulei Wu
Sharjah, UAE Saad Harous
Messina, Italy Massimo Villari
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Chapter 1
A Systematic Survey on Security
Challenges for Fog-Enabled Internet
of Things (IoT) and Industrial Internet
of Things (IIoT)

Seema B. Joshi and Shaileshkumar D. Panchal

1.1 Introduction

The industry is going through the revolution phase; adoption of automation because
of the significance of data is going to be increased nowadays. Almost every field
is moving towards the adoption of better solutions to deal with the challenges of
age. Industry 4.0 aims to enhance and upgrade the current manufacturing processes,
decision-making system, data acquisition system and bringing of intelligence with
the help of technological interventions such as the Internet of Things (IoT), Internet
of Services (IoS), 3D technology, robotics and simulation tools to leverage the
real-time data and mirror real world into the virtual model, big data analytics and
augmented reality (AR) [1]. The Internet of Things (IoT) is a rapidly growing
technology connecting emerging smart devices like mobile, machines and sensors.
As per [2], 22 billion IoT devices were in use around the world, and based on the
advancement of the hardware and software in the consumer electronics domain,
it forecasts that 38.6 billion devices by 2025 and 50 billion devices by 2030
will be in use in the world. In the last decade, the average computational and
processing requirements of the end user are rapidly increasing. To meet the growing
demands, researchers have moved towards offloading the services to a centralized
location, which is known as a cloud environment. The cloud computing environment
extends permanent big storage necessities along with high computing power to meet
the increasing requirement, but considering the wide acceptance of the IoT/IIoT
scenario in the era of industry 4.0, latency is a desired quality in today’s real-time
applications. The challenges of cloud computing are:
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2 S. B. Joshi and S. D. Panchal

• Remoteness between edge devices and cloud servers results in increased trans-
mission and propagation delay.

• Speedily increases of IoT/IIoT-enabled devices, resulting in more computing
power requirement, cause overstrain on cloud server consequently processing,
and queuing delay will increase.

• Bandwidth requirement is increasing along with the increment of IoT/IIoT-
enabled devices.

• Heterogeneity of the smart devices brings access, and configuration challenges in
the cloud environment sometimes become a potential threat in the system which
results in security challenges for the whole system.

• Offloading the computing requirement in the cloud causes delay, energy loss and
reducing battery lifetime.

To mitigate the challenges, the need for a local computing environment has
emerged, which can able to process the data locally in IoT/IIoT domains. Fog
computing is assumed as an intermediate layer between cloud computing and IoT
devices which extends the cloud services at the edge of the organization’s network
and doing the local processing [3]. Fog computing is a new emerging decentralized
approach that can be deployed anywhere within the network edge, and fog devices
can be any device that has computing power, storage and networking connectivity.
The fog computing infrastructure not only addresses the issue of transmission
and propagation delay of cloud but also resolving the availability, processing and
queuing delay. At the same time, the advancement in communication fields enables
to deal with bandwidth requirement issue in IoT and IIoT environment. With the
emergence of 6G technology, the IoT/IIoT era is reinstated by the Internet of
Everything (IoE) era, where ubiquitous connectivity would be possible to handle the
bandwidth-related challenges [4]. The rest of the chapter are organized as follows:
Sect. 1.2 includes a generalized view of fog computing and the Industrial Internet of
Things. Section 1.3 stated fog computing-enabled IIoT applications. In Sect. 1.4, the
security challenges of fog-enabled IoT and IIoT are discussed. The requirements of
zero trust security in fog-enabled IoT and IIoT environments are discussed in Sect.
1.5. Finally, in Sect. 1.6, the chapter is concluded with several findings.

1.2 A Generalized View of Fog Computing and Industrial
Internet of Things

Due to the tremendous increase of IoT/IIoT-enabled smart devices, voluminous data
is generating daily. Fog computing is an extended form of cloud computing, in
respect of the industrial revolution giving applications and services at low latency,
high processing at the edge of the network. The fog computing infrastructure
was deployed at the edge of networking, which brings storage, maintenance and
intelligence control to the proximity of the data devices. Figure 1.1 demonstrates
the generalized view of cloud computing, fog computing and IIoT computing
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Fig. 1.1 A generalized view of IIoT, fog and cloud computing environment

environment. In a fog computing environment, data is processed locally with a
single server which not only improves transmission, propagation delay and security
but also helps in achieving instantaneous trustworthy communication. As data is
processed locally, it keeps the overall system security within the premises. For each
premise, smart devices within the periphery connect with the own fog server locally,
and due to which fog computing is a cost-effective solution compared to a cloud
computing environment.

As shown in Fig. 1.1, the device named e-node is near the data-generating smart
devices, which has more computing power and equipped with intelligent controllers.
Within premises, the heterogeneous smart devices are connected wired or wirelessly
and uses the computing power of e-node to improve latency, reliability, privacy
and security issues. As per Fig. 1.1, fog computing infrastructure is serving as a
middle layer between end-user smart devices and the cloud computing environment
where e-node play a vital role to provide an interface to data-generating devices
and cloud servers. For end user, the whole architecture works as a ubiquitous com-
puting environment with a seamless experience. In many countries, 5G technology
standardization is completed, and it is underused for various applications using
fog-enabled environment. In the future, the emergence of 6G technology which is
capable of providing more bandwidth will surely prove added advantages to real-
time applications running in fog-enabled environment to mitigate bandwidth-related
issues of current technology.
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1.3 Fog Computing-Enabled IIoT Applications

Fog computing is a relatively new and emerging computing environment and can
be considered as an extension of a cloud computing environment. It is expected
that it will gradually become popularized to satisfy the need for Industry 4.0
requirement. There are many real-time IoT/IIoT-based applications that get the
benefits of the potential and affordable solution provided with the help of fog
computing. The M2M communication is the key requirement of Industry 4.0, where
machines are communicating with each other using the network infrastructure.
The heterogeneity and interoperability among the connected IoT/IIoT devices
bring challenges to the designers. In IoT/IIoT applications, the most challenging
design parameters include energy constraint, latency issue, device deployments,
throughput, integration, device maintenance, scalability, mobility, security, safety
and privacy. IoT/IIoT is considered a rapidly growing innovative technology that
attracts Industry 4.0 requirements. Exponential growth in IoT/IIoT applications in
various fields results in high-speed Internet connectivity with a reducing latency
period. The term fog computing is the extension of cloud computing architecture.
The fog computing infrastructure offers the following advantages in comparison
with cloud computing:

• Real-time connectivities with minimal latency
• Availability of computing resources at the edge of network periphery
• Enhanced security due to proximity and robust encryption algorithm
• Data storage on the network edge nodes eliminating transmission delay
• Higher data processing and analysing capabilities

The advancement from 5G to 6G communication technology will also be the
added advantages for the IoT/IIoT applications, and it helps to make the fog
computing technology for acting as an enabler of Industry 4.0 requirements.
The smart cities, smart industry, smart products, healthcare sector, etc. are the
main IoT/IIoT beneficial examples. Figure 1.2 shows the various sectors like
transportation, infrastructure development and developing smart cities and building,
in healthcare fields, to deal with environmental and climate changes issues, where
the potential of IoT/IIoT applications is found which makes human life easier and
comfortable.

1.4 Security Challenges of Fog-Enabled IoT and IIoT

Security challenges in fog computing are a key issue. In this section, the existing
security threats and solutions of different layers of fog computing hierarchy are
highlighted as shown in Fig. 1.3. As per the literature concerned, there is a sort of
attacks that are related to IoT, IIoT and fog paradigm. The threat is the possibility of
an unexpected malicious attempt with the clear intention of damaging the network
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Fig. 1.2 Industrial IoT sectorial applications

system. It is something which might not have occurred but has the potential to
directly affect the essential pillars of safety (CIA). The actualization of threat attack,
when a threat turns into reality, it turned into an attack. In other terms, the known
possibility of attack may be a threat. Therefore, it’s evident that threats and attacks
go side by side. A list of the potential security threats of the fog environment is taken
into consideration with existing solutions as shown in Fig. 1.3. The classification is
done based on the top-down layered approach of fog computing.

1.4.1 Application Layer (Fog Server)

The application layer and business layer can be considered as a fog server. IoT and
IIoT application deployment platforms are used to differentiate between various
applications such as health, transportation, banking and SCADA for industrial
automation. The protocols involved in the application layer are MQTT, AMQP,
CoPA and XMPP which face the risk of threats. The possible security threats of
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Fig. 1.3 Fog computing layered classification with security threats and existing solutions

application layer (fog server) of fog-enabled IoT and IIoT environment are shown
in Table 1.1.

The existing solutions to overcome security threats of fog-enabled IoT and IIoT
application layer include secure coding/programming and testing, use of updated
antivirus software, cache development, data verification, intrusion detection system
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Table 1.1 Application layer security threats of fog-enabled IoT and IIoT environment

Security threats Techniques

Sniffing attack/packet loggers The attackers use packet sniffing for data extraction by
capturing the network traffic analysis

Phishing attack This is a kind of social engineering attack which is used to
steal the user-sensitive information such as login
credentials, credit card information, etc.

Injection It is one of the most common attacks by injecting infected
codes into the application executed on the server. This
attack can result in loss of data and damage the application
integrity

Session hijacking The attacker hijacks someone else’s identity and further
gains access to personal identities

Distributed denial of service
(DDoS) attack

Distributed denial of service (DDoS) attack occurs when
multiple infected systems are used to damage a single
system

Information privacy The data loss and long-term damage of the system
happened due to the vulnerable data protection techniques

Application-specific
vulnerabilities

The vulnerabilities left during the application development
due to ignorance of secure coding practice can be later
exploited by attackers

Social engineering Attackers gain sensitive information by befriending the
users or by gaining user’s trust and later misusing their
information

(IDS), intrusion prevention system (IPS), firewall, session inspection, boundary
inspection, cryptography and risk assessment. However, the fog server is a front
end of the fog hierarchy, and therefore different security standards are needed as per
the specific applications. More research is required in developing protocols as well
as in cryptographic techniques to secure the fog-enabled IoT and IIoT environment.

1.4.2 Network Layer (Communication)/Middleware

This is the combination of the network layer and transport layer to work as a commu-
nication medium of fog computing. This layer is also considered middleware. The
data received from the sensing layer are processed at middleware and transmitted
to the application layer/fog server for further evaluation. The potential security
threats of the network layer/middleware of fog-enabled IoT and IIoT environment
are shown in Table 1.2.

The existing solutions to overcome security threats of fog-enabled IoT and IIoT
network layer include TLS/SSL protocols (secure transport layer), IPsec proto-
cols (secure network layer), IPS, PPSK, firewall, identity verification and packet
authentication, multipath routing, link-layer encryption, password management
and authentication policies. However, the primary and essential challenge of the
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Table 1.2 Network layer security threats of fog-enabled IoT and IIoT environment

Security threats Techniques

Selective forwarding This attack is performed by a malicious node to drop the data
packets, and infected nodes randomly skip the routing data
packets

Sybil attack In this attack, one device plays the role of multiple identities to
reduce the efficacy of fault-tolerant schemes

Black hole attack A piece of unfaithful routing information is created in this attack
to divert all the data packets to the sinkhole. This may cause
packet drop and network congestion

Hello-Flood attack To create network congestion, the attacker floods the channel with
false data packets to create network congestion. Also, every
malicious node persuades its neighbour to participate in packet
transmission

Acknowledge flooding This is similar to the denial of service (DoS) attack where the
attacker sends the fake information to neighbouring nodes using
acknowledgement

Scalability The congestion and depletion of resources and lack of
authentication mechanism through the untraceable number of
connecting/disconnecting devices

Data disclosure The attacker uses data retrieval techniques to extract sensitive
information from nodes, which can lead to data privacy risks

network layer is designing IoT and IIoT middleware compatible for cloud and edge
computing environments to support various IoT and IIoT applications.

1.4.3 Sensing Layer (Internet of Things)

The sensing layer is the bottom layer in the three-layered architecture. This is the
combination of a physical layer and the data link layer for the communications
stack. The potential security threats of the sensing layer of fog-enabled IoT and
IIoT environment are shown in Table 1.3.

The existing solutions to overcome security threats of fog-enabled IoT and
IIoT sensing layers include cryptography, steganography, authentication, authoriza-
tion, spread spectrum communication, image processing, jamming report, error-
correcting codes and collision detection. However, many open security challenges
associated with sensing layers where the IoT devices deployed are required to focus.
For example, IoT is an emergent platform where the integration of millions of
computing devices and massive real-time data is sensed from these devices. These
devices are powerful, compact, costly and globally connected. So, it is essential
to monitor each object adding to the IoT network to detect and prevent malicious
object risk. Moreover, limitations of sensing layer security associated with network
protocol, hardware devices and 5G- to 6G-oriented communication channels are
required to focus to secure the data routing and processing.
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Table 1.3 Sensing layer security threats of fog-enabled IoT and IIoT environment

Security threats Techniques

Node capture or device
tampering

Attackers gain unauthenticated access through weakened
IoT gateway

Spoofing attack To get full access to the systems, the attacker masquerades
the data and sends fake data to the network

Signal jamming Through signal jamming, interference is generated in
communication between network devices with the radio
frequencies

Malicious data A malicious node infects the whole system by spreading
malicious data

Denial of service
attack/path-based DoS

Denial of service attack floods sensor nodes by injecting
replayed and false packets. This attack results in exhaustion
of batteries, network resources and cut down of the system
service availability

Node outage Node outage leads to loss of connectivity through the cut
down of most of the devices in the network

Replay attack In a replay attack, the original data packets are replaced by
the false data packets. In this way, attackers put the network
trust and authentication at risk

Sybil attack In the Sybil attack, the aggregate message is changed to a
false message. Due to this, negative reinforcements are
created by malicious nodes

There are certain attacks such as code injection, data leakage, denial of service
(DoS) and man-in-the-middle attack that are addressed by most of the researchers.
Considering the information thefts that occur within the network, the approach is
proposed by Stolfo et al. [4] to monitor the information access patterns through user
behaviour profiling and keeping track of activities of malicious insiders. The user
behaviour profiling was used in [5], as a key to intact safety by using the hybrid
protocol that supported selective encryption and data cleaning. Li et al. [6] have
devised a non-cooperative differential game-theoretic framework that estimates the
changing behaviour of malicious nodes. They also quantify the value associated with
the danger generated and analyse the strategy to scale back energy consumption and
ensure QoS of the network. Butun et al. [7] have discussed the inference of using
fog computing as a basic architecture of IoT keeping cyberspace in point of view.
Diro et al. [8] have given a distributed deep learning-based IoT-fog network attack
detection system. They also performed an experiment during which they found that
their proposed attack detection system is performing well compared to a centralized
detection system using deep learning.

Sohal et al. [9] have proposed a cyber-security framework that performs early
prediction of the malicious edge devices using a two-state Markov model. The
results generated after this framework support the effectiveness of the framework.
Wang et al. [10] have given a fog-based scheme that divides the info into two parts:
The larger one is shipped to the cloud, and therefore the smaller one is kept within
the fog. In this way, the scheme claims to make sure the supply, confidentiality, and
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integrity of the information. Shankarwar and Pawar [11] have listed various security
threats that occur in cloud computing environments about user’s sensitive data. The
researchers have given various techniques to tackle issues by applying different
approaches. They also discussed the pros and cons of the prevailing methods.

Khan et al. [12] have analysed the danger penetration and therefore the pre-
cautionary measures for the scholars using the Internet. They need also given a
mind map of varied issues associated with security that need to be taken care
of while considering cybercrime. Maimo et al. [13] have given a MEC-oriented
architecture for network anomaly detection with the assistance of policies. They
had also deployed the proposed detection technique using a deep learning approach
to review the flow of the network and detect the anomalies occurring within the
network. It was also experimentally proven that their proposed approach works
effectively for anomaly detection and also adapts to the created detection module
in a real-time and automatic way. Gandhi et al. [14] have given a name as HIoTPOT
that secures the IoT environment that also helps white hats to get newmethodologies
employed by black hats. Further, Ziegeldorf et al. [15] have firstly given a brief
review of pertinent security issues; then, they categorized the prevailing issues in
seven broad categories. Later, they need to discuss the challenges that occur, thanks
to the above-stated threats, and have addressed the necessity to beat these threats.
Zhang et al. [16], in their editorial paper, have discussed that a bulk of research is
taking interest in working with threat management by managing intrusion detection.
Gai et al. [17] have acknowledged different intrusion detection techniques and
analysed the challenges existing in these schemes. They also presented a high-
level security framework that uses IDS techniques for providing security to mobile
cloud-based solutions during a 5G network. Yaseen et al. [18] have proposed a
model for the detection of selective forward attack that’s quite common in mobile
WSNs. The model provides global IDs which will detect MWSN in their trace and
refute the malicious nodes. They have tested their mechanism over the CloudExp
simulator. The results came out better in terms of routing overhead and power
consumption. The model proposed by them gives secure, low-cost and on-demand
access to the infrastructure within the IoT network. Alrawais et al. [19] have
addressed security and privacy issues that are present in fog computing and IoT
scenarios. Authentication, trust, and rouge node detection are few of the threats that
are addressed by the researchers. Later, the proposed scheme was improvised for the
security enhancement of IoT devices. Lin et al. [20] proposed an intrusion detection
system for fog computing including the demand of resource allocation inspection.
Further, the single-layer dominant and max-min fair allocation scheme is proposed
for single-layer multi-resource fair allocation systems, whereas multilayer dominant
and max-min fairies is proposed for multilayer resource allocation issues.

Impact layer’s dimensions of possible security threats can be considered as theft
of operational information, damage to property, loss of availability, loss of control,
loss of view, loss of productivity and revenue, manipulation of view, denial of view,
loss of safety, denial of control and manipulation of control.
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1.5 Zero Trust Architecture Concept and Its Requirement
in Fog-Enabled IoT and IIoT

According to the chosen literature, trust plays a serious role in promoting interaction
between the entities within the network [21, 22]. It is an important aspect as cyber-
physical systems need to depend upon the services and resources that are under the
ownership of edge, fog and cloud computing [23]. The emergence of fog computing
has led to varied advances within the technological era [24]. Although this also
introduces certain complexities within the existing scenario, the benefits of fog have
a foothold over them [25–27]. With the existence of such an intermediate layer and
therefore the progressive growth of technology, security is the biggest setback. Fog
computing has certain similarities with cloud computing, but it is very distinct in
other ways. It deals with various privacy and security issues aside from ones that are
carried forwards from the cloud.

According to John Kindervag, Field CTO at Palo Alto Networks ‘Trust is always
a vulnerability in a digital system’ [28]. The traditional data centre security practices
involve trusted and untrusted domains of network segmentation. The zero trust
architecture eliminates the idea of trusted/untrusted devices, network and users
[29]. In the zero trust architecture, all network traffic is untrusted irrespective of
the source. Zero trust covers security rules for seven stacks – networks, devices,
data, people, workloads, automation and orchestration and visibility and analytics. It
applies security protocols and policies on all network entities to secure all resources,
limits and enforces access control and inspects and logs network traffic.

Blockchain is often applied to the implementation of IoT security. IoT device
identity and network attributes are often stored on the blockchain-based distributed
ledger to secure them from Sybil and spoofing attacks [30]. Machine learning
plays an essential role, while blockchain facilitates information collection under
the premise of knowledge regulation rules such as privacy protection. With a com-
prehensive understanding of machine learning and blockchain usage in industrial
sectors, practical aspects of diversified services can be possible [31]. IoT device
transactions are stored on the blockchain to guard their integrity and for centralized
management and governance. Smart contracts can implement security policies at
each node. Blockchain-based key management and distribution can eliminate the
complex computation and high memory requirements involved in implementing
security in an IoT network [32].

Zero trust is characterized by segmented, parallelized and centralized network
based on three key concepts that empower secure networking:

• Ease of segmented network management: Zero trust recommends new ways of
segmenting network hierarchy.

• Multiple parallel switching core development: Zero trust recommends the devel-
opment of multiple smaller and less expensive cores by breaking the core switch.
Zero trust segregates network traffic into smaller network segments by using the
concept of distributed processing.
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• Single console central management: Zero trust recommends a platform to
manage all networking elements centrally and segment network traffic.

The holistic framework of zero trust and blockchain is proposed for IoT security,
which may be helpful to spot the security solutions of fog-enabled IoT and IIoT
environments. This proposed architecture is designed with the concepts of layered
security and a defence-in-depth approach to eliminate the single points of failure
and security compromise [33]. The following are the key concepts and components:

• Segmentation gateway (SG) forms the nucleus of the network in zero trust. It
provides all security functions such as firewall, network access control, data loss
prevention, intrusion prevention, intrusion detection, VPN gateway and others.
Segmentation gateway implements all global network and security policies.
It provides secure and parallel network segment management with network
traffic segregation with the ability to early detection and containment of security
incidents.

• Microcore and perimeter (MCAP) proposes the fine-grained parallel segmenta-
tion and isolation of critical network resources. MCAP is connected with SG
using a microcore switch. The same set of functionalities and network policy
attributes are shared by network resources in each microcore.

• MCAP’s centralized unified and transparent management is a key feature of
zero trust. In effect, zero trust shifts the paradigm of network management
from an individual network component management to a centralized network
management system.

The zero trust architecture concept can be essential to the fog-enabled IoT and
IIoT platform in the form of risk assessment, secure access control mechanism and
reporting management. The researchers can be inspired to improve the trust in the
virtually connected smart world of Industry 4.0 with the combination of zero trust
architecture and blockchain technology.

1.6 Conclusion

In this chapter, the fog computing architecture is briefed along with its benefits over
the cloud computing environment. It includes the challenges faced by the IoT/IIoT
applications using cloud computing and how they are overcome up to a certain
extent with the help of a fog computing environment by providing intermediate
computing infrastructural facilities. A systematic view is presented with a major
specialization of fog computing architecture and therefore the threats that are
pervasive in fog-enabled IoT and IIoT paradigm. The possibility of 5G to 6G
advancement in the communication domain and its direct benefits to fog-enabled
environment are also presented. It is concluded that many architectures which
addressing this area and applicable as per the suitability of the smart devices to
which it’s being deployed, majority of them are still conceptual on the grounds of
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fog computing being in its infancy. This takes us to the existence of various security
and privacy issues that need to be addressed because various threats which can exist
within the considered scenario are surveyed in literature. It has been found that the
emergence of this layer and the increased surface have exponentially augmented
the possibilities of attacks. Certain threats like the man-in-the-middle attack, Sybil,
etc. are addressed by various researchers that directly affect the network established
by the fog. Further, it has been observed that trust may be a crucial component of
any communication that happens online. Various researchers have also supported
this fact and stated that the consideration of trust even at the fog level is of utmost
importance. Further research paths are often aimed towards the event of security
and zero trust establishing schemes with blockchain technology to measure the
reliability of the fog-enabled IoT and IIoT environment presented in the chapter.
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Chapter 2
Evolutionary Algorithms for Enhancing
Mobile Ad Hoc Network Security

G. M. Jinarajadasa and S. R. Liyanage

2.1 Fog Computing and Mobile Ad-hoc Networks (MANETs)

It is expected that the increased utilization of smart devices will reach around 10–
12 billion by 2021 [1]. To satisfy this huge demand of future IoT applications, faster
communication and higher computational capacities are needed for processing and
sharing of data. Therefore, the existing computing paradigms should be updated
to adapt to the situation and to fulfill the requirement of fast communication
and high computation capacity to enable the emerging utilization of smart and
mobile devices. Fog computing along with the fifth-generation (5G) networks is
expected to be one of the most effective solutions for fulfilling this requirement. A
complete utilization of 5G network technologies has not materialized mainly due to
problems related to security, privacy control, and network traffic [2, 3]. Therefore,
the emerging 6G technologies that direct fog computing toward intelligent edge
computing are considered as the future of communication to facilitate faster and
higher capacity networks that can overcome the current limitations [4].

Wireless networks have been one of the most progressive technologies in the
last 50 years in the field of information technology. Wireless connectivity plays
an important role in the implementation of IoT applications. Mobile ad hoc
networks (MANETs) are one of the popular applications of wireless networks that is
integrated with modern fog computing and 5G technologies. Cloud-based MANETs
or C-MANETs are one of the most popular applications that are implemented along
with the emerging 5G and 6G technologies that enable applications such as IoT
Cloud-MANETs and intelligent vehicular ad hoc networks [5]. Therefore, a review
on the mobile ad hoc networks and their applications along with fog computing
technologies is presented in this section.
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2.1.1 Preface to MANETs

Mobile ad hoc networks (MANETs) are one of the in-demand categories of wireless
ad hoc networks, which is a decentralized wireless network category. The key
features of a MANET are:

• Self-configuration ability
• Being wireless
• Having an infrastructure-less or decentralized environment
• Having a dynamic topology that is changing continuously from time to time [6]

Hence, a MANET is declared as a consistently self-configuring, less-structured
network that consists of wirelessly connected autonomous mobile equipment
instead of using wires, where the mobile devices act as network nodes. Each node in
a MANET has the capability of moving independently in any direction. Therefore,
frequent changing of the links to other nodes in the network can happen where
it creates a dynamic topology that changes periodically. Each node in a MANET
can behave as both a host and a router. This behavior of individual nodes leads to
autonomously acting nodes. The nodes of a MANET can join or leave the network
anytime as they are mobile. This leads to the rapidly changing network topology
of MANETs. The mobile nodes of MANETs are configured with less power, less
energy, less memory, and other lightweight features. All the nodes of a MANET
environment have identical features with similar capabilities and responsibilities,
leading to a symmetric network environment. MANETs are capable of multi-hop
routing that is helpful when a packet-sending node and a packet-receiving node are
out of the transmission range [7].

2.1.2 Types and Applications of MANETs

Diverse types of MANETs are available other than the traditional ones, such as
vehicular ad hoc network (VANET)s [8], smartphone ad hoc network (SPAN)s,
Internet-based mobile ad hoc network (iMANET)s, etc. VANETs are the specific
type of MANETs utilized to communicate among vehicles and roadside equipment
which provides comfort and safety to drivers in vehicular environments. The concept
of VANET has been evolved into the emerging artificial intelligence techniques. An
extension to the VANETs named intelligence vehicular ad hoc network (InVANET)
has been introduced in the recent decade. InVANET technologies have been applied
for intelligent navigations during emergencies and intelligent behaviors to avoid
vehicular collisions and other accidents [9].

SPANs are wireless ad hoc networks that utilize the available technologies
in mobile phones such as Bluetooth and Wi-Fi. It creates multi-hop network
transmissions so that any node has the capability of joining and exiting the network
without affecting the steadiness of the network [10]. The iMANETs connect the
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mobile nodes with fixed gateway nodes in such a way that they can create a
geographically distributed set of MANETs [11]. Other applications of MANETs
can be seen in various fields, including information networks in the military sector,
ship-to-ship and marine communications in the commercial sector, home networks,
and data networks [12].

2.1.3 Routing Protocols of MANETs

Routing is a crucial factor in MANETs because of the dynamic changes in the
network structure. Therefore, it is important to have a routing protocol that can
match the dynamicity of the network structure and enable the capability of each
node equipped for going about as a router. Further, because of the restricted data
transfer capacities of nodes, the routing path among source and destination may
consist of multiple hops. Due to this limitation, the data has to be communicated to
the intermediate nodes. MANET routing has been a popular research area for years.
Some of the major research thrusts pertaining to MANETs have been to overcome
the MANETs’ asymmetric connections, high routing overhead, interference, and
routing misbehaviors occurring due to dynamic topology. The existing routing
approaches can be classified into nine classes as follows:

• Reactive/source-initiated/on-demand routing protocols
• Proactive/table-driven routing protocols
• Hybrid routing protocols
• Hierarchical routing protocols
• Multipath routing protocols
• Multicast routing protocols
• Location-aware protocols
• Geographical multicast protocols
• Power-aware protocols [13]

Figure 2.1 displays the different groups of the MANET routing protocols with
some example routing protocols under each group. Among them, DSR, AODV,

Fig. 2.1 MANET routing approach classification



18 G. M. Jinarajadasa and S. R. Liyanage

and TORA are the most popular reactive routing protocols. DSDV, OLSR, and
BATMAN are popular proactive mobile ad hoc routing protocols [14].

2.1.4 Future Trends in MANETs Toward FOG Computing

The exponential growth of ubiquitous wireless devices has eliminated the demand
for many wired devices and has triggered an increasing demand for novel wireless
devices. Before the third millennium, mobile ad hoc networks were not very popular.
Though, throughout the past decade, the need for research and development on
MANETs as academic research grew, its application in commercial ventures also
gained momentum. This growth can be attributed to the emerging applications in
vehicular networks, military communication applications, etc.

With the pervasive growth of mobile computing, MANETs have possessed the
ability to seamlessly integrate with heterogeneous environments, including different
types of networks and devices. The marriage of MANETs with cloud computing
concepts has created a new research area into embedding FOG computing [15] to
the MANET concepts, where it already has led to innovations and field experiments
[16]. Kai et al. present a critical survey on merging concepts of fog/cloud computing
into VANETs in different aspects, including various paradigms, scenarios, and
issues [16].

2.2 Security Problems in MANETs

ThoughMANETs have become popular recently, there is still a gap to be filled in the
aspect of security that would help to establish and improve reliable communication
links in them. MANETs have a set of characteristics that may lead to vulnerabilities
of malicious attacks and unreliable and insecure communications among the mobile
nodes. Some of them occur due to:

• Mobile nodes
• Dynamic topology
• Wireless links and limited physical security
• Cooperativeness – threats from compromised nodes inside the network
• Resource constraints
• Scalability and decentralized management
• Different requirements for different applications
• Lack of clear line of defense [17, 18]

Because of the generated vulnerabilities from these characteristics, MANETs
are having more exposure to various attacks that include both passive and active
attacks. The following are some common passive and active attacks that can occur
in a MANET environment [19, 20]:
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• Passive attacks – Eavesdropping, traffic analysis, and snooping
• Active attacks – Flooding attack, blackhole attack, wormhole attack, gray-hole

attack, denial of service attack, and selfish misbehavior of nodes

Since MANETs are more prone to malicious attacks, ensuring “security” is a
major issue. Plenty of research work and experiments have been carried out to
ensure the security level of MANETS. These approaches have considered diverse
aspects such as the context of trust, mitigating security attacks, trust/secure routing
protocols, optimization approaches to find the optimal route, and avoiding malicious
attacks. Recent developments in this area have attempted various machine learning
approaches to address the security in MANETS. Section 2.3 provides an overview
of existing approaches [21–41].

2.3 Different Approaches for Enhancing Security
in MANETs and IoT

Various types of early research solutions can be found in establishing security in
MANETs and IoT. The existing solutions found in literature can be categorized into
few major groups such as:

• Machine learning – Supervised learning, unsupervised learning, and reinforce-
ment learning

• Swarm intelligence
• Evolutionary algorithms
• Mobile agents
• Real-time heuristics
• Genetic algorithms
• Neural networks
• Decision trees
• Probabilistic models
• Other theoretical methods – Fuzzy logic, watchdog method, and scalable matu-

rity models

Q-Learning [21] is a reward-based reinforcement learning algorithm that is
widely used. Application of Q-learning in wireless networking has been common
due to easy implementation and its good balance of memory and energy require-
ments, where it adapts to the resource constraints (power/energy and memory) of the
network [22–24]. Various types of reinforcement learning mechanisms have been
presented to enhance the MANET security with the means of generating secure
routing protocols such as DRQ routing with dual RL[25], TPOT reinforcement
learning [26, 27], and collaborative RL [28].

Many approaches that are inspired by the swarm intelligence methods like ant
colony optimization (ACO) [29] and ant-based control (ABC) have been tested
in the field of MANET security. AntNet [30] and AntHocNet [31] are popular
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Table 2.1 Comparison of different distributed approaches on MANETs

Property Machine learning Swarm intelligence Mobile agents Heuristics

Memory requirement Medium Medium Low Medium

Computational requirement Medium Medium Low Low

Flexibility to topology changes High High Medium Medium

Accuracy of results High High N/A Medium

Initial cost High/medium High Low High

Additional cost Low Medium Medium Low

Table 2.2 Comparison of machine learning techniques on MANETs

Machine learning technique Capturing dynamicity Additional costs Optimality of results

SVM Low High High
Q- Learning High High High
TPOT-RL High Medium High
Dual RL High Low High
Collaborative RL High Low High

solutions generated for MANETs and wireless ad hoc networks that have utilized
the ACO and ABC optimization techniques. SmartAgents [32] and Ant-AODV [33]
are applications of mobile agents in MANETs, for designing the optimal routing
approaches by agents finding the new paths, updating the routes, and collecting the
next-hop node’s information in the network.

Other than these approaches, real-time heuristic search mechanisms [34] have
been applied for the route optimization of the MANETs [35, 36]. Real-time heuristic
search mechanisms require minimal computational power so they are well suited
to the ad hoc environments. Tables 2.1 and 2.2 show simple comparisons on
characteristics of different distributed approaches and characteristics of machine
learning approaches applied to MANETs, respectively.

Security enhancement of IoT services is essential with the promising IoT
technologies. DQSP is a QoS-aware routing protocol for the novel IoT concept
called SDN-IoT that is implemented by leveraging the deep reinforcement learning
(DRL) methods [37]. DRL-based methods have been found to produce proactive,
efficient, and intelligent routing that adapts to dynamic traffic changes when applied
to SDNs [38].

In [39], Kore et al. have provided a sound analysis on the security of wireless
sensor networks joined with IoT focusing on energy efficiency and the security
measures of IoT. A novel routing protocol for Intelligent-IoT networks is proposed
in [40]. It uses artificial intelligence as the underlying technology and has gained
remarkable results in the network life span and reduced delays compared to other
mechanisms. A novel routing protocol named MTISS-IoT derived based on ad
hoc on-demand distance vector (AODV) routing protocol using cryptographic
authentication is proposed by Mabodi et al. in [41]. It has shown remarkable
detection rates for gray-hole attacks through NS-3.
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2.4 Evolutionary Algorithms

Evolutionary algorithm (EA)s are optimization algorithms that search for optimal
solutions by evolving multiset of candidate solutions. These are population-based
metaheuristics that demonstrate a biological process like mutation, recombination,
and natural selection to determine the optimal solution by being within the
specified constraints [42]. A general evolutionary algorithm consists of several key
components that are:

• Initial population via random generation
• Fitness function
• Evolution – Selection, crossover/generation of the offspring and evaluation the

fitness, and mutation
• Termination by reporting the optimal solution generated by the best-fit individual

[43]

When considering the existing optimization methods, population-based search
methods are split into two classes as evolutionary algorithms and swarm intelligence
(Fig. 2.2). The popular classes of EAs include:

• Genetic algorithm (GA)s
• Evolution strategies (ES)
• Differential evolution (DE)
• Estimation of distribution algorithm (EDA)s
• Multi-objective evolutionary algorithm (MOEA)s
• Memetic algorithm (MA)s
• Genetic programming (GP)
• Learning classifier systems (LCS) [44]

Fig. 2.2 Classification of Population-based Search Methods
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Other than these EAs, a wide use of swarm optimization methods such as PSO
and ant colony optimization (ACO) combined with EAs can be seen in the scientific
literature.

2.4.1 Genetic Algorithm (GA)s

The GAs are the most popular and commonly used type of EAs and also the
earliest derived type of evolutionary algorithms. The process of GA includes
random initialization of the population to begin the interaction. Then, a set of steps
are conducted that are objective function evaluation, parent selection, application
of genetic operations, creation of offspring via recombination, and mutation to
generate a new population. These means are rehashed until an end condition is
fulfilled [43, 45].

2.4.2 Differential Evolution (DE)

The DE is a variation of EAs that accomplish the strength in enhancement technique
and fast merging to an ideal answer for enhancement in a numeric value. In contrast
to EAs, distinct feature that can be seen in the DE occurs in the evolution process
wherein the generation of new solutions, mutation act as the primary operating
factor and crossover as the secondary operating factor [43, 46].

2.4.3 Evolution Strategies (ES)

The evolution is modeled by the ES as an interaction of the versatile conduct of
the individual that keeps up the social linkage among parents and their offspring,
separately, in the individual state. ES focuses on numerical optimizations by
utilizing real variables, and it relies majorly on the mutation [43, 47].

2.5 Applications of Evolutionary Algorithms in MANETs
and IoT

Evolutionary algorithms can be utilized to overcome different types of problems
related to MANETs and IoT networks. Evolutionary algorithms have been applied
in MANETs to solve diverse optimization problems in multiple aspects, such as:

• Topology maintenance
• Broadcasting programs
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• Routing protocols and protocol optimization
• Security, malicious attacks, or selfish behavior of nodes
• Mobility and mobility models
• Clustering approaches [48]

In this section, we focus on evolutionary algorithmic approaches applied for
MANETs and IoT networks in terms of enhancing security. The enhancement of
the security of a MANET can be achieved in different ways, including intrusion
detection, avoiding or mitigating malicious attacks, maintaining the stable network
topology, efficient broadcast of the messages, route optimization, trustworthy clus-
tering, and tracking the mobility of the nodes. The following subsections illustrate
the research approaches that use evolutionary algorithms in the areas related to
mobile ad hoc network security.

2.5.1 Enhancing MANET and IoT Security by Identifying
Malicious Attacks with EA

Intrusion detection, identifying different types of attacks on a MANET, and using
risk-avoidance or risk-mitigating solutions would help to ensure the security of a
MANET. Several studies have attempted evolutionary algorithmic techniques to
identify malicious attacks [49–56].

Incorporation of neutrosophic rules into the GAs for upgrading an efficient mali-
cious behavior detection system has been found to increase the threat identification
capacity and decrease the false warning rate in MANETs in [49]. Three major
facts have been considered to detect the attack: membership, nonmembership, and
neutrosophic indeterminacy degree. A hybrid attack inference system for MANETs
has been proposed by combining self-organizing feature maps (SOFM) and GAs
[49].

A novel technique to analyze and identify abnormal behaviors in a MANET
environment that utilizes the ad hoc on-demand distance vector (AODV) routing
mechanism is proposed in [50]. The suggested GA-based solution monitors the
node behavior of all nodes. It provides the details about potential attacks and also
shows good results in detecting the common malicious attacks, which are similar to
blackhole attacks.

To simulate the IDS (intrusion detection systems) that generates a set of best
trade-offs between the criteria of the security and the power consumption, genetic
programming (GP) can be blend together with a multi-objective evolutionary
algorithm (MOEA) [51]. A novel method named hybridization of particle swarm
optimization with genetic algorithm (HPSO-GA) routing system is proposed by
Thanuja et al. in [52], to detect blackhole attack with the utilization of the
AODV approach. The accuracy measure of the suggested mechanism is measured
considering the set of filtered parameters in network environment.
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In [53], researchers are designing a solution to generate security through the
factor of “trust” and proposing an algorithm along with the differential evolution
named trusted-differential evolution algorithm where it manages adversary nodes
and represses them to turn into an individual member of the data transmission route.
The proposed approach consists of two major components that are to locate the most
fitting route and to manage the rising trustworthiness of nodes via reliability.

In [54], Sen et al. have investigated the utilization of evolutionary computation
strategies, especially genetic programming and grammatical evolution, to advance
interruption monitoring mechanisms for demanding networks similar to MANETs.
Aware of the specific significance of energy, they have examined the power
utilization of developed projects and utilize a multi-objective evolutionary solution
to identify ideal compromises between interruption discovery capacity and energy
consumption.

A survey consists of critical analysis on evolutionary computational (EC)
methods for cybersecurity of MANETs conducted in [55] to discuss basic defense
mechanisms in detail that can be followed to detecting vulnerabilities, deterrence of
attacks, prevention and recovery, and risk mitigation.

An ensemble method-based novel routing protocol capable of identifying jam-
ming attacks that can occur in IoT-based cognitive radio networks is presented
in [56]. The results of the conducted experiments show that the proposed method
improves the CRN performance against proactive jamming attacks.

2.5.2 Enhancing MANET and IoT Security by Secure Routing
and Protocol Optimization

Evolutionary algorithmic calculations have been broadly utilized for the boundary
setup of routing conventions. The goal is to locate the ideal parameters for efficient
routing. In [57], the researchers are experimenting with a few multi-objective
optimization methods to advance a straightforward route path discovery convention
that discovers routing paths between two nodes in the MANET. The non-dominated
sorting-based genetic algorithm II (NSGA-II) and the multi-objective differential
evolution (MODE) are taken into account in the proposed approach to advance the
cost of energy and the performance metrics of the mean jitter. As per the outcomes
in [44], MODE calculation is fit for discovering routing paths closer to the set of
optimal solutions and, in general, unites quicker than NSGA-II.

In [58], researchers have focused on a differential evolution algorithm that is
put together with an ad hoc on-demand multipath distance vector (DE_AOMDV)
approach for MANETs. Suggested DE_AOMDV routing convention has sound
execution and increases the node connectivity in MANETs. The principal goal of the
proposed solution is to locate the ideal path from various routes which are accessible
between the source and destination nodes to be utilized in the process of recovering
the routing.
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In the investigation explained in [59], an objective algorithmic structure is
planned to utilize a hybrid optimization algorithm, named M-LionWhale, for reli-
able routing. It is an optimization model that consolidates the lion algorithm (LA)
into whale optimization algorithm (WOA) for the ideal determination of the route
in MANETs. Several specific quality of service (QoS) parameters are considered
in creating the multi-objective optimization model. Similarly considering QoS
requirements for the information flow of the various IoT services, an intelligent
routing protocol is introduced in [60]. The proposed protocol can identify the
category of the information flow and the relevant QoS requirements beforehand.
In [61], another fog-enabled QoS-aware intelligent resource management approach
is proposed for an IoT-based home automation system by leveraging particle swarm
optimization. It has demonstrated a remarkable reduction in network bandwidth,
latency, response time, and energy consumption.

The paper [62] is suggesting an ACO and P-coding-based routing protocol to
MANETs considering security and energy, which decreases the usage of energy in
nodes by cutting the security cost.

In designing a security model for MANETs, an approach has been illustrated
in [63] where it acquires the elective route path or reinforcement route to keep
away from rerouting disclosure on account of connection or node failure. A genetic
algorithm that focuses on the goal of designating near best route from packet-
forwarding node to packet-receiving node dependent on schedule is suggested in
[63]. The proposed algorithm acts as a MANET route optimization mechanism. The
cluster heads amplify the usage of the algorithm and make the packet delay into the
least [63].

2.5.3 Enhancing MANET Security by Topology Management

Maintaining the topology of a MANET affects in different ways to the security of
the network since the topology of MANET can continuously vary within time. In
[64], the researchers utilize a solo optimization method to get the ideal states and
speed of several helper nodes in a rail route-station situation. The goal is to expand
the warning distance at which a train moving toward the station gets the data. A
PSO algorithm is utilized in [65] to send portable nodes, named agents, to increase
MANET availability. Those agents additionally foresee the future behavior of nodes
dependent on the nodes’ states and their speed rates. Subsequently, the enhancement
approach discovers optimal future situations for the agent nodes as indicated by the
present and future conditions of the MANET. The network connectivity capacity is
measured as the mean connectivity ratio of the nodes.

Focusing on game theory and brute-force GA, an evolutionary game called
NSEG has been proposed in [66]. In this method, the objective of every network
node is to disseminate itself over an obscure topographical territory to get a high
wrapping level of the region by the network nodes. This will allow to accomplish
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a uniform distribution of nodes while maintaining the associativity of the network
[66].

2.5.4 Enhancing MANET Security by Broadcasting
Algorithms

Broadcasting can be defined as one of the fundamental all-to-all communication
mechanisms that are utilized commonly within mobile ad hoc networks [67].
The principal goal of a broadcasting program is to proficiently spread a data
packet through the entire MANET, which will help establish security. In [68], the
creators utilize the NSGA-II multi-objective algorithm [69] to enhance the plan of
a broadcasting model dependent on closeness/difference coefficients.

The article [70] targets deciding the best correspondence methodologies for
every node as per its density of neighborhood nodes. It depicts an apparatus
joining network simulator 2 and an evolutionary algorithm (EA). Abdou et al.
have considered five facts. For each of them, by monitoring the behavior of each
node, the best and proper input parameters are determined. The proposed novel
EA is compared to the existing three popular EAs that are NSGA-II, SPEA2, and
DECMOSA-SQP, and with the evaluated results, the new EA is applied in the
MANET broadcasting process.

2.5.5 Enhancing MANET Security by Node Clustering

Creating trustworthy clusters and identifying the trusted cluster heads play a vital
role in achieving security by establishing and disseminating the trust among the
MANET nodes. A novel node clustering mechanism is proposed in [71] considering
the utilization of energy-efficient routing protocol in MANETs. It is implemented
by keeping the focus on improving the reliability of information transmission with a
high-security measure that uses an optimization algorithm. A modern discrete PSO
algorithm is utilized to determine the most trustworthy cluster head. An encryption
technique is used to guarantee the transmission security for establishing reliable
links in a trusted MANET [71].

2.6 Conclusion

Enhancing security in MANETs is a complex problem which has to consider
various aspects of a MANET’s environmental behavior. These include secure and
optimal routing, malicious attack and other risk mitigation, topology maintenance,
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node clustering, broadcasting, mobility tracking, etc. The utilization of evolutionary
algorithms in solving security issues in MANETs has become popular in the past
decade. Though MANETs still contain plenty of problems that can be researched
in depth, EA approaches can be utilized to find the solutions. The chapter itself has
introduced the primary highlights and limitations that ought to be thought about
the utilization of evolutionary algorithms in MANETs. There are certain challenges
occurring in applying evolutionary algorithms due to the energy and other resource
constraints of the MANETs and the distributed nature. But hopefully, with the
ubiquitous growth of mobile computing, that would increase the computational
power of wireless devices. Therefore, the improvement of the EAs, by applying
completely distributed powerful evolutionary algorithms to enhance security in
MANETs, would be possible in the near future. Furthermore, the improvements
of security and privacy in MANETs would support the future implementations of
IoT Cloud MANETs. These advances can be utilized to enhance the security and
privacy of 5G and 6G networks to overcome their existing challenges.
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Chapter 3
Blockchain-Based Fog Computing

Anusha Vangala and Ashok Kumar Das

3.1 Introduction

Fog computing is a distributed computing application consisting of a number of
servers that can perform computation, networking and provide storage similar to
the servers in a cloud data center. It essentially aims to bring server resources closer
to the devices involved in the generation of data. It increases the intelligence of
local area network by allowing computation of the data to be performed using the
resource capabilities available inside the network where the data gathering devices
exist. This helps to reduce latency in response times that is encountered in cloud
computing where data was needed to be transmitted to servers placed in different
geographical locations before any processing could begin. Fog computing has also
allowed increased security of data by allowing highly sensitive data to be processed
at fog servers and only low-sensitive data to be forwarded to the cloud server. It
also promotes better management of huge volumes of data by distributing the data
among multiple nodes in the local network.

Fog computing can be used in conjunction with cloud computing and edge
computing. Cloud computing consists of multiple high-resource servers placed
inside a data center owned by a service provider. Any user needing resources will
associate with the provider and pay for the amount of resources used, without the
need for delving into the details of managing these resources. Fog computing allows
the processing to be performed at the local network of the data gathering devices. On
the other side, edge computing allows the processing to be performed at either the
devices that hold the sensors or a gateway node placed in close physical proximity
to these sensor devices.
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Internet of Things (IoT) is a collection of highly diverse devices with the
ability to read the physical parameters of their surroundings, process the data in
a distributed manner, and perform collective actions based on the processed data,
using the Internet and with minimal human intervention. Fog computing has major
applications in the IoT world where a huge amount of data sensed by the IoT
smart sensor devices are regularly sent to the cloud servers for processing. The
working of IoT is highly reliant on real-time processing of sensor data as the user is
in continuous interaction with the smart devices. In such a scenario, latency due
to processing and network transmission may be highly deterrent to the smooth
functioning of many IoT applications. Also, data in IoT applications are sensitive to
the user and require protection from any unprecedented misuse. This shows that fog
computing is supremely relevant in the context of IoT applications.

Blockchain is compatible with fog computing as it allows the devices (nodes)
to be used as blockchain nodes and fog nodes to be used as miner nodes. The idle
resources available with the nodes in a fog network can be used for blockchain
maintenance. The nodes that allow their idle resources to use for blockchain
processing can be rewarded in accordance with the amount of resources provided,
by using an appropriate consensus mechanism. In recent years, the blockchain
technology has been adapted in many other potential applications in order to
enhance the security of a system, such as smart farming [70, 71], IoT and industrial
IoT [7, 58], Internet of Everything (IoE) [12], Internet of Drones (IoD) [11, 13, 14],
smart grids [15], heathcare applications [36, 59, 63, 74], Internet of Vehicles (IoV)
[6], Intelligent Transportation Systems (ITS) [69], Internet of Intelligent Things
(IoIT) [80], Software-Defined Networks (SDN) [23], supply chains [43], and
military applications [82].

3.1.1 Application Areas of Fog Computing

Nikouei et al. [52] proposed an authentication scheme on a smart surveillance
system that is based on generating pattern indexes of identified interesting objects
and timestamps on a live streaming video. The resulting indexes can be stored on
the cloud to be used for further heavy processing. This event-oriented processing of
the live video surveillance is done at three levels: a) object detection and tracking;
b) extraction of low-level features at network edge; and c) data aggregation at fog
nodes and processing and cloud centers. This requires event-oriented surveillance
video query, real-time indexing, and secure data transferring, and blockchain-
enabled authentication.

In the first level of object detection and tracking, the video live video is captured
and sent to the edge or fog nodes in real time. The edge nodes then detect anomalies
by extracting low-level features in the objects and behavior with minimal false
alarm rate considering the limited resources available. This may require running
a person, object, vehicle (POV) algorithm that is resource-heavy and hence avoided
on edge devices. More resource-efficient tracker algorithms with the pre-trained
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convolutional neural network (CNN)–Deep Learning models [3] are used. At
the second level, certain relevant descriptive metrics are defined for the objects
identified at the first level. Based on the defined metrics, further processing such
as contextualization, classification, and saving are performed.

In general, the metric definition is done at the edge node, and the metric
processing is outsourced to fog nodes or cloud servers. In such a case of outsourcing,
the metric data needs to be transferred from the edge nodes and fog nodes
and requires two-level encryption with symmetric encryption, such as Advanced
Encryption Standard (AES) [2] and RSA public key encryption [57], with shared
key encrypted with the fog node’s public key, to prevent network sniffing attacks.
This is initiated by the edge node that sends a handshake request to the fog node that
obtains its public key certificate in response. The edge node sends the encrypted
shared key. The fog nodes decrypt the shared key using its private key and send
the hashed shared key. Once the edge node verifies the hashed shared key, data
exchange can commence. The shared key is discarded at the end of every data
exchange session. The features extracted at the edge node will be encrypted and
forwarded to the fog node. The fog nodes then place a spatio-temporal context to
the received features for contextualization. These frame-wise data with the location,
time, sequence, the number of objects, and gestures are stored as key–value pair in
fog nodes with sufficient storage that allows fast retrieval. This level of indexing
speeds up the process of querying the video and replaces the slow process of
observing the full video to identify the moments of interest.

The fog layer then shares the indexing data with the cloud layer for higher level
processing tasks. To ensure a more secure and decentralized sharing with support to
scalability, a blockchain-enabled authentication service is used. Every entity in the
network has an account identified by its public key, called the virtual identity (VID)
that is used in the identity authentication and management in the cloud server. When
a fog node sends registration request to the cloud server, a profile is created after
verifying the fog node’s identity credentials. The hashed index table data is managed
by a smart contract, which is deployed in the blockchain network allowing all the
nodes to transparently access the transactions on the chain. Once the registration
information of the fog node is verified, its access request is evaluated according
to the authorization policies. If the request is granted, a transaction is executed by
the cloud to update the list of entities authorized in the smart contract. Once the
transaction itself is approved, the fog node receives the address of smart contract
and the recording function. To authenticate the video query data stored on the fog, a
cloud operator checks the current state of the smart contract and obtains the hashed
key–value index record. Thus, the sensor devices can detect events in a video, which
are indexed based on extracted features and stored in a table that is hashed to prevent
malicious modifications.

Fernandez-Carames and Fraga-Lamas [34] provided a detailed study of intro-
ducing IoT with fog computing using blockchain in the field of education to
propel educational sector toward smart universities and campuses. They defined
the essential characteristics needed for such smart education system, compared
different architectures provided for such a system, studied the effect of introducing
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blockchain, analyzed the existing applications in smart education, and then proposed
new challenges that should be researched in smart education. Chaiyarak et al.
[20] also proposed an architecture for smart management of education even
during unprecedented disastrous situations, such as the Coronavirus Disease-2019
(COVID-19) pandemic. In current situation, COVID-19 becomes a very serious
health concern to the human life throughout the world [22]. One prominent solution
is the use of the Internet of Medical Things (IoMT) that allows to deploy several
wearable Internet of Things (IoT)-enabled smart devices in a patient’s body [31,
36, 39]. The deployed smart devices should then securely communicate to nearby
mobile device installed in a smart home, which then securely communicate with
the associated Fog server for information processing. The processed information in
terms of transactions is formed as blocks and put into a private blockchain consisting
of cloud servers. Since the patient’s vital signs are very confidential and private, the
private blockchain is best suited for such kind of applications.

A number of smart IoT applications are engulfed in the concept of a smart city,
such as smart lighting, smart transportation, smart healthcare, and smart buildings.
Singh et al. [61] proposed an overview of such a smart city model and derived a
blockchain and fog-based architecture with detailed characteristics of requirements
along with a model diagram. It studies the average power consumption, based on
the number of smart devices, and provides a latency comparison of fog and cloud
systems in a smart city environment.

Islam et al. [42] proposed an architectural framework based on human activity
recognition (HAR) directed toward monitoring patients with mental illnesses
remotely. The activities of the patient captured through video are analyzed based
on multi-class categorization using support vector machines. The accuracy of this
classification is improved with the addition of blockchain-based fog architecture.

Gul et al. [38] proposed a reward-based business model based on blockchain that
predicts medical status about a patient. Fernandez-Carames and Fraga-Lamas [35]
proposed a communication architecture to remotely monitor the glucose levels of
patients continuously and warn the patient to take appropriate preventive measures.
This architecture makes use of crowdsourcing in mobile health for distributed
problem solving, and federated blockchains are used to decentralize the system
against single point of failure and increase the transaction privacy as the transaction
data include highly sensitive medical data about patients. Fog computing is used in
order to collect sample data from the patients using distributed mobile smart phone
systems.

Baniata et al. [9] proposed a task scheduling system that can be used to efficiently
automate the scheduling of tasks in complex applications such as smart city where
task scheduling is considered as NP-hard problem, which is a computationally infea-
sible task. This system uses an ant colony optimization (ACO) on fog computing
assisted with blockchain technology that is highly privacy-aware and takes very less
execution time along with tackling high network load.
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3.1.2 Main Contributions

In this chapter, we provide the following main contributions:

• We first discuss the necessity of security in fog computing environment. It is
needed mainly due to the fact that the data is required to be protected from several
potential attacks against passive as well as active adversaries.

• We then discuss the evolution of blockchain in fog computing context.
• Various security and functionality requirements in fog computing environment

are discussed.
• Next, we discuss a taxonomy of various security protocols in fog computing.

Design of security protocols for communication in fog computing may fall into
one or more security protocols.

• We also discuss the network and threat models that are useful in discussing the
existing security protocols for blockchain-enabled fog computing environment.

• Finally, a comparative study among the discussed existing security protocols for
blockchain-enabled fog computing environment has been conducted to measure
effectiveness of the protocols.

3.1.3 Chapter Organization

The remainder of this chapter is organized as follows. The security vulnerabilities of
fog computing are discussed in Sect. 3.2. Section 3.3 studies in detail how blockhain
can be integrated with fog computing and the evolution of this process since the
inception of the ideas of blockchain and fog computing. The security requirements
essential in fog computing are analyzed in Sect. 3.4. Section 3.5 is dedicated to the
study of the types of security protocols needed to be designed keeping in view the
security vulnerabilities and requirements of fog computing. Section 3.6 enhances the
generalized architecture for fog computing by incorporating blockchain technology.
It also studies the different threat models that apply to such a blockchain-based
architecture that can help us analyze the existing security schemes. Section 3.7
studies a plethora of security schemes in detail that have been developed for
fog computing using blockchain technology. Section 3.8 examines the security
strength of studied schemes. Section 3.9 concludes the chapter by summarizing the
blockchain-based fog computing solutions.

3.2 Need for Security in Fog Computing

Delegation of tasks to fog servers may cause some of the data to be available to these
servers. Such data need to be protected against many attacks as defined in Sect. 3.4.
Since fog servers are closer to the end users in the terminal layer, the surveillance
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of the devices is relatively weak. This presents the requirement for better protection
as the fog devices are much more prone to malicious attacks.

Stojmenovic et al. [65] presented a case study of howman-in-the-middle (MiTM)
attack affects the system security in fog servers as the authors believe that this attack
can potentially become the most common attack in fog computing. An experimental
study is conducted by launching MiTM attack in four chronological steps to hijack
communication in a fog-based system. They also studied the effect of intrusion
detection based on anomaly detection by observing the memory consumption and
CPU utilization of gateway node during the launched MiTM attack.

Ali et al. [4] studied that trust can be achieved only after the security goals
of authentication, authorization, and privacy are achieved for each component in
each level of the fog environment. Once trust is achieved, some dynamic method
of identification is applied to each of the components in the environment. Butun
et al. [18] mentioned that IoT as an environment is naturally prone to violation of
user privacy due to the deep commingling of the user devices with other devices in
the network. When such an environment is coalesced with a fog environment, the
privacy violation is exacerbated due to the escalated complexity of determining the
ownership of the huge amount of data circulated in the network.

Kaur et al. [44] identified that most of the security issues in fog computing
correspond to the handing over of pre-processed data from the fog layer to the cloud
layer address the need for lightweight security schemes compared to heavyweight
schemes due to the significant resource limitations in the fog servers in the fog
layer compared to cloud servers in the cloud layer. Mukherjee et al. [51] studied the
comparison of cloud, edge, and fog computing along with the fog–cloud interface
that allows the cloud layer to distribute the services to the fog servers in the fog
layer in a resource-efficient manner.

From the above studies, it is clear that the security plays a very important role
for protecting data in fog computing setting. The security of fog computing can be
further enhanced by using the blockchain technology.

3.3 Blockchain and Its Evolution in Fog Computing

Baniata et al. [8] provided a detailed study on the integration of blockchains
with fog computing and made observations that a majority of the applications of
blockchains in fog computing were targeted toward maintaining data, followed
by identity management, payment/trading, and reputation systems in IoT-related
systems and used proof-based consensus algorithms with most of the applications
using the Proof-of-Work (PoW) consensus protocol [10]. Integrating blockchain
with fog computing requires a trade-off decision between the need for security,
reliability, and decentralization with the cost of money, energy, and latency of using
blockchains.

Uriarte et al. [68] studied the three blockchain-based fog solutions, a decentral-
ized supercomputer, named Golem Network, a decentralized cloud named iExec
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and a decentralized fog computer, named SONM, and identified that none of these
solutions provide smart contract-based quality of service (QoS) and that privacy
of consumer data is at stake since it is managed by their parties. The need for
decentralized races was also identified.

Bouachir et al. [17] studied the challenges presented in a cyber-physical system
useful for IoT and industrial Internet of Things (IIoT) and the usage of blockchains
to overcome these challenges. They identify that the limited computational, com-
munication, and storage resources of small devices are not naturally compatible
with the blockchain infrastructure, which usually require high-compute-intensive
machines. Also, blockchains are designed to use homogeneous nodes with equal
capabilities and responsibilities, whereas the cyber-physical system environment
has heterogeneous devices interconnected. Thus, the centralized network architec-
ture is shifted to a distributed architecture with fog computing to overcome the
resource limitations and heterogeneity challenges.

Wu et al. [83] proposed a strategy to integrate blockchains with fog computing by
partitioning the fog server nodes into clusters such that every cluster has an associ-
ated access control list (ACL) stored on a customized compute-efficient blockchain
to monitor and restrict access to resources between clusters. Figure 3.1 shows
the evolution of blockchain in fog computing, which shows how the blockchain

Fig. 3.1 Evolution timeline
of blockchain in fog
computing
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technology started in 1979 and Artificial Intelligence (AI) trends came recently in
blockchain for Big Data analytics purpose for accurate and better predictions on the
data that are stored into the blockchains.

3.4 Security and Functionality Requirements in Fog
Computing

The security requirements in fog computing environment are given below [64]:

• Confidentiality: It must be ensured that the data flowing in the network is
understood by intended recipients only.

• Data integrity: Any message from an authorized sender to an intended recipient
must not be altered during the transit.

• Authentication: It is required to validate a communicating node who it claims
to be. All parties involved in fog computing environment, such as user, IoT
smart device, fog node, and cloud server, must establish bi-directional trust
through mutual authentication before granting access to restricted resources or
any sensitive information.

• Authorization: In fog computing, where access control mechanisms are
employed, it is required to authorize an authenticated entity to check if he/she has
required privileges to access the requested resource. This, unauthorized access
leads to an under-privileged user accessing an elevated resource.

• Availability: This requirement ensures that the services of fog computing are
always available and must not be hampered by internal/external attacks or by
resource starvation due to complex operations. In other words, denial-of-service
(DoS) attacks must be prevented.

• Data freshness: Freshness is a very serious security feature in fog computing to
ensure that the received data is freshly generated by the authentic participant and
is not a replay message by an adversary.

• Anonymity and privacy: Identities of the entities must not be exposed to any
eavesdropping adversaries.

• Non-repudiability: Every session must be uniquely associated with a valid
communicating entity such that in case of misuse, the guilty can be held
responsible for his/her actions.

Apart from the above security requirements, the following security properties should
be fulfilled:

• Forward secrecy: If a node or an entity leaves the network, it must be blocked
from reading any communication flowing in the network after its departure.

• Backward secrecy: If a new node (entity) joins the network, it must also be
blocked from reading/decrypting the communication that is flowed before its
introduction.
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Fig. 3.2 Various possible potential attacks in fog computing environment

Additionally, the following attacks must be prevented in fog computing environ-
ment (see Fig. 3.2):

• Node replication attack: The attacker can deploy a malicious node that can
simulate the identity and working of an existing node. The malicious node may
generate fake messages in the network causing the other nodes to receive multiple
conflicting messages.

• Wormhole attack: The adversary directs the messages between two nodes in the
network such that these messages are tunneled through a set of nodes that are
under the attacker’s control. It forces the end nodes to misinterpret the route
as the more efficient route by deceiving the end nodes into construing their
distance between them as minimal. This allows for the network traffic to be
shaped according to the attacker’s needs. Such an attack can make provision for
other attacks on the network traffic such as sniffing, modification, and dropping.

• Sinkhole attack: In this attack, an attacker compromises a node and modifies all
routes to be directed through it so that all the traffic can be captured. This is
done by publishing a less hop distance to misguide the neighbor nodes. Once
the malicious node receives the traffic, it can misuse the re-directed traffic to
eavesdrop, capture, modify, delete, or add messages to the traffic.

• Replay attack: The attacker monitors traffic between two communicating entities
and copies certain message packets from sender to the receiver. These copied
packets can then be sent to the receiver node multiple times to obtain undue
advantage in terms of financial gain.

• Man-in-the-middle attack: This is a very specific attack in which the adversary
first captures and blocks messages from the message sender to the message
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receiver. Then the attacker creates counterfeit messages to be sent to the receiver.
Similar action is repeated during the response from the receiver to the sender.
This results on the counterfeit messages to be exchanged between sender and
receiver instead of the real messages and allows the attacker to manipulate the
two parties into thinking that they have exchanged the data with each other when
in reality they have exchanged the data with the adversary. The two parties may
not even be aware of the existence of the adversary.

• Impersonation attack: In this attack, the adversary illegitimately obtains the
credentials of a legitimate entity. These credentials are then used by the attacker
to communicate with other entities, misleading them into thinking that they
communicate with the real entity.

• Privileged-insider attack: This attack is different from other attacks in that the
adversary is not an outsider, but a legitimate user who has misuses his/her access
privileges to obtain illegal information.

• Online/offline guessing attacks: Offline guessing attack refers to the act of
speculating the correct login credentials of an entity. Online guessing attack is
similar except that the adversary also attempts to login to the server. Offline
guessing attack is considered to be more dangerous as the only limitation is the
speed of the computer that is used to crack the password, whereas the speed of
the network is an additional limiting factor in an online password guessing attack.

• Ephemeral secret leakage (ESL) attack: Any secret that is produced during
the key establishment phase is called an ephemeral secret. Such secrets lead
usually to play an important part in formulating the secret key and hence
can present a major vulnerability in leakage of secret key information. ESL
attacks are directed toward extraction of such ephemeral secrets used in the key
agreement/establishment process.

• Physical smart device capture attack: This attack is possible in small-sized
devices that may be mobile or immobile. The adversary seizes a device and
extracts information from its memory. Such devices usually store secret infor-
mation in their memory. If the device memory is insecure, this attack may lead to
loss of a lot of secret information. Recovery from this attack involves replacement
of such a device that may affect the cost involved.

• Sybil attack: In this attack, a malicious node maintains multiple active pseudony-
mous identities to itself in the network. Other nodes identify each of the identities
to be unique nodes.

The following are the functionality requirements that are needed in fog computing
deployment:

• A designed security protocol must be efficient in terms of storage, computation,
and communication.

• Various entities registration/enrollment process should be executed in offline
mode by the registration authority in order to reduce huge communication
and computational overheads as the registration process is typically one-time
procedure.
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• The designed security protocol must support dynamic addition of entities in
fog computing environment because some resource-constrained devices, such as
IoT smart devices deployed in the network, may be physically captured by an
adversary or they may be drained out of their battery power.

• A legal registered user must be permitted to change his/her password locally
without contacting the registration authority in the designed security protocol.

• The designed security protocol must be scalable for supporting a huge number of
nodes in a target network.

3.5 Taxonomy of Security Protocols in Fog Computing

Design of security protocols using the blockchain technology for communication in
fog computing may fall into one or more of the categories as shown in Fig. 3.3.

3.5.1 Authentication

Authentication of an entity verifies the identity of that entity by comparing the given
credentials associated with the entity with the existing credentials that are allowed to
access the system. The entity under consideration may be a device, a host, or a user.
Authentication of a message ensures that the origin of the message is the intended
source entity. On the other side, authentication of an entity may be single factor
or multi-factor. Single-factor authentication uses one set of credentials, whereas
multi-factor authentication uses multiple sets of credentials to verify an identity.
In general, up to three-factor authentication is commonly used. The classification of
authentication is provided below:

• User authentication: Under this category, a user is typically registered with a
trusted registration authority (RA) and obtains the secret credentials from the

Fig. 3.3 Taxonomy of security protocols in fog computing environment
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RA that are stored in a smart card or a mobile device. Later using the registration
credentials stored in the smart card or mobile device, a user authentication
with an accessed entity in fog computing environment and after successful
mutual authentication, they establish a session key that is further used in secure
communications [21, 30, 50, 66, 73, 77, 78].

• Device authentication: In device authentication, after registration with the RA,
two devices need to mutually authenticate each other prior to establishment of
session (secret) key using their pre-loaded registration credentials [81]. Next,
using the establishment secret key, they can securely communicate each other for
accessing the services in fog computing environment.

3.5.2 Access Control

Access control is the process of defining the operations that are allowed by an
authorized entity in a given system and verifying that the entity is performing
only the allowed operations on the system. Such access control schemes may use a
certificate or they be also certificate-less. The access control mechanism primarily
comprises the following two tasks [24, 25, 40, 45]:

• Node authentication: The newly deployed node must authenticate itself to the
neighbor nodes in order to prove that it is a legal registered node and can access
the network.

• Key establishment: It is essential for the newly deployed node in order to establish
secret keys with the neighbor nodes to assure secure communication while
transmitting the data only after mutual authentication.

3.5.3 Key Management

Two or more entities that wish to communicate securely with each other in such a
way that the exchanged data is not visible to another external party must encrypt the
data with a secret key common to all the entities involved in the communication.
Such a key is to be agreed upon by all the involved entities and distributed securely
among them [26–29]. This key also needs to be protected against compromise from
different attacks. If it is compromised, the copy of the key at every entity must be
replaced with a new agreed key. There are two types of key management that are
possible:

• Probabilistic key management: Let the probability of establishing a secret key
shared between any two neighbor nodes in the network be denoted by pkey . If 0 <

pkey < 1, a key management scheme is said to be probabilistic or randomized
key management scheme.
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• Deterministic key management: If pkey = 1, a key management scheme is termed
as a deterministic key management scheme.

A node in fog computing environment (for example, an IoT smart device) can be
physically captured by an adversary. By compromising the secret credentials stored
in the compromised nodes, the attacker may be able to decrypt secure communica-
tion among other two non-compromised nodes in the network. Let Pe(nc) denote
the fraction of secure communication links that are compromised when nc nodes
are already compromised in the network excluding the communication links that
are directly involved due to compromise of nc nodes. If pe(nc) = 0, we say a key
management scheme is unconditional secure or perfectly resilience against physical
node capture attack.

3.5.4 Intrusion Detection

Intrusion detection system (IDS) is a regular monitoring system that can be either
a hardware device or a software to identify any activity that can be considered
as malicious according to pre-defined rules or policies. The techniques to detect
intrusion in a system can be statistical- or anomaly-based and rule- or signature-
based [55, 56, 75, 76, 79]. In statistical techniques, behavior of the system under
normal circumstance is defined and stored in the IDS. This is done by collecting
relevant data of regular users who are allowed by the system as legitimate. While
the system is monitored, its behavior is analyzed against the stored conditions
to categorize the current condition as normal or abnormal, if it falls outside the
scope for the defined behavior for normal working of the system. In the rule-based
techniques, the behavior of the system under potential attack is defined. While the
system or network is under surveillance, any activity that concords with the attack
pattern is categorized to be an intrusion.

3.6 System Models

In this section, we elaborate the network and threat models related to blockchain-
enabled fog computing environment.

3.6.1 Network Model

The network model exhibited in Fig. 3.4 consists of three layers: (1) terminal layer,
(2) fog layer, and (3) cloud layer. These layers have the following functionalities
and characteristics:
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Fig. 3.4 Network model for a blockchain-enabled fog computing environment

• The terminal layer is the layer that consists of the end users, sensors, and other
sensing and actuator devices that have the capability to sense the environmental
readings of various physical parameters and send these parameters to the nearest
fog server in the fog layer. It may also consist of actuator devices that can receive
signals to perform a certain action that can affect the physical parameters.

• The fog layer consists of fog servers that are placed in groups nearer to the
location of the actual sensor devices environment. These fog servers receive
the sensor data consisting of readings of physical parameters and can perform
certain pre-processing operations on this data. The blockchain is accessible to
the terminal layer, fog layer, and also the cloud layer. Meta-data about this pre-
processed data may be stored on the blockchain with the help of pre-defined
operations in smart contracts. Once pre-processing is completed, the sensor data
is stored at the fog servers until sufficient data is collected to be passed onto the
cloud layer.

• The cloud layer consists of an assemblage of different types of cloud centers,
such as private cloud center, public cloud center, and hybrid cloud center, which
consist of high-end servers with access to private, public, and hybrid blockchains
in the blockchain center. Depending on the application at hand, either private or
public or hybrid blockchain may be used. The servers in the cloud layer have
the capability to completely process the sensor data. Based on this processing,
the smart contract may trigger a particular action to be performed at the terminal
layer so the physical parameters can be controlled as required. This data may
also be further forwarded to an Artificial Intelligence (AI) and Big data center
that has the capability to utilize the data for further analysis and apply prediction
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techniques to forecast any consequences of current actions at the terminal layer.
Such consequences may trigger a new cycle of terminal to fog layer and fog to
cloud layer data exchange and processing. Thus, the network model presents a
system that is continuously active for the purpose of keeping the environmental
surroundings in required limits.

3.6.2 Threat Model

The proposed network model is designed to be resistant against attacks defined in
the threat models of Dolev–Yao model (DY model) [33] and Canetti–Krawczyk
adversary model (CK model) [19].

• The DY model considers an adversary with the capability to monitor the
messages communicated between two parties in order to modify or delete the
messages. It also allows the adversary to add malicious content into the message
on transit that may lead to misinterpretation of messages between the two parties.

• An adversary in the CK adversary model is similar to an adversary in the DY
model. Apart from that, it can extract the information regarding the secret creden-
tials, secret keys, and also any information about the states of the current session
if all this information is stored insecurely in the memory of the communicating
entities by launching session hijacking attack.

In addition, the end-point entities involved in communication are not in general
trustworthy. The adversary may launch power analysis attack [49] or timing
attack [32] to extract sensitive information from the physical captured devices’
insecure memory and use the extracted data to impersonate the compromised entity.
The cloud and fog servers can typically treated as semi-trusted entities in the
network. Finally, the registration authority involved during the registration process
is considered as a fully trusted entity in the network.

3.7 Security Solutions for Blockchain-Based Fog Computing
Environment

The user authentication system proposed by Almadhoun et al. [5] uses smart
contracts to map fog nodes with IoT devices [47]. The access control permissions
of the users and their permitted operations are handled by the administrator. The
end users access the devices with their unique Ethereum addresses indirectly via
smart contract or directly though application. Their scheme supports confidentiality,
integrity, and non-repudiation, and it is also resilient against denial-of-service (DoS)
attacks [62]. This scheme is a traditional authentication scheme where the entity
is to be declared legitimate prior to any exchange of communication data. Once
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declared so, the entity is trusted to be authentic. This may lead to vulnerabilities
toward attacks aiming on active sessions.

Al-Naji and Zagrouba [41] builds upon the scheme by Almadhoun et al. [5] by
adding continuous authentication, in which the entities involved in a session are
continuously authenticated for the duration of an active session. This scheme is
developed as a user-to-device model for mutual authentication between an end user
and fog nodes with a smart contract issuing the access to avoid the involvement of
trusted third party. A machine learning model for face recognition is used at the fog
layer that is continuously updated according to the data collected by the IoT smart
devices. The smart contract applies face similarity score and a similarity threshold
on the face recognition model to obtain the trust model based on the comparison
results, which then yields the access decision model with the decision to continue
or lockout that is fed back into the fog layer.

Wang et al. [72] proposed a mutual authentication scheme between an end user
EUi and an edge server ESj with the key materials table KMST deployed on
a smart contract over a blockchain system based on Ethereum or Hyperledger
fabric. The deployed smart contract contains algorithms to perform initialize,
update, query, and revoke on the KMST . A trusted registration authority (RA)

registers the end user EUi and the edge server ESj via separate private and secure
communication channels between them. When an EU decides to join the network,
it sends a request with IDi to RA. The RA chooses its own private scalar ri ∈
Z∗

q and multiplies the base point P , ri times, to obtain a point on a non-singular
elliptic curve as Ri = ri .P , where k.P = P + P + · · · + P(k times) denotes the
elliptic curve point (scalar) multiplication [46], q is a large prime such that elliptic
curve discrete logarithm problem (ECDLP) becomes intractable, Zq = {0, 1, · · · ,

q − 1}, and Z∗
q = {1, · · · , q − 1}. RA computes another private scalar xi ∈ Z∗

q

for EUi using its own private scalar ri and its own master key s, and also computes
the corresponding public key for EUi as PKi . RA generates PIDi as the hash of
EIi’s public key PKi and encrypts EUi’s identity IDi . xi is stored securely at EUi .
Similar procedure is applied at ESj to obtain, verify, and store xj .

The authentication process in Wang et al.’s scheme [72] between EUi and ESj

starts with EUi generating a private scalar a ∈ Z∗
q and computing the corresponding

elliptic curve point A = a.P . It then computes parameter pidi as the bitwise
exclusive-OR (XOR) of PKi and the hash of A concatenated with the point a ·
PKj . It also computes the parameter k as the sum of a and the product of xi and
the hash of PKi , pidi , A and the timestamp ti . EUi sends the parameters A, pidi ,
k, and ti to ESj . ESj verifies timestamp ti , extracts PKi from pidi , and hashes
it to obtain PIDi that is sent as an argument to query the KMST and check the
validity. If the result is true, ETi has not expired and ESj verifies the parameter
k using A and PKi extracted above. ESj then computes the parameters K1 as the
sum of the points obtained from point multiplication of xj , A and b, PKi , where
b is a private scalar chosen by ESj and its equivalent ECC point computed as B.
The other parameter K2 that is the last component of the session key is obtained
as the product of private scalar b and the point A received from EUi . The point B,
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the session key verifier w, and timestamp tj are sent to the EUi . EUi computes the
session key similar to ESj and verifies it using the session key verifier.

Pallavi and Kumar [53] proposed an authentication scheme based on smart
contracts that allows the data owners to verify the entities requesting for the data
without the involvement of any third party. The proposed scheme uses a system
model consisting of an administrator, end users, fog nodes, IoT smart devices, and
cloud. Administrator registers fog nodes and IoT smart devices and handles access
control through attribute permission using smart contracts. The end users are the
requesters of the data from specific IoT smart devices. Fog nodes provide some
storage and computation ability to reduce the processing and storage latency at
the IoT devices. The cloud consists of the complete collection of data that can be
used for heavy processing. A smart contract consists of a mapping of which IoT
smart devices send their data to specific fog nodes and also a mapping of which end
users are allowed to access which IoT smart devices. To register a device, the admin
creates a smart contract that generates a device password, based on the device ID,
and Ethereum address also uploaded to the IoT smart device. The device password
is also recomputed and stored at the smart device. To access the device, an end
user needs to specify this device password correctly. To map the fog nodes and IoT
smart devices, admin creates a message using device Ethereum address and another
message using Ethereum address of fog node. The pair of fog node and the device
to be mapped are then stored in both fog nodes and IoT smart devices. Similarly,
another message is created from user ID and password that is stored in both end
user and smart device to map them together. The authentication phase authenticates
the end user to the admin by sending a request to access a specific device with
its Ethereum address. The request may be rejected by the admin if the user is not
authorized to access the requested device. The token generation phase uses the hash
of timestamp, device Ethereum address, and public key to create: (a) an access user
token with the device Ethereum address and identity and (b) a user token with the
user identity and Ethereum address. As a response to the authentication request sent
in the authentication phase, the admin sends an access token to the user followed by
the creation of user token by the user. The tokens are verified by the smart contract
by computing a message that encrypts the product of user password XORed with
the timestamp and the hash of device identity concatenated with the random number
used in the first message of device–fog mapping. After the end user enters the user
password for access, the verification message is also computed at the end user. If the
verification messages generated at the smart contract and the end user are identical,
then the user token is sent to the fog node and an access token is sent to the end
user. The received tokens are verified at both ends. From the received user token,
the fog node computes the user private key and the session key as the encryption
of the device identity concatenated with device password. The fog nodes send both
the private key and the session key to the end user. The end user digitally signs its
user token with the received private key and sends to the fog node. The fog node
then verifies the digital signature on the user token and generates the first signed
message with encryption of user token and user private key concatenated, and a
second signed message as the hash of the Chebyshev polynomial [37] XORed with
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the user token. The end user sends the two signed messages to the fog node. The
fog node re-computes the two signed messages and verifies if the received signed
messages match the computed messages. If so, the end user is granted access to
the IoT smart device. In the data exchange phase, the end user and IoT device can
directly communicate over an established secure sockets layer (SSL) connection.
The fog node and the end user generate a parameter by encrypting the concatenation
of the first signed message and the session key and adding it to the user private key.
If this computed parameter matches both the fog node and the end user, the data
exchange can be successfully initiated. The drawback of this scheme is that the fog
nodes send both the private key and the session key to the end user. This scheme
requires the channel to be a private secure channel (via SSL) between the fog nodes
and the device.

Abdalah et al. [1] proposed a system where a controller registers and manages
the gateway fog nodes and registers the IoT smart devices. Each controller manages
one gateway fog node, and each fog node manages multiple IoT smart devices. The
cloud server is a centralized system that has the capability to register the devices,
create users, deploy smart contract, and register the controller to the blockchain. The
cloud server first registers the devices by executing the add device function in the
smart contract and issues a private key to the device. The device itself generates the
corresponding public key from the private key received. The device now registers
with the gateway fog node by sending a request with its public key and receives
the gateway public key in response. To prevent replay attack, the device sends
its identity, its device information in JavaScript Object Notation for Linked Data
(JSON-LD) format [67], a nonce, and a timestamp encrypted with the gateway’s
public key to the gateway node. After verifying the timestamp, the gateway forwards
this request to the controller that ensures that the device exists of the blockchain
and is registered by the user before adding the device identity and the device
information onto the blockchain. Once it is done, the controller sends the device
identity and a new nonce encrypted with the gateway public key to the gateway. If
the nonce is valid, the gateway replies to the device with the device identity and
user–device key. The device is now registered. The gateway sends its identity and
public key to the controller, which invokes the smart contract to add the gateway and
responds with its own public key if the gateway registration is successful. During
device authentication process, the device sends its identity and request nonce to
the gateway, which invokes the get device function in smart contract to extract the
device information, if it is legitimate. The gateway responds to the device with the
received request nonce and adds a new response nonce encrypted with the user–
device key. The device decrypts the response nonce with the user–device key and
sends this nonce to the gateway encrypted with the gateway’s public key. If this is
verified correctly, the gateway responds with the request nonce and a timestamp to
declare that the device is now authenticated to communicate with the device.

Patonico et al. [54] proposed an authentication scheme designed to provide
anonymity and data integrity along with the generation of a secret session key
by computing separate parameters for each of these security functionalities. Each
device is pre-loaded with an identity, a certificate, a pair of public and private keys,
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and the public key of the cloud server. The sum of a random variable and the private
key of the computing entity is generated. This sum is multiplied with the base point
of an elliptic curve to obtain the parameters for session key generation. The sum is
further multiplied with the public key of the cloud server to obtain a symmetric key.
The first anonymity parameter is generated by encrypting the entity identity and
certificate using the symmetric key. A second anonymity parameter is generated
by multiplying the sum with public key of the entity. The data integrity parameter
is generated by hashing the concatenation of session key parameter, anonymity
parameters, and data integrity parameter. All these parameters are sent to the fog
device, and the sensor device is said to be initialized at this stage. The fog server
follows a similar procedure to obtain its own session key parameters, anonymity
parameters, and data integrity parameters with the first anonymity parameters
generated using session key parameters and second anonymity parameters of both
sensor node and fog node. All the parameters from fog node, the second sensor
anonymity parameter, and the sensor session key parameter are all forwarded to
the central server. The central server follows the same procedure as the fog node
and generates an anonymity parameter for the sensor device that is passed to the
sensor node via the fog node. The session key consists of the hash of the session key
parameter between sensor-to-fog, fog-to-central server, and central server-to-sensor
node.

Yang et al. [84] proposed a framework for access control with a cloud service
provider, a data owner that uploads the data to the cloud, and the associated access
rights for each resource to the blockchain and a data user that accesses resources
from the cloud if verified for the access rights requested. The need for blockchain
arises from the fact that the cloud is assumed to be only semi-trusted. When the
data user requests for a resource from the cloud, it queries the blockchain for the
access rights of the user for the requested resource. Depending on the result obtained
from the blockchain, the final access permission is determined. For the smooth
flow in this system, the cloud, the data owner, and the data user register with the
blockchain in the initialization phase by sending a request message along with the
start and end timestamps of the time period during which the data requested is to
be synchronized. The blockchain generates the public and private keys for the cloud
using a smart contract function. Using the public key of the cloud, the associated
address for the cloud is determined. The symmetric key between the cloud and
the blockchain is used to encrypt the cloud keys pair, and the cloud address with
the private cloud key encrypted again with the symmetric key. The cloud uses the
symmetric key to decrypt its address and key pair. The data user and data owner
are also registered in a similar procedure. To publish the resource, it is uploaded to
the cloud by the data owner, and the associated metadata returned by the cloud is
uploaded to the blockchain using a smart contract function. To access a resource, the
user sends the encrypted resource information and its own address to the cloud. The
cloud decrypts the resource information and the user address and obtains the hashed
resource information that is passed to a smart contract function on the blockchain
that returns the appropriate result metadata information, which is passed on from
the blockchain to the cloud. The cloud decrypts this result metadata information
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and checks if the resulting metadata information in the actual data in the cloud has
the same value of this result metadata returned from the blockchain. If it happens so,
the cloud responds to the user to access the resource and updates the access log in
the blockchain about this recent user access to the resource. Authorization of access
to different users may be directly given to the data owner by allowing the blockchain
to call the verification smart contract function or indirectly by a previous data user to
other data users by allowing the data users to send an authorization notice proving
that they are allowed to authorize other data users. This scheme uses the address
of resources and users instead of usernames that gives improved performance. In
addition, this scheme provides accountability, availability, authenticity, and integrity
with multiple protection mechanisms.

Zhang [85] proposed a key management scheme, named as dynamic contributory
broadcast encryption, that can be used to establish a secure channel among a group
of fog nodes such that a common public key is generated for encryption and separate
private keys for each fog node in the groups are generated for decryption, without
the involvement of any third party. This allows any external end user to generate
messages intended to be received by one of the fog nodes in the group and securely
encrypt it with the group fog public key. Such a message can only be decrypted
by the specific recipient fog node in the group. No other node in the group will
be able to decrypt the correct message. This scheme allows any fog node to leave
the group at any time and any node to join the group at any time. This scheme
uses the bilinear pairing cryptographic primitive to generate a tuple for each group
of fog nodes corresponding to the group size. A bilinear pairing is a mapping e:
G1 × G1 → G2 with the following three properties [16, 48]. Here, G1 and G2 are
the cyclic additive and multiplicative groups of a large prime order q, and G2 is
called the target group.

• Bilinearity: e(P + Q,R) = e(P,R)e(Q,R) and e(P,Q + R) =
e(P,Q)e(P,R), ∀P,Q,R ∈ G1. In general, we have e(aP, bQ) = e(P,Q)ab,
∀a, b ∈ Z∗

q = {1, 2, · · · , q − 1}.
• Non-degeneracy: Let eG1 be the identity inG1. Then, e(P, P ) �= eG1 , ∀P ∈ G1.
• Computability: There is an efficient polynomial-time algorithm to calculate

e(P,Q), ∀P,Q ∈ G1.

The group size dynamically determines based on the earlier groups and applications.
Since the fog nodes can join and leave dynamically, the number of fog nodes may
exceed the group size at some point that necessitates the need for creation of a new
group. Every fog node is given a position in the system. A system position is set
to 1 if occupied by a fog node. During initialization, every fog node computes its
local parameter for itself and other fog nodes and publishes all these parameters.
The rest of the fog nodes then computes the public encryption key from the received
messages and derives its own private decryption key. When a new fog node is to join
the system, it has to repeat the initialization process and set its position in the system
to 1. When a fog node is to leave the group, it publishes its local parameters for itself
and its group nodes to the entire group. The rest of the members then multiplies with
the inverse of these parameters to nullify the existence of this fog node. To send a
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message to multiple groups, an end user has to encrypt the same message using
the public keys of the intended groups multiple times separately. This process has a
large communication overhead, and to reduce this, a uniform session key for all the
groups can be shared to every group encrypted with the group session key so that a
broadcast message can be passed to all the fog nodes across all the groups at once.
This trade-off reduces the complexity of communication to linear complexity.

Shabisha et al. [60] proposed an authentication system and key agreement system
for a group of fog nodes where a fully trusted server registers and authorizes the
devices and the fog nodes jointly perform the agreement of the key among them-
selves. The designed scheme, based on elliptic curve cryptography and Lagrange
interpolation, considered several factors such as ensuing the privacy of the devices
and keeping the connection among the nodes untrackable, with no necessity of pre-
shared key variables. The scheme has been designed by considering two typologies:
(a) static topology, where the devices have fixed locations and are statically assigned
to a fixed fog node, and (b) dynamic topology, where the devices are assumed to be
mobile leading dynamic mapping of fog nodes based on the changed location. The
initialization phase ensures that the device’s public session parameter is known to
the fog node and the server with the device’s identity hidden using hash and elliptic
curve point multiplication with the server public key. The difference between the
static and dynamic initialization is that the public device parameter is computed
at the server for static initialization, whereas it is computed at the device node
for dynamic initialization. The group authentication and key agreement phase runs
in four stages: (a) request of update by fog node, (b) response by devices, (c)
response by fog nodes, and (d) acknowledgment. In request of update stage, the
fog node computes a signature on a public variable that is derived from a local
private random variable and sends it to the server along with its fog identity. After
the server verifies the signature, it computes its own signature from a local private
random variable, two parameters for device and fog node, and a polynomial from
the Lagrange interpolation. The hashed polynomial along with the server signature
and fog signature are sent to the fog. The fog verifies the signature and forwards
the message to the device. The device verifies the integrity of the message and the
signature before storing the hashed polynomial. It encrypts the received parameters
after hashing their concatenation and forwards them to the fog node. The fog node
reconstructs the polynomial and extracts all the coefficients and forwards them
to the device. Using this, the device derives the polynomial using the Lagrange
interpolation and checks if it matches with the stored hashed polynomial. If it is so,
the local private random variable is updated, and the hash of the polynomial, old
private random value, and new private random value are taken and multiplied with
the device private key and subtracted from the new private random value to obtain
the difference as s. This differences s along with the old and new private random
values are passed to the fog node. The fog node performs the same computation
of difference, and after verification with the received difference, it updates the
public random variable of device in its memory. The server performs the same
verification and updation of device public random variable in its memory. For data
exchange, the message may be sent in plaintext or encrypted with the symmetric key
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between device and fog node. A timestamp is further generated. Three hashes of the
message and timestamp, the symmetric key and timestamp, and the message, the
symmetric key, and timestamp are generated, concatenated, and encrypted with the
Lagrange polynomial as the key for non-encrypted communication. For encrypted
communication, the ciphertext corresponding to the message is concatenated with
the hash of the symmetric key and timestamp, along with the Lagrange polynomial
and passed to the fog node. This scheme provides authentication of the entities,
authenticity, integrity, anonymity, unlinkability, perfect forward secrecy, group
forward secrecy, and backward confidentiality.

3.8 Comparative Analysis

In this section, we perform a detailed comparative study on the communication
and computational costs and also security features among various state-of-the-art
security protocols, such as the schemes designed by Almadhoun et al. [5], Al-Naji
and Zagrouba [41], Wang et al. [72], Pallavi and Kumar [53], Abdalah et al. [1],
Patonico et al. [54], Yang et al. [84], Zhang [85], and Shabisha et al. [60].

3.8.1 Comparative Analysis on Communication and
Computational Costs

For comparative study on the communication and computational costs, we have
computed the communication and computational costs for different schemes. Next,
we have rearranged the schemes in descending order based on their communication
and computational costs. If the computational/communication cost for a scheme is
high/very high, we have marked it as high; if the computational/communication
cost of a scheme is low, we have marked it as low; otherwise, if the computa-
tional/communication cost for a scheme is medium, we have then marked it as
medium. Table 3.1 shows a comparative study on communication and computa-
tional costs for the existing schemes.

The studied security protocols have been compared on the basis of the number of
operations required for expensive computations in the schemes and the amount of
data to be transmitted as communication costs. The cost ranges for communication
less than 3000 bits have been considered as low, and more than 4000 bits has been
taken as high. With computation cost, the schemes that are based on bilinear pairings
or involve many elliptic curve multiplication operations turn out to have very high
computation costs.



3 Blockchain-Based Fog Computing 53

Table 3.1 Comparative study on communication and computational costs

Scheme Communication cost Computational cost

Almadhoun et al. [5] Low Medium

Al-Naji and Zagrouba [41] Low Medium

Wang et al. [72] Medium Medium

Pallavi and Kumar [53] Low Low

Abdalah et al. [1] High High

Patonico et al. [54] High High

Yang et al. [84] Medium High

Zhang [85] High High

Shabisha et al. [60] Low High

Table 3.2 Comparative study on security features

Features [5] [41] [72] [53] [1] [54] [84] [85] [60]

Confidentiality � � � � � × � � �
Integrity � � � � � � � � �
Authenticity � � � � � � � � �
Non-repudiation � � � � � � � � �
Anonymity � � × � � × × × �
Traceability or unlinkability � � × � � � � � �
Mutual authentication � � � � � � � � �
Key agreement � � � � � � � � �
Forward secrecy × × × × × × � � �
Backward secrecy × × × × × × � � �
Replay attack � � � � � � � � �
Man-in-the-middle attack � � � � � � � � �
Privileged-insider attack × × × × � � × × �
ESL attack × � × � � � × � �
Impersonation attack × � � � � � × � �
Physical node capture Attack × � � � � � × � �
DoS attack � � × × � � × � �
Note:�: A scheme resists an attack or supports a feature; ×: a scheme does not resist an attack or
it does not support a feature

3.8.2 Comparative Analysis on Security Features

The security features among the existing schemes are compared in Table 3.2. Several
security features have been considered based on security requirements and threats
in fog computing environment that are already discussed in Sect. 3.4. It is evident
that the scheme [60] provides better security as compared to other existing schemes
considered in Table 3.2.
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3.9 Conclusion

In this chapter, we focused on studying fog computing in detail by analyzing its
applications in various fields. The applied analysis allows to understand the need
for security in fog computing. Once the security and functionality requirements of
fog computing were identified, the evolution of the usage of blockchains to fulfill
the security gaps in fog computing was studied. The literature was analyzed to
understand the existing security schemes that apply blockchains in fog comput-
ing. Finally, we provided a detailed comparative analysis on the communication
and computational costs and also security features among various state-of-the-art
security protocols that are proposed in the line of blockchain-based fog computing
environment.
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Chapter 4
Physical Layer Security Challenges and
Solutions for Beyond 5G Fog Computing
Networks

Alessandro Brighente, Mauro Conti, and Foroogh Mohammadnia

4.1 Introduction

Physical Layer Security (PLS) has attracted major attention in communication
systems in the last decades [4]. The premise behind the emergence of PLS is to
exploit the physical characteristics of the communication channel to increase the
security via coding and signal processing techniques. The goal is to securely deliver
a message from a transmitter to the intended receiver in the presence of malicious
attackers and eavesdroppers [29]. While conventional cryptography-based security
approaches can be exploited in upper layers, the openness of the wireless channel
still presents a wide attack surface in largely distributed networks.

Conventional cryptographic solutions face multiple obstacles in providing secure
communications in large networks. In fact, the computational complexity of key
distribution of symmetric cryptographic methods or massive computational of
asymmetric cryptography may result prohibitive. Moreover, with recent advance-
ments in quantum computing and the consequent increase in computational capa-
bilities, these solutions have become more vulnerable. Eavesdroppers and malicious
users are hence supposed to have unlimited computational resource and network
parameters awareness [26]. Guaranteeing security in Fog Computing (FC) is further
complicated. In fact, considering the large amount of data generated by multiple
devices, the rapid increase of the number of objects connected to the Internet, and
the fact that most communications occur in wireless medium, security and reliability
have become more critical. Furthermore, the quality of network service should not
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be undermined by the complexity of key distribution schemes or cryptographic
methods. PLS represents a suitable methodology to be applied at the physical
layer to enhance the overall communication system security while maintaining low
complexity and high scalability. These are among the major goals for beyond 5G
networks [23].

In this chapter, we provide an overview of the FC paradigm and architecture,
with a particular focus on its wireless links. We provide an overview of the related
vulnerabilities and attacks and discuss how PLS techniques can be applied to guar-
antee the network security and confidentiality. We also discuss how physical layer
technologies can guarantee security. We focus on the most recent advancements in
the field of wireless communications related to the development of the beyond 5G
and 6G communication networks. We then discuss how PLS represents a viable
solution for FC security and how it can be exploited for secure-by-design network
development.

4.2 Chapter Outline

The reminder of this chapter is organized as follows. In Sect. 4.3, we present the FC
paradigm and architecture including the fundamentals of wireless communications
in FC. Then in Sect. 4.4, we discuss the security and privacy issues and challenges in
FC such as authentication discussion and trust concept. In Sect. 4.5, we present the
basics of PLS compromising the physical layer authentication in different scenarios.
After discussing the PLS basics, in Sect. 4.6, we discuss the technologies and
solutions for PLS in FC, including non-orthogonal multiple access and massive
MIMO. Ultimately, in Sect. 4.7, we conclude the discussion over PLS in FC.

4.3 Fog Computing Paradigm and Architecture

In this section, we first provide an overview of the FC paradigm and architecture.
We then focus on the presence of wireless communication links and stress the
distributed nature of FC.

4.3.1 Fog Computing Paradigm

The current uprising of the Internet of Things (IoT) paradigm creates a trend
where more and more devices are connected to the network. In particular, IoT
includes sensing devices that collectively generate a large amount of data. The
previous generations of network architecture were based on cloud computing,
i.e., the data generated by network edge devices were sent in the raw form to a
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central cloud computing facility to be processed. However, the current market trend
envisions the connection of 25.44 billion devices by 2030 [21]. Therefore, the cloud
computing facilities will need to manage an enormous amount of data, risking to
incur performance degradation due to the limited bandwidth.

To reduce the amount of data that needs to be delivered to the cloud, FC has
been proposed as a novel network paradigm [5]. FC is a distributed computing
paradigm where raw data generated at the network edge is pre-processed by
dedicated edge devices before being passed to the cloud [13]. Therefore, thanks to
the intermediate processing performed by fog devices, the processing needed by the
cloud is drastically reduced. Users send requests and subscribe to fog services and
are constantly updated on the service outcomes until the end of the subscription. Fog
servers and devices perform the intermediate processing needed between the users’
request and the service output. Therefore, thanks to the fog devices, the amount
of data that needs to be delivered to the cloud is drastically reduced. This allows
for reduced bandwidth requirements. A further advantage of FC is the reduction of
the service latency. Considering that end devices are generally the party that needs
access to the processed data, the end-to-end latency between the generation of the
data and its use is reduced thanks to the proximity of fog devices to the generating
devices. Therefore, compared to cloud computing, FC moves the computing power
closer to the users, targeting the quality of service of the users and clients including
network delay, reliability, throughput, and energy consumption.

4.3.2 Fog Computing Architecture

Figure 4.1 shows the architecture of a FC network. We can divide the whole network
into four different layers: end layer, fog layer, core layer, and cloud layer. The end
layer is represented by end devices that generate data. These devices may comprise
IoT sensors, industrial devices, mobile devices, and drones. All generated data need
to be processed before being used by the network or the devices themselves. The
processed data are passed to the fog layer that includes the fog nodes. These nodes
are responsible for data processing and for reducing the amount of data that will
be delivered to the cloud. The fog layer is then connected to the core layer that is
composed of the core network devices that enable the communication between the
fog nodes and the cloud. The cloud layer is the upper layer, composed of the cloud
infrastructure.

Fog devices can be implemented starting from a general device that has
computing and storage capabilities, together with a network connectivity. Such
devices include switches, routers, network controllers, servers, or video surveillance
cameras [18]. The fog layer can be further divided into different layers according
to the specific use case. In fact, multiple fog nodes can be connected and controlled
via a fog server to act on a specific domain. Fog servers can be implemented starting
from any generic server device. They are equipped with communications modules to
connect to the cloud and retrieve information whenever the local processing requires
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Fig. 4.1 Architecture of a fog computing network

it. The FC paradigm does not specify any protocol or connection type (wired or
wireless) among different deployed devices. Furthermore, it does not specify the
protocols that need to be exploited. In this chapter, we focus on the scenarios where
wireless technology is employed for the inter- and intra-layer communications.

4.3.3 Wireless Communication in Fog Computing

The fog computing architecture depicted in Fig. 4.1 includes several connections
that can be implemented via wireless technology. This is particularly true in the
edge layer, where sensing devices may be organized in vehicular or IoT networks.
These devices are generally equipped with modules that enable their ubiquitous
identification, sensing, actuating, and communication capabilities. These devices
are deployed, based on their specific capabilities, in different domains including
medical, agricultural, industrial, and smart home scenarios [18]. All these scenarios
envision the deployment of wireless sensors connected among each other according
to suitable topologies. Furthermore, they need to be wirelessly connected with the
fog devices to report data and retrieve the service output. Wireless connectivity is
also exploited to connect fog devices among each other and possibly with the core
layer. In fact, mobility is a key feature both at the end layer and for computing and
storage devices [18]. Therefore, wireless connectivity is a fundamental enabler also
in the fog layer.
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4.4 Security and Privacy Issues and Challenges in FC

In this section, we review the main security and privacy issues of the FC paradigm.
In particular, we focus on the security and privacy aspects for which we envision
PLS as a possible solution. We discuss the generic issue, without going into the
details of the PLS solutions. We first provide an overview of the PLS threats in
FC. We then discuss the legitimacy of communications, focusing on authentication
and authorization. Afterward, we show how anomaly and intrusion detection can be
exploited to provide a further security level. Last, we discuss the privacy issues in
FC.

4.4.1 Physical Layer Threats in FC

In this section, we focus on the attacks targeting the physical layer. Physical
layer attacks can be classified into two main groups: (i) active attacks and (ii)
passive attacks. Passive attacks are represented by eavesdropping. Due to the
absence of a protected communication medium, a malicious user can intercept
the communication between two or more legitimate parties to obtain sensitive
information. We discuss in Sect. 4.4.5 how this attack may affect the privacy and
data protection of the FC network. In passive attacks, the attacker can act in a
stealthy way and not be detected by the legitimate users or the network. Passive
attacks are hard to detect since the attacker is not engaged in active communications.

Active attacks are easier to detect than passive ones, as the attacker actively
affects the communication. Although easier to detect, active attacks still represent a
serious threat as they are difficult to mitigate. Active attacks are either intended to
modify the content of the messages or to undermine the availability of the network
services. Regarding the first class of attacks, i.e., those jeopardizing the integrity
of the communication, we can identify the pilot and feed back contamination.
The attacker provides false physical layer signaling to the legitimate users so that
basic operations such as synchronization or channel estimation obtain erroneous
results. An attacker may also spoof the identity of a node, therefore impersonating
a legitimate actor and obtaining access to data or controlling actions of the network.
Regarding availability, an attacker may exploit different strategies. The first involves
creating fake identities to perform an attack. In this case, an attacker may be able
to send a large number of messages to the network exploiting false identities to
lower the set of resources available for legitimate entities. A different strategy is
jamming attack, where the attacker leverages interference to lower the channel
quality of the legitimate user. Thanks to jamming, the attacker jeopardizes the
network availability, making the channel inaccessible by legitimate nodes. Notice
that thanks to the large number of wireless devices in FC, jamming has a strong
impact. In fact, a single attacker may be able to undermine multiple communication
links thanks to the wireless medium.
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Fig. 4.2 Pictorial representation of the PLS and privacy threats in FC

Figure 4.2 shows a pictorial representation of the threats toward confidentiality,
integrity, and availability due to physical layer attacks in a FC network. Notice that
these types of attacks may also affect in case of wireless communications between
fog nodes or from the fog node to the core IP network and cloud. In the next
section, we will discuss possible generic approaches that may help in preventing
the aforementioned attacks and highlight the challenges imposed by each of the
proposed framework.

4.4.2 Authentication in FC

Authentication of devices plays a fundamental role in guaranteeing the security
of a FC network. Authentication provides a means to verify the identity and the
legitimacy of a node delivering information. Nodes should authenticate to the fog
network to join the network and be able to subscribe to services. The employed
authentication protocols are supported by resource-constrained IoT devices. In
fact, the use of public key cryptography may be hindered by the low storage and
computing capabilities of IoT devices. To cope with this issue, authentication should
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be delivered as a service in FC. In fact, although devices in the end layer may be
resource-constrained, fog nodes and servers are equipped with sufficient storage
and computing capabilities [17]. A further challenge is provided by the mobility
of nodes. In fact, mobile IoT devices may frequently join and leave the network,
behavior that might jeopardize the continuous availability of the service to end users.
Therefore, registration and re-authentication will be delivered with low complexity
to avoid huge impacts on the quality of service.

4.4.3 Trust in FC

Due to the existence of multiple mobile end devices generating different data types,
a fundamental issue in FC is to understand which and to what degree end devices
can be trusted. This issue arises both in the end layer communications and in the
communication between the fog layers. Services’ reliability highly depends on the
trust and reliability of all the involved parties, in this case being end devices, fog
nodes, and fog servers. Therefore, effective trust models should include the trust that
each involved party poses to all the other parties. This issue is particularly present
in FC due to its highly distributed nature. Authentication is a first step toward trust,
as it provides, among the others, information on the identity of the involved party.
However, authentication alone is not sufficient to provide trust. In fact, a node may
be malfunctioning and, although authenticated, report incorrect information to the
fog node or the end user. Therefore, trust includes the need for devices to validate the
veracity of the received data [17]. The other application of trust is to verify whether
the devices that are requesting a service are indeed genuine. However, there is no
efficient mechanism that can be used to attain information on when and to which
extent trust a node [2]. Therefore, the main scope is to identify metrics and attributes
that can define trust in FC. Furthermore, due to the highly decentralized nature of
FC, it is fundamental to identify the network components responsible for the trust
model.

4.4.4 Access Control, Intrusion, and Anomaly Detection

The set of actions that can be performed by the network entities is under strict
regulations in order to guarantee the network security. In particular, we need
to ensure that only authorized entities have access to certain data or resources.
Therefore, access control is a fundamental component of the overall security
architecture. Access control faces additional challenges in fog computing compared
to other more centralized architectures. In fact, the large number of end nodes and
the huge amount of generated data represent a challenge in guaranteeing that only
authorized users report or access data. Intrusion and anomaly detection could be
helpful in guaranteeing access control in terms of regulation of the actors performing
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certain actions. In fact, although an attacker may access the facility and perform
some actions, intrusion and anomaly detection techniques should identify where
the unauthorized user is and what action she has performed. However, anomaly
detection techniques currently target a small subset of possible actions, making
it difficult for the legitimate users to detect an attack not included in the set of
those considered by the anomaly detection framework. Anomaly detection not only
helps in identifying attacks, but also helps the network in taking decisions on which
data can be considered as reliable and hence useful for further actions. In fact,
malicious data can be reported also by authorized users due to either internal attacks
or malfunctioning.

4.4.5 Privacy Issues and Data Protection

Sensing and actuating devices measure and report a huge amount of data that a
malicious user could exploit to infer information about end users. These data include
usage and location information, both of which represent sensitive data. Several
research contributions showed how the usage of such data can be exploited to infer
different types of information. In fact, based on the energy consumption, a malicious
user can infer the types of activities of the end user or profile users based on their
specific physical channel features [6, 10]. Using a similar approach, a malicious
user can infer information regarding the habits of the owner of a certain house,
including how many people live there, when they are at home, or consume specific
information [14]. A large number of IoT services are location-based, therefore
providing information that can be exploited for users tracing purposes [17]. As
previously discussed, IoT devices are resource-constrained and cannot therefore
employ sufficiently strong privacy-preserving cryptographic techniques. The pri-
vacy challenge in FC is further complicated by the proximity of fog nodes to data
generating devices and, therefore, to the end users. Moreover, due to the lack of
a centralized control in highly distributed FC networks, a weak fog node can be
used as an entry point for an attacker to steal users’ private data. Location privacy
is one of the FC-specific issues. In fact, end layer devices share data with the fog
devices, and the location of the device can be linked to that of the owner, together
with trajectory and mobility habits [12].

The privacy and data protection challenge in FC is further complicated by the
increased number of devices compared to, e.g., the cloud computing framework. In
fact, data will pass through an additional layer (fog devices) before being delivered
to the cloud. Furthermore, the large number of deployed wireless connections makes
the network vulnerable to eavesdropping attacks due to the absence of a closed
communication medium. On the other hand, thanks to pre-processing at the edge
nodes, suitable mechanism can be designed to minimize the amount of sensitive
data flowing from the devices to the cloud.
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4.5 Principles of Physical Layer Security

In this section, we provide an overview of the basic concepts of PLS. This section
will serve as a reference theoretical point for further design of PLS solutions. We
first describe how PLS can be exploited to guarantee the communication secrecy.
We then discuss how physical layer features can be exploited for authentication.

4.5.1 Physical Layer Security Basics

As previously mentioned, PLS schemes exploit the channel state information (CSI)
and transmitting precoding schemes to secure communications. Additionally, it is
also possible to use a secret key to do the encryption. Therefore, the information-
theoretic security will be the toughest form of security. PLS techniques are
independent from upper layers security techniques, so PLS is used to increase the
existing security. In fact, adding PLS to the network creates a multilayered security
approach to augment the security of wired and wireless networks [16].

The primary work on PLS was presented by Shannon [1, 20]. Shannon proposed
the foundation of cryptography theory according to information-theoretic methods.
In [28], the hypothesis of a wiretap channel was introduced. The simple represen-
tation of a wiretap channel includes three terminals: a transmitter conventionally
called Alice, a predestinate receiver Bob, and an eavesdropper. The purpose of the
PLS in this context is that Alice sends a secure message to Bob preventing the
eavesdropper from decoding any information from the forwarded signal.

In the theory of wiretap channel, the most applicable metric is the secrecy
capacity (SC). The secrecy capacity is the maximum rate achieved without letting
the eavesdropper extracting any information from the transmission. Specifically,
assuming the white Gaussian noise in the channel, the secrecy capacity of the
channel can be computed as

Cs = [
log2 (1 + γM) − log2 (1 + γE)

]+
, (4.1)

where [x]∗ = max(x, 0), and γM and γE denote the signal-to-noise ratio (SNR)
of the principal channel and the malicious user, respectively [1]. As interpreted
from (4.1), the SC is the subtraction of the capacity of the link between Alice–
Bob and capacity of the Alice–Eve link. SC plays a fundamental role in physical
layer security. Simply speaking, the secrecy capacity determines the main limits
of secure communications in noisy channels. The SC is innately associated with
wiretap channel as a broadcast channel where there is at least one eavesdropper that
should not receive information shared over the channel.

In the traditional approach of security, a secret key was shared between the
transmitter and the receiver to encode and decode the message without a solid
base of mathematics devoted to secrecy. In fact, a private secret key K is used
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Fig. 4.3 The wiretap channel of Wyner [28], where the eavesdropper’s channel is degraded
relative to the main channel

for encryption of the message. The encrypted signal is then transmitted through
a noiseless channel, introducing the perfect secrecy concept. As mentioned before,
Wyner [28] opened a new era in information-theoretic security by introducing the
wiretap channel concept. With his assumption, the intended signal X is forwarded
to the predestinate receiver over the main channel, and the receiver receives Y that
has passed through the wiretap channel without being detected by the eavesdropper
as Z, depicted in Fig. 4.3. Wyner tried to maximize the secrecy rate (SR) in the main
channel to minimize the leakage of information to the wiretapper. Wyner could
prove via his formulas that security and secure communications can be achieved
without the application of any secret key.

The information-theoretic security is divided into two major branches: secret
key-based security and key-less security [16]. These two main fields of secrecy have
evolved drastically during the last decades. By considering various features in the
main channel and the wiretapper, different secrecy capacities have been achieved.
In fact, many different transmission strategies based on CSI designation have been
proposed, and channel coding is another strategy toward improving the physical
layer security. A lot of research has been devoted to create secrecy-preserving
channel codes. More recently, some strong and robust coding schemes have been
proposed for distributed data systems and cloud-based systems. For instance in these
types of systems, the data are distributed through various nodes, end users or data
collecting devices should be able to regain the original data files from nodes, and
these storage nodes are susceptible to attack and failures, so a novel concept was
introduced as “regenerating codes” to satisfy the necessity of security in these types
of systems.

4.5.2 Criteria of Physical Layer Authentication (PLA)

Physical layer authentication and authorization plays the most fundamental part of
the physical layer security (PLS) content. Indeed, the most substantial part is to
make sure that messages are just received by the predestinate receiver. The receiver
should be enabled to verify if the received message is intended for it or it has been
modified by other users than source. The physical layer authentication methods are
mostly focused on identifying different transmitters. Like traditional encryption-
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based security approaches that are usually performed in upper layers, authentication
was also applied in upper layers, but recently different research directions are
appearing to consider the physical layer counterparts [4].

A proper authentication scheme should satisfy these three features: security,
covertness, and robustness. Covertness in the authentication procedure implies that
the authentication process must not influence the normal data transmission signifi-
cantly and should not use much of computational power; also PLA does not affect
the traditional upper layer authentication based on cryptography. The robustness is
clear in PLA and means that PLA approach must be robust against fading effect and
interference, and the third PLA properness factor called security obviously means
to preserve the PLA process from malicious users and eavesdroppers but for sure
meeting all these three properties, while designing a PLA scheme in a system is
too complicated, so in most cases the focus is to achieve the security purposes in
authentication. Different works have defined different authentication schemes, and
different authentication evaluation metrics are defined to evaluate the authentication
processes, such as detection rate and authentication rate.

The PLA schemes in general are basically categorized into two main categories:
key-less and key-based authentication on the fact that the secret key is used for
authentication or not. In order to clarify, let us present two simple ideas of key-based
and key-less authentication. For instance, currently, physical layer features are used
as authentication keys in many different approaches [4]. One of the approaches is to
hide a pre-shared key in the modulation coding scheme that later is discovered by the
receiver. There are also some key-less approaches for authentication in the physical
layer. On the other hand, in a key-less procedure, the receiver will extract some
transmission parameters, the parameters claim the source, and the authentication
process is done by comparing the parameters with other authenticated messages.

Key-Based PLA

In this section, we discuss how channel features can be exploited to generate keys
for authentication purposes. We first discuss the one-way transmission approach.
Then, we discuss the challenge–response method.

Authentication by One-Way Transmission
In general, key-based physical layer authentication schemes are analogous to
traditional symmetric cryptographic methods. The first studies on key-based authen-
tication mechanisms commenced by the idea of generating secret keys with suitable
coding schemes to provide authentication in the communication system. A general
key-based authentication is depicted in Fig. 4.4.



70 A. Brighente et al.

Fig. 4.4 A general representation of key-based authentication

Key-based PLA includes two principal phases:

• The first stage is the identification association, referring to the basic commu-
nication system of Alice, Bob, and eavesdropper, where Alice (the transmitter)
generates keys and in the authentication tag includes the identification message
information and forwards the message to Bob (the receiver).

• The second phase is the identification verification in which the identification
verification is performed based on the received message and Bob’s key.

Authentication by Challenge–Response Transmission
PHY-CRAM represents the physical layer challenge–response authentication mech-
anism. The concept behind PHY-CRAM is analogous to the authentication mecha-
nism that is applied in traditional security mechanism, but PHY-CRAM exploits the
transmission channel randomness to secure the communication. In other words, it
uses the channel characteristics to provide security. The short representation of this
communication is illustrated in Fig. 4.5. The authentication process in this scenario
is simplified as follows: Alice and Bob share the same secret key:

• First, Alice forwards a random challenge message to Bob.
• Bob applies a function and uses the received message as the input of that function

to generate a response signal with the help of the shared secret key and sends back
that response signal to Alice.

• Alice receives this response and employs the authentication procedure and her
secret key to verify Bob’s identification.
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Fig. 4.5 A basic key-based PHY-CRAM system

4.6 Technologies and Solutions for Physical Layer Security
in Fog Computing

Different wireless technologies can be deployed to cope with specific physical
layer drawbacks. In this section, we review the main technologies that drive the
transition from previous generations to 5G and beyond wireless networks. For
each of these technologies, we then provide a connection with the aforementioned
security and privacy threats. We first discuss the antenna technology with massive
Multiple-Input Multiple-Output (MIMO). Successively, we will present how full-
duplex transmissions may be used to provide security. Then, we discuss how
interference can be exploited in the Non-Orthogonal Multiple Access (NOMA)
framework. Last, we describe how physical layer attributes can be exploited to verify
the location of users or devices.
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4.6.1 Massive MIMO

MIMO technology envisions the presence of multiple antennas at both the trans-
mitter and receiver. In massive MIMO, the number of antennas is further increased.
However, in the FC context, we should expect a larger number of antennas to be
installed on fog devices rather than on the end devices. The reason behind this
choice is the power and resource constraints of end nodes. This technology has
also attracted a large research attention in the IoT field [3]. However, the presence
of multiple antennas is well known to be a huge driver toward increased network
capacity, especially in the transitions toward beyond 5G systems. Furthermore, this
is particularly through when considering the path loss limitations imposed by the
use of Millimeter Wave (mmWave) and THz frequencies. In fact, thanks to a large
number of antennas, it is possible to increase the directivity of the signal to increase
the directional signal power and undercome the drawbacks imposed by the higher
attenuation at such frequencies. The technique used to convey directions signals is
named beamforming and can be exploited for multiple purposes in PLS. Thanks
to massive MIMO, it is possible to increase the network’s privacy level. In fact,
thanks to the use of multiple antennas, it is possible to convey the useful information
to the legitimate receiver while at the same time jamming the eavesdropper [30].
Furthermore, it is possible to exploit the presence of multiple antennas to encode
signals exploiting spatial modulation. In the FC context, it is however important to
account for the limited resources of end nodes. Therefore, suitable solutions at the
end layer should account for the energy consumption [25]. MIMO can also provide
advantages toward jamming attacks [11]. In fact, suitable pilot transmission and
retransmission schemes can prevent the damages caused by a jamming attack toward
pilot sequences.

4.6.2 Full Duplex

The full-duplex paradigm envisions the simultaneous transmission and reception of
signal over the same frequency bands. This allows for increased network capacity
and reduced feedback and end-to-end delay. It is therefore an enabling technology
for FC, as all these features are part of quality-of-service targets. Full duplex can be
used to counter jamming attacks, where the receiver, while receiving the intended
signal, also performs jamming [32]. Figure 4.6 shows the described scenario.

Another application of the simultaneous transmission and reception of signals
is related to the detection of pilot contamination attacks [19]. Also in the case of
full-duplex communications, the constraints in terms of available resources of end
nodes are considered when designing secure network solutions. Although providing
useful features, full duplex represents an additional tool also at the attackers’ side.
In fact, if the attacker holds a full-duplex device, she can simultaneously eavesdrop
and jam a communication network.
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Fig. 4.6 Pictorial representation on how full duplex can be exploited at the receiver to increase
the network privacy

4.6.3 Non-orthogonal Multiple Access

NOMA refers to the paradigm where multiple users are assigned the same set
of time–frequency resources. Whereas in previous generations the main idea was
to minimize the inter-user interference by exploiting a different set of resources
for different users, recent advancements showed that NOMA provides higher
spectral efficiency together with improved connectivity [9, 27]. This technology is
particularly suitable for FC, where a large number of devices are connected to the
fog devices. Successive interference cancellation will be implemented at the receiver
to separate the multiple superimposed signals transmitted by the multiple devices.
However, in case of pilot contamination, successive interference cancellation may
lead to privacy and confidential data leakage. Anomaly detection techniques can
be implemented to detect whether the pilot sequences underwent contamination.
In this context, anomaly detection is implemented at the fog device, such that
additional components are deployed in a smaller number of devices (i.e., only
fog nodes) and do not undermine the life span of the edge devices by imposing
additional operations. An example of an anomaly detection technique to tackle pilot
contamination privacy leakage has been proposed by authors in [24]. Their proposed
solution suits the FC scenario, as the additional operations are required only at
the receiver’s side. The secrecy level that can be obtained in NOMA networks is
accounted for as a fundamental metric when designing secure solutions. To enhance
the secrecy level, cooperative jamming techniques can be exploited. In this case,
multiple users agree on minimizing the signal to interference plus noise ratio at the
eavesdropper’s side [22]. However, this assumes that users know the eavesdropper’s
location, which might be a rather strong assumption. Therefore, secrecy rate models
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such as [15] are included in the network design and optimization and should also
account for random eavesdroppers’ location.

4.6.4 Context-Based PLS

The physical features of the channel can be exploited to regulate network and ser-
vices access. In fact, the wireless channel is subject to the surrounding environment
that causes transmitters located in different directions to face different reflections
and attenuation values due to the presence of objects in the surrounding. An example
is given by the presence of buildings in a certain area: two transmitters located
at different sides of the building will face different channels for a given angle
of transmission. Figure 4.7 depicts how physical layer context verification can be
implemented. Upon collecting samples of the physical layer channel attributes in
different directions, a fog device can detect whether a transmission comes from a
legitimate user based on its channel features. This method is related to the presence
of legitimate transmission areas or to the tracking of the legitimate user’s channel
and a suitable feature prediction method. An example of this application is in-
region location verification [7], where physical channel features are used to detect
whether a certain user is located in a pre-defined region of interest where access
to the network facility can be granted. These types of applications should however
account for the different types of attacks that may target the transmission power or
weaknesses in the detection algorithm [8]. Region-based trust plays a fundamental
role in guaranteeing trust among FC network components [31]. Thanks to the
features of the physical channel, it is possible to verify whether a certain user is in

Fig. 4.7 Representation of physical layer context verification in FC
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an intended area and shows certain expected physical channel features to augment
the level of trust among devices. Thanks to the presence of edge devices (e.g., fog
nodes), such techniques can achieve higher precision thanks to the definition of
features pertaining to smaller physical areas. This represents a significant advantage
compared to cloud computing, where, due to the absence of edge devices, a physical
layer context includes a wider area lacking sufficient precision.

4.7 Conclusions

The widely distributed nature of FC and the resource constraints of its end devices
demand for low-complexity solutions to guarantee the network security. In this
chapter, we presented how PLS can be exploited to provide multiple security
features while maintaining a low complexity. We analyzed howwireless connections
are implemented in a FC network and discussed the main security features required
by this particular network architecture. We reviewed the basic concepts of PLS.
We then discussed how, thanks to beyond 5G technologies, PLS can be adapted
to deliver the aforementioned security features. The integration of PLS in FC
represents a fundamental step in delivering secure distributed next-generation
networks.
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Chapter 5
Blockchain for Secure Data Sharing
in Fog-Based Smart City Systems

Elarbi Badidi and Essaid Sabir

5.1 Introduction

The phenomenal deployment of IoT solutions in various smart city systems results
in massive amounts of data generated by sensors and IoT devices. Insight skills
from data analytics will empower cities by offering smart services to citizens
and businesses and reducing costs. They can improve traffic flow in real time,
enhance waste management solutions by picking up bins only when they are full,
detect water leaks, enhance car parking discovery, and offer smart street lighting.
For this to happen, smart cities need to process data streams locally and share
data securely between the various city stakeholders to create value-added services.
Many applications need to efficiently process data streams in real time at the
edge to respond to urgent situations quickly. Data processing and analytics at the
fog level would enable getting more profound insights from the data and deploy
latency-sensitive applications that edge devices cannot execute due to their limited
resources.

In parallel with these benefits of fog computing, security is one of the essential
concerns when designing new systems based on fog and cloud computing. Besides,
privacy is another critical concern when storing and sharing data. Several works
examined security and confidentiality issues in fog computing [12, 17, 27]. Fog
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nodes usually belong to different organizations. Because of their proximity to users
and their devices, sensitive and private information about users may be exposed,
for example, when users are at home, when they visit new locations, when they use
specific services such as healthcare services, and when they allow data sharing with
other organizations. Robust encryption schemes should be used to store all user data
securely. Besides, isolation is necessary for fog computing to ensure data privacy.

As IoT proliferates, concerns about data integrity and the protection of individual
privacy also broaden. Many logical vulnerabilities in IoT devices could open doors
for cybercriminals to take full advantage of any device. With an ever-increasing
number of connected devices worldwide, the IoT industry needs to use a rigorous
cybersecurity system. Blockchain might be the answer to this critical need [7]. One
exciting feature of Blockchain, a distributed ledger (DLT) technology, is its ability
to secure data sharing between organizations and thwart cyberattacks by relying
entirely on encryption. The integration of Blockchain and IoT can enable the sharing
of resources and services, leading to a market for services between IoT devices,
build smart and independent systems that can use data with enhanced security, and
ensure trusted distributed authentication of devices for IoT applications [4, 21, 23].
The principal security benefit of a distributed ledger is that if cybercriminals were
somehow able to enter a chain, they could only access a tiny amount of data before
the other nodes in the blockchain network realize that there has been a breach.
The combination of a transparent ledger and this distributed security system gives
Blockchain the upper hand in cybersecurity. Moreover, Blockchain can make IoT
solutions secure and fast. For example, making payments and executing contracts
just got easier with the peer-to-peer model of Blockchain. Smart contracts in
the Blockchain eliminate the need to use the service of a trusted intermediary
as transactions are approved or disapproved almost immediately, saving time in
processing those transactions and saving millions of dollars for businesses [4].

This chapter proposes a Blockchain-based approach that allows secure data
sharing among smart city stakeholders’ fog nodes. Thus, fog computing ensures
availability and low latency for applications, and Blockchain-based smart contracts
and transaction handling guarantee the privacy required for data sharing. We
consider a smart healthcare use case to illustrate the approach.

The contributions of this chapter are: (i) It addresses the data security issues in
the context of fog computing and discusses the security techniques, which have
evolved over the years to take many forms that can be used in fog nodes to protect
organizational IoT data from external and internal threats. (ii) It describes a use case
scenario concerning the secure sharing of patient data between healthcare providers
who are permissioned Blockchain members. The paper describes the different steps
for executing an “update of vital signs data of a patient” transaction using smart
contracts.

The following sections of this chapter are organized as follows: Sect. 5.2 provides
general information about fog computing and an overview of Blockchain. Sec-
tion 5.3 describes various techniques to cope with the data security problem in fog
computing. Section 5.4 presents the proposed architecture for secure data sharing
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between fog nodes and details the process of handling a data sharing transaction in
the context of smart healthcare. Finally, Sect. 5.5 concludes the chapter.

5.2 Background

5.2.1 Fog Computing

Many modern distributed computing architectures are organized into three or four
layers, the IoT infrastructure layer, the edge layer, the fog layer, and the cloud layer,
as shown in Fig. 5.1. In the three-layer architecture, the IoT infrastructure and the
edge layers are combined to form one layer. The fog layer is at the middle level and
is closer to edge gateways and IoT infrastructure than the cloud. Edge devices are
connected to fog nodes through edge gateways, and each fog node is connected to
the cloud. Additionally, fog nodes can be connected to share data and provide load
balancing and fault tolerance [11, 13].

Fog nodes act as bridges between cloud servers and edge devices. They have
more computing resources than edge devices and can process a large amount of
data. However, when a data processing task is complex and time-consuming, the fog
node must send the compute work to cloud servers. Fog nodes typically perform data
management and processing operations such as rich and advanced data collection,
aggregation, and analytics that involve machine learning and event processing. The
main benefits of using fog computing are optimizing bandwidth, reducing traffic,
reducing latency, and improving privacy and security.

In smart cities where multiple applications are time-sensitive, fog computing will
play an essential role in implementing smart applications. For example, for real-
time traffic and safety monitoring in public spaces to become a reality, operations
personnel must react in real time to unexpected situations. These monitoring
applications would not tolerate sending data to cloud servers and waiting for the
results of data analysis. The systemmust have the capacity to process the sensed data
and react instantly. Smart city facilities and systems are ideal for fog computing use.
Indeed, sensors and actuators in the IoT infrastructure can receive commands based
on decisions made locally without waiting for decisions made in remote locations.
Smart city systems can use fog computing to get up-to-date information on the
condition of facilities, roads, streets, and buildings to take corrective action before
accidents or unwanted conditions occur. The processing of IoT data streams can be
pushed from the cloud to the fog, reducing network traffic congestion and end-to-
end latency.
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5.2.2 Blockchain for IoT

Industry and the research community have considered Blockchain technology
as a disruptive technology that is ready to play a significant role in managing,
controlling, and, above all, securing IoT devices. A Blockchain is essentially a
decentralized, distributed, shared, and immutable ledger database that stores the
register of assets and transactions on a peer-to-peer (P2P) network. It chained blocks
of data stamped and validated by miners. The Blockchain uses the elliptic curve
(ECC) encryption and SHA-256 hash to provide substantial cryptographic evidence
for authentication and data integrity [1]. The block data contains a list of all the
transactions and a hash to the previous block. The Blockchain has a complete history
of all transactions and provides cross-border overall distributed trust.

Bitcoin Blockchain has been the underlying platform and technology of many of
the most popular cryptocurrencies today. However, with the advent of the Ethereum
Blockchain, which implements smart contracts, the potential space for using the
Blockchain has become endless. Similar smart contract Blockchain platforms have
recently emerged. These include Hyperledger [15], Eris [5], Stellar [16], Ripple
[2, 24], and Tendermint [14, 26]. Blockchain can solve IoT security challenges
safely and effectively. It permits reliable and authorized identity registration,
ownership tracking, and monitoring of products and assets. Approaches such as
TrustChain [7] allow Blockchain-approved transactions while maintaining their
integrity in a distributed environment. IoT devices are no exception. Blockchain
can permit to register and give identity to connected IoT devices, with a set of
attributes and relationships that can be uploaded and stored on the distributed ledger
Blockchain.

Blockchain Smart Contracts provide decentralized authentication rules and logic
to provide single, multi-party authentication for an IoT device. Also, smart contracts
can provide more efficient authorization access rules for connected IoT devices, with
much lower complexity than traditional authorization protocols such as Role-Based
Access Management (RBAC) [25], OAuth 2.0 [9], OpenID [22], and LWM2M [19].
These protocols are widely used nowadays for authentication, authorization, and
management of IoT devices. Furthermore, smart contracts can ensure data privacy
by defining the access rules, conditions, and time required to enable specific users
or groups of users or machines to own, control, or access data at rest or in transit.
Smart contracts can also specify who has the right to update, upgrade, patch IoT
software or hardware, reset the IoT device, provide new key pairs, initiate a service
or repair request, or modify the ownership.

Permissioned Blockchains differ from their public counterparts in that they are
ruled with permissions. Thus, not anyone with an Internet connection could access
a permissioned Blockchain. These types of Blockchains could also be described
as semi-decentralized. Control of a permissioned Blockchain is not assigned to a
single entity but a group of authorized entities. With a permissioned Blockchain, the
consensus process is different from that of a public Blockchain. Instead of allowing
anyone to participate in the process, consensus participants in a permissioned
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Blockchain are probably a group of pre-approved nodes on the network. Thus,
permissioned Blockchains have the security features inherent to public Blockchains
while allowing greater network control.

5.3 Data Security in Fog Computing

Edge devices and edge gateways typically send their data to fog nodes for storage
and processing. As with cloud computing, there are mainly four kinds of data
services in fog computing: data storage, data sharing, data processing, and data
query and retrieval. These four data services have different unique data security
and privacy requirements [8].

The primary goal of data security at the fog layer is to protect the data that each
fog node collects from edge devices, stores, creates from received data, receives,
or transmits to other fog nodes. No matter what device, technology, or process is
used in fog nodes to collect, store, process, or manage data, it must be protected.
Data breaches can lead to litigation and damage to the organization’s reputation that
owns or operates the fog node. The importance of protecting data stored, processed,
or transmitted by fog nodes against security threats is becoming critical today with
the proliferation of fog nodes, the increasing acceptance of fog and edge computing
as a new form of computing, and the need for collaboration among fog nodes [17]
[27].

Data security technology has evolved over the years to take many forms aimed
at protecting organizational data from external and internal threats. Securing data at
the fog level would typically require using the following techniques:

• Data encryption: Data encryption is a security method where information is
encrypted by applying a code to every piece of it and can only be viewed or
decrypted by a user or a process with the correct encryption key. Ciphertext,
or encrypted data, would appear distorted or unreadable to a user or process
accessing it without proper authorization.

• Data masking: Data masking is a technique to create bogus but realistic versions
of organizational data to guard it against disclosure to external malicious sources,
as well as the internal staff who could potentially use the data. The aim is
to protect sensitive data while providing a functional alternative when actual
data is not needed, for example, during user training, business demonstrations,
or software testing. Several data masking techniques alter the data, including
character shuffling, nulling out, data scrambling, word or character substitution,
Pseudonymization, and encryption [20].

• Data resilience: With data resilience solutions, businesses create backup copies
of their critical data, which could be recovered if it is accidentally corrupted or
altered in a data breach. These solutions aim to protect data without disrupting
operation, ensuring flawless business continuity during a system failure or a
natural disaster.
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When an entity collects any personal data, it immediately becomes identified
as a data processor. This label comes with great responsibility. That is why many
compliance regulations govern organizations that process personal data, regardless
of type or volume. The rules that affect an organization will depend on factors, such
as the industry in which the organization operates and the kind of data it stores.
For example, if it stores data relating to the European Union (EU) citizens, it will
need to comply with the General Data Protection Regulation (GDPR) [6]. Failure
to comply with privacy regulations can result in hefty fines. Blockchain technology
creates a data structure with built-in security qualities that rely on decentralization,
consensus, and cryptography to guarantee trust in transactions. Data in this structure,
called ledger, is arranged in blocks, and each block contains one or a set of
transactions. Each new block connects to the blocks that precede it in a cryptochain,
making it almost impossible to tamper. Each computer of the Blockchain network
has a complete copy of the ledger. A consensus mechanism allows validating all
transactions in blocks, ensuring that each one is true and correct.

5.4 Blockchain for Secure Data Sharing in the Fog

5.4.1 Use Case Scenario

One of the exciting scenarios of fog computing is smart healthcare, which is a typical
case of IoT implementation. Healthcare data streams come from various sensors and
IoT devices deployed in medical equipment and healthcare facilities and worn by
patients. The huge amounts of data generated by these sensors need to be securely
stored and shared among healthcare stakeholders. Thus, a fog-computing-based
solution would be helpful in this case by creating an edge and fog tiers closer to
the data sources to aggregate, integrate, and process generated data. Edge AI models
will allow, for example, the classification of medical images locally without the need
to transmit data to the cloud. For other time-sensitive healthcare applications, data
streams could be analyzed immediately at the fog nodes. In contrast, for none of
the time-sensitive applications, the data can be transferred to the cloud for deeper
insights.

A patient may need to see her primary care physician for general health concerns,
other specialists for minor health issues, and a dentist for dental care. These doctors
can work with different health care providers. Necessary information, such as vital
signs, as gathered by the primary care physician is vital to all other specialists.
Other doctors would also like to know the drugs prescribed by each doctor. Other
health problems or symptoms may be caused by or related to other conditions of the
patient. By sharing health information between health care providers, an exchange
of health information would greatly benefit physicians and the patient. However,
health information sharing carries the risk of violating patients’ personal health
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information or being stolen by an unethical hacker. Health information is under
serious threat wherever it is stored and whenever it is transferred.

5.4.2 Architecture

Figure 5.1 depicts our proposed fog and Blockchain-based architecture that consists
of four layers: infrastructure layer, edge layer, fog–Blockchain layer, and cloud
layer.

The edge layer consists of IoT gateways that are an essential component of
any IoT implementation. They are responsible for aggregating the data, translating
sensor protocols, and preprocessing the data before transmitting it to other layers
(or to the cloud) for further processing. Aggregation and preprocessing of data
received from sensors are necessary to cope with the massive amounts of data
coming from sensors and devices. In the fog layer, the fog nodes at the edge of
the network, which have more compute and storage resources, receive digitized and
aggregated data from IoT gateways. Data that requires immediate feedback may
undergo further processing before it is delivered to applications, shared with other
nodes, or transferred to the cloud. These fog nodes, which can perform analysis at
the edge, help alleviate the load on the IT infrastructure, as massive amounts of IoT
data can easily overload data center resources and consume most of the network

Fig. 5.1 Blockchain- and fog-based architecture
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bandwidth. Data that does not require immediate feedback but does require further
processing is transferred to cloud servers.

In the above use case scenario, the deployment of fog nodes at different sites
will actively contribute to the design and implementation of distributed data storage
and secure data sharing among healthcare stakeholders, using Blockchain and smart
contracts technologies. Here, we consider data sharing and storage only at the
fog layer. Fog nodes are associated with healthcare stakeholders. The consensus
among different healthcare stakeholders must be achieved in a decentralized and
distributed manner using consortium Blockchain to facilitate communications,
trust, management, and coordination. We believe that a permissioned distributed
ledger system, such as Hyperledger Fabric [3], would be the most suitable for
healthcare in most health cases and processes as it guarantees a secure, private,
and scalable platform that can connect all key stakeholders. The transacting parties
can be healthcare institutions or individuals who want to enter into a contract that
governs the exchange of their data or services. Clinics, insurers, laboratories, and
pharmacies can get involved depending on the use case and act as asset protectors
and transaction validators. Regulators can gain access to transaction records to
monitor the system.

Several consensus algorithms were developed for Blockchain. The mechanics
behind each one of these algorithms is not the focus of this chapter. Some famous
consensus algorithms are proof-of-work (PoW), proof-of-stake (PoS), practical
Byzantine fault tolerance (PBFT), and proof-of-authority (PoA) [18]. Cryptocurren-
cies typically use PoW and PoS algorithms. The consensus in Hyperledger Fabric
includes three phases: endorsement, ordering, and validation:

• Endorsement phase is driven by a policy, such as n out of p signatures, upon
which peers endorse a transaction.

• Ordering phase accepts endorsed transactions from clients and accepts that the
order is committed to the ledger.

• Validation phase checks the correctness of the results of a proposed block of
ordered transactions as well as the endorsement policy.

Hyperledger fabric provides support for using pluggable consensus services for the
above three phases. Therefore, applications may use different pluggable consensus
services for endorsement, ordering, and validation depending on their needs. In
particular, the API of the ordering service allows plugging in Byzantine Fault
Tolerance (BFT)-based agreement algorithms. The ordering service API provides
two primary operations: broadcast and deliver [10].

The selective endorsement could be used to decide that transactions follow the
healthcare business logic defined in the smart contract. Endorser peers are selected
to agree on the transaction’s validity by checking its satisfiability to the correspond-
ing smart contract terms and conditions. Endorsed transactions are appended to the
shared ledger in each participant’s peer with appropriate confidentiality. When a
healthcare transaction proposal is initiated, it is first sent to the endorsing peers for
smart contract validation. The endorsing peers then decide whether the proposal
is valid or not by simulating the transaction according to the healthcare business
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terms and conditions. When the healthcare network’s consensus is reached, the
transaction information is hashed and included in a block that is appended to the
shared ledger as an immutable record. The shared ledger stores the transactions in a
secure and trusted way to prevent malicious nodes from corrupting the stored data.
Since each peer node has its copy of the ledger, the whole network is updated with
the new copy of the ledger. Finally, the transaction is executed, and the completion
event notification is emitted. The following sub-section describes the process of
handing a transaction for data sharing in the Blockchain network established by
many healthcare stakeholders using the Hyperledger Blockchain.

5.4.3 Transaction for Sharing New Data

This transaction aims to update the patient’s medical record with new readings of
her vital signs, such as temperature, blood pressure, and ECG. These readings may
be sent by the patient wearables through a mobile gateway to a health care provider’s
fog node, which can average them or store them in raw format. In other words, the
transaction aims to share the new data of the patient in the health network, where
each member of the network could access only authorized data. Seven steps are
involved in executing a data sharing transaction from its proposal by one of the
stakeholders’ applications to its validation and execution as depicted in Fig. 5.2.

Step 1: Proposing a data sharing transaction. The client application of a
stakeholder submits an updatePatientVitalSigns transaction to the endorser fog
nodes of the Blockchain network. The endorsement policy specifies the need to
have endorsements from specific Blockchain network members, such as members
representing the patient primary care provider, health care regulator, and insurer.
The other members of the network are not required to endorse the transaction.

Step 2: Executing the transaction proposal. When the endorser fog nodes receive
the transaction proposal, they all execute the smart contract, depicted in Fig. 5.3, for
the proposed transaction independently, and check all the rules defined by the smart
contract (i.e., check whether the peer client is allowed to update patient data or not).
Each endorser calculates a set of outputs for the transaction. Endorsements do not
update the general ledger with the output of executed transactions.

Step 3: Proposal response. During the transaction execution, each endorser
prepares a read–write (R/W) set for the transaction. The read set contains unique
keys that the transaction reads during the simulation and their committed versions.
The write set contains a set of unique keys and their new values that the transaction
writes. An overlap between the two sets may occur. Each endorser responds to
the client with the signed transaction and R/W set. The client then checks the
consistency of the R/W sets received from all endorsers. Consistent responses mean
that all endorser fog nodes read the same input and compute the same output. In
other words, they all agree that the client’s fog node can update the patient data. If
there is any inconsistency between the response of the endorsers, the client ignores
the transaction.
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Fig. 5.2 Blockchain-based execution of the data sharing transaction

Fig. 5.3 Vital signs smart contract
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Step 4: Request to order the transaction. The client submits the updatePatientVi-
talSigns transaction, the R/W sets, and the signatures received from the endorser fog
nodes to the ordering service, which may receive transactions from other clients.

Step 5: Delivering the transaction. The ordering service adds the updatePa-
tientVitalSigns transaction to a block with other transactions from other clients in the
same channel. It then distributes the block to all fog nodes of the concerned channel.
The endorser fog nodes receive the block, as do other nodes on the channel.

Step 6: Validating the transaction. The endorser fog nodes and other fog
nodes on the channel add the block to the Blockchain. They also check that
the updatePatientVitalSigns transaction in the block has the right R/W sets and
signatures according to the endorsement policy. Since the transaction has been
endorsed, they mark the transaction as valid, update their world state based on the
write set, and update the patient data.

Step 7: Notification about the transaction. The different fog nodes on the channel
issue notifications about the new block or transaction. If the client has registered to
be notified when transactions succeed or fail, it is notified of the event.

5.5 Conclusion

In this chapter, we described how fog-based solutions would enable the deployment
of latency-sensitive smart city applications. Processing and possibly storing IoT data
streams in fog nodes closer to data sources can dramatically reduce network traffic
and reduce latency. The deployment of fog nodes by different organizations and
businesses in the smart city and the possibility of sharing data between them would
allow them to meet the computing and network requirements of smart applications,
which can help achieve the objectives of the smart city stakeholders and improve the
quality of services offered to citizens. We described how setting up a Blockchain
network including fog nodes of the city stakeholders would secure data sharing.
We considered a smart healthcare scenario as a use case and described the process
of executing a transaction that aims to update a patient’s vital signs information
collected by a healthcare provider. This process relies on validating the transaction
against a vital signs’ smart contract.
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Chapter 6
Integrating Blockchain with Fog
and Edge Computing for Micropayment
Systems

Jamal Al-Karaki, Deepa Pavithran, and Amjad Gawanmeh

6.1 Introduction

In this section, the basic concepts behind the use of modern technologies like
blockchain and fog computing for solving some real-life problems (e.g., micropay-
ment) are described. Blockchain has developed as a powerful technology enabling
unlimited application and opportunities during the last decade. Among these, it
provided the first practical decentralized money exchange system. While there
are many successful models for electronic coins based on blockchain technology,
there is still a need for efficient and fast system that can support and process
micropayments and the very low scale in a convenient manner [30]. Real-time
analysis of data and authentication with better connectivity and faster speed of 5G
will enhance the micropayment system when integrated with blockchain.

Fog computing is a new paradigm that is considered as an extension to cloud
computing. As shown in Fig. 6.1, the computation is moved from the core of the
Internet architecture layer to the edge of the network where processes are closer to
end users. Figure 6.1 demonstrates the concept of how fog computing allow cloud
services provisioning at the edge of the network. The architecture includes end-
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Fig. 6.1 Extension of cloud services to be performed at the network edge using fog computing

user layer, fog layer, network edge layer, and Internet layer. Fog computing layer
is perceived as a middle layer between the cloud and the Internet of Things (IoT).
This multilayer extension has the benefits of enhancing several features that include
security, reduced latency, and energy consumption. On the other hand, blockchain
is becoming a core technology that is implemented in extensive range of appli-
cations. Many distinguished features of blockchain including security, reliability,
and distributed trust management motivated extensive research on integration with
fog computing. Such integration could potentially allow building a distributed,
trusted, management system for processing heterogeneous data, payment and
micropayments, trust and reputation, and validating user identity [31].

The Internet of Things (IoT) technology provides means for connecting anything
such as devices, humans, cars, planets, road signs, etc. With massive increase of
IoT devices in the coming future, current solutions consider cloud computing as a
solution to resolve management issues. It is evident now that cloud computing may
not be suitable for a massive IoT system. On the other hand, fog computing has the
potential to manage the distribution problem on such massive scale, hence allowing
for better controllability and manageability. In addition, a decentralized architecture
may not be sufficient to handle sensitive transactions such as the ones needed for
micropayment making blockchain-based solutions much plausible in less trusted
environments [36].

Different generations of wireless and mobile technology were planned to meet
the needs of both users and telecommunication network companies (see Fig. 6.2).
As we move from 1G toward 5G, new applications appear with higher requirements
for data rate and low latency. With more data-centric applications (e.g., smart cities,



6 Integrating Blockchain with Fog and Edge Computing for Micropayment Systems 95

Fig. 6.2 Evolution of wireless communication networks and representative applications including
6G

digital cryptocurrencies, etc.), new requirements appear all the time. Furthermore,
the new artificial intelligence-based smart systems residing in local cloud and fog
environments will also enable a multitude of new applications. Modern commu-
nication networks will need to support this new smart system by allowing higher
data transfer speeds with adaptation to heterogeneous set of networks/devices.
Although 5G made a substantial step toward developing low latency, new frequency
bands, advanced spectrum usage, and a complete redesign of the core network,
the data-centric and automation still requires a data rate in the order of terabits
per second with very low latency and many concurrent connections, which may
exceed the capabilities of the emerging 5G systems. As such, a significant research
was triggered to investigate the use of a new generation of wireless networks, i.e.,
6G systems. The evolution of 5G to 6G will enable significant benefits where 6G
could very much benefit from even higher spectrum technologies than 5G, e.g.,
through terahertz and optical communications. In addition, the heterogeneity of
future network applications warrants new cell-less architectural paradigms like 6G.
The 6G will also bring intelligence from centralized computing facilities to edge/fog
devices allowing for more envisioned applications that were theoretically discussed
under 5G networks. Overall, 6G will help to fill the gap between future business and
public demands and what 5G can provide.

As both blockchain and fog/edge computing are based on decentralized devices
rather than centralized servers, as in most other paradigms, their integration can help
in driving many technologies forward. Future versions of blockchain will fix the
defects in the older blockchain framework. Moreover, the use of fog computing in
addition to some other advanced technologies such as machine learning will present
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Fig. 6.3 Sample applications for integration of fog with blockchain

many new features. Examples of these new features include adding new blocks to
the blockchain publicly, allowing wide adoption by both individuals and businesses.
In fact, when integrating blockchain with these new technologies of AI and fog
computing, the operation of blockchain will completely change.

To elaborate on the use of fog computing for blockchain applications, we will
now explain several capitalization factors on such integration. First, using fog
computing will allow any type of devices to contribute to the blockchain contents,
either directly or indirectly, and hence significantly enhancing the businesses in
terms of production and running costs. Figure 6.3 shows three typical applications
that can result from this integration and are explained further as follows.

1. Assorted devices assembly: In fog computing, smaller devices such as smart-
phones, tablets, and other smart devices will be closer to the edge and will
act as nodes on a fog computing network. Shifting computation to the edge
will make the fog faster, energy-efficient, and agiler when compared to cloud
computing. As such, the devices will be added to the blockchain framework. As
such, the restrictions of traditional cloud computing are removed with blockchain
and fog computing integration. For example, fog computing will now remove
restriction cryptocurrency mining to high-end machines. Even machines working
on different operating systems can now operate in the blockchain framework
allowing for cross-platform manageability. In fact, blockchain smartphones are
already being used in many businesses today [32].

2. Client token system: Using fog computing for blockchain, the business value
for idle/unused digital resources can be maximized. Since many computing
resources are connected to the fog-based blockchain and these might not be
completely utilized, businesses might offer a lease token for users who rent their
idle equipment resources such as CPU/GPU, storage space, and bandwidth for
handling business processes of the organization. For example, a reward system
can be built to offer different tokens for the type of resource being shared by
users. This is very promising application given the large number of devices
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that can be integrated in the fog computing for the blockchain framework. As
such, idle times of various digital gadgets can be utilized to access blockchain
applications. The benefit will be huge for various businesses from the availability
of a large number of blockchain-enabled IoT devices. Example of usage of
businesses for these devices is to have a platform for trading cryptocurrencies
without being reliant on large data service providers. The reward system can
also allow for earned and unutilized tokens to be traded for cryptocurrencies
with other users. As such, fog computing-enabled blockchain networks allow
for new utilization frontiers of heterogeneous devices for both consumers and
businesses. In addition, utilization of disruptive technologies like AI or big data
can help blockchain change the data that is processed and exchanged throughout
the Internet from all types of devices, which will allow new methods for handling
cryptocurrency transactions [33].

3. Blockchain and fog synergy: A major challenge in a distributed environment
like fog computing is to have how to employ distributed security structure in
order to protect network resources and businesses. As fog-enabled blockchain
performs as a mesh system with equal roles of network nodes of equal com-
putational loads, a distributed security solution is also needed especially when
various layers of the fog node heap are managed by many different units. To this
end, blockchain technology is the answer for managing trust in a decentralized
and distributed manner where users don’t trust each other [34] [35].

This chapter explains the benefits of integrating modern technologies (fog
computing, blockchain, and IoT) to solve the problem of micropayment systems.
Toward the end of this chapter, we briefly present a generic solution proposal to the
problem of micropayments by integrating fog computing capabilities, blockchain,
and edge computing to provide a practical payment setup that allows customers to
issue micropayments in a convenient manner and at a fast rate. This is achieved
by utilizing the capabilities of edge computing to provide ad hoc but high com-
putational power, as well as the fog computing technology in providing reduced
latency in processing. The objective is to provide a practical and novel payment
setup that allows customers to issue micropayments in a convenient manner and at
a fast rate. In particular, we are interested in understanding how new technologies
can make it possible for users to make micropayments in a distributed environment.
We leverage distinguished features of these new technologies (e.g., blockchain and
fog computing with IoT) to explain how better solutions for this problem can be
obtained.

The rest of this chapter is organized as follows. In Sect. 6.2, the taxonomy of
blockchain-based system architecture for fog computing using IoT is described
in details. Section 6.3 describes the blockchain-based system architecture for fog
computing with some related work about the use of blockchain and fog computing
applications. In Sect. 6.4, we present the system model to illustrate how a system
should be constructed to address the fog-blockchain-enabled micropayment system.
In Sect. 6.5, we briefly present a generic model for micropayment system. In Sect.
6.6, we conclude our work and highlight some future directions.
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6.2 The Taxonomy of Fog Computing, Internet of Things
(IoT), and Blockchain

The trust problem in technology applications is enormously complex when sensitive
information (e.g., cryptocurrencies) is encountered and no verification or audit
mechanisms are provided. Nakamoto, in 2008 [1], presented two new concepts
which heavily impacted trust system in various businesses, namely, the Bitcoin
virtual currency and the blockchain, a technology that allows for making a public
and open distributed ledger [30]. Recently, blockchain has been identified as a
disruptive technology which has adverse impact on many industries and businesses.
Blockchain has various types, e.g., public and permission based. Most of today’s
platforms are permission based. The smart contract is used to verify the user identity.
The consensus algorithm is used to reach a decision for adding a new block to the
distributed ledger. There are many variations of consensus algorithms, e.g., proof-
of-work (PoW) and proof-of-stake (PoS). Many common platforms exist today for
the creation of blockchain-based applications from many diverse domains, due to
the tremendous advantages of blockchain technology. The number of platforms is so
high and in constant change. These platforms vary in terms of the type of blockchain
used, the consensus algorithm, and if smart contracts are used. An example is the
Ethereum blockchain, which uses a time-stamp system and cryptographic hashes
to prevent alteration retroactively and records all transactions that occur within the
network. It also uses smart contracts to make sure that all of the specifications of any
particular user, such as limited access time to a network, can be defined, ensured,
and recorded. Other common platforms include Hyperledger Fabric, Multichain,
Lisk, and Quorum [15].

The synergy between fog computing and blockchain is true for connected
systems with lack of trust as well as in a disconnected or autonomous systems.
The reason behind this synergy is that fog computing provides atomic features
that requires trust while operating independent of central servers. Among various
consensus mechanisms, some cannot work when it requires massive computing
capacity that are not supported by a fog device. On the other hand, protocols such
as “proof-of-stake” (PoS) are suitable of running on nodes with limited capabilities
of fog nodes. The massive use of fog computing motivated the need to have an
interoperable architecture for blockchain in fog environments. Several blockchain-
oriented startups join the OpenFog Consortium, including iExec, Hyperchain,
KeyChain, Xage, SONM, and Leatherworks [31].

The incorporation of fog computing into the Internet of Things (IoT) using
blockchain poses several challenges as well as opportunities. To understand this
interesting mix, potential use cases need to be studied in order to understand require-
ments and architecture and demonstrate the value presented by fog computing to
end users. To aid our understanding, a proposed taxonomy is explained below to
undersigned how fog can be employed to harness the IoT capability coupled with
blockchain [36]. The proposed taxonomy has three levels, namely, verticals/vertical
markets, use cases, and applications. Figure 6.4 shows sample verticals that can
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Fig. 6.4 Sample verticals for integration of fog with IoT and blockchain

result from the assimilation of fog, IoT, and blockchain. This is further explained as
follows:

1. Vertical markets: Verticals or vertical markets are business functions where
companies serve a specific audience (e.g., industry segments, or network
domains, or specific classes of users) and their set of needs. Vertical markets
are more dependent electronic commerce due to the need for instant transactions
processing. In IoT fog environments, this is related to specific businesses with
dedicated and highly specialized team for an individual vertical. For each
vertical, a set of standards, policies, procedures, and protocols are developed
to help control its widespread use. Here are some of the verticals that are
especially important to IoT and fog:

2. Use cases: The second layer in this taxonomy splits each vertical into sections
that are served by a single IoT platform. For example, use cases might include
smart highways, autonomous vehicles, and drones, among others in the trans-
portation vertical. When designing fog-based solution for a particular use case in
a vertical, a solution can be effectively leveraged for another use case in the same
vertical.

3. Applications: In this layer, a specific hardware/software solution can be built to
provide certain IoT capabilities to satisfy customers’ needs. For example, in the
transportation vertical, some applications can be scheduling, fuel optimization,
passenger entertainment, shipment tracking, and staff communications. These
applications can be installed on the fog network by the transportation supplier
and make it available for different clients. Similar set of applications can also
be built for other verticals making this area an emerging marketplace for fog
computing and IoT applications. When the marketplace becomes prominent,
third-party developers can be leveraged to grow the IoT and fog software or
applications.
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The above-suggested taxonomy clearly shows how IoT networks will use fog
network and fog nodes to serve most of the verticals in Fig. 6.3, their associated use
cases, and the wide range of applications serving each use case.

6.3 Blockchain-Based System Architectures for Fog
Computing

In this section we will discuss various paradigms where blockchain-based systems
were used within centralized data centers as well as distributed ones. For this
reason we will first present cloud-based and then fog- and edge-based blockchain
architectures.

6.3.1 Cloud- and Big Data-Based Blockchain

Cloud architecture is a centralized one where the system consists of a huge number
of data centers as well as computational resources. On the other hand, blockchain
network is a distributed public ledger where data and operations are incorporated
in a sequence of transactions [2]. These transactions are recorded and verified
throughout a distributed and decentralized network of nodes. This decentralized
architecture has been shown to have unprecedented capabilities to develop several
types of applications. In addition, several research works have demonstrated how
blockchain can be used for assured data provenance capability for cloud computing
systems [3]. Such model can make use of the capabilities of both paradigms. For
instance, the decentralized architecture can utilize every node participating in the
system to enhance the efficiency of cloud services.

On the other hand, integrating blockchain with cloud services results in having all
data operations conducted transparently and permanently recorded. One benefit of
this model is having a new level of trust between service users and cloud providers.
In addition, maintaining provenance can help in increasing the trust toward cyber
threats and provide strong background to enable proactive cyber defenses [3, 4].
Figure 6.5 shows the micropayment dataflow within the user, edge devices, and
blockchain. Users make the payment request with microprocessors. Edge/miner
nodes verify the balances and acknowledge. If adequate balance is not available, the
request will be rejected. Balances are updated on all nodes within the blockchain.
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Fig. 6.5 The micropayment dataflow within the three layers (user, edge devices, and blockchain)

The authors of [5] presented a security framework for data storage in the cloud
using blockchain. The method is based on dividing data encrypted blocks that
are processed randomly within blockchain networks. Juneja et al., the authors
in [6], proposed another blockchain-based framework for access control system
that enables data processing during retraining in real time. In another approach
Shafagh in et al. [7] presented a blockchain-based system with access control and
management features for IoT Data. Several other approaches were proposed to
securely and efficiently collect, organize, and audit big data for model building and
accurate prediction using machine learning methods [5–11].

The work in [12] presented a blockchain-based user authentication algorithm
that is intended to address cloud insider attacks. The blockchain is used for storing
and processing credentials within secure transactions. Then, access is provided only
after proof of authentication blockchain-based transaction (PoAh) [13].
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6.3.2 Fog- and Edge-Based Blockchain

Fog computing emerged as a new paradigm that enables making use of end users
to perform computations and other network operations that are related to the core
network. The work in [14] presented a lightweight security method that integrates
fog commuting with the blockchain. The framework makes use of edge and fog
computing capabilities in order to enhance the speed of signing and validating
signed data.

Authors in [15] presented a cooperative framework that integrates blockchain
and fog architectures for food supply chain. Authors used capabilities of blockchain
technologies to enhance the transparency of data sharing as well as information
flow and management capacity between all end users of the supply chain system.
The work in [37] proposed a method that integrates blockchain with fog computing
networks in order to enhance computational power consumption and storage spaces.
This is achieved through a heuristic that was designed to enhance hashing time for
blockchain throughout device collaboration. Table 6.1 shows the overview of state-
of-the-art work on blockchain/edge/fog technologies with potential applications in
micropayment systems, or to support micropayments in IoT systems. It is obvious
that existing methods do not make use of the current capabilities of the 5G networks.
In fact, some of the aforementioned proposals were there before 5G came to
the picture. In addition, most of existing solutions are trailered toward particular
applications, mainly related to IoT.

Practically, there are many other contemporary applications that may make use of
Blockchain/5G enabled instant micropayment biotins, especially, the gaming area.

6.4 Fog-Blockchain-Enabled Micropayments

In the Internet of Things (IoT), the existing payment method includes using a
prepaid card or mobile devices to make the payment. In this system, the users have to
provide cards, enter the password, or operate devices. In addition, this system relies
on a trusted third party for processing financial transactions. This process can be
automated using blockchain by employing a hardware cryptochip, where the device
can make the payment automatically without the need for a trusted third party. This
will help to ease the complicated transaction procedures.

Two reasons why a traditional blockchain system is inappropriate for micro-
payment system are that cryptocurrency exchanges impose transaction fee that
may become higher than the data value. Secondly the traditional systems are less
scalable and have low transaction speed. In addition, the reliability of blockchain
mainly depends on how its consensus is designed. A poorly designed consensus can
entirely disrupt the blockchain process and can lead to business loss. Blockchain
uses a distributed ledger technology where all parties share the ledger making it
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a transparent system. This ensures the reliability of the system and avoids illegal
modification of the system.

The system proposed by Lundqvist [19] utilizes a smart socket and smart cable
that communicates with the socket. The objective is to enable blockchain-based
micropayment system to automatically allow a “Thing” to pay for its electricity.
This can be utilized by electric cars to automatically refuel. The cable pays for the
amount of electric energy using Bitcoin. Hence, the cable needs to be set up with
Bitcoin accounts and users need not be aware of the payment.

6.4.1 Benefits of Integrating Blockchain with Fog Computing

IoT infrastructure is mainly adopted for monitoring and controlling applications in
critical infrastructure. Integrating this infrastructure with cloud computing provides
on-demand storage and processing services. Since sensors are deployed in huge
numbers in IoT era, this results in big data that requires a large bandwidth for data
collection and acquisition. In addition, moving data into data centers where costs
are at lowest is considered one of the challenges in this area.

A model of micropayment system enabled by the Bitcoin system to make
payment for smart devices is given in Fig. 6.6 [21]. It includes the application,
users, the network communication module, Wi-Fi module, processor, cryptochip,

Fig. 6.6 A Model of micropayment system using Bitcoin
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Fig. 6.7 General fog-enabled IoT system architecture

and Bitcoin wallet. A Bitcoin secure payment module makes the transactions. The
payment module contains a processor with a Bitcoin wallet stored on it and an
elliptic curves cryptography (ECC) cryptochip.

Processing the data near to the edge of the network can improve the quality of
service provided for the end user. Integrating blockchain with fog computing can
provide data security, transparency, and trust without the need for a central party.
This in turn provides better control over data and communication. Fog computing
can also provide data storage on-site and can process and classify the data based on
the sensitivity. Analysis can be done at the fog layer to identify what data should be
stored in the blockchain and what data should be moved to the centralized cloud.

A general fog-enabled IoT system is based on three layer architectures: device
layer, fog layer, and cloud layer [17] as shown in Fig. 6.7. The fog layer serves
as a layer between IoT and cloud. The fog infrastructure includes the fog gateway
nodes and fog computational nodes. Before sending the data to the cloud, the data
is processed from the fog computational nodes. This in turn reduces the latency in
sending the data to the fog. Fog gateway node acts as an interface between the IoT
layer and cloud layer.

6.4.2 Integrating Blockchain with Fog/Edge Computing for
Micropayments

Blockchain has a robust and trusted solution for financial transactions; it can serve
as a billing layer in between a distributed network of heterogeneous devices. Memon
et al. [27] proposed three different configurations for hybrid IoT based on the
applications. It is a three-tier architecture with “Things,” edge/fog layer and cloud
layer. “Things” are objects or devices deployed into a smart environment which
are connected into a blockchain-based peer-to-peer communication network. The
middle layer is the fog/edge layer where fog is computing resources that have
processing, storage, and controlling capabilities available locally to IoT devices.
The third layer is cloud, where only certain applications will be communicating
to the cloud layer. These are mainly industrial applications that require high
processing and storage capabilities. For applications that require micropayment, the
cloud layer is inactive, and edge/fog layer will be based on need only. Hence for
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objects in smart home, vehicle-to-vehicle communication, and traffic management,
“Things” can make payment without interacting with the cloud layer. Applications
such as smart meter, utility billing that requires micropayment edge/fog layer,
will be active, whereas cloud layer is based on need only. This indicates that
micropayment applications can be processed within in the “Things” and edge/fog
layer. Introducing blockchain within the “Thing” or the edge/fog layer can create a
robust and transparent payment system. However, due to the large transaction fees
and less scalability, blockchain-based payment system needs extensive changes in
processing micropayments.

6.4.3 Lightning Network: Example of Micropayment Solution

Lightning network (LN) is an off-chain protocol that can process micropayment.
The transaction fee is negligible and can be processed in wide ranges in the
micropayment domain. It can be used as payment solutions for IoT applications
and digital goods and services. The advantage of using LN network is cheaper
and faster payment processing with enhanced scalability, latency, and throughput.
Unlike other blockchain networks, the LN does not broadcast the transactions to
the entire network. Two parties in the network can perform off-chain transactions
through local database. Hence, the on-chain transactions, which are computationally
expensive and slow, can be avoided, and a secure communication channel is created
between two parties. LN is created on top of Bitcoin network [28, 29].

LN runs by first opening a channel by creating a transaction request to the edge
node. When this transaction is validated, payment is executed and the balances are
updated. When any of the party is willing to terminate the transaction, the updated
ledger with balance must be synchronized. Its operation also includes punishment
when any of the party misbehaves. In such case all the channel-related funds can be
kept by the other party. Transactions cannot be finalized in cases when payments are
made in single direction or if the balance of a party reaches zero [20].

6.5 A Hierarchical Fog-Blockchain Micropayment System

In this section, we show an architecture of a hierarchical fog-blockchain micro-
payment system. The main practical problem in most cryptocurrency is the lack of
scaling and the ability to process instant small amount of payments. These are very
often needed in different applications, in particular in the gaming area. Among the
solutions that were proposed in the literature is to use an off-chain network, called
lightening network (LN), in order to enable transactions between without actually
performing them in the main blockchain. This provides users with the ability to
do as many transfers as they want internally, without having to update the main
ledger in the blockchain [27]. This obviously has several advantages in terms of
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Fig. 6.8 Blockchain-based edge/fog computing generic model for micropayment systems

efficiency and scalability as well as reducing transaction costs. Figure 6.8 shows
the fog/edge computing model for micropayment system using blockchain. The
edge device keeps a local ledger, whereas the main ledger is maintained within
the blockchain in cloud. Micropayments are accepted and processed by the edge
devices through the local ledger. It is noted that this model can provide fast and
reliable exchange of data with low latency. An edge device can register with the fog
node/server using a private key. The authority of the transaction of the edge device
is verified using the public key. When processed, the peers in the same payment
processor group can request transactions such as resource exchange of data of the
registered edge device.

In the LN-based approaches, the role of the end user is limited to performing
transactions; in addition, there are no criteria which defined on who to aggregate
the transactions among users, and then perform the actual blockchain update. In
this work, we intended to present a layer’s micropayment that makes use of the LN
architecture a well as the capabilities of edge/fog computing features. The objective
is to enable accepting and processing micropayments instantly by a layer of users.
This will be conducted in an LN fashion off-chain. However, users will be acting
as fog/edge nodes that can contribute to the blockchain as PoS or PoW or using
any other concept. In addition, other layers for processors that act as intermediate
one between users and the blockchain, which can be called processors layer, will
have to aggregate these and process them through the normal blockchain. Figure
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6.7 illustrates this architecture where edge nodes can act as users or processor. In
addition, they can contribute to the system by acting as minors in order to conduct
proof-of-stake or proof-of-work.

1. Micro layer: here micropayments are processed fast; this includes transactions
with very small amounts that are processed by edges. Each edge will gain pos-
itive reputation for processing micropayments successfully. These are instantly
processed, and aggregated together to form transactions that will be processed by
the macro layer. Transactions can be confirmed by the edge. Every participating
node can act as an edge. These transactions are processed instantly by each
processor. Processors will then aggregate these payments into transactions that
can be processed through the normal blockchain, be it Bitcoin, ether, or any other
infrastructure. The main objective of this layer is to enable instant payment.
Processor can coordinate their limits with end users based on trust gained by
these users.

2. Processors layer: in this layer, transactions are aggregated and processed
between edges as regular blockchain transactions; these are slow, and take time to
be confirmed and processed. Transactions can be confirmed only by blockchain.
The aggregation process is performed at this level by the edge processor node
based on the current state of the ledger and the balance of every user. These
will be eventually updated and synchronized among all edge nodes. In addition,
processors will have to validate micropayments across other processors. This
should not be time-consuming and will require a lightweight protocol step that
ensures consistency between processors. Such protocol can be implemented
based on 5G technology.

As demonstrated in Fig. 6.9, the micropayment processor layer performs transac-
tions with the blockchain. These processors are typically edge/fog nodes. They hold
a consistent and up-to-date ledger that can be synchronized at this layer without
interfering with the blockchain. Any messages exchanged between the processors
layer, or between this layer and users, or between this layer and the blockchain
will be synchronized in this layer. Hence, this layer is responsible for facilitating
transactions between users, or users and processors by manipulating transactions
along with associated data and then synchronizing this with remaining processors.
This synchronization mechanism can guarantee that micropayments are processed
and locked until eventually aggregated into the blockchain.

A generic architecture of micropayment system with its integration with other
system is provided in Fig. 6.10. The role of 5G technology is fundamental in
the process of synchronization among processors in their layer. For a small-scale
network, this can be done on the spot with such high-performance capabilities,
while large-scale networks will require more involved solution. Another open area
is establishing a trust-based system that regrades edge/fog nodes at both layers.
This can significantly enhance the performance of the network by reducing the
complexity of the synchronization problem. Finally, employing smart contract in
this context is another open area that requires further investigation.
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Fig. 6.9 Edge−/fog-enabled blockchain architecture

Fig. 6.10 A generic architecture of micropayment system throughout the integration of fog/edge
with blockchain
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6.6 Conclusion and Future Work

This chapter presented challenges as well as opportunities that might arise from
the integration of disruptive technologies such as of fog computing, blockchain,
and IoT as well as 5G and 6G for micropayments solutions. Fog computing
improves scalability, latency, and throughput compared to cloud environment. By
integrating fog computing with blockchain, many advantages in terms of security
and cost can be obtained. Further integration of advanced technologies like artificial
intelligence and big data to blockchain and fog computing can support many
business verticals. Micropayments are adopted into a large number of applications.
However, individually processing micropayments will result in higher transaction
fees. In some cases, transaction fee can exceed the payment value. Due to this
reason, traditional cryptocurrency blockchain like Bitcoins is inappropriate for
micropayment transactions. This chapter also explained the benefits of integrating
modern technologies (fog computing, blockchain, 6G, and IoT) to solve the problem
of micropayment systems. This is achieved by utilizing the capabilities of each
technology (e.g., edge computing) to provide ad hoc but high computational power
as well as reduced latency in transaction processing. The chapter also highlighted
the various relationships among these technologies and surveyed the most relevant
work in order to analyze how the use of these disruptive technologies could
potentially improve the micropayment system functionality. The chapter concluded
by presenting a generic solution proposal to the problem of micropayments by
integrating fog computing capabilities, blockchain, and edge computing to provide
a practical payment setup. Such model will be technically pursued in another work
as it needs more involved elaboration, implementation, and performance evaluation.
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Chapter 7
Medical Prescription Traceability Using
Blockchain-Based Decentralized
Application

V. Kakulapati and Parimi Shiva Kalyan

7.1 Introduction

Medicare is changing its perspective on life, is becoming increasingly intelligent,
and reliant on 6G communication systems. “5G facilitates rapid and convenient
coordination among devices, systems, and physicians.” It delivers a better clinical
environment; however, interoperability can also write a better Medicare medicine
prescription [1]. Fast altitude and latency wireless communication allows 5G to
enhance access to medical care. The patient’s background of prescriptions, such
as essential medication details, is accessed automatically with such a distributed
ledger ePrescription approach. All this reduces the chance of the inappropriate
method, prescription, and sometimes medication being prescribed to a patient.
The readily accessible electronic record can prevent prescription inconsistencies,
eliminate inaccuracies to humans, or misconceptions. Even though the patient’s
previous prescription is available to physicians and medical practitioners, it reduces
the risk of mismedication being dispensed and provided to the patient [2]. Because
all this is implementing blockchain, it can be assured that data are not altered or
distorted and that everyone can be confident.

Medical prescription traceability has played a significant role since the origins of
the pandemic when the required medication used to change hands a lot to reach the
person in need of the treatment, and that is when the drugs were abused and sold for
much higher rates and their concentrations were altered. Prescription as a term refers
to“ an authorized drug/medicine usage given/advised by a medical practitioner to
the patient.” Prescription traceability will provide a footprint in the ecosystem of
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pharmaceutical drugs and make sure that the passage or the supply chain through
which the handover of the medicines/drugs happens is safe and verified by the
central body in authority for a given geographical location.

Transactions that occur in products or consignments in real-time monitoring from
the basis and during the supply chain are known as traceability.

7.1.1 The Advantages of Traceability

The capability of traceability is to trace the supply chain status and trace back
the history of drugs in the location under consideration. The health care supply
chain is monitored by a universal standardized identification organization from
producer to patient. The pharmaceutical firm has a way of ensuring operative and
quick assessment of items from particular batches or quantities of prescriptions
from the marketplace by using the traceability procedure. This procedure can be
accomplished in a minimum amount of time to prevent treatment errors and provide
the importance of a speedy inventory, which is a significant challenge as all the
supply chain inadequacies have to be analyzed.

Using blockchain technology, there are two main principles, confidentiality and
traceability, which take care of the conservative trust issues on all open, merged,
and societal levels. These features are not appropriate to give a complete result that
leads to blockchain associated with robust encryption algorithms [3]. Blockchain’s
association with cryptography algorithms makes it confidential that traceability,
security, and administrative work in various businesses and the medical and supply
chain are central to analytical solutions. Once blockchain has recorded data, it
cannot be transformed or cancelled entirely. This perpetuity and recognizability
of data are a basic necessity for any health care organization. Therefore, when
blockchain is used, it creates the sense of imminent events.

The following list of issues is solving by blockchain technology in the health care
domain.

• Reliable storage and truthful fortification
• Protection of privacy-preserving data
• Distribution of data
• Detection and liability of data

These issues can be tended to separately with the correct utilization of cryp-
tography and privacy-preserving methods and can lead blockchain technology
to being a confidential distributed ledger. The distributed nature of blockchain
technology [4] generates one ecosystem of patient information that can be rapidly
and effectively referenced by specialists, clinics, drug specialists, and anybody
involved in diagnosis. In this way, blockchain technology can lead to early treatment
and personalized protection.

Data can be protected in insightful medical systems with 5G technology
blockchain to prevent misinterpretation. Blockchain compatibility with 5G
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technologies will improve existing health care to provide greater reliability.
Blockchain was known as one of the most significant communication devices
for 6G networks [4–6], and the leveraging of 6G mobiles is essential. Intelligent
6G health care had to provide a different approach to addressing issues in the 5G
technology. The more comprehensive and pervasive incorporation of blockchains in
wireless communication will boost primary health care performance and increase
efficiency with greater decentralization, safety, and privacy. The problem of privacy
is one of these technological problems. Also, the integrity of health care data
is feasible because of the infallibility of blockchains. Patient confidentiality and
reliable data processing without centralized controlled third-party companies can
be achieved with blockchain technology.

By implementing traceability, we can cover a broad range of domains in
the pharmaceutical market using various methods, including the two different
ends of the governing body, i.e., the top-most authorities and the bottom-level
organizations/dealers. This blockchain-based framework would be responsible for
maintaining a ledger type of structure that would store each aspect of transactions
made to/for the drugs in the chain and record the process path and workflow of the
drugs present in the supply chain.

7.2 Related Work

Faster than 4G, 5G was anticipated to be a facilitator for all other technologies,
e.g., the internet of everything (IoE), convergence in industry, intelligent transport,
and remote health care, by offering ultra-high reliability, latency as low as 1 ms,
improved data and network capacity [7], and many more.

Because of the significant utilization of cryptocurrency in any process, a
protected Medicare framework guarantees sensitive data in the cloud to the patient
[8]. Numerous scholars discussed the different types of models for incorporating
cloud-based protection mechanisms [9, 10] and then integrated cryptocurrency into
medicine to migrate cloud data along with key management issues. Decentralized
blockchain technology has replaced the centralized control structure problems in
health care for safety. The utilization and performance of blockchain in decentral-
ized health care have managed every track or file system properly [11]. A medical
history dissemination network with a blockchain-integrated system for transitioning
costs and trade.

Any set of nodes (blocks) has been adding malicious nodes and malicious miners
to execute malicious operations in the network owing to a grey attack. E-health
care providers offer this information to each miner on the internet if a pharmacy or
physician gives a patient a list of medications.

This decentralized activity can be amplifying as actions may be verified utilizing
blockchain-based digital currencies. Such concepts can be effectively incorporated,
leading to several benefits. During the last decade, advanced analytics emerged
and have provided people with tremendous business insights by analyzing massive
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datasets. The data created and processed in the cloud can be examined side-by-side
to give the user valuable information to improve productivity and benefit.

7.2.1 Management of Prescriptions

Appropriate administration of prescriptions is significant to provide the best medical
provisions. Nowadays, substantial scope issues such as the opioid crisis have
developed because of mismanagement of the prescription [12]. Many investigations
developed to eliminate the barriers to appropriate prescription administration.
All operations are all securely accumulated by blockchain technology known as
BlockMedx [13], which utilizes an Ethereum-based method to administer the
prescription processes securely. Once the physician issues a prescription to a
patient, then the specified pharmacist can check the prescription by blockchain
technology before supplying the medicines. For tracking prescriptions, intelligent
contract applications [14] are used in addition to Ethereum, and facilitate separate
gateways for physicians and pharmacists interested in the prescription procedure.
The delivery of drugs to patients is restructured by ScriptDrop [15] and releasing
patients from having to show their prescriptions at the pharmacy. ScriptDrop also
traces the usage of drugs using computer-generated associates, and they utilize
blockchain technology to trace the delivery information. ScalaMed [16] operates
a patient-centric model of blockchain-based resolution for prescription tracing
and stalking of all prescriptions, which designates the digitization of prescription
for solving prescription mismanagement issues. Many blockchain technology-
based solutions have been developed for prescription administration; however, a
centralized conservative organization can facilitate a solution for firms where few
parties have to participate.

7.2.2 Traceability Using Ledger Systems

Ledger systems have been the primary tracing tools since the increase in alterations
and manipulations in the supply chain for products, especially medicines [17]. These
give rise to various ways of counteracting the fake drugs introduced into the supply
chain by dealers who gain enormous profits at the cost of human lives. Using
the ledger system, one would maintain a log record of the timestamps when the
drug moved and from where it moved. From the source to the target destination,
everything is recorded in the ledgers present at distinct locations, which would be
later compared to check for any manipulations.
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7.2.3 Prescription Traceability

Prescription traceability plays a significant role in tracking the status of a patient’s
record once he/she visits the hospital until the end of the chain when the patient
receives the prescribed drugs. This form of traceability helps to find the loopholes,
if any, existing within the system. This offers a whole new dimension to the
pharmaceutical drugs in the supply system. As the traceability increases, it proposes
a new unexplored solution to the complex problem of black-marketing and illegal
use of drugs and stops drug abuse.

The permission of data on blockchain [18] defines a permission-controlled
smart contract that defines the permission of content management, the consent of
intelligent contract management, and permission to join the blockchain. To join the
traceability platform, a company needs to send a request off-line to get approval
to join the blockchain network. The traceability company updates the permission-
controlled smart contracts before the company can join the blockchain network and
synchronizes historical transactions.

7.3 Proposed Method

The proposed system uses a blockchain-based framework to trace the movement of
the medicines prescribed in the supply chain ranging from various levels, including
different parties such as pharmacy, hospital, patient, and the governing health body.

This application uses a decentralized blockchain-based ledger system, where
each transaction has a signature of one of the parties mentioned earlier. These
parties verify the medical prescription produced to them or produced by them to
the following parties by their transaction signature, encrypted in a hex code, which
is further confirmed by the next level of authority in charge (Fig. 7.1).

This application programs in Solidity the smart contracts in the “Contracts”
folder of the blockchain files, written in Solidity pragma header files. These smart
contracts have the following actors at the code level: medical prescription owner,
medical prescription moderator, transfer responsibility, previous counter party,
counter party, initiating counter party, and state.

7.4 Methodology

7.4.1 Blockchain Technology

Blockchain technology [19] satisfies elementary prerequisites for universal trace-
ability:
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Fig. 7.1 The framework of the proposed work

• Impossible to use data
• Accessible anywhere and adaptable
• Simply familiarized and implemented throughout the world

Limitations:

• All transactions should be stored in blockchain with a bit of data and not blocks
with more features

– Blockchain technology can process only a few transactions per second
– Each transaction cost is dependent on the lumps of that type of network, and

the instructions agree with them
– Hacking is highly improbable

The proposed blockchain decentralized application works on an online compiler
where the contracts are written in Solidity and executed, which gives out the
transaction details; each transaction done has a “Gas Price.” This transaction via
Gas Price is recorded for further details (Fig. 7.2).
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Fig. 7.2 The workflow of the proposed work

7.4.2 Traceability

A electronic ledger containing an uninterruptedly increasing order of blocks is
known as blockchain. Each block contains a complete transaction list of records. In
this process, each block has a parent block, and the first block in the chain is called
the genesis block. The genesis block hash code complements the next block’s title,
then its hash code is calculated by the hash of the genesis block and the transactions
of the block equally. The second block hash code becomes the header of the third,
and so on. In this way, the blocks are associated with each other along with a
timestamp. The association can be pursued in reverse to the genesis block [20, 21].
This characteristic of blockchain facilitates data origin to retain and chronicle the
traceability of events and may also support exploring backward in the chain.

7.4.3 Key Generation Functionality

The keys for account creation on MetaMask are generated by Ganache. Every
instance of Ganache from npm has a mnemonic that can generate a set of private
keys and get those private keys for an individual to vote. Functions such as
mnemonicToSeed (),
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getPublicKey () are used to obtain the public string and private string in the key
generation segment.

’address’: node.getWallet (). getAddressString ();
’privateKey’: node.getWallet().getPrivateKeyString();
’publicKey’ : node.getWallet().getPublicKeyString();
To include Ethereum wallet we use
const wallet = require(’ethereumjs-wallet’);
const privateKey = addrnode.getWallet (). getPrivateKey ();

The getWallet () function is primarily responsible for returning the wallet, which
is associated with the response obtained from the request.

The getPrivateKeyString () function returns a private key string. This string
cannot be “Null.” The private key varies accordingly, with the wallet importing.
In this case, the wallet is Ganache, which provides Ethereum transactions over a gas
price.

The getPublicKeyString () function returns a public key string. This combination
of the public key and private key obtained from getPrivateKeyString () and
getPublicKeyString () is used to import accounts over MetaMask.

7.4.4 Implementing Smart Contracts

Self-executing contracts are mostly simple computer codes executed and supervised
by various individuals/organizations present in the ring. The remove the necessity
for a middleman in the blockchain transactions, thereby ensuring transparency
and recording of each transaction happening over the network. In this work,
implementing a smart contract can record the number of votes in favor or against a
specific set of fake news.

The significant applications of society are disrupted by blockchain technology
with use of the voting process. This process can ensure that only registered
participants can vote and only reliable votes are counted. The identity of participants
can be verified by the distributed ledger and smart contracts to preserve the tracking
of each polled vote. For a fair election, the foremost step is to implement the public-
accessible ledger [23]. Democracy Earth [24] and Follow My Vote [25] are two
start-up organizations predicted to disturb the consensus by developing a voting
methodology for the government based on blocking.

The voting system is implemented by defining a structure in the Solidity file.
There are two basic functions present in the Elections Solidity file, responsible
for the voting process for fake news: addFakeNewsSet () and vote (). Other
functions present in Smart Contracts include keyGeneration (), keyMatch (), and
importAccount ().
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7.4.5 Function addFakeNewsSet ()

The function addFakeNewsSet () takes a string array-type parameter, which is a
set of collections of fake news spread across social media gathered from different
resources and groups and whose authenticity needs to be sent for testing.

The function addFakeNewsSet () adds data, i.e., collects fake news gathered from
various sources in an array into the election system structure to take place. The
structure for adding fake news sets consists of an ID, count of votes, and the fake
news to display for the voting system, thereby creating a back-end for the voting
system to bring it to reality. Every time the fake news set is updated in the array, the
counter value is incremented to keep a count and display how much news turned out
to be fake from the total number of news presented.

7.4.6 Function Vote ()

The function vote () takes the unique identity number given to fake news as a
parameter and counts the number of votes cast for a particular identity number. The
identity number is provided in a back-end process, whereas only the fake news is
visible to the voter to choose and vote on at the front-end. This ID number counter
increases every time a vote is casted for a specific set of fake news. The vote counter
keeps track of the number of votes received for a piece of specific fake news and
increases the incoming votes for it. The private keys used in this process to vote are
also stored in the blockchain network to keep track that no voter can vote multiple
times for the same fake news in the same session.

function vote (uint id)
{
//vote recording
}

7.4.7 Importing Accounts Using Private Keys

Use the generated private keys via getPrivateKeyString () method, the account on
MetaMask is imported via the private key and the public string, i.e., the seed phrase.
These imported accounts are initialized by Ethereum so that the individual can vote.

The imported accounts in a session are assigned to distinct voters to continue the
voting process to vote for the authenticity of the news provided in the session. The
results are collected and shown to the general public with maximum votes for news
results in more “fake” content, and the least votes mean it is “less fake” than the
other news in the set.
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Fig. 7.3 Importing account for the voting process

Figure 7.3 depicts the framework involved in importing an account for the
user/the individual who would vote for the authenticity of fake news spread on social
media.

7.4.8 Front-End Voting System

The front-end, or the user end, comprises an HTML with JavaScript-validated page
responsible for showing the use case of the application, i.e., displaying the fake news
via a drop-down menu, and the user gets to select one of them that is not valid. The
front end is responsible for collecting the user input/choice and reverting the same
in the database, which in-turn increases the counter. This collected information is
later shown with each item of fake news, and opposite it, the number of votes it
received on the “fake scale.”

7.5 Performance Factors and Results

Figure 7.4 depicts the private key generated from the PKG (private key generator),
which generates a private key so that the accounts to vote for the authenticity of the
news can be imported using the private key and the voting process can continue.
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Fig. 7.4 Generating private keys to import vote accounts

Figure 7.5 depicts the npm terminal running the web3 lite-server. The lite server
is a CLI that has a static HTTP server, which acts as a backbone for single page
applications. The lite-server package can be installed with the following Figs. 7.5
and 7.6.

MedicalPrescriptionOwner = Patient for whom the medical prescription is written.
MedicalPrescriptionModerator = Various doctors who modify or write new pre-

scriptions to the patient in the cycle recorded.
PreviousCounterparty = The previous doctor who wrote the medical prescrip-

tion/the doctor whom the patient visited earlier.
InitiatingCounterParty = Hospital which initiated the prescription for the patient.
State=Howmany hands did the prescription go through, i.e., the number of doctors

who prescribed for the same patient.

When the contract is executed, it requires two addresses, Medical Prescription
Owner and Medical Prescription Moderator. The address has to be written from the
record and deployed to see/track the provenance. A wallet address is generated from
the hash function using the scroll menu. Any hash value can be selected that would
be stored in the ledger.

A cost is deducted from the account every time an individual enters the details or
inputs a transaction/data into the medical prescription metadata, i.e., a change in the
metadata recorded. Keys are generated by the hash function, which are then used
to input details about the ledger’s medical prescription provenance. These keys can
used later for security purposes. Each key is different and unique, hence acting as
an authentication factor—all functions and values after a single entry in the ledger
depict a medical prescription (Fig. 7.7).
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Fig. 7.5 Running lite-server for front-end application

Here, the state represents the number of times the patient’s ledger for provenance
is modified, i.e., the number of times the medical prescription is generated. In this
case, it is one (Figs. 7.8 and 7.9).

npm install -save-dev lite-server

Figure 7.10 depicts the application where the voter votes for the fake news out of
the given options, as seen in the image above. The user gets a chance to use his one
vote to pick out the fake news from the given set of fake news. Here, it is “Rs.10
Rupee coin banned by Indian Government”.

Figure 7.11 maps the result gathered after the voter/individual votes for the fake
news. It shows the number of votes gained by particular news by different voters.
The more the votes, the higher score it has on the “Fake Scale,” i.e., the more votes,
the further away it is from the truth. The account number of the voter is also shown
below for reference.
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Fig. 7.6 The functions used in medical prescription

Figure 7.12 depicts the drastic increase that can be observed in the general public
using the internet over time. As the smartphone industry occupies the top place in
the electronics section, the world wide web has also hit the top rank. From the figure
it is concluded that fake news has also increased to the top levels after the general
public was introduced to different sources on the internet, and hence the massive
variety of fake news being spread among the network with the least technology
present to avoid the circulation of such fake news.

It can be observed that not only the performance but other constraints such as
security and ledger are added features in the blockchain-based voting system to curb
fake news compared with the overall voting system. It can also be observed from
the above figure that the interest of the general public in the mainstream voting
system has decreased because of tampering and for many other reasons, whereas
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Fig. 7.7 Number of times the medical prescription is generated

Fig. 7.8 Cost of the transactions with hash keys used to enter details
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Fig. 7.9 Voting user interface/blockchain implementation

Fig. 7.10 Post-voting scenario

the emerging technology “blockchain” can be seen by many eyes. In this system,
we can say that the outcome/result can be seen as the general interest to curb fake
news increases as blockchain-based voting system was introduced.
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7.6 Conclusion

As the quantity of fake news spread on various social platforms such as WhatsApp
and Facebook has increased, there has been an immense need to stop the news from
getting into the beliefs of the general public’s belief. The blockchain-based voting
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system acts as a perfect solution to these problems by creating a secure yet efficient
and transparent voting system where there is a distribution of power, decreasing the
chances of anarchy, and ensuring that fake news is identified and voted on by voters
to curb it. A secure blockchain-based wallet can give credits to the user according
to the previous votes that an individual made against fake news. The individual
awarded with credits can link his account with a blockchain-based voting system
and vote for the authenticity of the news with the credits gifted from the previous
transaction, hence generating enthusiasm among the public regarding the curb on
fake news.

7.7 Future Scope

Vendor lock-in problems in health care can be minimized by utilizing decentralized
blockchain services. The evaluation of the system by health professionals involved
in their use in clinical practice proposed improvements in the potential weak
points detected to be enabled. In the future, the network size can be increased
and the performance and feasibility of blockchain-based decentralized prescription
traceability can be checked by applying it in real time.

References

1. https://www.lightreading.com/partner-perspectives-(sponsored-content)/standards-are-right-
prescription-for-5g-healthcare-applications-/a/d-id/768310.

2. https://www.kaleido.io/blockchain-blog/just-what-the-doctor-ordered-a-blockchain-based-
eprescription-platform#:~:text=With%20a%20blockchain%2Dbased%20ePrescription,
including%20critical%20drug%20interaction%20information.&text=This%20further%20
reduces%20the%20chances,form%2C%20dosage%20or%20even%20medication.

3. Goldreich, O., et~al. (1994). Definitions and properties of zero-knowledge proof systems.
Journal of Cryptology, 7(1), 1–32.

4. https://builtin.com/blockchain/blockchain-healthcare-applications-companies.
5. Aazhang, B., et~al. (2019). Key drivers and research challenges for 6G ubiquitous wire-

less intelligence (white paper), 09 2019. [Online]. Available: http://jultika.oulu.fi/files/
isbn9789526223544.pdf

6. Chowdhury, M. Z., et.al. (2019). 6G wireless communication systems: applications, require-
ments, technologies, challenges, and research directions. arXiv preprint arXiv:1909.11315.

7. Zhang, Z., et~al. (2019). 6G wireless networks: Vision, requirements, architecture, and key
technologies. IEEE Vehicular Technology Magazine, 14(3), 28–41.

8. Saad, W., et~al. (2019). A vision of 6G wireless systems: Applications, trends, technologies,
and open research problems, 10265. https://doi.org/10.1109/MNET.001.1900287

9. Chang, C., et~al. (2015). Design and implementation of an IoT access point for smart home.
Applied Science, 5, 1882–1903.

10. Singhal, A., et~al. (2016). Intelligent accident management system using IoT and cloud
computing. In Proceedings of the 2016 2nd International Conference on Next Generation
Computing Technologies (NGCT), Dehradun, India, 14–16 October (pp. 89–92).

11. Kshetri, N. (2017). Can blockchain strengthen the internet of things? IT Prof., 19, 68–72.

https://www.lightreading.com/partner-perspectives-(sponsored-%20content)/standards-are-right-prescription-for-5g-healthcare-applications-/a/d-id/768310
https://www.kaleido.io/blockchain-blog/just-what-the-doctor-ordered-a-blockchain-based-eprescription-platform%23:~:text=With%20a%20blockchain%2Dbased%20ePrescription,including%20critical%20drug%20interaction%20information.&text=This%20further%20reduces%20the%20chances,form%2C%20dosage%20or%20even%20medication
https://builtin.com/blockchain/blockchain-healthcare-applications-companies
http://jultika.oulu.fi/files/isbn9789526223544.pdf
http://doi.org/10.1109/MNET.001.1900287


130 V. Kakulapati and P. S. Kalyan

12. Dwivedi, A. D., et~al. (2019). A decentralized privacy-preserving healthcare blockchain for
IoT. Sensors, 19, 326.

13. Skolnick, P. (2018). The opioid epidemic: Crisis and solutions. Annual Review of Pharmacol-
ogy and Toxicology.

14. https://blockmedx.com/en/. Retrieved from BlockMedx – Secure e-prescribing platform.
15. https://github.com/tylerdiaz/Heisenberg. Retrieved from solving prescription/pharmaceutical

logistics using smart contracts:
16. https://www.scriptdrop.co/. Retrieved from prescription delivery in workflow:
17. URL https://www.scalamed.com/. Retrieved from ScalaMed:
18. Hanifatunnisa, R., et.al. Blockchain based e-voting recording system design, Published in

2017 11th International Conference on Telecommunication Systems Services and Applications
(TSSA).

19. Xu, X., et~al. (2018). Designing blockchain-based applications a case study for imported
product traceability, 399–406. https://doi.org/10.1016/j.future.2018.10.010Future Generation
Computer Systems 0167-739X/©2018 Elsevier.

20. https://www.tenthpin.com/insights/blockchain-supporting-traceability-in-life-sciences-myth-
or-reality/

21. Zheng, Z., et~al. (2017). An overview of blockchain technology: Architecture, consensus, and
future trends. In 2017 IEEE International Congress on Big Data (BigData Congress) (pp. 557–
564). IEEE.

22. Tama, B. A., et~al. (2017). A critical review of blockchain and its current applications. In
2017 International Conference on Electrical Engineering and Computer Science (ICECOS)
(pp. 109–113). IEEE.

23. Pilkington, M. (2016). 11 Blockchain technology: Principles and applications. In Research
handbook on digital transformations (Vol. 225). Edward Elgar Publishing.

24. Jacomet, N. (2017). Democracy earth, the promise of a safe and independent online
voting system. Available online: https://medium.com/open-source-politics/democracy-earth-
the-promise-of-a-safe-independant-online-voting-system-37366935db5e. Accessed on 20 Mar
2019.

25. Osgood, R. The future of democracy: blockchain voting. Available online: http://
www.cs.tufts.edu/comp/116/archive/fall2016/rosgood.pdf. Accessed on 23 Mar 2019.

https://blockmedx.com/en/
https://github.com/tylerdiaz/Heisenberg
https://www.scriptdrop.co/
https://www.scalamed.com/
http://doi.org/10.1016/j.future.2018.10.010
https://www.tenthpin.com/insights/blockchain-supporting-traceability-in-life-sciences-myth-or-reality/
https://medium.com/open-source-politics/democracy-earth-the-promise-of-a-safe-independant-online-voting-system-37366935db5e
http://www.cs.tufts.edu/comp/116/archive/fall2016/rosgood.pdf


Chapter 8
Optical and Wireless Convergence
Network Based on Blockchain

Hui Yang

8.1 Digital Identity and Anonymous Access Authentication
Mechanism

With the rapid development of the Internet of Things and mobile Internet, 5G
fronthaul networks need to access more Internet of Things terminal devices to adapt
to the continuous growth of network energy efficiency and network capacity [1–4].
The cloud radio access network (C-RAN) can aggregate the computing resources of
all base stations and transmit the collected wireless signals through an optical system
[5], which is a typical implementation case to achieve the above requirements.
However, due to the various types of device access in the Internet of Things [6, 7],
trusted device access and the security of the access network have become important
issues in the 5G fronthaul network.

In order to cope with the above problems, we innovatively proposed the
blockchain-enabled trusted anonymous access (BlockTrust) structure in the 5G
fronthaul scenario and introduced an anonymous access recognition strategy in the
optical carrier wireless network scenario [8]. BlockTrust can solve the problem
of trusted access authentication of devices in the Internet of Things through a
tripartite agreement between manufacturers, devices, and operators, effectively
reducing network operating costs, and enhancing wireless, optical, and BBU
resource optimization.

Three service modes are involved in BlockTrust architecture among manufactur-
ers, blockchain, and controllers. They implement the full process of trusted access
identity and access accommodation in networks from three phases, including digital
identity service, anonymous access identification, and trusted service provisioning.

H. Yang (�)
Beijing University of Posts and Telecommunications, Beijing, China
e-mail: yanghui@bupt.edu.cn

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2022
C. Bhatt et al. (eds.), Security Issues in Fog Computing from 5G to 6G,
Internet of Things, https://doi.org/10.1007/978-3-031-08254-2_8

131

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-08254-2_8&domain=pdf

 885 56845 a 885 56845 a
 
mailto:yanghui@bupt.edu.cn

 5249 61494 a 5249 61494 a
 
https://doi.org/10.1007/978-3-031-08254-2_8


132 H. Yang

8.1.1 Digital Identity Service

To guarantee the access credibility in C-RAN, digital identity is a key enabler of
the transition from physical world to digital world. A device can access the network
credibly by using the digital identity, which is provided to the application system.
Figure 8.1a shows interworking procedure of digital identity service.

According to the rules of unified name, manufacturer generates the unique digital
identity for a device with a pair of secret keys including company information,
abstracted device type, production time, blockchain information, etc. [9]. For
anonymity of device, the manufacturer produces a digital signature cryptograph-
ically using the private key in secret key pair, and then the public key will be
sent to blockchain. The participants in platform should check the identity through
voting. Firstly, manufacturer broadcasts the public key and digital certificate in
blockchain. CC receives the broadcast information and forwards the message to
other participants for voting competition. The participants receive the message and
verify the certificate with public key to judge whether it is legal. Then, they turn
to active state and return the active signal. The fastest one reaching active state is
selected as leader node that sends a ready message and prepares to verify with the
digital certificate.

When CC receives the message, the controller sends the message to OC and
performs path computation among the participant PUs, and then set ups the spec-
trum path to accommodate the access channel. The manufacturer sends the identity
hash of new device to the leader node after verification. If hash already exists, the
leader will broadcast the hash to other participants and also send a message to the
manufacturer. After receiving the message, the manufacturer regenerates the digital
identity for the device and sends the identity hash of new device to the leader again.
The participants verify the identity hash of the device. Since the digital identity of
the device is generated by manufacturer, the participants will return a message with
a successful verification. If the number of verified participants exceeds N/2 + 1,
the leader indicates such identity application successfully and returns the result of
voting to manufacturer. A new transaction should be established with identity hash
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trusted service provisioning modes
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of digital signature and public key. Then, the transaction should be recorded into
blockchain with a block, which can be inquired by other legal devices.

8.1.2 Anonymous Access Identification

Anonymous access identification, as shown in Fig. 8.1b, ensures the trusted device
accesses into C-RAN after verification without revealing its privacy information,
which is a good trade-off between the privacy and credibility of equipment. Such
scenario involves bidirectional authentication between device and network operator
where both of them have digital identity and identification.

First, the device can access network with the network operator identification.
When a device service arrives at network, the device blinds own secret keying
material for privacy protection and sends a request to network operator with the
hash of digital identity for verification. After receiving the request, SDN controllers
perform path calculation between the device and PU nodes considering optical,
wireless, and PU resources utilization. Then, spectrum and wireless integrated path
is set up based on the selected path with the optical fiber and wireless links. Device
sends a verified request to the PUwith hash, and the network operator will check it in
blockchain whether the record is matched. If device is certified legally, the network
operator responds the device with its own digital certificate and zero-knowledge
proof (ZKP) code [10]. Then, the device attempts to decrypt digital certificate by
using the published key. The device can make sure the network operator is legal if
the decrypting is successful, which can avoid to access the pseudo-base station.

After bidirectional authentication, the ZKP with anonymous identification should
be performed to enable the network operator for verifying whether the device is
legal without getting its digital identity. This decreases the identification cost in
terminal access. A congruential method is utilized to implement the ZKP where
device sends a constant to network operator to calculate the reminder of the constant
and ZKP code. Next, network operator sends a message with the calculation result
and new constant to the device, waiting for device verification. If wrong occurs in the
calculation result, the device indicates the network operator is out of consideration;
otherwise, the device calculates the reminder of the new constant and ZKP code
and sends to network operator. Then, the device is allowed to access into the C-
RAN if the calculation result is verified as correct, and vice versa. Finally, network
operator registers the identity information of commissioning device into blockchain,
and manufacturer returns the reply to the device for updating.

8.1.3 Trusted Service Provisioning

Trusted service provisioning can accommodate the trusted access service after
tripartite authentication and address the service provisioning with multiple layer
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optimization among the optical spectrum, wireless, and processing resources. Figure
8.1c illustrates its interworking procedure.

WC and OC termly detect the traffic status of each RU and optical switch to
obtain the wireless frequency and spectrum utilization. When a new device service
identified by network operator and manufacturer arrives at RU, RU transforms
a setup demand to WC for trusted service provisioning. Then, WC conducts
resource analysis and forwards the results to OC. Furthermore, multiple resource
optimization can be addressed to decide which PU can be the destination for
trusted service accommodation. An optimal path from RU to PU with trusted
requirement can be computed to ensure the optimization among wireless frequency,
spectrum, and processing resources. Based on the above-calculated PU candidates,
OC demands the optical switches to establish the path via credible nodes and
allocates optical spectrum on path. When OC receives the response of successful
setup from the credible switches and nodes, it should reply to WC with the updated
information of path and spectrum. Next, WC sends the setup request to RU in order
to modulate the wireless frequency to optical spectrum, sewing up the end-to-end
path from authenticated device to PU. Moreover, CC should modify the utilization
of PU to achieve the synchronization according to a message from WC.

8.2 Trusted Multi-Domain Cooperation Mechanism

With the commercialization of 5G technology [11], it is foreseeable that the number
of connected devices for the Internet of Things will greatly increase, which will
generate a large amount of data that needs to be processed in real time [12].
However, due to the limitations of the energy and computing power of the Internet
of Things devices, these data rely on the cloud. Service places extremely high
requirements on the processing capacity and security of the existing single service
provider. United cloud adopts a similar concept of a joint company [13]. By allowing
the cloud platforms of different service providers to collaborate and integrate
network resources between different service providers, it can efficiently provide
customers with cloud services and respond to more customer access.

In response to the needs of the Internet of Things, a multilevel trust structure
based on the advantages of blockchain is proposed [14–16]. As shown in Fig. 8.2,
network devices have three trust levels. Trust I network devices manage network
devices and regulate network operation. They have the right to add and delete
network devices based on device credit value. Trust I devices will improve their
trust value and collect network tokens when serving the network. The network
equipment with intermediate trust (Trust II) is the equipment with low credit, that
is, the quality of service it provides is relatively poor. However, Trust II devices
can upgrade themselves to Trust I by continuously providing high-quality services.
Trust III devices are network access devices, which provide computing, storage, and
other services to other devices. When Trust II or Trust III devices become untrusted
due to poor service quality, their accounts will be frozen, which means that they
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Fig. 8.2 (a) Hierarchical trust network architecture, (b) transaction processing process

Fig. 8.3 Cooperation mechanism with token

cannot continue to engage in network services and profit from them. In this case,
the blockchain consensus device acts as a joint cloud collaboration environment
to provide blockchain network services for the device, as shown in Fig. 8.2b. The
blockchain system acts as the middleware of network services. Some nodes of the
blockchain system are selected to implement the subscription service of blockchain
transactions. First, the transaction is subscribed by the node, and then sent by the
node to other network devices that subscribe to the transaction.

In the multilevel trust structure, a credit token-based access control and mul-
tiparty cooperation mechanism is designed. As shown in Fig. 8.3, the different
credit ratings in the above structure are divided according to credit tokens and
service complaint rates. The service provider with more credit tokens and the lowest
service complaint rate in the entire network will be given the authority to maintain
the network. According to the traffic pressure it receives, it is allowed to collect
credit tokens that are positively related to the traffic pressure. Attempting to access
a network node under a higher load needs to pay a certain amount of credit coins
to its owner. Due to frequent requests that need to pay a high amount of credit
tokens, this makes it impossible for malicious users to continuously initiate access
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to network nodes under high load. At the same time, credit tokens are a pass to the
network, and malicious users who have lost their credit tokens cannot operate on
the network, thereby preventing continuous attacks by malicious users and ensuring
network security.

8.3 Distributed Trusted Routing Calculation Method

With the rapid development of Internet of Things applications and wireless network
technology, a large number of network terminal connection needs have been
generated [17]. At the same time, various new network applications have also
made business composition more and more complicated, which puts forward high
requirements for the flexibility of network control. The software-defined data
center network (SDCN) can provide large-capacity content storage functions and
large-bandwidth data transmission functions, and can customize the allocation of
spectrum resources according to network functions and business needs, meeting
various new applications on the network control the requirements for flexibility [18,
19].

In response to the above requirements, we proposed a blockchain-based SDCN
distributed trusted control (BlockTC) structure [20], as shown in Fig. 8.4, which
solves the trust and privacy issues among multiple controllers in the distributed
SDCN to adapt to the 5G era. In order to realize the leakage of private data in
multi-domain MEC, we propose network-driven collaborative routing verification
(ND-CRV) for the scenario of missing routing data in the cloud, as shown in Fig.
8.5; for the scenario of complete routing data in the cloud, we propose cloud-driven
collaborative routing verification (CD-CRV), as shown in Fig. 8.6. It should be
noted that in the blockchain, the controller constitutes the consensus group of the
blockchain network through strict member access and management mechanisms.

Fig. 8.4 The functional model of BlockTC
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Fig. 8.5 Network-driven collaborative routing verification (ND-CRV)

Fig. 8.6 Cloud-driven collaborative routing verification (CD-CRV)
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Figure 8.5 describes the interaction process of ND-CRV in BlockTC. When the
controller assumes all the tasks of the MEC server, the ND-CRV is responsible
for the calculation of the PCE-based intra-domain path. Through blockchain-based
authentication services, each controller will obtain a blockchain-trusted identifier
and perform distributed consistency in the chain network. At the beginning of the
interaction, we set the cross-domain interaction request to pass through controller
1 (C1) in domain 1. C1 calculates the requested intra-domain path according to the
intra-domain topology, selects the path with the shortest distance as the best path,
and sends a new request with virtual path topology to the subsequent controller.
After calculating and selecting the path in the domain, the subsequent controller C2
sends the verified request and its virtual information to the next controller to ensure
that the route is credible. Virtual information can be used to identify paths within
the domain. The iterative process ends when the sink node is reached, and the path
calculation result is returned to C1. C1 receives verified paths from other domain
controllers, and arranges the trusted paths into trusted routes in order. Multi-server
edge computing tasks are suitable for routing configuration between controllers. In
ND-CRV, the controller implements trusted routing in the way of first calculating
and then verifying.

The CD-CRV scheme is applied to the situation where the controller is not
sensitive to the characteristics of the MEC server, as shown in Fig. 8.6. In this case,
the administrator can predetermine the sparse routing between domains and send
corresponding messages, and the MEC task simultaneously sends requests to the
selected domains through the cloud. Hence, the intra-domain controller only needs
to calculate intra-domain routes and verify neighboring routes, thereby speeding
up the routing process. After the controller receives the request, it will calculate
the selected path from its domain to the subsequent domain and calculate the total
path length of the candidate route. Then, they send a route verification request with
multiple candidate paths to subsequent controllers to complete route verification.
CD-CRV uses the same routing verification algorithm as the ND-CRV solution,
but the difference is that CD-CRV verifies multiple paths in the domain at the
same time, and finally calculates multiple trusted routes. By comparing the path
length combination of each route, the controller can select a route with the least
transmission cost from the trusted routes as the final route. In CD-MCR, the cloud
determines the inter-domain path, and the controller determines the trusted route by
first verifying and then calculating.

8.4 Fast Fault Recovery Mechanism

With the development of big data and cloud computing, traditional network archi-
tectures are becoming increasingly rigid, and the tightly coupled design of the data
plane and control plane has led to a long period of time for adding a new function
to network equipment [21]. In order to improve the current TCP/IP network archi-
tecture, software-defined networking (SDN) applications were born [22]. Thanks to
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the advantages of large capacity, long distance, low cost, and large access volume,
optical and wireless networks have replaced traditional transmission networks and
have been widely used [23]. Applied in the live network, software-defined optical
and wireless networks integrate optical transmission networks and wireless access
networks into the SDN architecture. Operators can dynamically orchestrate network
architecture and functions according to their own business requirements, and the
control layer provides unified scheduling and control capabilities. The control plane
is very important to the entire optical and wireless network, so the security of the
control plane has also received extensive attention. Hackers can use vulnerabilities
such as easily modified flow tables and firewall policy conflicts to pass through
existing firewalls. Once a control plane attack causes a single point of failure,
malicious traffic can enter the network for data theft and malicious modification,
posing a great threat to network security.

Based on this, combined with the advantages of blockchain, optical network,
and wireless network technology [24, 25], we propose a software-defined network
controller failure recovery strategy based on blockchain in the context of optical and
wireless networks. The first is blockchain-based high-efficiency security strategy
(BHSS) [26]. As shown in Fig. 8.7, while ensuring the fault-tolerant operation of
distributed SDON control [27, 28], it can also provide data/state consistency about
the controller and the underlying switching equipment.

In BHSS, the whole network structure is divided into four layers: intelligent
contract layer, consensus layer, control layer, and data layer. The smart contract
layer is used to set up specific computer protocols to achieve information dissemi-
nation, verification, or execution of contracts. The data layer is an edge processing
node deployed at the edge of the network to realize edge computing tasks and data

Fig. 8.7 Blockchain-based high-efficiency security strategy
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storage. The control layer is the optical node deployed in the backbone network,
which uses the traditional SDON method to achieve routing calculation and other
functions. The consensus group is composed of distributed multicontrollers in the
control layer, which verifies the blockchain network transactions, and the smart
contract can be executed after the verification is qualified. Smart contracts allow
trusted transactions without a third party, which are traceable and irreversible [29].
The routing request will be sent to all the controllers in the verification group,
and each controller performs routing calculations independently and then performs
routing verification through multiparty consensus. The routing result of successful
consensus will be sent to the underlying network by each controller, and the flow
table will be updated when the optical switching node receives the routing result
of the threshold set by the adopted consensus algorithm. Through the multiparty
consensus of the verification group, BHSS can realize trusted routing calculations,
and a small number of faults or malicious controllers will not be able to affect the
normal operation of BHSS. In addition, all controllers in the verification group
store the consistent routing information, and optical switching node status of the
entire network after the consensus is successful, so as to achieve a high degree of
consistency in the data/status of the entire network.

Based on BHSS, we further propose a blockchain ledger-based recovery algo-
rithm (BLRA), which realizes effective recovery of controller failures through a
preset smart contract. In the algorithm design, the blockchain stipulates that every
n traffic processing results of the controller form a blockchain data block, and an
evaluation factor α is established to calculate the optimal network controller of the
switch. Standardization factors include calculations, network resources, and other
parameters. In the resource parameters, this article defines Uc to describe the degree

of use of the controller’s computing unit, and uses
Hc∑

l=1
Wc,l to represent the state

of network bandwidth resources, where Hc and Wc,l indicate the number of hops
and traffic occupancy ratio of the path from the service, respectively. For service-

related indicators, this article uses
p∑

t=1
ec,t t, where t describes the latest correlation

of controller c in p services related to the switch. In summary, the evaluation factor
α with k candidate-slave controllers is described as formula (8.1), where β and γ can
be adjusted according to specific conditions:

α = Uc

{Ui}β +
∑H

l=1 Wc,l{∑H
l=1Wi,l

}γ +
{∑p

t=1ei,t

}

∑p

t=1 ec,t

(1 − β − γ ) (8.1)

Due to the variability of services, when the controller fails and needs to be
restored, the traditional fixed master-slave relationship distributed control structure
cannot provide flexible remapping functions for the optical switching node, so
that the controller-optical switching node after failure recovery. The mapping
relationship cannot provide optimal network services. Utilizing the strong consistent
data provided by BHSS, BLRA can seamlessly remap the optical switching node to
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Fig. 8.8 Fast failure recovery algorithm based on blockchain ledger

the best slave controller when the master controller fails, as shown in Fig. 8.8. The
error detection function in the consensus mechanism can detect the faulty controller
immediately, and other normal controllers immediately execute the preinstalled
BLRA smart contract to recover from the fault and send the remapping result to
the optical switching node along with the flow table without consuming additional
resources. When dynamically selecting the slave controller for failure recovery,
BLRA applies a global load balancing mechanism to comprehensively consider the
application resources, bandwidth resources, and business relevance in the current
network to select the optimal slave controller to make the remapped network
structure best network services.

8.5 Conclusion

In this paper, from the perspective of security, the possible problems of 6G
network are studied. Aiming at the privacy exposure of network devices, this paper
proposes a digital identity and anonymous access authentication mechanism based
on blockchain, which effectively improves the security of network devices; aiming
at the data isolation problem of distributed network, this paper proposes a trusted
multi-domain cooperation mechanism based on blockchain, which successfully
solves the data island problem of Internet of Things; aiming at the intrusion of
network controller scenario, this paper proposes a trusted multi-domain cooperation
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mechanism based on blockchain, a distributed trusted routing calculation method
based on cross-domain control cooperation of blockchain, which ensures the
stability of the Internet of Things system and can provide trusted services when
attacked; for network controller failure, this paper proposes a fast fault recovery
mechanism based on blockchain, which further ensures the stability of the Internet
of Things system.
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Chapter 9
Fog Computing Security and Privacy for
Internet of Things (IoT) and Industrial
Internet of Things (IIoT) Applications:
State of the Art

Yasmine Harbi, Zibouda Aliouat, and Saad Harous

9.1 Introduction

Cloud computing, which was introduced in 2008, permits the use of centralized
and scalable computing and storage resources to enhance the quality of services and
decrease the costs of data management. There are different types of cloud providers,
namely, public, private, and hybrid. Public cloud providers supply, on-demand,
computing and storage services over the Internet. Private cloud providers produce
computing services to internal users and offer flexibility and convenience. Hybrid
cloud providers consist of a combination of public and private clouds; the public
cloud allows the creation of a scalable solution, while the private cloud preserves
critical data access control [18, 20].

The Internet of Things (IoT) enables physical objects to collect data and
communicate with each other through the Internet. These objects generate an
enormous amount of data which has to be stored, processed, and presented in
a seamless and efficient form [14]. The interconnection of IoT objects provides
several sophisticated IoT applications such as smart healthcare, smart transportation,
and smart manufacturing, known as Industrial IoT (IIoT). IIoT uses machine-to-
machine technology to automate the process of manufacturing with limited human
intervention. It aims to better control the production process, data, and issues to
provide efficient and reliable final products [28].

The IoT devices are generally resource-constrained; they have limited storage
and processing capacity. The combination of cloud computing and IoT provides
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centralized data storage, powerful data processing, and fast applications spreading
with few costs [23]. Unfortunately, the centralization of cloud resources increases
network latency. In addition, cloud computing cannot support the requirements of
mobility and location awareness of IoT applications.

To deal with these concerns, a new paradigm called fog computing was intro-
duced by Cisco in 2012 [6]. It serves as a middle layer between cloud and IoT
devices that offers computation, storage, and networking services. The fog nodes
are deployed in a distributed architecture at the edge of the network and have the
following features:

• Low latency: the fog nodes are close to IoT devices which reduces the latency of
communications.

• Geographic distribution: the fog nodes are deployed in different locations which
allows receiving a high-quality data stream from IoT devices.

• Location awareness: the fog nodes can manage and control location information
to support IoT devices with location-based services at the network edge.

• Mobility: a fog node can be any static device such as a traffic camera, or any
mobile device such as a smart vehicle or smartphone.

• Large scale: the fog nodes provide distributed services to support scalability
when the number of IoT devices increases.

• Heterogeneity: the fog nodes can be used for different IoT applications.

To address the growing number of connected objects and emerging applications
in IoT, fog nodes collaboratively and intelligently manage computing, storage, and
networking/communication resources at the network edge near to the IoT devices
as depicted in Fig. 9.1. Therefore, the data transfer time and the amount of network
transmission are greatly reduced [9].

Fog computing can effectively meet the requirements of real-time/latency-
sensitive, mobility-based location-aware applications. The fog nodes connect with
IoT devices and users through wireless connection modes such as Bluetooth, Wi-Fi,
and 5G, and with the cloud by the Internet in order to efficiently utilize computing
and storage services of the cloud [1].

In spite of the advantages of fog computing adoption in IoT networks, fog
nodes meet different types of security and privacy threats [13]. The existing
security solutions in cloud computing could be adopted to overcome some security
vulnerabilities in fog computing, but it still faces several challenges due to its typical
features, such as decentralization, mobility, location awareness, and heterogeneity.

In this chapter, we shed light on the concepts of IoT, IIoT, and Industry 4.0 and
highlight the difference between these terms. We present the role of fog computing
in various IoT applications. Then, we introduce the security issues of fog-enabled
IoT systems. Lastly, we review promising techniques that solve the security threats
of fog and analyze open challenges to improve the security of fog-assisted IoT
applications. The remainder of this chapter is organized as follows. Section 9.2
introduces the concepts of IoT, IIoT, and Industry 4.0. A taxonomy of common fog-
enabled IoT applications is provided in Sect. 9.3. Section 9.4 presents the security
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Cloud

IoT devices

Fog Fog Fog

Fig. 9.1 Fog-enabled IoT architecture

issues of fog computing in IoT. Security solutions and challenges are discussed in
Sect. 9.5. We conclude the chapter in Sect. 9.6.

9.2 Internet of Things (IoT), Industrial Internet of Things
(IIoT), and Industry 4.0

The term “Internet of Things” was first coined by Kevin Ashton in 1999 as a concept
for connecting things or objects to the Internet. Over the past few years, the IoT
has gained significant mindshare in both academia and industry fields due to the
potential capabilities that it promises to offer. The ultimate goal is to enable objects
around us to efficiently sense our surroundings, seamlessly communicate with each
other, and act intelligently to provide a smart environment. The characteristics of
IoT bring several interesting benefits for different domains, specifically industrial
applications.
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The IoT is expected to bring significant impact to the industry leading to the
concept of Industrial IoT (IIoT). IIoT comprises machine-to-machine (M2M) and
communication technologies with data automation and exchange. It paves the way
to ameliorate production efficiency and quality and decrease production costs by
connecting machines with information systems. As a consequence, a large amount
of data is collected and smartly processed to provide optimal industrial operations.
Communication technologies in IIoT are classified into wired and wireless. Two
types of wireless communication technologies are being employed in IIoT; small-
area wireless communication technologies such as Zigbee and Bluetooth, and large-
area wireless communication technologies including 4G and 5G [8].

The current industrial manufacturing is undergoing new technology called
Industry 4.0 by integrating the IoT paradigm with the cyber-physical systems
(CPSs) [33]. The Industry 4.0 concept, known as the fourth industrial revolution,
has drawn a lot of attention in recent years. It is widely adopted due to the
use of Internet technologies and smart computing in industrial production and
manufacturing to intend data automation, reliability, and control. It aims to make
complete autonomous systems by reducing human intervention.

The core concept behind IIoT and Industry 4.0 is the use of advanced technolo-
gies such as IoT, 5G, cloud computing, fog computing, etc., to offer smart and
cost-effective industrial processes and operations. As a subset of IoT, the focus
of IIoT is ensuring efficient management, optimized monitoring, and controlling
with cost reduction of industrial applications. Industry 4.0 is a subset of IIoT which
focuses on safety and efficiency in manufacturing. Figure 9.2 shows the relation
between IoT, IIoT, and Industry 4.0 that are closely related concepts but cannot be
interchanged.

Fig. 9.2 IoT, IIoT, and
Industry 4.0

IoT

IIoT

Industry 4.0
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IIoT devices are typically distributed in noisy and harsh environments and have
real-time and reliability requirements to collect environmental data and deliver
control decisions. The quality of service (QoS) offered by IIoT is often measured
by satisfying the end-to-end deadlines of the real-time sensing and control tasks
executed in the system. Since the workflow of the smart manufacturing system
will be processed automatically without human intervention, real-time response,
low network latency, and reliability are critically needed. Thus, the data trans-
mission/response and decision-making should be optimized to be immediate and
accurate in the context of Industry 4.0.

To realize the opportunities offered by IoT and IIoT, there are many chal-
lenges such as resource-constrained devices, low-latency requirements, real-time
performance, data management, and security and privacy that cannot be adequately
addressed by cloud infrastructure. This calls for an efficient network architecture
that can enable computing, control, storage, and networking functions close to IoT
devices.

9.3 Fog Computing Applications in IoT and IIoT

This section describes existing works in the literature that discuss the integration
of fog computing with the IoT in various applications. A classification of major
fog-enabled applications is presented in Fig. 9.3.

9.3.1 Real Time and Low Latency

The fog nodes distributed at the network edge obtain the collected data from the IoT
devices and provide local computation and storage services. Because the fog nodes
are close to IoT devices, they can handle real-time services and offer low latency
for different IoT environments including manufacturing, healthcare, transportation,
and virtual reality.

The industrial process requires most of the tasks to be performed locally where a
middleware is required between the industrial environment and the cloud. The full
potential of manufacturing systems can be achieved with the presence of fog nodes
to perform local data processing and management tasks. In a manufacturing system,
the use of sensors, actuators, and robots will help to improve the productivity and
avoid unnecessary costs. Fog nodes can provide local data processing with low
latency to actuators and robots [2].

In the healthcare domain, data are generated by a large number of sensors that
require low-latency and real-time processing. The fog nodes receive the collected
data from sensors implanted on the patient body to detect urgent health conditions
and take actions instantaneously. Therefore, fog computing has a crucial function
in smart e-healthcare systems. Vilela et al. [32] highlighted the benefits of fog
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Fig. 9.3 Classification of fog-enabled IoT applications

computing in healthcare IoT systems by providing a comparison to a cloud-based
architecture. The proposed architecture allows patients’ data to be locally analyzed
by fog-based gateways. This enables real-time processing and enhances the latency
compared to the cloud-based architecture.

An intelligent transportation system (ITS) is a subset of IoT that deals with
transportation which constitutes the backbone of any country. A roadside unit (RSU)
can be equipped with a fog node to provide smart parking, smart traffic load,
and smart traffic lights. For instance, fog nodes use the collected data from video
cameras and sensors distributed on roads to identify the pedestrian appearance
and change the traffic lights [22]. In addition, fog nodes can be used to monitor
congestion and navigation for drivers. Specifically, the fog nodes can receive a
navigation request from a vehicle and cooperate with each other to rapidly generate
the requested driving path [25].

Augmented reality applications are highly latency-sensitive; the latency of the
response must be very small to offer a good experience for users. Therefore, fog
computing has the potential to become a major player in the virtual reality domain.
Zao et al. [35] designed an augmented brain-computer interaction game based on
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fog nodes and cloud servers. Their system performs continuous real-time brain state
classification where fog nodes analyze the data collected by sensors to detect the
brain state of the player.

9.3.2 Context-Aware

The combination of cloud computing and IoT allows the centralization of data
processing and storage and provides various applications and services to users.
However, the cloud cannot directly access local contextual data such as users’
mobility and location information. Fog nodes can manage the data and commu-
nication of IoT objects and locally provide the required services. Furthermore, they
support location-aware and mobility-aware applications.

In [11], the authors focused on the mobility of sensor nodes in the context of IoT.
The proposed system is based on fog computing and uses a handover mechanism
for de-registering a sensor node from a source access point and registering it to a
new access point.

In order to support location-aware applications, Yang et al. [34] presented fog-
assisted IoT architecture where a mobile device can query and search points of
interest by providing its location to a local fog node. The authors demonstrated the
advantage of fog computing in terms of latency of location-based service searching
compared to cloud-based schemes.

9.3.3 Data Management

Fog nodes have considerable computing and storage resources to locally manage
the data collected by IoT devices. This can largely decrease the communication
overhead between the fog nodes and the cloud server and efficiently achieve rapid
data access and update. In addition, the fog nodes can perform simple processing
(e.g., data aggregation, data scheduling, and data analysis) on the received data
collected by numerous IoT devices.

Fu et al. [10] investigated the data storage in IIoT where a large amount of data
is continuously generated by different sensors. Specifically, the time-sensitive data
is stored locally by fog nodes and non-time-sensitive data is transmitted to the cloud
server. As a result, the proposed scheme can greatly enhance the effectiveness of
data storage and retrieval in IIoT systems.

Since fog nodes act as intermediate nodes in the network, they transmit the
data gathered by IoT nodes to the cloud and share the data received from the
cloud with the IoT nodes. Therefore, conventional communication functions such
as data aggregation are quite important to improve the communication overhead.
Lu et al. [21] addressed the data aggregation for heterogeneous IoT devices using
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fog computing. The aggregated data is filtered by fog nodes to avoid inaccurate
decisions made at the control center.

Chekired et al. [7] designed a multitier fog architecture for the IIoT system,
where the collected data need to be scheduled in real-time constraints. They
employed two priority queuing models to rapidly schedule emergency data and
requests of different things installed inside the industrial factory.

With the huge volumes of data generated from various kinds of IoT devices,
data analysis becomes a major challenge for cloud-based architecture. Tang et al.
[29] introduced hierarchical fog-based architecture to support big data analysis
in smart cities. The proposed hierarchical fog computing architecture offers high-
performance computing, provides rapid response, and enhances the communication
bandwidth.

9.3.4 Security

IoT devices are prone to various attacks that can affect the availability, confi-
dentiality, and integrity of transmitted or stored data. In IIoT, the data can be
misused by adversaries resulting in manufacturing malfunctions. Security protection
mechanisms can be implemented on fog nodes to exclude the need for software and
hardware installation, management, and updating on IoT objects. Zhou et al. [37]
applied fog computing to mitigate distributed denial-of-service (DDoS) attack in
IIoT. Their system is based on three-level mitigation architecture (i.e., field firewall
devices, local fog nodes, cloud server) in order to provide rapid and accurate attack
detection.

Since IoT devices have limited resources, fog nodes can be adopted to satisfy
major security requirements such as authentication, confidentiality, and key manage-
ment to secure IoT environments. Alharbi et al. [4] proposed a fog computing-based
security system to secure IoT communications. They used a challenge-response
authentication mechanism to verify the sources of suspicious traffic. Hu et al. [19]
presented a face identification and resolution framework based on fog computing
for IoT. The framework is mainly comprised of user devices, fog nodes, and
cloud servers. The authors adopted several cryptographic techniques to preserve the
personal information of users. Zhang et al. [36] proposed a key management scheme
based on contributory broadcast encryption where fog nodes negotiate a public key
with an end-user device. This latter sends an encrypted session key to the fog nodes
to achieve confidentiality of further communications.

9.4 Security Issues of Fog Computing in IoT and IIoT

The integration of fog computing with the IoT can bring potentially tremendous
benefits to human beings such as smart healthcare, smart manufacturing, smart
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cities, etc. The fog supports real-time interactions between IoT devices and provides
different services with low latency requirements. In addition, fog computing allows
local data processing and storage which reduces the amount of data that needs to be
transmitted to the cloud and enhances the network bandwidth. Fog computing has
the ability to support context-aware networks and perform security operations that
need huge resources on IoT devices.

The fog-assisted IoT applications face several security issues and concerns that
will have an important impact on the potential benefits of the fog. Because fog
computing is an extension of the cloud, it inherits various security risks. The fog
computing architecture is exposed to several kinds of cyberattacks [27]:

• Denial-of-service attack: an attacker can disrupt the services provided by fog
nodes by flooding the network with superfluous requests to make them unavail-
able to IoT devices/users.

• Man-in-the-middle attack: the IoT devices exchange messages with fog nodes in
real time, which allows malicious attackers to secretly eavesdrop or modify the
transmitted data between these parties.

• Impersonation attack: a malicious attacker can impersonate a legitimate fog node
to offer misleading or phishing services to users.

• Sybil attack: a malicious attacker can pretend to be legitimate users by manip-
ulating false identities and pseudonyms to exploit real-time services offered by
fog nodes.

The collected data of IoT devices are analyzed and stored on local fog nodes,
which makes it easy for attackers to gain access to users’ data. Moreover, fog com-
puting provides many IoT location-based services and functions due to its feature of
localization. However, the users’ location information is obliviously exposed in fog
computing. Therefore, privacy is a serious problem in fog computing-enabled IoT
applications as sensitive data are included in the transmission, processing, storage,
and sharing by fog nodes [26]. Aleisa et al. [3] discussed several access control
models that can be applied in fog computing to preserve the privacy of IoT data.

Table 9.1 shows the security issues of the fog-enabled IoT applications presented
in Sect. 9.3.

Fog computing provides a collection of real-time and low-latency services to IoT
users. External attackers can access the fog services if there are no authentication
and access control mechanisms to prevent unauthorized access [16].

Table 9.1 Security issues of fog-enabled IoT applications

Application Security issues

Real time and low latency Man-in-the-middle, Sybil attack, Unauthorized access
Context-aware Data privacy
Data management Data privacy
Security Impersonation, Sybil attack
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Fog computing reduces the complexity of data management and supports mobil-
ity awareness and location awareness in various IoT applications. This launches new
security and privacy issues, mainly, the disclosure of data privacy. For example, a
driver on-road wants to find a restaurant by exposing his/her location to a local fog
node.

The IoT takes advantage of fog computing to satisfy different security require-
ments. Fog nodes may cooperate with each other to provide security enhancement
services for IoT users. However, multiple trust levels and various trust relationships
should be established between fog and other nodes to overcome compromised fog
nodes.

It is very necessary to develop secure and effective intrusion detection and
privacy-preserving mechanisms to mitigate the identified security issues of fog
computing in different IoT applications.

9.5 Security Challenges of Fog Computing in IoT and IIoT

Fog computing is an emerging technology that can be used to improve several
requirements of IoT applications. However, it is vulnerable to various security
threats. Existing security measurements of cloud computing are not appropriate for
fog computing due to its distinctive properties, notably decentralization, mobility,
and heterogeneity [24].

In fog-enabled IoT applications, an intrusion detection mechanism can be
implemented on fog nodes to prevent any malicious external and internal attacks.
Host-based intrusion detection systems (HIDS) collect and analyze the data about
the system for the purpose of intrusion detection. HIDS identifies if the cloud
is attacked or not based on the analysis on modification of host file systems
and program behavior [31]. Network-based intrusion detection system (NIDS) is
another type of intrusion detection system that analyzes the network traffic to detect
malicious activities and attacks [15]. To discover intrusions using NIDS, several
machine learning algorithms and data analysis approaches can be used for network
traffic scanning.

The intrusion detection systems are useful for detecting malicious intrusions
and attacks. However, they are less efficient for fog computing because of the
heterogeneous and decentralized architecture. The cooperation of fog nodes is
crucial to prevent various attacks and improve the efficiency of the intrusion
detection system. Sharing information among cooperative fog nodes needs to
guarantee all the participating entities are fully trusted. To measure the trust level
of fog nodes, different access control models can be applied [3]. Selecting an
access control model in fog computing depends on the application requirements.
Attribute-based encryption (ABE) is a well-known public encryption technique
based on attributes to guarantee fine-grained data access control [12]. There are
two types of ABE: ciphertext-Policy attribute-based encryption (CP-ABE) and
key policy attribute-based encryption (KP-ABE). Alrawais et al. [5] proposed a
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cost-effective key distribution scheme based on CP-ABE to provide authentic and
secure communications among fog nodes in IoT. However, evaluation of fog nodes’
trustworthiness and design of a trust model by collecting and managing the attributes
and behavior information about fog nodes is a challenging task in decentralized and
dynamic architecture.

As the number of IoT devices increases, the data generated will also increase.
Fog nodes have significant computational capabilities to perform data processing
and analysis. Specifically, the data are submitted to the local fog nodes that provide
distributed computation services with low latency. Some transmitted data may be
considered sensitive, for example, in e-healthcare systems, wearable devices collect
and send personal health conditions of patients through fog nodes. Therefore,
encrypting the collected data by IoT devices is needed before transmission to
fog nodes [32]. The fog nodes momentarily store the received data or perform
further analysis before delivering it to the cloud. The analysis of encrypted data is
critically important to prevent privacy leakage. To address this issue, homomorphic
encryption is a widely used technique that allows computations on ciphertexts [17].
In addition, it is difficult to search on encrypted data and retrieve the required one. To
achieve encrypted data search, a secure index should be constructed when uploading
data to fog nodes. Searchable encryption is one of the popular methods that perform
encrypted data search without revealing any private information [30]. However,
these traditional security mechanisms are quite inadequate in the decentralized and
dynamic architecture of fog computing.

9.6 Conclusion

Cloud computing evolves as an essential component for the emergence of IoT
technology. With the growth of IoT, the concept of fog computing has been
introduced as a new paradigm to extend (not to replace) the computational and
storage resources of cloud computing. This emerging paradigm raises several
security issues and challenges, specifically, in the industrial domain.

In this chapter, we provided an overview of IoT, IIoT, and Industry 4.0. We
presented a classification of major fog-enabled IoT applications, including real-
time and low-latency, context-aware, data management, and security. Moreover, we
discussed the security issues of fog computing in IoT, including different types
of security attacks and data privacy threats. Finally, we analyzed the potential
challenges that should be addressed to mitigate the identified security concerns in
various fog-enabled IoT applications.
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Chapter 10
Concluding Remarks: Current
Challenges and Future Directions

S. R. Liyanage

In this book we have seen a few powerful solutions for solving security issues in
fog computing in a wide variety of architectures and applications. In examining
the accomplishments of these solutions, we have also seen that many unanswered
questions remain. We will summarize what has been achieved in the field of fog
computing from 5G to 6G and what are the most interesting and important directions
for future research.

The case studies of projects in problem-solving, scientific modeling, and theories
discussed in this book shed light on the future possibilities in the area of fog
computing. A case study on the zero trust architecture concept emphasizes that fog-
enabled IIoT platforms will benefit from such an architecture for risk assessment,
secure access control mechanisms, and reporting management. Many architectures
that are applicable are still conceptual, and various security and privacy issues exist
before real-world commercial implementation. Consideration of trust even at the fog
level is very important, and further research on zero trust establishing schemes with
blockchain technology must be done to measure the reliability of the fog-enabled
cyber-physical environments. Further research on trust-based architectures and
blockchain technologies are essential for enhanced security of virtually connected
smart world of Industry 4.0. The application of blockchains for trust calculations
is quite challenging due to the distributed nature of blockchains where trust is
decentralized. However, the possible implications of a successful breakthrough in
this direction would solve many security issues of fog-enabled IIoT infrastructure.

A blockchain-based architecture was proposed as a platform for secure data
storage and data sharing in a smart city in one of the case studies. The selected smart
city fog nodes are used to share data among stakeholders and establish a distributed
shared database. Also, in the context of smart healthcare as a use case, a smart data-
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sharing contract enables trusted decentralized data storage, authorized data sharing
between healthcare entities, automates data management, and defends against
unauthorized second-hand sharing. The described solution explains how fog-based
methods can enable the deployment of latency-sensitive smart city applications. It
is shown that processing and storing IoT data streams in fog nodes closer to data
sources can dramatically reduce network traffic and reduce latency. The deployment
of fog nodes can help achieve the objectives of the smart city stakeholders and
improve the quality of services offered to citizens. It was shown that setting up a
blockchain network including fog nodes for a smart city would also lead to secure
data sharing. Smart healthcare use cases were also showcased, where the process
of executing a transaction that aims to update a patient’s vital signs information
collected by a healthcare provider. This highlights the reliance on validating the
smart contract. There are ample new research avenues for future work in related
fields.

A case study on evolutionary algorithms for enhancing mobile ad hoc net-
work security was also presented in one of the chapters. When addressing the
issues related to fog computing and their security, machine learning and artificial
intelligence provide a plethora of possibilities that cannot be ignored. The careful
analysis and implementation of such methods has the potential to bring self-adaptive
intelligent security solutions for all types of networks including fog computing. This
rich area of research definitely holds promise for the future developments that should
not be ignored. The main challenge in the marriage of such novel meta-heuristic
algorithms is the “no free-lunch” problem. An algorithm that would yield the best
results for a certain network architecture might fail miserably when a small change
is made to the network. Therefore, wider studies must be carried out to identify the
most suitable computational intelligence approach to improve network security.

A blockchain-based fog computing security mechanism was proposed, where
the nodes in a fog computing environment work with equal capacities without any
necessity of establishing trust among them. This allows the layers and infrastructure
that constitute the stack of a fog node to be owned and managed by different
entities. This novel concept of security necessitates the need for distributed trust in
fog computing which can be realized using the concept of blockchain technology.
The stored data is persistent allowing auditability, but also ensures anonymity and
untraceability. The marriage of fog computing with blockchain technology can
achieve increased security. The usage and application of blockchains in existing
security schemes for fog computing have been presented in the case study. The
comparative analysis on the communication and computational costs and also
security features among the various state-of-art security protocols proposed in the
line of blockchain-based fog computing environment are a rich area for future
research.

Integrating blockchain with fog and edge computing for micropayment systems
was presented as a case study. The integration of blockchain technology with
fog computing can catalyze many technologies forward and provide tremendous
advantage in terms of security and cost, as both technologies operate on decen-
tralized frameworks. A plethora of future research possibilities can stem from this
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single integrative approach. The case study also reveals how micropayments can
have more latency and scalability by employing fog computing. Increased speed
and connection density offered by advances in mobile networking technology will
enable real-time processing of data as well as automated transaction processing
between connected devices. These improvements can have far-reaching impact
on financial management of businesses. Advances in 6G networks will exhibit
more heterogeneity than 5G enabling different types of devices to communicate
efficiently. These developments will enhance the micropayment networks where
different types of IoT devices will be able to connect and hence process payments
and transactions in a more secure way. One of the chapters highlighted the various
relationships among block chain, fog computing, and edge computing technologies.
Various forms of integration of these technologies and the associated applications
were discussed, and future challenges were identified. Integrating this intelligent
solution with big data in blockchain and fog computing will change the traditional
business models and support the creation of efficient and fast micropayment
systems. There will be a lot of opportunities for novel innovations as well as research
and development with the fusion of these bleeding edge technologies.

The chapter on medical prescription traceability using blockchain-based decen-
tralized application addressed the issue of drug trafficking through erasure of records
of drugs from registered supply chains and selling them on various channels at
higher prices. The case study proposes a solution where the route taken by a
particular drug in the supply chain is backtracked using blockchain-based voting
system. The blockchain technology has been adopted to maintain a decentralized,
incorruptible, and open register of all persistent data in this application. While
blockchain is transparent, it is also private and masks any user’s identity with
intricate and encoded codes to protect sensitive data. The decentralized aspect
also facilitates easy and secure access to the information by patients, physicians,
and healthcare professionals. The proposed systematic tracking system can help
to enhance the protection and supply chain control of medicinal products, by
electronically collecting dynamic information, for instance, sample numbers and
expiry dates, and contributes to a stronger system of pharmacovigilance. This would
entail contributions from all stakeholders in terms of time, energy, and regulatory
efforts. The benefit, however, is high, both from a public health point of view and in
terms of cost-efficiency. It has been shown that vendor lock problems in healthcare
can also be minimized by utilizing decentralized blockchain services. Increasing
the network size and checking the performance and feasibility of blockchain-based
decentralized prescription traceability by applying it to the real-time applications
have been identified as specific future research areas for this topic.

An optical and wireless convergence network based on blockchain has also
been proposed to overcome problems in 6G networks. The proposed methodology
entails a digital identity and anonymous access authentication mechanism based
on blockchain to address the data isolation problem in the 6G network. A trusted
multidomain cooperation mechanism based on blockchain is attempted for the
controller intrusion scenario in 6G. A distributed trusted routing calculation method
based on cross-domain control cooperation of blockchain has been proposed to
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address controller failures in 6G networks. A fast fault recovery mechanism based
on blockchain is also proposed in the case study. Future research to overcome these
specific shortcomings of 6G networks such as the data isolation problem, controller
intrusion, controller failures, and fault recovery mechanisms can definitely apply
blockchain technologies.

The state-of-the-art fog computing-based solutions for physical layer security
challenges in 5G and 6G networks were presented by Brighente et al. Securing
the largely distributed fog computing networks, which have a larger attack surface
is a significant challenge. This issue is complicated since edge nodes are usually
resource-constrained and cannot resort to sophisticated cryptographic solutions.
The deployment of a public key infrastructure is complicated because of the large
number of connected devices in a typical fog computing network. The adoption
of physical layer security (PLS) techniques to overcome these challenges and
future possibilities was presented in this chapter. The advantages provided by using
simple physical layer security techniques for resource-constrained fog computing
nodes can guarantee network security, confidentiality, authorization, and location
verification. How PLS represents a viable solution for FC security and how it can
be exploited for secure-by-design network development are clearly explained. This
integration of PLS in FC is a pioneering step in delivering secure distributed next-
generation networks. The future potential of this approach is yet to be fully explored,
and further research is needed to adopt PLS for emerging next-generation networks.

These case studies manifest the first steps in theoretically analyzing the cutting
edge in fog computing systems and possible solutions. The overarching message
from the above case studies is that fog computing provides a solution to potential
problems in 5G and 6G networks in this era of cyber-physical systems that demand
fast and secure high-bandwidth wireless connections. The development of emergent
technologies that culminate blockchain, edge computing, machine learning, and
AI with fog computing is only an indication of future developments. There is
massive potential in these areas that warrants deeper investments in research and
development. There are many open questions, and there is much important work to
be done.
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