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Abstract. Generic constructions of blind signature schemes have been
studied since its appearance. Several constructions were made leading to
generic blind signatures and achieving other properties such as identity-
based blind signature and partially blind signature. We propose a generic
construction for identity-based Proxy Blind Signature (IDPBS). This
combination of properties has several applications in the real world, in
particularly in e-voting or e-cash systems and it has never been achieved
before with a generic construction. Our construction only requires two
classical signatures schemes: a blind EUF-CMA blind signature and a
SUF-CMA unique signature. The security of our generic identity-based
proxy blind signature is proven under these assumptions.

1 Introduction

Designed in 1982 by D. Chaum [7], blind signatures are well known primitives,
enabling anonymous system for banking and electronic voting. The end of the
twentieth century and the beginning of the twenty-first was a golden age for
blind signatures. Multiple improvements were made, e.g., a scheme based on
discrete logarithm proposed by J. L. Camenisch [6]. Several new properties were
developed such as proxy blind signature [27], partially blind signature [2], or fair
blind signature [25].

At the same time, identity-based cryptography has been introduced by
A. Shamir in 1985 [23]. It took until 2002 to produce the first identity-based
blind signature [34].

Recently, with the development of cryptocurrency and practical e-voting sys-
tems, blind signature returns to the centre of the attention. For instance self-
sovereign identity is a new approach to digital identity. It gives an indepen-
dent control of the identity information that are given by people when certified
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information needs to be provided. In particularly, it addresses the difficulty of
establishing trust in an interaction. Another application can be found in digital
cash. In July 2021 was launch by the European Central Bank a project for dig-
ital euro to issue a new means of payment through electronic money. In order
to be competitive with existing cryptocurrencies this digital euro should allow
anonymity of payments. Identity-based blind signature could be the solution to
facilitate the adoption of citizens. Moreover, the proxy property is needed to
fit properly with the real world structure. In the case of the banks, they might
want to distribute to several agencies located in different countries the ability to
sign. In the case of e-voting, multiple polls are needed to organize an election.
The delegation in several local pools is needed in order to distribute the election
in each states or cities. In such a setup, identity-based proxy blind signature
(IDPBS) is the solution for a secure voting protocol. There exist 14 IDPBS in the
literature, 10 schemes use pairing [12,13,16,22,28-31,33,35] and the four others
are paring free [15,19,20,26].

Concerning generic constructions, D. Galindo et al. [10] shown that only a
EUF-CMA (Existential UnForgeability under Chosen Message Attack) signature
scheme and a EUF-CMA blind signature scheme are necessary to achieve an
Identity-based Blind Signature (IDBS). Hence our aim is to design a generic
construction for an IDBS but with an additional property: ability to delegates
right to sign messages (i.e., proxy).

Contributions: We first define the security notions of IDPBS that are not com-
pletely formalised in the literature. In order to prove our construction we need
to have clear security experiments for all required properties.

We then propose the first generic construction for Identity-based Proxy Blind
Signature. Our construction uses two building blocks:

— a SUF-CMA (Strong Existential Unforgeability under Chosen Message
Attack) unique signature scheme S = (KeyGeng, Signg, Verifs)
— a EUF-CMA blind signature scheme BS = (KeyGengg, Protocolgs, Verifgs).

We combine these two primitives in order to design a blind signature. In the
literature there exist several SUF-CMA unique signature schemes, also known as
Verifiable Unpredictable Functions (VUFs). For instance RSA-FDH [3] or [18§]
are unique signature schemes. There are also other unique signature schemes
based on Diffie-Hellman assumption in bilinear groups [1,8,14,17].

We formally prove the security of our construction that only relies on the
security properties of the two primitives used. Our construction can be instan-
tiated with any unique signature such as BLS [5] and any blind signature e.g.,
a blind ECDSA [21,32].

Related Work: Since blind signature exists, numerous generic constructions are
investigated. When they can be achieved, they allow to directly adapt new
advances on more basic primitives. Few generic constructions have been pre-
sented for blind signatures. In [9], Fischlin et al. proved that blind signatures can
be constructed by assembling a signature scheme with a zero-knowledge proof
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and an encryption scheme. The same year, another construction of identity-
based (partially) blind signature was proposed by D. Galindo et al. [10]. This
construction consists in two building blocks, a SUF-CMA signature scheme and
a EUF-CMA blind signature scheme. They were all proved secure under some
basic assumptions such as reliability of the underlying scheme in their respective
settings.

Outline: In Sect.2, we introduce the cryptographic material and notations for
all building blocks of our construction. We also formally define the models of
all the security properties of IDPBS. In Sect. 3, we present our main result i.e.,
the generic construction for IDPBS. In Sect.4 we propose the security of our
construction. Analysis of the efficiency is considered in Sect.5. The conclusion
is given in Sect. 6.

Notations: In this paper we will be using the following notations. Take D and
& two algorithms, (D, &) will correspond to an interactive protocol in between
both algorithms. We will also denotes by [D] the set of all possible outputs of
the specified algorithm. We will refer to the set of all values returned by an
algorithm D using Out(D).

2 Formal Security Definitions and Properties for IDPBS

The definition of identity-based proxy blind signature varies in the literature. We
give a definition based on [35] since it is the most generic one if we do not specify
the ability to the original signer to actually sign messages (this ability is held
to the proxy only). This feature could be added to the definition but there is no
relevance for it. Note that our choice of definition is arbitrary yet we believe to
be best suited.

Definition 1 (Identity-Based Proxy Blind Signature - IDPBS). An
IDPBS with security parameter R is a b-tuple of polynomial-time algorithms and
protocols (Setup, Extract, (S, P), (P,U), PBVerif) involving a public key genera-
tor PKG, an original signer S, a proxy signer P and a user U. Algorithms work
as follows:

— Setup(1®): this protocol is run by PKG. It calls & to generate the global param-
eters params of the system and a master key-pair (mpk, msk).

— Extract(params, msk, ID): this protocol is run by the PKG. It takes as input
an identity ID and a master key msk and return the corresponding secret key
sk[ID] via a secure channel.

- (8,P) is the proxy-designation protocol between S and P. The inputs are
the two identities IDgs and IDp of the signers, their respective secret keys
(query to PKG wvia Extract) and a delegation warrant m,,. As a result of the
interaction, the expected local output of P is a secret key skp and a public
agreement ws—sp that can be verified by any user. Formally (skp,ws—p) —
(S(IDs,IDp,sk[IDs]|,my), P(IDs,IDp,sk[IDp])).
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— Signature isswing is an interactive protocol between the proxy signer P(skp)
with its secret key and the user U(mpk,[Ds, IDp, m) knowing a message
m € {0,1}* and both identities IDp and IDs. It generates the signature for
the user o «— (P(skp), U(mpk,IDs,IDp, m)).

— Verif(mpk, IDs, I Dp,ws—sp, m,0) it outputs 1 if the signature o is valid with
respect to m, IDs, IDp, ws—p and mpk, otherwise 0.

The security of proxy signature has been defined in [4]. For this type of
schemes, the adversary is allowed to corrupt an arbitrary number of users and
learn their secret keys. Moreover, the adversary can register public keys on behalf
of new users, possibly obtained otherwise than running the key-generation algo-
rithm, and possibly depending on the public keys of already registered users.
The adversary is also allowed to interact with honest users playing the role of a
original signer or of a proxy signer.

Oracles. The adversary has access to oracles during this process. Elements
returned by the adversary should not have been received from an oracle’s query.

— Query of Extraction: Ogyract(msk, ) — (sk[ID;], certrp,)
A request extraction for an identity I D;, he sends I D; to the PKG and receive
the consistent answer sk[ID;] with the certificate cert;p,.

— Query of Keys Delegation: O;p—A(ID, sk[ID],my, ID;)
The adversary produces an identity ID;, a warrant m, and request to
the user with identity ID a delegation. The following protocol is executed
<.A(ID7;,ID,mw),C(ID, Sk[ID]» — (SkIDi, wID_qu)

— Query of Issuing Delegation: O 4—;p(ID;, sk[ID;], m,, ID)
For an already existing identity 1D, A asks to delegate to an user with identity
ID; chosen by himself. The protocol (A(ID, sk[ID],ID;, m,),C(ID;,ID)) —
(skrp,,wrp—r1p,) is executed. The transcript of the interactions is given to
A but he does not learn the secret key.

— Query of Secret Key: Ogyposure(ID;) — sk[ID;]
For any already existing I D; different to the identity of the user under attack,
A can request a secret key to S.

— Query of Proxy Secret Key: Opgxposure(ID;) — skip,
For any already existing I.D; different to identity of the user under attack, A
can request a proxy secret key.

— Query of Transcript of Delegation: O;p, .ip,
A chooses two identities ID; and ID; with ID; already extracted. Then
(C(ID;),P(IDj)) is executed and the adversary gets the transcript of the
interactions. The identities /D; and I D; are not necessarily different.

— Query of signature: Os(ID;,m) — o,
A can ask for a blind signature from ID; (an already claimed identity). A
chooses the message and a signature o is produced and returned to him.

— Query of proxy signature: Ops(ID;,m) — o,
A chooses a message m and two identities ID;, ID; with ID; already
extracted and ID; provided with a delegation from I.D;. The proxy signature
protocol is run with A playing the role of the user and the user associated to
ID; the proxy signer.
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Security Properties. We formally defined all security properties that a IDPBS
scheme should satisfy as follows:

Blindness has to be consider from two points of view since attackers could be
either §* or P*. Both are still required to win the experiment Expf’[l)PBs7*(ﬁ)
of the game defined in Fig.1. A proxy blind signature achieves blindness if
for any polynomial time adversary A, Advjbpgs 4(8) = |Expﬁl3PBS’A(R) —1/2|
is negligible.

Unforgeability is quite similar to the context of identity-based proxy signature
schemes defined in [4]. The experiment is given in Fig. 2.

Verifiability means that the verifier V can always be convinced of the original
signer’s agreement on the signed message. We formalise this property thanks
to the experiment of Fig. 3.

Prevention of misuse requires that the proxy signer cannot use the proxy key
for other purposes than generating proxy signatures within the terms of a
delegation made by S to P. In case of misuse, the responsibility of the proxy
signer should be determined explicitly. This is formalized in Fig. 4.

Strong Identifiability requires anyone to be able to determine the identity
of the corresponding proxy signer from the signature as described by the
experiment of Fig.5. This is to allow linkability of a signature to a proxy
signer in case of a fraud. In the context of identity-based proxy signature, it
is straight forward achieved.

EXprIZl)PBS,S* (R):
1. (mpk, msk) < Setup(1%)
2. (IDs,IDp,mo,m1) + A(mpk)
3.0 < {0,1}
4. op, Ws—P,b <A, C(IDs, IDp, mb)>
5. 01-p, ws—p1-b < (A,C(IDs, IDp,m1p))
6. 0" « A((mo, 00, ws—P.0), (Mm1,01, ws—P.1))
7. Return b* = b
Fig. 1. Security experiment for blindness of IDPBS [36].
EXpIquPBS,I/{* (R):

1. (mpk, msk) < Setup(1%)

2. (IDs,IDp,my) < A(mpk)

3. sk[I Ds] < Extract(msk, IDs)

4. (skp,ws—p) « (C(IDs,IDp, sk|IDs),muw),C(IDs, I Dp, sk[IDp]))
5.{(IDp,,ms,0i) hr<i<rr  Almpk, [Ds,IDp, My, ws—p)

6. If 3i # j,m; = m; or 3, Verify(ID, m;,0;) = 0: Return 0

7. Else Return 1

Fig. 2. Security experiment for unforgeability of IDPBS [4]. In this game, [ is the
number of succeeding call to the signing oracle Ops.
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— Strong Undeniability. Once a proxy signer creates a valid proxy signature with
the delegation of an original signer, it cannot repudiate the produced signa-
ture. Here the validity of the signature holds as a proof against deniability of
the proxy user as we can see in the experiment of Fig. 6.

An adversary breaks an identity-based proxy blind signature if for any of
these experiments he has non negligible probabilities of winning the correspond-
ing game.

Expigpes, p+ (R):

1. (mpk, msk) < Setup(1%)

2. (IDs,IDp,my) < A(mpk)

3. sk[I Ds] < Extract(msk, IDs)

4. skp,ws—p € Out(A) < (C(IDs,IDp, sk[IDs}, M), AIDs, I Dp, 5]{3[]D73D>
5. (m,0,my, ws—p) + A

6. If Verif (mpk, I Ds, IDp, m, o, m.,, ws—yp) = 1,

ws—yp & Out(Opeigen(I Ds, I Dp, sk[IDs], m,,)) and m/, # m.: Return 1

7. Else Return 0

Fig. 3. Security experiment for verifiability of IDPBS.

Expippes, o+ (8R):

1. (mpk, msk) < Setup(1%)

2. (IDs, IDp,my) < A(mpk)

3. sk[IDs] < Extract(msk, IDs)

4. skp,ws—p € Out(A) « (C(IDs,1Dp, sk[I Ds),muw), A(IDs, I Dp, sk[I Dp]))
5.(ID,m,o,my,, ws—sp) < A

8. If Verif(mpk, IDs, ID, m, o, m,,, ws—sp) = 1 with ID # IDp, m), # m., and
ws—sp & Out(Opeigen(I Ds, I Dp, sk[IDs],my,)): Return 1

7. Else Return 0

Fig. 4. Security experiment for prevention of misuse of IDPBS.

Expispes,p- (R):

1. (mpk, msk) < Setup(1%)

2.(IDs,IDp,m,my) < A(mpk)

. sk[IDs] < Extract(msk, IDs)

. skp,ws—p € Out(A) — <C(ID3, IDp, Sk‘[IDs}, mw), A([Ds, IDp, Sk[IDpD>
. 0 < Protocol(A(mpk, skp,ws—»),C(IDs,IDp, m))

.ID <+ A(o)

If Verif (mpk, IDs, ID, m, o, My, ws—p) = 1 with ID # I Dp: Return 1

. Else Return 0

0NN LN AW

Fig. 5. Security experiment for strong identification of IDPBS.
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Expipes - (R)

1. (mpk, msk) < Setup(1%)

2. (IDs,IDp,my) < A(mpk)

3. sk[I Ds] < Extract(msk, IDs)

4. skp,ws—p € Out(A) + (C(IDs,1Dp, skl Ds), mw), A(IDs, I Dp, sk[IDp)))
5. (Id,(m, o), m),, ws—sp) + A

6. If Verif (mpk, [ Ds, I Dp,m, 0, My, ws—p) = 1,

Verif (mpk, I Ds, ID, m, 0, my,, ws—yp) = 1 with ID # IDp: Return 1

7. Else Return 0

Fig. 6. Security experiment for strong undeniability of IDPBS.

Private Key

Extraction Signer
Generator
Delegation
mpk
User (oo Signature -------- » Proxy Signer
Transmission
Verifier Verification — true/false

Fig. 7. General framework for our generic construction of IDPBS.

3 Our IDPBS Construction

A general idea of the interactions of our construction is given in Fig.7. S and P
both start with their respective identities IDs and IDp. We suppose them
known by the user. A message m is generated by U prior to the signature
protocol.

We now give the description of each step of the issuing of a new signature.
The algorithms are presented in Fig. 8.

Key Generation. KeyGen is executed first and retruns the keys for the PKG.

Extraction. The private key generator (PKG) produces a signing key for S and
the associated certificate certs following algorithm Extract. The PKG sends the
User Secret Key associated to the identify I1Dg, USK|[IDgs] = (certs, vk2, sk2)
to S via a secure channel and S verifies the signature certgs.

At the end of this phase, S is provided with public/private keys (vk‘?g, skfg)
and a certificate certg linking the public key to its identity. Later, the user is
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able to verify this certificate with the master public key mpk. U can thus be
convinced that this key was produced by a private key generator.

Delegation. Proceeding to the delegation from the signer S to the proxy signer
‘P is generally described as an interactive protocol. Here, we chose to proceed as
follows. Let m,, be a contract produced after a negotiation prior to that step.
The signer produces a link in between the contract m,,, a blind signature public
key vk%s and both identities IDs and I Dp. For the creation of the proxy signer,
S only has to be in procession of its identity I Dp. The procedure is described
in algorithm DelGen.

After running the algorithm S sends (ws—p, certs, vk3) to P. It is also nec-
essary to send information through a secure channel USK[IDp| = (vkB°, skBS).

When receiving this information, the proxy P runs the mandatory verifica-
tion of certificates certs and ws—p. If both pass, P accepts the keys and the
certificates.

KeyGen(1*%): Extract(msk, IDs):

1. (msk, mpk) + KeyGens(1%) 1. (vk3,sk3) « KeyGens(17)

2. certs + Signs,m,;k(ID5||vk§)
Return msk, mpk
Return USK[IDs] = (certs, vkZ, skZ)

DelGen(IDs, sk, IDp,my,): Verif (mpk, I Ds, I Dp,m, 0, My, Ws—P):
1. (1)](;%57 Sk'%s) < KeyGenBS(lﬁ) 1. If Verifs,mpk (certs, IDSH’UIC?;) =0:
2. Ws—sp — Return 0
Signs s (IDs||IDp|[vkE|[m.) | 2. If Verifs s (ws—p, IDs||IDp||vkE||maw)
=0: Return 0
Return (vkS, sk8%), ws—p 3. If m ¢ my: Return 0
4

- If Verifgg e (o0,m)=0: Return 0
5. Else: Return 1

Fig. 8. Algorithm of the generic construction of IDPBS.

User U Proxy P
IDs,IDp,|"BS SGN?"

vk%, certs, vk >S, Mo, WS—>P

Verifs(certs)
Verifs(ws—p)

<---- Blind signature protocol ----»

Output: o = (vkZ, vk certs, o)

Fig. 9. Signature issuing of IDPBS.
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Signature Issuing. At this point P is in possession of: mpk, [Dg, D']),ng,
certg, (vk%s, sk%s), My, Ws—sp. He now interacts with U in possession of a mes-
sage m in order to issue a blind signature on m. The final signature is composed
of o = (vk2, vk%s, certs, 0B°), where ¢ is the signature obtained from the blind
signature scheme. Figure9 describes these interactions. Note that the two first
steps can be combined with the upcoming ones if the user speaks first in the
blind signature protocol. Thus, it is possible to achieve the round optimal prop-
erty with this construction i.e., reaching the minimum of two communications
in the issuing of an IDPBS signature.

Verification. U transmits the inputs of the algorithm to the verifier. The valid-
ity of the signature is assessed by running Verif.

As we can see in algorithm Verif of Fig.8 the verification process implies to
attest the validity of all certificates and adding to that checking the final signa-
ture. It needs 2 executions of Verifs() and 1 execution of Verifgs(), thus leading
to a relatively long process of verification compare to other blind signatures (see
Sect. 5).

4 Security of the Proposed Scheme

We can now study the security of our construction, assuming that the chosen
schemes do not have serious security issues. Correctness and unforgeability of
both schemes are taken as granted, blindness of the blind signature scheme is
also required. The rest of this paper is dedicated to the security properties,
we are recalling there description and proving that they are fulfilled by our
construction. Our proofs involves reduction of games, we will consider various
scenarios 5; and the probability that a polynomial time adversary A allows the
associated experiment to return 1. We use Pr[S;] as the probability of such an
outcome.

Correctness. This property is straightforward if both signature meet this basic
property.

Blindness. The blindness of the scheme require a unique signature scheme.
The notion of unique signature was introduced by S. Goldwasser and R. Ostro-
vsky [11].

Let S = (KeyGeng, Signg, Verifs) be a signature scheme. To be a unique sig-
nature, the algorithms must satisfy the following requirements of uniqueness:
For every public parameter of the scheme, every key pair (sk,pk) produced by
algorithm KeyGeng, every message m, and every pair of signatures o; and oy, if
we have Verifs(pk, m, o1) = Verifs(pk, m,02) = 1, then it must imply o1 = 0.
In our case it is sufficient to have negligible probability to output two signatures
verifying for the same message even with the secret key. We define Advgfﬁs as
the advantage of an adversary against it.
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Lemma 1 (Blindness). Given S a unique signature scheme and BS a blind
signature scheme with blindness, our construction gives rise to a blind identity-
based proxy blind signature scheme. In particular, we show that: Advf’[l)szvA <

Advgs 4. + 3 Adve"; .

Proof. Fix A, a polynomial time adversary. Let us define Game 0 to be the
security game against for blindness of our scheme. The game can be described
as follows.

Game 0;:

(mpk, msk) «— KeyGeng(1%)

(IDs,I1Dp,mg, my,my,) — A(mpk)

b {01}

Ob, WS—P b < PrOtOCO|<A,C(ID5, IDp,mb)>

01—b, Ws—p 1—b — Protocol{A,C(IDg,IDp,mi1_p))
b* — A((mo,do), (ml, 0'1))

SR

If we define Sy to be the event that b = b* in Game 01, then the adversary’s
advantage is AdvﬁépBS’B = |Pr[Sp] — 1/2|. First we need to investigate more in
depth the interactive protocol of the proxy blind signing. For that we consider
lines 4 and 5 and put forward their description in Game 0. For each i € {0, 1},

Game 05:

vk2, certs i, vkBS ws—p; — A

If (Verifs(certs ;) # 1) or (Verifs(ws—p ;) # 1), Abort
o8 « Protocolgs (A, C(vkES m;))

o; — (vk2, vkBS certs ;, 0B9)

=W N

We now make one small change to the underlying Game 0. The warrant
ws—p will be fixed for both execution of the protocol and produced by A in
the second step. Line 2 of Game 0; becomes (I Ds, IDp,mg, M1, My, Ws—sp) —
A(mpk) in Game 1;. Let S; be the event that b = b* in Game 1. Here the differ-
ence between Sy and S correspond to the event F' = “non unique determination
of the signature ws—sp of a warrant m,,”. Thus |Pr[So] —Pr[S1]| < 2-Advs™ (k) by
the difference lemma [24]; this probability is considered negligible by hypothesis.

Game 21:

(mpk, msk) — KeyGeng(1%)
(IDs,I1Dp,mg, my, My, Ws—p,certs) — A(mpk)

b 0,1}

O, Ws—p,p — Protocol{A,C(IDg,IDp,mp))

O1-p, Ws—p,1-b — Protocol{A,C(IDs,IDp,mi_p))
b* — A((mo,a'o), (ml, 0'1))

A i
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Game 24:

vk, vk ws—p — A
If (Verifs(certs) # 1) or (Verifs(ws—sp) # 1), Abort
0B85 «— Protocolgs (A, C(vkES m;))

1
o; — (vk2,vkBS, certs, oB%)

Ll e

Just like we did for certificate ws—p, we restrict our adversary to output
an unique certs at the beginning of the game. Only signature containing this
certificate are accepted, otherwise the procedure fails. After changing Game 1
into Game 2 as described, we can define an event S5 representing the event
b = b* after Game 2. certg is supposed to be fixed at the beginning of the session.
Applying the difference lemma a second time, we obtain a difference of happening
between the two game with an upper bound |Pr[So] — Pr[S1]| < Advé™ (k). This
step has the same consequences as for the previous one and A gained the same
advantage.

Our thirds step consist of neutralising the ability A has to distinguish in
between o§° and o55. Let us restate the games and draw a random value from
the possibles outputs of the blind signature protocol without executing it. Hence,
the adversary obtains no information from the element 025 he receives at the
last step. We have assumed blindness of the blind signature scheme, thus the
gained advantage is negligible.

Game 33:

vk, vkBS wsp — A

If (Verifs(certs) # 1) or (Verifs(ws—p) # 1), Abort
085 & [Protocolgs (-, ]

o; — (vk3,vkBS certs, oB%)

P W =

An extra bridging steps would be to reformulate line 4 of Game 3,2 to
ignore this random value that has no impact on the choice of A and set
o; — (vk2,vkBS certs) in line 4 of Game 45. This formulation leads to a com-
plete incapability of the adversary to decide anything as all of its input are pro-
duced directly by himself. Therefore, by the triangular inequality, Adv,bészw A=

Pr[So] — Pr[Ss]| < Adviis 4., + 3+ Adve™..

Unforgeability. The unforgeability of our construction relies on this theorem.

Lemma 2 (Unforgeability). Given a signature scheme S and a blind signa-
ture scheme BS both with unforgeability, our construction has unforgeability. In
particular, we show that: AdvngBSVA <gq- (Advgé,ABS + Advgas).

Proof. Fix an adversary A against the unforgeability of our scheme given access
to the previously described oracles. A is allowed to make any number of queries
to each of them, but the final outputs of the game should be no element obtained
from an oracle. We may write the security game as follows.
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Game 0:

(mpk, msk) « Setup(1%)

(IDs,IDp,m.) < A(mpk)

sk[IDg] « Extract(msk,IDg)

(skp,ws—sp) < DelGen(IDgs, IDp, sk[IDg], m.,)
{IUDp,,mi,0i) hi<i<ir — A

If 30 # j,m; = m; or 3i, Verify(IDp,,m;,0;) = 0: Return 0
Else Return 1

N otE W

We can define the event Sy corresponding to Game 0 outputting 1. If
such an outputs happens this would be considered as a valid forgery, thus
Adv,ugPBS 4 = Pr(So). Let [ be the number of proxy blind signature queries that

are successfully completed. With probability Advfngs’ 4(R), the adversary A suc-
ceeds and outputs a valid forgery i.e., a list of I tuples {(IDp,, m;,0:) hi<i<i
with [ < I’. Since | < I, there exists at least some identity ID; in the output
list such that the number [(ID;) of completed blind signature queries during the
attack involving ID; is strictly less than the number I'(ID;) of tuples involving
identity ID; in the output list. This has to hold by the pigeonhole principal. If
we outputted a forgery for the right identity ID = IDp,, then we have com-
pleted {(ID) executions of the blind signature protocol during our attack Fps
against the blind signature scheme BS, with public key Uk%j and we can easily
obtain I’(ID) valid signatures under the same public key from the list output by
A satistying [(ID) < I'(ID) for that identity. Hence, we can modify our game to
restrict our adversary to output a forgery on a specified identity. He has proba-
bility 1/¢ to get a forgery for the right identity. Game 1 is modified accordingly.
This gives the relation 1/q - Pr[Sy] = Pr[Si] between the probability of the two
events Sy and S;.

Game 1:

(mpk, msk) « Setup(1%)

(IDs, IDp,my,) — A(mpk)

sk[IDg] « Extract(msk,IDgs)

(skp,ws—p) < DelGen(IDg, IDp, sk[IDs], m.,)

{(my,00) }h1<i<y — A

If 3i # j,m; = m; or i, Verify(IDp,m;,0;) = 0: Return 0
Else Return 1

N otE W

A has the capability to forge new signatures certs embedded proxy blind
signature, leading to new signature. In Game 2, we will ask A to output certs
at the beginning. As a consequence, modification of the key vkg* will lead to
failure. Define event Sy as “A wins the Game 27, the probability of realisation
of these event only differ by Advgf (k) from Pr[S;], which is supposed negligible.



46 X. Bultel et al.

Game 2:

(mpk, msk) «— Setup(1%)

(IDs,IDp,my,) — A(mpk)

sk[IDg] < Extract(msk, IDgs)

(skp,ws—sp) < DelGen(IDs, IDp, sk[IDg], m,,)

certg «— Signsﬁmsk(IDSHvk‘ss)

{(mi, 0, = (vkZ, vkBS certs, o) }icicp — A

If 30 # j,m; = m; or 3i, Verify(IDp, m;,0;) =0: Return 0
Else Return 1

© N Ot wWN e

A second restriction can now be put forward: inability to forge blind sig-
natures on scheme BS. In Game 3, UEE_ is the blind signature given by a legit
execution of the blind signature scheme for the key pair (vkES, sk85). This time
we have have |Pr[S2] — Pr[S3]| < Advgg(/@).

Game 3:

(mpk, msk) «— Setup(1%)

(IDs,IDp,my) — A(mpk)

sk[IDg] < Extract(msk, IDg)

(Sk'p, w5_>7>) — DeIGen(IDS, ID'p, Sk[IDS], mw)

certs — Signs ,,x (I Ds||vk2)

{(mi, 00 = (vkZ, vk2® certs, 085 ) hicicy — A

If 30 # j,m; = m; or 3i, Verify(IDp, m;,0;) = 0: Return 0
Else Return 1

O N U W

All part of each signature have to be legit, thus the adversary is totally
unable to conduct any action that could lead to a new signature. We conclude
that [ = {’. In that Game 3, any signature outputted by A was produced directly
by the proxy signer. We observe a total advantage of an adversary against the
generic IDPBS scheme of AdvﬁDfPB&A <gq- (Adv;éABS + Advgas).

Verifiability. From a proxy signature, a verifier can be convinced of the original
signer’s agreement on the signed message.

Lemma 3 (Verifiability). The adversary’s advantage against the verifiability
of the generic IDPBS scheme is Advippgs 4(8R) < Advgas.

Proof. 1t is possible for an adversary A against verifiability to issue any blind
signature by executing the protocol with himself. Thus any A is able to produced
proxy signature under warrant m,, due to the settings of that game. Modifying
Game 0 into Game 1, changes correspond to the inability of the adversary to
forge a new certificate ws—p.

Game 1:

1. (mpk, msk) «— Setup(1%)
2. (IDs,IDp,my) — A(mpk)
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3. sk[IDg] « Extract(msk,IDg)
(skp,ws—sp) < DelGen(IDs, IDp, sk[IDg], my)
5. (m,o,m,, ws_,p) — A(skp, ws—p),
with w:S'—>73 € Out(Opeigen(IDs, IDp, sk[IDgs], mﬁu))
6. If Verif(mpk, IDs, IDp,m,o,m,,ws_,p) = 1, mj, # my,
and ws_,p ¢ Out(Opeigen(IDs, I Dp, sk[IDs], m;,)): Return 1
7. Else Return 0

i

Let Sy and S7 by the respective event “Game ¢ returns 1”. By the differ-
ence lemma, we can conclude that |Pr[Sy] — Pr[S;]| < Advgf(k:). Differences in
the games would directly lead to another adversary exploiting it to forge new
signatures.

Note that, in Game 1 lines 5 and 6 contradict themselves, hence it is impossi-
ble for the adversary to win Game 1. We conclude that Adv{$pgs 4(£) < Advggs.

Prevention of Misuse. Relatively similar to verifiability, prevention of misuse
require that a proxy signing key cannot be used for purposes other than gen-
erating valid proxy signatures. In such a case of fraud it should be possible to
identify the proxy signer.

Lemma 4 (Prevention of misuse). The advantage of an adversary against
prevention of misuse is Adv,lg(,’;]\ést(R) < Advgf(k).
Proof. Start with Game 0 being the experiment Expfégé%y*.

Adversary A receives a warrant m,, with certificate ws—p. If he wants to
use his keys for an unauthorised message, A has to produce a fake warrant and
its associated certificate, otherwise the signature would not verify. But latter he
could be identify as the cheater and be reprimand. In order not to be identify, A
has to produced this certificate of delegation for another identity. We introduce
change in our previous experiment and obtain Game 1.

Game 1:

(mpk, msk) «— Setup(1%)

(IDs, 1Dp, my) — A(mpk)

sk[IDg] « Extract(msk,IDg)

(skp,ws—p) < DelGen(IDg, IDp, sk[IDs], m.,)

(IDv m,o, m'/u)7 w:S‘—YP) — ‘A(Skpv wSﬂP)a

with ws_,p ¢ Out(OpeiGen(I Ds, I Dp, sk[IDs], m.,))

6. If Verif(mpk,IDs,ID, m,o, m),, ws_,p) = 1 with ID # IDp, m, # m,, and
ws_,p ¢ Out(Opeien(I Ds, IDp, sk[IDs], m;,)): Return 1

7. Else Return 0

CU L=

In Game 0, A was able to output a forgery of a signature, this not the case
in Game 1. We consider the adversary’s advantage Advgj (k) as negligible. We
obtain |Pr[Sy] — Pr[Si]| < /—\dvgf(k). In Game 1, condition of lines 5 and 6 of
Game 1 cannot be fulfilled both at the time, we conclude to Pr[S1] = 0, from this
fact we can conclude to the upper bound Advfg%ﬂés,A(ﬁ) = Pr[Sp] < Advgf (k).
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Strong Identifiability. Anyone can determine the identity of the corresponding
proxy signer from a proxy signature. Let now be A an adversary against strong
identifiability of the IDPBS. Set Game 0 as the experiment Expﬁggé{ép*(ﬁ) for
this scheme.

Lemma 5 (Strong Identifiability). The advantage of an adversary A against
strong identifiability is Advihphs 4 (R) < Adve (k).

Proof. In order to win the experiment Exp,s,;;é‘ép* (R) an adversary A has to
outputs a second identity I D such that IDp and ID verifies:

ws—p = Signs s (IDs|[IDp|[vk3’[[m.)

= Signs s (I1Ds||ID[[ok3’||mu) = ws—p.

If this equality holds, even if ws—p was given to A during the game, it is
clear that Advigsas 4(R) = Pr(m,m') — AlSigns s (m) = Signg s (m)] <

Adve? (k).

Strong Undeniability. A proxy signer cannot repudiate a proxy signature it
created. Given the information that U has at the end of a blind signing session,
he has enough knowledge to expose P. This would lead to ability to revoke the
signature ws—p of S.

Lemma 6 (Strong Undeniability). Strong undeniability of our scheme
holds. The adversary’s advantage against this property is Advfégggzl(ﬁ) <

Adve? (k) + Adve™ (k).

Proof. Let Game 0 be the experiment associated to strong undeniability. Once
published a signature cannot be repudiated as all information were revealed
to the public, in particularly, in an identity-based setup IDs and IDp were
transited. Using the Verif algorithm we will output 1 if the signature is valid.
Thus A as to trick around this and propose an alternative possibility. 4 can
output a second I D that could work for the same setup and thus causing doubts.
We have modify our experiment in Game 1.

Game 1:

(mpk, msk) « Setup(1%)

(IDs, IDp,my,) «— A(mpk)

sk[IDg| «— Extract(msk, IDs)

(skp,ws—p) <« DelGen(IDs, IDp, sk[IDg], my)

(Idv (mv J)v miu’ w:S‘—>7>) - A(SkP7 w3—>77)7

with ’w:g_>73 € Out(OpelGen (IDs, ID, Sk‘[[Ds], miu)) :

6. If Verif(mpk, I Ds, IDp, m, 0, My, ws—p) = 1,
Verif(mpk,IDs,ID,m,o, m,,, ws_,p) =1 with ID # IDp: Return 1

7. Else Return 0

GU o=
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The difference in between our games 0 and 1 is the ability of the adversary to
forge new delegations. It would lead to a forgery against the scheme S if A was
able to outputs such a certificate. Hence |Pr[Sy] — Pr[S1]| < /-\dvgf(k). We can
now consider the probability such that Verif(mpk, [Ds, IDp, m, o, My, Ws—p)
= Verif(mpk,IDs,ID, m,o, m,,,ws_,p) = 1 for ID # IDp. From the steps of
the Verif algorithm, it is equivalent to Verifs ;s (ws—p, I Dsl |IDp|[vkB3||m,,) =

Verifs s (Ws—p, I Ds||ID] [0kBS'||m/,) = 1. But S is an unique signature scheme
and thus this advantage is negligible. We directly conclude that Advfé;é‘gfi (R) <
Adve! (k) + Adve™ (k).

5 Analysis of the Construction

Warrant Modification. The type of delegation used for our scheme implies
to generates a new key pair to issued or change the contract m,, for a proxy
user. Otherwise anyone getting a signature for the first contract could easily get
a forgery for the new contract. This specificity requires a new communication
with the signer when the warrant is changed and the issue of new keys for the
proxy. This is similar to most IDPBS schemes.

Efficiency. Let S = (KeyGeng, Signg, Verifs) and BS = (Commitgs, Blindgs,
Signgs, Unblindgs, Verifgs) respectively be a unique signature scheme and a blind
signature scheme with the desired properties to assemble them and get a generic
IDPBS as it is described above. For any IDPBS signature issuing in between a
proxy signer P and a user U/ algorithm that need to be executed are reported in
Table 1. The efficiency of this generic construction is not competitive with the
best IDPBS schemes of the literature (see Sect.1 for an exhaustive list), this is
mostly due to the multiple sub-signature verifications that have to be processed
during the verification of the signature.

Table 1. Underlying algorithm to issue or verify generic IDPBS signatures. (U{: User,
P: Proxy, V: Verifier, T: Total)

Verifs | Commitgs | Blindgs | Signgg | Unblindgs | Verifgs
U2 1 1 1
P 1 1 1
V|2
T4 1 1 1 1 2

Communication Efficiency. Both communications specified in protocol Fig. 9
(i.e., between the user and the proxy signer) can be merged into the first inter-
action of the blind signature scheme to obtain a round optimal blind signature.
The number of communications can thus be reduced to the minimum as long as
round optimal signature scheme is used in the generic construction.
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6 Conclusion

We propose a new generic construction for identity-based proxy blind signature,
based on two basic primitives, namely a unique signature scheme and blind signa-
ture scheme. The purpose of such generic construction is to reunite fundamental,
“low level” primitives with blind signature construction with additional prop-
erties. Another contribution is a formalisation of the security for identity-based
proxy blind signature based on the 6 usual statements of security property that
are proposed in numerous articles. We formally prove that our construction is
secure. For this, we only require blindness and unforgeability of the blind sig-
nature and unforgeability and hardness to determined two different signatures
for the same message. The latest property is clearly achieved by some existing
schemes such as the well known BLS signature. Adding up this result with the
previous literature, it is now possible to construct a secure identity-based proxy
blind signature from only a few building blocks such as a signature scheme, a
zero-knowledge proof, a commitment and an encryption scheme.
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