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Introduction

The risks that, until now, financial markets have taken into account are the tradi-
tional financial risks: credit risk, insolvency risk, interest rate risk, market risk,
liquidity risk, and even the so-called operational risk that has to do with possible
losses derived from inefficiencies in internal controls, and an inadequate operational
and technological infrastructure (internal and external). Supervisors of the financial
markets are also increasingly regulating governance aspects (e.g., transparency,
remuneration, and board composition) and ethical aspects (such as tax havens,
financing of terrorism, money laundering, and bribery).

In recent years, the importance of risk caused by environmental, social, and man-
agerial factors, or in other words non-financial factors or ESG (environmental,
social, governance) factors,' has been growing, as reported by different reports and
analyses. The influence of these factors is visible both in the context of their impact
on the financial markets and the economy. Such impacts have multidimensional
consequences; they determine the quality of life and the safety of society as well as
the costs incurred by market participants. The effects of climate change are particu-
larly severe and at the same time worrying, but the problem of poverty and exclu-
sion due to growing inequalities is a parallel challenge.

A frame of reference was developed, the 17 Sustainable Development Goals
(SDGs) within the 2030 Agenda for Sustainable Development of the United Nations
Development Program (UNDP), to address these global risks. The SDGs identify
global sustainability challenges that can guide companies and financial market to
contribute to social and environmental development (Elalfy et al. 2020, Tsalis et al.,
2020). However, the global financial crisis that resulted from the credit crunch in
2008 and the current financial and humanitarian crisis caused by COVID-19 have
forced financial markets and companies to rethink their systemic risk exposure.
New environmental and social global risks present have appeared aggravated by the
consequences of the COVID-19 crisis (World Economic Forum, 2021), which has

'Non - financial factors (environmental, social and governance issues) incorporated into decisions
of business and financial markets and taken into account in the risk management process.
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impacted the growing demand to integrate environmental, social, and governance
criteria and sustainability issues in financial decisions, and are calling into question
the development model followed to date. Risks such as climate change, biodiversity
loss, water scarcity, extreme natural disasters, epidemics, social inequalities, and
poverty negatively affect the prosperity of our planet.

In the period before the pandemic and now, financial markets have been trans-
forming and adapting their mechanisms to environmental risk conditions, especially
climate change. Financial markets and their main market actors are exposed to a
different degree to the impact of ESG risks and their negative consequences. The
insurance and banking markets are particularly exposed to ESG risks. Financial
institutions, considering the impact of ESG risks on their operating activities and
financial situation, undertake a number of adaptation measures and adjust their busi-
ness models towards the so-called sustainable business models. There is a notice-
able trend in the banking sector where the “sustainable’ approach is becoming one
of the leading strategies to avoid credit and reputational risk due to climate change.
This risk manifests itself in particular in arrears in payments, changes in payment
schedules, loss of third-party liability insurance, and negative opinions from share-
holders and customers. At the same time, the banking sector after the crisis of 2008
is one of the sectors subject to the strongest regulatory pressure, and one that is
trusted by customers relatively less. These factors cause the liquidity risk in the
banking sector to increase due to the regulatory requirements regarding capital ade-
quacy, along with the increase in the competitiveness of non-banking institutions,
particularly the so-called fintechs with which banks have difficulty competing
(Deloitte, 2020). There are also opportunities for the banking sector to develop
inclusive growth and greening the economy initiatives; and these initiatives require
not only financing but also specialized services, including advice provided by banks.
Banks are involved in civic initiatives related to, inter alia, building sustainable
chains in agricultural production, in particular the food economy, as well as involve-
ment in anti-deforestation social movements (Banking on Climate Change, 2020).

The insurance sector and its innovative methods of calculating premiums have
also played a transcendental role in the current state of how risks are perceived and
managed (Baker & Simon, 2002), and the techniques used by them can be an impor-
tant source of innovation when establishing the necessary bases to face the problem
of measuring and assessing ESG risks, as well as when defining mechanisms for
their management (Froestad et al., 2011). Climate change has become a significant
factor of instability in the insurance sector, in particular due to potential insurance
losses, withdrawal from high-risk markets, and excessively high insurance premi-
ums against the risk of non-financial factors (e.g., climate change) that customers
will not be able to pay. The transition to a low carbon economy demands the coop-
eration of the public and private sectors. The financial markets' role, specifically the
asset management industry, is crucial to bridge the financing gap that the shift to a
sustainable economy entails (Folque et al., 2021). In terms of investing, risk pro-
files, returns on equity, and credit-risk portfolios and fixed-income portfolios are
changing, affected by changes in investor awareness and ESG factors. Non-financial
issues such as work, human rights, and community involvement are increasingly
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being included in the risk profile and the calculation of return as they have a signifi-
cant impact on the risk level of investors.

In this context, financial markets play an important role to avoid negative impacts
on the environment and the society, being an important driver for economic stabil-
ity, global sustainability objectives, and corporate sustainability performance
(Scholten, 2006). The role of financial markets seems especially important, as pro-
viders of credit and financial resources that must decide where to invest considering
different risk factors and how to contribute to sustainable development through their
core business (Weber et al., 2012). This is a relevant issue considering the changing
European regulatory framework, which will foster the European financial market to
mainstream environmental and social factors into risk management (ESMA, 2021).
Financial markets must ensure that ESG risks are a lens through which all decisions
are made, especially in relation to credit and valuation risks in their portfolios,
reflecting the strategic nature of these risks. Asset managers require measurable and
comparable information to consider ESG factors in their risk assessment processes
(Utz, 2019). To that end, it is important for financial markets to define suitable meth-
odologies to assess such risks (Aziz et al., 2015; Dorfleitner et al., 2015; Weber
et al., 2015; Boiral et al., 2020). Rating agencies have made considerable efforts to
develop ESG risk assessment methods (Escrig-Olmedo et al., 2019), despite the
challenges related to the sustainability risks measurement process (Boiral et al.,
2020). The results of these ESG risk assessment processes can lead to exclude cer-
tain sectors from cooperation (e.g., dirty business representatives), diversify the cost
of the service (most often the cost of obtaining financing), or increase the frequency
and scope of transaction monitoring (European Green Deal, 2021).

ESG risks have increasingly become important for companies, to develop a stra-
tegic and sustainable management; investors, to ensure more coherent decision-
making with the sustainability; and particularly financial market markets with their
role as service providers (Velte, 2017). Financial markets are one of the main chan-
nels influencing entrepreneurs. By determining the criteria of risk assessment and
the conditions of access to financial services, the financial market affects the deci-
sions and attitudes of entrepreneurs, including their business models (Ziolo et al.,
2020, Friede et al., 2015). Since 1992, the United Nations Environmental Program
Financial Initiative (UNEP FI) has pointed out the need for financial markets to
integrate environmental, social, and corporate governance factors (ESG factors)
into the decision-making process, especially in criteria for assessing transaction
risks (Stampe, 2014). Such criteria for assessing transaction risks are in continuous
evolution due economic changes fostering a green economy and social inclusion.
These two phenomena highlight the need to extend the risk assessment criteria used
by financial markets for ESG risk. In such way, financial markets need to determine
criteria for assessing such transactional risks in the COVID-19 and post-COVID
global contexts. Therefore, in the new paradigm, ESG factors should take a special
place fostering more sustainable companies and investments (Gross & Viard, 2021).

The aim of this book is to show changes in the functioning of financial markets
in the conditions of the impact of non-financial factors and the risk they create. To
that end, it is necessary to know the main global challenges facing financial markets
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and their impact on building sustainable value in business models of enterprises in
the context of sustainable adaptation. Extant literature has not focused much on how
financial institutions could contribute to generate sustainable value through the defi-
nition of sustainable business models (SBM) (see Lozano, 2018), necessitating fur-
ther studies in this field.

Concretely, on the one hand, this book focuses on assessing the decision criteria
adopted by financial markets in the process of transaction risk valuation, in terms of
the presence of ESG criteria. On the other hand, this book focuses on assessing the
impact of including these criteria in the risk assessment process by financial markets
on business decisions, leading as a consequence to building new value in the form
of a sustainable business model. The book presents global ESG risks facing the
financial markets. It discusses how ESG risks are managed and monitored, and how
financial markets can measure and operationalize extra-financial risks in their
assessment process. This book analyzes ESG risks implications and influence on
company behavior, and the actions that companies should take considering the ESG
assessment requirements of financial markets. Finally, it provides a comprehensive,
structured, and systematic view of how financial markets and companies should
adapt and improve their business models.

This book includes critical contributions from leading academic experts and
practitioners in related fields to provide theoretical and practical analyses of the
interactions between the ESG risk assessment process of financial markets and busi-
ness models of companies. The book consists of seven chapters.

Chapter 1 describes the evolving concept of risk, and emerging risk factors and
their future implications for global markets. It discusses the growing significance of
ESG risk factors in risk management models. This is particularly important in the
areas related to climate change and societal risk. These two phenomena referring to
the environmental and social pillar of sustainable development strongly weigh on
the necessity of extending the risk assessment criteria by financial markets for the
ESG risk measures. However, as it is shown in this chapter, ESG risks do not domi-
nate the modern risk landscape for financial markets despite their growing promi-
nence. The most feared risks in the short and medium horizon are environmental
risks (climate change as well as extreme weather events and related regulatory
responses), economic/financial risks (financial instability and fiscal problems),
technological risks (cyber threats and network/ICT related risks), and operational/
business risks (supply chain disruptions).

Chapter 2 presents changes in financial markets towards sustainable business
practices and assesses the decision criteria adopted by financial institutions in the
process of transaction risk valuation in terms of the presence of ESG criteria and to
diagnose the impact of including these criteria in the risk assessment process by
financial markets on business decisions, leading as a consequence to building new
value in the form of a sustainable business model.

Chapter 3 discusses new approaches presented in the literature to create sustain-
able shareholder value that requires companies and investors to adopt a systemic
and long-term vision, and to understand the financial significance of ESG factors
within the full spectrum of threats and opportunities. This chapter also defines ESG
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risk assessment, sustainable business model, and sustainable value creation, as well
as the linkages between corporate sustainability. The main findings shows that the
variable corporate sustainability appeared to be strongly correlated with ESG and
moderately with the variables sustainable business model and sustainable value
creation.

Chapter 4 provides the answers to the questions: what ESG factors have been
incorporated by financial markets and companies in the decision-making process?
and, how ESG risk is managed and monitored in financial markets and companies?
The chapter focuses on the integration of ESG factors and sustainable development
concept with companies and financial markets decisions. The chapter explains why
companies and financial markets should adopt a systemic and long-term vision, and
shows the financial significance of ESG factors within the full spectrum of threats
and opportunities and identifies these issues as the research gap needs to be covered.

Chapter 5 provides insights on how the financial markets, through credit rating
agencies, are integrating ESG risks into the corporate sustainability assessment pro-
cesses to find out if ESG risk analysis criteria used by the ratings are aligned with
the most important global risks for organizations. The chapter shows that in the last
few years, credit rating agencies have increased the efforts to integrate ESG risks
into the corporate sustainability assessment process through the incorporation of the
sustainability rating agencies’ assessment methodologies, which entails changes in
the decision-making process of companies. However, ESG risk assessments do not
seem to be well aligned with the priority global ESG risks to corporate sustainabil-
ity management.

Chapter 6 presents and expands the perspective of triple layered business model
canvas (TLBMC), considering the perspectives of the ESG. The chapter also aims
to answer the question of how innovative management tools support the implemen-
tation of the TBL principles into organizational strategies. A holistic, broad-based
approach implementing different solutions and the active participation of change-
provoking stakeholders can contribute to the long-term success of organizations and
entire supply chains. The chapter proposes the elements of environmental, social,
economic, and managerial value that are necessary to talk about creating sustainable
added value for the chain.

Chapter 7 presents the concept of sustainable adaptation, based on literature
review. It discusses the importance of financial markets for the firm to adapt its busi-
ness model under conditions of threat as well as opportunity. The factors influenc-
ing the choice of a bank by an enterprise were identified and it was described to
what extent the cooperation with the bank influences the business model of the
enterprise. The motives of sustainable business adaptation are explained. The adap-
tation processes are assessed considering their impact on sustainable value. The aim
of the chapter is to assess the impact of financial markets on building sustainable
value in business models of enterprises in the context of sustainable adaptation.

The book addresses unique challenges for investors, companies, and financial
markets as well as for our society as a whole, advancing the traditional risk manage-
ment approaches that seem inadequate to address the new global risk.
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Chapter 1
Addressing the New Global Challenges
and Risks in Financial Market

Krzysztof Kluza @ and Stanistaw Kluza

Abstract This chapter describes the evolving concept of risk, emerging risk factors
and their future implications for global markets. Firstly, it shows how risk definition
and risk assessment framework developed over the last two decades with a growing
focus on the risk implications for business strategy implementation. It pictures the
growing significance of ESG risk factors in risk management models as well. In the
next part, changes in global risk landscape and emerging key risks are discussed
based on several risk reports. Despite growing prominence of ESG risks, these risks
do not dominate solely the modern risk landscape for financial markets. Other risk
categories, in particular technological and economic risks, are also of key impor-
tance for future business performance. However, ESG risks accompanied with soci-
etal health risks (COVID pandemic) exert a significant direct and indirect impact on
these risk categories as the transversal factors. The last sections of this chapter are
devoted to a description of key future risk factors in a short and medium horizon.
These include environmental risks (climate changes and related regulatory
responses), economic and financial risks (financial instability, fiscal strains, asset
price bubbles), technological risks (cyber threats, cloud computing and data
governance-related risks) and operational risks (supply chain disruptions). This
chapter is primarily based on a literature review, financial market data research and
comparative analysis of several risk surveys results.

1 Evolution of Risk Concept and Risk Classifications

Risk management belongs to one of the constantly evolving disciplines in business
practice and academy. This evolution results from its very nature as the science of
risk is de facto the observation of the changing operational models of enterprises
and the evolving factors that influence them. This chapter discusses the changing
trends of the main risks that markets will have to address, with a special focus on
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emerging risks in the short-term and medium-term horizons. The evolution of major
risk subjects will also be briefly presented.

One of the pioneering and renowned institutions in the field of risk management
was the Committee of Sponsoring Organizations of the Treadway Commission
(COSO).! In 2004, COSO published “Enterprise Risk Management — Integrated
Framework” (COSO, 2014). The framework was designed to guide managers in
uncertain environments in achieving an entity’s objectives in such categories as stra-
tegic, operations, reporting and compliance. It was subsequently updated and
expanded in June 2017 as “Enterprise Risk Management. Integrating with Strategy
and Performance” (COSO, 2017) and supplemented further by “Enterprise Risk
Management. Compliance Risk Management” in November 2020 (COSO 2020)
and “Enterprise Risk Management for Cloud Computing”, July 2021 (COSO, 2021).

Another important milestone for enterprise? risk management methodologies
took place in 2009 when the International Organization for Standardization pub-
lished ISO 31000 standard (ISO, 2009) — an international standard that provides
principles and guidelines for effective risk management (see also Purdy, 2010). The
standard was revised in 2018 as the ISO 31000:2018 (ISO, 2018). The ISO 31000
standard is not the basis for certification. It is a set of principles and guidelines and
good practices that can be used to establish (design), implement, maintain and
improve the effectiveness of the organization’s risk management process. ISO
31000 also supports the risk management process defined in the ISO standards
encompassing requirements for management systems such as ISO 9001, ISO 14001,
ISO 45001, ISO /IEC 27001, ISO 23301, IATF 16949, ISO 22000 and ISO 17025.

The concept of risk is ever-changing. As discussed by Spikin (2013), it focused
originally on probabilities and adverse consequences of events, for example:

— Risk is the probability of an adverse outcome (Graham and Weiner, 1995).

— Risk equals the expected disutility (Campbell, 2005).

— Risk is a combination of the probability of the event and scope of its conse-
quences (ISO, 2002).

— Risk stands for events with a negative impact, which can prevent value creation
or erode existing value (COSO, 2004).

— Risk equals the expected loss (Willis, 2007).

With developments in this field, the concept of risk evolved into a wide set of
phenomena, which affect organization processes aiming to achieve strategy or
financial results. Two recent definitions by institutions providing risk management
frameworks are as follows:

— Risk is the effect (positive or negative) of uncertainty on an organization’s ability
to meet its objectives (ISO, 2018).

!'Other early standards for risk management were, for example: CSA 1997 (Canadian Standards
Association), BS6079-3 (2000) (British Standards), IRGC 2004 (International Risk Governance
Council) and AS/NZS4360 (2004) (Standards Australia and Standards New Zealand).

>The term ‘enterprise’ may also refer to companies, firms, etc.
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— Risk is defined as the possibility that events will occur and affect the achieve-
ment of strategy and business objectives (COSO, 2020).’

The new concept of risk also caused an evolution of risk categories and risk
analysis spectra. Historically, risk events were perceived mainly as physical and
financial incidents, subsequently supplemented by operational and legal issues.
Similarly, insurance and banking risk models have continued to grow in scope over
the past 50 years — from encompassing simple and local risk exposures to the cur-
rent environment of complex and global exposures, of which vast amounts have a
non-financial nature.

Risk classification frameworks, whose examples are presented in Tables 1.1 and
1.2, do not consider common risks such as related to, for example, climate change,
health and technological/cyber threats. Even the relatively most developed classifi-
cation by COSO (2004) does not consider challenges and critical emerging risks.
For example, none of the below classifications perceived ESG risks and infectious
diseases/pandemics as the transversal risks, exerting their impacts on many or even
majority areas and processes in organization, in fact amplifying risks in majority of
other categories. Historically, environmental risk management was a part, along
with programme risk management, of the engineering risk management.
Environmental risk management stood for the handling of environmental, health
and safety risks associated with the production, operation and disposal of systems
in order to assure their sustainability and immunity to adverse events (Verbano &
Venturini, 2011).

Table 1.1 Typology of risks faced by a financial institution

Risk category Description

Market risk Equity risk, interest rate risk (trading risk and gap risk), currency risk,
commodity risk

Credit risk Transaction risk, portfolio concentration; issue risk, issuer risk,
counterparty risk

Liquidity risk Funding liquidity risk, trading liquidity risk

Operational risk Inadequate systems, management failure, faulty controls, fraud, human
errors

Legal and regulatory | Customer action, tax changes

risk

Human factor risk Category of operational risk related to losses that may result from

(accidental) human errors

Source: own elaboration based on (Crouhy et al., 2001)

3For more information on the different risk definitions and risk management systems, see, for
example, Hopkin (2018), Chaps. 1 and 6.
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Table 1.2 Casualty Actuarial Society (CAS) classification of risks for enterprises in 2003

Financial
Hazard risks risks Operational risks Strategic risks
Fire and other Price Business operations (e.g. product Reputational
property damage Liquidity development, human resources, damage
Wisdom and other | Credit supply chain management, etc.) Competition
natural perils Inflation/ Empowerment, information Customer wants
Theft and other purchasing technology Demographic and
crime, personal power Information/business reporting (e.g. | socio-cultural
injury Hedging/ budgeting and planning, accounting | trends
Business basis risk information, investment evaluation, | Technological
interruption etc.) innovation
Disease and Capital availability
disability (including Regulatory and
work-related ones) political trends
Liability claims

Source: Verbano and Venturini (2011), adapted from Casualty Actuarial Society document
“Overview of ERM”, 2003

2 Emergence of ESG Risk Factors in Risk
Management Models

The COSO (2004) classification, which recognized the risks constituting current
ESG risks (environmental, social and governance), defined them in a traditional
and, from the current perspective, a narrow way (see Table 1.3). For example, envi-
ronmental risks are the risks related to the natural environment that could result in
damage to buildings, restricted access to raw materials or loss of human capital due
to weather conditions, such as earthquakes, fires, floods or environmental pollution.
Social risks are related to changing demographics and social mores, including child
labour issues, changes in family structures and work/life priorities, which could
alter demand for products and customer behaviour. Health and safety risks are
related to employee health and safety in the workplace and encompass such “tradi-
tional” issues as unsafe equipment or environment, workplace stress, potential for
injury from repetitive strain or falls from heights.

The political, economic, sociological and technological (PEST) analytic frame-
work, a tool for assessing mainly non-operational and non-financial risks, has
undergone a similar and even more perceptible evolution. This risk classification
system mainly serves to identify external risks although it also covers risks arising
from the internal organizational context. Over the last decade, it was extended by
the new key emerging risk areas, i.e. legal and environmental. The last one was
recently modified to cover also ethical issues. Nowadays, ESG risks constitute the
key element of PESTLE analysis. The current form of PESTLE framework is pre-
sented in Table 1.4. It is important to notice that this risk framework is generally not
applied to financial and infrastructure risks.

ESG risks have substantially gained significance in risk assessment and risk
management models being treated as a separate risk category (similarly to the
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Table 1.3 COSO (2004) risk categories

Strategic risks Operational risks Reporting risks | Compliance risks
Economic risks Environmental risks Information Legal and regulatory
Industry risks Financial risks risks risks
Strategic transaction Business continuity Reporting risks | Control risks
risks risks Professional risks
Social risks Innovation risks
Technological risks Commercial risks
Political risks Project risks
Organizational risks Human resource risks

Health and safety risks

Property risks

Reputational risks

Source: Epstein and Buhovac (2005)

Table 1.4 PESTLE risk classification system

Category of risk | Description/examples

Political Tax policy, employment laws, corruption, trade restrictions and reform,
tariffs and political stability

Economic Economic growth/decline, interest rates, inflation rate, labour costs, working
hours, unemployment (local and national), credit availability, cost of living,
disposable income of consumers

Social / Cultural norms and expectations, health consciousness, population growth,
sociological age distribution, career attitudes, emphasis on safety, workforce trends
Technological Technology changes that impact products or services, new technologies,

barriers to entry in given markets, production and distribution, level of
innovation, cybersecurity

Legal Changes to legislation that may impact employment, access to materials,
quotas, resources, imports/exports, taxation, copy right protection, consumer
protection laws, etc.

Environmental Separated from the above categories and emphasized ethical and

and ethical environmental factors, originally mainly of economic or social nature, such
as availability of resources, environmental regulations and policies, corporate
social responsibility as well as climate change hazards

Source: own elaboration based on Hopkin (2018)

evolution of PEST/PESTLE analysis) or as ubiquitous risk factors, affecting other
risk categories and, as a result, business performance. A recent study by KPMG
(2021) for the banking sector presents present descriptions of ESG risks.
Environmental risks are grouped into physical risks (e.g. supply chain collapse,
droughts, sea-level rise) and transition risks (changes in regulations to promote sus-
tainability or ban unsustainable activities (e.g. CO, tax), structural changes in
demand and supply for product commodities). Social risks represent, for example,
noncompliance with labour standards or payment standards, lack of assurance of
industrial safety standards and health protection for employees and lack of assur-
ance of product safety. Governance risk reflects issues of compliance with tax law,
corruption-related issues, inappropriate compensation incentives and lack of proper
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assurance of data protection. Taking into consideration operating models of non-
financial institutions, ESG risks encompass much larger spectrum of events, as pre-
sented in Table 1.5.

ESG risks (both expected and materialized) have numerous direct and indirect
consequences on business operations and financials. Initially, through such channels
as regulatory guidelines, technology, market dynamics and quality and availability
of resources, they affect the providers of important services and the institution itself.
This has also effects on customer behaviour, current institution performance and
economic prospects of success. The outside-in ESG effects and inside-out second-
ary effects eventually intertwine and mutually reinforce. In the end, inside-out
effects embrace reputational risks, which in turn affect the whole institution, as
these risks act as a powerful transmitter between customers and an institution. The
final impact of these complex interlinkages is reflected in the deterioration of the
institution’s profitability and liquidity. Simplified transmission mechanism in finan-
cial institutions is presented in Fig. 1.1.

Table 1.5 Examples of ESG risk incidents in non-financial sectors

Environmental | Impacts on ecosystem/landscapes, such as contamination of groundwater,
forests, rivers or seas, deforestation or impacts on wildlife

Global pollution and climate change, which include atmospheric pollution and
criticism related to climate change, carbon and other greenhouse gas emissions
Local pollution, which is pollution in local air, water and soil

Overuse and wasting of resources, which includes inefficient use or waste of
renewable or non-renewable resources, such as water, energy or commodities
Waste issues, such as inappropriate disposal or handling of waste

Animal mistreatment, which includes torture, mistreatment or abuse of animals,
through experiments, husbandry or trophy hunting

Social Impacts on communities, such as land- or water-grabbing, negative impacts on a
community’s livelihood or employment opportunities, relocation of
communities, safety impacts or access to life-saving drugs

Human rights abuses and corporate complicity, such as violence against
humans, human trafficking, organ trafficking, privatization of water sources,
supporting oppressive regimes or supporting terrorist organizations

Local participation issues, which arise when local communities or individuals
are not consulted about the firm’s activities or when they do not benefit
appropriately, and when critics are silenced by unethical tactics

Social discrimination, which refers to treating people differently because of
certain characteristics, such as gender, race, ethnicity or religion

Child labour, which also includes child prostitution, pornography and
trafficking

Forced labour, such as bonded labour, prison labour, exploitative practices,
restrictions on freedom of movement or withholding of wages

Occupational health and safety issues, such as lack of safety for employees at
work or negligence resulting in work-related accidents

Discrimination in employment, which is social discrimination against
employees

Poor employment conditions, such as “slave-like” working conditions, issues
with labour contracts or pay or spying on employees

Freedom of association and collective bargaining, which refers to violations of
workers’ rights to organize and collectively bargain

(continued)
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Table 1.5 (continued)

Governance

Corruption, bribery, extortion and money laundering, which includes slush
funds, aggressive lobbying, overcharging and nepotism

Fraud, which is intentional deception for personal gain or damage to another
individual, including counterfeiting, false advertising, misleading investors or
stock price manipulations

Tax evasion, such as not paying taxes by illegal means and the use of tax havens
Tax optimization, which is the non-illegal practice of minimizing tax liability
Anti-competitive practices, which are practices that prevent, reduce or
manipulate competition in markets, such as bid rigging, dumping, exclusive
dealing or price fixing

Executive compensation issues, such as excessive salaries or bonuses
Misleading communication, such as “greenwashing”, false advertising, off-label
marketing or “astroturfing”

Miscellaneous

Products and services issues resulting in health or environmental damage, such
as toxic or dangerous products, contaminated food and medical treatments with
unintended health consequences

Controversial products and services, which refer to the sale of products or
services that provoke strong disagreement or disapproval (e.g. alcohol,
weapons, gambling)

Supply chain issues, which refer to problems at suppliers, vendors or
subcontractors

Violation of international standards, set by international governmental
organizations or treaties with a global nature and international customary law
Violation of national legislation, which refers to the violation of national and
state legislation related to environmental, social and governance issues

Source: Glossner (2021), pp. 37-38

Loss resulting from defaults

Credit risk

Market risk

Liquidity risk

s rd
ff
Non-financial risk
LA

Loss of reputation

Operational risk

Business/Strategic risk

Reputational risk

Fig. 1.1 Identification and materialization of ESG risks in banks. (Source: KPMG (2021), p. 18)

Despite growing prominence of ESG risks, these risks do not dominate the mod-
ern risk landscape for financial markets. Still, several other risk categories, in par-
ticular technological and economic risks, are also of key importance for the future
performance of business operations. However, it should be noted that ESG risks, as
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the transversal factors, have direct and indirect impact on other risk categories to a
significant extent. The changes in key global risks are discussed in more detail
in Part 3.

3 The Changes in Global Risk Landscape and Emerging
Key Risks

In this part, the results of several global risks surveys are presented. The most prom-
inent of them is the Global Risks Report prepared by World Economic Forum
(WEF). It gathers the perceptions of around 800-900 leading decision-makers from
business, academia and the public sector and NGOs. The second biggest survey
presented is conducted by Ernst and Young (EY, 2020). It is carried out among ca.
500 global board members and CEOs of large companies (at least US$1bn in annual
revenue), of which 30% represent technology, media, telecommunications (TMT)
sector and banking and capital markets. Another two surveys have a little different
profile — this research is based on a smaller sample of 150-200 participants with
more specific professional profiles. The CIA/CAS/SOA* Annual Survey of Emerging
Risks is based on risk managers’ opinions, and the Gartner’s Emerging Risks Survey
focuses on risk and audit executives.

The quoted surveys are carried out cyclically,® with the longest history of Global
Risks Report, which dates back to 2004, when the Global Risk Network was
established, and its first report was published in 2006. The CIA/CAS/SOA Survey
of Emerging Risks was commenced in 2008. As the methodologies of these two
surveys remained relatively stable, these reports will be used in this chapter to also
illustrate risk factors’ evolution over the last 10 years (see Tables 1.6, 1.7, and 1.8).

Global Risks Reports depict how a landscape of top global risks is swiftly and
remarkably evolving. Ten years ago, they were mainly associated with economic
risks resulting from the 2008 global financial crisis. Societal risks related to health
(chronic and infectious diseases) also played important role. In 2015, the focus
moved to geopolitical issues (esp. related to the Middle East and the rise of Islamic
State as well as conflict in Ukraine) and societal issues (water crisis, infectious dis-
eases). Simultaneously, growing importance of climate risks was noticed and
declining rank of economic issues. In 2021, the risk picture evolved further.
Environmental/climate concerns along with health risks (COVID pandemic) over-
took strongly other issues in the ranking. In addition, a growing awareness of tech-
nology risks emerged. The more detailed results of the top ten global risks by
likelihood and impact according to Global Risks Reports are presented in Tables 1.6
and 1.7.

*CIA, Canadian Institute of Actuaries; CAS, Casualty Actuarial Society; SOA, Society of Actuaries
SWith an exception of the EY survey
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A WEF’s current outlook for 2021 to some extent underestimates economic risks
esp. such as fiscal/debt crises and asset price collapse and subsequent risk to finan-
cial stability which is of critical importance for financial markets. Similarly, as the
short-term top emerging risks (up to 2 years), surveyed professionals foresee infec-
tious diseases/pandemics, livelihood crises, extreme weather events, cybersecurity
failure and digital inequality. That in general reflects their assessment of the rela-
tively growing significance of technological risks. However, in a medium-term hori-
zon (3-5 years), economic risks move to the top of this ranking. The top five risks
envisaged then are (financial) asset bubble burst, IT infrastructure breakdown, price
instability, commodity shocks® and debt crises (WEF, 2021).

A relatively comparable picture is presented by (CIA/CAS/SOA, 2021) report,
though the economic risks such as financial volatility and asset price collapse are
more emphasized. Still, the top 2 current risks are infectious diseases/pandemics
and climate change (see Table 1.8).

The 2021 Survey of Emerging Risks report indicates also key emerging risks.
These are (with short descriptions):

e Climate change — change in climate patterns which generates both extreme
events and gradual changes, impacting infrastructure, agricultural yields and
ecosystem biodiversity.

e Cyber/networks — a major disruption of the availability, reliability and resilience
of critical information infrastructure caused by cyber risks, terrorist attack or
technical failure; results are felt in major infrastructure: power distribution, water
supply, transportation, telecommunication, emergency services and finance.

* Infectious diseases/pandemics — a pandemic with high mortality/incidence of
diseases such as HIV/AIDS, Ebola, coronavirus or influenza.

* Disruptive technology — unintended consequences of technology lead to disrup-
tion and/or catastrophic economic losses.

» Financial volatility — price instability and extremes of sectors, including com-
modities, equities or interest rates.

For more detailed information, see CIA/CAS/SOA (2021).

The survey by EY (2020) brings out some additional topics for consideration. It
shows that senior management, with their more microeconomic approach, concen-
trate more on economic and technological risks. They are also concerned with
essential operational problems such as possible disruption of business model or
supply chain and human resources turbulences arising after the COIVD-19 pan-
demic — see Table 1.9.

This more microeconomic perspective is also visible in the results of Gartner’s
Emerging Risks Survey for 2Q 2021 (see Table 1.10). In this survey, the risk and
audit managers are prevailingly worried about cybersecurity control failures, ESG
regulatory requirements, human resources and organizational culture challenges

®Defined as abrupt shocks to the supply and demand of systemically important commodities at a
global scale that strain corporate, public and/or household budgets: chemicals, emissions, energy,
foods, metals, minerals, etc. (WEF, 2021).
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Table 1.9 Top ten risks that will most impact businesses in the next 12 months according to
EY study

Rank Risk % of indications®
1 Unfavourable economic conditions 49
2 Cyberattack/data breach 48
3 Pace of technology change 46
4 People issues, such as talent shortages or a failure to |42
upskill
5 Changes in the regulatory environment 42
6 Reputation and brand risk 40
7 Changing customer demands and expectations 40
8 Business model disruption 36
9 Geopolitical turmoil (e.g. increasing nationalism, 36
trade wars)
10 Supply chain disruption 34

Source: EY (2020), p. 5
“Percentages relate to those that believe each risk category will have more than a moderate impact
on their organization during the next 12 months

Table 1.10 Top five risks by overall risk score and frequency by Gartner in 2Q 2021

Rank Emerging risks Overall risk score® Frequency® (%)
1 Cybersecurity control failures 1.59 65
2 ESG regulatory requirements 1.42 51
3 Remote talent management 1.23 48
4 Organizational culture degradation 1.19 43
5 Supply chain disruption 1.06 42
Source: https://www.gartner.com/en/newsroom/press-releases/2021-08-11-gartner-says-esg-

regulatory-requirements-grow-as-source-of-risk-opportunity; retrieved on October 5, 2021
a0verall risk score = square root (impact score x probability score) x % of respondents selecting
the risk

"Frequency determined by % of respondents selecting the risk as one of their top five risks

and supply change disruptions. It is remarkable that all these top concerns, with the
exception of the ESG one, were created or boosted by the COVID-19 pandemic.
However, pandemics as a separate risk factor are already not a key issue. Other top
risks listed in Gartner’s report were ‘“Talent Post Covid”, “Diversity, Equity and
Inclusion Responsiveness”, “Corporate Tax Changes”, “Post-COVID China” and
“Politicization of Decision Making” (Gartner, 2021a).

This micro-learning perspective of managers on key risks also strongly evolved
over recent years in Gartner surveys. For comparison, in the first quarter of 2018,
the top five risks by overall risk score were, respectively: “Cloud computing”,
“General data protection regulation”, “Cyber security disclosure”, “Global eco-
nomic slowdown” and “Social engineering” (Gartner, 2019).

Summing up the above brief review of key emerging risk factors, the most feared
risks with respect to probability and impact in short and medium horizon are:


https://www.gartner.com/en/newsroom/press-releases/2021-08-11-gartner-says-esg-regulatory-requirements-grow-as-source-of-risk-opportunity
https://www.gartner.com/en/newsroom/press-releases/2021-08-11-gartner-says-esg-regulatory-requirements-grow-as-source-of-risk-opportunity
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Climate change, extreme weather events and related regulatory responses.
— Financial instability and fiscal problems.

Cyber threats and network/ICT-related risks.

Supply chain disruptions.

Societal risk related to population health (infectious diseases/pandemics), which
is currently a key risk factor for all market players, does not top the rankings in
terms of future threats, as it is already curbed and relatively well-managed. However,
its impact was so large that it acted as a transversal risk which triggered and magni-
fied several other risks and generated vulnerabilities in other areas for market play-
ers. The current threats of financial instability, fiscal crises, asset bubble bursts, etc.
were entirely caused by the COVID pandemic and subsequent fiscal and monetary
responses to business environment deterioration and undertaken lockdown mea-
sures. Similarly, troubles with supply chain operations were also triggered by the
recent COVID pandemic. Even an increased level of cyber/network risks has its
roots partially in a soaring demand for ICT services during COVID pandemic. In
the next part of this chapter, more details on these key emerging risks are provided.
A more extensive description was devoted to climate risk and financial instability
risk, which are global macro risks, possibly affecting all kinds of markets and finan-
cial activities. The other described risks, although very important also, are of micro-
economic nature and affect market players in a more heterogeneous way.

4 Climate Change as a Key Risk

As it was described earlier, from a financial institution perspective (esp. banking
sector), ESG risks can be treated as transversal risks, which are not a stand-alone
type of risk but exert their influence on other financial and non-financial risks (see
KPMG, 2021), as presented in Table 1.5. The biggest long-term impact is expected
for environmental risks. As shown in Part 3 above, the principal risk factors for the
coming years are associated with the potential profound climate changes (see IPCC,
2021). Besides typical environmental events, climate changes affect also various
socio-economic and political phenomena, both on national and international/global
level, strongly interrelated with each other. These include:

* Geopolitical security and stability (e.g. climate-driven armed conflicts, security
strategies, dispute over rights and access to Artic resources).

e Human well-being and mobility (climate-induced migration, ambiguous impact
on the whole of Africa with possible dire consequences, changing tourism flows
and income sources).

 Infrastructure capabilities and gaps (obsolesce of production assets in various
industries, vulnerable energy infrastructure, risks for energy supply, transporta-
tion network disruptions).

» Stability of financial markets (higher cost of capital, economic repercussions due
to extreme events with implications for debt markets, strained insurance systems).
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e International trade (risks for raw materials supply, manufacturing industry vul-
nerabilities, global food price volatilities along with long-term growth, dimin-
ished reliability of food supply and distribution).

The impact of climate change risks may be classified into three categories:

— Physical.
— Transition.
— Liability.

The physical category encompasses natural events (such as floods, water stress,
heat stress and wildfires), on which materialization people have a limited direct
impact in the short term and they can only manage and reduce their negative out-
comes. The physical category events exert direct impact on financial markets
through such channels as, inter alia, real business disruption and increased bank-
ruptcies, reduced value of municipal bonds and insurance losses. For example, the
economic losses due to extreme climate events amounted to 1% of GDP in the euro
area in 2019 (FSR 2021, Suppl. B). Without remedial actions, these costs are
expected to increase over time (see IPCC, 2021).

About 30% of the credit exposures of the euro area banking system to non-
financial entities are from firms exposed to high or increasing risk due to one or
more physical risk factors caused by climate change. It is also worth noting that
there is a significant concentration of this risk on the side of the banking sector.
More than 70% of the credit exposures of the banking system to high-risk compa-
nies to climate factors are held by only 25 banks. Thus, the potential concentration
of physical climate-related risks among a few more vulnerable banks could have a
significant impact on the financial stability of the whole sector (FSR 2021, Suppl. B).

Physical threats resulting from climate change can have a lasting impact on GDP,
as they can cause long-term production losses and consequently redirect the capital
originally allocated to development investments toward the reestablishment of the
lost capacity. However, according to IMF (2020) physical risks are not reflected in
equity prices.

Currently, considerable effort is placed on assessing possible damages from
climate-caused natural hazards, as they potentially constitute a major catastrophic
risk for societies; thus, well-tailored policies should be implemented. As ECB states
“While methodologies analysing long-dated horizons are subject to several uncer-
tainties, initial indications are that physical risk losses, particularly for high-emitting
firms, would become dominant in around 15 years in the event of an insufficiently
orderly climate transition — with falls of up to 20% in global GDP by the end of the
century should mitigation prove to be insufficient or ineffective” (ECB, 2021, p. 8).

The other two above-mentioned categories of climate risk arise from goals and
policies, which were established by governments and international institutions to
combat climate change in long term. Transition risks reflect the costs and invest-
ments related to a global transition to low-carbon economy. These risks encompass
such issues as additional capital expenditures on new assets or restructuring of cur-
rent operations or relocation (e.g. from coastline to inland), stranded asset problem,
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strategic shifts in real business and diminished returns on capital. Bolton and
Kacperczyk (2021) present the evidence for carbon premium in the stock market
(i.e. pricing of transition risk), which means that companies with higher emissions
have to compensate investors by delivering higher returns.

As presented by the McKinsey’s report, infrastructure is expected to bear the
burden of expected climate change adaptation costs. They are estimated between
60% and 80% of total climate change adaptation spending globally. Depending on
methodology, this could amount to $150 billion to $450 billion per year of spending
on infrastructure in 2050 (McKinsey, 2020). These transition challenges are accom-
panied by so-called liability risks, i.e. additional costs borne by market players due
to legislation and fines imposed for environmental damage. This includes costs for
business due to cap and trade systems on CO, emissions.

Climate goals were set in the Paris Climate Protection Agreement. The agree-
ment obliged 195 countries to change the global economy in a climate-friendly
manner and marked an important milestone for international climate policy. Climate
goals were also embedded in Sustainable Development Goals (SDGs) framework
created for United Nations 2030 Agenda for Sustainable Development. SDGs intend
to achieve mainly ecological and social goals, although they encompass a vast range
of issues, such as poverty, health, education, gender, renewable energy, employment
and economic growth, innovation and infrastructure, clean water, etc.

It is important to notice that the implementation of climate goals can be facili-
tated by positive developments in other SDGs. According to research by Kluza et al.
(2021), specifically accomplishment of SDG4 (Ensure inclusive and equitable qual-
ity education and promote lifelong learning opportunities) and SDG17 (Strengthen
the means of implementation and revitalize the global partnership for sustainable
development) explicitly helps to achieve environmental policy goals. Additionally,
other SDGs exercise an indirect influence on environmental goals through their
reinforcing interactions with SDG4 and SDG17 goals. These are SDG1 (End pov-
erty), SDG3 (Ensure healthy lives and promote well-being), SDG8 (Promote sus-
tained, inclusive and sustainable economic growth, and productive employment)
and SDG15 (Protect, restore and promote sustainable use of terrestrial ecosystems,
sustainably manage forests and halt biodiversity loss).

The severity of transition goals and climate regulations can be modified accord-
ing to a current state of knowledge on human impact on climate change. It is pos-
sible that current goals and requirements are overstretched causing too much surplus
loss on market players, or on the contrary, they should be even more rigorous than
current agreements. For example, IMF (2020) estimated that carbon prices should
amount to a wide range of USD 40 to USD 150 per tonne of CO, to achieve the Paris
Agreement goals. The carbon prices entered this range (lower bound) only in the
beginning of 2021.

In this context, the European Commission announced in February 2021 that it
was raising its net greenhouse gas emission target reduction for 2030 from 40%
reduction to a minimum of 55% reduction of 1990 emission base level.
Correspondingly, the prices of carbon dioxide emission allowances under the
European Emissions Trading Scheme (ETS) have increased significantly. For
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example, in 2020 these prices remained stable and amounted to approx. EUR 25 per
tonne (noting an increase only in December 2020 to EUR 32 per tonne), at the end
of September 2021, the price of emission allowances reached EUR 62 per tonne
(see Fig. 1.2). This shows how large the increase in operating costs can be for com-
panies directly relying on greenhouse gas emission permits. Also, this indicates how
profound energy price shock related to climate adaptation could be in the future,
particularly if more ambitious climate goals were approved.

The financial sector is also exposed to the risk of energy transformation along the
entire value chain of these industries and due to additional indirect links and multi-
plier effects. At the end of 2020, exposures to the mining, manufacturing and energy
sectors directly affected by the costs of the climate transition (and responsible for
more than 70% of the greenhouse gas emissions of non-financial actors) accounted
for 25% of the EUR 4 trillion loans in the euro area related through value chain to
climate transition risk. The total exposure of banks to this area exceeds 1/3 of their
total lending to non-financial institutions. At the same time, non-banking