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Abstract. Bulletproofs (Biinz et al. IEEE S&P 2018) are a celebrated
ZK proof system that allows for short and efficient proofs, and have been
implemented and deployed in several real-world systems.

In practice, they are most often implemented in their non-interactive
version obtained using the Fiat-Shamir transform, despite the lack of a
formal proof of security for this setting.

Prior to this work, there was no evidence that malleability attacks
were not possible against Fiat-Shamir Bulletproofs. Malleability attacks
can lead to very severe vulnerabilities, as they allow an adversary to
forge proofs re-using or modifying parts of the proofs provided by the
honest parties.

In this paper, we show for the first time that Bulletproofs (or any
other similar multi-round proof system satisfying some form of weak
unique response property) achieve simulation-eztractability in the alge-
braic group model.

This implies that Fiat-Shamir Bulletproofs are non-malleable.

Keywords: Non-interactive zero-knowledge *
Simulation-extractability - Fiat-Shamir

1 Introduction

Zero-knowledge (ZK) proof systems [24] are one of the most fascinating ideas in
modern cryptography, as they allow a prover to persuade a verifier that some
statement is true without revealing any other information. In recent years we
have observed a new renaissance for ZK proofs, motivated in large part by their
applications to advanced Blockchain applications. This has led, among other
things, to a standardization effort for ZK proofs.!.

! https://zkproof.org.
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A celebrated modern ZK proof system is Bulletproofs [6]. Bulletproofs offer
transparent setup, short proofs and efficient verification (and it is therefore a
zero-knowledge succinct argument of knowledge or zkSNARK) using only very
well established computational assumptions, namely the hardness of discrete
logarithms. At the heart of Bulletproofs lies an “inner product” component.
This can be used then for general purpose proofs (i.e., where the statement
is described as an arithmetic circuit) or for specific purpose proofs (i.e., range
proofs, which are the most common use case in practice). Bulletproofs have
been implemented in real world systems, especially for confidential transaction
systems, like Monero, Mimblewimble, MobileCoin, Interstellar, etc.

Most practical applications of Bulletproofs utilize their non-interactive vari-
ant which, since Bulletproofs is a public-coin proof system, can be obtained using
the Fiat-Shamir heuristic [17] e.g., the interaction with the verifier (who is only
supposed to send uniformly random challenges) is replaced by interacting with a
public hash function. Under the assumption that the hash function is a random
oracle, one can hope that the prover has no easier time producing proofs for false
statements (or for statements for which they do not know a witness) than when
interacting with an actual verifier.

While the Fiat-Shamir heuristic has been around for decades, its formal anal-
ysis has only been performed much later. It is first in [16] that it was formally
proven that the Fiat-Shamir heuristic is indeed sound. However, this proof only
applies to classic X-protocols [11], which are a special class of ZK protocols with
only 3 moves. Therefore this analysis does not cover the case of Bulletproofs,
which is a multi-round protocol.

For the case of Bulletproofs, it was first in [22], that it was shown that Fiat-
Shamir Bulletproofs are indeed arguments of knowledge e.g., it is not possible
for the prover to produce a valid proof without knowing a witness for the state-
ment (a similar result, but with less tight bounds, appeared concurrently also
in [8]). However, the results in [22] only consider a malicious prover “in isola-
tion”, whereas in most practical applications of Bulletproofs, several provers are
producing and exchanging proofs at the same time (e.g., on a Blockchain).

The notion of non-malleability in cryptography was introduced in [14], and
the notion of non-malleability for zero-knowledge proofs was introduced in [33].
In a nutshell, a malleability attack is one in which the adversary gets to see proofs
from honest parties, and then modifies or re-uses parts of the proofs output by
the honest parties to forge a proof on some statement for which they do not
know a witness. Malleability attacks can have very serious consequences, such
as the famous MtGox attack of 2014 [13].

Therefore, it is worrisome that Fiat-Shamir Bulletproofs have been imple-
mented in the wild without any solid evidence that malleability attacks are not
possible against them.

Luckily, in this paper we are able to show that Fiat-Shamir Bulletproofs
satisfy a strong notion of simulation-extractability which in particular implies
non-malleability. We do so in the algebraic group model (AGM) which is a model
that only considers restricted classes of adversaries that, in a nutshell, output a
group element z € G together with its representations [z] w.r.t. all elements they
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have seen so far. This is a limitation that our result shares with previous results
in this area [8,22] that studied concrete knowledge-soundness of Fiat—Shamir
Bulletproofs.

1.1 Technical Overview

As already argued, in applications where proof systems are deployed, an adver-
sary who tries to break the system has access to proofs provided by other parties
using the same scheme. Thus, any reasonable security notion must require that
a ZK proof system be secure against adversaries that potentially see and utilise
proofs generated by different parties. Simulation-soundness (SIM-SND) and
simulation-extractability (SIM-EXT) are the notions that guarantee soundness
(the prover cannot prove false statements) or the stronger property knowledge-
soundness (the prover cannot prove statements without knowing a witness) to
hold against adversaries who may see many (simulated) proofs.

Our starting point is the work of [22], that proves that the Fiat-Shamir
transform of Bulletproofs (henceforth BP) is knowledge-sound in the AGM and
random oracle (RO) model. They do this by first proving that the interactive
version of BP satisfies a stronger property of state-restoration witness extended
emulation (SR-WEE), where the prover is allowed to rewind the verifier a poly-
nomial number of times (hence the name since the prover can “restore” the state
of the verifier). They then turn this into a result for Fiat-Shamir BP by showing
that for any adversary who breaks the knowledge-soundness of Fiat-Shamir BP,
there exists an adversary for the SR-WEE property of the interactive BP.

The natural question is then, can their proof be easily extend to the case of
SIM-EXT (where the result needs to hold even when the simulator has to provide
the adversary with simulated proofs on statements of their choice)? To see why
this is not straightforward, consider the following natural approach: just answer
the proof queries of the adversary by running the honest verifier zero-knowledge
simulator of BP, and then program the RO with the challenges returned by
the simulator. The RO queries, on the other hand, are simply forwarded to the
state-restoration oracle as before. This simple approach works if the underlying
protocol satisfies “unique response”, which informally means that the adver-
sary cannot generate two distinct accepting transcripts that share a common
prefix. (This notion has already been used to prove simulation-extractability of
X-protocols [16], multi-round public coin interactive protocols [15,30], and Sonic
and Plonk [30]). However, BP does not have unique response under their def-
inition: this is simple to see since randomized commitments are sent from the
prover during the third round. Therefore, if the forged proof returned by the
adversary has a matching prefix as one of the simulated proofs, this forged proof
cannot be used to break SR-WEE. 2

2 In a nutshell, this is because the forged proof may not be an accepting transcript
in the SR-WEE game since the shared prefix is a partial transcript that has not
been queried to the oracle before. Hence, the oracle has no knowledge of the simu-
lated proofs and therefore any partial transcript that has a matching prefix with a
simulated proof.
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The next natural attempt might then be to “de-randomize” later rounds of
BP e.g., by letting the prover choose and commit all their random coins in the
first round, and then prove consistency of all future rounds with these coins. This
of course introduces new challenges, since these additional consistency proofs
must themselves not use any additional randomness in rounds other than the first
one. While these technical challenges could be overcome using the right tools,
the final solution would be all but satisfactory. First of all, the new protocol
would be less efficient than the original BP. And perhaps more importantly, all
real-world implementations of BP would have to decide whether to switch to the
new protocol without any evidence that the original BP is insecure.

Instead, we present a new approach here that allows us to prove that Fiat-
Shamir BP as is satisfies SIM-EXT, which has wide-reaching impact for systems
based on BP that are already in use. The diagram in the full version [21] summa-
rizes our modular security analysis towards simulation-extractability of multi-
round Fiat—Shamir NIZK. We discuss our new security notions and a chain of
implications below.

Unique Response. We introduce two new definitions: state-restoration unique
response (SR-UR), and weak unique response (FS-WUR), which are the interac-
tive, and non-interactive definitions for showing unique response of protocols.
We show that these two notions are tightly related, i.e., FS-WUR tightly reduces
to SR-UR of the interactive protocol (Lemma 1). Both notions require that it
should be hard for the adversary, on input a simulated proof, to output a proof
which shares a prefix with it. This is opposed to the previous notion of unique
response that requires it should be infeasible for the adversary to come up with
two different proofs that share a prefix. As an analogy, our notion is akin to sec-
ond preimage resistance for hash functions, while the previous notion is akin to
collision resistance. Clearly, it is easier to show that an existing protocol satisfies
the weaker definition. But it is in turn harder to show that the weaker definition
is enough to achieve the overall goal. However, note that the weaker variant of
the definition is also somewhat closer to the intuitive goal of non-malleability:
we do not want the adversary to be able to reuse parts of proofs generated by
other parties to forge new proofs.

Simultation-extractability of Multi-round Fiat—Shamir. Once we have
FS-EXT (i.e., extractability), FS-WUR, and NIZK for a non-interactive protocol,
we are able to show its online simulation-extractability (Lemma 2). Putting
together, we prove a general theorem showing that:

Theorem 1 (General Theorem (Informal)). If a multi-round public-coin
interactive protocol satisfies: (1) adaptive state-restoration witness extended emu-
lation (aSR-WEE), (2) perfect HVZK with an algebraic simulator, and (3) state-
restoration unique responses (SR-UR), then the mon-interactive version of the
protocol achieved via the Fiat-Shamir transform, is online simulation-extractable
(FS-SIM-EXT) in the algebraic group model and the random oracle model.
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While our framework has been built with Bulletproofs as its main use case,
we believe that it is general enough and could be used to show simulation-
extractability for other public-coin protocols in the literature.

Non-malleable Bulletproofs. We use our definitional foundation to show
that Fiat-Shamir BP is non-malleable and give concrete security bounds for it.
The main technical contribution here is to show that BP satisfies our (weaker)
definition of unique response, namely SR-UR. For the other assumptions in the
theorem, we rely on existing knowledge with some adjustments: BP is already
known to satisfy SR-WEE (from [22]), however in our theorem we require a
stronger (adaptive) version of the definition, namely aSR-WEE, but it turns out
that the proof of SR-WEE in [22] can be used to show the stronger definition as
well. Finally, BP is already known to admit a perfect HVZK simulator, which we
have to extend to the algebraic setting. Thus, using the general theorem, we get
our result. We do this for two versions of BP, namely Bulletproofs for arithmetic
circuits (in Sect.4) and range-proofs Bulletproofs (cf. full version [21]).

1.2 Related Work

Goldwasser and Kalai [23] show that the Fiat-Shamir heuristic is not sound in
general, by showing explicit — and somewhat contrived — counterexamples that
cannot be proven secure for any hash function. However, there is no evidence
that any natural construction using the Fiat-Shamir heuristic is insecure.

Faust et al. [16] are the first to analyze SIM-SND and SIM-EXT of Fiat—
Shamir NIZK from X-protocols. Kohlweiss and Zajac [30] extend their result to
multi-round protocols with (nq,...,n,)-special soundness where all-but-one n;’s
are equal to 1, which is the case for some modern zkSNARKs (cf. [20,31]), but
is not the case for Bulletproofs-style recursive protocols.

Don et al. [15] study multi-round Fiat—Shamir in the quantum random oracle
model, but their generic claim (Corollary 15) incurs at least a multiplicative fac-
tor O(g")?. in the loss in soundness due to Fiat-Shamir, even if the result is down-
graded to the classical setting. Hence their result leads to a super-polynomial
loss when the number of rounds r depends on the security parameter as in
Bulletproofs. They also showed SIM-EXT of multi-round Fiat—Shamir proofs in
the QROM assuming the unique response property of the underlying interac-
tive protocols. As we shall see later, Bulletproofs do not meet their definition of
unique responses and we are thus motivated to explore alternative paths towards
SIM-EXT, but in the classical ROM and the AGM.

There are a limited number of works that analyze the concrete soundness loss
incurred by Fiat—Shamir when applied to non-constant round protocols. Ben-
Sasson et al. [5] show that if the underlying interactive oracle proof protocol
satisfies state-restoration soundness (SR-SND) (a stronger variant of soundness
where the prover is allowed to rewind the verifier states) then Fiat—Shamir only
introduces 3(¢? + 1)27* of additive loss both in soundness (SND) and proof

3 Here and below ¢ is the number of queries to the random oracle, r is the number of
rounds, and A is the security parameter.
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of knowledge (EXT). Canetti et al. [9,10] propose the closely related notion of
round-by-round soundness (RBR-SND) which is sufficient to achieve soundness,
even without round oracles. Following these works, Holmgren [29] shows SR-SND
and RBR-SND are equivalent.

The latest works on this line of research are due to Ghoshal and Tessaro [22]
and Biinz et al. [8]. They both provide a detailed analysis of non-interactive
Bulletproofs in the algebraic group model (AGM) [19] and, in particular, the
former shows state-restoration witness extended emulation (SR-WEE) of interac-
tive Bulletproofs in the AGM and uses it to argue that EXT of non-interactive
Bulletproofs results in (¢ + 1)/2°-"™) in additive loss, where sLen()) is the bit
length of the shortest challenge. However, none of these works explore SIM-SND
or SIM-EXT of non-constant round Fiat—Shamir.

There are also other zkSNARKSs that satisfy simulation-extractability such
as e.g., [27] and [26,30]. However, these constructions are very different than
Bulletproofs since they rely on a structured reference string which comes with
a trapdoor, the knowledge of which compromises the soundness. [3] show tech-
niques to make [26] black-box weakly SIM-EXT NIZK using verifiable encryption.
A generic framework to turn existing zkSNARKSs into SIM-EXT zkSNARKSs was
presented in [2], but Bulletproofs is not covered by their result since their trans-
form only works for schemes with trusted setup.

2 Preliminaries

Due to space constraints, some standard preliminaries are deferred to the full
version [21].

The Algebraic Group Model. The algebraic group model was introduced
in [19]. An adversary A, is called algebraic if every group element output by
Aaig is accompanied by a representation of that group element in terms of all
the group elements that A, has seen so far (input and output). Let y1, ..., yx
be all the group elements previously input and output by A.g. Then, every
group element y output by Ajjg, is accompanied by its representation (x1, ..., zx)

such that y = Hf:l y;*. Following [19], we write [y] to denote a group element
enhanced with its representation; [y] = (y, z1,...,2).

Adaptive State-restoration Witness Extended Emulation. Here we
define an adaptive variant of state-restoration witness extended emulation (
aSR-WEE) defined in [22]. Intuitively, state-restoration witness extended emu-
lation says that having resettable access to the verifier (or “restoring its state”,
hence the name) should not help a malicious prover in producing a valid proof
without knowing a witness for the statement. Formally, the definition consists of

two games denoted as aWEE—lEa'g’D and aWEE—O%%'g’D described in Fig. 1. The

former captures the real game, lets the prover P, interact with an oracle ol.,

which additionally stores all queried transcripts tr. The latter is finally given
to a distinguisher D which outputs a decision bit. In contrast, the ideal game
delegates the role of answering P,j,’s oracle queries to a (stateful) extractor &.
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The extractor, at the end of the execution, also outputs a witness candidate w.
Due to the adaptive nature of our variant, we also need to redefine the predicate
Acc() so that it accepts a pair (z*,7*) output by the adversary at the end if and
only if the pair exists in the execution paths and it gets accepted by the verifier.
Formally, Acc(tr,z*,7*) now outputs 1 if (z*,7*) € tr and V(pp,a*,7T*) = 1,
and outputs 0 otherwise. For an interactive proof IT = (Setup,P,V) and an
associated relation R, non-uniform algebraic prover P,jq, a distinguisher D, and
an extractor £ we define:

AdvPRWEE e p D) =

Pr [aWEE-lZQ'g’D()\)} —Pr [avaE-o“;;’fjg'g’D(,\)] ‘ (1)

Definition 1 (aSR-WEE security). An interactive proof II = (Setup,P,V)
is online aSR-WEE secure if there exists an efficient £ such that for any (non-
uniform algebraic) Paig and for any distinguisher D, Adv%?S_WEE(E, Paig; D, A)
18 negligible in \.

The main difference with the original definition in [22] is that we allow the
adversary to change the statement associated with a transcript in every query,
whereas [22] forces the adversary to commit to the fixed statement z in advance.
We remark that their results about Bulletproofs still hold under this variant,
because nowhere in the proof do they actually exploit the fact that the statement
is fixed. Hence, the following is immediate from [22]. We provide more details
on this in the full version [21].

Theorem 2 (Adapted from Theorem 6 of [22]). The protocol BP is
aSR-WEE secure.

NIZK and Simulation Oracles. We define zero-knowledge for non-interactive
arguments in the explicitly programmable random oracle model where the sim-
ulator can program the random oracle. The formalization below can be seen as
that of [16] adapted to multi-round protocols. The zero-knowledge simulator Srs
is defined as a stateful algorithm that operates in two modes. In the first mode,
(ci, st’) «— Sgs(1, st, t,4) takes care of random oracle calls to H; on input ¢. In
the second mode, (7,st') « Srs(2, st,x) simulates the actual argument. For
convenience we define three “wrapper” oracles. These oracles are stateful and
share state.

— S1(t,4) to denote the oracle that returns the first output of Sgs(1, st,t,i);

— Sa(x,w) that returns the first output of Srs(2, st, x) if (pp,z,w) € R and L
otherwise;

— S4(z) that returns the first output of Sgs(2, st, x).

Since NIZK is a security property that is only guaranteed for valid statements
in the language, the definition below makes use of S, as a proof simulation oracle.
As we shall see later, simulation-extractability on the other hand is defined with
respect to an oracle similar to &) following [16].
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Definition 2 (Non-interactive Zero Knowledge). A non-interactive argu-
ment Is = (Setup, PEs, VES) for relation R is unbounded non-interactive zero
knowledge (NIZK) in the random oracle model, if there exist a PPT simulator
Sks with wrapper oracles S1 and Ss such that for all PPT distinguisher D there
exist a negligible function p(X\) it holds that

[ Pr[DRPR(1Y) = 1] = Pr[DS 5 (1)]] < ()

where both PEs(pp, z,w) and Sy return L if (pp,z,w) & R.

Given a perfect HVZK simulator S for IT, we immediately obtain the following
canonical NIZK simulator Sgs for Ilgs by defining responses of each mode as
follows.

— To answer query (t,4) with mode 1, Sgs(1, st, , 4) lazily samples a lookup table
Q1 ,; kept in state st. It checks whether Q4 ;[t] is already defined. If this is the
case, it returns the previously assigned value; otherwise it returns and sets a
fresh random value ¢; sampled from Ch;.

— To answer query x with mode 2, Sgs(2, st, x) calls the perfect HVZK simulator
S of IT to obtain a simulated proof # = (ay,c1,...,ar, ¢, ary1). Then, it
programs the tables such that Qi 1[x,a1] == ¢1,..., Q1 [z, 01,¢1,...,a,] :=
c.. If any of the table entries has been already defined Sgs aborts, which
should happen with negligible probability assuming high min-entropy of a;.

Online Extractability in the AGM. We introduce the definition of (adap-
tive) online extractability (FS-EXT) in the AGM. Unlike the usual online extrac-
tion scenario (e.g., [18,32,34]), where an extractor is only given z*, 7* and the
random oracle query history as inputs and asked to extract the witness, our defi-
nition below requires the extractor to intercept/program the queries/answers to
the RO for P,g. We do so because some proofs in [22] (such as Theorem 2 and
3) relating state-restoration witness-extended emulation for IT and argument
of knowledge for Ilrs do appear to exploit this extra power of the extractor,
which to the best of our understanding appears necessary for their proofs to go
through.

This modification in turn requires the existence of an extractor (€y, 1) where
&1 takes care of simulating the RO responses for P, and then & produces a
valid witness given an adversarial forgery. Our formalization therefore follows
variants of extractability in the literature that explicitly introduce a distinguisher
to guarantee the validity of simulation conducted by &, e.g., [35, Def. 11] for
Fiat—Shamir NIZK or [25] for CRS-based NIZK. On the other hand, we do not
grant the extractor an oracle access to P,z to explicitly capture the “online”
nature of extraction, i.e., no rewinding step is required.

Note also that the roles of (&, &1) and D below are also analogous to those
of the extractor and the distinguisher in aSR-WEE. Thus, our definition allows
smooth transition from aSR-WEE to FS-EXT.
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Game aWEE-lZa“"D()\) : }7 Game aWEE- OS Poe D (N):

tr < (e, ¢€) tr ¢ (c,¢)
pp < Setup(1*) pp  Setup(1*)
([="], [T ~5tr‘ ) < T’U‘ (pp) ste < pp ‘
l~)<—D(sth St LT ([z*], [T7] stp, ) ¢ [’(i'\;)p)
return (b = 1) w 4= E(ste, [7,[T7])

b« D(stp ,tr,z".77)

b« (Achtrr. . T) = (pp,xt,w) €R)
return (b=1)A(b=1)

—{ Oracle OL, (. [T).[a) |———— —{ Oracle 0%, (i1}, [T],[ai)) ———,

Parse T as T = (a1,¢1,-++ ,@Qi—1,Ci—1) Parse T as T = (a1,¢1,-++ ,@Qi—1,Ci—1)
if (z,T) €tror (.7) = (z,¢) then if (z,7) €tror (¢,7) = (r,¢) then
if i < r then if i < r then
[ & Ch; (resp,ste) < E(ste, (2], [(T, ai)])
tr < tr||(z, (T, as, ¢)) tr <« tr|| (2, (T, @i, resp))

return resp

return c¢;
else if i = + 1 then else if i = r 4 1 then
tr < tr||(x, (T, a;)) tr < tr||(x, (T, a;))
d(—V(pp,m,('ﬁai)) d(—V(pp,l’,(T,a,;))
return d return d
return | return L

Fig. 1. Online aSR-WEE Security (adapted from [22], with differences highlighted in
orange). (Color figure online)

Game EXT-1j;"7(\) : }7 Game EXT-03;57 ()):

pp < Setup(1*) pp  Setup(1*)

([2"), [T"],stp,,) < Piig(pp) stg < pp

d + Vis(pp,z*,T7) ([=*], [T7], Stpa‘g) « Pjé (pp)
b Distp, ", 7", Q1) d + V& (pp, 2", T")

return (b= 1) b« D(stp, ,z", 7", Q1)

w = Eoste, ["], [T7])
b« (d=1= (pp,z",w) €R)
return (b=1)A(b=1)

Fig. 2. Extractability games. Note that in the EXT-1 experiment, calling the verifi-
cation algorithm Vrs has an impact on the RO query set Q;. In particular, omitting
this, there might be trivial distinguishing attacks due to the differences in Q1 between
EXT-1 and EXT-0.
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Definition 3 (FS-EXT security). Let IIgs = (Setup,Prs,Vrs) be a NIZK
scheme for language L. Let H be a random oracle. IIrs s online extractable
(FS-EXT) in the AGM and the ROM if there exists an efficient extractor
E = (&, &) such that for every PPT algebraic adversary Pag and every dis-
tinguisher D, the following probability is negligible in \:

AdvETEXT(H, € P, D, \) = |PrEXT-1 7P ()] — Pr[EXT.o‘fY’ij;gD(A)]‘ .

In Fig. 2, each of Q1 = {Q1,i}ic1,r 5 a set of query response pairs corresponding
to queries to H or & with random oracle index 1.

We recall a relation between aSR-WEE and FS-EXT, because one of our claims
(Lemma 2) uses FS-EXT as an assumption. Although Theorem 2 of [22] is for
non-adaptive variants of these notions, the proof for the following theorem is
almost identical except that we do not ask a*lg to submit the statement x in the
beginning, just like in Theorem 2.

Theorem 3. Let R be a relation. Let II be a r-challenge public coin interactive
protocol for the relation R where the ith challenge is sampled from Ch; for i €
[1,7]. Let £ be an aSR-WEE extractor for II. There exists an FS-EXT extractor
E* = (&,E&7) for IIrs such that for every non-uniform algebraic prover g
against Ilgs that makes q random oracle queries, and for every distinguisher
D*, there exists a non-uniform algebraic prover Pag and a distinguisher D such
that for all A € NT,

Advi RN (M, Poe, D7 0) < Advig VEE(E, Pag, D) + (g 4+ 1)/|Chg |

alg»

where ig € [1,7] is the round with the smallest challenge set Ch;,. Moreover,
Pag makes at most g queries to its oracle and is nearly as efficient as Pl The
extractor £ is nearly as efficient as &.

A proof sketch is found in the full version [21].

3 Simulation-Extractability from State-Restoration
Unique Response

Our results make use of the concrete security proof of extractability for Bullet-
proofs given by [22] in the algebraic group model. Thus, the first step towards
proving simulation-extractability for Bulletproofs is to provide a formal defini-
tion of simulation-extractability in the algebraic group model, which has not
previously appeared in the literature.

3.1 Simulation-Extractability in the AGM

On a high-level, the simulation-extractability (SIM-EXT) property ensures that
extractability holds even if the cheating adversary sees simulated proofs. Defin-
ing SIM-EXT in the AGM is a non-trivial task: because the algebraic adversary
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outputs group representation with respect to all the group elements they have
observed so far, the format of representation gets complex as the adversary
receives more simulated proofs, whose representation might not be w.r.t. gener-
ators present in pp. To make our analysis simpler, we introduce the notion of
algebraic simulator.

Definition 4 (Algebraic simulator). Consider a perfectly HVZK argument of
knowledge (Setup, P, V) with a PPT simulator S. The simulator S is algebraic
if on receiving a statement x and its group representation [x] as input, it out-
puts a proaf’f and its group representation [’f] with respect to generators in pp
and generators used for representing x. For an algebraic simulator S, we denote

(7] — S(IX).

Definition 5 (Algebraic simulator for NIZK). Consider a non-interactive
argument of knowledge (Setup, Prs, Vrs) with NIZK simulator Sgs. The simula-
tor Sps is algebraic if on receiving a statement x and its group representation
[X] as input, its second mode outputs proofs T, their group representations [T |
with respect to generators in pp and generators used for representing x. For an
algebraic simulator Sgs, we denote ([T], st’) — Ses(2, st, [X]).

Remark 1. Our use of algebraic is similar in spirit to composability results in the
AGM [1] where the environment is required to be algebraic as well, in addition
to the adversary; in particular they require the simulator for proving security
to be algebraic. Restricting the simulator to be algebraic does not seem to limit
the class of protocols that we can analyze, since typical simulators for discrete-
log-based protocols are already algebraic. Consider the simulator for the Schnorr
protocol: given a statement z € G and random challenge p the simulator outputs
(9%x~", p, z) where z is uniformly sampled from Z,. In the next section, we show
that the simulator for Bulletproofs is also algebraic.

Remark 2. By construction, if we have an algebraic HVZK simulator S for I1,
then the corresponding canonical NIZK simulator Sgs for ITgs (see the paragraph
after Definition 2) fixed by S is also algebraic, since Sgs internally invokes S to
obtain a proof.

We now extend the definition of FS-EXT to simulation-extractability, by
equipping the cheating algebraic prover with access to proof simulation oracles
in addition to the random oracle. Formally, we define simulation-extractability
with respect to a specific NIZK simulator Sgs and the corresponding wrapper ora-
cles (81,84%) (see Sect. 2). That is, S; on input (¢,4) returns the first output of
Sks(1, st,t,i) (i.e., corresponding the random oracle H in FS-EXT) and S} on an
input statement x returns the first output of Sgs(2, st, z), respectively.

Following FS-EXT, we define a simulator-extractor £ = (&g, £1, E2), where &;
receives a random oracle query of the form (¢,4) (similar to the wrapper oracle
&1) and returns a challenge from Ch;; & receives a statement query x and returns
a simulated proof (similar to the wrapper oracle S83); & extracts a witness at
the end. The differences with Definition 3 are highlighted in
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_‘ Game SIM-EXT-1,," 7P () : Game SIM-EXT-07;"%7 ()):
pp < Setup(1*) ’ pp < Setup(1*)
([’I‘*], [7—*]751: . ) - 7): S5 (PP) St‘g:* p[i -
d Vig (pp,?*g, T") ’ ("), [Z bstry) Pas" (ep)
b D(stp, ,a*,T", Q1, 0s) d < Veg (pp, 2™, T)
turn (Eag 1) b Dlstp,,, 2", 77, Q1, O2)
re =
w = E(ste, [z7], [T"])

b ((d=1n(2"T") ¢ O2) = (pp,a",w) € R)
return (b=1)A(b=1)

Fig. 3. Simulation extractability games. Like in Fig.2, in the SIM-EXT-1 experiment,
calling the verification algorithm Vrs has an impact on the RO query set Q;.

At a high-level, the security requirement of FS-SIM-EXT is two-fold: (1)
(£1,&) in the game SIM-EXT-0 correctly simulates the adversary’s view in
SIM-EXT-1 (indicated by a bit b), and (2) the extractor & outputs a valid wit-
ness as long as an adversarial forgery (z*,7*) is accepting and non-trivial, i.e.,

not identical to what’s obtained by querying a proof simulation oracle (indicated
by a bit b).

Definition 6 (FS-SIM-EXT security). Consider a NIZK scheme IIgs =
(Setup, Prs, Ves) for language L with an NIZK simulator Sps. Let (S1,8)) be
wrapper oracles for Sgs as defined in Sect. 2. Ilgs is online simulation-extractable
(FS-SIM-EXT) with respect to Sgs in the AGM and ROM, if there exists an
efficient simulator-extractor € = (€, &1, E>) such that for every PPT algebraic
adversary Pag and every distinguisher D, the following probability is negligible
m A:

AdvEZIMEXT (5. & Pue D, N)

= [Pr{SIM-EXT- 15 PP ()] — Pr[S/M-EXT-off:j%D(A)]‘ .

In Fig. 3, each of Q1 = {Q1,i}ic[1,r 15 a set of query response pairs corresponding
to queries to S or £ with random oracle index i. O, is a sct of statement-
transcript pairs (x,7T), where x is a statement queried to the proof simulation

oracle S or € by Pa., and T is the corresponding simulated proof, respectively.
2 2 U alg ! I . !

Comparison with Previous SIM-EXT Definitions. Although we borrow the
formalization of wrapper oracles (S, S5) from [16], our definition of FS-SIM-EXT
is different from their “weak” (Definition 6, an extractor requires rewinding
access to the adversary) and “full” (Definition 7, an extractor is tasked with
extracting a witness by only looking at an adversarial statement-proof pair)
SIM-EXT. Indeed, neither of these is suitable in our setting. The former is too
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weak because we aim for an “online” way of extraction; the latter is too strong
since the extractor used for showing reduction from FS-EXT to aSR-WEE (The-
orem 3) already needs additional control over RO queries. To the best of our
knowledge, there has been no previous work analyzing Fiat—Shamir NIZK under
the latter notion even in the AGM.

Another difference with previous FS-SIM-EXT definitions is that ours explic-
itly handles indistinguishability of two games. This wasn’t the case in [16]
because their proof of weak SIM-EXT invokes the general forking lemma [4]
that implicitly takes care of perfect indistinguishability of two runs. Our defini-
tion can essentially be seen as Definition 11 of Unruh [35] extended with a proof
simulation oracle, which however was considered “too strong” in that work as
its focus is security in the QROM. In contrast, our main focus is analysis in
the CROM and online extraction enabled by the AGM (following the previous
FS-EXT analysis conducted by [22]). Thus, we believe ours is most suitable for
formally analyzing SIM-EXT of Bulletproofs based on the state-of-the-art.

There also exist several SIM-EXT definitions for CRS-NIZK (e.g., [2,3,12,25,
28,33]) but the way they are formulated is naturally different since the plain
extractability already varies and simulators for CRS-NIZK behave in a different
fashion. Perhaps a variant of Groth [25] is somewhat close to ours: the first part of
the extractor handles simulation of CRS (so that it generates a trapdoor without
the adversary noticing) and the second part takes care of witness extraction.

Remark 3. In the AGM, the representation submitted by the adversary is w.r.t.
the group elements present in pp and all the simulated proofs they have seen
so far. However, once we assume an algebraic simulator, it is always possible
for £ to convert such representation to the one w.r.t. pp and previously queried
statements. As we shall see later, this will greatly simplify our security proof in
the AGM because it will allow us to reuse the existing extractor analysis (where
there is no simulation oracle).

State-restoration Unique Response. Our first definition considers the game
SR-URﬁa'g’S()\) in Fig. 4. As the name indicates it has a flavor of aSR-WEE and it
is therefore — compared to the the usual UR definition for interactive protocols
— both stronger (in the sense that an adversary can rewind the verifier) and
weaker (in the sense that an adversary is forced to use the simulated transcript
to find a forgery).

Concretely, the prover initially generates an instance x on which it attempts
to break the unique response property. Similar to aSR-WEE, we capture the
power of the prover to rewind the verifier with an oracle O,:. Roughly, the oracle
allows the prover to build an execution tree, which is extended with each query
to it by the prover. The prover succeeds if it comes up with another accepting
transcript 7 that is part of the execution tree and have a prefix in common with
the simulated transcript 7. Let 7 = (ay,¢1, ..., ar, ¢, ar41) denote a transcript.
We write 7T|; to denote a partial transcript consisting of the first 2i messages of
T, i.e., T|1 = (al, Cly...,0Q4, Ci).
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— Game SRUR7=S(3) | {_Oracle Ocu((7][a]) |

win « false Parse T as T = (a1,¢1,+ ,@i—1,Ci—1)
tr «— € ifTGtrthen
pp  Setup(1*) if i <r then
([z],st4) < Ai(pp) ¢ &Chi;tretrH(T,ai,c‘i);
7~’ «— S(pp, ) return c;
fori=1,...,r do else if i = r + 1 then
tr e tr | (T:) di < V(pp.z, (T, @)

end for do (Fje[Lr]: Tl =Tl Aajr1 # aj1)
Run A (T, st 4) if di =1Ad> =1 then
return win win < true

return d;

return |

Fig. 4. State-restoration Unique Response.

We also remark that, unlike aSR-WEE, our SR-UR is deliberately made non-
adaptive to prove subsequent lemmas with a weaker assumption. Indeed, the
reductions we present later will go through even though the resulting simulation-
extractability claim has an adaptive flavor.

Definition 7 (SR-UR). Consider a (2r + 1)-round public-coin interactive proof
system II = (Setup,P,V) that has perfect HVZK simulator S. II is said
to have state-restoration unique response (SR-UR) with respect to a simula-
tor S, if for all PPT algebraic adversaries Asg = (A1, A2), the advantage

AdvSRUR( 4, S) = Pr[SR-URS®S (1)) is negl(\).

Weak Unique Response We now present our weak unique response definition
tailored to non-interactive protocols. While typical unique response properties
in the literature are defined for interactive protocols, [30, Definition 7] is in the
non-interactive setting. Our definition below is strictly weaker than theirs, as
we only need to guarantee the hardness of finding another accepting transcript
forked from simulated (honest) one.

Definition 8 (FS-WUR). Consider a (2r+1)-round public-coin interactive proof
system IT = (Setup,P,V) and the resulting NIZK ITes = (Setup, Prs, Vks) via
Fiat-Shamir transform. Let Sgs be a perfect NIZK simulator for Ilgs (Definition
2) with wrapper oracles (S1,85) as defined in Section 2. Ilgs is said to have
weak unique responses (FS-WUR) with respect to Sgs if given a transcript T =
(a1,€1, -+, Qr, Cryary1) simulated by Sgs, it is hard to find another accepting
transcript T = (a1,c¢1,...,0pr,Cr,arp1) that both have a common prefix up to
the ith challenge for an instance x. That is, for all PPT algebraic adversaries
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Asig = (A1, Az) the advantage Advg‘i'WUR(Amg,SFs) defined as the following
probability is negl(\):

Setup(1*);
Vid(ppow, T) =1 ([zis:) <—e i{af(l(p)p);
Prin (@€l T, =T, T —Sy(x); |
A ajir # Qi) [T] — AS' (T, st);

We now show that FS-WUR of IIfs reduces to SR-UR of the interactive proof
system IT in the AGM. Informally, the lemma below guarantees that one can
construct an adversary breaking unique response in the interactive setting, given
an adversary breaking unique response in the non-interactive setting, as long as
it makes RO queries for the accepting transcript in right order. As mentioned
earlier, the reduction below does not crucially depend on the AGM: if a given
protocol meets SR-UR without the AGM the proof holds almost verbatim with-
out the AGM as well. Proof is rather straightforward and thus is deferred to the
full version [21].

Lemma 1. Consider a (2r + 1)-round public-coin interactive proof system IT =
(Setup, P, V) and the resulting NIZK IIrs = (Setup, Prs, Vrs) via Fiat-Shamir
transform. Let S be a perfect algebraic HVZK simulator for II and Sgs be the
corresponding canonical NIZK simulator for Ilgs. If II has SR-UR with respect to
S, then Ilgs has FS-WUR with respect to Sgs. That is, for every PPT adversary A
against FS-WUR of IIgs that makes q queries to S1, there exists a PPT adversary
B against SR-UR of II such that,

q+1
|Chi0|

AdvEEWUR (4 5e6) < AdvsFUR(B,5) +

where iy € [1,7] is the round with the smallest challenge set Ch;,. Moreover, B
makes at most q queries to its oracle and is nearly as efficient as A.

3.2 From Weak Unique Response to Simulation-extractability

We now prove the simulation-extractability of a non-interactive protocol Ilrs
assuming it comes with an algebraic NIZK simulator Sgs, it is extractable and
has weak unique responses with respect to Sgs. On a high-level the proof works
by constructing another adversary Pag that forwards the RO queries made by a
FS-SIM-EXT adversary aig o the FS-EXT game, except for the ones that have
prefix in common with any of the simulated transcripts. This will allow us to
invoke the extractor £ that is only guaranteed to work in the FS-EXT setting.
On the other hand, thanks to the FS-WUR property we can argue that a cheating
prover also has a hard time finding another transcript by reusing any prefix of
a simulated transcript.

We stress that, as long as FS-WUR and FS-EXT are satisfied without the
AGM the proof below holds almost verbatim without the AGM as well. Inter-
estingly, proof in the AGM requires additional care about representation sub-
mitted by Pajg: whenever P, forwards group elements with representation to
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external entities (i.e., H, &1, and &), it must always convert representation to
the one only with respect to generators in pp. This is made possible thanks to an
algebraic simulator Sgs; by probing how Sgs simulates a transcript with respect
to the generators in pp, Pag can translate the group representation submitted
by P even if it depends on previously simulated transcripts. This is crucial
for invoking the extractor from FS-EXT), since a cheating prover against FS-EXT
is only allowed to use the generators present in pp. We also remark that the
additive security loss due to failure of RO programming by S} is not present in
the bound since we use a canonical NIZK simulator as an assumption and such

a loss already appears when showing NIZK from HVZK.

Lemma 2. Consider a NIZK argument system Ilgs with an algebraic NIZK sim-
ulator Sgs. If Ilgs is FS-WUR with respect to Srs and online FS-EXT, then it is
online FS-SIM-EXT with respect to Sks.

Concretely, let £ = (Ey,&1) be an FS-EXT extractor for Ilgs. There exists
an efficient FS-SIM-EXT simulator-extractor £* = (EF,E5,E5) for Ilgs such that
for every algebraic prover P} g against IIrs that makes q1 random oracle queries
(i.e., queries to Sy or & ), and g2 simulation queries (i.e., queries to Sh or
&), and for every distinguisher D*, there exists another algebraic prover Piig,
a distinguisher D, and an FS-WUR adversary Aaig, such that for all X € NT,

Advl";_ij;i’M'EXT(s s, &5, P, D) < Advﬁi EXT (1, &, Pug. D) + 42 - Advl’;_ss'l/ZVUR(Aa.g,st).

Moreover, Pag and Aag make at most g1 queries to their oracle and is nearly as

efficient as Pj,. The extractor £* is nearly as efficient as &.

Proof. Without loss of generality we assume P, does not repeat the same RO
queries. We first construct a cheating prover P,g against FS-EXT that internally
uses the FS-SIM-EXT adversary P}, and simulates its view in FS-SIM-EXT.

We now describe the following simple hybrids.

Gp This game is identical to SIM-EXT- 181’ 2 Pip P (A). We have

5 D)) = Pr[SIM-EXT-1505 75 ™" (),

G; This game is identical to Go except that it aborts if d = 1 (i.e., (z*,7%) is
accepting) and (z*,7*) ¢ Q,, while there exists some (z*,7) € Qy that has
prefix in common with 7* but differs at the response right after that prefix,
i.e., for some j < r it holds that 7*|; = 7|; and aj,, # G;+1. The abort event
implies that there exists an efficient FS-WUR adversary A,j; that internally uses
That is,

PI‘[G()(

alg

|Pr[Go(Pig, D)) — Pr(Gi(Paig, D7)]| < Pr[Gi (P,

D*)aborts] )
2
< gz - Advi WUR (A, Sps).

We defer the reduction deriving (2) to later.

Constructing P,; and D for FS-EXT. We now construct a FS-EXT adversary
Paig and a distinguisher D. P, plays an FS-EXT game while internally simulating
the view of ;]g in the game G; as follows.
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—~ On receiving pp from Setup(1*), Payg forwards pp to P,

~ Whenever Py, makes a simulation query with input [z], Paig internally invokes

Srs(2, st, [z]) to obtain ([7],st’) and records a statement-proof pair (z,7)
in the set Qy. P, also separately keeps track of representation of every
entry in Q5. Then it programs the RO tables Q; for every challenge in T as
Srs(2, st, [z]) would do.

— Whenever P}, (or Vrs at the end) makes a random oracle query with input
((pp, [z], [T, [a:]), %), where 7" = (a1,¢1,...,Gi—1,¢i—1), Paig checks whether
there exists some (z,7) € Qy that has prefix in common with 7, i.e., for
some j < i— 1 it holds that 7|; = 7|;. If that is the case, it lazily samples
¢; from Ch; and updates Qi ; accordingly, as Srs(1, st, (pp, [z], [T],[a:]), )
would do. Otherwise, it forwards the query ((pp,z,7,a;),7) to a FS-EXT
game with converted group representation, receives ¢; € Ch;, and updates
Q1 ,; accordingly.

— When P}, outputs a forgery ([z*],[T7]), Pajg first checks whether it causes
aborts in the game G;. If that is the case, P,z also aborts because it implies
that the challenge values in 7 are not obtained by forwarding the corre-
sponding queries to a FS-EXT game and therefore (z*,7*) is not accepting
in the FS-EXT game.

— Otherwise, Pag outputs (z*,7*,stp, ) to a FS-EXT game with converted
group representation, where stp, = (Q1, Q2).

A FS-EXT distinguisher D internally invokes D* on input (stp, ,z*,7*, Q1, Q2)
and outputs whatever D* returns. By construction, we have

Pr[G, (P}, D*)] = Pr[EXT-15;" P (\)].
Constructing &* for FS-SIM-EXT. We define a simulator-extractor &* =
(&, EF,E5) using a FS-EXT extractor £ = (&, £1). £F answers the random oracle
queries made by PJj, as Pag would, by using the responses from &;. &5 answers
the simulation queries made by PJj, as Pag would, by internally invoking Srs.
& outputs whatever & returns on input (stg, [z*], [7*]). Note that, if P, does
not abort, 7* has no prefix in common with any of the previously simulated
transcripts. In that case, thanks to the random oracle simulation conducted by
Paig as above, for every i € [1,r], ¢} has been obtained by querying the random
oracle in a FS-EXT game with input ((pp, z*,7*|;— 1, Z) i). Therefore, (z*,7*)

gets accepted by VFS whenever it gets accepted by VFS ,(@*,T*) ¢ Qa, and Paig
does not abort. By Constructlon E* succeeds in extraction if and only if £ does
so in the game EXT- OH Pals, D()\). Thus we have

Pr[SIM-EXT-07, 2" (\)] = Pr[EXT-057%7 ().
Reduction to FS-WUR. We now bound the probability that the game G; aborts.

We argue that, if there exists (P}, D*) that causes Gi(P;,, D*) to abort (or in
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other words, that causes Pag to abort), one can use Py, to construct another
adversary A, = (A1, Az) that breaks FS-WUR with respect to Sgs. The reduc-
tion goes as follows. The differences with P,z are highlighted in orange.

— A; first picks a query index k € [1, ¢2] uniformly at random.

— On receiving pp from Setup(1?), A; forwards pp to e

— Whenever P, makes a simulation query with input [x], if this is the kth
simulation query then it forwards z to S} in the FS-WUR game with con-
verted group representation. We denote the statement-transcript pair of the
Lth cquery by (2F.7%)4 Otherwise, A; internally invokes Srs(2, st,[z]) to
obtain ([7],st'). It records a statement-proof pair (x,7) in the set Q,. A
also separately keeps track of representation of every entry in Qs. Then it
programs the RO tables Q; for every challenge in 7 as Sgs(2, st, [x]) would
do. A, also responds to simulation queries in the same way, except that it
never forwards a statement to the FS-WUR game.

— Whenever P}, (or Vrs at the end) makes a random oracle query with input
((pp, [2], [T], [@i]), %), where T = (a1, c1,...,a;-1,¢i—1), Ao checks whether
(xF, j/) has prefix in common with 77, i.e., for some j < i — 1 it holds that
T|; = f/"\‘,‘ If that is the case, it forwards the query ((pp,x,7,a;),i) to S
in the FS-WUR game with converted group representation, receives ¢; € Ch;,
and updates O, accordingly. Otherwise, it lazily samples ¢; from Ch; and
updates Q;; accordingly, as Sps(1, st, (pp, [z], [T], [a:]), i) would do. A; also
responds to random oracle queries in the same way, except that it never
forwards queries to the FS-WUR game.

~ When P}, outputs a forgery ([z*],[77]), Aalg first checks whether it causes
aborts in the game G;. If that is the case, A, forwards 7" to the FS-WUR
game as a forgery with converted group representation.

The above procedure perfectly simulates PJ,’s view in the game G;. By
construction A, breaks FS-WUR with respect to Sgs if Gi aborts and (z* =

2* AT* has some prefix in common with T k), because then it is guaranteed that
for every i € [1,7], ¢f has been obtained by querying the oracles (S1,S5) in the
FS-WUR game. Therefore, 7* does qualify as a valid forgery in the FS-WUR
game. Conditioned on the event that G; aborts, the probability that 4., wins
is at least 1/qo. Therefore, we have

1 -
. - Pr[G; (P, D*)aborts] < AdvI':7§57\7/zVUR(.Aa|g,SFS)

2
which derives (2). Putting together, we obtain

* We note that A, does not get to know the representation of T* unlike other sim-
ulated transcripts, as that particular one comes from the FS-WUR game and its
representation is not disclosed to the adversary. Therefore, all the subsequent out-
puts from P, are with respect to pp and 7° % This, however, does not prevent us

from showing reduction because outputting representation w.r.t. pp and T* is indeed
allowed in the FS-WUR game.
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851,85, P, D* E* P D*

Pr[SIM-EXT-17;2"27"7 (\)] — Pr[SIM-EXT-07, 2 ()]

’Pr [EXT-1725 P (\)] = PrEXT-05757 (V]| + g2 - AdvE WUR (4,0 Srs)

SAdvlefs,%XT(H, £, Pug: D) + g2 - AdvET WUR (4, See).

3.3 Generic Result on Simulation-Extractability

Theorem 4. Let R be a relation. Let II be a r-challenge public coin interac-
tive protocol for the relation R where the ith challenge is sampled from Ch; for
€ [1,r]. Suppose II satisfies: aSR-WEE, perfect HVZK with algebraic simulator
S, and SR-UR with respect to S. Let Sgs be the corresponding canonical NIZK
simulator for Sgs fized by S. Then Ilgs is FS-SIM-EXT with respect to Sks.
Concretely, let £ be an aSR-WEE extractor for II. There exists an efficient
FS-SIM-EXT simulator-extractor £* for Ilgs such that for every non-uniform
algebraic prover P, against IlIrs that makes q1 random oracle queries, and gz
simulation queries, and for every distinguisher D*, there exists a non-uniform
algebraic prover P,ig, an SR-UR adversary Aaig, and a distinguisher D such that
for all A € NT,

AdyF5-5IM- EXT(SFS,g*

ViIes,R

aIg?D* /\)
(2 +1)(q1 +1)

<AdvZEWEE(e P D 2) + o - Adv YR (AL, S, 0) + Thel

where ig € [1,7] is the round with the smallest challenge set Ch;, .

Proof. From Theorem 3, aSR-WEE of IT implies FS-EXT security of Ilgs. From
Lemma 1, SR-UR and HVZK of IT implies FS-WUR security of IIfs. Finally, from
Lemma 2, FS-EXT and FS-WUR imply FS-SIM-EXT security of Ilrs. Putting
together all the concrete bounds, we obtain the result. O

4 Non-Malleability of Bulletproofs — Arithmetic Circuits

The protocol for arithmetic circuit satisfiability as it appears in Bulletproofs
(henceforth referred as BP) [7] is formally described in Protocol 1 of the full ver-
sion [21] and proceeds as follows: In the first round, the prover commits to values
on the wire of the circuit (i.e. a5, ar and ap), and the blinding vectors (sy,sg).
It receives challenges y, z from the verifier. Based on these challenges, the prover
defines three polynomials, [, and ¢, where ¢(X) = (I(X),r(X)), and commits
to the coefficients of the polynomial ¢ in the third round, i.e. commitments
T., T3, Ty, Ts,and, Tg°. On receiving a challenge = from the verifier, the prover

5 The degree two term is independent of the witness and can be computed by the
verifier, therefore there is no 7> commitment.



416 C. Ganesh et al.

evaluates polynomials /, 7 on this challenge point, computes ¢ = (I(z),r(z)), and
values (3, u, and sends f,p,t,1 = I(z) and r = r(z) in the fifth round. The
verifier accepts if: the commitments {T;};,—s (for S = {1,3,4,5,6}) are to the
correct polynomial ¢ and if ¢ = (1,r). To get logarithmic proof size, the prover
and verifier define an instance of the inner dot product for checking the condition
t = (1,r), instead of sending vectors 1, r in clear.

The inner product subroutine is presented in the full version [21].

—  Simulator 1: Sgp

The algebraic simulator Sgp is given as input:
pp = (TL, Qa g, ha u, g, h)a X = (WLv WR; Wo, C)

The transcript is simulated as follows where the difference with the original
simulator is marked in

1. Ly,w,zizp
2. ﬁx;ﬂizp

3. Lr&zn

4. t=(1r)

n

8. b =hv ",

Q+1, —n (g QFL. —n (g QFL.
9. Wy, = w3 Wr Wy =g "o We) Ly, = Y ey We)
-3

10. 5= (A7 A5 g™ (W)Y TWE L WE-Wo k)

u =u®

17 = (b GRS § (N Tixi)ix
12. T = (S’ AI7 AOa Y, z; {Ti}iES; X i‘\’ 6117 b W, 1’ r)
13. Output [7T]

4.1 Algebraic Simulation

In Simulator 1 we define an algebraic simulator Sgp for BP which is going to
be used in both the proof of HVZK and SR-UR. The simulator Sgp essentially
works as the simulator from [6], except that, since it needs to explicitly output
group representation for each simulated element, it will generate A;, Ao as well
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as the T;’s by learning their discrete logarithm in bases g, h, u instead of generi-
cally sampling random group elements like in the original proof. This makes no
difference for the ZK claim and makes the proof of SR-UR simpler. Note that,
since the simulator picks all the challenges at random in the first step, the sim-
ulator can easily be changed to satisfy the stronger special HVZK. However, by
defining the simulator like this we can reuse it in both of the following claims.
Note also that while the output of the simulator does not explicitly contain the
group representation (t1,1) of 71 w.r.t base (g, h), it is possible to compute
these values from the output of the simulator.

Remark 4. The simulator for the recursive version of Bulletproof e.g., the one
that calls InPrd instead of sending 1, r directly, can easily be constructed from the
simulator above by running the InPrd protocol on 1, r. The algebraic simulator
also outputs the representation for the elements L;, R; generated during this
protocol and this representation will be used explicitly in the proof later.

Claim 1. The protocol BP (Protocol 1 of the full version [21]) is perfect HVZK
with algebraic simulator Sgp (Simulator 1) .

Proof. The claim follows directly from the proof of HVZK in [6] by observing that
the way Ay, Ao, 13,1y, T5,Ts are generated in our and their simulator produces
the exact same distribution (in their case they are sampled as random elements
from the group; in ours, we generate them by raising generators to random
exponents, and those are not re-used anywhere else).

4.2 State-Restoration Unique Responses

The following claim is crucial for invoking our generic result from Theorem 4. We
remind the reader that proving uniqueness of the randomized commitments T;’s
is made possible thanks to our relaxed definition: if the adversary was allowed
to control both transcripts, it would be trivial to break the (strong) unique
response by honestly executing the prover algorithm twice with known witness
and by committing to ¢; using distinct randomnesses 3; and 3;. Our proof below
on the other hand argues that a cheating prover in SR-UR has a hard time
forging T; once one of the transcripts has been fixed by a simulator. In other
words, they cannot reuse parts of simulated proofs without knowing how the
simulated messages were generated. This is true even for true statements where
the prover might know the witness.

Claim 2. Protocol BP (Protocol 1 of the full version [21]) satisfies state-
restoration unique response (SR-UR) with respect to Sgp (Simulator 1) in the
AGM, under the assumption that solving the discrete-log relation is hard. That
is, for every PPT adversary Ay, against SR-UR of BP that makes q queries to
Oct (Fig. 4), there exists a PPT adversary A against DL-REL such that,

] i 1l4n + 8
Advar UR(Ayr, Sep) < AdVPEREL(G), A)) + ((pl))q
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Proof. Given an algebraic adversary for SR-UR-game A, = (A1, As) for pro-
tocol BP (Fig.4), we construct an adversary, A, who breaks the discrete-log
relation.

A, upon receiving a discrete-log relation challenge interacts with A, as fol-
lows: It first runs A (pp) (where pp includes all the generators from the discrete-
log relation assumption) to receive an instance [z] and st. A then invokes the
simulator Sgp on [z] to receive a transcript T. A then runs As on T and st.
Queries to the SR-UR-oracle Og are handled by A locally as in the SR-UR
game, by sampling random challenges and forwarding to As. A locally records
the tree of transcripts. Note that when A, queries Oey, it also submits the
group representation in terms of all groups elements seen so far. Moreover, the
simulator Sgp is algebraic, and therefore A can efficiently recover all representa-
tion for elements in 7 and 7 into an equivalent representation purely in terms
of g, h, g, h,u which will be used to break the discrete-logarithm assumption.

Since A, wins the SR-UR game [7] is an accepting transcript for statement
[2] which is different from [7], but has a common prefix. Therefore, at least the
first two messages must be equal. In particular, Sgp outputs transcript of the
form

,j; = (AI7AO, S,ga 2’ (Ti)ies;i‘aﬁw7 ﬂ7£awal~’l7 Rla jla XN Lma me{i"ma d7 B)
and A, outputs transcripts of the form
T = (AI7AO?S;Q’Z; (Ti)ies;xaﬁwuuvfawa[’hRlaxla R 7LmaRm7xmaa7b)

where we denote m = log(n).

We now proceed with a case by case analysis based on the first message in
T which is different from 7.
If T, # T, for some i € S, then the verification equation satisfied by 7 is

(g(m))a(h(m))b(ul)ab
- <H sz> . (H Rfi2> ChHL AT /I”g - (h)~"
=1 =1
TWEWE - Wo - 8% - (W)

(The values W(,) and b’ are also marked as (-) to remind the reader that they

are the same in both 7 and 7. Remember that g™ h(™) are different in the
two transcripts and they are generated as part of the InPrd). Dividing it by the
verification equation for the simulated transcript, we get
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We rearrange the exponents w.r.t. the generators (g, h, g, h,u). Let us focus
on the exponent of g. The only elements with a non-zero component for g are: the
simulated A; and S that have pr and —p;Z~2 in the exponents of g, respectively;
and L; (resp. R;) with g-component [; ; (resp. r; 4) submitted by the adversary
during the oracle queries. Then the exponent of g in (4) is

m m

Zli,gaz? + ri,gxfz — pri a3 + pra. (5)
i=1 i=1

If (5) is non-zero then we find a non-trivial DL solution since the left-hand side
of 4 has g-component 0. Now we argue that (5) vanishes with negligible probabil-
ity. Since the state-restoration adversary makes queries to Oy in order (e.g., it
cannot query a transcript whose prefix has not been queried yet), the challenges
T,21,...,Ty, are also assigned in order. Suppose the first m variables are fixed

to x,x1,...,Tm—1 and regard (5) as a univariate polynomial with indeterminate
X, Define

m—1 m—1
egm)(Xm) = lang1 + rm_’an_f + Z li,g:r? + Z ri’gxﬁ — pri %3 + pra.
i=1 i=1
Then, by the Schwartz—Zippel Lemma, if the polynomial e_((;m) (X,) is non-
zero, egm) (z,,) vanishes with probability at most 4/(p — 1) over the random
choice of x,, € Zj; if it is a zero-polynomial, it must be that the constant term

of eém) is 0. Hence, if the polynomial

m—2
6§m’1)(Xm—1) = lm—l,anQ@—l + Tm—l,an_mg—l + Z li,gxz2
i=1

m—2
+ Z ri,gxfz — p15c_2x3 + prx
i=1
is non-zero, eém_l)(xm,l) vanishes with probability at most 4/(p — 1) over the
random choice of z,,_; € Z,. Iterating the same argument, we are eventually
tasked with showing eéo)(z) = —pr& 223 + prz = 0 with negligible probability.
This only happens if (1) pr = 0, i.e., ego)(X) is a zero-polynomial, or (2) eéo)(z) =
0 over the random choice of x € Z,,. The former happens with probability 1/(p—
1) because p; are uniformly chosen by the simulator; the latter happens with
probability at most 3/(p —1).
If 3, # 3, or ¢ # i, then we have another transcript
Tep = (A1, Ao, S; 7, % (Th)ies; &, Bus pis by w, Ly, Ry, &1, . .., Ly, R, @, a, b).

Since both simulated and adversarial transcripts satisfy the verification equation
w.r.t. the same R, we have

gfhﬂm —R=— gt:hﬁm
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which leads to a non-trivial DL relation. y
If 1 # [i, the analysis is similar to the case where T; # T;. The verification
equation satisfied by 7gp is

(g(m))a(h(m))b(u/)ab

i :E2 i 33_2 ~ ~ =2 ~ on
= HLZ . HR’L SRR AT AT ()Y
i=1 i=1
Wi WE-Wo - 8% - (u)h
Dividing it by the verification equation for the simulated transcript, we get

(g(7n)>a(h(m))b(ul)ab . (g('m))—&(fl(nb))—E(ﬂ/)—dg

(i) 1) () 1)
= i=1 i=1 i=1

1
@ @) (6)

We rearrange the exponents w.r.t. the generators (g, h, g, h,u). Let us focus
on the exponent of h. Then the exponent of h in (6) is

D ligri + > rigri = (n— i) (7)
=1

=1

where l; 5, (resp. 7 p) is the exponent of h available as group representation of L;
(resp. R;) submitted by the adversary. Using the same argument as before, since
the h-component in the left-hand side of 6 is 0, if 4 # i we obtain non-trivial
DL relation except with negligible probability.

If L; # L; or R; #* R; This part of the proof uses similar techniques as the
ones for Lemma 8 in [22], with the main difference that we explicitly show
the equalities and constraints that must hold for all exponents of parameters
g, h, g, h, u. For instance, we introduce polynomials £8 and ¢ which are essential
for the full analysis, but were absent from proof in [22].

Let the representations output by the adversary for L;, R; be

n n
L; = ] [ (gj 9; hj h]) glghlhulu and R; = | I (g; 9; h; h_‘/) g Ry
i=1

Jj=1

and let P =[]/, <gfgj h?hj > gPshPhuP be the representation of P/ which is

same in both the transcript of the simulator and the one of the adversary. In what
follows we prove that the exponents of L; (resp. R;) match those of L; (resp.
R;) for i = 1,...,m except with negligible probability and otherwise one can
find non-trivial discrete-log relation. Let bit(k,4,t) be the function that return

the bit k; where (k1,- -, k) is the ¢-bit representation of k.
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Since 7 is accepting, the outcome of InPrd.V should be 1, and therefore, the
following must hold:

(g(nL))a(h(m) (HL ) p! <ﬁ Rfi—2> ’ (8)

where g(™) h("™) are parameters for the last round, and a,b are the last round
messages. All terms in this equality can be expressed in terms of g, h, g, h, u and
we can compute the tuple
2

(e et e e e?)
such that geg)he 2o el ue® = 1. We compute eé ),ef),eg),ef),eg) as in
Eqgs. 9 to 13. Note that if 7 is accepting, (e(gz), ef), 6_5)2), ef), eq(f)) = (0,0,0,0,0),
otherwise we get a non-trivial discrete-log relation.

For k=0 ton — 1:

gk+1 =0
m m
_q)L-bit(k,i,m) (9)
= (Z g1k i +rl£71+k: i )+pq1+k> —a- <H 335 ) >
=1 =1
(2
ehk)+1 0
B ML _1)bitk,i,m) (10)
= <Z(lm1+m + Tihy s @5 )+ph1+k> — hy=k) . <H zg ) )
i=1 i=1
ef) (Z wx + Ty )—l—pu) —w-ab (11)
el =0= (Z(ligm? + riga; %) +P’g> (12)
i=1
m
e =0= (Z(llhxf +rnar?) +pz> (13)
i=1

In order to derive relation between values l;y;, 7ig, , lin; , Tin, , i, and the group
representation of statement P’, we will invoke Schwartz-Zippel lemma in a recur-
sive way. It is convenient to define the following polynomials to invoke the lemma
recursively. For all ¢ € {1,...,m}, for all j € {0,...,n — 1},

k—1
g _ 2 —2 / —2
ft,j(X> - lt,g1+jX + rt791+jX +pgl+j + § : i,91+5%i + Ti,914+5Ti )7
i=1
k—1

h 2 —2 2 -2
ft7j (X) = lt;h1+jX + rt7h1+jX +p;zl+j + Z (li,h1+jxi + Tihiy; %5 ) )
=1
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and

t—1
FAX) = X 4 X2+ (lwr? + ey ?)

i=1

Combining different polynomials, one can eliminate a (and b) from Eq. (9)
(and similarly from (10)) and rewrite the resultant equation in terms of polyno-
mial f£; (similarly, ftl?j) to get: For t € {1,...,m}, 5 € {0,...,n/2" — 1},

ftg,j(xt> JJ? _ftg)j_;,_n/gt(xt) =0 (14)
and
leg(n) (l'lOg(n)) w - flog(n) ](xlog n)) f]og (n), ](xlog(n)) = 0. (15)

Since all the challenges are in order, we rewrite (14) as a univariate polynomial
in terms of variable X;:

FELR X £ () =0 »

(16) vanishes with probability at most 6/(p — 1), and otherwise it is a zero
polynomial. Equating each coefficient term to 0, we get

’I“t,gprj = flfg—l,j+n/2t (xt—1)7 lt,gprj = 0, rtvgj+n/2f = 07 (17)
-2
lt79j+n/2t :p;]prj +Z 491+ €Ly +T’791+1x1 ) etg l](xt 1) (18)
where the last term in (18) can be rewritten as a univariate polynomial:

t—2
g _ 2 —2 / -2
ft 1 ]( ) - ltfl,gij + rt*1791+jX +pg1+j + 7’Q1+J T + Tigiy; Ty )

1=

—_

Iterating a similar argument for all rounds, for ¢t = 1 we get, r1,4,,, = p/91+j+n 1o

and [y Similarly, arguing for polynomial f? ., we get the condition:
k,j

Gjtns2z pifnﬂ"
FRy S (X) X2 = fP e (Xe) = 0. (19)

Analogous to polynomial £§ ;, we define (X)) =lan X2+ rean X 2+

Phyy, T ZZ 1( ihis, T2 A Tiny T —2). Equahtles 16, 19 gives following constraints:
For all t € {2,...,m}, for all j €{0,...,n/2 —1}:

_ r8 _ _
Ttgit; = 'ft—l,j+7l/2t (Te-1), lt91+j =0, 74,95 nyot — 0,
_ /8 _ _ srh n/2¢
ltagj+7l/gt - Et,j(xt*1)> Tthiy; = 0, lth1+j - ft—l,j+n/2f ('thl) 'Y ) (20)

— __¢h
lt,h = 07 Tt*h1+j+n/2t = ‘gt,j (xtfl)

1+j+mn/2t
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Fort =1, for all j € {0,...,n/2 — 1}:

— _ _
Tlgiy; = pg1+n,/27 llgl+j =0, "L,954n/2 = 0,
— _ . Can/2
.95 1m0 = Pgrsys Tthisy = Oslingy, = Phyy oy 0 4™, (21)
n/2

_ .
Wohigyinse = 05 Thhiy e = Phoy, Y

Note that the output of polynomials f,fm f,?’j, E%J , fzj are deterministic given
challenges (71, ..., 7). Also note, values py,...,p, are fixed as they are equal
to the representation output by the simulator. Hence, values for r; g, ., 7in,,;,
li,g,; and lj p,,; (in Eq.21) are fixed given previous round challenges.

Now, consider exponents for generators g,h and u. Since Egs. (11, 12, 13)
hold, using Schwartz-Zippel lemma recursively, it can be shown that [; ,,,7; ., =
0, li’g,ﬂ,g, li,h =Tih = 0.

Note that, for a honest execution of InPrd, the exponents for L;, R; are derived
using constraints in (21). Thus, L;, R; cannot differ from L;, R;.

Concrete Advantage of the Adversary. This analysis comes directly from
the Bad Challenge analysis for ACSPf in [22]. For the case T} # T}, the adversary
succeeds in forging if any one of the polynomials eéo), ey eém) vanishes. Using
union bound, this happens with probability 4(m + 1)/(p — 1). Similarly, for the
case 1 # i, we break discrete-log relation except with probability: 4m+1/(p—1).
Now, consider the case, L; # L;. The adversary succeeds in forging a proof for
a false statement if they were lucky enough to get a challenge x; such that Egs.
15, 16 and 19 vanish at ;. This means, for round t € {1,...,m = log(n)}, if
any of the Zf: 2n,/2t polynomials of degree at most 4, 2n/2¢ polynomials of
degree at most 6, and one polynomial of degree at most 8, vanish, i.e., adversary
succeeding in forging a proof, which turns out to be at most (14n + 8)/(p — 1).
Note that the adversary can query Qe for SR-UR ¢ times. It is enough to take
max of all case-by-case probabilities to get an upper bound for the probability
of the adversary succeeding in forging a proof. This is because all the cases
are sequential and the adversary succeeds in forging unless we break discrete-
log relation for the very first case that the adversary exploits. Thus, adversary
succeeds in forging a proof with probability at most (14n + 8)q/(p — 1).

O

Combining the results from Theorem 4 and Claim 2, we get the following
corollary.

Corollary 1. Fiat-Shamir transform of BP satisfies FS-SIM-EXT with respect
to a canonical simulator Sgs.gp corresponding to the algebraic simulator Sgp.
Concretely, there exists an efficient FS-SIM-EXT extractor £* for FS-BP such
that for every non-uniform algebraic prover ;']g against FS-BP that makes q1
random oracle queries and qs simulation queries, and for every distinguisher D*,
there exists a non-uniform adversary A against DL-REL with the property that

for all A € NT,
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- - * * * - 14 8
AdvISRIMEXT (S o &% P, DY N) < <AdvDL FEL(Gy, Ay + %)

@ (AdVDLfREL(G/\ Ay + (14n + 8)q2) (g2 +1)(qn + 1)

-1 |Chi |

where ig € [1,7] is the round with the smallest challenge set Ch;,.
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