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Abstract. This article presents a review of the Internet of Things in the health
area, focusing on the solutions that currently exist in home-oriented health. A very
promising future is predicted with the appearance of portable smart devices, using
protocols such as 6LoWPAN, which will allow the development of many applica-
tions for solving every-day problems in the health sector and the rapid implemen-
tation of the home-centered health model. In the various works and solutions con-
sulted, the use of wireless technologies pre-dominates, such as: WPAN, WBAN,
MBAN, Wi-Fi, WiMAX, ZigBee, Bluetooth, ANT, ultrawideband, ingestible sen-
sors, and epidermal electronics, smart bandages, smartphone applications, RFID,
RTLS and IPS. These technologies are widely used for biomedical census systems.
This reflects a broad advance at the level of technologies and network architecture
based on IoT, which provide specific solutions to problems in the health sector,
especially in scenarios focused on home-centered health, which allows the max-
imum use of technology IoT in this area, very commonly called IoT Health. The
above sounds promising for the health sector and ICT industry in general because
it allows personalizing the health service, and accelerating its evolution.
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1 Introduction

Internet of Things (IoT) is about connecting devices and objects of everyday life over
the Internet [1]. IoT allows sensors and devices to be integrated with objects that are
connected to the Internet through fixed and wireless networks [2—4]. It should be noted
that the objects that will make up the network are varied: household appliances, industrial
machinery, vehicles, among others. In IoT each object would have its own address of its
Internet provider. This indicates that if we have objects such as car parts and cameras
connected to the Internet, it will be easier to locate and identify them, it would be easier
to carry out inventories, to know if the object is on or off at any moment. The Internet
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of things will allow a better quality of life, since it has the ability to collect and analyze
such data that together can be converted into important information and knowledge.

1.1 The Internet in Health

The Internet of things applied in the health area will allow many people, regardless of
their social class, to use the services that could be offered through the IoT and that are
already being offered in many countries. It will serve to constantly monitor our health,
taking into account that there are many diseases in which symptoms are silent and that
an early diagnosis would allow prevention and possible solutions to diseases that can be
fatal. All of the above sounds very convenient, considering that the global health system
tends to change, focusing on home care. Figure 2 presents different applications of IoT
in health.
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Fig. 1. Application of IoT in health

The different solutions/applications of the IoT in health can be sectorized in the
services of Telemedicine, Emergency, Medication, Social networks for health, home
health, smart pharmaceutical packages, biomedical devices, as shown in Fig. 1 [6].
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1.2 IoT Technologies in Health

Among the fundamental characteristics offered by the Internet of Things is the increase
in nodes connected to each other, which at the same time becomes a great challenge for
the development of new communication protocols and updating of topologies. Sensor
networks (WSN, Wireless Sensor Network) [7, 8] meet many of the requirements pro-
posed by the technological solution of the Internet of Things. WSNs are made up of a
set of nodes scattered in a given area, communicated in an ad-hoc manner [9] and can
work cooperatively, this allows their applicability to be increased in almost all fields of
the industry.
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Fig. 2. Architecture of bio wireless network [14]

RFID is a technology that serves for automatic identification, in which it is used [10,
11] to capture data by means of electronic devices. This technology makes it possible to
identify and locate objects, since this is a reader that reads labels, which internally carry
data, which in turn are consulted in the database and thus serve to identify an object that
contains it.

These tags have a built-in microchip, which stores the information, this information
is unique, which is why it has an ID identification, and then it is stored in the RFID
memory; these labels are of different size according to the system. Then the RFID is
incorporated into the object to be identified and located. This is why in the health area it
would be of great interest, because what is wanted is that a patient or worker be monitored
and controlled to have better care.

2 Common IoT Application Architectures in Healthcare

The IoT makes good use of wireless technologies. In [12] an architecture is presented that
serves as a test bed for applications on body area networks (BAN) (see Fig. 3) or body
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area sensor networks (WSAN), it is a network designed with devices (sensors) of low
power incorporated in the body, through which its movements and its vital parameters
are controlled, and in turn these will be connected to a wireless network to be able to
transmit the data to a base station, and that data is sent on time real to hospital and
clinics. As said, this architecture is used to implement test applications; many solutions
worldwide that are based on BAN use architectures similar to this.

After all the above, it is not difficult to realize that the ubiquity of the IoT almost
requires us that most of the everyday objects can be accessible through the famous
IP (Internet Protocol) addresses. IPV6 (IP version 6) over 6LoWPAN [13] personal
area sensor networks (IPv6 over Low power Wireless Personal Area Networks) is a
protocol that provides IPv6 compatibility with sensor networks. In [14] an architecture
that integrates hardware and software is presented, based on heterogeneous 6LoWPAN
networks. It is motivated by the need for the fusion of a body area network and an
environment control network, for health monitoring applications. Internet connectivity
was added through the use of an edge router.
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Fig. 3. Human network in eHealth [32]

3 Typical Scenarios of Application of the Internet of Things
in Health Smart Emergency Service

Emergency services (ES) are also joining the evolution and new paradigm of patient-
centered medical service from home. The SE is extremely important, since many lives
depend on its good and timely management [15—17]. Many times, the responsibility
falls on the prehospital service and the quality of the emergency medical service. So
far, there are several solutions that help in the timely management of the pre-hospital
service, through wireless technologies and the use of IoT as a basis. In [18, 19], time is
described as a purpose to improve communication between the ambulance, the dispatch
control center and the hospital emergency service (Fig. 4).
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Fig. 4. Home-centered health

e Smart Medication Service
Success in treating any disease is highly dependent on compliance with taking
the prescribed medicine at the right time. Factors associated with the patient can lead
to non-compliance in taking medicine, either due to psychological factors associated
with anxiety, motivation for recovery, attitude towards the disease, or forgetting the
schedule in the elderly [20-23].

Biomedical Devices

The research and development of wearable smart devices (SWDs) for personalized ser-
vices (health being one such example) has motivated governments and research agencies
around the world in recent years. Europe, the United States and Asia have put a notable
interest in funding research projects in which topics such as E-Health and ICT are the
main ones. An example of the numerous projects developed in the United States is the
“Oregon Center for Aging and Technology”, a project focused on the development and
deployment of sensor technology to monitor older adults at home.

A network architecture based on 3G, GSM, Internet infrastructure and wireless body
area sensor networks (WBASN) is proposed, called Community Physicians Networks,
CMN for its acronym in English. (Community Medical Network). The architecture pro-
posed by is divided into 5 main parts: WBASN, mobile devices, mobile communication
networks, backbone and servers in local hospitals. Regarding the implementation of the
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proposed system, WBASN is responsible for both monitoring the health status of patients
and the acquisition of medical information; this management plays an important role in
the CMN. According to its authors, CMN does not need large costs for its deployment,
it is not altered by the mobility of patients, a device called AMI (Active Monitoring
Insole) is proposed for monitoring lower limb loads. According to its authors, the AMI
formulated system is trained to be used by a doctor or a therapist in order to analyze the
progress of patients and take the necessary corrective measures for their recovery.

On the other hand, MuSa (MUIti Sensor Assistant) is proposed by Bianchi et al.
MusSa is a portable multisensory device, trained in detecting drops in heart rate and
respiration rates.

e Social Media Service focused on Health

With the appearance of the World Wide Web, the Internet has been the protagonist
of numerous advances in society, even with the explosion of the so-called Web 2.0, the
phenomenon of social networks began. Social media sites (social networks), such as
Facebook, Twitter, YouTube, among others, have become powerful tools through the
Internet, content generation applications, blogs, wikis, have largely strengthened the
way of do business on the Internet, being the source of income for many companies
and families worldwide.

Currently with the IoT, communities on the Internet are growing even more, as
for example, in a community of social support for weight loss is described, which is
shared through an Internet social network. These people can share their motivations and
experiences. Support for these people is as personalized as if they were face-to-face
with the doctor, but offers unique aspects of comfort, anonymity, and non-judgmental
interaction. Within the methodology used, they conduct surveys to analyze information.

Itis proposed that social support within Internet communities for weight loss deserves
more attention and better evaluations; these communities can improve, a study is also
carried out in young adults between 18 and 29 years old with the purpose of controlling
their weight loss. The purpose was to offer guidance regarding their eating habits and
analyze their weight management behavior. The work yielded good results and con-
tributed to the understanding of the strengths and limitations of the use of Facebook in
research and health promotion in general presents a not very common statistical study,
in which social networks are used for medical use and research related to control, trust
and intimacy. This study uses data from Europe, which contains information on behavior
and perceptions on social issues such as the media, privacy and social networks. The
results show that there is some evidence of a digital divide due to age, while income
does not significantly affect access to social networks in the health area. Perceptions of
privacy appear to be a deterrent, while trust in health care providers is not an important
factor for social development and network use.

The area of radiology has also benefited claim that social networking services on
the Internet have changed the way we communicate as a society and offer opportunities
to improve the way radiology is practiced today. This study proposes some areas where
radiologists can benefit from the new tools provided by IoT and concludes with several
steps they can take to become more involved with social networks through the Internet.
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According to, the accelerated change in health technology is rooted in trends. In
their work they review the activities in the training of consumers and technology, and
found that social trends are visible in the integration of information and communication
technologies in the health area, both in search and exchange of information on the
Internet, in the use of social media to create new types of interactions with family,
providers and colleagues, and in the e-patient, which integrates these new functions and
new technologies.

Another important example is found, where social media and file-sharing websites
have brought together MS patients from all over the world and facilitated the sharing of
personal experiences and information derived from medical research and its relationship
with CCSVI (chronic cerebrospinal venous insufficiency). This paper carefully reviews
the resources available on the Internet for MS patients seeking information on CCSVI,
and the responsibilities of clinicians as they participate in these online discussions. As a
result, there has been an accelerated growth in the number of patients seeking treatment
for this syndrome, contemplating the possibility of improving their current condition.

The IoT through social media has also had an impact on mental health. In a study
with this purpose is presented, in which the development and current uses of social
networks on mental health are reviewed, ethical and legal dilemmas, as well as practical
guidelines for mental health practitioners interested in developing a social networking
site to support their professional practice. In conclusion, the ethical implications that
clinicians should consider when using personal social networking sites are discussed.

o Telemedicine Service

There is more than a one analyst who thinks that the IoT has the potential to rev-
olutionize civilization and also increase the standard of living and increase industry
performance of the economy on a lot more than the internet and IT can. Expanding
the advantages of IoT [24-26] system-level qualities including scalability, depend-
ability, inclusiveness, and general protection combine to generate a real opportunity
for designers to develop efficient, highly successful and resilient IoT infrastructures.
The paper shows the current state of the field of functionality in relation to academic
institutions and researchers as well as its implementations which make things like
the principles of cloud-based, operational, and safe all at the same time-integrated
pillars in the coming. This paper gives an overview of the design of IoT, discussing
the current state of the architecture of IoT architecture. Furthermore, highlighted to
be ready for future IoT implementation are the IoT system-related problems that will
allow for more real-time applications to be developed. There are millions of devices
connected to the network and various protocols are required for the interconnection
to be deemed relevant. This paper reveals the existing state of the communication
requirements and implementation protocols for IoT as well as well as a systematic
review of their actual and possible future use. Various service capabilities includ-
ing data offloading, resource and system management are present in the computing
paradigms including Cloud, Fog, Cloudlet, and Edge computing that help IoT move
forward [27-29]. The main theme of this report is the search for better ways to make
use IT to link devices and systems and operate things at the edge of an organization.
As more and more people begin to use IoT, there may be problems of privacy and
protection. This paper stresses how the protection concerns, risks, security strategies,
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and traditional mitigating tactics are on top of this subject [30, 31]. The additional
scope that this address is presenting is concerning privacy. Scheduling is enabled by
Real-Time Operating Systems (RTOS) [32, 33] simplifies the use of time-critical IoT
applications because of their reduced memory footprints, and in-time execution, which
is why it is an advantage for those working on them. To see the latest features and
networking infrastructure specifications of the review also gives an overview of the
RTOS’s abilities with respect to IoT and networking. In the final section, it addresses
open research problems in IoT device production.

4 Conclusion and Future Work

One of the widely used applications of telemedicine is the electrocardiogram (ECG);
there are several published works. For example, in (60) the design of a portable cardiology
system is presented that allows the electrocardiographic signal to be transmitted in real
time via mobile telephony. A similar but more applied solution is presented in a study
carried out in Bangladesh (South Asia), where the majority live in rural areas that lack
specialized care, the need for Internet-based telemedicine systems is much greater, which
would allow a large number of doctors and hospitals to collectively provide health
services to entire populations. A scalable architecture is proposed, based on the Internet
for telemedicine (ECG), which integrates multiple hospitals; is a distributed information
system based on mobile telemedicine that allows connecting patients in rural locations
with specialist doctors. Regarding connectivity, the solution indicates that the portable
ECG equipment communicates through the mobile device to a server (robust computer
equipped with sophisticated software and conditioned for the solution) located in the
rural medical center. This, in turn, communicates through the network with a specialist
who can verify and process the information to diagnose through their mobile device
or a compute. The solution indicates that the portable ECG equipment communicates
through the mobile device to a server (robust computer equipped with sophisticated
software and conditioned for the solution) located in the rural medical center. This, in
turn, communicates through the network with a specialist who can verify and process
the information to diagnose through their mobile device or a computer. The solution
indicates that the portable ECG equipment communicates through the mobile device
to a server (robust computer equipped with sophisticated software and conditioned for
the solution) located in the rural medical center. This, in turn, communicates through
the network with a specialist who can verify and process the information to diagnose
through their mobile device or a computer.
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