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Preface

This book responds to the dimension of “anticipation” described as one of the dimen-
sions of Design for Innovation by [1]. It aims at highlighting the social and civi-
lizational responsibility of design and to describe how this is being carried out at
multiple levels and in line with the priority established by the European Union in
2014, in the so-called agenda for Responsible Research and Innovation (RRI). The
agenda gave a great focus to design for all, and to guidelines to achieve this, and
was based on the recommendations by the European Design Leadership Board [2],
in the report “Design for Growth and Prosperity.” The report identified six strategic
areas for design: European Design on a Global Stage; Design in Europe’s Innovation
System; Design in Europe’s Enterprises; Design in Europe’s Public Sector; Design
in Europe’s Research System, and Design in Europe’s Education System.

In line with this paradigm, we also consider the four dimensions of design for
innovation scalped by Stilgoe and Guston (2017): Anticipation, Reflexivity, Inclu-
sion, and Responsiveness. They are expected to converge with the emerging transition
design approach, which is being developed worldwide in multiple contexts, such as
within the Carnegie Mellon [3] and the Great Transition Initiative (Peter 19 Sterling,
February 2016 and https://www.greattransition.org/) [4].

This book aims at depicting the multifaceted nature of design according to the
paradigms and trends explained above, offering a timely snapshot of the diverse
approaches to design and a picture of the transition that this discipline has been expe-
riencing. It offers extensive information and cutting-edge ideas for understanding the
kind of service that design is currently providing and will be able to provide to the
society, on a broad, transdisciplinary basis. It also features the type of ecosystem
innovation design is fostering, taking into account the four key areas of the transition
design framework: transition vision, theories of change, mindset and posture, and
new ways of designing [3].

In time of crisis, such as the present one, design can offer important answer
to societal challenges imposed by complex and ambiguous phenomena, such as
climate change, resource depletion, instability due to wars and massive migrations,
and pandemics, among others. The ubiquitous presence of digital and multimedia
contents, the sensible role that communication and the creation and dissemination

vii


https://www.greattransition.org/

viii Preface

of narratives has in contemporary societies, the needs of improved and inclusive
interfaces for human—machine interaction, as well as the growing importance of
concepts such as visualization and representation, may benefit both from a stronger
participation of designers, and awareness of design concepts, in different disciplinary
fields (software development, urban development, education, and so on).

The main research directions in design and digital communication are reflected
by the organization of this book into five thematic parts, namely:

User-centered digital design;

Research methods and strategies;

Pedagogy, society, and design practice;
Digital design branding; and

From design history to its transdisciplinarity.

RAREI i

In all of them, theory and practice are inextricably intertwined.

This book gathers original contributions written by renowned researchers and
professionals. They consist of revised and extended contributions to the 5th Inter-
national Conference on Digital Design and Communication (Digicom 2021), held
in November 4-6, 2021, in Barcelos, Portugal. It also includes additional chapters
by important international researchers who were invited to present the most relevant
outcomes of their current research projects. The chapters were subjected to a rigorous
evaluation by both the editors and the scientific committee of Digicom. They address
and seek to inspire both researchers and practitioners in the broad field of design and
communication, by covering the following main topics:

Challenges of digital interaction and communication;

Between the utility and the dilemmas of digital design applications;

Design for digital literacy and social inclusion;

Design and digital communication in times of crisis;

Information design toward design activism;

Designing visual identities and branding given the vicissitudes of hypermodernity;
Designing cultural heritage in the face of digital transformations.

Barcelos, Portugal Nuno Martins
Braga, Portugal Daniel Brandao
Covilhd, Portugal Francisco Paiva
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User-Centered Digital Design



Interfaces, Data and Plural Languages M)
to Develop CoDE: A Collaborative ek
Platform for Multidisciplinary Teams

Michela Carlomagno

Abstract The essay aims to investigate the contemporary communicative languages
introduced by the design culture for the development of digital platforms and inter-
faces. The research starts by analysing the state of the art regarding the creation of
digital networks and the increasing diffusion of alternative means of communica-
tion, which is facilitated by the use of digital media and online tools able to amplify
the geographical limits of relationships. Nowadays, collaborative digital tools and
platforms are assuming an essential role in the dissemination of knowledge and
information, through the creation of digital archives and databases; as facilitators of
relationships for remote collaboration, through the definition of workspaces, to be
used asynchronously and synchronously, with the consequent reduction of spatial and
temporal boundaries. This diffusion has led visual communication design to explore
and define alternative languages, made up of codes and visual synthesis, to design
complex visualisations and facilitate communication within digital spaces. Starting
from these considerations, the research defines a collaborative platform denominated
CoDE that aims to facilitate interaction within multidisciplinary groups. The final
part of the paper illustrates the GUI and UX elements of the platform and identifies
their potential and future developments.

Keywords Digital platform - User interface + Collaborative design

1 Introduction

In the current digital era, the Internet is not only a space for interaction and sharing
of data, information and documents, but also a “tool for connecting people, thoughts,
contexts and spaces beyond the sense of place” [1]. We are witnessing an extension
where relationships are free from the traditional constraints of time and space and
in which it is not necessary to share the moment of interaction. There is “the union
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of the social experience of our real-life with cyber-space, thus creating a new hybrid
social space” [2, p. 16].

The World Wide Web and Information and Communication Technologies (ICT)
have contributed to this radical transformation of interpersonal relations and ways
in which people communicate, also accentuated by behavioural changes and new
lifestyles adopted in the Covid-19 pandemic.

The ways of working and studying remotely have changed physical spaces config-
uration but also the work modalities and tools, able to satisfy new needs and specific
purposes compared to the traditional ones. Online activities have grown significantly
with the spread of smart-working and e-learning models used by many companies,
enterprises and institutions. Networked connectivity and workspaces evolution have
also influenced the design and the way designers interact and collaborate with stake-
holders, users and communities. In Design fields, the widespread multidisciplinary,
interdisciplinary and transdisciplinary approaches [3, 4] have involved an increasing
number of disciplines and stakeholders within the project, giving rise to new needs
such as the sharing of languages, the equal collaboration between actors involved,
avoiding role imbalances during the project phases and actively involving all parties
involved. Therefore, traditional tools, used during design activities, such as cards,
toolkits, games and physical objects, are replaced by digital platforms that connect
people at a distance and record information, by offering personalized functionalities
for the design and management of teamwork activities.

Digital spaces become actual places where connect, interact and exchange knowl-
edge but also spaces for accessing data and content, mediated by the spread of digital
interfaces and platforms. In these spaces, collaborative whiteboards and dashboards
are intended as places to work and share tasks and information, organise files and
resources, and design using templates, post-its and mindmaps. On the one hand, this
promotes the possibility to establish global connections between people, stakeholders
and whole communities, by transferring large amounts of data and making network
communication effective. On the other hand, the risk of information overload and
incorrect data manipulation affects the ability to interact within the project team,
generating misunderstandings and gaps between stakeholders involved.

The chapter presents the first results of a doctoral research that starts with the
study of the evolution of interfaces as virtual spaces of interaction and the selection
of digital platforms used both as workspaces and tools to design and share ideas and
as places to collect data and information to be transferred immediately through the
construction of complex narrations and visual synthesis. The analysis of the strengths
and weaknesses of the platforms and the identification of the needs of inter- multi-
transdisciplinary teams at work have led to the definition of the digital tool parameters
and functionalities, described in the last paragraph of the essay.

The digital tool consists of a platform able to support the collaboration of teams
composed of heterogeneous disciplines and skills, by creating a common language,
identifying competence gaps, tracking activities and deadlines, and constantly
visualising information flows and ideas.
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2 The Evolution of Interfaces as Virtual Spaces
of Interaction

The evolution of information forms and the necessity to create new relations between
user and computer have allowed Design to experiment with new user experiences and
to define new ways of using contents and interaction spaces through the definition of
interfaces. Currently, fields close to Interaction Design and Human—computer Inter-
action (HCI), such as User Experience Design [5], Service Design and Information
Design, experiment with interfaces and new experiences able to involve and generate
digital networks, that are places of access, exchange and comparison.

In these areas, visual communication tools, such as infographics and graphic
visualisations, take the role of storytellers and make the information explicit in visual
syntheses that facilitate data access and decoding, and support the transfer of content
within digital platforms. As defined by [6, p. 5] “Information Visualization is the use
of computer-supported, interactive, visual representations of abstract data to amplify
cognition”.

The development of interfaces and platforms combine aspects that concern the
user (such as predispositions, expectations, needs, behaviours) with the features of the
designed system (usability, purpose, adaptability, functionality) and the cyberspace
(or environment) in which the interaction takes place to define new interactions with
products and services.

In contemporary society, physical and digital spaces are linked to create “cogni-
tive communities”—that is communities that dialogue and collaborate on a project
through the digital network in which temporary goals and ideas are shared. Indeed,
communication and interaction modalities between people are changed, mediated by
screens and digital devices. Communication becomes electronic and the language
“electrified” [7], capable of transferring information flows and therefore cognitive
content within the new media. In this context of hyper-connection, the use of wear-
able devices such as watches, glasses and clothing, is transforming also the ability
of interfaces to react to external factors and human input through voice, gesture and
haptic controls, creating a link to the physical dimension and sometimes overlapping
it.

The spread of ICT and new media have contributed to shape these changes, leading
to the current software society [8]—driven by technological progress and “connec-
tive thinking”. Digital space is no longer just a space of vision and action, but a space
of interaction with information and remotely connected individuals [7, 9]. Inter-
faces become a medium in which news, stories, knowledge and thus culture can be
transferred [10, 11]. As [12] states, “digital interfaces assume the role of translating
and processing cultural products into bits and then returning them in understand-
able forms to humans, according to shared cognitive schemas” [13]. This has also
influenced the definition of digital networks of experts, where products and services
are defined by the collaboration of different actors who actively participate in the
definition of the project.



6 M. Carlomagno

Consequently, the interface has become a mediator not only between human—
computer and human-platform but also as a process of communication between
people and of monitoring the different activities. This has shifted the design focus
from how users interact with objects, to the use of new visual languages inside the
Web to transfer messages and contents. In this paradigm shift, interface as mediator
become a technique for thought: an “allegorical device” that makes the social world
accessible in an age of information, through levels or layers. As [14] claims “an
interface is not a thing, an interface is always an effect. It is always a process or a
translation” (p. 33).

3 Plural Languages for the Infographic Project

In the contemporary infosphere [15], communication inside media becomes interac-
tive, allowing the transfer of information through interfaces that facilitate cross-media
exchange. We are moving towards a “simulation, or interface, culture” that interacts
with IT tools to explore virtual worlds, through manipulation and rewriting of iconic
text, shaped on the screen according to our mental connections. New media and infor-
mation systems, in general, enable this manipulation and transcoding of information
transforming data into digital open, accessible and modifiable languages [12].

The electronic screen is intended as an extension of the human mind, where the
linguistic and cultural forms of new media become the result of a merging of the
computer logic and the cultural level of media content. In this scenario, commu-
nication design can translate comparisons and dialogues into design opportunities,
make new scenarios visible, help to address common challenges, act sustainably and
identify complex action strategies.

Graphic symbols and visual representations facilitate access to information
through diagrams, maps, pictograms, icons and templates for the development of the
interfaces. The use of grids and layouts allows information to be hierarchized, make
it readable and accessible to others by creating visual, textual and verbal languages.

Visual syntheses within the platforms facilitate the exploration and definition of
new forms of sharing, driven by open processes and the ability and desire to explore
ideas and design proposals, investigate, experiment and consider multiple perspec-
tives and potential solutions to create complex visualisations. Interfaces have become
ameans of connecting different actors, mediators with which we can explore alterna-
tive worlds and use information dynamically and interactively using narrations, and
places in which to collect data and decode them openly. Even the design project is
no longer the result of the individual action but that of a group of stakeholders with
different skills, approaches and jargon adopted during the various phases of design
process. The digital space becomes the place where synthesise these differences and
experiment with new ways of collaboration and participation.

The cultural sites where the digital and the physical meet is also the key subject of info-
aesthetics. But rather than think only in terms of convergence, as a cultural historian of



Interfaces, Data and Plural Languages to Develop CoDE ... 7

the present I am also thinking about other relationships: those of conflict, contradiction,
borrowing, hybridization, remix. [16, p. 8]

4 New Needs and Narrative Artifacts in the Digital Era

Digital tools and services, which have emerged in the last 10 years, have facilitated
the need to dialogue and share information at a distance, communicate immedi-
ately, collaborate in the creation of project proposals in a visual way and participate
constantly in the creative process through shared spaces, diagrams and maps for the
visualisation of contents and ideas [17].

Digitisation, open access and the consequent possibility of using large quantities
of data have facilitated the dissemination and experimentation of tools for reading
and decoding information. These tools are based on self-organized systems and the
creation and transfer of common knowledge by carrying out co-design, co-creation
and participatory design approaches.

The necessity to transmit and share content and knowledge has produced a series
of communicative artefacts, including virtual ones, static or dynamic/interactive, to
which the use and access to contents are associated, through new forms of narration
and visualization such as digital storytelling, data storytelling or data visualization.

Numerous researchers from Tufte to Cairo have questioned how to shape data,
starting from the stages of collection, analysis and visualisation to the identification
of techniques to communicate in a clear, reliable and understandable way [18-20].
As Giorgia Lupi states: “In its second wave, data visualization will inevitably be
all about personalization. The more ubiquitous data becomes, the more we need to
experiment with how to make it unique, contextual, intimate. The way we visualize
it is crucial because it is the key to translating numbers into what they really stand
for: knowledge, behaviors, people.” [21].

Indeed, new data-driven applications require the interaction of the user/reader,
involving and helping them to understand the content communicated in a personalised
way. Reference [18] in “The Functional Art” focuses not only on the purely aesthetic
aspect of visualisations but also highlights the need to achieve an aesthetic that serves
the purpose. A “functional beauty” that aims to make a visual representation not only
attractive but able to influence the way the user perceives and explores data.

Beauty and functionality are interconnected, or should be. Beautiful and intriguing objects
improve our mood and predispose us to be patient when it comes time to learn how to use
them. [18, p. 92]

Data visualisation design, over time, has inspired new forms of narrations,
changing the storytelling and the reading of contents through participatory and open
methods for collecting and visualising digital information. New spaces of investiga-
tion and access are being experienced, as well as operational tools such as storytelling
and interactive platforms, which support the reading of information, making it acces-
sible to a large number of people. Storytelling [22] is used to give a form and meaning
to intangible elements such as the bits that compose data, transforming them into
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information and thus into knowledge. In particular, the construction of codes, visual
artefacts and languages, and alternative usability formats, such as graphic visualisa-
tions, which permit the reading of information, help to make the content usable and
readable [23] within the platform.

In the last 10 years, the spread of digital collaboration tools such as Miro,
Milanote,' Slack,”> and Figma,® have allowed people to work remotely, share ideas
and project proposals through platforms, facilitation tools and visual synthesis [24].
Other interactive platforms have used digital visualization and storytelling, guided
by codes and pictograms, to display stories and large amounts of data synthetically.
These tools aim to facilitate interaction and information by making it amplifiable
and interactive and to immerse the user in digital experiences.

Platforms such as “The Shape of Dreams”, designed by Federica Fragapane
and “Publishing Penisula Talks” made by Accurat Studio, allow users to explore
stories/information through a multi-level navigation system, guided by graphic
elements and visual codes. “Rebound” by the MIT Senseable City Lab and “Atlas of
Emotion”, on the other hand, make it possible to read databases through the use of
filters, legends and interactive maps that simplify information management.

These examples of platforms have in common the use of multilevel visualisations
and graphical forms of communication such as data visualization and data story-
telling, that allow not only to explore and read information but also to involve and
simplify the processes of data gathering and storage using diagrams, texts, animations
and colours. All these elements contribute to the creation of languages and forms of
visual representation that make the user experience in digital platforms customisable.
Shared modalities of usage are experienced to translate inputs from different contexts
into diagram-based visual models [25] that facilitate the creation of connections
and enable collective planning, through “bridge-artefacts” [23] that help build visual
languages. “Bridge-artefacts” are visual languages useful “to connect different points
of view, local contingencies and multiple interests, structural features of a complex
social system (...) for the representation of smooth and complex spaces, spaces of
knowledge and controversy.” [23, p. 4]. Graphs, or charts, used in visualizations take
on different configurations according to objectives and visual characteristics, such as
bar charts, diagrams, histograms, radar charts or word-clouds useful for comparing
data, visualizing temporal sequences, categorizing and classifying information or
correlating multiple elements by highlighting relationships and hierarchies [26].

! Miro and Milanote are digital workspaces in which is possible to share the workspace visually
to design asynchronous or real-time and personalize the creative process with templates. For more
information visit the link https://miro.com/ and https://milanote.com/.

2 Slack is a project management tools, in which teams can communicate and collaborate in a virtual
space working remotely, managing and organizing activities by timeline. For more information visit
the link https://slack.com/intl/it-it/.

3 Figma, is a collaborative whiteboards in which visual collaboration allows teams to design together
by translating the design process into a real project through sketches and animated prototypes. For
more information visit the link https://www.figma.com/.
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5 Development of the Collaborative Digital Platform:
Parameters, Functionalities and Languages

The project presented starts from the definition of the background up to field research
composed of one-to-one interviews and online surveys, which allowed to recognise
tools, approaches and behaviours used by actors involved in multidisciplinary teams
and identify common needs and issues such as the necessity to adopt a common
language, to share information constantly and to update and personalize the design
process according to the issue. In particular, the analysis of the weaknesses and oppor-
tunities of the mediation tools has allowed defining parameters and functionalities
to develop a digital tool able to support the collaboration within groups composed
of different stakeholders and from various contexts and to reduce the spatial and
temporal boundaries.

The use of visual communication forms such as storytelling, diagrams and graph-
ical elements contributed to the configuration of the Graphical User Interface (GUI).
The aspects required for the elaboration of the interface are usability, clarity of
information, accessibility, simplicity and user-friendliness. The GUI is developed
by combining visual elements—colours, graphical signs, pictograms and charts—
and textual content lists, thematic clusters of words, keywords—which define the
graphical appearance and functions through buttons, drop-down lists, navigation and
search areas and charts. Diagrams allow the exploration of information interactively
and are part of the design of the graphical interface. The use of simple shapes, outlines
and pictograms allows information to be read and conveyed and enables imme-
diate interaction, harmonising language differences [27] and promoting constant
interaction.

From these premises, the research focused on digital tool development, able to
support collaboration within multidisciplinary groups, facilitating the sharing of
languages, project proposals and ideas and establishing equal interaction. The plat-
form named CoDE (Collaborative Design Ecosystem) is an open digital space that
aims to facilitate interaction and knowledge transfer. It consists of an open and collab-
orative platform that guides multidisciplinary groups in the team-building phases,
the organization of project activities, the construction of a common language, and
the visualization of the archetypes that will guide to the final solutions. It is realized
according to a design process that starts from the definition of functionalities, the
collection of information in a database up to developing diagrammatic systems that
facilitate constant access to the team’s information and simplify the collaboration
between parties. The process is organised and divided into 5 phases:

1. identification of parameters, characteristics and functionalities, starting from
the background analysis and the data collection activity;

2. building of the database carried out through a process of analysis and coding;

3. definition of the Graphical User Interface (GUI), starting from the identification
of visual languages, codes and diagrams able to facilitate interaction;

4. digitisation of the functionalities and definition of the platform prototype;
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5. testing of the interface effectiveness and criticalities through a pilot study with
the reference target.

The parameters defined for the development of the tool’s functionalities are: visu-
alisation, customisation, sharing and variability, in order to support collaborative,
visual, dynamic and interactive design.

Visualization is the parameter capable of showing inputs of information in graph-
ical diagrams, from the visualization of the team composition to the identification of
the skills involved and gaps useful with the aim to optimize the team. The elements
related to this parameter are determined according to disciplines, project fields and
themes placed in the database.

Customization is the parameter that can configure graphic diagrams, maps and
work timelines on varying inputs, to implement teams with new skills during the
project development. The elements related to this parameter are determined according
to the choices of the team members concerning the contents of the tool.

Variability is the parameter that makes the information editable by the team and
consequently set the graphical visualizations related to the tool functionalities. The
elements related to this parameter are determined according to the codes and data
entered in the database.

Sharing is the parameter that builds a repository of elements on which the team
finds feedback and approves, contents, forms, references, results and timing. The
elements related to this parameter are based on information entered in the platform
that flows into an open and implementable archive.

The four parameters guide the flowchart design, organizing the layout of the
platform and its contents, through the subdivision of layers of information and visu-
alizations that respond to the features and contents organized in the database. The
platform layout is illustrated through the description of the main interface pages (see
Figs. 1 and 2).

The first window of the homepage, is the introductive section of registration
and access to information, with tabs for sign-in and log-in and user/team profile

USER FLOW

HOME - SIGN UP / LOG IN
USER PROFILE . TEAM AREA

FUNCTIONALITIES
TEAM COMPOSITION

SKILL GAP

TEAM BUILDING

GLOSSARY . - COMMON LANGUAGE

HOW TO KAVIGATE +  REPOSITORY
TIMELINE s Dmad o + SHARED TIMELINE

METAPROJECT ARCHETYPES

Fig. 1 User flow and UX elements definition for the platform development
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PLATFORM WIREFRAME

HOME USER PROFILE REPOSITORY

WOW T0 USE AND NAVIGATE

teom-building timaline
FUNCTIONALITIES

melapraject plessary

Fig. 2 Platform wireframe with the homepage, the user profile, how-to-navigate section and the
four functionalities layout

management. Moreover, in the first pages is possible to explore the instructions (how
to navigate), understand the purpose of each function and start the collaboration
work (see Fig. 3). The opening windows facilitate the visualization and consultation
of information, in synchronous or asynchronous mode, by all members of the group.
The next sections are related to the navigation of four functionalities: team-building,
timeline, glossary and meta-project, described in detail below. All features are linked
to the home page and to the user profile section where all the information selected
during the navigation are recorded. The four main functionalities are connected to
the categories of elements and information to be selected by all team members.

5.1 Team-Building

The team-building represents the first functionality, able to support the composition
of the multidisciplinary working group by suggesting the skills needed in the design
process, distinguished by areas and themes and to detect any skills gaps related to the
disciplines involved and those to be included in the team. It includes the identification
of the themes, disciplines and skills involved in the team, to visualize the competence
layers and identify a wider reference skill set for the team construction.

It consists of a section in which to build the team, through the choice of themes,
disciplines and skills involved. The layout of the navigation menu, located at the
bottom left, indicates the paths to access the three subcategories—themes, disci-
plines, skills and the next function. The information entered into the platform is
collected in the reference database and is displayed, within the tabs, in synthetic
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CoDE

Collaborative Design Ecosystem

Homepage How to Navigate Log in / Sign up

Teambuilding Teambuilding - themes Teambuilding - disciplines

- - - Ll -
.
Teambuilding - disciplines Teambuilding - skills Teambodding - skills gap
== - - - - -
Timeline - process phases Glossary - list of word Glossary - new definitions
- - o -s -
=
Motaproject - design archatype User/Team Profile User Profile
@ =
- - ‘g— o= o — e e
= | D E e |
=

- =

Fig. 3 Platform windows with the homepage, the registration section, the user profile and the four
functionalities: team-building, timeline, glossary and meta-project

diagrams that facilitate the choice and selection by the user. This section enables the
first phase of synergistic and equal collaboration, offering the possibility to visualize
and identify any gaps in disciplines and skills within the multidisciplinary team,
through the use of screens and systems of overlays and interactive visualization
menus (see Fig. 4).
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[ ]
team building

[ select diseiplines | Which is your discipline?

visualize

choose

J/ disciplines

Fig. 4 Teambuilding functionality with the selection of themes, disciplines and skills of the team

5.2 Glossary

The glossary supports the construction of a common vocabulary through a lexical
database implementable with definitions related to words, concepts, and technical
terms most used by the different actors of the team during the project process. It
consists of the construction of a glossary useful for sharing a common language
within teams, through implementable definitions. It represents the space in which to
consult the definitions identified in the reference database and aims to facilitate the
sharing of a common language.

For this function, a second section dedicated to the implementation of the glossary
(add new definition) has been prepared. A space in which to identify new technical
terms and definitions that characterize the different disciplines involved in the team
and that can create misunderstandings in their use, for the divergence of meanings
they assume in different areas and disciplinary contexts (see Fig. 5).

5.3 Timeline

The timeline functionality facilitates the definition of the sequence of process phases,
agreeing on the expected results for each step, roles and deadlines. Moreover, it allows
for the management of objectives, the visualization and planning of activities of all
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glossary

[ explere & definition)

a

Abstract
Accessibility
Advertising
Agency
Algerithm
Ambiguity
« Analysis
Approach

explore:

S list of waord

Fig. 5 Glossary functionality with the list of words and the section to add new definitions

team members. It consists of the set-up of a space dedicated to the organization of
work phases, activities and deadlines guided by a code characterized by pictograms
that allow the construction and customization of a chronological sequence related to
the project. The purpose of this functionality is to organize the project process, iden-
tify activities, phases and deadlines, by generating a calendar of meetings and visu-
alize the level of interaction of the actors involved and how the disciplines intervene
in the work phases.

Itis composed of a timeline and a series of pictograms differentiated by shape and
colour that lead to the customization of your process by identifying and calendaring—
phases, activities, deadlines or meetings and others—in order to organize and track
the activities of the team and share term and goals for projects realization (see Fig. 6).

5.4 Meta-Project

The meta-project functionality drives to visualize ideas through shapes, modifiable
through algorithms, and lets aggregate elements to synthetically represent ideas
during all the creative process phases. It is a system of shapes, colours and elements
guided by parameters and algorithms that allow the composition of elements, useful
for the visualization of the proposals in the meta-project. An abacus of forms and
codes, accessible to all team members, which allows the construction and sharing of
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{ persansiize your timuling |

persanalize:

Zphases

_uctivities

deadline
other

Fig. 6 Timeline functionality with the timeline to personalize with phases, activities, deadlines and
others

archetypes. This functionality represents a virtual interaction space, useful to stim-
ulate the ideation phase in the teamwork and support the conceptualization of the
project idea to visually synthesize the purposes that emerged in the analytical phase.

This section is composed of the predisposition of basic shapes divided in solid,
outline and intersection and by inputs and parametric variables such as shape, colour,
dimension, surface finish, rotation and position on the plane. The parametric code
is defined in Grasshopper, a language and visual programming environment that
runs within the Rhinoceros 3D CAD software. The algorithm allows the overlapping
and the configuration of the different basic elements between them, translating the
creative process in a shared visualization of geometric shapes, determined by the
interaction between user and digital tool and by the relationship between shapes and
codes that generate a representative archetype of each team member (see Fig. 7).

The interface allows users, members of the team, to interact collaboratively and
immediately, at the same time, collects and classify data in a repository to make
information available to other groups and allowed to explore them on multiple levels.
Following the graphic definition of the platform screens, a first interactive digital
prototype was defined and tested on focus groups with samples similar to the target
audience to verify the clarity of the graphic interface, the functionalities and to
implement the user experience and flow.
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[ ]
metoproject

I define yaur srchatype |  Fouinias e your ideas

composition

Fig. 7 Meta-project functionality with the exploration of shapes and the composition of digital
archetypes

6 Conclusions and Future Steps

The aspects investigated in this article are some of the possibilities offered today by
the digital platforms for the management of systems of relationships generated by
the collaboration between different actors and how these systems are influenced by
external factors. The use of communicative codes and graphical synthesis in digital
spaces allows spreading of information and knowledge, adopting interactive, visual
and multilevel languages able to involve people.

The platform intends to experiment with a new model of multidisciplinary collab-
oration able to reduce the disparities that are generated within the teams, through the
use of communication codes, and visual synthesis that allows a constant exchange
and interaction between the actors involved.

The realization of digital space, flexible and open, able to record inputs allowed
to define a model of collaboration and active participation in the project, through
customizable and interactive features and to facilitate the exchange of knowledge
and languages through an implementable repository. CoDE help to track activities,
visualize skills and have constant access to the team information, by facilitating
the management of phases and activities, activating a continuous comparison and
participation of different actors through interaction and experimentation of visual
codes.
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The graphical user interface of the platform was tested in several focus group
sessions, each composed of 3—4 participants, to test the user flow, functionalities
and graphical elements of the platform by using the “Think aloud protocol” on the
interactive prototype defined in Adobe Xd software. This led to the collection of
initial feedback and improvement of the graphic interface layout and user flow. In
the near future, further tests with new samples will be carried out to implement
the GUI and to analyze new needs for the definition of new functionalities for the
platform CoDE. The experimentation with multidisciplinary, interdisciplinary and
transdisciplinary groups at work during the creative process will allow the identi-
fication of other factors which hinder remote collaboration, misunderstandings and
conflicts negatively affecting the success of projects. The final step is the creation of
the website to launch the tool online and implement the platform database with new
information and data.
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Scratch-Based Game Development )
Resource Set for a Toolkit to Game P
Design
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Abstract Games are engaging activities for students that can be applied in classes
worldwide. Simultaneously, toolkit’s potential has been rising over the years due to
its ability to encompass relevant tools on specific subjects. Moreover, toolkits can be
applied as authoring tools transforming students into game designers, motivating the
creation of digital and/or mobile games, and knowledge acquisition and engagement.
The Gamers4Nature (G4N) project has been researching on environmental-themed
games’ development, involving students in game development sessions. Aiming
to support the whole game design process for upper-secondary and undergraduate
education, the G4N project conceived a Toolkit to Game Design that has been used in
formal and informal contexts of education fostering the creation of digital games on
environmental themes. The G4N Toolkit, addressing both experienced and novice
students, was design in a User-Centered approach with iterative sessions for vali-
dating aesthetics and contents. As it was understood that students sometimes lacked
the skills to develop their games, preventing them to accomplish a finished product,
a complement to the already produced resources (Game Construction cards, Rapid
Game Design Document, environmental-themed cards, and Mobile Game Design
Guidelines), was developed: the Development Cards Set. This chapter introduces
the Development Cards Set creation process, to be validated through expert review
(by experts in the game development field) and by end-users who will test and validate
the development cards along dedicated workshops and game creation sessions.
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Keywords Game creation process * Scratch programming - Toolkit to game
design + Gamers4Nature

1 Introduction

Games are an important part of human existence, with the human’s interaction with
games being found in various fields, from leisure activities to education [1]. In the
Education field, games have the potential to be used as a teaching strategy, either
by recurring to game-based learning approaches [2], or by engaging students in
game-creation activities—an approach that also allows them to develop specific
programming knowledge and skills [3, 4]. The creation of games, however, requires a
specific set of competencies and skills that sometimes may not-existe or be underde-
veloped, specially with younger audiences. In this scenario, the non-linearity that—
sometimes—pertains the game design process may push prospective creators away,
forfeiting the chance to nurture from non-experience users’ involvement.

In the field of game design, toolkits, namely authoring toolkits, can support
students to create artifacts by integrating the necessary tool for them to develop
a determine activity [5, 6].

In this scenario, and aiming to engage upper-secondary and undergraduate
students in active participation in game creation activities, the Gamers4Nature (G4N)
project, developed and validated a Toolkit to Game Design [7—-10] that aims to
provide, in a single component, the necessary tools to allow any student to create
a full gaming experience: from the game narrative definition to its coding imple-
mentation. The G4N Toolkit addresses the several dimensions of game design: (1)
the game narrative is supported by the game construction cards set—that provide
information about the different elements that compose a game—by the rapid game
design document—that suggests a path to explore and articulate the game construc-
tion cards—, and by sets of thematic cards, that present information about specific
environmental-related themes and thus allows students to grow their knowledge and
awareness on the environmental field whilst creating games [3, 4]; (2) the game
aesthetics, with a set of mobile game design guidelines that provide support in the
design and aesthetics of a game considering literature and industry best practices
[10] and finally, (3) the game implementation/coding, with a set of cards that aids the
implementation process of a game, not only by suggesting an intuitive platform for
(non-)experienced programmers but also by tutoring (i.e. step by step) that platform’s
usage in the context of game development.

In this chapter, we present the game implementation cards development process,
from the theoretical background that supported its creation to its prototyping and vali-
dation process. Furthermore, we introduce the theoretical background that supported
the Development Cards Set creation process as well as the methodological approach
to be taken to validate through expert review (by experts in the game development
field) and by end-users who will test and validate the development cards along
dedicated workshops and game creation sessions is also introduced.
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2 Theoretical Background

2.1 Games: How Can We Define Them?

Games and play can be adjacent concepts, and indeed complexly related, they are
distinct: games can be board games, card games, sports, computer games, among
others; play can be either an activity involving games, or subset within the game
design field [11].

Games, as a fundamental part of human existence, are a complete and self-
sufficient “formal system that subjectively represents a subset of reality” [12, p. 8]:
formal since it has rules and a system due its parts that interact between themselves.
They can also be defined, in a more ludic or “ludological” approach, as a goal-directed
and competitive activity conducted within a framework of agreed rules [13].

According to some authors [14], games can create habits, sustain changes, and
indicate civilization’s preferences, weaknesses, and characteristics, hence games
have the potential to—applied in diverse approaches—promote knowledge devel-
opment and/or behavior change. In fact, students can benefit from their involvement
in games’ development process [15]. Despite minor variances in game’s definition,
there is a consensus that games consist of components within a framework of rules
[16].

2.2 Creating Games: Is There a Process?

Artifacts derive as a product of a design methodology that guides the creative process
and ensures the artifact’s quality [17]. Games, as artifacts, are created from scratch
[11], nonetheless, there is no fixed design process (only best practices [18]), in
fact, new approaches may lead to innovative designs. Nevertheless, we should never
overlook some game design basics, such as game mechanics and materials, and a
theme [11].

In a more general approach, a game—to be created—needs to be conceptualized,
written, built, and examined, consisting of the decision on what the game should be
(e.g. design, rules, mechanics, scenarios, setbacks) by defining each of the game’s
elements [18]. Notwithstanding, diverse authors consider different approaches to
this process: while Werbach & Hunter follow the Mechanics, Dynamics, Aesthetics
(MDA) framework [19], Fullerton uses game elements to build a game, and Duke
depicts a process of nine steps [18]. These diverse approaches to game design empha-
size that this process can be rethought according to the applied strategy to foster game
implementation and the target audience that is going to be the game designer.

There are some resemblances between game design process approaches: a concep-
tualization concerning the dimensions of the game narrative (e.g. what is the game
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about, the theme, what and how to achieve), the game aesthetics (e.g. visual appear-
ance, graphical content), and the implementation as in making the game work
[15,17, 18].

2.3 Toolkits to Support the Game Creation Process

Purely theoretical education is proven not to be enough to teach in any design educa-
tion field, as learners indeed need to be involved in more practical experiences in
order to achieve and acquire knowledge regarding design processes [11]: in fact, and
when engaged in game design training courses, students must create games.

Having this into consideration, toolkits may have the potential to involve students
in design processes: on the one hand, due to their capacity of facilitating activities
[20], on the other hand because they are suitable for novice and experienced users,
and enhance creativity [5, 9].

Practical teaching in games, without disregard to its contiguity with computer
games, does not necessarily require game programming classes and exercises [11].
Therefore, besides the digital games rising, initiatives to develop games should not
be narrowed to digital approaches. Authoring toolkits have huge potential to users
since they are placed as creators and designers whilst nurturing and grasping the
advantages of having the required tools to execute a process, fulfilling its goals.

Toolkits have the ability to transpose abstract and complex concepts into practical
and clear definitions that may allow students to operationalize those abstractions into
concrete games [21]. Concerning games, there are multiple examples of toolkits or
card approaches to game ideation/brainstorming, narrative, and implementation. As
for game ideation: the Grow-A-Game cards uses conscious design and analysis of
digital games[22]; GameSeekers is played similar to UNO and uses cards in a collab-
orative game to visually build a game idea likewise in a mindmapping process [23].
Regarding game narrative: through a book, (even non-experienced) game designers
are able to access a stepwise game development process [24, 25]. Finally, for game
implementation: digital songlines game engine toolkit supports the development of
Australian Indigenous storytelling in a sensitive manner by creating virtual cultural
landscapes in 3D game environment [26]; practical instruction on creating world-
class games that will be played repeatedly with over 100 lenses of fundamental
principles of game design [27].

3 Supporting the Game Creation Process: The
Gamers4Nature Toolkit to Game Design

The Gamers4Nature (G4N) project aims to promote students’ engagement with envi-
ronmental themes (e.g. microplastics, invasive species), hence fostering knowledge
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on climate preservation and the earth’s biodiversity by encouraging their participa-
tion in the development of environmental mobile games [7]. Since 2017, this project
has been working with upper-secondary and undergraduate students through a series
of workshops and game creation events, motivating them to create their own digital
games in game jam sessions and events.

In order to incite students’ participation, whilst nurturing collaboration and
engagement between peers and with the educational subjects, the G4N project has
implemented several strategies to support the game creation process. One of those
strategies consists of a toolkit to support the whole process of game creation, from
game narrative to game implementation, to be used even by novice users—those
with no previous experience in game design or game development. The G4N Toolkit
to Game Design (Fig. 1) comprises several resources: a game construction cards set
with 12 cards approaching an adapted version of Fullerton’s game elements [8, 18];
a rapid game design document presenting a path to explore the game creation cards
and building the game narrative; sets of thematic cards addressing nature and envi-
ronment preservation (e.g. microplastics, stag beetle, dune systems); and a Mobile
Game Design Guidelines cards set [10] that aims to help users when creating the
game interface.

As the G4N Toolkit intends to be used even by novice users—those with no
previous experience in game design or game development—, and as there was a
purpose to create a comprehensive resource that would support users all along the
digital game creation process, from narrative to implementation, a new set of cards—
the Scratch Development cards set was developed. With this new set of cards, the G4N
Toolkit to Game Design emerges as a resource able to support the whole game design

;
£l
i
H

Fig.1 The Gamers4Nature toolkit to game design: on the left the rapid game design document;
on the right, (in order) the game construction cards set, the thematic cards (the microplastics theme
example), the mobile game design guidelines cards set, and the new cards set: scratch development
cards
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process (from narrative to implementation), along its main stages: (1) conceptualizing
the game; (2) designing the game interface; and (3) implementing (coding) the game.

Along the game design sessions fostered by the G4N project, whilst students
used the G4N Toolkit to create and design their games, it became visible that some
students struggled when the time to implement the game arrived, stressing the need
to support (also) this stage of the process.

Conceptualizing and Writing the game. Game Design is a relation between
the game design/development output and the players’ experience [11]. Thinking
as a game designer requires a solid process from the game’s initial concept to its
creation to create a playable and satisfying experience [18]. For many people, the
ideation stage—which can be considered the beginning of the game design process—
can be an immediate barrier [18]. Furthermore, this process can be innovated, still
it must concern game design basic principles, such as mechanics, materials, and
themes [11]. The G4N project aims to innovatively answer this context, providing
and motivating students to be designers and creators of their own games, by providing
them with tools to be involved in this process consciously. To support the game’s
narrative construction, the G4N Toolkit encompasses three main elements: the game
construction cards set, the rapid game design document, and the thematic cards.
The game construction cards and the game design document can be used together,
comprising cards clarifying the game’s main elements and the document suggesting
a path to explore and articulate the cards [4, 8]. As the intent is to create games
addressing environmental awareness themes, the G4N Toolkit also provides cards set
addressing several environmental-related themes. By challenging students to create
games on these topics, their engagement and interest is being prompted and motivated
[4]. Sessions held with upper-secondary and undergraduate students emphasize the
G4N Toolkit’s usefulness and value [3, 9], while the plasticity of these resources
was pointed out by game design experts, who mentioned that it transmits different
perspectives on game design, supports ideas’ systematization and exploration, and
guides the game construction [9, 10, 12].

Designing the game interface. Games are nothing more than an idea when they
are limited to a narrative. Therefore, it is essential to design the game within an envi-
ronment where players can experience the game narrative connected with graphics.
Likewise any other field, the graphical appearance of any output constraints the
overall experience with it, hence it is crucial to design a game complying with game
standards, avoiding that the gamers’ experience is affected by a bad design.

Along the game design sessions held with students, some barriers related with
interface design were identified, hence an additional set of cards was added to the
G4N Toolkit: the Mobile Game Design Guidelines Cards set [10]. Validated with
experts in design and in games, the set included 28 cards approaching essential
guidelines for mobile game design, from interface to interaction, performance and
promotion categories. While the previous resources help to define the game narrative,
the MGDG cards filled a gap on the G4N Toolkit by bridging the game narrative with
the interface design implementation.
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Implementing (coding) the game. Nevertheless of the Toolkit’s efficiency in
supporting the game design process (see [3, 4, 7-10]), to fulfil the whole game
creation process students still must implement the game themselves.

Following the approach taken for the Toolkit’s development—to create resources
able to guide users with and without experience in game design to create digital
games—a set of cards with examples and instructions on how to implement a game
using programing visual languages was created. Research suggests that, amongst the
several visual programming languages that can be used to create games, Scratch is
one of the most used in schools and is already integrated into computer science formal
and informal education in schools and universities, due to its programming teaching
potential combined with its usability [28—30]. Taking this into consideration, Scratch
was chosen to exemplify the coding process, due to its block-based approach, suitable
for both experienced programmers and non-experienced users.

4 The Development Cards Set for Scratch

Aiming to synthesize in a single tool the ability to support the entire game creation
process—from the idea to its materialization in Scratch—, the G4N research team
created a new set of cards to fulfil the last step in the game creation process:
developing, i.e. coding, the game.

Scratch was the software chosen due to its easy learning curve, hence supporting
non-experienced students in both game design or the software itself. The block-based
approach integrated in Scratch is easy to learn and self-explanatory: e.g. a student
does not need to have previous teaching concerning loop events to understand that
by inserting any block into the “forever” block that that event will occur indefinitely.
Although there are several resources to aid Scratch’s use, this cards set is pertaining
since it completes the G4N Toolkit, allowing it to—in a single resource, aggregating
several components—support the entire game design process.

This new set encompasses 29 cards divided into seven separate categories
approaching different stages of the game development process. Each category groups
multiple cards on similar or related topics: before starting the game; start the game;
move; visual appearance; sprites and backdrops; audio; repetition and decision struc-
tures; variables and messages. The category titles were defined to be explicit and clear
regarding its objectives, and also the cards’ title (see Table 1) were denominated and
written in a way that would be evident for even non-experienced users.

The cards were designed in a way so that they can be used separately or as a group.
For example, one card explains—by itself—how to start the game, while another card
depicting how to move a sprite, mentions the card to start the game, and then answers
its propose. This way, users can form a sequence of cards and thus building the hole
code structure for their game.

In order to be easily distinguished from the G4N Toolkit’s card sets addressing
game narrative, and following the same design approach taken for the development
of the mobile guidelines cards, the development cards set follows a tutorial format
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Table 1 Development cards
set: scratch orientations
divided into seven categories Before starting the game Clean game scenario

Category Cards title

Start the game Start the game with the scratch
flag

Start the game with broadcast of a
message or word

Start the game with a button click

Sprites and Backdrops Create new sprite

Insert sprite

Create new backdrop

Insert backdrop

Change backdrop

Move Move sprite with keyboard

Move sprite automatically

Collisions between objects

Collision with specific color

Variables and messages Create variable

Show or hide variable panel

Scoring points

Change variable value

Broadcast message to the whole
game

Sound Choose a sound from scratch’s
gallery

Play background music
throughout the whole game

Play sound in backdrop change

Repetition and decision Repeat an event forever
structures

Count the game’s time

Create conditions to execute
events

Logic operators: This and that?

Logic operators: This or that?

Visual appearance Buttons

Animate game buttons

Add sequential texts
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GAN™ Move

Move Select the sprite;

Start the game ;

Section Control;

Block forever;

Inside “forever”, insert if __, then
for each key;

Section Sensing;

Drag the block key __ pressed? to
the space in the block “if", and in the
dropdown select the key to move the

sprite;
MOVE SPRITE WITH Inside the “if", in Motion drag the
KEYBOARD block setx/y to __ and write the

number of pixels for the sprite to
move each time the key is pressed.

See cards "Start the game”
GENERAL

GUIDELINES GAN*

Fig. 2 “Move sprite with keyboard” card from the move category: a model of the development
cards set

by integrating an image that visual represent the code block (card’s front) and step
by step instructions that can be read and followed to build that block (card’s back). In
fact, the image aids in the block’s replication and the text specifies the groups where
each block can be found (see Fig. 2).

The development cards set is composed by 29 cards divided into 7 categories
approaching different objectives and actions of a game: before starting the game;
start the game; move; visual appearance; sprites and backdrops; audio; repetition
and decision structures; variables and messages.

As for the cards’ layout, the card’s front is composed of the G4N project’s logo-
type, the category’s title, an image with the built Scratch blocks, the card’s title,
and the title of the card set. In what concerns the aesthetics, the card has a border
that reflects the card’s content category—common to all the cards in this set-, each
category having a different color, and the layout is similar to the other card sets in
the G4N Toolkit. The cards’ back comprises topics, each one regarding a specific
step of the Scratch function’s construction. Furthermore, it includes the category’s
title and the G4N project’s logotype as well as, when needed, a reference—marked
by an asterisk—to other related cards in the set.
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5 Conclusions

The acknowledgment of the games’ potential in formal and informal contexts has
been prompting researchers to develop work in this field. Furthermore, there is
a worldwide recognition concerning the capability of toolkits to aggregate useful
resources, specifically for games, as well as to convey relevant information enhancing
students’ understanding of subjects and their motivation towards them.

In this line of thought, the Gamers4Nature project, allying two slopes—games
and environmental preservation and awareness—, has developed a Toolkit to Game
Design encompassing a full approach to the game design process. Throughout this
development cycles, in a User-Centered approach, the project’s research members
have conducted iterative sessions with experts and end-users in order to evaluate the
resources’ aesthetics as well as the theoretical knowledge provided and the integration
in real-life scenarios of these resources. From the G4N studies’ empirical evidence,
the project has scaffolded the need to provide support for both experienced and
non-experienced students in game design field, aiding them with tools to create
games—from scratch—games concerning a specific theme. Hence, in this context,
by successively producing decks of cards for each step of the game design process,
the project as now achieved a full version of the Toolkit, which contains: Game
Construction cards, a Rapid Game Design Document, environmental thematic cards,
Mobile Game Design Guidelines, and Development Cards to create games resorting
to Scratch.

This project hopes that, by providing a full toolkit addressing the multiple stages
of game design, can assist even non-experienced students to create their own games,
whilst promoting environmental awareness. The conducted sessions, in which more
than 160 students were already involved [3], shown the G4N Toolkit’s potential and
how one tool can support the development and creation of so many diverse results.

5.1 Future Work

Similarly to previously developed components of this Toolkit, the research team
aims to validate these cards with end-users in order to execute possible required
adjustments and improvements, and make available this resource to support game
ideation, creation and implementation. Following the same approach taken for all the
other toolkit’s resources [3], this new set of cards will be validated by experts in the
game development field (expert review) who are familiar with this coding language
and are used to work younger audiences, and by end-users who will test and validate
the development cards along dedicated workshops and game creation sessions.

Future work also includes the development and validation of other sets of Scratch
cards, designed to be used in the specific creation of environmental-related games.
These cards will follow the design aesthetics and approach of the introduced
Development Cards.
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Preventing Wildfires from Our Phones: m)
A Communitarian Participation Mobile T
App to the Portuguese Context

Manuel Gil, Liliana Gongalves ®), and Lidia Oliveira

Abstract Forest fires have caused devastating social and economic damage in
the forest-dependent regions of Portugal. This phenomenon can accentuate in the
following years due to many factors that can aggravate conditions like extreme
drought, lousy forest management, or interior depopulation. On digital platforms,
forest fires are a target of investigation and analysis. The results point to a few
varieties of mobile applications, most of them focused on the combat phase. The
ones about prevention are limited and with little interaction. This work summa-
rizes the Portuguese situation respecting forest fires and presents a study of the
country’s existing apps and prevention campaigns. Based on the analysis of inter-
views conducted by the orientation team, a mobile application oriented to the active
participation of the community in the prevention of forest fires was conceptualized,
prototyped, and tested. This app lets users add alert points and/or public actions on
a map and give them space for discussion and helpful information.

Keywords Wildfires prevention - Mobile app design + Interaction design -
Communication design

1 Introduction

Wildfires are a natural phenomenon that affects the Portuguese forest causing signif-
icant social and economic damage. This is a natural phenomenon exacerbated by
different factors such as (1) the behavior of those who manage the forest and other
factors; (2) climate change and prolonged periods of critical temperatures; (3) the
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structural profile of the Portuguese forest, mainly composed of private owners [1];
and (4) substantial depopulation of the interior [2], which is where the largest area
of the national forest is concentrated.

Fire prevention is fundamental to protecting forest, communities, and their social
and economic well-being, so it is essential to consider tools that contribute to knowl-
edge about preventive practices based on the active participation of different actors
in wildfires.

In today’s society, digital platforms are vital communication media to broadcast
relevant information and a tool to help in responding to emergencies, particularly
social networks [3]. Most mobile apps about wildfires are oriented toward the combat
phase, and their features may not always be useful for those mainly affected by
this phenomenon [4]. The intersection of these two domains, forest fires, and their
prevention carried out by digital platforms, is the main motivation of this research,
whose objective is to conceptualize and develop a mobile app for the community
prevention of forest fires in Portugal.

2 Methodology

Portugal is different from other European countries due to the inherent characteris-
tics of its territory and the current management of its forest [5]. To cope with these
attributes, the authors adopted applied exploratory research focused on preventing
fires through digital platforms, aiming to make an innovative and beneficial contri-
bution to the main actors affected by this phenomenon. This research approach aims
to bring together the stakeholders of each region to increase their participation in
forest prevention and conservation actions, thus contributing to the protection and
well-being of the community.

It will be used data from different instruments. In the initial phase, it is carried
out research for the theoretical framework to identify the needs of potential users.
Also, it will be considered the results of interviews carried out with citizens and
stakeholders from S3o Pedro do Sul and Pedrogdo Grande (two municipalities in
the Central Region of Portugal at significant risk of wildfires) and surveys with the
scientific community of the central region of Portugal held by Gongalves [6]. These
sought to identify stakeholders’ and community members’ infocommunication needs
and assess their propensity to use a digital platform oriented towards fire prevention.
Thus, the data obtained through interviews and surveys of different actors in the
context of wildfires was used to define the functional requirements and design the
application’s prototype. This prototype was later subject to usability tests by users
with profiles similar to those defined in the empirical data collection.
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3 Theoretical Framework

Research in wildfire prevention linked to digital platforms is still limited. However,
the literature review identified Voluntary Geographic Information (VGI) as a valu-
able tool in disaster prevention. It allows digital platform users to share relevant
data with an associated geographic context [7]. This type of information, associated
with maps, can be presented on any platform and is reachable by most citizens. It
can be essential in decision-making and more effective communication with other
community members. Therefore, the widespread use of mobile devices provides
opportunities for implementing IGV-based systems in communities and enhancing
their characteristics, allowing any user to share information they consider relevant
about a given event.

Haworth et al. [8] state that community participation in local decisions is funda-
mental for each region’s proper functioning and democracy. IGV systems can be a
potential contributor to maintaining this good functioning, including the prevention of
forest areas and community protection. Thus, disseminating information associated
with a location is considered the most appropriate way of transmitting information
concerning the theme of wildfires. Another most frequent characteristic raised from
this bibliographic review, which involves the community’s participation, is the use of
data collected by citizens or volunteers with an associated geographic context, which
specialists then analyze. This kind of approach applied to the wildfire topic promotes
research progress, improves forest management and the active participation of the
surrounding population [9]. Hence, digital platforms can be the tool that speeds up
this entire data collection process and, simultaneously, communication between the
different actors in forest management.

However, some of the participants raised privacy and veracity issues regarding
using the IGV [8] or concerns about collecting wrong or malicious information [9].
The case study by Nayebi et al. [4] about the fire of Fort McMurray studies this
problem by comparing the functionalities of existing fire-oriented apps with the
discussions on social media during the events, concluding that many of the apps did
not contain beneficial functionalities that could be used during a crisis.

On the other hand, it is also essential to clarify to potential users that these systems
work as an auxiliary tool that complements the prevention and management process
[7]. For practical effects, each municipality must implement concrete strategies, as
described in the studies by [10, 11]. Both authors analyze cases of municipalities
that have implemented cross-sectional mitigation measures for the entire community,
positively reducing the spread of occurrences. These, applied to a digital platform,
can further increase its effectiveness and thus enhance the levels of protection of
populations residing in forest areas.
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4 Wildfires in Portugal

Forest fires are one of the most devastating phenomena in Portugal. The Institute
for the Conservation of Nature and Forests (ICNF) released the structural hazard
letter for the 2020s to 2030s in Portugal, revealing a potentially devastating scenario
(Fig. 1).

It is crucial to know the causes and risk factors contributing to dangerous levels
as high as those represented in the previous image.

The trend toward the worsening of extreme weather conditions is a catalyst for
the occurrence of large fires [13]. The great fires of 2017 in Portugal are an example.

Fig. 1 Structural hazard chart 2020-2030 released by ICNF [12]
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With high temperatures and extreme drought, trees are more vulnerable to diseases
and pests, leading to more dead trees becoming more susceptible to fire [14].

Other aspects can be factors for a high level of risk. The structural profile of
the Portuguese forest shows that only about 3% of forest land is owned by public
entities, unlike in the European Union, where 40% of forests are in the hands of
public entities [1]. This scenario worsens when there is a high level of property
fragmentation, making efficient and coordinated forest management difficult [5].

On the other hand, another of the leading causes of fires in Portugal today is
arsonism and negligent use of fire, mainly in burnings and fires and the re-ignition of
other occurrences [15]. These data reveal the insufficient awareness of communities
regarding forest protection, risk behaviors, and good practices.

These factors increase structural hazards and the risk of large fires, making
it extremely important to adopt effective prevention measures that engage the
population, authorities, municipalities, and other national territory managers.

4.1 Communication Campaigns to Prevent Wildfires
in Portugal

Concerning prevention actions and fire risk mitigation strategies, which are essential
for protecting communities living in regions with significant forest areas, specific
prevention measures must be adopted in the Portuguese context to reduce the risk of
fire more efficiently and effectively.

The analysis of the Portuguese scenario identified the need for interventions in
4 major areas, such as preventing negligent ignitions, creating networks of fuel
management lanes in critical areas, implementing perimeter control tactics and fire
management strategies, and restructuring the firefighting organization [5].

After these, concrete measures were developed, including communication with
the communities from the outset. In this context, national and municipal awareness-
raising plans included disseminating good practices, reducing risk behaviors, and,
above all, increasing participation and communication between communities most
affected by the fires.

This research analyzed national communication campaigns to prevent wildfires
between 2017 and 2019. The goal was to understand these campaigns’ informa-
tive focus, media, and target audience, focusing mainly on digital media. This data
collection was necessary to recognize the method of action with the communities.

Regarding the communication campaign of 2017, in charge of ICNF, awareness-
raising posters, short messages related to good practices, and guidelines for forest
protection aimed at defined target audiences were identified. However, the bet on
digital products was reduced. Except for advertising spots on national television and
radio, the focus on other digital platforms such as smartphones and social media was
short. Information in this format could be found on multiple institutions’ websites, but
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with unappealing approaches and without a previously defined campaign. The wild-
fire prevention communication plan for 2018 remained in charge of ICNF and was
quite similar to the previous year. However, content dissemination on web platforms
was increased.

Nevertheless, there were no concrete implementation plans for digital media.
There were only used webs from different institutions to disseminate digital content
without specific wildfire prevention campaigns. In 2019, the national awareness plan
was passed to the Agency for the integrated management of Rural Fires (AGIF) to
promote a coordinated action between forest protection entities such as ICNF, Civil
Protection, and GNR. In this awareness plan, digital platforms were more robustly
adopted to support the campaign “Portugal Chama”,' mainly on web platforms and
social networks. In physical format, leaflets and posters were reused in the same style
as previous campaigns.

On a digital level, it was possible to collect some of the videos referring to the
advertising spots for television, using the slogan and relevant messages to prevent
fires and protect forests and the communities within them.

Content dissemination on web platforms can be accessed from any online device,
such as the website portugalchama.pt, or the social media of private entities that
partner with AGIF to disseminate the national campaign. The portugalchama.pt
website is still active today and is now one of the top online information spots
regarding the “Portugal Chama” campaign. The website has an appealing visual
appearance using many images and short and easy-to-interpret messages. It also has
useful contacts at various points on each webpage to get more detailed information.

4.2 Mobile Apps About Wildfires

A survey of mobile apps dedicated to wildfires was conducted to understand how
existing apps are used and their most common features. The research was carried out
on Android and IOS operating systems on official app search engines. The keywords
used in the app stores search engine were: Wildfires; Forest Fires; Fogosz; Incéndios’;
Incéndios Florestais*; Forest Management. An international geographic scope was
applied, which means Portuguese or other mobile applications were eligible. Apps in
the beta phase and platforms not directly related to the topic of Forest Fires or Forest
Management, such as Urban Fires or Video Games, were excluded. Only free apps
were downloaded from both stores (Apple Store and Google Play). The inclusion
criteria for the Android operating system were to have at least 10.000 downloads and
a minimum 3.5 score, given by users on a scale from 0 to 5. These criteria did not
apply to the IOS environment due to the limited number of results (Fig. 2).

! This slogan can be double understood as “Portugal calls” or “Portugal flames” in Portuguese.
2 Portuguese word to “fires”.

3 Portuguese word to “fires”.

4 Portuguese expression to “wildfires”.
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Fig. 2 Number of apps found for each keyword in different operating systems

Twenty-one apps were analyzed. More results (15) were recorded in the Android
environment than in the IOS environment (11). Five apps appeared in the search
results on both operating systems. Five are national apps, twelve have international
context, and four have regional scope. After analyzing its characteristics and features,
each app was placed in a category representing its primary purpose. The following
table reveals the typology of each app (Table 1).

The results demonstrate more apps in the combat typology (see Fig. 3), with
features such as listing occurrences by georeferencing, information about combat
means, and notifications of specific occurrences in areas defined by the user. Of the
21 apps analyzed, 11 are included in the combat typology. One has a regional scope,

Table 1 Typology of analyzed apps

Combat Prevention | Forest Prevention | (1) Simulation
management | and forest Information/(2)Information
management | and prevention
— Fogos.pt? | — Incéndios | — Geo forest | — Forest-IN | — Forest fires glossary (1) | — Wildfire
— Incéndios JCYL — Forest app — Prociv Madeira? analyst
Direto watcher — Forestry | — Prociv Azores? pocket?
— Fogos em — Forest
Portugal? manager
- AB - Die
wildfire Waldapp
— Incéndios
Rurais
— Firemap

4 Apps analyzed in both operating systems, Android and IOS
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Fig. 3 Percentage of apps in each typology

five have a national context, and the rest are international. All applications analyzed
in the combat typology use georeferencing to record wildfires. Five of them disclosed
the combat means in the wildfires. Notifications are also a standard feature, present
on several platforms and in different formats. They can vary between alerts on the
status of a wildfire or alerts of events in areas selected by the user. The wildfire risk is
also included in several apps in this typology, although this is considered a preventive
measure. In addition to this characteristic, information on behaviors to prevent forest
fires was also observed in one of the combat typology apps.

Five of the 21 apps were categorized in the prevention typology. The most frequent
prevention features are disseminating risk behaviors or good practices in a textual
or audiovisual format with little interactivity and without animations. Added to this
category, the forest management, and information typologies also appear since short
and long-term preventive actions can consider information about prevention and
forest management. Both allow the adoption of strategies from an early stage to
protect the forest and thus reduce the occurrences caused by negligent management.

Three applications were included exclusively in the forest management compo-
nent and two in the aggregate typology of forest management and prevention. The
apps included solely in the forest management typology focus on creating systems
that allow the user to register forest areas that he owns to help the management of
these spaces. The features of the aggregated typology included disseminating good
practices in text or video formats with simple navigation menus. One of the platforms
allows the evaluation of existing videos and the possibility of adding new videos.

This research allows us to conclude that there is a trend toward creating mobile
apps dedicated to the combat phase to inform about wildfires in real-time. About
half of the analyzed apps focus on presenting information related to occurrences in
a specific geographic area. Despite being beneficial for the general population from
an informative point of view, this feature may not be essential for the communities
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directly affected during the wildfires, as exemplified in the study carried out on the
fires in Fort McMurray [4].

Apps targeting the combat phase are downloaded more often and contain more
reviews in app stores. Its geographic scope and the interest of the general unaffected
population may also contribute to that.

It was also identified a limited number of platforms exclusively to prevent forest
fires. These mainly focus on disseminating good practices and behaviors or even
forest management practices in text, video, and audio formats. The apps included
in the typology of forest management do not have a connection to wildfires. They
were only found in searches in app stores through the keyword ‘Forest Manage-
ment’, which implies the disconnection between these two topics in digital platforms.
Those included only in the forest management category have an international scope.
Thus, sharing content between users is less efficient. On the other hand, apps with a
regional context included in the information and prevention typologies present more
detailed information about their area of reach. These can be more relevant to the
target audience, somehow bringing people closer to local authorities.

Most of the analyzed applications focus on the combat phase with a national
geographic scope in the Portuguese context. No application was found exclusively
designed for community prevention or forest management assistance, which may
demonstrate the little investment in this area. It should also be noted that there
is no direct link between the planned and implemented prevention campaigns and
any Portuguese mobile app, thus losing another media to inform and engage the
population on wildfire prevention.

5 Conceptualization and Development of a Mobile App
to Prevent Wildfires in the Portuguese Context

Based on the previous research, the definition of functional requirements that serve
as a foundation and support for developing the prototype and its implementation are
then carried out. The following sections describe the results obtained in each of the
steps.

5.1 Functional Requirements

The definition of functional requirements is a fundamental step where all the possi-
bilities of a system are described before implementation. It is essential to outline
the system’s features, some of its properties, and some of its restrictions. It is also
necessary to define the usage flow and the data model that will be valuable in the
implementation phase. After defining the functionalities and characteristics designed
for the application, the prototype phase proceeds.
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The first iteration of the functional requirements is based on the systematic review
of the literature, the survey of mobile apps, and the study of Portuguese preven-
tion campaigns. The results from the interviews and surveys collected by Liliana
Gongalves [6] on communication and digital needs in the context of rural fires are
also considered to adapt the functional requirements to the needs of potential users.
The priority was to define the target audience and understand their role in forest
protection and fire prevention. Another important aspect was how all these different
participants could communicate with each other and what they wanted to communi-
cate. Creating a regional context makes it possible to delimit the areas of intervention,
facilitating forest management, protection processes, and communication between
the different actors.

Owners are responsible for managing their properties, including preventive
measures and other maintenance actions. However, property abandonment and
progressive depopulation of rural areas increase wildfire risk. Thus, service providers
that facilitate the owners’ management, performing the maintenance and prevention
of the land more efficiently are also necessary. Inhabitants living in rural areas are
also essential for active prevention and the primary beneficiaries of wildfire preven-
tion. Finally, the authorities are also identified as territorial and rural fire management
agents. The following table represents the identified profiles for the app and some of
its possible prevention actions (Table 2).

Based on these data, the first functionalities were listed. To use the app and break
the anonymity barrier, each user must start a profile registration. Considering the
regionality context intended for the app, each user must define their region of interest
in the registration phase. However, the app can also be launched by location. In the

Table 2 Users’ profiles and their prevention actions

Landowners Inhabitants Services Providers Authorities
— Private owners — Residents — Forest associations | — Municipalities
non-industrial — Non-residents — Forest sappers — ANEPC (Civil
— Private owners protection)
industrial — Firefighters
corporations
— GNR (Police force)

Prevention measures

— Management of fuel
strips and protection
of buildings on their
land

— Scheduling of
burnings and
burnings

— Scheduling the use
of machines

— Surveillance

— Post-fire vegetation
control

— Surveillance

— Safe
agro-silvopastoral
activities

— Surveillance

— Awareness-raising
actions

— Identification of
areas

— Fuel reduction

— Places of refuge
identification

— Certified areas
management

— Surveillance

— Creation of access
roads

— Elaboration and
implementation of
municipal forest
defense plans
against fires
(PMDEFCI)
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registration phase, each user must choose their role for their region between the
options Inhabitant, Owner, Service Provider, or Authority. The last two require a
subsequent validation of the profile.

Two main actions were defined in the application to encourage community partic-
ipation: Alerts and Public Actions. The execution process and the basic structure are
similar for both functionalities: the user can see, through a map, alerts, or public
actions created by other users or by himself, georeferenced to locate the place where
these were created. Alerts can have different typologies corresponding to critical
situations, such as poor fuel management or garbage accumulated in a specific area.
When added, the alert is subject to validation by other users to reinforce the need
to respond to it—the more checks by users, the merrier importance of the alert. The
alert can also be certified by authorities responsible for changing the alert status.

Likewise, each user can create a public action georeferenced on the map or add
their participation to one created previously. These arise from the need to create a
platform for the local population to interact and be an active part in protecting their
surrounding areas, protecting their properties, and buildings. They also have different
typologies, such as clearing forests, plantations, or fuel management. In the public
action add process, the user must define a date and the materials needed for the event.

Another feature resulting from interviews with citizens and institutions is a Forum
that allows debate between different users. It comprises different subsections related
to forest prevention and protection to funnel participation and minimize fraudulent
and destabilizing interventions. Each section is also filtered by region to present
posts related to the region of interest, improving the efficiency of the discussion and
reducing the noise of posts or comments. Each user can add a new post associated
with a topic or write comments on other posts.

This forum promotes communication within communities by giving potential
participants a space to share their ideas or concerns. However, moderation is needed
to maintain discussion quality and noise control in each subsection. This was a
concern expressed by citizens and institutions during interviews. The forum section
will integrate conduct rules to each subsection that all users must follow to address
this question. It will have volunteer moderators, previously certified, who can range
from members of the scientific community to community members actives in the
prevention and forest protection.

The remaining features of the app consist of information areas with relevant
data for populations, such as contacts of corporations or associations, spaces to
disseminate good practices, risk behaviors, and services provided by associations
inserted in the user’s area of interest. Finally, each user can create and define areas of
interest (surveillance) to receive notifications of alerts or public actions that intersect
these spaces. The following table represents a general model of the application’s
features (Table 3).

Additionally, a section oriented toward the response to the combat phase was
created. Here, the user can search for places of refuge near their location and mark
these places as safe so that other users have this knowledge and can enjoy the space.
The following table represents the roles of each type of user and their possible actions
and characteristics (Table 4).
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Table 3 Functional requirements defined for the app

Alerts Public actions Forum Information
— With GPS location | — With GPS location |- Subsections — Contacts
— Alert description — Public action — Posts and comments | — Good habits
— Different typologies description — Filtering by topics — Risk behavior
— Alert status — Different types (help, information, — Service
— Checks (users) — Date of the event research) and regions providers
— Certification — Necessary materials |— Self-moderation
(authorities) — Participants
— Alert photos — Public action photos
— Notifications — Notifications

Table 4 Profile types, possible actions, and content on the profile page

Landowners Inhabitants Services providers Authorities
— Add alert — Add alert — List available — Change alert status
— Add public action |- Add public action services — Change public
— Add posts — Add posts — Add alert actions status
— Add public action |- Create notifications
— Add posts — List contacts
Profile Page
— Alert history — Alert history — Contacts — Contacts
— Public actions — Public actions — Services type list — Intervention area
history history — Intervention area
— Areas of interest — Areas of interest
(surveillance) (surveillance)
— Contacts — Contacts

5.2 Prototype

The prototype design was carried out using the InVision Studio platform and was
designed to be demonstrated on a device with specific dimensions, namely the
Samsung S8 smartphone.

This step aimed to compose a first version of the interface based on the previously
defined functional requirements. Some key aspects were considered: the user profile,
the type of use, and the application’s environment. Graphically, the group of icons
used should be easily perceptible and always supported by text. The color palette
should also converge with the app’s concept, using colors that resemble those of the
forest and its natural environment. A different font group has also been defined for
titles, subtitles, text buttons, and description texts. Screens were also created for each
of the main features listed in the functional requirements step with interactions that
allow the user to navigate through the different screens (see Fig. 4):

e home registration screen, with personal data and regions of interest or based on
location;
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® home page, with a menu with the different sections on the platform, information
on alerts and public actions in the areas of interest to the user, and a navigation
bar;

e user profile page, with information about their alerts, public actions, and areas of
interest;

e screen for adding a new area of interest (central point and radius) to receive
notifications of alerts and public actions in that area;

FLORESTAS SEM FOGOS

Alertns Ao Piblicas

Detna 0+20 a 50 00 00 Inboresse
Al Ao pastul uma conta? Informactes Féeum

Fig. 4 Different screens of the app
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e alerts screen, with information on typology, status, whether it has already been
certified by the authorities, whether or not it has an associated public action, and
an icon to check the alert;

e public actions screen, with information on existing actions in that area and the
option to create a new one through a map with georeferencing and the possibility
of adding images;

e forum screen, with a list of topics related to forestry prevention, protection, and
well-being of the community, visualization of existing posts and comments filtered
by region of interest, search filter by topic, and button to add a new post;

¢ information screen, with a carousel of topics and relevant content.

Usability Tests

The test consists of 6 tasks encompassing the main activities and application usage
flows, with an estimated 10 to 15 min duration. Due to restrictions caused by the
InVision Studio platform, which allows the creation of prototypes with screens of
only one dimension, the tests were carried out in person using the Samsung S8
Smartphone. As a support tool, each participant was provided with a document that
described the app concept, the participant profile, and the test tasks, with a space to
assign a level of difficulty in the test execution and add pertinent observations. The
research team had a similar document to record the behaviors and difficulties felt by
the participant during the execution of the tasks.

Ten usability tests were carried out. Despite being a convenience sample, the
profile of the participants was evenly distributed, corresponding to the audience
defined for the mobile app. The participants’ profiles vary between 25 and 63 years
old, from students to civil servants and secondary and tertiary sector workers with
different levels of qualification to owners and inhabitants of regions frequently
affected by wildfires.

The test results showed some app usability aspects that needed reflection and
some navigation problems demonstrated and exposed by participants. Some of the
responses suggest adding a temporary “successfully added” feedback after creating
an alert or public action. Another common suggestion is to give the possibility to see
alerts or public actions in a list, thus providing more reading formats. One participant
considered that the information at the top of the homepage regarding the user’s region
of interest and their current location should be buttons to access the respective sections
and not just textual content. Finally, one participant suggested reflecting on the type
of font chosen for the titles, mentioning that “they may not be easy to read”.

Overall, the high-fidelity prototype received positive reviews from participants,
who were pleased with the simplicity of the screens and ease of use. All these sugges-
tions have been considered and applied in the app implementation phase described
in the next section.
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5.3 Implementation

The app implementation phase is still in progress. This section will describe what
has been done until now and the future perspectives.

Based on the functional requirements and the designed high-fidelity prototype,
services that best suit the app features and allow the easy integration of all the different
system components were defined. After reading the documentation of different types
of services available and considering the time constraints of the research, the decision
was made to use Amazon Web Services (AWS) services that allow establishing a
more robust connection and more accessible in temporal terms between the different
systems components. Below is the list of services used and the system architecture:

o AWS Amplify (provides tools that streamline the development and implementa-
tion of the backend and frontend of a mobile application)

DynamoDB (database)

AWS AppSync (API)

S3 (image storage)

Cognito (user authentication) (Fig. 5).

In the figure, it is possible to observe the complete system architecture from
the database (dynamo DB), its integration with the API (AWS AppSync), which
communicates with mobile devices through the AWS Amplify service, which also
adds the authentication service (Cognito) and the image storage service (S3). In the
frontend component, the application is implemented using react-native, a javascript
framework, allowing the development of the mobile application in Android and IOS
environments and the integration with the remaining components of the system.
However, the application is structured to work only on smartphones supported by
the Android operating system in the current development phase.

Cognito s3

\

GraphQL
oact A .
Native i
Amazon
DynamoDB

Fig. 5 App system architecture
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The development of the system started with the installation of the Amplify CLI
tool, which creates a backend structure for later integration with the mobile appli-
cation. Then the project was initialized in react-native with a base structure of a
mobile application. The next step consisted of integrating Amplify services into the
mobile app structure. Thus, it became possible to integrate the remaining system
components, such as the API, authentication, and image storage services.

For the database implementation, the data model and the necessary access points
were generated by using Amplify CLI tool. Since this is automatic, it was only
necessary to define the attributes of each database type and how they will connect
between the different types.

The Cognito authentication service, which allows the management of users, user
groups, and registration and login methods, was also integrated using the Amplify
CLI tool through the ‘amplify add auth’ command in the terminal.

This integration process defined how users must acquire access to the application.
It was then determined that the registration process would require a username, pass-
word, email, and mobile number for each potential user. Users will only need the
email and password to log in to the app. Finally, the image storage service (S3), also
added through the Amplify CLI tool, allows the creation of access points (URLs) for
images used in alerts and public actions to be accessed whenever requesting them
from the application.

Having configured all the services necessary for the system to function, the previ-
ously conceptualized functionalities started to be implemented. An implementation
priority order was established to obtain a minimum functional product in the shortest
possible time. Features like authentication, alerts, public actions, forum, and the
profile page were prioritized. Below are some features already implemented in the
mobile application (Fig. 6).

The user authentication process is currently carried out using the component
provided by Amplify, which contains a pre-established workflow to log in or register.
In the future, the goal is to customize the interfaces, as outlined in the prototype, and
the process in the registration phase, giving the user the possibility to define their
typology (Inhabitant, Landowner, Service Provider, Authority) and their region of
interest. Those features have not yet been implemented.

The following figures show the app’s initial menu, as the page that allows the user
to navigate to all sections and the user profile page where their alerts, public actions,
and surveillance areas can be seen. Currently, on the homepage, the user can navigate
to the Forum section, Alert Maps, Public Actions, and the profile. The central button
on the lower navigation bar and the upper section is not implemented on this page.
It should contain immediate information about the alerts and public actions near the
user’s current location and region of interest. These two features will end the app
implementation splash screen (Fig. 7).

The following figure represents the Alerts section, where it is possible to observe
the georeferences already added to the map. Each marker on the map contains the
associated alert details. These can be viewed by clicking on one of the available
georeferences, and a pop-up will appear with the most relevant information. Here,
the user can confirm the alert by clicking on the flame icon. The screen shows a
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Fig. 6 Registration and login interfaces

new alert addition, which includes a georeference and its details, such as the title,
a brief description, typology, and a possible photograph. To validate this form, the
user must add at least the title and typology of the alert. After submitting the alert, it
will appear in the initial map of the section.

For the Alerts section, the following goals depend on implementing the different
user profile typologies, which will allow the alert status management, namely through
a profile with the authority typology. Another aspect to consider is the implementation
of displaying alerts in list format (Fig. 8).

The public actions section is identical to the one described for alerts. Here, the
user also can check the public actions added to the map and their details through the
pop-up that appears when clicking on one of the georeferences. As with the alerts, the
pop-up contains a “see more” button that redirects users to a page with full details of
the selected public action. There is also the functionality to add a new public action
from the lower right button that, when submitted, will be added to the initial map of
this section. The name of the public action, its typology, and a brief description must
be added to it, a date must be defined, and a photograph can be added.

In this section, two steps will be added later: the validation process to add a
public action and the possibility of adding necessary materials and confirmation of
participation (Fig. 9).
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Fig. 9 Public actions section

The Forum section is represented in the following screens figures. It contains the
initial section screen with the different categories displayed. The user can select the
topic they want and be redirected to the list of publications referring to their chosen
category. Each post contains the title, a quote from the text, the date it was submitted,
and its author. As in the other app sections, the user can add a new post from the
bottom right button. To add a new post, the user must add a title, a topic for later
identification, and its textual content. Photos can also be added and displayed along
with the text. It is possible to add comments to posts, which allow discussion and
knowledge sharing between different users. This section’s development goals are
implementing topic and region of interest filtering functionality (Fig. 10).

6 Conclusions

Considering the current state of the art regarding digital platforms applied to wildfire
prevention, this work, still in the implementation phase, contributed with practical
results to the progress of research in this area. Regarding the current context of the
Portuguese forest and the future levels of danger [12], there is an urgent need to
adopt measures that reduce risk and keep the communities that inhabit the regions
engaged with forest protection actions. Given this scenario, the opportunity arose to
combine the two domains of this research: wildfire prevention and innovation in the
development of mobile applications and, in this way, contribute to wildfire prevention
through the use of digital services and devices.
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Fig. 10 Forum section

The theoretical framework allowed establishing a vast set of relevant data for
the app conceptualization. The literature review identified the most advantageous
systems for sharing information with an associated geographic context and its poten-
tial. The characterization of existing apps about wildfires enabled the systematiza-
tion of the most used and most efficient functionalities. The study of the prevention
campaigns carried out in Portugal provided a deeper understanding of the need to
raise awareness and engagement among the populations in the digital scope. With
this knowledge, functional requirements were defined to develop the mobile app.
The app’s potential users were identified and divided into different typologies. The
general app features were designed, such as maps of alerts and public actions and
the forum and information section.

The conceptualized mobile application provides communities with a platform
to share information, discuss ideas, identify needs, increase the proximity between
different actors, protect their forests in a regional context, and increase communica-
tion transparency between authorities and communities. On the other hand, the proto-
type developed, complemented with the usability tests for performance, allowed to
putinto practice most of the functional requirements previously idealized. In this way,
it was possible to obtain a functional product that allows users to add content that they
consider relevant, such as alerts, share ideas and knowledge, clarify doubts through
the forum and create public actions to establish connections between community
members.

Thus, the result of this research can be seen as a foundation for communicational
proximity within communities living in forest areas—population, landowners, asso-
ciations, and authorities. By using tools to monitor and protect their areas of interest
and sharing information and knowledge with other stakeholders, communities can
protect themselves and the forest from wildfires. Thus, using digital solutions such as
the mobile app presented in this research can stretch the ties between actors, giving
them a sense of belonging and a collective purpose to benefit the community and
the territory itself. On the other hand, the knowledge collected, shared, and acquired
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through the interaction with the app and users could increase the literacy about
preventing wildfires, leading to the adoption of preventive measures and behaviors
by all actors in each community.

In the future, the purpose is to continue the feature’s implementation, increasing

the robustness and security of the application and simultaneously sweetening the
user experience, which is essential in this type of platform. Also, it will be crucial to
plan the app implementation in Portuguese society through partnerships with local
and national authorities, stakeholders, and awareness communicational campaigns.
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Design and Development of an Online m)
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Abstract The research here presented consisted in the Design and development of
an online store proposal for Engenharia do Brigadeiro (EB). This company only had
a Facebook and Instagram page and, with the Covid-19 pandemic, it felt the need to
reinforce its online presence, in order to reach more customers. Thus, we developed
a Design prototype for the mentioned online store that should answer to both the
company’s needs and to its customer’s needs. Methodology wise this research was
divided into three stages: in the first stage we undergone a literature review about the
currently undergoing consumers’ buying habits migration into the digital context, and
about User Experience Design. In the second stage we proceeded into understanding
and modelling our user and its main needs and goals. And in a third stage, from all
the data we collected from the previous research stages, we designed an online store
prototype, which we further submitted to Usability tests. The conclusions drawn
from these tests are presented at the end of this chapter.

Keywords E-commerce - User experience + Mobile website + Online shopping

1 Introduction

This research work focused on the development of a communication and online sales
platform for a brand called “Engenharia do Brigadeiro” (EB), a small Portuguese
company that sells made-to-order brigadeiros' online, through its Facebook page.

! Brigadeiros are a traditional Brazilian dessert.
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Created in 2019, the company is in a growth phase, and in recent years it found
that, due to not having any other online sales platform besides Facebook, it was at
risk of losing customers. In addition, EB realized that many of its customers also
wanted information about its products, such as how they were made, what allergens
they might contain, whether they were suitable or not for celiac or vegan consumers,
what the products’ energy value was, among other product information.

Although EB only accepted orders through its Facebook page, it also had an
Instagram page as these were the networks most used by its customers. However,
the company felt that this kind of online presence was no longer enough to increase
its sales and brand visibility. And so, with the development of an online store, they
wanted to expand the way their customers could order and to increase their online
presence. Therefore, the lack of a pro-active online sales and communication platform
was a gap that EB needed to fill and which we proposed, with this research work, to
try to eliminate. So, the challenge was to create a design prototype of an online store
that would answer to these needs and motivations, both of EB and its customers,
being this the main goal of this research work.

The conceived platform derives, therefore, from the combination of several
sources of information and research, namely a survey about EB’s own needs and
requirements; the study and modeling of its most common user’s characteristics (EB’s
customers) identifying, therefore, their main needs; and also a literature review about
the migration of consumption habits from a physical context to the online context.
This was done to fulfill the main goal of this research work, which was to make the
process of buying products through the conceived and designed online platform easy
to use, intuitive, pleasant and useful, for its future users.

2 Research and Project Goals

The current research work consisted in the study and development of a first prototype
for an online communication and sales mobile platform for the company EB, with
the goal of answering to the needs and motivations of both EB and its customers.
More specifically, it was intended, through research in Design, to create a digital
communication solution that, on the one hand, helped EB to increase its online
presence and sales, and on the other hand, helped its customers to more easily and
conveniently access information about its products and, ultimately, to purchase them.
Therefore, by developing digital communication tools, the intention was to bring the
EB brand closer to its current and potential new customers.

Knowing that the fulfilment of the goals identified above is a long process, this
study focused on the conception, design and prototyping of the online platform in
order to ensure, through the adoption of Ul and UX Design strategies, and also
through the implementation of Usability tests, an interface solution that is pleasant
and easy to use for EB customers.
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3 State of the Art

Since we set out to conceive and design a digital platform for food sales and ordering,
it becomes imperative to understand what it currently means to buy something and
how these transactions of goods and services operate today, particularly in the food
business. In other words, what new behaviours are experienced by consumers (are
they the same as in the past or not) and in what ways they operate. As will be described
and analysed below, there are several factors that have driven this transition phase in
which we find ourselves, from the typical purchase made in a physical store to the
purchase made, also and in parallel, through digital platforms.

3.1 The Transition of Shopping Behaviours
Jrom the Physical Store to the Online and Mobile Context
and the Factors Driving It

In recent times in Portugal, the ecosystem of transactions of goods and services, as
in the rest of the world, is migrating to the digital environment, although not yet
completely eliminating the purchase in physical stores behavior. As published by
the Portuguese Trends Observatory in a survey developed by Grupo Ageas Portugal
and Eurogroup Consulting Portugal [1, 2], although online commerce is growing,
the majority of consumers say they still prefer to buy in-store [1, 2]. However, there
are indicators that reveal a clear growth trend of shopping in the digital context. For
example, in 2019, according to a study by DPDGroup, an average of 83,000 orders
per day resulting from online purchases were delivered in Portugal, for a total of
20.7 million per year [3]. The same study also mentions that 35% of its respondents
buy online regularly [3]. Already in 2019, according to the CTT e-Commerce Report
2020 study, 51% of Portuguese people with internet access had already made at least
one order on the internet and it was estimated, at the time, that by the end of 2020
this number would reach around 56% [4].

On the other hand, the Covid-19 pandemic, also seems to have leveraged this
growth in digital transactions. With the 2020 confinement and the consequent closure
of physical stores in Portugal, buying online became the only way for some consumers
to shop [1, 2]. In fact, 73% of e-shoppers claimed to have shopped online between
3 and 5 times a month [5]. And after a further confinement in early 2021, these
circumstances only accentuated the growth trend of the e-shopping market, growth
that, according to an ANACOM’s~ report about e-Commerce in Portugal in 2021,
reached about 52%, 7 more points than in 2020 [6], figures and numbers which
converge with the growth forecasts described in the CTT e-Commerce Report 2020
study.

2 ANACOM is Portugal’s Communications national authority and regulator (anacom.pt).
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Therefore, as can be easily seen by the data presented above, online shopping is
already a very substantial slice of the overall shopping market in Portugal.

Another factor that is intertwined with this rapid growth of e-commerce in Portugal
is the increase of digital apps’ download. Data from the period after the confinement
caused by the first wave of the pandemic, reveal that during this confinement the
installation of Apps grew 70% compared to the same period of the previous year.
And, regarding food consumption Apps (restaurants, Uber Eats, etc.) these grew
21% [7]. As in Portugal, the only forms of service available in restaurants were
deliveries and Take Away services, this significant growth in the adoption of Apps
for food consumption is understandable and expected. On the other hand, there was
also a huge explosion of new online stores, restaurants started adopting the Take
Away model, making deliveries and accepting orders through social networks [7].
These facts demonstrate how much the restaurant industry had to adjust to this new
paradigm of electronic commercial transactions.

Regarding the use of mobile phones to purchase goods and services, there are also
some indicators presented in market studies that show the growth of this purchasing
behavior. For example, in the Portuguese context, from 2016 to 2018, the number of
Portuguese who used their smartphone to make online purchases increased, according
to the 2018 e-Shopper Barometer, by about 6 percentage points, reaching 54% in
2018 [8]. And in 2019, according to a study by DPDGroup, 72% of its respondents
stated that they made their purchases through their smartphone and that this was the
most used device when making transactions [3].

So, in conclusion, as can be seen from the data presented above and this new
ecosystem of commercial transactions, it can be said that these new behaviours
clearly support the relevance and need for companies or brands to have an online
presence today and, in particular, an online presence adapted to the mobile platform,
as it seems consumers are increasing their purchases through this medium. It is
therefore necessary that they offer their customers and consumers digital tools that
meet their new habits and modes of consumption. And EB is no exception in this
regard.

4 Methodologies

Methodologically, this project was divided into three distinct stages, each with its
own specific methodologies that are detailed below.

4.1 First Research Stage

In a first research stage, an extensive literature review was conducted on topics that
were deemed relevant to this research such as the following:
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1. The growing transition of consumer habits to digital and mobile platforms;
2. Interaction Design and User Experience Design (UX Design).

Regarding point 1 it was intended to understand how consumers buy and consume
today. And, for that, it was necessary to analyze the growing use of mobile, and
consequent download of applications, derived from everyday life and new consumer
habits. Regarding point 2, it was intended to collect what other authors and researchers
say about the Design of the interaction and User Experience, in order to, on the one
hand, guide the design process of the EB online platform, and on the other hand,
extract design requirements for this platform’s design.

4.2 Second Research Stage

In a second research stage, a survey regarding the characteristics and needs of the
user was carried out. It was intended, in a User-Centred Design approach, to mainly
know and understand the characteristics and needs of the EB customers, in order to,
from this knowledge, also extract Design requirements that would allow us to adapt
the solution later designed to EB’s target customers.

4.3 Third Research Stage

In a third and final research stage, from all the data collected in the previous ones,
the design requirements of EB’s mobile sales platform were determined. Next, we
proceeded to the design and development of a non-functional and high fidelity proto-
type, using methodologies and concepts associated with UX Design (User Experience
Design) and UI Design (User Interface Design). To this end, the following steps were
performed: creation of the main persona; information architecture design through a
sitemap; user flows; wireframes; interface design; and, finally, high-fidelity proto-
typing [9]. Finally, Usability tests were applied to the prototype with a sample of
participants that were representative of the target audience, in order to understand if
the solution and platform designed was easy to use or not, and if its interface had a
good level of Usability. Each of these steps is briefly described below.

Primary Persona

Personas are, according to Cooper et al. [ 10], archetypes based on behavior patterns of
real consumers that are discovered during the research stage (...). These abstractions,
built on the common characteristics and needs of real consumer groups, are usually
materialized as a fictional character representing potential users [10].

In the case of this project, only the Primary Persona was defined, which encapsu-
lates the characteristics and needs of EB’s eventual customers, as this is an academic
project and of limited scope. This Persona was therefore defined on the basis of
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an interview survey applied to the EB managers and on the basis of questionnaires
applied directly to some of EB’s customers, where data on age group, academic qual-
ifications, technological and digital skills (use of computer equipment, use of social
networks, installation of Apps on a smartphone, use of smartphone to make online
purchases), geographical origin and needs felt by customers when making purchases
with the current EB online presence were collected.

Sitemap—Information Architecture

Before moving on to the platform’s UI Design it was necessary to define an infor-
mation architecture. This refers to the structure and distribution of the content and
functionalities offered by a digital product, describing how to navigate between the
different pages and how they relate to each other. Therefore, it was also necessary, for
the UI Design planning of this platform, to decide how to segment and organize the
different contents and functionalities that would be displayed to the user, in order to
understand how the user would interact with and navigate through it. So, a Sitemap
(Fig. 1) was diagrammed in order to distribute and organize all the contents and
functionalities resulting from the requirements determined for the design of the EB’s
platform.

A

Fig. 1 Sitemap developed for EB’s digital platform
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Option 1

ANABELA MAIX'S
LAST REQUEST
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Option 2

ANABELA MAIAS
ANY PAGE WITH LAST REQUEST
THE ICON

Fig. 2 Examples of User Flows designed for one of the platform’s interaction tasks

User Flows

In the UI Design planning of this project User Flows were also created. User Flows
are diagrams that represent, in a schematic way, all the steps and actions that a user
has to sequentially perform (according to a specific order) in order to complete a
given interaction task within a digital product. These help a Designer to define all
the possible paths that an eventual user has in a digital product, to perform a given
interaction task, in the fastest and most effective possible way. In the specific case
of this project, 6 groups of User Flows were created (since some of these tasks had
more than one possible execution path) that described the six interaction tasks that
corresponded to the primary needs of a future user of the platform (Fig. 2). It should
also be noted that the interaction tasks that were diagramed and planned with these
User Flows were precisely the same ones that were then tested and assessed in the
Usability tests that will be described later in this document.

Wireframes and Sketches

Next the wireframes of the platform’s pages were drawn. Wireframes are the first
sketches and visual composition studies of the graphical interface, using drawings
with a low level of visual detail and usually without color. They are essentially
used to help define the visual composition and relative positioning of all the visual
and interactive elements that will be displayed on the different pages of a digital
product’s interface. In the specific case of this project, these were also used to quickly
test several hypotheses of graphic composition and help define a visual and layout
dressing for the platform’s different pages (Fig. 3).

High-fidelity Design and Interface Prototyping

As far as the graphic Design’s development was concerned, this was done in Adobe
XD software and, later, a high-fidelity but non-functional prototype was assembled
in the same digital tool (Fig. 4). The prototype can be viewed at the following link:
https://tinyurl.com/mehzpy7k.


https://tinyurl.com/mehzpy7k
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Fig. 3 Homepage’s first
sketch

Fig. 4 Platform’s prototype
displayed in a IPhone X
screen
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In terms of display resolution and format, the [IPhone X screen resolution was used
(375 x 812 pixels), since its format and size were similar to the device on which the
Usability Tests of the prototype were later done, that is, an Asus Zenphone 5. As for
the typography options, we chose to use two different fonts: Blanch Condensed and
Open Sans. Blanch Condensed was used in the larger titles and in the product prices
that are displayed on the platform’s pages. The choice of this font derives from the
fact that it is the main font used in some of EB’s graphic communication materials,
and especially in its logo. And as such, it is desirable to ensure graphic consistency
among all the company’s communication materials, which the use of this font also
ensures.
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With regard to Open Sans, we chose to use this font in the remaining text elements,
sinceitis a Sans Serif font optimized for the web and for mobile interfaces. It therefore
offers excellent readability on screen and at smaller sizes, which is mainly suitable
for the smaller typographical elements of the interface such as smaller titles and
paragraph text. On the other hand, it has a neutral and connotation-free appearance,
which is desirable in order not to visually compete with the visual expressiveness of
the primary font.

Regarding the adopted text sizes, size 16 points was used for paragraph text, size
8 points was used for less important text such as breadcrumbs, size 30 points was
used for primary headings, and size 12 points was used for secondary headings.

Regarding the colors adopted for the platform’s layout, in order to give it a cleaner
and minimalist look, white was used as the page’s background which was combined,
to ensure graphic and brand consistency, the color previously adopted in the EB’s
logo. That is, the hexadecimal color #9A3324, which corresponds to Pantone 484.
For the text elements an 80% black was adopted in order to reduce the visual weight
of these elements and make it more pleasant to read. In addition to these colors there
are some shades of gray and red in the color scheme implemented, particularly in
some of the pop-ups.

Iconography wise, icons that used common visual conventions were used, so
that there would already be a familiarity with their meanings that would minimize
possible problems of understanding and interpreting them.

5 Usability Testing

Once the prototype was finished, the last and third stage of this study was dedicated
to the Usability assessment of the prototype and its interface with a sample of EB’s
target customers. With this assessment it was intended to test its ease of use so that,
in the event that Usability problems or issues exist, they can be corrected and thus
raise the degree of Usability of the interface to a level that provides the user with a
pleasant, easy and comfortable experience of use and interaction.

5.1 Usability Assessment and Testing Sessions

A total of 5 Usability assessment sessions were conducted between August 21 and
26, 2021, with a sample of 8 participants. The sessions took place, in some cases, in
the participants’ home kitchen and, in other, cases in the researcher’s kitchen, since
this was the context in which the platform was expected to be mostly used.

Each participant was asked to perform 6 different interaction tasks with the proto-
type. These tasks corresponded to the primary needs of a future user of the platform.
As far as equipment was concerned, the tests were performed on a smartphone
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with the Android operating system, model Asus Zenphone 5, equipment where
participants were provided with the platform’s prototype.

Before the participants started any interaction task, the researcher who applied
these tests explained to the participants how the tests would work. They were therefore
informed of the following:

1. What the prototype platform consisted of and what it was for;

2. What the purpose of these tests was;

3. That given the non-functional nature of the prototype, the data filling fields would
be filled in automatically with a mouse click;

4. That what was being assessed was the prototype, not the participant;

That while running the tests they would think aloud (Think Aloud Protocol);

6. A rough estimate of the duration of the assessment session.

e

After the completion of the tested interaction tasks, a satisfaction questionnaire
was applied to each participant with questions such as the following:

Do you find it easy to get information in this online store proposal?

Did the online store proposal arouse your interest in the brand?

Do you consider that the interaction with the online store is simple and clear?
Do you consider the online store intuitive and accessible?

How do you characterize the website proposal? Not very interesting and not very
useful? Interesting and useful? An interesting store that would be very useful to
me?

AR

5.2 Data Collection Instruments

In terms of data collection instruments the following were produced and applied:

1. A general script for the tests’ conduction. This script included all the instructions
and information to be given to each participant, as well as the order in which
the tasks and actions would have to be performed throughout the tests by both
the researcher and the participants. It also included an observations grid (for
observations and task execution times registration). This ensured that the tests
were always applied in the same way with all participants;

2. A satisfaction questionnaire. As it was also intended to measure the degree of
overall satisfaction of the participants in using the prototype’s interface and to
verify whether the participants found the conceived Design proposal interesting
and useful.

5.3 Recruited Participants Sample

For these Usability assessments a sample of the target customers of the EB brand was
recruited. The sample was composed of § participants who, it should be noted, were
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actual EB customers. Despite the small scale of the sample this does not invalidate
the validity of the data collected since, according to Nielsen [11], testing with only
5 participants allows us to find almost as many Usability problems as if we tested
with many more [11]. As for the sample’s participants gender, 3 were male and 5
were female. Although the sample had male elements, we tried to make sure that
most of them were female, since, according to EB, their clients are mostly female.
In terms of age, the participants were between 18 and 60 years old. Regarding the
digital skills of the sample most of the participants had enough digital skills to shop
online and with a smartphone, as 5 declared they accessed the internet through their
smartphone while 3 declared they did it through their PC. They are also all users
of social networks. Regarding their vision capabilities, 5 of the participants stated
that they already felt some difficulties and problems such as Myopia, Strabismus and
Astigmatism, even using glasses. It should also be noted that one of the Participants
had severe vision impairment and was included in the tests in order to understand if
it would be possible for a user with special needs to use the online store, or not.

6 General Results and Discussion

6.1 First Major Conclusion

Regarding the results obtained, the first major conclusion drawn from the performed
Usability assessments is that, at least in what concerns the interaction tasks tested
with the designed prototype, they endow the interface with a quite reasonable degree
of Usability, since the effectiveness levels are high and the global efficiency levels
are medium. This belief of ours is based on the following data. Of the 6 tasks tested:

1. All were performed effectively. Only one task (namely, task n°'1) was not
performed until the end by one of the participants (namely, participant n*" 5). All
the remaining ones were able to execute both that and the other tasks successfully;

2. Onlyintasks 1,4 and 5 there were some problems of efficiency in their execution.
In the remaining tasks there were neither critical errors (errors that prevented the
progression of the task execution from a particular step forward) nor non-critical
errors (errors from which participants would recover). However, in those in which
some errors were observed, with the exception of task 1, the quantity and type of
errors observed was not enough to state that they were of completely inefficient
execution, since, when participants made errors, they were always non-critical
errors.

On the other hand, the results of the Satisfaction survey seem to reinforce and
converge with our conviction that the designed interface enjoys a quite reasonable
degree of Usability, since:

1. All participants mentioned that they had no major difficulties in performing the
tasks tested;
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2. With the exception of participant n 5, whose vision difficulties did not allow
him to read some font sizes, namely 12 pt and 8 pt, or to interpret the icons
on the prototype, all considered it easy to obtain information on the developed
prototype;

3. Most participants found the online store prototype simple and accessible, with
the exception of 2 participants whose visual limitations did not allow them to
understand the prototype in its entirety. These participants stated that they could
not see some icons of the interface correctly, namely participants n* 5 and n* 7;

4. The participants considered the online store prototype accessible and of clear
interaction. With the exception of 2 participants whose visual limitations did not
allow them to understand the prototype, namely participants n 5 and ner 7;

5. In general, participants rated the developed prototype as “Interesting and Useful”
and as “An online store that would be very useful to me”;

6. The participants considered that the prototype is functional and corresponds to
their needs.

6.2 Second Major Conclusion

The second major conclusion to be drawn from the results of these tests is that, despite
the fact that the interface of the prototype already enjoys a very reasonable degree of
Usability, the errors made and the participants’ suggestions, show that there is still
some room for improvement. Therefore, in a future design iteration, the following
adjustments or reformulations should be implemented:

1. It should be possible to enter the purchase process through the product
comparison feature page (add button for this purpose);
2. It should only be presented one date suggestion for the order’s pick-up.

6.3 Third Major Conclusion

While testing, we found that the interface of the prototype may offer some challenges
and difficulties to some of EB’s older customers. This conclusion stems from the
fact that 2 of our participants suffer from some major vision problems (namely
participant n® 5-53 years old) and are not familiar with visual conventions typically
used in the digital world (namely participant n®* 7-60 years old), such as specific
icons widely used in the digital world. These participants, given their characteristics
(age, visual difficulties, low digital literacy), were confronted with some difficulties
in the Usability Tests carried out, which tell us that the Design of our interface should
suffer some changes in order to accommodate their limitations since the EB’s target
customers also include people in older age groups. Thus, in a future iteration of our
prototype design the following adjustments should be accommodated:
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1. Increase the font size (ideally at least 16 points), or at least provide some sort of
functionality that allows the user to increase the font size if they need to;

2. Review the design of some icons, such as the trash can, which was not recognized
as such by one of the participants;

3. Design larger icons and add to them a written label with their name/meaning, in
order to make their interpretation more effective;

4. Use higher typography weights than Regular;

5. And include the possibility for the user to use the platform with a black
background or make use of a contrast adjustment feature.

Finally, given the results presented and discussed above, it can be said that these
were quite positive, given that the participants successfully performed most of the
interaction tasks requested, and it was shown that the methodological strategies and
research path adopted, focused on a User-Centred Design approach, produced the
desired results.

7 Final Conclusions

This research project presents as final output a proposal for the design of an online
mobile sales platform for the company EB, with the goal of helping this company
to expand its sales and to provide its customers with a more convenient, fast and
efficient way, both to find information about its products and to actually buy them.

Through a methodological approach in which: (a) the current ecosystem of
behaviours and online consumption habits was studied and analysed; (b) in a
User-Centred Design approach, the needs, characteristics and difficulties of EB’s
customers in their relationship with the brand and its products were studied, as well
as the needs of EB itself; (c) design processes inherent to the practice of UI and UX
design were applied; a proposal for the interface design of an online sales platform
was conceived, designed, prototyped and tested in terms of its Usability. The goal
was to ensure the design of a platform and its respective interface that is easy to use
by its eventual users and that they consider useful in meeting their expectations and
needs.

During the development of the project, to the better understanding of who is the
typical customer and user of the platform, it was essential both the contributions
with data about their customers by the EB managers, as well as the data that was
collected in questionnaire surveys directly applied to a sample of customers. These
contributions made it possible to map both the characteristics of users and to identify
their needs and, thus, to conceive and design the platform with all the necessary data,
content and operational functionalities according to the aforementioned mapping and
user modelling.

With regard to the results obtained with the Usability tests, these indicate that
the research methodologies used helped to create a prototype with a user experience
that, although still needs some revisions and improvements to its design, was globally
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pleasant and reasonable in terms of the degree of Usability experienced by users. Only
in one of the 6 tasks tested and only one of the 8 participants of the sample (the other
7 successfully completed the task) did not complete the execution of that task, which
demonstrates the high rate of effectiveness of user interaction with the interface. In
terms of task execution efficiency, some interaction errors were observed in 3 of the
6 tested tasks. However, with the exception of one of the three where errors were
observed, the quantity and type of errors observed was not enough to state that they
were of completely inefficient execution, since, when participants made errors, they
were able to recover from them (non-critical errors) by themselves and carry out the
task until the end. Therefore, these errors demonstrate that the interface of the so
far developed prototype, despite already presenting a reasonable degree of usability,
should still be subject to another Design iteration to try to minimize the observed
errors.

Given these results, it is believed that, after a new Design iteration to eliminate the
interaction errors observed with the prototype interface, the future implementation
of the studied, designed, prototyped and tested Design proposal can successfully
meet the needs of both EB and its customers. It may, on the one hand, increase the
sales of EB products, thus bringing the brand closer to its customers. And it can,
on the other hand, make it easier for customers to access information and purchase
products, processes that with this digital tool will be accessible from the palm of
their hands. Which of course is more comfortable and convenient, since it doesn’t
force them to physically go to the store.
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Protecting Users’ Information M)
and Dignity Through Privacy-Enhancing | @@
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Davide M. Parrilli® and Rodrigo Hernandez-Ramirez

Abstract The research presented in this paper discusses the risks that users of
messaging services may face due to other user’s misuse of the formers’ personal
information. While existing literature about privacy often focuses on the misbehavior
of “Big-Tech” and governments, careless users can be as (or even more) dangerous to
privacy as these institutions. Through a couple of examples where personal informa-
tion is compromised in user-to-user conversations on two major messaging services
(i.e., WhatsApp and Telegram) this paper analyses the phenomenon and how each
platform’s design matches against it. The research here presented shows that both
services have in place features that allow users to protect themselves from other
users’ carelessness. However, it also shows there are existing loopholes that prevent
asatisfactory level of protection and, through an exercise based on speculative design,
suggests an alternative scenario were users have total control of their information as
well as capacity to protect it against careless and malicious use from other users.

Keywords Interactions - Privacy - Service design - Speculative design

1 Introduction

Design is fundamentally a humanistic activity as it involves humans making things
for humans. From a broad ontological standpoint, humans are “composed” of phys-
ical particles such as atoms and their components whose complex interactions allow
us to process nutrients, experience the world, and think. Depending on ones’ beliefs
it may be argued that humans are also made of intangible, “spiritual” components.
Recently, some philosophers have argued that human ontology can also be under-
stood from a third dimension: as information. Oversimplifying, the idea is that every
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person is constituted by their physical embodiment, their psychological states, and
their information [1]. Hence it follows that threatening somebody’s informational
privacy—i.e., misusing their personal data, such as name, contact information, and
images—is tantamount to threatening their identity.

Just like body and ““soul” may be inextricably connected, information cannot be
understood in isolation from the bodily and cognitive dimensions of a person. When
someone receives a punch, they experience not only physical but likely emotional
distress as well. Likewise, pronounced cognitive stress may have bodily manifesta-
tions (e.g., physical pain or discomfort of all sorts). Forms of violence that initially
involve personal information such as “revenge porn”—that is, the unauthorized publi-
cation of intimate images of ex-partners, which is overwhelmingly carried out by men
as retaliation—can have severe psychological consequences for the victim.

Much has been said about the dangers of misuse of personal information by
governments and corporations. In the last decade, the expression “surveillance capi-
talism” [2, 3]—a business model based on the massive accumulation and trading
of people’s personal data, with potentially severe political, economic, and ethical
consequences—became widely used. Arguably, surveillance capitalism is a specific
aspect of the broader “surveillance society” [4], already characterized by Michel
Foucault in 1975 as a (physical and virtual) Panopticon [5] (Fig. 1).

According to the proponents of surveillance capitalism, governments and corpo-
rations can predict and ultimately control our choices and behaviors by collecting and
processing our everyday information. The paradigmatic example is the Facebook-
Cambridge Analytica Data Scandal, in which the social platform allegedly influenced
the results of elections by (mis)using data and manipulating people through the infor-
mation they consumed [6]. However, except for despotic governments, it is not likely

Fig. 1 The Panopticon,
originally described by
Jeremy Bentham in 1791,
was conceived to allow a
prison guard to constantly
monitor all inmates from a
central tower without being
seen. Source https://www.nyt
imes.com/2013/07/21/books/
review/the-panopticon-by-
jenni-fagan.html
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that companies intentionally mishandle personal information to cause distress to the
people using their services. Data leaks that expose people’s personal information,
causing them various types of harm, happen too often. But logically, and legally,
actively disseminating personal data to cause a damage is different from recklessly
leaking personal information. Appropriate and strong security policies and IT solu-
tions tend to prevent data leaks but are ineffective against voluntary disclosures of
personal data.

This paper shows how design can contribute to prevent mishandling of personal
information by other users, typically the recipients of the sensitive data. Interpersonal
relationships cannot be regulated by policies, and IT solutions may also have a limited
impact. For example, private images may be safely exchanged over a system that uses
end-to-end encryption, nevertheless the data may still be mishandled by the legitimate
recipient without the sender’s knowledge and consent. In this example, elementary
civility could prevent the recipient from sharing the images received without the
sender’s authorization. However, ethics cannot be preventively imposed: authorities
can punish wrongdoers for unethical behavior (ex post enforcement, to punish the
offender after committing an infraction) but cannot force people to act ethically' (ex
ante enforcement, to prevent the potential offender from committing the offence).

Design should also be understood as a way of building ethical interactions between
users. This paper analyses how design can ensure that interactions with and for
privacy effectively take place. This article builds on our previous research about
design ethics and privacy: design should not only be concerned about privacy but
should be a tool for privacy. Design for privacy, based on universally acceptable
ethical principles, empowers users and citizens by respecting their information and
informational privacy and is conceived to be a conceptual tool to implement privacy
in a designerly way [7].

1.1 Methodology

In this paper we present a case study of design for privacy. Specifically, we assess
how two popular messaging services, WhatsApp and Telegram, mitigate the risks
related to the misuse of personal data in peer-to-peer communications.

Having approximately two billion users worldwide, WhatsApp is arguably the
most popular messaging service in the world.> WhatsApp is part of the Meta group,

! Ethically/unethically or legally/illegally. For the sake of simplicity and clarity we assume that
legality and ethics tend to correspond—often, what is unethical is also illegal, such as in the case of
defamation as result of the publication of private pictures or videos. However, an unethical behavior
may be legally irrelevant, e.g., when somebody shares to third parties a friend’s trivial information,
despite her request to keep it secret—or ethics and legality may collide. In this paper we focus on
ethics from the perspective of the sender of the information, irrespective of the legal qualification
and consequences.

2 Source: https://www.statista.com/statistics/258749/most-popular-global-mobile-messenger-
apps/ (last accessed: 25 January 2022).
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along with other social media platforms such as Facebook, Facebook Messenger,
and Instagram. According to recent data (October 2021), Facebook Messenger
is the second most used messaging service, followed by two Chinese services
(Weixin/WeChat and QQ), and Telegram comes in the fifth position.’

We decided to compare the privacy features offered by WhatsApp with those
of Telegram for various reasons. Firstly, because Telegram is not owned by Meta.
Secondly, because to use Facebook Messenger, users need an active Facebook
account—our research focuses on messaging services that only require a smart-
phone or computer and a registered phone number to operate.* Finally, for cultural
reasons: WeChat and QQ are extremely popular in China, but less so in Western
countries, where the authors of this contribution live and work. Moreover, privacy is
understood differently in China than it is in Europe [4, 8—10], therefore, uncritically
using a Western conceptualization of privacy to evaluate services designed for and
within a different cultural context would lead to biased conclusions.

Telegram, a service launched in 2013 by the Russian brothers Nikolai and Pavel
Durov, is interesting for our research also due to the controversies associated with
it. The service has been accused of being the tool of choice for terrorists, far-
right extremists, copyright infringers, and other criminals, including child molesters.
Recently (January 2022) a member of the Brazilian High Electoral Court suggested
that Telegram ought to be banned in the country due to its alleged role in spreading
fake news during the 2022 Presidential elections.’ In the last years, Telegram has
been censored or blocked by authorities in countries such as Iran and Russia [11].

Section 2 presents an introduction to the relationship between design, interactions,
and privacy through the lens of service design and UX design. We point up a gap
in the existing literature and research concerning the interactions between users of a
digital service. We claim that service providers have an ethical duty to offer services
that minimize potential abuses against data privacy by end-users. In Sect. 3 we
present an overview of the features that WhatsApp and Telegram offer to protect the
privacy and confidentiality of senders’ information. We assess how the two services
tackle problems concerning data privacy from a design perspective to guarantee safe
interactions between users. Finally, Sect. 4 offers some concluding remarks and an
introduction to the development of our research.

2 Designing Interactions for and with Privacy

Nowadays, most people are constantly connected with others. While a person may be
physically alone, they are connected to other humans thanks to the digital device(s)

3 Source: see footnote 2.

4 The research has been conducted by the authors in January 2022 on the apps installed on their
phones (iPhone using the operating system iOS v.15.2.1).

5 Source: https://extra.globo.com/noticias/brasil/tse-estuda-banir-telegram-do-brasil-para-com
bater-fake-news-nas-eleicoes-25360713.html (last accessed: 25 January 2022).
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they carry. As explained by Floridi, we live in an onlife; a circumstance where offline
and online experiences are blended [12]. For example, one may be sitting alone in
one’s house drinking tea (offline) and chatting with a friend from the other side of
the world through a messaging service (online).

Onlife interactions usually take place between: (1) a user and a given service
provider—e.g., atypical banking app allows a client to interact with the institution and
little more; (2) mainly or exclusively between end-users, as in the case of messaging
services, where interactions with the service provider are extremely rare; (3) between
two or more users and between users and the service provider—e.g., hosts and guests
interact with each other through the Airbnb platform. Service providers and users are
asymmetrically related: users create the interactions, but service providers, through
their design choices, shape the ways in which interactions happen. Designers define
the conditions for possible interactions offered by a service: what could happen
during these interactions and how the system behaves towards users [13]. However,
service providers do not have absolute control over the interactions between users.
Customers of a dating app could use it not to flirt, but to share information about
their academic research, although the app was originally designed to share other
types of information. The interactions that take place are always shaped by the users
themselves. Hence, one may argue that contemporary interaction design no longer
designs things, but shapes conditions for something to happen [14]. This is not to say
that designed function is eschewed. The raison d’étre of a chair is to allow someone
to sit; that of a phone is to enable two-way communication; and that of a car to allow
people to go from one place to another. The key aspect of twenty-first century design
is that, being increasingly digitally driven, it has to account for interactions and, in
the case of communication products, for interactions between users (Figs. 2 and 3).

Since the 1990s academic design literature has been concerned with the qualifica-
tion of the relation between services and interactions. Elena Pacenti, in her pioneering
1998 PhD work, defined service design as the design of arenas where interactions
between services and users happen [15]. This view is a consequence of the inter-
active nature of services, where design methods and skills are applied to enhance
the user experience, according to a Human-Centered design paradigm [14]. Coop-
eration between service designers and UX designers is thus required to create the

Fig. 2 The PS2 stereo
turntable, designed in 1963
by Dieter Rams for Braun,
allows users to listen to
records, but not to interact
with other users, unless they
are in the same room. Source
https://www.moma.org/col
lection/works/1164
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Fig. 3 Music streaming
services like Spotify allow
users to listen to their
favorite music and to share it
with other people. Photo
credit: the authors
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conditions for appropriate interactions. Consequently, while service designers are
typically called upon to model the service, UX designers are tasked with making
the conditions that allow the interaction between clients and service satisfactory—
e.g., through an interface that considers the actual needs of the user. In practice, the
distinction between the two is often murky and, for the matter we are discussing,
unnecessary. Our analysis concerns the quality of the interactions, rather than the job
descriptions of designers.

2.1 Interactions and Privacy

Interactions between users are key for platforms such as Facebook, Twitter, and for
every messaging service. The service provider mediates the relations between end-
users. Platforms nurture interactions between consumers in several business domains,
ranging from real estate and tourism (e.g., Airbnb) to fashion (e.g., Vinted). The
service provider takes care of issues such as payments and assistance to both the
seller and buyer, without actively interfering in their interactions.

The role of the service provider is now more silent than it was in the 1990s when
Pacenti published her findings. From the perspective of privacy, platforms collect
data about users surreptitiously, without informing clients. Tracking technologies
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allow service providers to gather clients’ personal information. Third party cookies,
web beacons, pixel tracking technologies permit to surveil and accumulate personal
data without the users’ awareness and consent.

The privacy-related problems emerging from the relation between service
providers and users has received considerable attention in the legal and social science
literature, but less so in design theory. This paper builds on our previous research
to understand how service providers should protect users’ data through design [7,
16, 17]. However, we understand that focusing exclusively on the relation between
service and consumers is not sufficiently accurate and comprehensive. Recent views
tend to see users as victims of Big Tech corporations that rely on user surveillance as
their business model [3, 6]. Reality, however, is more complex and thus the assess-
ment should be more nuanced. We contend that one should not overestimate the power
of large technology corporations such as Apple, Google, Facebook, and Microsoft
[18, 19]. IT companies may be very good at marketing technologies that promise an
endless world of possibilities, however, the actual features are often lacking.

The tech landscape is dictated by the technological and design advancements
of the companies populating it, but also by external policy and financial aspects.
For instance, we wonder whether Google and Facebook dominate the online adver-
tisement market because their solutions are the best from a technological stand-
point, or rather because the regulatory framework—including data protection legis-
lation—allowed them to crush the competitors [20]. Excessive red-tapism, which
poses heavy regulations on small and medium size enterprises, combined with a
lack of efforts to limit market concentrations through aggressive acquisitions and
takeovers of competitors by the wealthiest companies [18], hinder innovation [21].
When applied to privacy protection, oligopolies are particularly pernicious. The few
big corporations controlling users’ data tend to increase their control and surveil-
lance, while reducing the quality of their services and the level of the privacy offered
[22]. However, this does not mean that technology as such is bad for privacy: a proper
design of technologies can enhance and preserve privacy [1].

Furthermore, users tend not only to accept, but also indirectly promote surveillance
by service providers and other users. Voluntary surveillance [23] is part of our onlife:
are end-users obliged to share all their daily experiences and thoughts on social
networks? From their perspective, platforms stimulate consumers to share content
with other users, ranging from the birth of a child to what they are having for dinner,
but do not have the power to force them to do so. Service providers, with the help
of media and entertainment companies, actively promote the idea that people need
to be engaged in social media and share as many details as possible about their
everyday lives to be successful and enjoy a full life. However, assuming that people
do not have the autonomy to think and act differently is a reductionist position. The
pleasure and well-being that social media users obtain from these services should
not be underestimated when trying to understand their behavior [24, 25].
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Designing services that make interactions possible is necessarily an ethical activity
[13]: the designed interactions® should respect and potentially enhance users’ privacy
and protect them from misuses both by the service provider itself and from other
users. Designing services for interactions with privacy in mind is a matter of creating
safe digital products: it represents the logical expansion of the principles defended
over the last decades by designers such as Victor Papanek and Dieter Rams. In the
1970s, Papanek invited designers to decide whether their products would contribute
to social good or not—having himself a clear preference for the former, he thus
challenged designers to be conscious of their social and moral responsibilities [26].
The 6th principle of Good Design proposed by Dieter Rams in 1976 says that design
must be honest: that a product should not be presented as better than it really is
[27]. Honesty—and usefulness, according to the 2nd principle—should help prevent
design from harming users. It is curious that Rams did not explicitly consider in any
of his principles that design should not harm users, most likely because this is such
an obvious idea. However, modern design offers plenty of examples of products that
are addictive, or designed to benefit companies, venture capitalists, and shareholders
but not users [26, 28].

We claim that it is the duty and responsibility of ethical design to create solutions
that allow fair, healthy, and privacy-oriented interactions between users. Communi-
cation platforms have policies that govern users’ behavior and that prohibit discrimi-
natory and offensive content, or infringement of third parties’ rights. However, these
policies tend to be enforced ex post, i.e., once the offending text or material has
been published. Furthermore, those rules apply de facto only within platforms where
content is publicly available or is accessible by more than one user (e.g., Facebook
and Twitter). Consequently, those protection mechanisms are usually ineffective in
user-to-user or user-to-group messaging services. An example will clarify this point.
Let us suppose the authors of this paper were to create a denigratory deepfake video of
a colleague and post it on Facebook and Twitter, other users could notify the service
provider, which in turn would delete the message and penalize us.” Alternatively, we
could share the deepfake video through a messaging service with all our contacts but
not with the victim. In this case, every recipient could also share the message with
their own contacts; no policy could prevent such cascade effect from happening.

The solution to these complex situations requires a technological approach too—
we envision a future where everybody would be able to delete and limit the sharing of
videos and images, even outside their sphere of control using, for example, Artificial
Intelligence (AI).

Our research is concerned with the current stage of development regarding
personal control of private information. In the next section we will present a case
study where we compare the features related to privacy protection of two popular

6 We use the expression ‘designed interactions’ for the sake of simplicity and clarity. We commented
in Sect. 2 that interactions cannot be designed, but that designers can only create the conditions for
interactions to happen and flourish.

7 However, we should note that the enforcing effect of the policy is limited—we could share the
video on several Facebook groups, to minimize the risk to have it erased by the platform.
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messaging services, WhatsApp and Telegram. We will assess what users can do to
prevent and limit abuses regarding private information included in texts, video, and
audio files shared with other users.

3 Preventing Abuse Through Personal Information
Mishandling on WhatsApp and Telegram

In this section we explore how, in terms of their design, WhatsApp and Telegram
protect users’ privacy and information confidentiality. The methodology we adopted
is field research using both apps and exploring their features. For this reason, we did
not consider their privacy policies, nor how the companies collect and process users’
personal data. Privacy in the context of this paper is not understood in legal terms.
Our concern is to understand how these services protect the personal information
of their users against potential misuses by other users. The processing of personal
data by private individuals for personal reasons is not legally relevant, e.g., for the
European General Data Protection Regulation (GDPR) and the California Consumer
Privacy Act (CCPA). However, mishandling of someone else’s personal information
by a private person could be legally relevant and may lead to criminal prosecution
and civil compensation for the victim.

Potentially sensitive information does not necessarily have to be stolen or extorted
to be publicized, in fact, it is mainly disclosed voluntarily by people to other people
or to arestricted group of individuals. Various authors assume that privacy protection
applies only to personal information that is unknown or unknowable [1]. However,
we argue that this approach is insufficient: if we consider that personal data are
part of one’s identity, it deserves protection irrespective of the secret or public
status of such information. The opposite approach would transform privacy into
a powerful tool of oppression and discrimination—it is easy to imagine the conse-
quences if personal data about somebody’s sexual or political orientation could only
be protected, provided that and until it is secret.

Usually, people willingly share personal data with one or more recipients that they
trust. Trust is strictly related to privacy [29], and violations against the latter often
involve infringements against the former. Messaging services effectively function
as closed networks of trusted relations [30] and are widely regarded as trustworthy
tools for intimate communication [31]—trust works in a twofold way: towards other
users, and towards the services that enable communication.

The following examples may help to clarify our assumption and show the
importance of trust when disclosing personal information:

1. A temporary worker is part of a WhatsApp or Telegram group where all
employees can chat and discuss. A few weeks before the expected renovation of
the contract, a worker writes that he is seriously ill and that his health condition
will likely deteriorate in the coming months. A co-worker forwards this message
to the employer.



78 D. M. Parrilli and R. Hernandez-Ramirez

2. A college female student sends an intimate video to her boyfriend, who studies at
the same university, for his birthday. However, after some weeks, she decides to
end the relationship. In retaliation, he shares her video with all his male friends
and colleagues.

Both cases have at least two elements in common. First, personal information has
been disclosed voluntarily by the senders. However, it does not take a lot of mental
gymnastics to feel there was an injustice committed. The employer, supposing that
they decide not to renovate the contract, may be sentenced to pay compensation to
the worker, unless they prove the decision was justified by other reasons. Depending
on the country where they live, the ex-boyfriend may be prosecuted and sentenced
to compensate the victim—but what if all the recipients of the video keep the secret
and do not report it to the girl or the college authorities?

‘We argue that design should bring solutions to the table. In both cases, the sharing
of personal information has been made possible by designed services. Hence, it
is the duty of designers and developers to incorporate features that limit the risks
of misuses of personal data by the recipients. For example, by allowing people to
cancel the information once it has been sent, or to prevent the recipient from sharing
messages with third parties.

3.1 WhatsApp’s Privacy Features

WhatsApp allows users to send end-to-end encrypted messages and to make
encrypted calls through the phone’s Internet connection.® Users can also share photos,
videos, audios, documents, and create (and become members of) groups with up to
256 people. Encryption is intended to protect the content sent by users from external
tampering but does not prevent abuses by intended recipients of the communication.
The app offers some tools to mitigate such risks. Users can send photos and videos
that disappear from WhatsApp chat after the recipient has opened them once, and
these media will not be saved in the recipient’s photo or gallery folder. However,
this feature does not prevent the receiver from taking a screenshot of the message or
making a screen recording—in this case, the sender will not be notified. Furthermore,
this feature does not work for texts.

After the “view once’ media file has been sent, the sender will not be able to see
it in the chat. The sender and the receiver cannot forward, save, star, or share it. In
our examples above, this feature will not be effective to protect the ill worker, but

8 Our analysis is based on the most recent version of WhatsApp for iOS devices available at the
time of writing (version 2.21.243.1).
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Fig. 4 WhatsApp users can
send media that disappear
after viewing

Send photos and videos that
can only be viewed once

For more privacy, your photo or video
will disappear from the chat after the
recipient opens it once. Remember,
people can always take screenshots.

OK

Learn More

it could have prevented the sharing of the female college student’s video,’ had she
used this possibility offered by WhatsApp (Fig. 4).

Group chats include the Disappearing Messages feature: any group participant—
unless the group administrator determined that only admins are permitted to turn it
on or off—can set every message to disappear from the chat for everyone after 24 h,
7 days, or 90 days. Again, disappearing messages can be recorded by group members
and can be forwarded to third parties, limiting the intended privacy protection scope
of the tool (Fig. 5).

Similarly, WhatsApp users can schedule a Default Message Timer of 24 h, 7 days,
or 90 days. When enabled, all messages in new individual chats will disappear after
the selected duration. However, when a user replies to a disappearing message, the
quoted text may remain in the chat after the selected duration. Disappearing messages
can be freely forwarded to third parties and, were they to be forwarded to a chat with
disappearing messages off, they will not disappear in the forwarded chat. What-
sApp suggests using the feature only with trusted individuals, for forwarding and

9 Or at least limited its impact in case the boyfriend had recorded a video of the intimate film sent by
his girlfriend using a recording device, with the consequent loss of image quality. However, nothing
could prevent a potential damage to the student’s reputation, were her partner to be a tech-savvy
person familiar with screen recording tools.
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taking screenshot remains possible, as well as copying and saving content before it
disappears, and taking a picture of a disappearing message with a camera (Fig. 6).'°

In conclusion, the tools offered by WhatsApp to protect users’ privacy against
information abuses by other users is quite limited in scope and effectiveness. The
Disappearing Messages feature could not efficiently protect the worker’s sensitive
information, for it does not impede forwarding messages. Similarly, the reputation
and psychological integrity of the female college student would be in jeopardy, had
she used WhatsApp to send intimate videos to her partner.

3.2 Telegram: Privacy Design Features

Telegram allows users to send messages, share files, and make end-to-end voice and
video calls through the phone’s Internet connection. Security is based on the MTProto
protocol.!! Private and group chats (of up to 200.000 members) are protected through
server-client encryption. An additional layer of two-way encryption is used for secret

10 Source:  https://faq.whatsapp.com/general/chats/about-disappearing-messages/?lang=en  (last
accessed: 2 February 2022).

11 We analyzed the most recent version of Telegram for iOS available at the time of writing (version
8.4.1).
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chats, that are device-specific and are not part of the Telegram cloud, like non-secret
chats.

Telegram offers several tools to protect users’ privacy and content confidentiality.
In this section, we will go through the features that Telegram released since 2013,
starting with non-secret chats. As with WhatsApp, in Telegram users can set messages
to auto-delete for everyone after a period of one day, one week, or one month. This
feature is available in individual chats and in groups and channels'? where the user
is an administrator (Fig. 7).

A more effective feature to protect privacy and confidentiality allows users to
delete messages for everyone after they have been sent, both in individual and group
chats. Users who regret the messages or files they have sent can decide to cancel
them for everyone. Following such action, deleted messages will simply disappear
from the chat (Fig. 8).

This feature, which is unavailable for WhatsApp users, is quite beneficial for users’
privacy. In our examples, it could have avoided harm to both the ill worker and the
female college student, had they deleted the messages for everybody before they were
forwarded to third parties by the recipient. Moreover, Telegram offers an interesting
feature that restricts the ability to forward messages in groups (and channels). The

12 Telegram channels allow users to broadcast messages to unlimited audiences. For this research,
we analyzed only the features available for individual and group chats.
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admin can turn on the Restrict Saving Content slider to prevent all group members
from copying, saving, and forwarding messages from the group (Fig. 9).

The Restrict Saving Content feature is particularly powerful to prevent users
from taking screenshots. More precisely, users are allowed to take screenshots, but
the images in the chat will not be recorded in the screenshot picture. Surprisingly,
however, texts and videos are fully registered in the screenshot (Fig. 10).

We tested what happens when the recipient of texts and media in a chat with
“Restrict Saving Content” is activated tries to record the screen of their device.'
The results of the test are perplexing.

1. If one tries to start screen recording when the Telegram app and the chat are both
open, it is not possible to record the screen—the app we used simply did not
open.

2. When the Telegram app was open, but the chat to be recorded was not, the screen
recording app turned on and worked correctly, but it did not record the content
of the chat.

3. When the Telegram app was not open, the screen recording app recorded all the
content in the chat, including media (Fig. 11).

It would be interesting to see if this feature is improved in the next versions of the
app. If fully developed, Restrict Saving Content can effectively protect the privacy
and confidentiality of messages and files exchanged in a group chat. If text messages
could not be recorded in screenshots, the ill worker in our example would have been
able to share sensitive information with colleagues with more confidence. Group

13 We used for the test the native screen recording app in iOS.
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Fig. 11 Diagram of actions and outcomes of our test

chats could be used by lovers to share intimate images and pictures—and, more
broadly, by users to send medical information and other sensitive documents.

In case of forwarded messages, Telegram allows users to remove the original

sender’s name before forwarding. However, only the recipient of the message can
decide to protect the identity of the sender. Finally, users have the possibility to
protect the confidentiality of the content included in a text message by using the
Iltextll formatting. The message will appear to both the sender and receiver as hidden
text. Tapping the spoiler animation in chat allows reading the content of the message.
The text is hidden also in the chat list and notifications, as well as when it is forwarded
to another user. However, information confidentiality is potentially threatened by the
possibility to take a screenshot of the text, while it is still readable (Fig. 12).
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Secret chats add an extra layer of security and information protection. Users of
secret chats can assign a self-destruction timer to their messages that will delete
them after the selected period (which ranges from one second to one week) once the
message is displayed on the recipient’s screen. Messages from secret chats cannot
be forwarded, and when a message is deleted on one side of the chat, it will be also
deleted in the receiver’s end.

If the receiver takes a screenshot, a notification is sent, and it appears in both
chats. We tested this feature by taking screenshots and recording the screen. All
parties have been always correctly notified, and we noticed that in case of screenshot
pictures sent in the chat are not recorded (like in the left image in Fig. 10), unlike
videos and texts. When we tried to record the screen, we obtained inconsistent results.
In most attempts, we could not record the screen if the secret chat or the app were
not open when the screen recording started. However, on one occasion the screen
recording software used for the test managed to record the video sent on the secret
chat. Furthermore, if the video in the chat was playing when the screen recording
started, we were able to record the first frames of the video in the chat before a fixed
frame was registered instead. Interestingly, Telegram acknowledges on its website
that “there is no bulletproof way of detecting screenshots on certain systems” and

“it may still be possible to bypass such notifications and take screenshots silently”.'*

14 Source:  https://telegram.org/faq#q-can-i-be-certain-that-my-conversation-partner-doesn-39t-
take-a (last access: 28 January 2022).
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Videos sent in secret chats cannot be forwarded or saved. However, images and texts
can be copied and saved.

The overview of the Telegram features reveals that the Russian-made messaging
app is more apt than WhatsApp to safeguard users’ privacy through confidentiality.
Telegram offers more tools that its rival, and it implemented features to limit the
misuse of sent information by restricting copying, forwarding, and saving content.
However, such features are still embryonal and should be further developed. In partic-
ular, the fact that Restrict Saving Content allows messages, including videos and
pictures, to be registered in screenshots and records of the screen is particularly
worrying. In both examples, users such as the disloyal coworker and the coward
boyfriend could have accomplished their goals due to the app’s existing loopholes.

Secret chat offers more privacy and confidentiality, but the fact that it cannot be
accessed from other devices makes it quite unpractical. However, it is surely a useful
tool for users who give priority to information protection rather than usability. Further,
our test revealed some issues when recording the chat, that led to inconsistent results.
We hope and expect that the next app releases will increase privacy and stability.

4 Conclusions

Privacy infringements by users can have serious consequences. In the previous
sections we showed that people could lose their job, reputation, self-esteem—and, in
extreme cases, their life—when other end-users misuse their personal information.
Legislation can be effective in preventing such abuses through the fear of sanc-
tions for infringers. However, sanctions are imposed only after the malicious abuse
took place. We advocate that design is better positioned to effectively empower
consumers of messaging apps to protect their personal information. Communication
platforms should be designed to allow users to delete their messages for everybody
after they have been sent—Telegram deserves praise in this respect—and to effec-
tively impede recipients from forwarding, screenshotting, or video recording the sent
text and media.

Both WhatsApp and Telegram have many things to improve, both from the design
and technical points of view, to ensure that users have full information control. The
point is that when users disclaim personal information to one or more recipients
through a messaging service, they can trust that neither the service nor the people
receiving their messages will not misuse the information. In other words, the tradi-
tional pattern of interpersonal offline communication has been replicated online, but
with a major difference: the possibility to record, forward, and spread the information
shared. Trust is not enough to protect the confidentiality of online conversations: the
sender must also have adequate mechanisms to control the information once it leaves
their hands.

In the next steps of our research, we will investigate how design can effectively
allow users to control their data. We will propose how existing tools, such as those
described in this paper, can be further developed and improved, including from the
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perspective of User Experience and usability. But, more important, we will specu-
late with possible future scenarios where users, through technology, will have the
power to fully control their information. Speculation in design is a powerful tool to
delineate alternative scenarios [32]. Starting from potential imagined solutions, we
will investigate how to make them plausible and, ultimately, possible. Technology
is advanced enough to allow massive facial recognition or to predict users’ behav-
ioral patterns. Our ambition is to show that technologies often used for surveillance
and profit can be used for ethical purposes too. We envision technologies that not
only respect users’ privacy, but that augment it. Design and technology that protect
fundamental values such as dignity, self-esteem, and the right to live a life without
the fear of being judged or abused by somebody known or unknown.

The ultimate scope of our research is to fully realize the potential of human-
centered design, whose real mission is to affirm, support, and strengthen human
dignity [33], not only against governments and big corporations, but also against
threats posed by other users.
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Design Radicalized as Experience: )
Disentangling and Reassembling e
the Dance Floor Experience

to Understand the Relationship Between

Design and Clubbing

César Lugo-Elias® and Pedro Cardoso

Abstract Using data gathered by means of participatory observation and in-depth
interviews conducted over two years of fieldwork in a club devoted to after-parties,
the present text examines (a) the elements within a club of house music; (b) the way
these elements interplay among them in the design and creations of the dance floor
experience; and (c) how Design transcends the physical constrain of objects to be
radicalized as experience in this context. The aim of this text is to open a discussion
about the capacities of Design to trigger emotions and organize interpersonal inter-
actions using the dance floor experience as a case study. This study accompanies the
increasing scholar interest in the relation of Design and clubbing, while presenting
data gathered through first-hand experiences, helping to close the gap in Design
literature regarding clubbing, which tend to use data from secondary sources.

Keywords Lottus After-Hours - Dance floor - Design + Experience - Urban
Ethnography

1 Intro: Stories from the Dance Floor

This text uses data from a doctoral research conducted at the Lottus After-Hours
[1], a club devoted to house music in the city of Porto, Portugal. For this research,
data was gathered using participatory observations and in-depth interviews. The
period of data gathering took ca. two years, between 2016 and 2018. The focus of
the observations was on the material and technological elements involved in the
creation of the dance floor’s environment, the interactions among the participants
of the experience; and the DJ performance. The observations aimed to understand
how site-specific the dance floor experience is. In simpler terms, and from a material
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perspective, we wanted to understand: why is this experience happening here and not
somewhere else? As a result of these observations, the focus of the research shifted
towards the DJ performance as a gateway to understand the different elements of
the experience and the way such elements interrelate. The rationale behind this was
our understanding about how music is customized by the DJ to the venue, technical
equipment, time, vibe, and to interpersonal interactions occurring in the dance floor
during the performance. It is important to underline that this is not a study about
DlJing, but for this study, the DJ performance became an entry point to disentangle
the complexity of the dance floor experience.

During the participatory observation, the corresponding author played the roles
of doorman, dancer, and DJ, developing expertise and creating rapport with ten DJs
who voluntarily accepted to be interviewed. All interviews were conducted under
the condition of anonymity; therefore, DJs are named using a code and cannot be
identified here nor in the original work. The transcription of the interviews was coded
following the guidelines of [2] to conduct thematic analysis, approaching coding
in an inductive manner, meaning, acknowledging coding as an active process and
fundamentally an act of interpretation, resulting in the constant selecting, naming,
discarding, arranging, and hierarchical grouping of themes and subthemes.

As a result of that analysis, seven themes were created corresponding to seven
basic elements constituting the dance floor experience: music, venue, audience, abil-
ities, enthusiasm, stances, and journey. These themes are explained in Sect. 2 of this
text; followed by Sect. 3, where those elements are presented as part of four assem-
blages, the material, social, performative, and experiential assemblages, creating a
theoretical framework to understand how the dance floor experience can be designed
from the seven initial elements.

A fourth section contrasts this information with the concept of allatonceness [3],
suggesting that the role of Design in the creation of the dance floor experience goes
beyond placing physical objects within the interior space of the club. Through Design,
clubs allow interactions among the material, social and performative aspects, consti-
tuting the dance floor experience. In other words, we suggest that at the dance floor,
the potential of Design transcends the physical constrains of objects and products to
get radicalized as the embodied clubbing experience.

2 Clearing the Mess: Disentangling the Dance Floor
Experience

This section summarizes seven thematic maps, one for each element identified as part
of the dance floor experience: music, venue, audience, enthusiasm, abilities, stances,
and journey (see Fig. 1).

Music. Music can be seen as a mean to trigger emotions and to match scenarios
during the dance floor experience. This became evident when analyzing some of the
labels DJs use to name and organize their extensive digital music collections. DJ3



Design Radicalized as Experience: Disentangling ...

{ Memery

Speckers
Piocement -

Seund ritem

Hpening
Times

/ [ Tottus in the

Music must
/1 _make Sense

Relation -
Booth- Donce Floor |

~{ Seaff Wrkers
Bar
Transmit the Team/Family |

Essence of the
Lottus

AUDIENCE

Every D was 4]
alzo a Dancer

Collective
Dancing
) Body

Aftention

Viclens Energy

| Sensorial
and Cognitive
Cap

Beign Humble

Fiot Cues |

Mugical |
Keys

Fig. 1 General view of the seven thematic maps—rmusic, venue, audience, enthusiasm, abilities,
stances, and journey—with their respective subthemes

reports saving his music folders named for example: zombiness (sic.), continuous
groove, enders, everybody is dead, and strange noises. DJ1 also reports having a
folder of music called “weird beats bar MDMA [weirdbeats_ MDMA]” containing
music he uses when people are “completely out-spaced”. The use of these labels

reveals much of the energy contained in music, but also some of the scenarios DJs
will find at the dance floor.
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When used as a trigger, music becomes the main input to the dance floor expe-
rience, provoking bodily dance movements, evoking emotions, synchronizing the
general mood, and preventing negative scenarios—i.e., boredom, monotony. Two
good examples of this, is the use of novelty and nostalgia [4]. Novelty is used when
DIJs play new tracks, triggering curiosity and enthusiasm in the audience. Nostalgia
is triggered by bringing back memories to the audience by selecting recognizable
themes during the DJ performance, as DJ2 describes: “That happens to me often
when I play Forever More,! 1 always feel the reciprocity from the public with those
classics, like I've got The Power?”.

Music, and the subjective aesthetic information contained in it, is then used to
create a stream of energy above the dance floor, while offering accents of nostalgia,
joy, novelty, engagement, and the maintenance of emotional mental states. Music, or
the centrality of music, is also in constant flow between the foreground—as a trigger
of experiences, and the background—as the sonic context of those experiences. As
music interplays between the back and foreground, other elements get the chance
to take a central role and protagonism in the dance floor, like the audience or the
material context, showing how crucial is the interplay between different factors in
the creation of the experience.

Venue. Venue focuses on the intersection between two sub-themes, the event’s narra-
tive, and the materiality of the club. The event’s narrative answers three general ques-
tions: When is the event occurring? Who is attending? What kind of music is being
played? On the other side, materiality includes all tangible, visible, audible, and
haptic objects or things found within the dance floor, including light, room temper-
ature, construction materials, decoration, objects such as clothes and fashion acces-
sories. This map suggests that the combination of these two subthemes modulates
the mood of the audience, and the activities carried out on the dance floor.

Having the Lottus as our venue, the narrative is that the doors open at 6:00 am,
holding diurnal afterparties instead of night events. This club receives clients coming
from other clubs and events, not necessarily linked to the scene of house music,
creating a mixed audience—mostly male, though—with different ages, musical
backgrounds, sexual orientation, and sartorial tastes.

To these factors, we must add the material elements present at this venue, like
the entrance of sunlight trough two windows flanking the DJ booth—the central
visual point of the dance floor—provoking gradual changes of light and temperature
following the natural movement of the sun. The conjunction of these elements, the
natural and the architectural element of the windows and the orientation of the venue
towards the river, creates a diurnal narrative of relaxation, facilitating the commu-
nication among DJs and audience, helping to build a more cohesive audience. This
creates a contrast with the narratives of anonymity and indulgence produced by
the darkness of night clubs. Natural light remembers that the time of the night has
passed, placing the audience narratively and physically in the after party. Similarly,

! A musical theme released in 2003 by Moloko.
2 The correct name of this theme is The Power, and it was released in 1990 by Snap!
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the musical selection of the DJs follows a day-night narrative, reserving techno for
the night and house music for the diurnal after hours.

Another way in which the materiality and the venue’s narrative regulate each
other, is through the disposition of the audience at the dance floor, facing the DJ while
being surrounded by the sound system. This facilitates the effect of reverberation,
which is produced when the sound waves coming from the speakers spread in the
physical space of the dance floor, impacting both bodies and objects, especially
walls. Once this occurs, some of the energy contained in the sound waves will be
absorbed by the impacted objects, while other frequencies will bounce back into the
atmosphere of the dance floor creating a series of audible echoes and atmospheric
vibrations [5, pp. 109-110]. Much of this reverberation is registered as vibrations on
the very skin of the audience. Reverberation allows the physical connection between
architecture, music, and audience, and was also observed by [6] as an element capable
of organizing the space by creating walls of soun