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Abstract. User-CentredDesign (UCD) researchers have been investigating smart
homes for 20 years and have highlighted the approaches’ effectiveness in iden-
tifying the requirements of users. Despite the growing interest in smart homes,
research has shown that its adoption remains low. This owes to the tendency for
research to often use a technological-centred approach to improve a pre-existing
product or tailor it to target users. Visions of smart homes may therefore not have
been fully based on a clear understanding of users’ needs and sociotechnical issues
of concern.

Enabling the public to have a role in shaping the future of smart home tech-
nologies and related sociotechnical issues of concern in the early stages of the
UCD process have been widely recommended. Specifically, there have been calls
to engage the public in sharing responsibility for developing data privacy agree-
ments, data governance frameworks, and effectively domesticating technologies
into life and ‘home’ systems.

This paper introduces the citizens’ jury method to enable the public to have
a role in shaping the future of smart homes and related sociotechnical issues.
This is an understudied area of research that would be considerably valuable
for practitioners in the usability and smart technology sectors. Findings from
this paper are based on a cross-section of UK citizens’, exploring their opinions
on sociotechnical issues of data security, accessibility to and control over use
of devices and technological appliances associated with smart homes. A set of
recommendation are developed to provide guidance and suggested actions on
approaching these issues in the future.

Keywords: Smart homes · Citizens jury method · Data security · data
governance · Public involvement

1 Introduction

‘Smart homes’ is a widely used concept. It is, however, beyond the scope of this article to
review the many ways this concept has been previously explored [1]. Instead, we adopt
the view that a ‘smart home’ is one that is equipped with a layering together of different
technological features aimed at providing tailored services for the people using them.
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This makes it possible to monitor, control and support people using smart technologies,
thus enhancing the quality of life and promoting independent living [1].

Economic forecasts suggest that the ownership of smart home devices will climb
to an estimated 25.4 million UK users by 2026 [2]. This drive towards smart home
technologies is partiallymotivated by the underlying purpose “to improve people’s living
experience” [3: 463]. Despite this, some research has shown that agreeing to live in smart
homes remains low [4].

The barriers to opting for smart homes have been linked to various sociotechnical
issues of concern to users. Others also highlight the need for a clearer understanding
about the relationship between users’ perceived risks associated with data sharing and
trust towards the smart home industry [4]. Instead, research to date has tended to focus
on technological features of smart homes [3]. It is easy therefore to see how visions of
smart homes and their technological features may not have been fully based on a clear
understanding of users’ needs and sociotechnical issues of concern. As such there have
been calls for more research activity to address these concerns [4].

Understanding both the benefits and challenges of smart homes is critically important
given that their overall success hinges on their adoption [5]. The inclusion of public
interventions in future research, such as those involving a deliberative decision-making
process, have been widely recommended [6]. The citizens’ jury is one such method that
has not yet been applied to enable the public to have a role in shaping the future ethical
issues and governance practices in data-driven smart environments [7].

The contribution of this article is that it applies a citizens’ jury method to create a
set of recommendations that can be used to provide guidance and suggested actions on
approaching these ethical and governance issues associated with smart home living in
the future. Specifically, the study aims to:

• explore the UK public’s opinions on data security and governance issues associated
with smart homes using a deliberative decision-making method (i.e., the citizens’ jury
method); and,

• create a set of recommendations to provide future guidance on data security and
governance issues associated with smart homes.

2 Method

2.1 Participants

20members of public volunteered to participate in this study. Participantswere organized
into four groups, controlling for age (e.g., younger, and older adults) as well as their
orientations to smart technologies (e.g., techno-sceptic).

2.2 Expert Witnesses

4 expert witnesses were chosen to provide relevant information about socio-technical
issues associated with smart homes. Witnesses were identified through author’s existing
contacts and cross-referencing methods from publicly accessible online sources.
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2.3 Citizens’ Jury Design

A two-day online citizens’ jury was held in June 2021 and consisted of two 2-h sessions
held each day (n = ten hours). Participants were provided with pseudonyms to protect
their identities and an audio recorder was used to record the sessions [8].

Two witness talks occurred at the start of each day. On the first day, participants
listened to witnesses 1 and 2 on issues of sense of control, accessibility of smart homes
and the ‘meanings of home’ associated with smart home living. On the second day,
jury participants listened to expert witnesses 3 and 4 on issues of data sharing, data
management and ethical issues associated with smart home living.

Following this, small group discussions were used immediately after the witness
talks. Participants were encouraged to deliberate, listen, and respond to the thoughts
expressed by other participants in response to the issues presented in each of the with
talks.

At the commencement of each day, participants were presentedwith three statements
put to the jurors for deliberation were as follows:

Overarching statement: “Smart homes will are rapidly changing the way we live at
home and what we mean by home”.

Sub-statement 1: “Smart homes could monitor your lifestyle and living environment
and identify areas for improvement. We should be willing to cede control to our home
to make more decisions about how we should live our lives”.

Sub-statement 2: “Smart living will require data-sharing. The benefits of living in
smart homes outweigh the risks of data-sharing”.

The design of these statements and small group discussions was informed by a lit-
erature review exploration. Participants were asked to individually vote either “yes” or
“no” based onwhether they ‘agreed’ or ‘disagreed’with these two statements, discussing
reasons for their vote afterwards. After the voting sessions, participants developed rec-
ommendations relevant to data security and governance issues discussed within their
small groups.

2.4 Data Analysis

Citizens’ jury discussions were transcribed and analyzed using thematic methods as
outlined by Braun and Clark [9], identifying key themes that evidently emerged relevant
to the study’s aim.

3 Results

Participant’s grouped aggregated voting responses to the two statements are shown in
Table 1. Overall, most participants disagreed with the two statements. These voting
outcomes reflect underlying discussions points, opinions, arguments, and issues raised
during the citizens’ jury.

Participants acknowledged various public benefits, associated with data sharing in
smart environments, both individual and on society. These include providing assistive liv-
ing, improvements in technology performances, and healthcare support to ensure vulner-
able people (e.g., elderly and those with disabilities) remain autonomous, independent,
safe, and well at home.
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Table 1. Participant responses to the statements they were asked to vote on.

Statements Participant responses

Group 1 Group 2 Group 3 Group 4

Overall statement:
“Smart homes are
rapidly changing the
way we live at home
and what we mean by
home”

Majority agreed
[4 = Yes, 1 =
No]

Majority
disagreed
[4 = No, 1 =
Yes]

Majority
disagreed
[2 = Yes, 3 =
No]

Majority
disagreed
[4 = No, 1 =
Yes]

Sub-statement 1:
“Smart homes could
monitor your lifestyle
and living
environment and
identify areas for
improvement. We
should be willing to
cede control to our
home to make more
decisions about how
we should live our
lives”

All disagreed
[0 = Yes, 5 =
No]

Majority
disagreed
[1 = Yes, 4 =
No]

All No
[0 = Yes, 5 =
No]

All No
[0 = Yes, 5 =
No]

Sub-statement 2:
“Smart living will
require data-sharing.
The benefits of living
in smart homes
outweigh the risks of
data-sharing”

All No
[0 = Yes, 5 =
No]

Majority Yes,
[4 = Yes, 1 =
No]

All No
[0 = Yes, 5 =
No]

Majority no
[1 = Yes, 4 =
No]

Participants also expressed concerns over existing ethical procedures and data gov-
ernance practices in data-driven smart environments, highlighting challenges associated
with data protection responsibilities, accessibility of existing information about data
sharing, consent management tools, and the appropriateness of data shared.

Generational and technological orientational differences were also identified and
mattered when weighing up the risks and benefits of living in smart homes. The majority
felt the risks of data sharing outweighed the benefits; this viewwas not shared by younger
techno-enthusiasts who instead expressed their acceptance of intrusive data sharing as
an inevitable part of our lives.

Discussions revealed a relationship between participants’ sense of trust towards
actors in the smart technology industry and participants willingness to share data. Most
participants owed their distrust on a lack of transparent and inaccessible communications
presented to users by industry developers for user guidance, clarity of ‘data ownership’,
and consent management purposes.
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At the end of the 2-day citizen jury, participants created a list of ‘data privacy and
governance’ recommendations for future data-driven smart environments based on group
discussions (Table 2).

Table 2. Participant recommendations.

Recommendations

1. Improve the transparency and accessibility of information on issues around data sharing,
privacy, and security to ensure smart users are better informed to make decisions

2. Develop a representative and independent governing body that regulates and oversees
decisions on future smart home technology use

3. Improve and regularly seek consent management practices from ‘all’ smart users (e.g.,
multiple users and capacities) to use their data

4. Provide assurances that any data sharing will be done responsibly and appropriate to fulfil
the purpose for which it is used as well as user needs

5. Create further opportunities for the inclusion of smart users in data governance framework
and decision making

6. More research is needed to address future issues on data sharing, privacy, governance, and
security

4 Conclusion

Understanding the relationship between smart users’ perceived risks and distrust towards
the smart home industry is of central importance when planning an effective ethical and
data governance practices response for future data-driven smart environments.

The research also revealed various public benefits associated with data sharing in
smart environments, both individual andon society, such as assistive living andhealthcare
support.We also found that there were diverging views associated with smart technology
adoption, with further research needed to address privacy concerns and other ethical
issues which remain the main obstacles to smart technology adoption (e.g., accessible
communications, responsible data sharing, consent management, and clarity over data
ownership).

Our research highlighted the potential for using the citizens; jury method as a novel
contribution, to explore public opinions on data security and governance issues. This
approach also allowed the public to have a role in shaping the future of smart homes.
However, it is important to note that due to the COVID-19, the citizens jury was held
using an online video conferencing approach. Further research is therefore needed to
explore these methodological implications on citizens jury discussions.
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