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Abstract. Online money lending platforms also referred to as peer-to-
peer lending platforms are a mean of lending and borrowing money
between private individuals mostly via an online web-based platform.
Transactions are often done without the direct arbitration of financial
institutions, such as banks or other financial agencies. In 2005 the first
money lending platform called Zopa was created in the United Kingdom,
and several other have since followed. The exponential growth of Internet
has been instrumental to the widespread adoption of peer-to-peer lend-
ing, as transactions can now be carried from anywhere via the Internet.
However, despite the comfort, security of transactions and fraud pre-
vention is still a challenge. The objective of this paper is to develop a
Cloud-based money lending platform using both direct and reverse auc-
tion mechanisms based on blockchain technology to secure transactions
between lenders and borrowers. The developed prototype uses knapsack
and perfect sum algorithms in both direct and reverse auctioning mode,
to determine the least compromising match between loan requests and
offers. After rigorous testing, obtained results showed that indeed the
system can meet user requirements in a secure manner.

Keywords: Auctioning - Blockchain - Cloud computing - Peer-to-peer
lending - Knapsack - Perfect sum algorithm

1 Introduction

Peer-to-peer lending (P2PL) can be defined as the process of lending and borrow-
ing money between private individuals via an online platform, without the direct
involvement of financial institutions. Banks and other financial agencies (such
as credit bureaus) still play vital roles, as they act as formal depositary institu-
tions, providing bank accounts where funds are deposited and as confirmation
authority for financial information provided by the user of the platform [1]. Peer-
to-peer lending has been in existence for centuries and dates to Friendly Societies
in Britain around the 1640s [1]. As with modern peer-to-peer lending, the mem-
bers of these Friendly Societies were mostly working-class who provided each
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other with mutual financial support [2]. The concept of informal or semi-formal
mutually beneficial societies or co-operative societies has existed for years. Only
in recent times have they evolved into the Internet base platforms in existence
today. While the banking system can be very restrictive, with stringent policies
and requirements that must be met before loans are granted, P2PL platforms
are less demanding, hence more attractive to customers. Despite their popular-
ity and the ease of obtaining needed loans, an inherent shortcoming of P2PL
is securing transactions. In the absence of regulatory bodies or well-established
policies, fraud and related offenses are common. This aim of this paper is to
address this security challenge by proffering a secure solution for P2PL transac-
tions. The specific contributions of our work are to develop a Cloud-based P2PL
system based on two auctioning mechanisms for financial transactions between
lenders and borrowers; and to use blockchain technology to ensure the secure
of such transactions. The rest of this paper is organized as follows: a review of
related works is presented in Sect. 2, while our methodology and system archi-
tectures are discussed in Sect. 3. In Sect. 4 an illustrative case study is presented,
while Sects. 5 and 6 respectively detail the implementation and testing processes
of the Trading 4.0 platform. Finally, Sect. 7 concludes the paper and gives insight
for future works.

2 Literature Review

The continuous growth of online communities has led to a new way of manag-
ing loan in the financial industry. The emergence of online P2PL platforms has
moved the concept of personal loan into the web, and practically eliminated the
need for third party financial institutions (such as banks and credit bureaus)
mediating between lenders and borrowers. Websites such as www.prosper.com
[3], offer an online platform where private borrowers and lenders can initiate
a loan process between USD 2,000 and 40,000. These platforms generally force
the borrower to specify the motivation behind their loan request and to pro-
vide details of their financial situation, such as income or credit history. Lenders
then select the loan request that meet their requirement with the appropriate
interest rate according to the information provided by the borrowers [2]. For
borrowers, the online P2PL platform is a means of obtaining loans with better
terms without than those offered by banks. On the lenders’ side, the platform
can be seen as a way to invest money. The platform makes revenues by charg-
ing service fees from realised transactions. The awareness of online P2PL rose
in 2006 with the introduction of the first online peer-to-peer platform called
Zopa in the United Kingdom [2]. Several other types of money lending platforms
have subsequently been developed, many of which are reviewed in [4-6]. Online
P2PL platforms can be divided fundamentally into two types: commercial and
non-commercial [5]. In commercial platforms the lenders make profits from the
interest rate of the loans they provide, and the platform make profits by charg-
ing service fees from realised transactions. In non-commercial or charity-based
platforms, the main concept is not to make profits but to provide support and
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help people to accomplish their project without being constrained financially.
Online P2PL platforms can also vary according to the way the interest rate of
the borrower is fixed. Platforms such as [3] use an auction mechanism where the
borrowers publish their request and set the maximum interest rate they wish to
pay. The request is subsequently published on the platform for a limited period,
during which lenders bid by specifying the minimum interest rate they wish to
take and the amount of money they wish to provide [6]. Other platforms such
as the German smava.de [7] set the interest rate based on some financial and
demographic characteristics of the borrower. Borrowers and lenders are the key
participants in all lending platform and many studies, including [8] have focused
on these two participants to discuss the determinants that are necessary for the
success of a lending activity. Lenders typically seek to invest money and gain the
best possible return on investment. They do this by selecting the loan request
that best suits their requirement by reviewing the information provided by the
borrower. The borrower on the other hand seeks liquidity. Unfortunately, bor-
rowers sometime hide certain information that can prevent them from getting
the requested fund. Some platforms require their borrowers to supply financial
records that have been checked by external organisations (banks or other credit
bureaus), to enable lenders make decision based on accurate information. Other
platforms request their borrowers to provide demographic information such as
race, location, gender, etc., or social information such as family members, pho-
tos, hobbies, which cannot be validated. In a bid to determine the most relevant
borrow information, Michael Klafft in [9] revealed that the credit rating of the
borrower has the largest impact, and this is followed by debt-to-income ratio
and house ownership. Information such as existence of a verified bank account
had lower impact.

Auctioning is a powerful means for allocating commodities and services to the
highest-value bidders. It originated from the Latin word “auctus”, which means
increasing [10]. With a concise chronological history of auctions from ancient
times to recent times done by Zajicek in [11]. Auctioning has long since been a
means of selling items, particularly goods of considerable valuation, with many
interested buyers. Auctioning has been applied to numerous fields and for sales of
diverse items. The application has grown further with the advent of the Internet,
which has catalysed the development of numerous online public auctioning web-
sites. With regards to borrowing and lending, [11] reviewed numerous bidding
strategies employed in bidders in small loan auctions carried out on prosper.com.
The authors in [12] developed a model to predict the outcome of a loan request
as well as the probability that a loanee would repay a loan. The predictive model
was based on data from an online loan auctioning platform. In [13], the authors
studied the impact past experience has on bidders when trying to obtain loan
from online peer-to-peer bidding platforms. Using data from renrendai.com, the
authors were able to draw certain inferences, including the fact that gender and
level of education influence the success of bids. Using the data from the same
China based renrendai.com platform, Caglayan et al. in [14], showed evidence of
herding by lenders in online peer-to-peer platforms.
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The Blockchain is a distributed database wherein “blocks” are used to rep-
resent transactions. Each block in a chain of blocks (or blockchain) holds openly
accessible data about (or replicas of transactions of) other blocks. Though open,
the content of each block cannot be unilaterally altered without the “knowl-
edge” of the other blocks [15]. It is for these reason that blockchain is often
considered as an open, transparent, distributed but secure platform. The term
blockchain has been attributed to “Satoshi Nakamoto” in the article “Bitcoin:
A Peer-to-Peer Electronic Cash System” [16]. In the last decade, blockchain
has witnessed an unfathomable growth and has continued to attract interest of
academic researchers and cooperate organizations alike [17]. It has since been
applied to solving problems in the food and medical supply chain, logistics,
finance, voting and other domains [18,19]. Its application in smart contracts
is of relevance to this work, as we consider transactions between lenders and
borrows a sort of pseudo-contract. In this application domain, [20] considered
smart contracts using blockchains, while [21] considered the insurance and energy
domains. By leveraging on these various concepts, this paper seeks to develop a
secure online peer-to-peer money lending platform. Our proposed methodology
for achieving this, is discussed in the next section.

3 Methodology

This section describes the methodology of our secure online P2PL platform.

3.1 System Architecture

The software architecture is a 3 layered structure depicted in Fig. 1, with the
layers described as follows:

— Lower layer: includes the end user’s device(s) and the applications required
to access the system. Examples smart phones, and web browsers.

— The Middle layer is the transactions layer and is responsible for perform-
ing the backend auctioning operations. For this work, two auctioning mod-
els (direct and reverse auctioning) are considered using two algorithms (0/1
knapsack and Perfect Sum).

— The Top layer is the blockchain layer, where transactions are recorded and
linked using cryptography.

3.2 The Auction System

A core component of our system is the auctioning mechanism. For this work,
both the direct and reverse auction mechanisms are considered to determine
which yields the best compromise for lenders and borrowers. In direct auction,
borrowers can view all the active lending offers and can bids on any given offer
by specifying the amount of money they are willing to borrow and the maximum
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Fig. 1. System architecture

interest rate they can pay. In reverse auction, loan requests and corresponding
conditions are displayed on the platform. Lenders can then decide where to place
their bids by specifying the amount of money and the minimum interest rate
they are willing to offer. A good compromise between lenders and borrowers in
an auction can be defined according to the expectation of the party who initiated
the auction. Matching requests to offers (or vice versa) in a way that maximizes
profit (least compromise), can be considered a “combinatory optimization prob-
lem”, hence we considered two algorithms to find the optimal solution. These
algorithms are 0/1Knapsack and Perfect Sum Algorithm (PSA), both of which
are described as follows.

0/1 Knapsack Algorithm. The 0/1 Knapsack Problem is one of the paradig-
matic problems in combinatorial optimization. It is one in which a set of items
(I1, 12, 13 ... In) with given values (V1, V2, V3 ... Vn) and weights (W1,
W2, W3 ... Wn) are available and the aim is to select a subset of the items
to maximize the total profit without exceeding a known knapsack capacity (W)
[24]. In applying 0/1 knapsack to the direct auctioning model, we considered the
loan offers as knapsacks and the borrowers’ requests and interest rates as items
and their corresponding values. The roles are reversed for the reverse auctioning
model. Our implementation of 0/1 knapsack algorithm is depicted in Fig. 2.

Perfect Sum Algorithm (PSA). Given a set S of numbers and a target K,
PSA seeks to select all subsets of the given set whose sum equal to the given
target [25]. In our application to the auction system, the set S corresponds to
the available bid(s), while the targets are the auctioned amounts. The auction
system thus seeks to identify all subsets that sum up to the target, it then selects
the subset that offers the best interest rate. If no subset is equal to the target,
no result is returned. Our implementation of the PSA is shown in Fig. 3.



154 C. Malakani et al.

Start knapsack

I CapacityOfKnapsack = auctionAmount |

NbrOfltems = nbrOfBidders

ListOfWeights = []

ListOfValues =[]

| I]ile)Wcighls.appcnd (0)[ I

| |lileNques,uppend((l)| |

KnapsackTable = [([0] *
(capacityOfKnapsack + 1)) for i in
range ((nbrOfltems + 1))]

For bidder
in bidders

For i in range (1,
(nbrOfltems + 1))

»(  End

auctionlnterestRate) * bidderAmount)

BidderValue = ((bidderInterestRate / |

For w in range (1,
(capacityOfKnapsack + 1)

[T nstorvatues.append tviddervatue) |

|N0|Tukingl|cm = knapsackTable [(i - l)llw]l

‘| | listOfWeights.append (bidderAmount)

| takingItem = (listOfValues[i] + knapsackTable[(i - D][(w - |i.~.0rwaghu|m|)|
|klmpsackTubchi 1iw] = max(notTakingltem, takingltem) l—

Fig. 2. 0/1 Knapsack flowchart

3.3 Blockchain and Security

Blockchain is a sequence of blocks, which holds a complete list of transaction
records [22]. A Blockchain is a growing list of records, called blocks, which are
linked using cryptography. Each block contains a cryptographic hash of the pre-
vious block, a timestamp and transaction data. The cryptographic hash of a
block is produced from the other field contained in the block which are: Block
number, Transaction data, Timestamp and Cryptographic hash of the previous
block.

A blockchain is resistant to modification of the data, as it is made up of a
chain of data blocks, with each block aware of the information in other blocks.
To illustrate this resistance to modification, assume a chain of three blocks 1, 2
and 3. At the onset, each block has information on the other blocks through a
hash value. If someone changes the data in block number 2, the hash value of
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while (n > 0)

if (sum == target)

sum += sets{ijlamount] if (x{i] ==

sumOfinterestRate = 0

for bidder in list

listappend(sets[i) if (x[i) == 1)

| interestRate = bidderinterestRate

| amount = bidderAmount I

I interestAmount = ((interestRate * amount) / 100)

\i sumOfinterestRate += interestAmount

Fig. 3. Flowchart depiction of PSA implementation

block number 2 will also change. Due to this change, the hash value of block 2
contained in block number 3 will no longer be the same as the new hash value of
block number 2. In such a case of disparity in hash values, the entire blockchain
becomes invalid. Blockchain is not completely impervious to attacks, but for an
attack to be successful, there would be a need to change the hash value on every
block in the chain. This is particularly difficult if there are numerous blocks in
the chain. Furthermore, blockchains often have validation software which check
the integrity of the blockchain regularly and at short intervals. By so doing, an
attacker has limited time to modify the entire blockchain, hence easy to detect.
Beyond this, blockchain also use consensus protocol to ensure security, especially
in P2P networks, such as our proposed P2PL platform. The next subsections
describe the use of P2P network and consensus protocol to ensure security.

Distributed P2P Network. In securing a distributed P2P Network, the
blockchain is replicated among several computer nodes. Transactions can then
be sent to any node within the network. Upon successfully completing the trans-
action, all the nodes “talk” to each other to compare and synchronize the copy of
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their blockchain [22]. A consensus protocol maintains the communication among
the nodes and makes sure that they have a unified version of the blockchain [23].
If an attacker changes the entire data of a blockchain in one node, the cor-
rupted blockchain will be replaced by the correct blockchains available in most
nodes when the consensus software verifies the validity of all the blockchains. In
this study we used a network composed of 3 computer nodes to illustrate and
implement the blockchain. Each node in this network, maintains a copy of the
blockchain as illustrated in Fig.4. The valid transactions after the validation of
the consensus protocol will be inserted in the database.

OopoEA HEHEHEHEE
(=) (=)
Database
EEEEER
(=)

Fig. 4. P2P blockchain model

Consensus Protocol. The consensus protocol is part of the blockchain system.
The role of the consensus protocol is to maintain the communication among the
nodes and ensure a unified and synchronize version of the blockchain exists
across all nodes [23]. The consensus protocol runs in every node to verify and
validate its blockchain. It does this by comparing hash values. Subsequently, it
compares the blockchain in each node with that of other nodes, to update them
or resolve conflicts. We implemented these processes in Python and Figs.5, 6
show the logical flow of our implementation. Upon completing the verification
processes, a new block (containing block number, transaction data, timestamp,
and cryptographic hash of the previous block) is created. This is then inserted
into blockchain via any of the nodes.

4 Illustrative Case Study

Suppose we have the following records in an auction:

— Borrower: Amount: $300; Interest Rate: 10% = $30.
— Lenders bids:

1. Amount: $20; Interest Rate: 5% = $1

2. Amount: $280; Interest Rate: 10% = $28

3. Amount: $295; Interest Rate: 3% = $8.85

4. Amount: $300; Interest Rate 15% = $45
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Fig. 5. Consensus protocol - hash value verification

In this auction the best compromise depends on the expectation of the bor-
rower. One borrower can find that the best compromise is to select the Bids 1
and 2 as they produce the full amount that the borrower is requesting for, that
is $300, and with a lower interest value of $29 ($1 + $28) compared to the $30
they proposed to pay back. Another borrower can find that the best compro-
mise is the third bid. Though it does not provide the full amount requested,
the borrower will pay back an interest rate of only $8.85 which is much lower
and more favourable. The borrower might feel happy with the $5 compromise on
the amount requested, that is $295 instead of the $300 being requested for. The
0/1 Knapsack algorithm does not always choose the bid(s) that provide the full
amount of the auction, but it will choose the bid(s) that maximize the profit.
In essence it will select the bid(s) that offer the best combination of amount
and interest rate. Table 1 shows the output of the knapsack algorithm for this
illustrative example.

In applying PSA to the illustrative example, the set would be made up of
{bid1, bid2, bid3, bid4}. The auction system then identifies the subsets {bid1,
bid2} and {bid4}, as they sum up to the auction amount ($300). The subset that
will be selected for the auction would thus be {bid1, bid2} because it provides
the smaller interest rate (31 4+ $28 = $29). This is also less than or equal to the
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Fig. 6. Consensus protocol - blockchain verification

Table 1. Application of Knapsack algorithm in Auctioning

Direct Auction

[Reverse Auction

Items (Bidders#)

N=4

[N=1

Knapsack Capacity
(Auction amount)

Lender Amount = $300

Borrower amount = $300

BidderInterestRate - Baader Amount

AuctionlnterestRate - Bidder Amount

AuctiopInterestRate Diddqy IntereatRa e

v = = % 20 10 v = =10

v27}8*280*280 02:7*280:280
Value vz = ¥ * 295 = 88.5 vz = 1 * 295 = 983.3

v4:§*300:450 vg = 12 % 300 = 200
Weights (Bidder|W1 = 20, W2 = 280, W3 = 295, W4 = 300 |[W1 = 20, W2 = 280, W3 = 295, W4 = 300
Amounts)

Result and Observa-
tion

The algorithm selects bid #4, as it produces
the best profit for the lender with the highest
interest rate.

Bids 1 & 2 together seem to be a good deal as they
provide the full amount requested by the borrower
($300) while paying $29 ($1 +8$28) as interest, which
is less that the $30 that the borrower proposed in the
auction. The algorithm will however select Bid #3
because it provides the best profit for the borrower as
the borrower will pay back an interest rate of $8.85
which is much lower yet he receives $295, which is
close the amount requested ($300).

interest rate proposed by the borrower ($30), while the second subset provides an

interest rate which is higher ($45). Table 2

shows a comparison of the knapsack

and PSA for two bidding scenarios using both reverse and direct auctioning.
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Table 2. Comparison of results of knapsack and perfect sum algorithms

Knapsack PSA

Reverse Auction: Bid(s) selected: Bid(s) selected:
Borrower: Amt.=$300; Rate: 10% =$30
Lenders bids:

1. Amt.: $20; Rate: 5% = $1

2. Amt.: $280; Rate: 10% = $28 3. Amt.: $295; Rate: 3% = $8.85|1. Amt.: $20; Rate: 5% = $1
3. Amt.: $295; Rate: 3% = $8.85 2. Amt.: $280; Rate: 10%=%$28
4. Amt.: $300; Rate 15% = $45

Reverse Auction: Bid(s) selected: No match found

Borrower: Amt.=$300; Rate: 10% =$30
Lenders bids:

1. Amt.: $295; Rate: 3% = $8.85 1. Amt.: $295; Rate: 3% = $8.85
2. Amt.: $300; Rate 15% = $45
Direct Auction: Bid(s) selected: Bid(s) selected:

Lender: Amt.=$300; Rate: 10% =$30
Borrowers bids:

1. Amt.: $20; Rate: 5% = $1

2. Amt.: $280; Rate: 10% = $28 4. Amt.: $300; Rate: 15% = $45 |4. Amt.: $300; Rate: 15% = $45
3. Amt.: $295; Rate: 3% = $8.85
4. Amt.: $300; Rate 15% = $45
Direct Auction: Bid(s) selected: Bid(s) selected:
Lender: Amt.=$300; Rate: 10% =$30
Borrowers bids:

1. Amt.: $20; Rate: 15% = $3 3. Amt.: $290; Rate: 30% = $87 |1. Amt.: $20; Rate: 15% = 3$
2. Amt.: $280; Rate 10% = $28 2. Amt.: $280; Rate 10% = $28
3. Amt.: $290; Rate 30% = $87

5 Application Development

In implementing our proposed Trading 4.0 P2PL platform we developed a web
application, which is described in this section.

5.1 Requirements

User Requirements. The user requirements specify the actions that the user
must be able to perform. These include: ability to register users on the plat-
form. Borrowers should be able to publish loan requests on the platform and
specify the amount and maximum interest rate they are willing to pay, while
lenders should be able to publish lending offers on the platform by specifying
the amount and the minimum interest rate they are willing to accept. In direct
auctioning, borrowers must be able to view all the active lending offers and
related conditions, while in reverse auction mechanism, the loan request and the
corresponding conditions should be visible to lenders. Finally, after the matching
of demands and offers, the user that initiated the transaction must be able to
fully view and validate the transaction(s).

Functional Requirements. The functional requirements focus on what the
system is meant to do. For our secure Cloud-based P2PL system, the functional
requirements include i) allowing lenders request for loans and borrowers provide
funds through a bidding system; ii) select the best among multiple bids by using
direct and reverse auctioning mechanism; iii) ensure security and traceability of
transactions using blockchain technology.
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Non-functional Requirements. Non-functional requirements focus on the
conditions that determine the quality of a system. They focus on how the system
works rather than what it does. They often include usability, including user inter-
face and user experience; security, including authentication, and accountability;
and maintainability, including customer support, software upgrades etc.

Activity Diagrams. Figure 7 illustrates the interaction between users and the
system.

User System

Display Offers / Requests
—-[ Match Offers and Requests ]

N
Publish Request °¢ Match Found?

Yes

Publish Offer Notify Participant
Validate Transaction

Transaction
validated by
the
participant?

Confirm transaction and insert
it in the blockchain

Fig. 7. Activity diagram of the proposed system

Functional Diagram. The main functionality of the trading platform can be
split into 3 categories of sub-functions, and the relationship between them is
depicted in Fig.8. The first group consists of the functions performed by the
users, including signing up, and logging into the platform, posting requests,
offers, placing bid and validating transactions. The second group represents the
functions performed by the auction system. It includes displaying published
offers and requests, matching offers with requests, notifying participants and
logging the transaction in a blockchain. The last group are performed by the
blockchain system. Upon receiving the transaction, a block with a cryptographic
hash value is created and inserted into the blockchain of one of the computer
nodes, as described in Sect. 3.

5.2 Data Model Design

Due to the large number of users (lenders and borrows), the dynamic nature of
the intended trading platform and the speed at which data is generated, data



Trading 4.0: An Online Peer-to-Peer Money Lending Platform 161

Trading 4.0: A Money
Lending Platform

Create cryptographic
block for the transaction

Publish Offer

Insert Block in the
blockchan i one of its
computer Nodow
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m R S — POl
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Fig. 8. Functional decomposition

associated with the P2PL platform can be described as Big Data. Big Data is
defined as large volume of unstructured data that are too complex for traditional
relational data management software to process. Such data are often large in
volume, in different formats and generated at a fast pace. Figure9 shows the
architecture of a Big Data orchestration, from data acquisition at the source to
analytics and reporting to gain useful insight. In the context of our work, data
is acquired in real-time and processed in a streaming manner. Due to enormous
size of the data and amount of computation required, processing is carried out on
a Cloud computing infrastructure. A Data model is a collection of concepts that
can be used to describe the structure of a database [27]. In this work MongoDB
(a Cloud based NoSQL database management tool) is used. The corresponding
data model and relationship between entities is depicted in Fig. 10.

Data Batch
Storage Processing
Analytical

4 data Store

Analytics,
Data Machine Auditing
Sources Learning And

Reporting

Blockchain
Real-time
Message Stream
Ingestion Processing

Orchestration

Fig. 9. A Big Data orchestration model [28].
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User

Id: "xooo”

Name: “xxx"
First_name: “xxx
Date_of_birth: date

Phone_number: 123
Email: "email”
Address: “address
}
1 1
Offer Request
{ {
Id: 000K I “x00c™
User_ld: oo User_ld: oo
Amount: 123 Amount: 123
InterestRate: 10 InterestRate: 10
Duration: 3 Duration: 3
) }
- - - -
Auction Transaction
{ {
Id: =000 Id: "0
Type:"Direct” A Auction_id: “xooox”
Offers: [) Offers: [)

Requests: () Requests: ()
Amount: 123 )
Duration: 3

Fig. 10. Data Model design

5.3 Interface Design

The user can interact with the platform using a web browser or a mobile appli-
cation. Snapshots of the user interfaces are given below.

1. Publish a new offer or request. Figure1ll shows the interface through
which users can publish a new loan offer (lender) or request (borrower).

2. General Dashboard. Once requests and/or offers have been made, they are
published by the system on a general dashboard. This is as illustrated in the
snapshot in Fig. 12.

3. Loan Details. Figure 13 is a snapshot showing the details of an offer or
request in an auction as well as the bids available.

5.4 Prototype

Our prototype system was developed using the following components:

Hardware. The front-end application was hosted on a computer running Win-
dows 10, with 8 GB RAM, while and the back end which include the auction
system, blockchain and database were hosted on a Cloud infrastructure. At least
three different virtual machines are needed for the blockchain implementation.
For this work, we used an Openstack deployment made up of 5 systems as the
backend. Openstack was chosen because it is a free and opensource platform
for creating testbed Cloud infrastructure. The systems had similar specifications
and were configured as follows: 2 GB RAM, 4.0 GHz CPU, running windows OS.
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Interest Rate
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Fig. 11. New offer/request interface

wWoow S T @
W i S % @
W i 3 W @
F R R
F R R
FE R

Fig. 12. Published offers and request dashboard

The auction system was hosted on machine 1, the database on machine 2, while
machines 3 to 5 ran the blockchain system.

Software. The auction system was developed using Python 3.7 and data in
JSON format. “PyMongo 3.8.0” was used to create a MongoDB database client,
while a web socket was used to maintain the communication between the
front and back ends. The front-end was developed using C# and ASP.NET
MVC 5. Libraries used included: “Bootstrap3.4.1” for designing the user
interface; “Newtonsoft.JSON.12” for converting C# object to JSON format,
“WebSocketSharp.1.0.3-rc11” was used to implement the web socket connection
between the front and back-end. “Flask-1.1.1" was used to maintain the http
communication between the auction system and the blockchain.

Functions, Methods and Classes. The main classes used in the application
include: User class, Offer and Request classes, Auction class, Transaction class,
Knapsack class (implements the knapsack algorithm to match offers and requests
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Fig. 13. Detailed view of loan offer/request

in an auction), PerfectSum class (implements the Perfect sum algorithm), and
Blockchain class, which contains all the methods needed to implement the
blockchain. These methods include: register_node, create_block, resolve_conflicts
(implementation of the consensus protocol), and valid_chain (verifies integrity of
the blockchain through hashing).

6 Testing

During the developmental stages, several tests were carried out to ensure func-
tionality of the various subcomponents of the system. These limited testing were
done mainly on the auction system and the blockchain. Dynamic tests were also
conducted to ensure that the publishing of offers, and requests and place bids
functioned as expected. The knapsack and Perfect Sum algorithms were tested
to make sure that they produce the expected results while matching the offers
and requests in an auction. Finally dynamic tests were done to test some func-
tionalities of the blockchain to make sure that new blocks were successfully and
inserted into the blockchain for each completed transaction. The rest of this
section described the extensive tests carried out on the application.

6.1 Test Design

Functional Testing. Functional testing involves testing the main functions of
the software. Each functional requirement can be considered as a test scenario
and we carried our several tests for each, as summarized on Table 3.

API Testing. API testing involves testing application programming interfaces
(APT) directly to determine if they meet the expected functionalities. API testing
was carried out on the blockchain using a Postman. Table 4 shows the design of
the API testing.

Load Testing. Load testing focuses on the ability of a system to handle increas-
ing levels of loads resulting from transaction requests generated by concurrent
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Table 3. Test scenarios

Test scenario Test cases

Publish loan request Publish loan request with valid data

Publish loan request with invalid data

Publish lending offer Publish lending offer with valid data
Publish lending offer with invalid data
Place bid Place bid with valid data

Place bid with invalid data

Match Offers & requests | Match a lending offer with several borrower bids

Match a borrowing request with several offer bids

Blockchain Insert a new transaction in the blockchain in any node

Delete or change blockchain in any node and run consensus protocol

Table 4. API testing

Functionality Path Method | Body (form-data Expected result
field)

Insert a new http://{node} | POST | Key: transaction; Code: 200 OK. Message:
transaction in the /transaction Value: {transaction | Transaction Confirmed. New
blockchain in any node | /confirm value in JSON} transaction inserted in

blockchain and Database
Get the blockchain from | http://{node} | GET Code: 200 OK. Display
any node /chain blockchain Data
Manually delete or http://{node} | GET Code: 200 OK. Blockchain
change blockchain data | /nodes data restored (execute the
from any node and /resolve following url to check
Execute consensus “http://{node}/chain”)
protocol on the node

users or processes. The result of the load test shown in Fig. 12 was performed
on a system with 8 GB of RAM. The result can be improved by distributing
the system across multiple servers and implementing a load balancer between
the front-end and back-end. This can help balance the user requests load and
increase scalability and redundancy of the system. These were out of scope of
this project.

6.2 Test Execution

Test Case Execution. The test cases were executed using dynamic testing.
Dynamic testing includes executing the software to see if the requirements are
executed perfectly. The Table 5 shows some of the important tests carried out.

Load Testing Execution. The test was performed on Artillery.io, which is
an advanced load testing toolkit [29]. The test was performed for a duration of
2min, with a ramp up arrival rate (increase in users) from 50 to 150 virtual users
over 2min. The result of the tests is shown in Fig. 14.
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Table 5. Test cases execution

Description Execution steps
Match a lending offer with 1. Publish Offer: Amount $300; Rate 10%; Duration 3 months
several borrower bids 1 2. Bid Requests:

Amount: $20; Rate: 5% = $1

Amount: $280; Rate: 10% = $28

Amount: $295; Rate: 3% = $8.85

Amount: $300; Rate 15% = $45

EXPECTED RESULT/SELECTED BID(S)
Knapsack: Amount: $300; Rate: 15% = $45
PerfectSum: Amount: $300; Rate: 15% = $45
Match a lending offer with 1. Publish Offer: Amount $300; Rate 10%; Duration 3 months
several borrower bids 2 2. Bid Requests:

Amount: $20; Rate: 15% = $3

Amount: $280; Rate: 10% = $28

Amount: $290; Rate: 30% = $87

EXPECTED RESULT/SELECTED BID(S)
Knapsack: Amount: $290; Rate: 30% = $87
Perfect Sum: Amount: $20; Rate: 15% = $3
Amount: $280; Rate: 10% = $28

Match a borrowing request 1. Publish Offer: Amount $300; Rate 10%; Duration 3 months
with several offer bids 1 2. Bid Requests:

Amount: $20; Rate: 5% = $1

Amount: $280; Rate: 10% = $28

Amount: $295; Rate: 3% = $8.85

Amount: $300; Rate: 15% = $45

EXPECTED RESULT/SELECTED BID(S)
Knapsack: Amount: $295; Rate: 3% = $8.85
Perfect Sum: Amount: $20; Rate: 5% = $1
Amount: $280; Rate: 10% = $28

Match a borrowing request 1. Publish Offer: Amount $300; Rate 10%; Duration 3 months
with several offer bids 2 2. Bid Requests:

Amount: $295; Rate: 3% = $8.85

Amount: $300; Rate: 15% = $45

EXPECTED RESULT/SELECTED BID(S)
Knapsack: Amount: $295; Rate: 3% = $8.85

Perfect Sum: No match found

In summary, the load test ran for 130s, with 12,037 virtual users. In total
84,259 transactions were carried out during the test duration. The system can
handle load increase of up to 150 users and/or transactions per second and still
meet its performance objectives without errors.
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Test run on 07 Oct 2020 23:01:58

Fig. 14. Test cases execution

7 Conclusion

Peer-to-peer lending (P2PL) platforms have come a long way from their early
days in the 16th century, though they have maintained their primary use of
providing monetary loan in a quick and convenient manner compared to other
formal financial institutions. Over the years P2PL platforms have adopted the
Internet and are avail customers the opportunity to lend money from the comfort
of their house or via their Smart phones. However, with ubiquitous accessibly
comes greater security risk, thus frauds are not uncommon in online P2PL sys-
tems. In this work we developed a secure money lending platform which uses
reverse and direct auctioning to provide the best compromise for lenders. The
system uses knapsack and perfect sum algorithms to determine the best match
between loan requests and offers. Finally, a multi-nodal blockchain model was
used to ensure security and traceability of transactions. Details of the developed
prototype application were given, alongside results of requirement tests carried
out. Obtained results show that indeed the system was able to offer users best
“deal” with regards to lending money.

Though we have developed a functional system, there is still room for
improvement. Our current system has a limit on the number of user requests
it can handle, in future work a load balancer could be implemented to balance
requests loads, increase scalability and redundancy of the system. Furthermore,
this work only considered two auctioning mechanisms, more models and a mobile
version could be considered in the future. Finally, the application of the auction
mechanisms developed to support resource allocation in i) “Internet-of-Things in
motion” as suggested in [30,31] and ii) multi-sink fog-based based Cyber physical
ToT systems as suggested in [32,33] are other avenues for future work.
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