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Abstract. The paper is devoted to model based testing against non-
deterministic specifications. Such test derivation strategies are well devel-
oped, for example against non-deterministic Finite State Machines, how-
ever the length of the corresponding test suite can be exponential w.r.t.
the number of specification states. We therefore discuss how a test suite
can be minimized or reduced when certain level of guarantee concerning
its fault coverage is still preserved. The main idea behind the approach
is to augment the specification by assigning probabilities for the non-
deterministic transitions and later on evaluate the probability of each
test sequence to detect the relevant faulty implementation. Given a prob-
ability P which is user-defined, we propose an approach for minimizing
a given exhaustive test suite 7'S such that, it stays exhaustive with the
probability no less than P.

Keywords: Model based testing + Non-deterministic finite state
machines - Guaranteed fault coverage - Probabilistic approach

1 Introduction

Model based testing has been actively developing in the past decades; the inter-
ested reader can find various recent works, in particular, when checking the
proceedings of related conferences such as the International Conference on Test-
ing Software and Systems (ICTSS), the International Symposium on Software
Testing and Analysis (ISSTA), the Workshop on Model-Based Testing (MBT),
the International Conference on Software Testing, Verification and Validation
(ICST), etc. Finite State Machine (FSM) based testing assumes that the spec-
ification of the System Under Test (SUT) and its implementations are given
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as FSMs and usually the possible implementations share the same input/output
alphabets with this specification FSM. In this paper, we study non-deterministic
FSMs as related specifications. We note that various (preset and adaptive) test-
ing strategies have been previously proposed for such machines, considering not
only the test suite derivation but also learning the specification, test suite mini-
mization and complexity estimation for the aforementioned tasks (see for exam-
ple, [2,4,5,10]).

In this paper, we consider a white box testing approach, where all the possible
faulty implementations are explicitly enumerated [4,7]. A complete test suite
is built in such a way that each faulty implementation is killed (detected) by
some test case of the test suite (test suite exhaustiveness). Such a test suite
can be derived, for example, via adding to the test suite each sequence that
distinguishes a potential faulty implementation from the specification machine.
However, when the conformance relation is represented by non-separability!,
the length of a separating sequence can be exponential (w.r.t. the number of
the specification states) [8], and this makes the approach unpractical, even if
the fault coverage can be guaranteed. We propose to preserve the fault coverage
up to a given level of certainty through augmenting the specification FSM with
probabilities. Indeed, whenever for a given input at a given state two or more
outputs are possible, these outputs can appear with certain probability. Note
that in this paper, we do not discuss how such probabilities are assigned or
obtained; they can be provided due to some additional knowledge of an SUT,
or its stochastic behavior which can be revealed, for example, during the system
monitoring. We only assume that the augmentation of the specification with
probabilities is possible.

Once the specification FSM is augmented with probabilities for each non-
deterministic transition, a given complete test suite can be filtered, i.e., the
sequences that are derived for detecting some faulty implementations can be
deleted depending on the likelihood of being detected by other test sequences.
The level of such likelihood is determined by a user defined probability P. We
propose a method for calculating the related likelihood and also discuss how a
given exhaustive test suite can be minimized in such a way that it stays exhaus-
tive at least with probability P. Note that we are not aware of any works for
test suite minimization with guaranteed fault coverage against probabilistic non-
deterministic FSMs and this is thus, the first attempt.

2 Preliminaries

When testing against FSMs, guaranteed fault coverage can be achieved when
a corresponding fault model is properly defined. A fault model [6] is a triple
(8,Q, FD) where S is the specification of the system behavior, @ represents the
conformance relation between an implementation Z; under test and the specifi-
cation S, while F'D is a fault domain which limits the set of possible implementa-
tions, i.e., Z; € F'D. We are interested in an exhaustive test suite, i.e., a test suite

! There exists an input sequence such that output responses of the specification and
an implementation to this sequence do not intersect.
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that detects each implementation Z; € F'D that is not conforming to S (Z; @ S).
Moreover, we work under the white box testing methodology, which means that
the implementations from F'D are explicitly enumerated, F'D = {Zy,Zs,...,Zy}.
Usually, each 7; € F'D corresponds to a potential faulty implementation and
thus, represents a mutant (transfer and/or output) of the specification S. In this
work, @ is the non-separability relation (%) which we further adjust to proba-
bilistic non-separability while the specification is represented by an initialized
complete non-deterministic observable FSM S.

An FSM is a 5-tuple S = (S, 1,0, hg, so) where S is a finite nonempty set
of states with the designated initial state so € S, I and O are finite input and
output alphabets, and hg € S x I x O x S is a transition relation. The FSM
S is non-deterministic if for some pair (s,4) € S x I, there exist several pairs
(0,8") € O x S such that (s,i,0,s") € hg; otherwise, the FSM is deterministic.
The FSM S is observable if for every two transitions (s, 1,0, 1), (s,4,0,$2) € hg
it holds that s; = so; otherwise, the FSM is non-observable. The FSM S is
complete if for every pair (s,7) € S x I, there exists a transition (s,i,0, ') € hg;
otherwise, the FSM is partial (partially specified).

Let each 7; € F'D and S share the same input alphabet I. We say that 7; @ S
if there exists a separating sequence o € I* for Z; and S, i.e., the set of output
reactions of Z; and S to a do not intersect, i.e., out(Z;, &) Nout(S, o) = (), where
out(Zj, ) (resp. out(S,a)) is the set of output responses on « at the initial
state of the FSM Z; (resp. FSM S). Otherwise, Z; is non-separable from the
specification machine S. Note that T'S is an exhaustive test suite w.r.t. the fault
model (S,=, FD = {Z1,Z,,...,1x}), if for each Z; € F'D, there always exists
such o; € T'S that separates Z; from S.

Deriving such complete test suite T'S is possible and this problem has been
well studied previously (see, for example [4,10]). However, the length of the
corresponding separating sequence (even for a given mutant) can be exponential
w.r.t. the number of states of the specification FSM S. Therefore, an iterative test
suite derivation even for the white box testing approach can return a test suite
of exponential length. Correspondingly, in this paper, we discuss how such test
suite (length) can be reduced via introducing probabilities to the specification
FSM and a given level of certainty about the T'S exhaustiveness.

3 Introducing the Probabilities in the Specification

Given the specification machine & = (S,1,0, hg, sp), we augment each non-
deterministic transition (s, ,0,s’) € hg with the probability p. The probabilistic
specification is thus the FSM & = (S, 1,0, hg, s¢, pr), where pr is the function
that defines the probability for the output o to be produced at state s under
input 4, pr : S x I x O — [0,1]. Note that, we restrict the assignation of pr
in such a way that Vs € S Vi € I) _,pr(s,i,0) = 1. The function pr can
be extended over input/output sequences from (I0O)*; given an input/output
sequence «/f = (/' /0).(i/0), pr(so,a, B) = pr(so, o/, 5) * pr(s,i, o), where s is
the o’ /#'-successor of the state sg of the specification FSM S; if the trace o' /5’
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is not defined at state sg then this probability equals 0. Note also, that for the
defined sequence y such a successor is unique due to the observability of the
specification FSM S. Note as well, that as usual pr(s,e,¢) = 1.

As an example, consider the FSM in Fig. 1 where transitions at states 1 and
2 are non-deterministic and augmented with probabilities.

i2/02

i1/o1 (p=0.2)

i1/03 (p = 0.85)
i1/02 (p=0.8)

. i1/02 (p = 0.15), i2/01
iz2/01

i1/0]

Fig. 1. An example probabilistic FSM S

The notion of a probabilistic FSM has been introduced before, as well as
the notion of distinguishability (as non-equivalence) for such machines (see for
example, [1,3,9]). However, in this work, we consider the non-separability con-
formance relation that we adjust, having such an augmented probabilistic spec-
ification FSM S.

For a fault model (S, {Z;,Z5,...,Zx}) we thus define a probabilistic sep-
arability for a given implementation Z; from the specification S. Given P as a
user defined probability?, a sequence o € I* is a P-probably separating sequence
for Z; and S, if Zﬁ@ut(zwa)mout(s,a) pr(so, e, ) < 1 — P. Note that Z; is not
probabilistic, and pr(sg, o, ) is the probability to observe § when « is applied
at the initial state so of S. For the considered example FSM S (shown in Fig. 1),
and a potential implementation Z; shown in Fig. 2, by direct inspection one can
observe that a = 145 is a 0.8-probably separating sequence.

i2/01

i2/02

il/O]

’i[/Oz

Fig. 2. An implementation FSM Z; € FD

2 A level of certainty that a sequence separates the specification and an implementa-
tion.
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For a fault model (8,2, FD = {7;,7,,...,Zx}), we say that the test suite
P-T'S is P-probably exhaustive if VI; € F'D Ja € P-T'S such that o is a P-
probably separating sequence for Z; and S. We aim at deriving such test suites

for user defined probabilities via filtering a given exhaustive test suite T'S for
the fault model (S,%, FD = {T;,Zs,...,Zx}).

4 Minimizing an Exhaustive Test Suite Against
(Sa %’, {1.17 I27 oo aIk}>

Given an exhaustive test suite T'S = {a1,...,a;} derived for the fault model
(8,2, FD = {11,I,,...,I1}), given also a user defined probability P, we pro-
pose to derive a test suite P-T'S C T'S, aiming at reducing |P-T'S| (in size),
and which is P-probably exhaustive for (S,2 FD = {Z1,Z,...,Zy}). In order
to do so, we propose to build a matrix M whose rows correspond to the test
sequences of T'S while columns correspond to all the implementations from
FD. m;; contains the maximal guaranteed probability p;; for the sequence
o; (in lexicographical order) to separate the implementation I; (also in lexico-
graphical order) from the specification FSM S. This probability is calculated as
pij = 1- ZBEout(Ij,ai)ﬁout(S,ai) p’f‘(So, Qi B)

Note that, by construction, each column of the matrix M contains at least
one 1, as the test suite T'S is exhaustive. After M is derived what is left to
do is to build a minimal cover of it, such that a subset P-T'S corresponding to
the rows covers all columns {Z;,7s,...,Z;}, where each probability p; ; > P.
The latter means that for each potential faulty implementation from FD there
exists at least one test sequence from P-T'S that P-probably separates it from
the specification S.

We omit the discussion about how such a row cover can be constructed -
it can be done through an explicit combinatorial enumeration or various (com-
binatorial) optimization strategies can be applied. The solution to the problem
always exists and in the worst case scenario, when nothing could be minimized,
P-TS=TS.

Consider again the example FSM S, and the FD = {Z;,75,73}, where I,
is the mutant from Fig.2; it is separated from S via a = iyigi; € T'S. I,
shown in Fig. 3 is separated from S via the application of a = d141, and 0.2-
probably separated via a = i1is. Finally, the mutant Z3 is shown in Fig. 4. The
corresponding separating sequence is o = i1is.

Assume that the T'S = {iy41,4102,414201 }; the matrix M for the example

097 1 0.2
FSM, mutants 77, Z, and Z3 and this test suite is the following: | 0.8 0.2 1
1 036 1

As an example, note that the M cover that only consists of first two rows
provides 0.97-probably exhaustive® P-T'S = {i1iy,i1i2}. The last test sequence
thus can be omitted, preserving the exhaustiveness with the probability 0.97.

3 This is just an illustrative example; some other pair of rows can even return an
exhaustive test suite, nonetheless longer.
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i2/02

i1/02 i2/01

i1/o2 i1/02

Fig. 3. An implementation FSM Z, € F'D

i2/02

i1/03

i1/02 il/Ol

) i1/02, i2/01
i2/02

Fig. 4. An implementation FSM Zs € F'D

5 Conclusion

In this paper, we discussed a possibility of reducing an exhaustive test suite
built for a non-deterministic specification, via augmenting this specification with
probabilities. The proposed technique relies on a user defined probability P that
each potential faulty implementation will be detected (with this probability).
The same approach can be applied for a test suite with adaptive separating
sequences. In this case, the probability of a test case is the minimum probability
of all test case traces. Note also that the proposed approach can also be applied
for filtering a non-exhaustive test suite, as long as the sequences left, respect the
P-separability relation with the specification.

As a future work, we plan to extend this short paper by considering other
fault models, as the proposed technique only considers the non-separability con-
formance relation and only relies on the white box testing assumption. At the
same time, we plan to investigate the model learning strategies for obtaining the
probabilities of interest. Finally, as for test derivation, it is interesting to con-
sider how an augmented specification can be used for choosing input sequences,
which are more efficient for distinguishing faulty implementations from the spec-
ification.
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