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Preface

The Internet of Things (IoT) is emerging as one of the most prominent technologi-
cal concepts in the twenty-first century. We live in a world where new objects are
connected to the Internet with the aim of improving and facilitating people’s lives.
In addition, objects that we did not even imagine a few years ago as part of the net-
work are now beginning to be connected, offering a new immense range of possi-
bilities. The main motive of this book is to provide insights into 10T, its applications,
and implementation techniques. Today, IoT has become a promising technology
that connects the different objects embedded with sensors and software to exchange
information without human intervention. Here, various IoT-enabled technologies
and applications will be discussed along with their pros, cons, and future directions.

This book will also cover the future of IoT in various sectors and will discuss
how IoT will be proven to game-changing technology. In this book, the IoT design
methodology to define the domain model will be discussed. The designing process
using Arduino that offers smart, connected, and secure elements will also be empha-
sized in this book. The integration of IoT with blockchain, cloud, machine learning,
big data, embedded software, and sensors will be covered here. At last, we also
intend to cover the various technologies that can be integrated with IoT to get the
optimized use of this technology. That is why this book, IoT Based Smart
Applications, has been written with the collaboration of international scientists who
provide different visions and solutions to some of the most important current prob-
lems from the point of view of the Internet of Things community and from an even
more interesting mixed point of view.

Chapter 1 is entitled “A Study on COVID-19, Its Origin, Phenomenon, Its
Variants and IoT-Based Framework to Detect the Presence of Coronavirus.” In this
chapter, the authors focus on finding out solutions for the detection of this conta-
gious viral infection at the earliest. Computer-based artificial intelligence can be
used to monitor and detect the symptoms of coronavirus. For detection of coronavi-
rus infection, computers or smartphones can be embedded with biosensors that will
perceive the information and will convert the information into digital data. In this
chapter, a study on the coronavirus is done and an IoT-based framework is proposed
to detect the coronavirus using IoT-based sensors. The proposed approach will be
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able to detect the pandemic in its early stages, and so better options will be there to
prevent and cure.

Chapter 2 is entitled “Blockchain for Internet of Things (IoT): Research Issues,
Challenges and Future Directions.” The authors explain the importance of the
blockchain for the Internet of Things. Traditional electronics has become smarter as
a result of seeing things on the Internet. Whereas this era known as Blockchain
appears as a first-rate deliver of presenting safety to this new age of technological
programs, the speedy evolvement of smart devices demands trusted security for the
maintenance of the IoT containing application’s knowledge safety, security, and
authentication. This research inspects the IoT protection answers by using integrat-
ing IoT programs with blockchain. The evaluation consists of blockchain basics,
kinds, and layout for the Internet of Things. It will also look at the hurdles and
problems of IoT in blockchain adoption, particularly in terms of security, privacy,
throughput, block size, multichain management, and social control.

Chapter 3 is entitled “Smart Healthcare by Harnessing the Internet of Things
(IoT): Applications, Challenges and Future Aspects.” In this chapter, the authors
discussed IoT-enabled devices that have helped in solving many problems in the
healthcare sector. The improved potential to keep patients safe and healthy has
empowered physicians to provide superlative care. These devices range from sen-
sors that monitor patient’s gluten and glucose levels in the blood, blood pressure,
and heart rate to even monitoring food and water intake. This chapter intends to
provide a detailed overview of how IoT has spread its branches far and wide into the
field of healthcare. The real-time applications of IoT, such as the diagnosis of dis-
eases, surgery, and clinical trials, have been explained in detail. Moreover, various
important aspects like biosafety, security, and legal challenges with respect to its
commercialization have also been discussed.

Chapter 4 is entitled “Applications of IoT in Smart Homes and Cities.” This is a
summarized chapter in which the authors focus on some of the most interesting
concepts behind IoT, like the different possible applications of IoT in smart homes
and smart cities, the components related to IoT architectures, the importance and
type of sensors, the main network technologies, implementation of IoT, the most
relevant current challenges, and some possible lines of future work.

Chapter 5 is entitled “Gesture-Based Smart Assistive Device for Elderly and
Disabled People Using IoT.” In this chapter, the authors introduce the design in a
manner that many elderly people and people with disabilities receive daily benefits.
This is done using sensors and microcontrollers to achieve automation with the
widely used Android mobile operating system. Home appliances and electrical
devices can be controlled via Bluetooth wireless communication protocol and
Android mobile from anywhere outside of the house when the appliances are not
switched off. Numerous home appliances and electrical devices such as fans, refrig-
erators, and lights can be controlled via the Android OS. Home automation can
include the control of HVAC (heating, ventilation, and air conditioning), lighting,
security locks of gates and doors, home appliances, and devices to provide and
improve convenience, comfort, energy efficiency, and security. Home automation
can provide a better quality of life for those who may need care or nursing facilities,
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people with disabilities, and the elderly. To address the problem, solutions and
related technologies are reviewed and presented.

Chapter 6 is entitled “loT-Enabled Intelligent Traffic Management System.” In
this chapter, the authors address the problem of rapidly rising vehicle count and
propose intelligent transportation problem using various sensors. The chapter
focuses on providing a review of some challenges and emerging trends, and com-
pares various sensor frameworks in terms of cost, reliability, accuracy, performance,
and maintenance. The number of automobiles on the road has risen dramatically in
recent years. Traffic congestion is a rising issue that everybody deals with daily.
Manual traffic control by traffic cops has not proven to be successful. The signal’s
fixed set time in all conditions (low and high traffic density) hasn’t solved the issue.
The use of the Internet of Things (IoT) is proposed as a model for effectively solv-
ing the problems described above. For Internet-based computing, we use the cloud,
which provides various resources such as servers, storage, and application for traffic
management. To track the number of vehicles and traffic congestion on a road, a
network of sensors is used, and rerouting is done according to the traffic density on
the lanes.

Chapter 7 is entitled “A Survey and Challenges: Embedded System on IoT.” An
embedded system is made up of electronic hardware and software. It contains a sen-
sor to sense the environment and actuators to respond. There are millions of such
embedded devices available in the environment, but interoperability between them
is a significant issue. IoT is a technology that provides communication between
such embedded devices over the Internet. Therefore, the existence of IoT is an out-
come of the fourth industrial revolution of disruptive communication technologies.
It is integrated with sensors, embedded systems, computing, and communication
technologies. Embedded system is the heart of IoT. IoT computes and communi-
cates data and stores it in the cloud for future data analysis. IoT is mainly used to
provide seamless data storing and analyze the environment. This chapter addresses
the design aspects of a system required for IoT to use in any general application.
This chapter presents system architectural comparison, interrupts, task execution,
scheduling, switching tasks and latency, prioritization of tasks, real-time tasks, real-
time operating system, multitasking, sensors, actuators, memory footprints, and
communication standards. This chapter summarizes the architecture and its proces-
sors recommended for IoT.

Chapter 8 is entitled “Integration of Big Data and IoT in Modern Era.” This is a
summary chapter in which the authors focus on some of the most interesting con-
cepts about big data, existing attacks, and an integration technique of big data and
IoT that will help reduce the data generated in an IoT environment.

Chapter 9 is entitled “Internet of Things (IoT) for Sensor-Based Smart Farming:
Challenges and Opportunities.” In this chapter, the authors talk about the implemen-
tation of IoT in the smart farming and agriculture industry and its various applica-
tions in the field of technological advancements. In the past couple of years, the
agriculture sector has grown a lot because of the advancements in technology. For
instance, with the assistance of the Internet of Things (IoT), farmers can now moni-
tor soil humidity, crop health, and many other parameters using various sensors
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without even going to the field. Thus, by reducing human intervention through auto-
mation, Internet of Things (IoT) technology can make the agriculture industry more
efficient and effective, and can lower the production cost. Internet of Things is a
gateway to the solution of smart farming which will certainly mitigate problems like
famines.

Chapter 10 is entitled “Implementation of IoT in Various Domains.” In this chap-
ter, the authors discuss IoT for industrial applications and how these systems are
being implemented in various fields. Moreover, the authors focus on the implemen-
tation, advantages, disadvantages, and applications for Industry 4.0. The authors
also analyze the usage of artificial intelligence (AI) that has moved H-IoT to almost
the next level in various domains in which a range of different sensors is com-
monly used.

Chapter 11 is entitled “Application of IoT in Wearable Technology.” According
to the authors, Internet of Wearable Things is among the expert improvements that
have adapted to the digital age. Wearables are finding a wider range of applications
in our everyday lives. A wide range of digital gadgets referred to as “wearables”
includes sensors that offer the thrilling possibility for features used in tracking and
sending alert signs. Wearables are grouped into four dominating bunches: (i) well-
ness, (ii) sports exercises and ordinary distraction, (iii) observing and confinement,
and (iv) security. They depict how different sensors may provide a wide range of
readings that could be useful for a range of methods. Wearables come in a variety of
shapes and sizes; they all have a certain purpose to perform in different sectors. One
of the important attacks on the wearable era is the authentication among other trou-
bles viz-a-viz erroneous sensors, battery/energy problems, limiting the users in
monitoring location/space, and lack of interoperability. This chapter furthermore
addresses the chances and applications and also discusses the circumstances identi-
fied with executing.

Chapter 12 is entitled “Role of IoT in Smart Homes and Smart Cities: Challenges,
Benefits and Applications.” In this chapter, the authors describe IoT and its applica-
tion to smart homes and smart cities, how to create and use these applications using
0T, the various hardware and software features required for IoT use, the challenges
and weaknesses of IoT usage for smart homes and smart cities, and benefits of using
IoT in smart homes and smart cities. This chapter examines the current and future
examples of IoT, and it will show readers how IoT will interact with our lives in
the future

Chapter 13 is entitled “Investigating Role of IoT in Development of Smart
Application for Security Enhancement.” This chapter presents IoT solutions to
enable the customers to automate, analyze, and integrate their systems to a greater
extent. The Internet of Things includes sensors, networks, and robotics, and it
employs both old and new technologies. The Internet of Things makes use of soft-
ware breakthroughs, lower hardware costs, and a contemporary approach to tech-
nology. This research has focused on IoT-based smart applications that could be
used for security enhancement in industries as well as homes. In other words, this
research has introduced smart applications to maintain security from threats such as
theft, fire, and other unexpected events that may result in financial loss.
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Chapter 14 is entitled “Role of Augmented Reality and Internet of Things in
Education Sector.” In this chapter, the authors outline the role of augmented reality
and IoT in education systems. The research on the role of augmented reality in edu-
cation systems is relatively at an early stage, and IoT is expected to improve the
quality of education through the development of innovative applications. Using this
technology, one can gain insights into why it is a part of everyday learning and
teaching methods. The right approach is to integrate IoT and AR to make AR scal-
able, allowing for more perceptual coverage of a wider range of educational systems
and interactions via IoT around the world. This chapter explains the use of aug-
mented reality in the IoT. The authors also deal with some common applications of
the related technologies together with the benefits and the expected growth of IoT.

Chapter 15 is entitled “Raspbian Magic Mirror: A Smart Mirror System to Assist
on IoT Platform.” In this chapter, the authors introduce the design and build a smart
mirror that can be used for home automation and has a user-friendly interface for
data monitoring. The smart mirror displays information such as the current date,
time, and temperature in addition to the image. A future trend is towards implement-
ing a smart mirror that can gather and obtain data via IoT devices and serve as a
platform for home automation. The experiment results reveal that utilizing a
Raspberry Pi is significantly more cost-effective and offers excellent results to con-
struct a smart mirror.

Chapter 16 is entitled “Use of Machine Learning and IoT in Agriculture.” This
chapter provides the latest insights into current research initiatives that significantly
impact smart agriculture and farming. It provides a detailed impact of IoT, machine
learning, and data analytics that can be used for disease control, monitoring the
climate, measuring soil temperature, nutrient value, moisture levels, controlling and
analyzing water consumption, and much more. These shall help follow the scientific
procedures for plant growth and increase of crop yield. It refers to the latest work of
researchers to provide the solutions to various agricultural challenges, using several
ways to automate and maximize agricultural produce.

Chapter 17 is entitled “Intelligent Technology, Systems Support, and Smart
Cities.” This chapter explores all the facilities supported by the latest technologies
and their role in supporting the functioning of smart cities. The authors present a
review of IoT issues and challenges in the emerging stages of the design of smart
cities in India. Some of the issues addressed by the authors include legal, regulatory,
economic, infrastructure, security, and privacy aspects. The chapter also deals with
network communication models used in establishing connection between devices
and the Internet.

Chapter 18, entitled “Deep Learning Approach for IOT-Based Multi-Class Weed
Classification Using YOLOVS,” discusses the deep learning approach for IOT-based
multi-class weed classification using YOLOVS, and the quality information about
soil, local climate, and the crop in an IOT environment is captured by the sensors.
Furthermore, it is possible to obtain statistics that go beyond human observation.
They enhance and speed up data collection, perform commands automatically or
remotely, and perform remote tasks and actions in real time.
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Chapter 19 entitled “Intelligence and Cognitive Computing at the edge for IoT:
Architecture, Challenges, and Applications” discusses the intelligence and cogni-
tive computing at the edge for IoT with its Architecture, Challenges and Applications
where the cognitive computing is the development of computerized models to
mimic human behavior. The best examples are virtual assistants such as Siri, Alexa,
and Cortana. Cognitive computing and Al play a big role in solving problems and
building applications to support several domains in Internet of Things (IoT). The
downside to Al and cognitive computing is the complexity of the architecture
involved in building models that support IoT.

Chapter 20 is entitled “IOT Sensors-Based Smart Agriculture Using AGRO-
ROBOT” that discusses the current investigation and research innovation of Agro-
robot to define the technical work in the form of project and prototype which
illustrates how Robots are capable and useable in field of farming and other works
to solve the challenges of agriculture by using robotics.

Chapter 21 is entitled “Role of the Internet of Things (IoT) in Digital Financial
Inclusion.” This chapter aims to identify the underlying factors affecting the role of
IoT in digital financial inclusion. The chapter is based on a sample size of 120
respondents from the National Capital Region of India. The principal components
analysis method is used to find the factors. Many of the significant factors are identi-
fied, viz. IoT awareness, financial service awareness, usability, benefits, trust, secu-
rity, and privacy, as well as accessibility.

Chapter 22 is entitled “Diagnosis of COVID-19 Using Low Energy IoT-Enabled
System.” This chapter focuses on Web of Things / Internet of Things (IoT) which is
an innovation used to give data and check the framework during COVID-19 scourge.
This innovative stage can be utilized to handle difficulties during lockdown-like
circumstances. IoT would assist in giving a mechanized and straightforward treat-
ment procedure to handle COVID-19 epidemic (pandemic situations) circumstance.
With Internet of Things (IoT), machine learning and artificial intelligence, the dis-
tributed computing phase is highly accurate as it enables to provide active feedback
from management and evaluators. For additional useful applications, we can also
point out the most checked slots and ranking reasons.

The editors are indebted to Almighty God for giving blessings to complete this
book. Completing a book is not an easy task; it starts with consuming many hours,
months, and more. We can attest that during that time, we were working closely
with publishers, editors, and authors. We are very much thankful to our beloved
Eliska Vickova, Managing Editor, European Alliance for Innovation (EAI), for hav-
ing faith and giving us a chance to edit this book. From proposal submission till
completion, your support was very helpful to us. We are sincerely thankful to the
EAI Springer Group. We want to convey our thanks to all the authors who partici-
pated in this book project; due to scope and quality, we could not accept many good
chapters, but we are sure that the work included in this book will prove helpful to
young researchers and industry entrants in the field of IoT and big data. Our book
will help them build their planning strategy and will prove to solve their real-time
problems. We will be very happy to hear your feedback about this book. Though
utmost care was taken in selecting the chapters and authors’ work, which was
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closely monitored and revised with rigorous peer review, authors’ or readers’
reviews and feedback will be very useful for us, to ensure their points are addressed
in our forthcoming books. We request you to purchase this book for your institution
library and research lab, and to take advantage of the cutting-edge technology
exploration information throughout this book.

Noida, India Nidhi Sindhwani
New Delhi, India Rohit Anand
Bangalore, Karnataka, India M. Niranjanamurthy
Patti Kalyana, Panipat, India Dinesh Chander Verma

Arad, Romania Emilia Balas Valentina
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Chapter 1

A Study on COVID-19, Its Origin,
Phenomenon, Variants, and IoT-Based
Framework to Detect the Presence

of Coronavirus

Vikas Menon, Digvijay Pandey, Dishant Khosla, Mandheer Kaur,
Harshit Kumar Vashishtha, A. Shaji George, and Binay Kumar Pandey

1.1 Introduction

In 1965 a common cold named B814 came into existence when Tyrrell and Bynoe
were studying samples of human embryonic trachea taken from the respiratory tract
of an adult. At the same time, Hamre and Prock now obtained samples from medical
students with cold and cultured a virus in tissue culture showing unusual properties
they named it Hamre’s virus, later on known as 229E. The relationship between
B814 and 229E viruses with myxoviruses or paramyxoviruses known at that time
was not found to be close enough. In the late 1960s, morphological constraints were
found to be having similarities between certain animal viruses such as mouse

V. Menon - M. Kaur
Department of Biotechnology, Chandigarh College of Technology, Landran, India
e-mail: cct.vikas@cgc.edu.in; mandheer.cct@cgc.edu.in

D. Pandey (D<)
Department of Technical Education, IET, Dr. A.P.J. Abdul Kalam Technical University,
Lucknow, Uttar Pradesh, India

D. Khosla
Department of Computer Science, Chandigarh Group of Colleges, Landran, India
e-mail: dishant.coeece @cgc.edu.in

H. K. Vashishtha
Lead Product Validation Engineer, Cadence Design System, Noida, India

A. S. George
Department of Information and Communication Technology, Crown University, Int’1.
Chartered Inc. (CUICI), Santa Cruz, Argentina

B. K. Pandey
Department of Information Technology, College of Technology, Govind Ballabh Pant
University of Agriculture and Technology, Pantnagar, Uttarakhand, India

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023 1
N. Sindhwani et al. (eds.), loT Based Smart Applications,

EAI/Springer Innovations in Communication and Computing,
https://doi.org/10.1007/978-3-031-04524-0_1


mailto:cct.vikas@cgc.edu.in
mailto:mandheer.cct@cgc.edu.in
mailto:dishant.coeece@cgc.edu.in
https://doi.org/10.1007/978-3-031-04524-0_1

2 V. Menon et al.

hepatitis virus, swine flu, gastroenteritis virus, and infectious bronchitis virus with
some human strains as studied by Tyrrell along with a group of virologists working
together. This new group of viruses having the crown-like appearance of the surface
projections was later officially accepted as coronavirus. Research studies conducted
on the coronaviruses revealed that in humans living in temperate regions, the occur-
rence of respiratory coronavirus infections was more often observed in the winter
and spring as compared to the summer season [1, 2].

Coronaviruses are enveloped viruses with a positive-sense single-stranded RNA
genome and a nucleocapsid of helical symmetry constituting the family
Coronaviridae, subfamily Orthocoronavirinae, and order Nidovirales. Coronaviruses
are the largest among known RNA viruses with genome sizes ranging from approxi-
mately 27-34 kilobases. Coronaviruses can cause severe illnesses ranging widely in
any age group. China has been said to be the forefront country where the emergence
of viral infections occur, and this may be due to the consumption of poultry, bats,
snakes, and other wildlife animals. In 1997, China witnessed avian influenza in
2003, the severe acute respiratory syndrome (SARS caused by a coronavirus), and
in 2010 a severe fever with thrombocytopenia syndrome (SFTS). In 2012 a severe
illness outbreak began in Saudi Arabia with the Middle East Respiratory Syndrome
(MERS). On 12 December 2019, 27 cases of viral pneumonia with an unknown
causal agent as an outbreak were reported in the city of Wuhan, China, by the Wuhan
Municipal Health Commission (WMHC). On December 31, 2019, Chinese authori-
ties declared the outbreak of a novel strain of coronavirus causing severe illness and
named it SARS-CoV-2. WHO declared 2019-nCoV an epidemic for world public
health on 30 January 2020 [3]. The basis of their studies summarized that the genetic
makeup of bat coronavirus has most similarities with 2019-nCoV and has maxi-
mum similar codons as with snakes. They also, depicted that viral receptor-binding
spike glycoproteins are responsible for homologous recombination that determines
cross-species transmission. The information derived from their evolutionary analy-
sis can be highly significant in the future for effectively controlling the pandemic
2019-nCoV [4, 5].

The COVID-19 has proven a big challenge since 2019 for the whole world.
Human civilization needs to battle the COVID-19 with effective measures and pre-
cautions. Researchers and doctors from all over the world are consistently working
on generating solutions for the problem. One of the biotechnological reports
revealed that real-time PCR used for COVID-19 can de reframed with the Internet
of Things (IoT). This trial will collect real-time data from users which can further
be used to identify the suspected cases. This methodology will monitor the post-
virus recovery response. This system is composed of five main components: data
collection system and sensors for uploading, isolation spots, algorithms for data
analysis, health workers, and cloud infrastructure. Various algorithms used are vec-
tor machine, neural network, Naive-Bayes, K-nearest neighbor, decision table, deci-
sion stump, One R, and Zero R. This experiment has given effective and reliable
results with 90% accuracy. Based on this study, we believe that this real-time data
and IoT-based framework have the potential for identification and management of
COVID-19.
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Another IoT-based COVID-19 detection model is based on the body components
framework. In this context, the parameters considered for IoT-based diagnosis are
body temperature and respiratory quotient. Along with these physical parameters,
some biochemical factors can also be included like total leukocyte count. This data
can be accessed over Wi-Fi and with the Internet also. Assisting accessories like
breathalyzer will be sanitized automatically and automatic loading of injection nee-
dles can be done and is convenient. This product would be commercially economi-
cal and reliable.

1.2 Origin of 2019-nCoV

The first outburst of pneumonia transmitted person to person having an unknown
causal agent was reported in Wuhan City, Chinese Hubei Province, on 31th
December 2019 [3], and pathogen identification was done later on. For identifica-
tion of the causal agent, a large number of plausible pathogenic constraints were
screened and then ruled out, including the Middle-East respiratory syndrome coro-
navirus (MERS-CoV), the severe acute respiratory syndrome coronavirus (SARS-
CoV), avian influenza virus, and other common pathogens causing respiratory
problems. According to the scientific literature and medical history, there was no
evidence of contagious transmission as thought to be [6]. The first-ever “super-
spreading” evidence came into knowledge when two local 2019-nCoV infected
patients visited to Guangdong Province of Wuhan on the 20th of January 2020, and
14 medical staff who attended these patients got infected by 2019-nCoV which
concluded the human-to-human contagion [5]. Further laboratory investigations
were done in four different Chinese research institutions: the Academy of Military
Medical Sciences, the Chinese CDC, the Chinese Academy of Medical Science, and
the Chinese Academy of Sciences and Wuhan Institute of Virology. Laboratory test-
ing specimens were taken from the upper respiratory tract of the patients admitted
with the symptoms of 2019-nCoV and maintained in COPAN Universal Transport
Medium. RT-PCR Diagnostic Panel was used to confirm the 2019-nCoV infection
onset by qualitative detection of nucleic acid taken from respiratory specimens.
Laboratory tests done on all the throat swab specimens revealed their deduction of
lymphocytes in most patients [7, 8]. This result suggests that 2019nCoV was affect-
ing T lymphocytes, as SARSCoV does, thus weakening the immunity of the person
been infected. A further conclusion was drawn that this virus generates a cytokine
disturbance in the body, inducing a cascade of immune responses, leading to
changes in white blood cell count and cells responsible for immunity such as lym-
phocytes spreading through the respiratory mucosa [9, 10].

Studies done on infected persons suggested person-to-person transmission
occurs commonly during the close exposure of a normal person to a person infected
with COVID-19. Studies revealed that respiratory droplets are produced when the
infected person coughs or sneezes. These respiratory droplets produced due to
coughing or sneezing can land on the surface or body nearby and when the normal
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person comes in direct contact can get transmitted either through eyes, nose, and
mouth or possibly be inhaled into the lungs of those within close proximity [11].
However, the probability of airborne transmission from person to person over long
distances is not verified (CDC 2020). 2019-nCoV is an RNA virus, having a high
mutation rate, due to genome-encoded exonuclease mutation rate in the coronavi-
ruses might be somewhat lower than that of other RNA viruses. This mutation rate
increases the possibility for this newly introduced epidemic viral pathogen to
become more virulent and more efficient to be transmitted from person to person
[12, 13].

1.3 Current Situation of the Epidemic
and Preventive Measures

Until April 2020, 2019-nCoV positive cases were increasing throughout the world.
As of 9" April, there were a total of 14, 90,790 cases confirmed in the whole world,
including 88,982 deaths and 3, 32,486 cured cases. For combating epidemic 2019-
nCoV, the central and state governments of all countries throughout the world have
taken a series of desperate measures. All government agencies have started to con-
duct laboratory exploration for characterization and treatment of the disease, includ-
ing quarantining of suspected patients, monitoring clinical status of patients
individually, and developing diagnostic and treatment protocols [14—16]. Africa
Task Force for the Novel Coronavirus on Feb 3 was established by the Africa
Centres for Disease Control and Prevention [17]. A lot of countries including India
have gone for 1-3 weeks lockdown so that patients infected with the coronavirus
remain in quarantine to minimize the spreading of the virus.

For the status in India, as per statistical survey analysis till 2019, 88.5% of case-
load was observed in states such as Maharashtra, Delhi, Tamil Nadu, Madhya
Pradesh, Gujarat, Rajasthan, and Uttar Pradesh. In comparison to these stats, very
few state and union territories of India affected by this disease are Northeastern
states like Meghalaya, Mizoram, and Nagaland and union territories like Andaman
Nicobar, Dadra and Nagar Haveli, and Daman and Diu. Maximum expression of
this disease was reported in Maharashtra (107958) followed by Tamil Nadu (44661)
and Delhi (41182). The fatality rate concluded was 2.9%.

The key factors which contribute to the progression of the disease are migration
and population density. Delhi, Uttar Pradesh, Madhya Pradesh, and Maharashtra
have shown maximum migration of labor.

The maximum cases reported of cases are between the age group 25-59.
Telangana has reported maximum COVID-19 cases due to migration in the earlier
part of May 2020. Another promising factor responsible for disease transmission is
population density as shown in Fig. 1.1. Highly dense states and localities were
declared 123 hot spots by the government of India based on census.
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Fig. 1.1 Map showing caseload of COVID-19 statewise

Preventive Measures: COVID-19 got transmitted from person to person in many
ways such as through droplets and aerosol via cough and sneeze. Close contact
between people also increases the transmission rate. Poor ventilation and crowded
indoor maximize the disease progression. In India, different states government has
taken many actions to slow the disease spread rate. One study reported that Kerala
has got early slowdown in spread rate by applying the following measures:

 Insistent testing and checking of all travelers from China and other countries
e Powerful contact and tracing 28 days follow-up

e Proving sampling collection centers in the district and local levels

e 28 days quarantine period

» Establishment of isolation centers near the communities

* Superior hospital readiness to prevent disease progression
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1.4 IoT-Based Framework to Detect Coronavirus

For smart network and proper health management systems, loT-enabled intercon-
nected devices are very crucial for fighting with pandemics. With the decisions-
making process, the system can track and alert the patient to improve security. [oT
can be used as countermeasure technique for COVID-19 pandemic. Table 1.1 shows
IoT application.

The framework based on the Internet of Things (IoT) [18-20] is explained which
are cheaper, user friendly, and readily available [21-24]. In the first step, for a sus-
pected patient, the symptoms of SARS-CoV-2 are to be detected properly and accu-
rately. The common symptoms of SARS-CoV-2 are breath soreness, fever, dry
cough, pain, drop in SPO, level, and weakness. In the proposed framework, IoT-
based sensors can take input from the user, measure the level of each symptom
explained, and provide data processing for analytics. In the framework, IoT-based
sensors include a heart rate sensor, temperature control, microphone, and proximity
sensor which enable the system to detect the symptoms of coronavirus easily.

Each sensor reading has the application of a different algorithm owing to the different
symptoms of the disease. For example, fever can be detected with the help of an IoT-based
temperature sensor. The human fatigue can be detected using the IoT-based camera where
a human is asked to do 30 sit-ups and the situ-ups can be analyzed. Also, samples of lung
CT scans and x-rays of the chest can be uploaded via the same IoT-based camera [25]. The
IoT-based microphone sensor can be used to identify the cough type whether it is a dry
cough or not.

In the proposed framework, the abovementioned sensors have been used. Using the
sensors to collect the data and analyze and gather the results, the prediction of
symptoms is done. The data is stored for analysis purposes.

After collecting the records and data from various patients, they are used as inputs to the
various techniques of machine learning. The techniques of machine learning in the medical
field include neural networks and k-nearest neighbor. There are various deep learning [26]

Table 1.1 IoT application in health care

S. No | Application Description

1 Internet-connected | [oT-based systems can be used to connect hospitals to the Internet,
hospitals where corrective measures can be taken if some emergency is

raised

2. Automated treatment | It helps in the appropriate handling of cases and treatments
process

3. Smart tracing of With the use of RFID devices, the movement of patients can be
infected patients tracked

4. Real-time During the spread of this infection, on-time information sharing
information can be done

5. Geospatial Al-based | The data can be taken of affected areas using a GIS system and
application areas can be put in a contamination zone
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methods in the machine learning techniques which are quite accurate and come under the
family of neural networks. CNN and RNN are the two main algorithms for deep learning
which are used for recognition and classification.

Recurrent neural network (RNN) and convolution neural network (CNN) imply
recursive neural network [26, 27]. In RNN, the next layer input will be the output of
the previous layer saved. The measurement of signals and tests is mostly done by
RNN. CNN is used for spatial data whereas RNN is used for saving temporal data.
Figure 1.2 shows the proposed framework.

In the first step, the collection of the data IoT sensors is done. For example, the
computed tomography (CT) scan of the lungs, x-ray scan of the chest and lungs, and
videos are captured through an IoT-enabled high-quality camera sensor, and stand-
sit measurements of the suspected patient is collected by it; through the IoT-based
microphone, the cough sound is taken and identification can then be done. Using the
IoT-enabled heart rate sensor, heart rate can be recorded, the oxygen level of a per-
son can be detected using SPO2 sensor, and the IoT-based temperature sensor is
used to measure the degree of temperature. In the next step, for further processing
of the data, the received data in the analog form is converted into digital form. After
digitizing the data, the next step includes the preprocessing and standardization of
the data which is moved to the cloud network. Then, the analysis and management

: Abnormal sub-
A images Shapes e
u [ — N

Cloud Server

AN

- - Machine Learning Techniqu COV
Q‘\’) ‘ - %

Positive (or Ratio) Negative (or Ratio)

Fig. 1.2 Proposed framework to predict COVID-19 using IoT
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of data are done. This is done when the health-care [28] personnel receive the symp-
toms of the patient through a cloud network in the form of data. The doctor who is
authorized to access the cloud network detects the symptoms and diagnoses the
disease COVID-19 to be either positive or negative [29]. The progressive CT scan
images of the lungs are shown in Fig. 1.3.

Using x-Ray images, the presence of coronavirus with the use of deep learning is
possible and being used with the accuracy of training model of 99% and 98% of the
confusion matrix [30]. With the presence of coronavirus COVID-19, the epithelial
cells of respiratory systems are affected. So, x-rays can be used to analyze the pres-
ence of COVID-19. In the work to detect the presence, the dataset of x-rays of
COVID-19 affected and x-rays of normal people is used to train the model for deep
learning. Then with deep learning and CNN, the model was able to detect the pres-
ence of COVID-19 virus through x-ray image [25, 31]. Figure 1.4 shows the x-ray
dataset of normal and COVID-19-positive persons, and Fig. 1.5 shows the detection
of COVID-19 using algorithm.

Fig. 1.3 CT scan images of a suspected COVID-19 case
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COVID-19 + COVID-19 -

Fig. 1.4 Dataset of normal and COVID 19 persons

Fig. 1.5 Detection of the presence of COVID-19

1.5 Remote Screening Magnitude

Diagnosis methods are used for checking the absence and presence of disease. The
screening objective is to detect the potential indicators with high sensitivity.

In addition to this screening, a methodology is sometimes carried out to remove
any suspicion or doubts of diseases. As screening is economical, it becomes
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beneficial to diagnose a large target population that may contain fewer and small
potential cases. Successful screening results in accurate identification and precise
investigation and treatment of patients at risk. Seeing the prevalence and impact of
coronavirus disease, rapid and effective methods are highly advantageous. This
method is also useful for places where advanced and sophisticated facilities cannot
be found. So by adopting the novel methods, we can overcome the hurdles like lack
of medical equipment and experts in disease management. The nonexperts from
remote areas can transmit the data to the expert via IoT-based technology. In the
paper, a framework for remotely screening COVID-19 using wearable sensory
devices similar to some of the prior approaches. Our proposed method, however,
differs from previous techniques in that it includes several innovative aspects for
starters, the sensors we are using are less expensive and can be simply incorporated
to sense a variety of symptoms. Our devices sensors are inexpensive, costing only
a few dollars each. The advantage is that if a gadget is found to be contaminated, it
may be quickly discarded. The sensors can be replaced into a better gadget because
they are generic. Second, method is unique in that the assessment can be performed
by both professionals and nonexperts, and the findings may be deduced by any-
body. The sensors and the supporting framework handle all of the processing.
Third, the outcomes can be tracked and analyzed from afar [32]. That means the
wearable device has application over long distances while the findings are moni-
tored by professionals in medical centers and clinics across the country. Because
the virus is spreading all over the world, governments have partial resources to
deploy medical personnel to remote places; this is an extremely crucial part of
disease diagnosis. With this method of solution, the signs may be patterned. This
method is beneficial as a big variety of sufferers may be screened for the infection
in a brief time.

Wi-Fi is connected to sensors which are required for transferring and sending
the received information to the target without the manual intervention where the
transferring is completed at near places in real time. The use of IoT infrastructure
ensures efficient stream processing and data. The algorithm of this tool is faster
and has a better response for any data scale. In addition, our scheme can be useful
in identifying segments of the population in need of urgent treatment. By analyz-
ing the data of many people in one area, the authorities can assess the severity of
the disease and take urgent action depending on the result [33-39]. Finally,
because the technique includes transportable devices, it is straightforward to move
them from location to location, easily. The rules and regulations are code tips
extracted from professionals to change a professional or lower the intervention of
a professional, in scientific decision-making. These regulations permit categoriz-
ing someone as healthful or having a possibility of contamination with the aid of
using the coronavirus [40]. The gain of the use of regulations for patient’s cate-
gory is that the regulations may be up to date and advanced with dynamic exper-
tise from the mixing of latest scientific recommendations as new findings emerge
from time to time.
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1.6 Conclusion

Coronavirus or COVID-19 or 2019-nCoV is a contagious disease caused by a new
virus. The disease affects the respiratory system with indications such as a cough,
sneezing, high temperature, and lack of oxygen and in extreme cases, difficulty in
breathing [41, 42]. It spreads from person to person when they cough or sneeze or
through a surface or from objects that have the virus on them. As the disease has
become epidemic, it is infecting more and more people day-by-day. It needs to be
detected at the earliest and for that, the need of the day is to develop new methods
and equipment. Computer-based technology is growing at a very rapid pace. The
proposed framework with artificial intelligence and IoT-based sensors can be used
in the medical field to visualize the medical information of patients in the presence
of COVID-19.
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Chapter 2

Blockchain for Internet of Things (IoT):
Research Issues, Challenges, and Future
Directions

Shreya Karagwal, Sarvesh Tanwar, Sumit Badotra, Ajay Rana,
and Vishal Jain

2.1 Introduction

The IoT market, which is largely unregulated, offers opportunities for device hack-
ing. At a glance, the absence of safety can be a serious problem, particularly with
smart home or smart car applications. [1-3]. For example, a hacker could steal an
autonomous vehicle from someone or buy it according to the level of access granted
to the ToT system. Increased security is essential, along with all data collected and
transferred between IoT devices. As we are aware of some security-related recom-
mendations such as dual authentication and biometrics, one of the potential solu-
tions is IoT blockchain security [4]. The most well-known blockchain such as
Bitcoin and Ethereum grants a powerful solution for IoT security. The blockchain
includes powerful protection for data modulation, which can lock access to IoT
devices and shut down corrupted devices in [oT networks [5—7]. The name “block-
chain” was derived by its form of technicality (chain blocks), which refers to the
union of every block in association with the previous one. The whole blockchain
idea is to interlink the relationship of data within clusters. By cluster, we mean a
data structure including several monetary transactions, people, or entities [8]. The
transactions are monetary and typical (smart contracts). Any institution can play the
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role of blockchain participants that takes protocol strings and assist in their develop-
ment. These network organizers or those accountable for the maintenance of soft-
ware do not share the blockchain.

Blockchain technology has evolved to provide convention validation technology
over a network to ease peer-to-peer transactions and all monetary transactions. The
procedure then minimizes the involvement of third parties in transactions that are
monetary like banks, agents, intermediaries, or any other authorities required for the
confirmation and completion of the data [4]. It is then ensured that every transac-
tional currency is right and recorded as a fresh transactional block. Transactions
recorded within the chain cannot be rewritten or canceled requiring a high level of
needed transparency as well as security.

2.1.1 Key Characteristics of Blockchain

Figure 2.1 shows the characteristics of blockchain technology.

2.1.1.1 Decentralization

Through a believed agency (taking an example of a bank or government) in an ear-
lier established transaction managing system, the transaction management has taken
place. The result that comes with this centralization manner includes additional
cost, single-point failure (SPF), and performance bottleneck at centralized service
providers. The benefit of blockchain is that transactions can be validated between
two peers without the need for authentication, jurisdiction, or intervention by the
central agency, which results in a lower cost of service, SPF risk, and a reduction in
performance bottlenecks [4, 8].

2.1.1.2 Immutability

As it has been studied that a blockchain comprises an associated chain of blocks,
where every link is crucially an inverse hash point of the last block. The changes of
any kind made on the last block will invalidate every consequent generated block.

KEY CHARACTERISTICS OF BLOCKCHAIN

r

DECENTALIZATION IMMUTABILITY TRANSPERANCY TRACEABILITY

\ y

Fig 2.1 Various characteristics of blockchain technology



2 Blockchain for Internet of Things (IoT): Research Issues, Challenges, and Future... 17

This approach allows for immutable recording of interactions as all interactions go
through the blockchain. This approach allows you to query details on the block-
chain, track all selected interactions, and add autonomy to IoT devices.

2.1.1.3 Transparency

The aid of public blockchain systems, for example, Bitcoin and Ethereum, gives the
user accessibility and interaction with an identical right in the blockchain system.
Also, each and every transaction performs validation and is saved in the blockchain
making it available for every user [8]. Hence, the data in blockchain maintains
transparency to those users who will be able to access and perform verification of
performed transactions.

2.1.1.4 Traceability

A timestamp is attached with every transaction saved inside a blockchain. It is going
to be easy for users to verify and can also track the birth of traditional data items
following the analysis of the data in blockchain along with communicating time-
stamps. It can trace one thing on the web with the guaranteed traceability for trans-
actions, which assures clear transactions, succeeding the feature of security.

2.1.2 Idea of Blockchain in IoT

Please make sure the Volume Editor understands how you want to be listed in the
author index if you have several surnames.

IoT interconnects smart devices for gathering data and making decisions accord-
ingly. When we merge blockchain along Internet objects, things will remove the
lacking security in web objects as this technology needs design with security.
Blockchain traits like incompatibility, transparency, readability, encoding, and flex-
ibility of operation will be getting utilized to overcome IoT difficulties. One of the
advantages of using blockchain in many applications, not just [oT, is that there is a
record of all transactions in between. Once these records are posted to the ledger, no
one can change them. This is proof of the effectiveness of hacking. Additionally,
IoT on the blockchain allows for a much trimmer process from producer to receiver
and at every stage [8]. One of the reasons that older systems do not perform well is
the fast document processing. It is much faster because now everyone has a simple
and secure way to access and sign documents.

Table 2.1 indicates the differences between IoT and blockchain.
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Table 2.1 Difference between IoT and blockchain

Blockchain 10T

Decentralized Centralized

Resource consuming Resource restricted

Block mining is time-consuming Demands low latency

Scale poorly with large network IOT considered to contains large number or
devices

High bandwidth consumption IOT devices have limited bandwidth and
resources

Has better security Security is one of the big challenges of IOT

2.1.3 Merits of Blockchain in IoT technology
2.1.3.1 Interoperability

This refers to the capacity to communicate along with physical systems and transfer
data between IoT systems. The hybrid layer of blockchain is located on the peak of
an overlapping peer-to-peer network along with consistent reachability across
diverse IoT devices.

2.1.3.2 Scalability

With the growth of IoT networks, the authentication and authorization on every
device become tough on a centralized network due to the large amount of resources
required. Hence, there comes a need of a large number of strong services to over-
come this. Combined with blockchain technology, it solves the problem by validat-
ing all devices. It also eliminates the urgent need for large gateway devices [9].

2.1.3.3 An Efficient Supply Chain

The top priority for many companies is to make their supply chains more efficient.
However, many economic and global issues make this process more difficult. By
removing the middleman, blockchain and IoT can improve supply chain efficiency,
speed up transactions, and reduce costs. With a blockchain that acts as an auditor to
some extent, there are no fees associated with each jump, as unreliable parties can
exchange data directly with each other.

Reliability

The reliability of information is trustworthy, involving asymmetric encryption
algorithms.
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2.1.3.4 Better Security of IoT Systems

The blockchain can protect IoT data because it is encrypted and stored as a block-
chain transaction that is digitally signed with an encryption key. Also, with the well-
suited integration of blockchain technologies (such as a smart contract) in [oT, an
automatic update of IoT device firmware takes place for preventing risky breaches,
resulting in overall system security.

2.1.3.5 Cost Reduction

Reduction of operational costs is one of the most needed features for an enterprise.
The blockchain allows data to be transferred on a peer-to-peer basis by not needing
centralizing control, giving lowered business costs. With the automation of validat-
ing the transaction and purifying each blockchain step, the ecosystem as a whole
can be created proactive at less cost.

2.1.3.6 Tolerance of Fault

Decentralized devices rely on a large number of independent components, which
reduces the chance of inadvertent harm. The blockchain is a decentralized point-to-
point network in which each device has a copy of the same data; hence, a single
node failure network is unaffected. As a result, blockchain eliminates the possibility
of a single point of failure.

2.2 Motivation

Since IoT and IoT security are the recent areas in the direction of improvement and
research, it is a need to bring some light to this strong combination of blockchain
with IoT. The research of this study will help with a fresh construction IoT frame-
work with blockchain technology for existing education systems. In the future,
researchers may improve this study so that it can be applied to the whole kingdom.
Some points below recommend using my approach to work in the IoT security and
its environment using the blockchain approach:

(a) How does blockchain integrate IoT to secure data and make data privacy
possible?

(b) What are the new developments underway inside the field of IoT and block-
chain technology? Also, what are the new areas of future growth for?

(c) What are the applications of the above techniques to the new researcher and the
challenges of the new field of research?

(d) In what fields can IoT and blockchain technology be applied?
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(e) Are there any future boundaries and directions for developing in the dual areas?

The present centralized IoT design relies on a centralized third-party instance
with complete control over data collection and a slew of IoT devices, with no clear
restrictions on how the information gathered may be utilized. As a result, the central
IoT agency uses a block box, which is a desirable situation for the vast majority of
IoT device owners. By leveraging the processing power of all contributing users in
a decentralized manner, blockchain technology, on the other hand, provides a self-
sufficient and trustworthy decentralized ecosystem. This increases productivity
while removing single points of failure.

Recent reviews of blockchain research show that most academic research focuses
on improving and challenging current protocols, mainly about cryptocurrencies in
general, especially Bitcoin. There is little research on the potential of blockchain.
Research in some areas, especially cryptocurrencies and payments, is well devel-
oped, but usually lacks a complete understanding of its applications and use cases.

The analysis is divided into three parts:

1. Architecture
2. Recent challenges and blockchain in IoT applications issues
3. Future trends

2.2.1 The Blockchain-Related Pattern for Numerous
IoT Fields

This technique is employed succeeding to more than a single domain and scenario.
It has been studied that the development within the applications of blockchain
started after Bitcoin as blockchain v1.0 and so on, and it got modified with sensible
conventions as blockchain v2.0 and later on showed progression to justice, effi-
ciency, and blockchain v3.0.

2.2.2 Examples of Blockchain Applications in IoT
2.2.2.1 The Energy Sector
The era of blockchain can ensure better executions in this situation, by removing

intercessors and lowering the price. Transactive energy, while enabling the devices
to trade energy, also ensures good executions removing exceeding price [9].
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2.2.2.2 Maintenance and Equipment Operations

The provision of blockchain gives tamper-resistant maintenance records and opera-
tional data. Organizations can use IoT devices to effectively monitor the health and
maintenance records of safety-critical machines. Third-party staff can monitor pre-
ventative maintenance and update blockchain maintenance data instead of manual
maintenance programs or manual record keeping. Then you may share your activity
logs with regulators to make sure you comply [9, 10].

2.2.2.3 Smart Contract

Despite the actual thing that blockchain delivers several answers to the IoT prob-
lems, the peaked procedure demands want resource taking procedure not much time
and price effectiveness. Ethereum is supported for the implementation of smart con-
tracts for blockchain in IoT [9].

2.2.2.4 Decentralization and Expandability

As we are aware of the centralization of IoT, which creates a difficulty level by mak-
ing an ascendable ecosystem in IoT. But with the emergence of blockchain with IoT,
this scalability issue can be solved. With the replacement of the possession of homo-
geneous blockchain-to-blockchain IoT devices, bottom-up peer-to-peer recognition
procedures are planned [11].

2.2.2.5 Industrial IoT

An overall change can be brought by IoT in the blockchain, health care, etc. Smart
manufacturing is achieved, assets are tracked, latency is reduced, and supply chain
is managed. Due to the immutability and information provenance of blockchain, it
has the potential to protect industrial IoT devices.

2.3 Research Gaps

The encouragement of IoT technologies in the field of manufacturing has resulted
in industrial automation as well as digitization. A large amount of modern IoT apps
have been successful in boosting the features like quality, scalability, and flexibility
of manufacturing infrastructure resulting in error reduction, saved cost, increased
performance level, and better security in the industrial as well as the manufacturing
process. Centralized data centers rely on IoT architectures to perform sensor data
storage and processing functions, which can pose a danger of security breaches,
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single-point errors, and DDoS. The following risks not only make the services
unavailable but also lead to the deluge of sensor data, overweighing the crucial ben-
efits of the IoT system [4, 8].

Also, there arrives a question of collected data reliability when there is a possi-
bility of data interception in transferring the data between IoT devices. The idea of
uniting blockchain in IoT has been gaining architecture in the eyes of researchers to
look after the mentioned issues. The adoption of blockchain is not easy as it holds
some challenges such as the capacity of unequal resources in IoT devices as well as
the nodes of blockchain as well as dissimilar mining rates.

As IoT continues to spread its reach across the world, a lot of restrictions and
security issues come along associated with IoT such as the privacy of data, security
of data, heterogeneity, confirmed working of a secure IoT system working, efficient
data management, and timely delivery of data.

(a) How is it possible to achieve scalability for IoT security with the help of the
blockchain approach?

(b) Prevention of malicious nodes for the security of IoT devices for the users, who
are authorized, and the systems?

(c) How will the IoT devices be able to manage the heterogeneity

(d) How can IoT get benefitted from the smart contracts of blockchain?

2.4 Objectives

The primary objective is to study why the blockchain approach is needed to over-
come the issues in IoT. The following objectives are set for this chapter:

(a) To study the integration of IoT and blockchain, knowing the blockchain func-
tionalities and differences between IoT and blockchain

(b) To study the advanced application areas and research challenges and issues in
terms of technologies for new researchers

(c) To research recent developments in the sectors of IoT and blockchain technol-
ogy, as well as to identify new subjects for future scope

(d) To study any recent transformation of blockchain in IoT that took place in the
pandemic

2.5 Architecture

Multilevel architecture can be described as modular architecture where each level is
separated from the rest of the classes to add new modules or replace them without
affecting the rest of the classes [12].

Figure 2.2 shows layer-based IoT blockchain platform architecture
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Fig. 2.2 Layer-based IoT blockchain platform architecture

(a) Physical Layer

This layer includes many connected devices along with the capability of com-
municating, computing, and storage of data.

(b) Connectivity Layer

The common functionality this layer gives is routing management keeping the
requirement of automated organization as the physical devices have no global
Internet protocols. It involves some different modules for the provision of men-
tioned resources:

e Network management
e Security management
* Message broker

* Routing management

(c) IoT Blockchain Layer

This layer has all the modules that sequence the common services to give many
benefits of blockchain techniques as:

e Identity management
¢ Consensus
e Peer-to-peer (P2P) communication
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* Distributed ledger
(d) Big Data Analytics

It makes blockchain an ideal medium for data storage done online. Many trans-
actional data from several parties are kept in structured forms of ledgers, making it
a convenient resource for extended research. These parties have accessibility to a
single network and can track them as and when they choose.

(e) Smart Contract

It may be a business operation that is called by an external client application for
controlling both access and charge inside the ledger. Installation and instantiation
are carried out on each network peer.

(f) Event Management
It sends the event whenever a new block gets added to the ledger.
(g) API Interface

The function of this is exposing the servicing given by the network of blockchain
as the services that may get invoked by the client application for accessing and
managing the network.

(h) Application Layer

It is the topmost layer, in which many interfaces are needed for data visualization
with the help of physical devices to control the devices.

2.6 Challenges and Issues of Blockchain in IoT

2.6.1 Challenges in IoT
2.6.1.1 Authentication

It is a condition making sure the unique identification of every entity [13].

2.6.1.2 Authorization

It makes sure that the accessibility of IoT entities is given to only authorized
users [13].

2.6.1.3 Availability

It makes positive that even if the malicious attacks happened to the services and
networks ought to be obtainable regularly.
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2.6.1.4 Confidentiality

It makes positive that solely authorized bodies should be aware regarding the data
[13] as well as routing information.

2.6.1.5 Integrity

The transfer of knowledge ensures that all the involved routing information has not
been altered by a mediator or a malicious individual.

2.6.1.6 Privacy

It assures that the identities of the IoT entities ought to be extremely protected
against negotiation.

2.6.1.7 Trust

It confirms that a relationship between every involved node in a network is trustwor-
thy. The basic challenges related to security for IoT environments are as follows:

(a) There lies a major challenge for device authentication, identification, and pro-
tection because the number of devices in the infrastructure is growing rapidly.

(b) Maintaining, extending, and managing a centralized security model are
extremely complex.

(c) With the infrastructure of centralized security, it is a single point of failure and
a very simple target as a DDoS attack.

(d) It becomes challenging to generate a centralized infrastructure for an industrial
environment where centralized nodes are inherently growing.

2.6.2 Challenges of Blockchain
2.6.2.1 Privacy

The users of blockchain are aware of their public keys. This indicates that obscurity
was not accomplished as the entire transactions are shared and third parties can
investigate as well as determine these transactions and infer the participants’ iden-
tity [14].
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2.6.2.2 Energy Efficiency

Blockchain in IoT endpoints generally gets benefitted from the giver of power-
based powerful instrumentation with batteries. Therefore, for permission of long-
run node placement, energy efficiency was needed.

2.6.2.3 Security

For a single user, the desired security idea is to ideally manage the specific keys of
the user in his possession, because the criminal would like in combination with the
public key to steal something from him [14].

2.6.2.4 Throughput and Latency

The position in blockchain for IoT could need a blockchain network capability to
come up with vast “amounts of transactions per time element in clear networks. As
for the assent latency, it should be determined that the issue of the agreement proce-
dure was a lot of vital concerning latency than uncommon hashing.”

2.6.2.5 Block Size

The transaction is maintained by miners, requiring a longer initial handover time,
making the most of the most powerful miners.

2.6.2.6 Bandwidth

Transactions are maintained by miners, requiring a longer initial handover time,
making the most of the most powerful miners.

2.6.2.7 Multichain Management

In numerous ways, the spread of blockchain slammed from the need to negotiate
with several of them at once. This is also possible only in the case of blockchain in
IoT [14].

2.6.2.8 Autonomy and Enforcement

The rules emphasize that smart contracts must be legally implemented and dispute
resolution development should take place.



2 Blockchain for Internet of Things (IoT): Research Issues, Challenges, and Future... 27

2.6.3 Challenges of Blockchain in IoT
2.6.3.1 Processing Time and Power

The processed power and the needed time required to implement encryption for
every entity related to blockchain-based ecosystems. The IoT ecosystem is diverse.
Unlike typical computer networks, IoT networks consist of every other devices with
computing capabilities, and not everyone can run the same encryption algorithm at
their own pace [15].

2.6.3.2 Scalability

Blockchain-related scalability issues that may result in centralization are casting a
shadow on the future of cryptocurrencies [15].

2.6.3.3 Storage

Storage is also an obstacle. The blockchain does not require storing transactions and
device IDs on a central server, but the public ledger must be stored on the nodes
only [15]. Ledger grows in size over time. This extends beyond the capability of a
variety of smart devices, such as low-capacity sensors.

2.6.3.4 Lack of Skills

Not many people are aware of the working of blockchain technology when you add
IoT to your mix that ratio drops sharply [16].

2.6.3.5 Legal and Compliance Issues

Because this industry is new in every way, there are no rules or compliance stan-
dards to follow. This is a key issue for manufacturers and service providers. This
impediment alone will frighten many organizations that do not adopt blockchain
technology [15, 16].

2.7 Current Role of Blockchain and IoT in Transforming
Health Care and Finance

COVID-19 has presented a logistical nightmare for vaccine distributors and health-
care professionals around the world. The two most common vaccines, Pfizer and
Moderna, should be stored at a temperature less than 0 degrees Celsius. Otherwise,
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it will deteriorate. The vaccine-related challenge is a great example of integrating
blockchain and IoT working together to streamline operations and improve deploy-
ment. The manufacturers of vaccines may place the IoT sensors in countermeasure
packages as well as single vials for permitting the distributors to track and monitor
delivery locations and temperatures, allowing them to quickly detect and resolve
issues [17]. As soon as the vial reaches the vaccination center, health-care profes-
sionals may scan the packaging for instant access to essential information about
vaccine quality.

Blockchain and IoT are also powering the financial revolution with the help of
smart payments. For example, the blockchain payments were recently tested by
JPMorgan Chase and Co. between satellites orbiting the Earth. In a few experi-
ments, the bank worked with a tiny satellite company named GOMspace to give the
power of running software on the satellite. The following practical showed that
blockchain networks can facilitate transactions between devices, creating a market-
place where satellites can pay each other and send data [18]. For example, such a
system could order IoT-connected smart refrigerators from an e-commerce site
when food is scarce and allow autonomous cars to buy gas.

Individuals and companies alike are affected by the COVID-19 influenza strain.
Globally, the Internet ecosystem has played a critical role. Our dependency on
Internet enterprises has risen tremendously as a result of the COVID-19 pandemic.

BFSI, health care and life sciences, manufacturing, automotive, retail, transpor-
tation, logistics, etc. use the Internet to provide the services they need. Vendors have
noticed a decline in demand for blockchain IoT systems. Globally implemented
lockouts are influencing the supply and demand of various hardware components
required for the IoT blockchain. Some agencies like health care and the government
are expected to experience adequate global recruitment to protect hospitals, govern-
ment buildings, and civilians during the pandemic and disasters in the near future
with the help of [oT sensors and blockchain.

The global IoT blockchain market will witness a growth of $ 32 million in 2018
to $ 5.82.7 trillion by 2026, with a CAGR of 91.5%. The Asia-Pacific blockchain in
the ToT market is expected to grow rapidly over the forecast period, reaching $
159.8 million by the end of 2026 with a growth rate of 9.8%. This is mainly due to
the rapid development of infrastructure and manufacturing sectors in various devel-
oping countries such as India, China, and South Korea. The North American IoT
blockchain market dominated the global IoT blockchain market in 2018. The
region's market growth is 90.1% and is expected to reach $ 17.65 million by 2026.
Higher growth rates are expected during the forecast period, mainly due to key fac-
tors such as increasing IoT deployments in various end-use industries. Another key
driver for the growth of the market in the near future is the growing need for IoT
security to improve work efficiency and streamline business processes on a global
scale [19]. In addition, the main growth prospects for the IoT blockchain market
include rapid growth in the adoption of blockchain services for digital identities and
increased government initiative and contracts.

The Internet of Things adorns titles used in commercial- and industry-based
applications. According to an IDC survey, spending on 10T hits $6 trillion between
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2015 and 2020, integrating IoT into everyday applications in more industries.
Blockchain, on the other hand, is becoming more and more popular as manufactur-
ers in more and more industries understand how to use it to improve their business.
If we consider Gartner’s research, blockchain technology will add up to $ 3.1 tril-
lion in business value by 2030. Blockchain technology and IoT are growing expo-
nentially in the market and this is just the starting. The most interesting development
is how the two technologies are brought together [18, 20]. Because of the character-
istics of blockchain technology and IoT, both merge. While hurdles remain for
blockchain and IoT, the merging of the two could have fundamental implications for
our world. By the end of 2026, hardware will be the most profitable sector.

Figure 2.3 shows the future of blockchain in IoT market.

The integration of blockchain with IoT is the most significant technological
advancement since the merging of IT and transaction processing systems. Because
their acceptance has such a significant influence on our society, it is impossible to
imagine a future in which blockchain and IoT are not deeply intertwined in our
everyday lives. No other technological breakthrough in the last decade is projected
to have the same impact on our lives as these two. “Blockchain adoption and IoT
adoption are merged — and flourishing,” according to a poll.

Various present and potential use cases of blockchain where IoT and blockchain
technology combine are more or less common; therefore studying why and where
IoT implementers in the United States are employing blockchain technology is fas-
cinating, but not particularly unexpected.

As you may be aware, there are several initiatives in the IoT and blockchain sec-
tor where one may put their faith in security and reliability right now. The majority
of respondents cited “improved security and trust” as a primary or secondary reason
for integrating IoT with blockchain networks [21] (almost a third of respon-
dents to b).

According to research, approximately 75% of those who have implemented IoT
technology in the United States have either used blockchain or aim to do so by the
end of 2020. Of those who have used blockchain, 86% use both technologies
together in a variety of initiatives. Blockchain adoption is not uniformly strong

2020 2021 2023 2025 2026

B Hardware [ software [ Services

Fig. 2.3 Denotes the future of blockchain in IoT market
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across all industries where respondents have required IoT. While security is a must
in many businesses, in some, trust and security are more crucial [22]. Blockchain
adoption is strongest in prescription drugs, energy, natural resources, utilities com-
merce, and transportation, according to Gartner [21].

According to Gartner, the adoption rate of blockchain will be highest among IoT
implementers in the areas of prescription medications, energy, natural resources,
utilities, and transportation.

2.8 Conclusion

This analysis has bestowed a scientific perspective in the eyes of researchers within
IoT and blockchain integration. Research shows a good sign for technology on an
individual and collective basis. With the Internet of Things and blockchain, security
and privacy [23-26] are still key considerations that businesses should consider.
Furthermore, research reveals that combining blockchain and IoT items can give
several alternatives that will be useful in identifying exact solutions to blockchain
security concerns. IoT objects. The integration of each technology can solve the
current security problem of primarily IoT-based fields.

2.9 Future Directions

The blend between IoT and blockchain can propose a well-built methodology by
creating a new path for business models and extended applications.

2.9.1 Smart Devices Becoming Smarter

IBM and Samsung collaborated to launch the ADEPT (Automated Decentralized
P2P Telemetry) platform. It is tested on a “connected washing machine” that can
track detergent usage, order bitcoins, and purchase paid detergents. It just happens
automatically.

This is a great example of how blockchain technology is functional and truly
self-sufficient from smart devices using IoT. It offers powerful self-maintenance,
M2M communication, and the potentiality of peer-to-peer transactions. In smart
homes, blockchain-based IoT infrastructure can improve device efficiency/produc-
tivity while minimizing power, and energy consumption. Private blockchain can be
used to enhance the security of “connected homes” using user biometric data stored
on the network (worked by Australian telecommunications company Telstra) [21].
This technology can also be used to improve the performance and reliability of self-
driving cars.
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2.9.2 Voting Transparency

Electronic voting methods are now plagued by a design problem. A single provider
has control over the code base, database, and system outputs by design. The moni-
toring tools are controlled by the same vendor. Due to those centralized arrange-
ments, there is a lack of confidence that voters and election organizers demand [20].
In this situation, blockchain can assist in the creation of a secure transaction data-
base that can be used to log votes and audit vote outcomes in a more reliable manner.

2.9.3 Edge Computing

It is a scalable virtual system that enables the processing and capacity between buy-
ers and also the server of the cloud computing system. No strangers request, fog
devices can talk to each other. Blockchain can be used to accommodate the mis-
match between fog centers and blockchain in IoT utilities. Information store can
manage various information assets for blockchain in IoT data storage frameworks.
Consistent approaches to sharing and securing this important information are key
issues in storing both the information [20, 21].

2.9.4 The Data Will Be Exchanged for Digital Currency

IoT and blockchain will change monetization by sharing IoT data generated by
device and sensor owners in exchange for small payments made in real-time. Tile
pay, for example, provides a secure and decentralized online marketplace that
allows users to register their devices and sell their data in real-time. As a result, they
receive digital currency.

2.9.5 The Technical Challenges of Decentralization

Most of the IoT blockchain applications that have come so far from concerns of
scalability, security, and privacy have required some form of blockchain focus
added. Research and investigation should be conducted to support the decentraliza-
tion of blockchain in IoT applications and the transition to a truly decentralized,
scalable architecture.
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2.9.6 Peer-to-Peer-Based Data Transactions

The number of connections and transactions through the IoT system is growing
exponentially. As a result, the demand for computing/processing power continues to
grow. Using blockchain requires a consistently high level of CPU performance. The
system can solve this problem by opening the ability to buy and sell anonymous
data from connected devices (i.e., data monetization). In addition to all authorized
independent third-party resellers, OEMs and data providers can also conduct these
data transactions (of course, payments are made via Bitcoin). Purchasing and mak-
ing this data accessible will power the entire blockchain and IoT setup by motivat-
ing external parties to power more CPUs and invest in technically renewable
resources.

2.9.7 Security

Design limitation is often faced by the technology of blockchain, in the process of
implementing smart contracts.

2.9.8 Blockchain in IoT Intrusion Detection

BIoT system can implement a few numbers of proposed methods which are estab-
lished by machine learning techniques [22]. These intrusion detection systems iden-
tify attacks on networks and systems [20]. Signature-based and anomaly-based are
the two common ways of detection. An IDS of any kind can identify attacks depen-
dent on anomalies, signatures, or both.

2.9.9 Blockchain in IoT and Real-Time Video Delivery

The top media circulation in BIoT that network service providers have recently
experienced has provided for a decentralized media transfer brokerage methodol-
ogy that supports collaborative blockchain.
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3.1 Introduction

Internet of Things (IoT), a groundbreaking technology of today’s world, is a form
of the Internet’s sway beyond computers and smartphones, influencing communica-
tion technologies considerably. When viewed from 10T’s perspective, every object
in the universe becomes a “smart” one. So, when put into simple words, it is a net-
work where things are connected, work together, and perform a task by sharing
information using set standards and protocols of communication. Aided by a greater
number of smart devices, 10T has succeeded in gaining much popularity and trust
among people and is widely being used today in various forms [1-4]. These devices
may range from something as small as a wearable fitness device such as a smart-
watch to a large machine that analyzes and computes a huge set of information and
data. The true potential of IoT has always been realized when it interacted with
other disciplines in the world of science. It has helped open new perspectives to
approach problems of the real world. IoT has come a long way right from its very
first Coca-Cola vending machine to artificial intelligence (Al)-aided procedures for
treatment and diagnosis in the health-care industry [S5, 6]. With the increasing
popularity of smart cities and smart homes, the Internet of Things (IoT) has emerged
as an area of incredible impact, thus paving the way into our future.

Production, automotive, and health-care industries are a few of many fields
where IoT has played a major influence in reimagining how problems are tackled.
Farming is one of the sectors that will be highly benefited from the Internet of
Things. Modernization of tools and devices for understanding crop patterns, water
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distribution, and drip irrigation has allowed farmers to come up with more fruitful
produce as a result of this while utilizing their resources more efficiently and cutting
down wastage to the minimum. All these developments make headway toward
“smart agriculture” [7, 8]. This chapter examines how the Internet of Things (IoT)
and its various features can be used to improve health care. In recent times, health
care has become the next big opportunity for the Internet of Things (IoT). IoT solu-
tions of today have a huge potential to boost health-care operations more than ever,
thus improving results, expenditure, and efficiency alike. By integrating devices
such as sensors and actuators [9, 10] in patients and capturing medicine intake data
for monitoring and tracking purposes, smart health care plays a vital part in health-
care applications. Clinical care employs the Internet of Things to monitor a patient’s
physiological conditions by collecting and analyzing data from qualitative sensors
and then transmitting the processed data to processing centers to take appropriate
actions [11]. These devices are valuable for everyone who wants to keep track of
their health, not just patients. IoT technologies such as cloud computing, wireless
sensor networks, micro-electromechanical systems (MEMS), and the future Internet
enable communication anytime, anywhere, known as the “Internet of
Everything” [12].

In the health-care industry, there is a growing demand for connected devices. In
health care, IoT has a wide range of applications. Apart from remote monitoring and
tracking of patients’ health, health-care equipment is being upgraded with IoT, such
as smart beds that detect occupancy, smart pill dispensers that monitor the patient’s
drug intake and send alert signals to the caregiver, and so on. IoT can also aid in the
early diagnosis of specific patient health issues and give timely responses to medical
emergencies [13]. As a result, it has proven to be useful in diagnosing and treatment
of disorders. It is feasible to collect evidence and diagnose numerous digestive and
gastric illnesses using swallowable sensors in a far less-invasive manner.

3.2 Evolution of IoT in the Field of Medical Science

3.2.1 History of 10T in the Field of Medical Science

The Internet of Things has amended the health-care industry with its immeasurable
applications. The implementation of IoT in health care first began with its usage in
remote patient monitoring and retrieving data from devices that were placed on the
bedside of the patients. These helped doctors and physicians to make the right medi-
cal decisions, abolishing any kind of human errors. IoT has immense potential in the
provision of advanced health-care devices and equipment. To the health-care indus-
try that had almost given up hope due to the surging prices spent on treatment due
to the increase in chronic diseases, IoT became the source of light with the introduc-
tion of its X-ray machines to monitor patients and thus enhance the mode of opera-
tions. Ever since, IoT has made a remarkable contribution in making health-care
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Fig. 3.1 The timeline of major events in the history of the Internet of Things (IoT)

services more cost-efficient and accessible. Figure 3.1 depicts various innovations
made by leveraging the Internet of Things (IoT) in various fields.

Today, IoT in health care is an industry with rapid growth. Especially with the
COVID-19 pandemic on the rise, the need for IoT-based services has been acceler-
ated further. The usage of IoT in the domain of medical science has brought applica-
tions that were thought to be fictional into the dominion of reality. This will continue
to expand more and more as rapid advancements and enhancements in technology
progress further. It is also claimed by scientists that this rapidly growing technology
will soon give rise to a future where insentient objects will be able to discern, think,
and function on their own.

3.2.2 Predominant Techniques

Internet of Things (IoT) technology has been molding today’s world. Connectivity,
interaction, and efficient data sharing have been key aspects of 1oT’s success. [oT
cannot be just a device or a piece of data alone; it is the fluently orchestrated inter-
face between devices, technologies, and vital data, rightly calling it the IoT ecosys-
tem. An (IoT) ecosystem consists of smart devices and systems that run on the
Internet, like sensors, processors, and communication devices that act on data
extracted from different environments that they are used in IoT devices connect to
an [oT gateway or other devices. Here, the data is stored in the cloud and may be
analyzed later or locally [14]. This is how the devices share data. Figure 3.2 depicts
the advantages of various loT-based medical technology for the stockholders.
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3.2.2.1 Data Mining

Data mining is the processing of huge amounts of data that helps companies to
troubleshoot, cut down on risks, and explore new opportunities in a variety of fields.
This branch of data science draws similarities to mining a mountain for ore; the only
difference is that here we search for important information in a large database,
hence the name data mining. This is not a technique that was founded during the
digital age [15]. Data scientists now play a vital role in various business organiza-
tions across the globe as companies try to stay ahead of the competition, which has
increased the importance of data science more than ever before. Data mining can
solve various problems that were too impossible to solve traditionally and were
often time-consuming when done manually. A large range of statistical techniques
is used to analyze data in various ways, whose findings can now be applied to pre-
dict future outcomes and take the necessary actions to achieve them [16].

In health care, data mining has become increasingly popular and would not be
wrong if we said it is increasingly essential. As mentioned in Fig. 3.2, data mining
can benefit all characters involved in the health-care industry greatly. To put things
into perspective, data mining helps health-care insurers to detect insurance fraud
and abuse. Health-care organizations make customer-physician relationships and
management decisions better, help provide treatment effectively, and make health-
care services affordable for the com. The humongous quantity of data that is gener-
ated by the health-care transactions is way too complex to be processed and analyzed
by standard traditional methods [17, 18]. Data mining provides us the methodology
and technology to transform this mammoth amount of data into useful and accurate
information for decision-making.
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3.2.2.2 Artificial Intelligence

In the medical world, smart devices have been crucial for monitoring patients in the
intensive care and continuous supervision units. Artificial intelligence enhances the
ability to identify deterioration and deviation from normalcy and senses the devel-
opment of complications. This significantly reduces fatality risks and hospital-
acquired conditions. Neurological diseases can disable patients’ speech, mobility,
and interaction with their surroundings. However, brain-computer interfaces (BCls)
have the potential to restore these fundamental experiences to those who lost them
forever [19, 20]. Artificial intelligence also has the potential to bring the next gen-
eration of radiology tools into active usage, making them good enough to replace
the tissue sampling from biopsies that could be risky in some cases [21, 22].
Electronic health records (EHRs) have been an important part of the health-care
industry’s digitization journey, but the changeover has resulted in a slew of issues
such as cognitive overload, endless documentation, and user burnout. Artificial
intelligence is now being used by EHR developers to provide more intuitive inter-
faces and automate time-consuming repetitive operations. Artificial intelligence can
help process routine inbox requests, like regular med supply and notifying about
results. Artificial intelligence has now won the trust in taking over tasks that require
the intensive clinician’s attention [23].

3.2.2.3 Sensors and Monitoring Devices

Almost everyone nowadays has access to devices with embedded sensors that col-
lect useful information from the user. From cellphones with distance trackers to
wearables that monitor heart rate around the clock, a significant amount of health-
related data is created “on the go” [24]. Wearable biosensors have attracted a lot of
attention because of their ability to give consistent real-time, precise data through
noninvasive assessments of biochemical indicators like sweat, tears, and saliva,
among other things. We can now infer data about metabolites, microbes, and hor-
mones, thanks to recent improvements in electrochemical and optical biosensors, as
well as advances in the noninvasive monitoring of biomarkers [25]. Integration,
miniaturization, and mass manufacture of biosensor devices have all been achieved
using micromachining, which is also known as microfabrication [26]. In Fig. 3.2,
we see that sensors and monitoring devices have helped increase the accuracy of
diagnosis, which in turn increases the effectiveness of treatment provided and
reduces errors and complications to a great extent. In the last few years, tremendous
advancements have been achieved in the design and development of biosensors
[27]. The biosensor market has grown significantly as a result of recent advances in
molecular biology. Biosensors are anticipated to play a significant role in the detec-
tion of diseases and microorganisms such as HIV and COVID-19 in the future. The
global biosensor market is expanding at a breakneck pace, with projections of $50
billion by 2025 [28].
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3.2.3 Trends of Today

Traditional health care will not suffice the needs of everyone owing to the increasing
growth in population. Medical services are not accessible to people despite advanced
technologies and excellent infrastructure. The IoT-based health-care system not
only helps monitor patients, reducing the cost of care provided but also helps the
physicians to expand their services without being limited by any kinds of geograph-
ical barriers. Its broad range of applications enhances the lifestyle and communica-
tion of people, especially those in need of special care [29]. With the idea of “smart
cities” in trend, a smart and effective health-care system will improve the lives and
health of people. Today, our health care has become more expensive than ever. The
use of devices that allow remote monitoring of patients can be beneficial in cases
where they require hospitalization during treatment. IoT technologies thus make it
possible to cure any ailments before they become critical and move out of hand.
This is why there is an utter need for several IoT-based technologies and applica-
tions to be developed, especially in the field of health care. Figure 3.3 illustrates the
expenditure on IoT solutions from 2017 to 2025.
The following are the trends of IoT:

e Apart from artificial intelligence, virtual reality, robotics, and quantum comput-
ing, the “Internet of Things” is one of the trending technologies, according to a
2018 research by Accenture, encompassing 25 countries Tech Vision.

e Just in the European Union (EU), the number of IoT-based fitness and health-
care units has nearly increased by twofold from 2017 to 2020.

e By 2023, the number of devices connected to the Internet of Things throughout
the world is expected to reach 43 billion, nearly a threefold increase from 2018.

e By 2021, the investments being made in the field of IoT-based technology are
expected to grow at an average rate of 13.6 percent per year.

e The total number of business organizations that make use of loT-based technolo-
gies today has increased drastically from 13% in the year of 2014 to 25%.
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Fig. 3.3 Forecast end-user spending on IoT solutions worldwide from 2017 to 2025 (in billion US
dollars). (Source: https://www.statista.com/)
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e According to IoT analytics, the number of active IoT devices hits 9.5 billion in
2019, up from the previous estimate of 8.3 billion.

e According to Vodafone, more than one-third of the companies today use IoT
solutions.

The ongoing pandemic (COVID-19) has also accelerated the need to adopt a
more technology-driven health-care system. The number of online appointments
with health-care professionals in the United States is estimated to be over 36 mil-
lion. In actuality, this figure is close to 1 billion, and it will undoubtedly increase as
infrastructure and patient knowledge improve.

Devices that allow older individuals to remain independent while at home have
shown strong growth as well. These include Al-aided tools to detect any changes in
the daily routines and immediately alert the health-care providers.

3.3 Real-Time Applications of IoT in Health Care

3.3.1 Sensors and Monitoring Devices

Monitoring patient data is an integral part of the health-care industry. Thanks to
IoT’s health devices, the patient does not need to be physically present in the hospi-
tal premises for a health checkup. A small device placed on the patient’s skin can
now enable doctors to monitor the patient’s real-time status including blood pres-
sure and heart rhythm. And not just the doctors, but even the patients can have a look
at their health status on their smartphone. In the coming years, health care will
undergo a drastic transformation for the better with IoT-based technologies. IoT is
expected to majorly impact telemonitoring of patients in homes and hospitals alike
[30]. Figure 3.4 shows the basic principle that is used in the working of the Internet
of Things.
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= Biosensor « Machine Services
« Medical equipment « Cloud Storage Learning « Individuals
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Fig. 3.4 Basic principle of [oT in health care
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3.3.1.1 Remote Patient Monitoring

Remote monitoring of patients not only increases the quality of health care but also
reduces costs by recognizing the diseases and preventing any critical situations [31].
The reliance of the health-care system on IoT-based technologies will increase fur-
ther because this sector always pushes for advanced and improved services.

3.3.1.2 Wearable Devices and Sensors

These IoT-based devices like blood pressure (BP) monitoring and fitness tracking
devices are extensively used to maintain one’s health by self-care principles through-
out the world. Developments in Radio Frequency Identification (RFID) tags, imag-
ing devices, and biosensors are among the major causes for the increase in the
number of predominant medical prototypes. Most wearables rely on a variety of
biosensors such as pulse sensors that have pressure, ultrasound, and radiofrequency
(RF) sensors. These have been useful in detecting cardiac arrests. Sensors that have
been created to record the respiration rate in humans have the potential to identify
respiratory illnesses like asthma, lung cancer, etc. Other sensors like EEG and pulse
oximeter are also gaining popularity in the market. Consolidation of this data in an
organized manner can be used to predict future trends by detecting health patterns.
The combination of these sensors can also highly reduce the risk of sudden infant
death syndrome (SIDS) [32].

3.3.1.3 Ambient-Assisted Living (AAL)

Systems with the ability to address critical health conditions providing independent
lifestyle especially to the elderly people are known as ambient-assisted living
(AAL). This makes use of the idea of keep-in-touch (KIT) and closed-loop health-
care services and devices. Recent neurotechnology-based innovations make use of
sensors that can control neural functioning. Moodles is the umbrella term for devices
that help enhance patient mood. They help improve and repair brain processes. Halo
Neurosciences and Thync are two leading companies that make wearables that are
designed to elevate an individual’s mood by sending low-intensity current.

3.3.2 Disease Diagnosis and Mobile Health Care

Different dimensionalities and online services of mobile health care (m-health care)
are made possible with the application of IoT [33]. For various fatal and chronic
diseases, it is considered indispensable to diagnose diseases and monitor patients’
health conditions continuously before any serious disorder or infection occurs. IoT
gives this challenge a solution through various techniques like artificial intelligence
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and ingestible sensors [34]. Ingestible electronic devices are small capsules that
comprise a microprocessor, a power supply, sensors, controller, etc. which are all
made of biocompatible materials. These components enable the devices to transmit
signals and data to physicians for the diagnosis of diseases and their monitoring.
These devices are noninvasive, real-time health-care technology that show potential
for far-reaching implications, more than what current sensors and monitoring
devices are capable of. The market for ingestible sensors has been estimated to be
around $491 million (2016), which is expected to increase at an annual growth rate
of around 19% by 2024 [35]. In an article cited the journal “Science” dated May
2018, an innovative ingestible micro-bio-electronic device (IMBED) was presented
by researchers. This device can be used to monitor the health of the gut. Researchers
created a “heme-sensitive probiotic biosensor” that can detect gastrointestinal (GI)
bleeding [36]. Previously, ingestible sensors were limited to just pH sensing, tem-
perature measurement, and blood pressure indication; with these ingestible sensors,
we can push toward particular diagnostics. Bacterial species can also be modified as
ananobiosensor. Certain bacteria can sense a surfeit of both exochemical and physi-
cal conditions via specific metabolic pathways. Scientists use the heme-sensing
genes of Lactococcus lactis and Escherichia coli O157:H7 bacteria to sense blood
and associated components in the external environment. A modified output signal is
then produced. This signal is observed as bioluminescence (Photorhabdus lumines-
cens luxCDABE) [37]. This system is later inserted into gut-friendly bacteria. This
pill works on an energy source that runs on the acid present in the gastric cavity. Our
gut can synonymously be called a hot soup of life; food boluses undergo various
chemical and physical reactions and changes. This is why real-time monitoring of
our gut provides a wide range of gut events that have never been observed. Gases
released in the gut can be measured to indicate the bacterial biomass present and
identify the bacterial metabolites present in the gut. Hence, analysis of the gas in the
gut can be used for the development of biomarkers to treat gastrointestinal tract
disorders [38].

3.3.3 Artificial Intelligence-Assisted Surgery and Treatment

During surgery, surgeons are always expected to maintain precision while making
incisions or performing other surgical operations on a patient. Tasks like these that
constantly require repetition are very challenging and demanding. To assist sur-
geons with maintaining such precision, the industry is now using artificial intelli-
gence (Al) and robots in surgical procedures [39]. Surgical robots can control the
depth, speed, and trajectory of their hydraulic maneuvers with much greater preci-
sion. They are customized specially for such repetitive movements while working
without fatigue. Robots can still go where traditional surgical tools cannot and can
remain completely still for a longer duration of time [40]. Experience is invaluable
for any surgery, but they are also physically demanding, and fatigue is always a
limiting factor. The skillset and the knowledge that surgeons have amassed
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throughout their careers are overshadowed by a limited motor ability. These col-
laborative robots can help eliminate the problem of hand tremors and avoid collat-
eral tissue damage that is often unintentional. Manufacturers have now realized that
observatory data and deep machine learning data are more important to automate
over a machine programmed by a software engineer who does not know about real-
time scenarios [41]. Al can also be used with a machine for the analysis of scanning
images which helps detect malignant tumors, ulcers, and other orthopedic issues.
Laparoscopic analysis of surgeries such as sleeve gastrostomy procedures helps
identify unexpected process deviations in real-time. Robots are capable of repeating
the exact motions without variation in force or displacement. This makes it extremely
useful for repetitive and precise procedures like hair transplant surgery.

3.3.4 Fitness and Nutrition

People are getting more aware of their health and are very conscious about main-
taining a healthy and proper physical shape. This is why the products that aid them
in this process are also on the rise. Due to the continuous drift toward digital fitness
tools, various devices including wearables like smartwatches, fitness trackers, smart
shoes, and IoT-powered gym machinery have emerged in recent times and will con-
tinue to grow in number and efficiency. IoT-based devices in the fitness industry:

1. Help in providing enticing training employing technology based on virtual real-
ity. For instance, headsets provide the opportunity to the users to exercise in any
suitable environment they prefer whenever they want.

2. Help in personalizing the workouts according to the individual needs. The inte-
gration of IoT in training centers and gyms works based on the data received
from sensors and smart equipment. Thus, the exercises can be customized
according to the needs of the person using them. Such devices also make it easy
to track the progress and consequently the health of the users [42].

Tables 3.1 and 3.2 summarize some of the popular IoT-based fitness devices being
used extensively by several fitness enthusiasts. [oT devices used in the fitness realm
provide health and body’s endurance status including how much proteins, fats, or
carbohydrates are being consumed in a diet, thus enhancing the work of both fitness
trainers and nutritionists. For one to stay fit, sleep and rest are also equally impor-
tant. IoT fitness devices monitor how much sleep an athlete or even an individual, in
general, should have and for how much time they should go on with their workout
and training. When such devices are integrated into the body of the individual, they
can control all the related variables on a smartphone by themselves [43]. In the case
of athletes, the risks of getting injured or even death due to strenuous pressure on the
body can be avoided.

IoT fitness apps enable users to share their current status with friends and others.
This can be an excellent source of motivation for any fitness enthusiast. These apps
can provide the user with an online trainee who guides them with personalized
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Table 3.1 Some IoT devices used in the fitness industry along with their key features

S
no |Company | Device Key features Price | Website
1 | Polar Polar Verity | Optical heart rate sensor with $130 | https://www.
Sense options for viewing and recording polar.com/en
workouts
2 |LARQ LARQ Bottle | Make use of a UV C-LED chip to $120 | https://www.
PureVis eradicate odor-causing germs livelarq.com
3 | Kolibree Ara First-ever Al-connected smart £129 | https://www.
toothbrush kolibree.com
4 | Tellspec TellSpec Analyzes the ingredients in one’s $320 | https://tellspec.
Preemie meal through an app connected via a com
Sensor smartphone
5 | FoodMarble | Food Marble | Measures the hydrogen released by | $299 | https://
AIRE undigested food particles and helps foodmarble.com
find what is right for the gut
6 | Beddit Beddit sleep | Tracks sleeping pattern, snoring, $150 | https://www.
monitor heart rate, and breathing while beddit.com/
sleeping
7 | Nima Nima gluten | Detects gluten. Uses capsules and $229 | https://blog.
sensor associated apps to track the data nimasensor.
com/
8 | Yogifi Smart yoga | Detects when the person is out of $297 | https://www.
mat alignment and gives real-time yogifi.fit/
feedback on how to correct the pose
9 |JAXJOX Kettlebell 6-in-1 adjustable kettle bell with $249 | https://jaxjox.
Connect 2.0 | real-time performance tracking com/

workouts. For example, Google Fit is one such application that tracks heart health
and other related activities through the sensors present on the wearable [44].

3.3.5 IoT in Pharmaceuticals

Quality control and pristine production are always one of the major challenging
tasks in the pharma industry. In the production of a potentially life-saving product,
one of many parameters could go wrong and these may include leakage of a danger-
ous liquid or gas, a fire hazard, and improperly produced medicine becoming toxic,
or even an equipment failure that could lead to the breakdown of the entire produc-
tion. However, a network of several connected devices can greatly reduce these
malfunctions and provide accurate production results by detecting and adjusting
problems before they become major.

Technologies like 3D printing, artificial intelligence, and blockchain to improve
various systems have innumerable applications in manufacturing and distribution
alongside supply chain which help the industry to make its systems transparent and
fast. Services like “Amazon Key” launched by Amazon are a great example of the
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Table 3.2 Wearable IoT devices and fitness trackers

S Name of the
no. | Year | device Function
1 2003 | Garmin GPS-based running watch that measures speed, time, distance, and
Forerunner heart rate
2 | 2009 | Fitbit classic | A clip-on style fitness tracker that tracks sleep based on body
movements
3 12013 | Fitbit Flex A wristband that automatically tracks all-day activities and sleeps.

The LED display lights as the user progress toward a goal (a
comparison of this with other similar devices is given in the table)

4 12013 | Pebble watch | First commercially successful smartwatch with fitness tracking
5 2013 | Motiv ring It is worn like a ring and is a fitness tracker
6 2014 | Moov Now A waterproof fitness tracker that tracks various activities with an

Al-enabled guide

7 2016 | Misfit Ray Looks like a bracelet. Can also be worn as a necklace. It tracks
activities like running and swimming

8 2018 | Apple Watch | Monitors steps and flights of stairs climbed and actively tracks all

Series 3 indoor and outdoor activities using GPS

9 2020 | Amazefit 24/7 heart rate, sleep, and activity tracker
Band 5

10 | 2021 | Samsung Gear | The water-resistant smartwatch continuously monitors heart rate
Fit2 Pro while swimming. It has automatic pace monitoring and stroke

recognition. It also has built-in music storage and is GPS-aided

usage of network-connected tools in delivering fuss-free utilities to customers.
Similarly, many industries are trying to harness IoT’s potential for the benefit of
their consumers, and the pharma industry is also one of those sectors striving hard
to serve their consumers with a safe distribution of prescription drugs.

IoT is also employed in the production and delivery of drugs. It is used to track
the quality and specifications of several drugs more accurately to ensure that the
delivery of wrong drugs is prevented and the quality is maintained. To do so, each
drug is made with a unique ID so that patients, as well as the professionals taking
care of them, can keep a check on the drug’s supply chain. These IDs not only pro-
vide information regarding where and by whom the drug was produced but also
about what materials were used to produce the drug. All this information will col-
lectively help patients to receive better and quality treatment and the health-care
providers to make informed decisions [45]. Today, patients can get a vast variety of
medicines through Internet-based services without the need to physically visit a
medical or a drug store. The patients can also track their orders placed for their
medicines far from home. The product price can also be viewed using bar codes,
and all this has been possible only because of IoT.

Smart pills have been developed by leading pharmaceutical companies. These,
when consumed, transmit signals to a sensor outside that monitors patient health to
take prompt actions whenever the need arises. These are other examples of the
growing influence of smart devices. The use of such smart devices in patient engage-
ments, supply chain and clinical development not only helps reduce the time
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required for a specific drug to reach the market but also the real-time data produced
can be reverted to detect active errors that cross the value chain. Data from wearable
devices can be used by health-care professionals to prescribe personalized medi-
cines (PM) that will improve the drug efficacy while reducing the time spent for the
treatment otherwise.

3.4 Problems and Challenges

The expansion of IoT across the globe has been very rapid in a very short period.
Almost every country has access to some form of smart device. IoT has also become
an integral part of military and defense technology. With IoT setting a strong foot
toward smart health care, certain challenges lie ahead from making it easily acces-
sible to each and every person [46]. The Consumer Electronics Show that took place
at the beginning of January 2017 in Las Vegas already showed us quite a few prom-
ising innovations in this field. It also proved that there are many missing pieces to
the puzzle. Many IoMT initiatives that have been directed toward fighting chronic
diseases still need more enlightenment [47]. This technology specialty will need to
expand significantly before it can begin to provide consistent improvement results.
Moreover, many devices are said to be highly accurate based on their theoretical
probabilities. On-field testing and variable factors that affect the performance are
always in question [48]. There are many unforeseen and unexpected situations or
outcomes of these devices, and they are hard to predict which need the most care
and supervision to avoid them. In an industry like health care where there is no
margin for error, such factors can make them unreliable, which in turn makes it hard
to convince potential consumers to use them.

With many hardware platforms, there is also a lot of software to power and man-
age it all. To work effectively and keep up to date, this software and hardware should
be periodically updated. And this is where regular updating becomes important,
which will take time and work and may result in a slew of technological troubles
[49]. The IoMT must yet be certified by international health-care regulatory agen-
cies. Inventors and patent applicants find it difficult to procure parts and get approval
for their novel technologies and gadgets because of the numerous laws and restric-
tions about ethical and legal issues surrounding that political state. This tends to
demotivate independent innovators and all their ideas tend to remain in paper
alone [50].

3.4.1 Big Data and Handling

The most common challenge in an IoT world would be the colossal amount of data
coming continuously from several devices connected over a system. Managing this
data is tactful. This myriad of information is collected in various forms that include
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sensor data, diagnostic data, digital pathology data, imaging data, and others which
collectively lead to excessive accumulation of data. It will be critical to establishing
approaches that allow for the translation of this raw data into meaningful informa-
tion. Raw data should be translated into the concept of precision behaviors of a
person, such as inadequate breathing, eating, or symptoms of depression or sick-
ness, in the medical area, for example [51].

Although IoT has made huge advancements, with its techniques such as artificial
intelligence (AI) in health care, several other streams of networks have to be enabled
to act as primitives in case of any future inferences that are often unexpected.
However, the reality that no reasoning technique is completely accurate still holds.
As aresult, users may be hesitant to trust the system if the analyzed data is ambigu-
ous. This is why various medical organizations are still very skeptical about the
usage of these advanced technology-based devices and are cautious when it comes
to proceeding with such vulnerable system-connected equipment.

3.4.2 Security

As the Internet of Things (IoT) keeps growing in importance as a component of a
regional and global network, the requirement for appropriate and efficient cyberse-
curity for IoT infrastructure becomes critical. Methods for cyber situation aware-
ness must be designed to track IoT-based systems [52]. The most fundamental
problem that is prevalent is the security attacks that need to be dealt with. Because
most devices interact remotely, this is a concern due to the physical accessibility of
items, sensors, actuators, as well as the openness of the systems. Any failures in the
system built are viewed as vulnerabilities by cyber attackers.

Most IoT applications dwell on unattended operations and need to be handled
virtually without relying on human control. They are expected to have a great deal
of durability to meet the realistic system requirements. Hence, they must have the
ability to work satisfactorily even in the presence of any security breaches and to
recover effectively from any possible unanticipated attack on their own. This action
may involve downloading a new code, and this itself is very much prone to the same
security attack. Substantial IoT applications are becoming progressively prone to
cyber and data theft. The database must have the capacity to be continuously avail-
able all the time and to support high-speed reads and writes to gather this data.

3.4.3 Privacy

Because much of the data in an IoT system, specifically when used in health care,
may be personal, maintaining anonymity and restricting the processing of individ-
ual data are critical. To keep IoT devices prevalent, a variety of confidentiality con-
siderations must be addressed, including:
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1. Through the surveillance of IoT-related interactions, private information assump-
tion can be avoided.

2. Maintaining privacy protection in situations when a person’s location can be
deduced from aspects connected with them.

IoT data is a critical component in providing improved services and managing the
devices that can be connected to it. As a result, the huge amount of data including
details on users’ device usage must be safeguarded, which can result in privacy
breaches, limiting the utility of IoT-based equipment and software.

3.5 Recent Innovations and Patents

Because of its automated sensor operations at relatively cheap prices, the Internet of
Things (IoT) is increasingly popular in many sectors. In health-care applications,
these devices form an ecosystem of connected technologies that sense a patient’s
pro-medical conditions such as blood pressure, oxygen level, heartbeat, tempera-
ture, and more. They can also take appropriate emergency actions if needed. Various
systems have been presented to monitor a patient’s state utilizing Wireless Body
Area Network (WBAN) based on low-powered biosensor nodes [53]. With so many
upgraded medical devices, technology-driven services in the health-care industry
become pertinent to secure these innovative services and products. This is where a
patent comes into play. A patent serves as a means through which an entity can get
all the rights to their original idea and can also earn monetarily after due process of
patent valuation determines its actual value in the market. In simple words, the
inventor gets sovereign rights over his/her product and no other entity can make the
same product or sell it unless they have the inventor’s assent.

Medical devices are classified into three classes by the Food and Drug
Administration (FDA), i.e., Class 1, Class 2, and Class 3 based on the field of usage
and the risk level the medical device handles, i.e., Class 1 for low-risk scenarios,
Class 2 for moderate risk involvement, and Class 3 for high-risk devices. As the risk
increases from Class 1 to Class 3, so does the related control of the device. Within
the FDA the Center for Devices and Radiological Health (CDRH) is responsible for
ensuring the safety and effectiveness of the medical device and eliminating hazard-
ous exposure to corrosive chemicals and electrically unsafe and radiation-emitting
products. Class 1 medical device has the least amount of regulatory control, and
these include about 47% of all medical devices [54]. For these devices, the “Pink
Market” notification application and the Fixed Deposit (FD) clearance are not
required, before marketing the devices. However, the manufacturer is supposed to
register its establishment and raise its generic product with the Fulfillment by
Amazon (FBA). Class 2 medical devices are those where general control is not
enough to assure their effectiveness and the physician needs special control. These
devices make up almost 43% of all medical devices. About 10—15% of clinical trials
come under Class 2 devices. These are moderate-risk devices [55]. In the case of
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Class 3 medical devices, the risk level is very high to the end-user and therefore
requires general control, special control, and premarket control as well. Class 3
devices make up the remaining 10% of the medical devices. Normally all the Class
3 devices are generally life-supporting or life-sustaining devices [56].

The most relevant patent classifications (USC or US Class) are based on highly
active patent classes:

340/572.1 — Communicational (on a protected article, a detectable device (e.g.,
a “tag”)

600/300 — Devices for diagnostic testing

600/509 —Heartbeat electric signals detection

600/508 —Devices for the evaluation of heart condition

607/36 — Electrical applications (stimulator housing or encapsulation feature)

Several notable medical patent developments have recently made headlines.
Some of these medical patients include:

— The superbug test: Translational Genomics Research Institute (TGen) and
Northern Arizona University (NAU) have secured an Australian patent [57].

— Reprogramming human skin cells: Converts human skin cells into engines of
tissue regeneration (patent number 9,290,740).

— BioStack 4 Microplate Stacker: Automatic de-lidding and re-lidding of micro-
plates is a one-of-a-kind technology (patent number 9,366,686).

Patents and innovations in the health-care industry improve the quality of medi-
cal facilities provided and improve the lives of hundreds of millions of people
throughout the world. Challenges remain in finding the most effective device or
technology that is error-free and 100% accurate and complete. Making these
advances available to individuals in dire need while making them affordable and
easily accessible is also important. The number of patent cooperation treaties
(PCTs) has been exponential, and these ideals and devices are entering the con-
sumer market and its popularity is increasing among business cooperatives and
potential customers alike. The United States system governing innovation and
implementation of medical patents insists on a balance between commercial inter-
ests and safety efficacy concerns; while time-consuming and expensive, this pro-
vides applicants a measured framework within which societal health care benefit
through products created by them may be realized [57].

3.6 Conclusion

There are countless predictions about the potential of the Internet of Things (IoT) to
bring about a revolution in the health-care sector by improving the quality standards
while dramatically reducing the costs. As mentioned in the International Conference
on Intelligent Computing and Communication Technologies (ICICCT), about 8.5%
of the global population is of age 65 years or older and this is expected to rise to
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17% by 2050. Life expectancy will increase from 68.6 years (as of 2015) to 76.2
years in 2050. This would mean more cases of chronic diseases in people and lim-
ited resources while society continues to have higher expectations from technology.
Although, when compared to the other sectors, the market for IoT in the health-care
sector is at infancy, it is still said to be growing considerably. With its increased
sophistication in sensing, control, communications, and ability to handle mammoth
amounts of data seamlessly, IoT is breaking the boundaries of traditional medicine
while increasing accuracy and effectiveness and downsizing the number of errors.
The ability and efficiency of different health-care organizations to convert the data
gathered by IoT into significant insights will greatly influence the future of IoT. New
challenges are bound to arise due to the gigantic number of devices, the connection
of both the physical world and the world of the Internet. The transparency of sys-
tems and the ever-persistent problems of privacy and security may slow down the
progress and popularity of these technologies.

However, these challenges will help expose flaws in these devices and push
toward the advancement in the ever-transforming world of IoMT technology [58,
59] for the future. The implementation and the deployment of these high-end tech-
nologies, especially in the health-care sector will bring about more and more signifi-
cant benefits to all the health-care stakeholders. IoT in health care is expected to
flourish, overcoming all its challenges and transforming the conventional health-
care models of today’s world and making smart health care a ubiquitous reality of
our future.
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Chapter 4
Applications of IoT in Smart Homes
and Cities

Gunjan, Shristi Agarwal, Drishti Rai, and Sumran Talreja

4.1 Introduction

Smart homes and smart cities, as key components of 10T, efficiently serve custom-
ers by interacting with various digital gadgets that are based on [oT. All equipment
in smart homes and smart cities interact with one another in the ideal vision of a
wired future. IoT-based smart technologies have revolutionized human existence by
bringing connectivity to everyone, regardless of their location and time [1-4].

4.1.1 Concepts

Due to the rapid growth in population density inside urban regions, substruc-
tures and services have been necessary to fulfill inhabitants’ demands. As a
result, the number of digital devices, such as sensors, actuators, smartphones,
and smart appliances, has increased significantly, enabling the Internet of Things
(IoT) broad business objectives to be achieved, as it is now possible to connect
all devices and establish connections between them via the Internet. Combining
these digital gadgets was difficult, if not impossible, in the past [5]. Obtaining
their data is needed for both daily operations and long-term growth plans [6].
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Some public transportation data should be collected regularly, such as real-time
location and usage, parking space occupancy, traffic congestion, and weather
conditions. Several approaches have been used to handle each application’s par-
ticular characteristics. The needed technologies span several levels and layers,
from physical to data to application. IoT is defined by the power of smart devices
connected to global grid infrastructures. It is a sort of physical device that is
widely spread and has limited storage and processing capabilities. The IoT has
three layers: perception, network, and application. It includes gadgets that can
sense, detect, gather, and share data with other devices over Internet communi-
cation networks. The network layer’s job is to transfer data from the perception
layer to the application layer while respecting device, network, and application
limitations. The capillary effect is used in IoT systems to transfer data from sen-
sors to a neighboring gateway. Assembling smart homes and cities requires data
collection and processing at the application layer. A huge quantity of data has
been produced and is being used to make life safer. Problem-solving workers
must be dedicated to the circumstance. The Internet of Things may lead to large
smart devices in our environment. IoT in smart homes and smart cities has been
discussed.

4.1.2 Motivation

In this work, IoT and its applications in smart homes and cities are the main
works. This phrase excludes non-IoT smart house or city applications, such as
smart grids, and nonapplication-based smart city usage. All IoT applications in
smart homes and cities were considered. The digital India program will soon turn
Indian cities into smart cities — a smart city where communication and services
primarily rely on the Internet. As a result, IoT is vital in the development of smart
cities. Smart homes are proposed as part of a smart city. This research aims to
enable a smart home system for India’s smart cities. Syed et al. highlighted future
smart city features. Smart cities have smart people, energy, buildings, transporta-
tion, technology, health care, infrastructure, government, education, and security.
Technology has built a substructure that allows numerous individuals to connect.
It may become easier to create appropriate connections between objects as the
Internet evolves [8]. The number of linked things exceeded the population in
2011. It may provide both virtual and real buddies in personal and home applica-
tions. Home energy management is enhanced with IoT-controlled equipment like
refrigerators and washers. Expanding body area networks at home can monitor
the health of the elderly, lowering treatment costs. Facebook can bring a city’s
people together for an event or celebration. It is helpful for texting, video, and
phone calls with self-created groups.
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4.2 IoT: Application Areas

IoT connects devices and things wirelessly. Data may be shared and transmitted
through the Internet at any time and from anywhere [5]. The Internet of Things
offers interconnectivity, security, heterogeneity, massive size, dynamic changes,
and connection. The need to shift toward the latest tech known as the “Internet of
Things” to improve productivity, efficiency, and global marketplace, as well as to
reduce human involvement, effort, and expense. [oT is a connection of devices that
allows data to be transferred without the use of wires [9]. It is utilized in real-time

applications as described in Fig. 4.1.

 Internet of Things in Smart Cities Domain

e One example of an IoT smart city application is smart parking. Other IoT smart
city applications include intelligent transportation systems and smart buildings.
Smart cities employ RFID (radiofrequency identification), wireless sensor net-

works, and single sensors as [oT components [10].
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IoT can help businesses save money on electricity and increase productivity.
Energy management is becoming increasingly essential for utilities and busi-
nesses. The Internet of Things is changing energy management systems. It
improves energy efficiency and introduces a new method for energy saving. This
will help you to use less energy while saving money [11].

Internet of Things in Health Care Domain

Equipment integration and remote monitoring are examples of IoT usage in
health care. It has the potential to change the way doctors treat patients while
keeping them safe. A linked health-care system and smart medical devices can
substantially improve people’s health [12, 13].

Internet of Things in Smart Homes Domain

The smart connected home may integrate a range of smart home services to pro-
vide a more convenient, useful, and secure environment for the household mem-
bers, as well as to assist them in doing household tasks more effectively. Four
types of smart connected home systems exist: safety, medical services, energy,
and entertainment content [11].

Internet of Things in Agriculture Domain

Because of the world’s population, the need for food has expanded significantly.
To increase the level of agriculture, advanced techniques are currently used in
farming [14, 15]. It improves decisions, decreases cost, and boosts production.
IoT in Biometrics Domain

IoT is crucial in biometric security systems like eye scanners, fingerprint scan-
ners, and voice recognition systems. Biometrics is a method of identifying a user
based on physiological and behavioral features. Because these characteristics are
unique to each person, they can be utilized as a safe authentication method.

IoT in Transportation Domain

The potential for safety is one of the most exciting aspects of IoT in transporta-
tion. Cars that communicate with one another would make up smart transporta-
tion via IoT. IoT’s better navigation makes it easier for people to commute to
work and enhances safety.

IoT in Business and Industrial Domain

Wireless connections and protocols were designed for low-cost business strategies.
We examine several sensor-linking methods. Because of its speed, accessibility, and
remote work, [oT is vital in development. The Industrial Internet of Things (IIoT) is
the newest buzz in the business (IIoT). And it is all because of industrial engineering
and big data analytics.

4.3 IoT in Smart Homes and Smart Cities

4.3.1 IoT in Smart Cities

Some of the popular applications of IoT in smart cities are listed in Fig. 4.2.
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Fig. 4.2 Application of IoT in smart cities

Effective Water Supply

The Internet of Things has the potential to fundamentally alter how cities manage
their water resources. Smart meters can enhance data integrity and leak detec-
tion, decreasing revenue loss due to inefficiency and boosting productivity by
lowering time spent entering and analyzing data. Additionally, these meters may
be equipped with consumer-facing interfaces, allowing households to get real-
time information.

City Lighting

Cities may utilize contemporary smart lighting to monitor the environment,
enhance public and traffic safety, update connectivity as Wi-Fi hotspots, and pro-
vide location-based services such as smart parking and smart navigation.

IoT in Road Traffic

Controlling traffic in cities is critical; else, massive traffic jams will occur. It can be
controlled with the use of smart traffic lights. Roads and bridges can also have sen-
sors placed in them to monitor their status so that they can be repaired if there is
significant wear and tear. After all, potholes in the road are a big source of traffic.
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Security and Emergencies

Perimeter access control, liquid detection, radiation levels, and explosive and
poisonous gases are just a few applications of IoT technology in security and
emergency scenarios. Unauthorized individuals attempting to gain access to
restricted areas are recognized and controlled using perimeter access control [10].
Smart Parking

In smart cities, a cloud-based integrated parking system has been created. Smart
parking lots are now being utilized to increase the reliability of smart cities. The
parking lot application assists the user in determining the best parking area and
location for their vehicle. This data is obtained from the map to locate the vehicle
in the available space.

Smart Environment

It entails air pollution monitoring to mitigate CO, emissions from companies and
pollutants emitted by automobiles. Forest fire detection is used to monitor and
set alert zones for gas levels. Weather monitoring includes humidity, tempera-
ture, pressure, and early earthquake detection. Water quality evaluates the quality
of drinking water as well as the suitability of river water.

4.3.2 IoT in Smart Homes

Some of the most popular application areas of IoT in smart homes are given in
Fig. 4.3.

Health Care and Smart Wearable

The health-care services industry focuses on offering mobile health care and fit-
ness support to those who wish to live healthier lives on their own. Sensors and
software are used to collect data and information about users on gadgets. After
that, the data is analyzed to obtain the necessary user insights. Smartwatches are
the most common kind of wearable electronics. A fitness tracker is a piece of
equipment that records your everyday activity. Google glass is a hands-free
headgear that displays information and lets users communicate with the device
by speaking instructions.

Security Services

Remote entrance monitoring services for systems that automatically recognize
physical dangers, such as a fire or a burglary, and take appropriate action autono-
mously are included in smart home security and safety systems. This section
includes alarm systems, cameras, and smart door locks.
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Fig. 4.3 Application of IoT in smart homes

e Energy

* The goal of energy systems for the home is to provide efficient energy usage and
management. Smart meters, smart thermostats, and adaptive lighting systems are
some of the examples used in the energy domain.

e Entertainment

e Smart speaker systems connected to televisions (TVs) and game consoles are all
widespread in the entertainment industry. By analyzing the acquired data and
presenting the appropriate information on the customer’s table, the entertainment
business can forecast and understand consumer behavior. IoT can give users
highly adaptable and multimodal experiences by using sensors and actuators.

4.4 10T Technologies for Smart Cities and Smart Home

IoT involves smart sensors and other gadgets. Weather data, for example, is accu-
mulated at the corporate level of IoT. IoT provides metropolises with new opportu-
nities to use data to manage traffic, reduce carbon emissions, make better use of
infrastructure, and keep citizens nice and secure in short livable smart homes. loT
opens new possibilities, such as the capacity to constantly organize devices, as well
as monitor and act on data from numerous real-time traffic data channels [16]. Cities
are evolving because of IoT products that improve the structure, provide more
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functional and budget municipal services, improve transport facilities by reducing
road congestion, and improve citizen security. Smart city technologies rely heavily
on sensing. Sensors give the knowledge and data needed to develop smart city solu-
tions. The authors have developed a methodology for studying IoT sensors, as well
as a list of IoT sensors that they have identified in use [17].

e In the context of the IoT, RFID, which comprises readers and labels, is impor-
tant. RFID may be utilized for several reasons in smart grids, including object
detection and placement, health-care applications, parking spots, and investment
management. Because each label contains not only manually entered data but
also data such as environmental data, it may be used as a sensor. It will be able
to automate their surveillance and issue a single digital identity to any of the
things, as well as the network that is linked to digital information services [18].

e Near-Field Communication is a type of multimodal short distance communica-
tion technology that is commonly found in smartphones. NFC is bidirectional,
and it can be used to transmit data, video, and files between gadgets [19].

* The low-rate wireless personal area networks (WPANs) can communicate across
distances up to 15 km. This technology uses extremely little energy and has a
10-year battery life, according to Zhu et al. [20].

»  Wireless sensor networks make various types of data accessible and can be used
in a variety of applications such as health care, government, and environmental
services [21]. The architecture of a WSN node is described in Fig. 4.4

IoT home automation refers to the capacity to operate household appliances via
electronically controlled computer systems. It might involve preprogramming com-
plex lighting and heating systems, as well as alarm systems and home safety con-
trols, all of which are linked through a centralized site and controlled remotely via
a mobile app [22]. The scope and diversity of this sector are immense. Some manu-
facturers concentrate on improving a specific aspect of the typical workplace, such
as temperature regulation. Others create complete smart home hubs with many dif-
ferent touchpoints that hook up to other smart devices, such as Alexa Voice or
Google Assistant. Examples:
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Fig. 4.4 Sensor node architecture
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e Smart locks

e Sensor strips

e Wireless connectivity and power
e Solar powers

4.5 IoT Architecture

1. IoT Architecture for Smart City

Typical features of the various IoT structures proposed for smart cities have
been identified, allowing for the creation of a standard framework that collects
relevant information in links that will include proposal formulation, as well as
identifying various collaborative actors (users, businesses, governments, etc.)
and develop the field of e-government, public services, public safety, health ser-
vices, ICT business startups, traffic, smart buildings, and more. Figure 4.5
describes the IoT architecture for smart cities.

Users generate data; devices gather data; technology transfers media, stores
media, and organizes data; and apps provide the platform to create new applica-
tions under a framework that permits integration [23].

2. 10T Architecture for Smart Home

IoT architecture for smart homes is built using global system for mobile
(GSM) communication technology. With this suggested architecture and an
Internet connection, users may manage and control smart objects. The graphic
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-

Fig. 4.5 IoT architecture for smart city
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Fig. 4.6 10T architecture for smart home

depicts the architecture of an IoT smart home. Figure 4.6 describes the IoT archi-
tecture for smart homes.

It links the smart home to its occupants through GSM wireless communica-
tion. The architecture is defined on the web by delivering SMS messages that are
translated from the user’s inputs and then transmitted to the GSM network,
which controls electrical equipment.

It uses GSM SMS for data collection and transmission, as well as the capacity
to identify and benchmark devices in a certain region using a pattern, for a vari-
ety of benefits including rapid delivery, data loss protection, cheap cost, and
energy efficiency. [oT is a hardware and software gadget that continually moni-
tor the webserver and GSM module [5].

4.6 Practical Experiences Over the World

A key source of economic advantage for the USA according to the National
Intelligence Council is IoT. People, organizations, and communities across the
world are advocating for a better IoT experience.
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Table 4.1 Some more examples of IoT impact in cities and countries

Amsterdam [24] | Reduced traffic, energy efficiency, and more security are all goals

Fujisawa in Japan | Reduce carbon footprints

[25]

Santander in Smart parking systems

Spain [25]

Stockholm [24] Providing Stockholm with global fiber-optic networks

Italy [26] Providing Stockholm with global fiber-optic networks.

Barcelona [26] Sensor technology implementation, data analysis of traffic flows to create a

new bus network and smart traffic implementation

Santa Cruz [26] Analyze crime data to estimate police demands and ensure that officers are
present when they are needed

1. Amsterdam, The Netherlands
A city’s status depends on artificial illumination, which affects the city’s
capacity to attract business and tourism visitors. This resulted in up to 80%
energy savings and over 130 billion euros in savings, as well as increased security
and visibility for people. These systems are also connected through the Internet,
resulting in greater energy savings [25].
2. New York and Chicago, USA
Resident-led groups utilize social media to share information and prevent
crime in Chicago’s inner city and South Side communities. Bus stops, shopping
malls, train stations, and sports facilities all include smart displays. Using city-
wide sensing and connectivity capabilities, these smart displays safeguard cus-
tomers [25].
3. Padova, Italy
Padova Smart City is an initiative of the University of Padova and the Padova
City Council. It provides the infrastructure and financing, while the university is
the theoretical party bringing the smart city concept to life. Street light pole sen-
sors collect environmental and public illumination data via wireless nodes and
link to the Internet via gateways [25].
Table 4.1 enumerates a few more examples of cities and countries of
IoT impact.

4.7 1IoT Challenges

All areas of our existence will be digital because of IoT technology. The integration
of technology is required to execute the smart city ecosystem. Many smart city
implementations are now built on unique services and solutions, but these are not
always applicable to other cities around the world and, in some cases, only cover a
portion of the numerous components that should be considered.
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Residents’ opinions on smart city design should include consideration of life
quality, with special emphasis paid to the privacy breach when personal identifica-
tion information and domestic statistics on citizens are involved. This is particularly
essential since citizens may oppose or consider the advent of breakthrough tech-
nologies as invasive [27]. Accordingly, the smart city concept calls for a shift in
government models to be more flexible and integrate institutional policies with
underside approaches, thus improving territorial cooperation, collaboration, and
access to multiple entities while avoiding the proliferation of similar initiatives that
do not work well together [28]. IoT is a technical realm that encompasses a variety
of innovations that are as disparate as they are diverse. Because the concept is still
being debated, establishing boundaries to evaluate which techniques fall under its
scope is challenging, if not impossible [29].

1. Security: The proliferation of sensors in smart cities may expose individuals’
daily activities to unwanted organizations. When all data is collected and pro-
cessed on one IoT platform, the system is susceptible. Multi-tenancy in this
system increases security concerns and data exposure [30].

2. Smart Sensors: Many modern computing protocols are designed for infrastruc-
tural networked devices that have a baseload; however in many instances, sen-
sors in smart cities will be portable and thus battery operated. They will also
have to test, distribute, and, in some situations, save the statistics they have gath-
ered. This demands the development of innovative memory storage technolo-
gies, as well as reduced-power gadgets that extend battery life. In the loT-based
system, there have been certain dependability issues. For example, due to the
vehicles” motion, contact with them is not always reliable. Furthermore, the pro-
liferation of smart gadgets will pose significant issues in terms of system fail-
ures [24].

3. Networking: The ability of sensors and other devices to encrypt and transcript
information to each other and the Cloud is critical to the IoT. Networking will
focus on developing automated and efficient routing protocols that can meet
limitations and function with both stationary and moving gadgets, which many
current protocols lack [7].

4. Big Data Analytics: New data analytics methods must be set up to make use
of this data and to consistently increase the efficiency and effectiveness in
smart cities. With the diverse variety of characteristics monitored in smart
cities, these algorithms must be adaptable to data of various types (descrip-
tive and inferential) and improved data fusion techniques must be created to
integrate them in significant ways and extract inferences and organize infor-
mation. Another key factor to evaluate is if the generated algorithms are
scaled, in the sense that they have enough specificity and can be applied
across the entire program [31]. Figure 4.7 lists the various IoT challenges in
the smart city domain.
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Fig. 4.7 Challenges for IoT in smart cities

4.8 Conclusion and Future Trends

This article explores IoT integration in smart cities and smart homes. Following an
overview of 0T as a key source of the city of the future and smart home services, we
examine the smart city and smart home architectures and the challenges they face.
Sensing and communication technologies in smart cities and households are exam-
ined [7]. Each submission’s technology and design were reviewed to offer an over-
view of current research in IoT-based smart cities and smart homes. This study’s
application is not restricted to certain sectors. The Internet of Things is a hot study
topic right now. The IoT is extensively utilized due to its many benefits, and this
research attempts to provide an overview of different IoT systems. The facts are
argued with the aid of its benefits. The findings suggest that new researchers may
benefit from IoT technology in the future. The proposed technique is highly beneficial
in monitoring and managing smart home and city environments. The work [32] is
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categorized as knowledge engineering, detection, analytical, and regulating. A litera-
ture study was conducted to identify and define IoT problems, limitations, advantages,
and suggestions (Internet of Thing). We also offered suggestions for other factors/
attributes to consider in resolving issues and future obstacles. This tendency is cur-
rently under study. But descriptions and limits are vague. It is vital to understand this
new Internet trend. This article assesses and categorizes important research to give
such insights. Data mining presents a difficult issue in capturing this hidden insights
from IoT data. Some experts suggest that [oT data necessitates the development of a
new class of data mining algorithms [33]. India’s IoT-based smart home and smart
city technologies may be deployed in the future [34]. Water and waste management
services can be added in the future. One of the most exciting future developments is
combining the IoT platform with other autonomous and intelligent systems to build
smart and comprehensive applications. New coherent regulatory rules and viable
business models are needed to enable the broader implementation of blockchain in
real-world smart cities. New coherent regulatory rules and viable business models are
needed to enable the broader implementation of blockchain in real-world smart cities.
Machine learning techniques will be used in the upcoming IoT-based smart city solu-
tion. Ultradense cellular IoT networks based on high-performance machine learning
algorithms will be used in next-generation smart cities.
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Chapter 5
Gesture-Based Smart-Assistive Device

for Elderly and Disabled People Using IoT

S. Saraswathi, C. Gopala Krishnan, and Prasanna Venkatesan Theerthagiri

5.1 Introduction

Nowadays, home automation systems become more popular and are being installed
in a growing number of homes throughout the world. It has tons of advantages to
users, even more to the disabled and/or elderly users, and it can make it very easy
for them to control their home appliances [1]. Use of wireless sensors to sense data
and sends it to the base station in multi hop environment for which routing path is
essential.

In this perspective, our project has been designed for disabled people and many
elders would benefit in their day-to-day life. This is done with the help of sensors
and a microcontroller [2—4]. Our project also aims at achieving automation using an
android operating system. The home appliances and electrical devices can be con-
trolled by Bluetooth wireless communication protocol and android mobile from
anywhere out of the house when the appliances are not switched off.

The Internet of Things (IoT) is the network of home appliances, vehicles, physical
devices, and other various devices that can be embedded with wireless sensors, actu-
ators, electronics, connections, and software that can enable these devices to connect
and exchange data [5-10]. Each device can be identified by the unique identifier
through the embedded system and it can interact with each other within the existing
infrastructure. The number of online accomplished devices can be increased 31%
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from 2018 to 8.4 billion in 2017. The estimation of 2020 IoT devices can reach about
30 billion objects. It can also estimate the global market values of IoT which can
reach $7.1 trillion by 2020. In addition to using less human interaction, economic
and accuracy benefits are possible [11]. The term “Things” in the Internet of Things
(IoT) will be used to describe a variety of electronic items, including heart monitor-
ing systems, streaming cameras for the live feed of wild animals, cars, DNA analysis
equipment, and field operation equipment that helps firemen and rescue workers. The
valid information can collect from IoT devices that can be used in the existing tech-
nologies and automatically data can transfer between other devices [12]. The name
IoT was introduced in 1999 by Kevin Ashton of Procter and Gamble and later it
changed to the center of Auto-ID at MIT.

5.1.1 An Overview of Technology Architecture

Internet, things, Internet of Things, Internet of Everything are some common words
that may have been heard, read, and most likely uttered without interruption. IoT is
not a keyword; it is a concept of technology and/or architecture that is a synthesis of
already existing technologies [13]. Just as the Internet has changed the way we
(humans) communicate through the World Wide Web, the IoT seeks to take this
connectivity to the next level by connecting various devices to the Internet, making
it easier for humans to interact with the machine. Visionaries also recognized that
this IoT ecosystem has business applications in home automation, automotive, fac-
tory/assembly line automation, retail, health care/prevention, and more. Figure 5.1
shows the building blocks of IoT.

5.1.1.1 Sensors and Sensor Technology
The sensors ate used to sense a variety of information ranging from location,

weather/environmental conditions, network parameters, movement on an assembly
line, and jet engine maintenance data to basic patient health information [14-16].

Mobile
Sensors <::> Gateway > Cloud Server ” Applicatio

Fig. 5.1 Technology architecture



5 Gesture-Based Smart-Assistive Device for Elderly and Disabled People Using IoT 73

5.1.1.2 IoT Gateways

An IoT gateway, as the name suggests, is a gateway to the Internet through which
things/devices can communicate with each other. Gateways help connect the sensor
nodes which are in the internal network to the external Internet or the World Wide
Web. It collects data from sensor nodes and transfers it to the Internet infrastructure.
The evolution of the IoT gateway determines the success of the IoT deployment.
The design of the gateway depends on the area of application.

5.1.1.3 Cloud/Server Infrastructure and Big Data

The data sent over the gateway is safely stored and analyzed using big data analytics
in the cloud infrastructure [5]. This data can use to perform intelligent actions, mak-
ing all of our devices “smart.”

5.1.1.4 End-User Mobile Apps

End users will be able to manage and monitor their devices (ranging from room
thermostats to jet engines and production lines) from remote areas using the easy
smartphone apps. These apps deliver critical information to your mobile devices
and assist users by sending commands to smart devices.

5.1.1.5 IPv6

IP addresses are the backbone of the IoT ecosystem. The Internet only cares about
IP addresses, not whether you are a human or a money lender. There are very few
IPv4 IPs, but there are 3.4 * 1038 IPv6 IPs [17].

5.2 Proposed Methodology

The elderly and/or disabled people can control their home appliances. Home appli-
ances can also be controlled via mobile phones from anywhere away from the house
through the Internet. The home appliances and electrical devices can control by
Bluetooth Wireless Communication Protocol and android mobile phones from any-
where out of the house when the appliances are not switched off. Home automation
for people with disabilities and elders can provide a better quality of life for those
who may need care or nursing facilities.
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Advantages of Proposed System

* Android application is user-friendly.

* Disabled/elderly people can be independent.

e The status of our home appliances can be known and they can be controlled.
e User-friendly.

5.3 Architecture

Figure 5.2 shows the main module of the product which has a PIC microcontroller,
which acts as the main functioning object, a Bluetooth module that connects the PIC
with the android mobile phone, and an LCD that helps to show the message. The
message can be sent from the client system (android mobile) which can be received
at the server end (android) and is then transferred to the kit via a Bluetooth module
to the PIC microcontroller. The PIC microcontroller controls the system by sending
data to and for the system.

Data from the server device that is an android device can receive from the micro-
controller and sends to the LCD which shows the electronic device that glows at
present and also to the electronic device. The message sent from the client is received
at the server end and is then transferred to the PIC microcontroller and which turns
to give the respective electronic device to perform the respective operations.

Consider all the devices are turned off. Now in the android application, all the
buttons would be in the OFF state. Now click the start button in the android applica-
tion from the client end. This would start our device and the system. Now there are
respective buttons for all the devices that are to be controlled. Consider a device A
that is to be controlled. Now the button is in OFF state. By toggling the button the
device is switched ON.

This data is transferred from the client end to the server end and the device via
the PIC microcontroller. Thus the data reached the respective device A and that

POWER
SUPPLY
LCD
RE RX PIC *| DISPLAY
RECEIVER "| 16F877A <
—» ULN RELAYS
2803

T

BLUETOOTH ANDROID

MODULE (SERVER) ANDROID
(CLIENT)

Fig. 5.2 Architecture diagram
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particular device turns ON. This can also be turned off from the same application by
simply toggling the same button which indicates the OFF stage on the application
and transfers data to the device through the PIC microcontroller. When the devices
are turned ON the application in the client end shows the status of the device as ON
and shows OFF when the devices are turned OFF.

5.3.1 Flex Module

Flex module consists of a flex sensor, PIC microcontroller, and RF TX transmitter
connected as shown in Fig. 5.3. The flex module is a passive-resistive device that
can be used to detect flexing or bending. The flex sensor is bidirectional which
decreases the resistance in the proportion of amount it is bent in either direction.
PIC microcontroller is the main module used to transfer data between sensors and
the modules. The transmitter is used to send data from the sensors to the electronic
devices. The flex sensor is moved so that it sends signals to the PIC microcontroller
and this signal is processed and sent back to the electronic device via the Bluetooth
module. This signal is then received at the receiver kit which in turn is processed
through the PIC microcontroller and then sent to the electronic device that it was
indented to.

Consider a flex sensor that was used for an electronic device (say fan). Now, this
flex sensor is moved so that an electric signal is generated and is sent to the PIC
microcontroller that was connected to it. This signal is then sent to the Bluetooth
module that was connected to the main module. This signal that was received from
the Bluetooth module is then sent to the PIC microcontroller that was connected to
this Bluetooth module. Then this signal is again transferred to the respective elec-
tronic device that it was indented and expected to. Thus the electronic device is
powered ON. Then again the same sensor can be moved to send another signal that
would go through the same Bluetooth module and a PIC microcontroller. This sig-
nal is then sent to the Bluetooth module that was connected to the main module.
This signal was received from the Bluetooth module is then sent to the PIC micro-
controller that was connected to this Bluetooth module as shown in Fig. 5.2. Then
this signal is again transferred to the respective electronic device that it was indented

FLEX N PIC R RF TX
SENSOR | 16F877A TRANSMITTER
r Y
POWER
SUPPLY

Fig. 5.3 Flex module
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and expected to. Thus the electronic device was powered OFF. This way the flex
module works for all the other flex sensors that were connected to it.

5.3.2 RF Transmitter and Receiver

The RF module name recommends because it will work in radiofrequency. The
radiofrequency range between kHz and 300 GHz [18]. The digital data can repre-
sent with various amplitude frequencies. This type of modulation is known as
amplitude shift keying (ASK).

The data transmission can take place through the RF which is greater than infra-
red (IR) because of various reasons. The first and foremost signal of RF can use for
long distances and it will be reasonable to use in long distance applications. When
there is a break in communication between the transmitter and receiver, the RF can
still operate in that mode. As a result, RF transmission will be more reliable and
stable than infrared transmission.

The RF module consists of RF transmitter and RF receiver (as shown in Fig. 5.4).
The transmitter and receiver can be represented as Tx/Rx which has pair of works at
the frequency of 434 MHz [19]. The sequential information can receive by the RF
transmitter which can communicate remotely through RF associate with pin number
4. The transmission can take place between 1 Kbps and 10 Kbps. RF can get com-
municated information and work with various frequencies of the transmitter. This
module often utilizes encoders and decoders. The use of an encoder can get the
encoding information which can transmit while collecting the decode by the
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decoder. HT12E-HT12D, HT640-HT648, and so on are some regularly utilized
encoder/decoder pair ICs.

5.3.2.1 Pin Diagram

5.3.2.2 Pin Description of RF Transmitter

Table 5.1 shows the various pins of an RF transmitter.

An RF transmitter comprises four pins which are Vcc, data input, antenna yield
pin (ANT), and ground (GND) as displayed in Fig. 5.4. The Vcc pin has a wide
reach input voltage from 3V to 12V [20]. The transmitter burns through a base cur-
rent of 9 mA and can go as high as 40mA during transmission. The middle pin is the
information pin to which the sign to be communicated is sent. This sign is then regu-
lated utilizing shift keying. The speed at which it can communicate information is
around 10 Kbps.

5.3.2.3 Pin Description of RF Receiver

An RF receiver module gets the tweaked RF signal and demodulates it. Recipient
modules are normally executed close by the equivalent microcontroller which will
give information to the module which can be gotten. The beneficiary module has
eight pins as displayed in Table 5.2 The Vcc pin ought to be controlled with a
directed 5V stock. The working current of this module is under 5.5 mA. The pins
data out and linear out are shorted together to get the 433 MHz signal from the air.
This sign is then demodulated to get the information and is conveyed through the
information pin. The RF getting recurrence is 433 MHz [21]. The other four pins
that are associated with the RF collector are the Vcc (supply voltage), two ground
pins, and a receiving wire input pin. The Vcc pin has a wide reach input voltage
from 3V to 12V. The RF recipient gets the tweaked signal through the receiving
wire; plays out a wide range of preparing, sifting, demodulation, and so on; and
gives out sequential information. This sequential information is then changed over
to a level rationale information, which is the very information that the client
has input.

Table 5.1 RF Transmitter pin description

Pin no Function Name

1 Ground (0V) Ground
2 Serial data input pin Data

3 Supply voltage; 5V Ve

4 Antenna output pin ANT
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Table 5.2 RF receiver pin description
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Pin no Function Name

1 Ground (0V) Ground
2 Serial data output pin Data

3 Linear output pin; not connected NC

4 Supply voltage; 5V Vce

5 Supply voltage; 5V Vce

6 Ground (0V) Ground
7 Ground (0V) Ground
8 Antenna input pin ANT

5.3.3 Bluetooth Module

Bluetooth is a wireless technology for trading information over brief distances (uti-
lizing short-frequency UHF radio waves in the ISM band from 2.4 to 2.485 GHz)
from fixed and cell phones and building individual region organizations (PANs)
[22]. Concocted by telecom seller Ericsson in 1994, it was initially considered as a
remote option in contrast to RS-232 information links. It can associate a few gad-
gets, beating issues of synchronization.

Bluetooth UART enables you to wireless transmit and receive serial data. Devices
equipped with Bluetooth technology support wireless point-to-point connections, as
well as wireless access to mobile phones. This can use it as a serial port that can
replace and establish a connection between MCU and PC for data transfer. It deliv-
ers the received data and receives the data to be transmitted to and from a host sys-
tem through a host controller interface. Bluetooth module is shown in Fig. 5.5.

Features

e The supply voltage is SVDC.

e The range of distance can be 20m.

¢ It can easily pair with a mobile phone.
¢ It has a distance range of 20 m.

e It has UART interface.

Applications

e Itis used in wireless telemetry.

e It can support data logging in a remote system.
* Robotics.

5.3.4 Flex Sensor

The flex sensor (shown in Fig. 5.6) by Spectra Symbol is a 4.5” bendable substrate
that offers increased resistance measurements as it flexes tighter [21]. The output
feedback of this 10 K sensor requires very little power. The resistance can rise to
five times its base or flat state value. Resistance can be used to calculate the degree
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Fig. 5.5 Bluetooth module

Fig. 5.6 Flex sensor

of flexure or the bend radius. Measuring finger traction, robotics, and gaming are all
common applications. The flex sensor’s low profile allows it to wrap around objects
and fit into tight areas. Its durability is ideal for a wide range of consumer applica-
tions, with a life cycle of over 1 million flexes.

Flex sensors are passive-resistive devices that detect the bending or flexing of
objects. It is a bidirectional flex sensor with resistance that reduces in proportion to
how far it is bent in either direction. On a thin flexible substrate, the flex sensor
achieves a wonderful form factor. The sensor gives a resistance output. The higher
the resistance value, the smaller the radius. It is possible to connect it to a microcon-
troller. The sensor produces an analog output.
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Flex Sensor Features

e 5v voltage for input.

* The output will be in analog.

» Tolerance of resistance can be +30%.

* The resistance range for the bend is 45 K to 125 K Ohms (depending on bend
radius).

Flex Sensor Applications
* Gaming gloves

* Auto controls
 Fitness products

* Measuring devices

* Assistive technology

5.3.5 Relay

A relay is a switch that is constrained by power. An electromagnet is utilized in
many transfers to precisely working an exchanging instrument, yet elective working
standards are likewise utilized. Transfers are utilized when a low-power signal is
needed to control a circuit (with ideal electrical detachment between controlled cir-
cuits and control) or when numerous circuits should be constrained by a solitary
sign. The first transfers were utilized in significant distance broadcast circuits,
rehashing and once again communicating the sign starting with one circuit then
onto the next. Transfers were broadly utilized to lead consistent activities in phone
trades and early PCs.

A contactor is a sort of transfer, which can deal with the high power needed to
control an electric engine or different loads straightforwardly. The solid-state relays
utilize a semiconductor gadget to execute exchanging as opposed to moving com-
ponents to oversee power circuits [23]. To defend electrical circuits from overbur-
den or deformities, transfers with adjusted working attributes and frequently a few
functional loops are utilized; computerized instruments alluded to as defensive
transfers satisfy inflow electric force frameworks, comparative capacities.

5.4 Results and Discussion

The system built is capable of helping elderly/disabled people in switching on/off
the home appliances in the home. It also features IOT using an android application
to know the current state of a home appliance and to change the state. Using mobile
devices, we can control home appliances via Bluetooth. The smart home system can
be used to supervise the home appliances that can operate remotely and we can
monitor the home security through smartphones in real-time.
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Some of the systems can allow multiple users to control the home appliances
using android applications through the website Home computerization and security
assist impaired and old matured individuals, which will empower them to control
home apparatuses and alarm them in basic circumstances. The home devices are
associated with ADK and set up with the smart mobile phone. The module of GSM
can be conveyed to send all collected data by this module.

The primary aim of this report is to build the home automation system based on
wireless communication that can manage by the smartphone especially android
smartphone, and it can develop and implement at an effective cost with an efficient
home automation system. This study paper contains a GUI that can support a user-
friendly and secure system, operate home appliances, and assist the elderly and the
disabled. Use MP LAB, a free integrated development environment (IDE) created
by Micro Technology, to develop embedded applications for dsPIC and PIC micro-
controllers. The latest version of MPLAB is X, and it is developed on the Netbeans
platform. Both versions, MPLAB and MPLAB X, can support project management,
debugging, code editing, and programming of a microchip that can support 32 bit,
8 bit, and 16 bit PIC microcontrollers.

For programming and debugging PIC microcontrollers using a personal com-
puter, MPLAB is meant to work with MPLAB-certified devices such as the MPLAB
ICD 3 and MPLAB REAL ICE. MPLAB also supports PIC kit programmers. The
MPLAB code configurator and MPLAB harmony configurator plugins in MPLAB
X provide automatic code generation.

5.4.1 Local Application

Figure 5.7 shows the screenshot of the local application that controls the electronic
devices around a range of 100 m via Bluetooth module. The start button initiates the
connection between the application and the kit that sends data to the electronic
device. Using of PIC microcontroller, we can control the electronic devices where
the received signals from the application via the Bluetooth module was connected
with the main module. The application consists of buttons that toggle between ON
and OFF for each electronic device.

First, turn ON the Bluetooth in the mobile phone where the application was
installed in. The search icon in the top right corner of the application is clicked for
the first time for the configuration of the system. Then the device is connected by
pairing it with the android phone. Then the android device was connected to the kit
via Bluetooth. Once connected a message “connected to the device” popup would
be shown and also the description below the main heading “Home Control” would
change from “not connected” to “connected to the device name.” Thus it would be
known that the device is connected. Then the start button in the android application
was clicked so that the connection established between the application and the elec-
tronic device was started. Now there are respective buttons with toggling capability
for each of the electronic devices that are needed to be controlled. Consider an
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Fig. 5.7 Local application
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electronic device A (say fan). There is a button for the electronic device A. This but-
ton is initially in the OFF state. Now toggling ON the button would send a message
to the receiver kit (main module) which in turn is sent to device A as an electric
signal. Thus the device A is powered ON. Now again toggling the button corre-
sponding to A would again send a message to the receiver kit which in turn sends an
electric signal to turn OFF the system and thus the device A was powered OFF.

5.4.2 Server Application

The application that would be used to control the electronic devices from outside
via the Internet is shown in Fig. 5.8. Here too there is a start button that would initi-
ate the system and run the system. There are respective buttons for each of the
electronic devices that are needed to be controlled via the Internet as shown in
Fig. 5.8. The electronic devices were controlled with the help of the PIC microcon-
troller where the signals are received from the application via the Internet. The
application consists of buttons that toggle between ON and OFF for each electronic
device. First, the Internet is turned ON in the mobile phone in which the application
was installed. Once the device is connected to the Internet, it would also connect
with the receiver kit. Then the android device was connected to the kit via the
Internet. Once connected, a message “connected to the device” popup would be
shown and also the description below the main heading “Home Control” would
change from “not connected” to “connected to the device name.” Thus it would be
known that the device is connected to the receiver kit. Then the start button in the
android application was clicked so that the connection established between the
application and the electronic device was started. Now there are respective buttons
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Fig. 5.8 Server
application
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with toggling capability for each of the electronic devices that are needed to be
controlled. Consider an electronic device A (say fan). There is a button for the elec-
tronic device A. This button is initially in the OFF state. Now toggling ON the but-
ton would send a message to the receiver kit (main module) which in turn is sent to
device A as an electric signal. Thus the device A is powered ON. Now again tog-
gling the button corresponding to A would again send a message to the receiver kit
which in turn sends an electric signal to turn OFF the system and thus the device A
was powered OFF.

5.4.3 Working Module

Figure 5.9 shows the working model for the kit controlling the electronic devices. In
the model, there are four bulbs, say A, B, C, D, which act as electronic devices.
There is a display to show the message of which bulb is glowing at the moment. Say
if A is glowing, the message would be A in the display and if A is in OFF state then
“a” would be shown in the display. By this, the electronic device being controlled at
the moment would be known instantly. Once a message or electric signal is received
from either the Bluetooth module, Internet, or the flex module, the PIC microcon-
troller would process the message and shows the respective electronic device in the
display and send the signal to the respective devices as well. There is a reset button
to reset the device when needed. Relay can operate by the electric switches. Many
relays utilize an electromagnet to work an exchanging component precisely; yet
other working standards are likewise utilized.
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Fig. 5.9 Working module

5.4.4 Flex Module

Figure 5.10 depicts the flex module for the kit. The flex sensors are connected to the
kit as shown in Fig. 5.10. It consists of a PIC microcontroller that controls the flex
module and is also responsible for the sending and receiving of messages/signals to
and from the receiver kit. The flex sensor on any motion gives away electrical sig-
nals. These electrical signals are then sent to the PIC microcontroller which reads
the signal and finds the device to be controlled and sends the message to the receiver
kit. Then the signal is transferred to the respective electronic device that was meant
to be controlled and for which the flex sensor is connected. The display in this flex
module is used to show the details of the sensors that are moved up at the moment.
It would show the position of the sensor and as the sensors are moved the values
would change in the display instantly. By this, the sensor values can be obtained.
Once obtained, the sensor values could be used while controlling the device via
these sensors so that no two sensors can have the same electronic device controlled.
There is also an RF RX transmitter which is used to send the data from the flex
module to the receiver kit. This transmitter sends the signal from the sensors to the
receiver kit. Once the sensors are bent, an electrical signal is generated which is then
sent to the receiver kit via the RF transmitter.

5.4.5 Main Module

Figure 5.11 shows the main module which consists of the PIC microcontroller that
is used to control the entire kit and relay to switch between the devices and also
some electronic devices; here we consider bulbs are electronic devices. The main
module is where the electronic device is controlled through the PIC microcontroller.
A Bluetooth module is also used to receive the signals from the other modules such
as the android application, flex module, etc. When any modules send messages/
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Fig. 5.10 Flex module

Fig. 5.11 Main module

signals to the kit, the Bluetooth module receives the message and sends it to the PIC
microcontroller which turns signal to send to the electronic device needed to be
controlled. Consider an electronic device A that is needed to be controlled. This
electronic device A that is connected to the kit of the receiver. Now a signal would
be received from any of the modules, and this signal would be read from the
Bluetooth module and is transferred to the PIC microcontroller. Then the signal is
received by the microcontroller and sends it to the respective electronic device
A. Now the device is turned ON. Simultaneously a message is sent to the applica-
tion of android mobile that the device is powered ON which shifts the state of the
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button shown in the application from OFF state to ON state. Again another message
signal to turn OFF the device A could be sent which again goes through the PIC
microcontroller and turns the device OFF. Again a message indicating the device is
turned OFF and is sent to the application.

5.5 Conclusion

This research concludes the objectives of this paper are met which are the following:

* A wireless home automation system was constructed and controlled using an
android smartphone.

* Designed and executed a cost-effective yet efficient home automation system.

* Protected framework and easy to use to control the various devices in the home
especially to help the elders and physically challenged people.

This system would help many elderly/disabled people who need others to help
them. This would help the elderly people to be free without the help of others for
controlling the appliances around. The disabled people can also move freely and
operate the appliances freely on their own without disturbing others. In future
enhancements, the kit would be reduced to smaller in size using the latest technolo-
gies and making it even easier to use by all who feel comfortable to control the
appliances from where they are without moving.

5.6 Future Work

The future work of this paper can create a solution for the cross platform that can be
used in various platforms like Windows and i0S. This work’s limitation is that it
only controls a limited number of devices that can be removed by further automat-
ing other household equipment [24, 25]. The module can be flexible to support both
technologies such as Wi-Fi and Zigbee.
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Chapter 6
IoT-Enabled Intelligent Traffic
Management System

Subodh Bansal and Amit Gupta

6.1 Introduction

During the last decade, the trend has been to transfer computers, controls, and data
stores to the cloud. The main data center, backbone IP networks, and cellular core
networks have in particular been converted from storage, shops, and network man-
agement functions. Nevertheless, cloud computing today faces growing difficulties
in meeting various evolving IoT new requirements. There are many technological
challenges [1] in the IoT, which create an immense network of trillions or thousands
of “things” that interact with each other. The IoT in the global information industry
after the Internet is perceived as a technology and an economic stream. [oT [2-5] is
intelligent by agreed-upon protocols, and Internet-enabled network enables infor-
mation exchange and communication through information sensing devices. The aim
is to define, locate, map, control, and manage matters intelligently. The network that
enhances the connectivity from humans to people and things or things and stuff is
the Internet-based network [6].

Wireless sensor network (WSN) consist of sensor nodes that can be utilized via
Internet connectivity in various areas of applications (e.g., health care, militants,
and agriculture), which establishes a sense of [oT. As a result of the Internet of
Things (IoT), physical objects with embedded sensors, actuators, and network com-
munication can process and share data. Among the WSN system’s parameters are
energy consumption and scalability.

The IoT refers to a widening network between physical objects and other Internet
devices and systems that have an Internet protocol (IP) interface between them. The
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fundamental aim of [oT is to allow things to be linked to anything and anyone who
ideally utilizes all paths, networks, and services [7].

6.1.1 Characteristics of loT

The basic characteristics of 10T are as follows [8]:

Network interconnection: The key theme of IoT in recent years has been the expo-
nential rise of Internet-based applications. The vast variety of IoT-technology
implementations means that the requirements can vary greatly, but the most basic
features are shared. The IoT is feasible for many innovations. The network used
to communicate between IoT installation devices, a function that can be played
by multiple wireless or wired technologies, is of key importance.

Sensing: Without sensors that can identify and measure any environmental changes,
IoT will not be able to produce data that can map or communicate with the envi-
ronment. Sensing technologies provide the medium to construct capabilities that
reflect the physical world’s real knowledge and consciousness.

Heterogeneity: One of the key areas of the IoT is heterogeneity. IoT equipment is
built on certain hardware and Internet platforms and can connect with other ser-
vice platforms or devices through distinguished networks. IoT helps to interact
directly between the heterogeneous networks. The design specifications for het-
erogeneous objects and their IoT environments are scalability, expandability,
interoperability, and modularity.

Connectivity: Connectivity allows the IoT to bring everyday artifacts together. Such
objects’ communication is critical as basic experiences on an entity level lead to
collective knowledge in IoT networks [9]. It provides links to a network and
makes everything stable. This connection enables the networking of intelligent
objects and applications to generate new business opportunities for the IoT.

Security: 10T devices are, of course, exposed to network security threats. As people
gain efficiency, novel experience, and other merits from IoT to forget about the
security concerns accompanied with it. IoT has immense security and privacy
levels issues. It is crucial to secure the data, networks, and endpoints that are
allocated across all of these means constituting a security paradigm. The IoT has
a large array of technologies that enable its productive operation. The above
features of IoT technology build value and promote human activities. Through
shared collaboration, they further improve the IoT network capability and
become part of the overall structure [10].

Intelligence: 10T comes with a computer, hardware, and software combination that
makes it intelligent. Environmental intelligence in IoT maximizes its capabili-
ties, enabling the intelligent response of objects to unique situations and allow-
ing them to perform special tasks. Despite the popularity of intelligent technology,
IoT intelligence is only concerned with computer interaction, while standard
input methods and a visual user interface allow user interaction.
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Dynamic nature: The primary task of IoT is to collect data from its surroundings,
accomplished by dynamic interface changes. Such devices adjust the status
dynamically, including the temperature, position, and speed of their devices, e.g.,
sleep and waking connects and/or disconnects. In addition to the device state, the
number of devices varies dynamically with the user, position, and time.

Enormous scale: There will be a far greater number of devices to control and com-
municate with other devices associated with the current Internet. For applica-
tions, it is more important to control and analyze data generated from these
devices.

6.1.2 Advantages and Disadvantages of IoT

The IoT provides numerous benefits in the business sector’s everyday lives. The
following are some of the benefits and challenges of IoT:

Automation: Because physical objects are digitally controlled and connected to
wireless networks, a great deal of automation and operational control exist. This
allows all machines to communicate without human intervention, which speeds
up production.

Cost-effectiveness: When used in everyday life, it allows electronic devices to inter-
act with one another efficiently, conserving energy and reducing costs. By per-
mitting data to be exchanged and transmitted between electronic devices, IoT
makes our systems more productive.

Time: The time saved in supervision and the number of other trips will be immense.

Cost-effectiveness: M2M, or machine-to-machine communication, is one of the
most well-known examples of IoT. As a result, physical devices can stay con-
nected and comprehensive transparency can be achieved with less inefficiency
but better quality.

Money: One of the key advantages of the IoT is that it allows for significant cost
savings. So far, IoT has been widely adopted if the cost of tags and monitoring
equipment is less than what is saved. In the long run, the Internet of Things is a
boon to people because it allows appliances to communicate with each other
efficiently, economizing energy and money. In addition, it improves the effi-
ciency of our systems by allowing data to be exchanged across devices.

Monitor: Monitoring is the second most evident benefit of IoT, just after security.
Knowledge of someone’s home exact supply levels and air quality can offer you
the additional information that was previously difficult to collect. By knowing
when your milk or printer ink runs out, you may avoid a trip to the store in the
near future. Determining expiration dates for products is another way to ensure
customer safety.

The disadvantages of IoT technology are mentioned below:



92 S. Bansal and A. Gupta

Overdependence on technology: Depending on the information it makes available
daily could lead to destruction by taking decisions on technology. There is no
stable, faultless framework.

Complexity: All sophisticated systems have flaws. There is a greater chance of
something going wrong. Failure rates could skyrocket with the IoT. Imagine that
a couple both receive a notice that the milk has expired, and they both have to
stop at a supermarket on the way home to buy milk together. The circumstances
benefit both you and your spouse. Another possibility is that your printer orders
a new ink cartridge over several days, every hour.

Privacy and security: In today’s technological world, every computer that is used by
a person is connected through the Internet. This maximizes the likelihood of
critical data loss. The exchange of information is a major disadvantage, as sensi-
tive information cannot be secure and can easily be compromised by third parties.

Compatibility: Unfortunately, no international standard exists for identifying and
assessing compatibility equipment at present. This, in my opinion, is the most
easily overcome disadvantage. Manufacturers want to agree on a standard, such
as Bluetooth or USB. This is not a novel or original idea that needs to be
implemented.

Less employment: Workers and helpers who are not skilled may lose their jobs as a
result of the automation of everyday activities. This can lead to a rise in the num-
ber of unemployed people in society. With the advent of any technology, this is a
problem that can be overcome through education. Due to the automation of daily
tasks, there will be a decrease in the demand for human resources. This may lead
to a rise in the number of unemployed people in society.

6.1.3 Application Areas of IoT

The IoT application area is very diverse and IoT applications are used by different
users. There are dissimilar categories of users with different driving needs. The IoT
framework covers “smart” spaces/environments in areas like transport, construc-
tion, regional, lifestyle, retail, supply chain, agriculture, emergency, health care, and
manufacturing [11, 12]. Table 6.1 shows some areas for IoT applications [13].

6.1.4 IoT Open-Source Platforms

A vital role is played by open-source implementations when it comes to sharing to
accomplish multivendor interoperability. It is worth noting that there are several
places in the world where small cities can develop quickly and easily.
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Table 6.1 Application areas of IoT

S.

no. | Applications Smart objects used

1 Internet of Battlefield Sensors, weapons, vehicles, human-wearable devices
Things (IoBT)

2 Internet of Medical Medical wearable devices — diabetes, heart rate,
Things electrocardiography (ECG), insulin, and inhalers

3 Internet of Underwater Underwater sensors, autonomous underwater vehicles (AUV),
Things ships, smart buoys

4 Internet of Animal Things | Smart cattle collars, animal farming, offspring care

5 Internet of Waste Things | Smart bins, RFID tags, actuators

6 Internet of Nano Things | Nanosensors, actuators, nanorouters, nanomicro interfaces,

bio-FETs
7 Internet of Smart Weather monitoring, air pollution monitoring, water quality
Environment
8 Internet of Smart Energy | Wind turbines, powerhouse, smart grid, photovoltaic
installations
9 Home Security Sensors, real-time video surveillance
10 | Internet of Smart Maintenance and repair, explosive and hazardous gases

Industries (IoSI)

FIWARE

FIWARE is an open standard platform for applications in smart cities, was launched
by the European Commission, and plans to grow new technologies in the IoT pro-
totype. On the other hand, it relies on a set of software components called generic
enablers. To increase interoperability, these components have several functions in
common to the various vertical segments of an organization, as well as the ability to
communicate between them. FIWARE-enabling technologies for IoT are catego-
rized into seven major technological categories: cloud-hosted applications and ser-
vices, data conveyance, data/context management, security interfaces to networks
and devices, enhanced web, and IoT services enablement. FIWARE lays out an
easy-to-use collection of APIs that facilitate the creation of smart applications. The
lack of a complete set of functions is a major concern despite several benefits
of FIWARE.

OCEAN

KETI (Korea Electronics Technology Institute) and the Korean government
launched OCEAN (Open Alliance for IoT standard) in January 2015. As a global
alliance, it works to develop open-source solutions for smart cities based on IoT
standards. It also seeks to promote the creation and commercialization of platforms,
products, and services through the widespread use of IoT standards that are open-
source. As part of the global cooperation, when it comes to distributing the source
code for IoT standards with manufacturers and developers, OCEAN is in charge.
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CONTIKI

CONTIKI is also an open platform that allows for the quick and easy development
of a variety of IoT-based smart city applications. Tiny microcontrollers can use it to
communicate with the Internet, and it operates at a very low cost and power.
Furthermore, it is compatible with IPv4 and IPv6, including user datagram protocol,
TCP, and HTT. It also provides support for the most recent low-power remotes and
mobile networks, such as 6LowN and RL multi-hop routing protocol. A wide range
of smart city applications can benefit from its very efficient memory allocation
techniques.

OM2M6
When the ECLIPSE Foundation started this project, it intended to provide an open-
source implementation of the standards One-to-One and SmartM2M. The project is
funded by the ECLIPSE Foundation and the European Commission. By offering a
horizontal OM2M service platform for designing services independent of the under-
lying network, this endeavor will facilitate the implementation of vertical apps and
heterogeneous devices. This initiative is funded by the National Science Foundation.
As a result, the horizontal Common Service Entity (CSE) is provided by this
ECLIPSE that could be deployed in a M2M device, a gateway, or a worker. The key
CSE functions are application enablement, starting up, notification, security, persis-
tence, between working, and device management RESTful interfaces are also pro-
vided to provide synchronized and asynchronous interactions and bunch association.
Following is a breakdown of the rest of the document. The role of traffic manage-
ment in IoT is defined in Sect. 6.2, and the literature evaluations are discussed in
Sect. 6.3. Section 6.4 discusses the system’s methodology. In Sect. 6.5, an experi-
mental finding is discussed. Last but not least, the final section discusses the study’s
limits, future directions, and implications.

6.2 Role of Traffic Management in IoT

IoT is a new research methodology, and the information related to IoT seems to be
in its early stages. As a result, the precise description, design, scope, and norm are
still unknown. Most academics, on the other hand, agree on the importance of
extending and understanding Kevin Ashton’s groundbreaking philosophical descrip-
tion of IoT, which he described as “a systematic way for computers to understand
the real world.” People with disabilities and diabetes can benefit from IoT in a vari-
ety of ways, as well as miners who can benefit from safer mining operations and
people who can benefit from an intelligent relationship based on responsiveness and
intelligence in the workplace to support human decisions and/or operations. The
only difference is that for Ubicomp there is no requirement for an Internet connec-
tion so that objects can communicate with one another. It is used to define smart
ecology in a wider context than IoT. Applying sensor technology to collect data to
make a specific response, for example, is Unicom but not IoT. IoT can be related to
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human sensors. Humans, for example, have biological sensors such as ears, eyes,
skin, taste buds, and other sense organs that enable them to perceive what is going
on around them. Humans use their bodies to produce and obtain sounds, and they
need a name for others to pay attention to them. Communication is only possible
when a communication channel, such as a telephone network, a mobile network, or
the air, is available. Sensors must be attached to physical objects being regarded for
them to have human-like properties. Objects must have both sender detail and recip-
ient detail, and only digital communication is required. The contact between cars,
processing units, and traffic lights is the subject of this paper. Each vehicle serves as
an eye in this scenario, transmitting traffic data. The contact is built through socket
programming over a Wi-Fi link, and the ports serve as the sender and receiver’s
respective “mouth” and “ear.” By calling the RFID reader name, vehicles can
“name” each other. In this instance, IoT can be used to replace human workers in
undertaking repetitive, time-consuming tasks. For example, traffic statistics may be
acquired and sent out regularly, which is nearly difficult with manual interac-
tion [14].

6.2.1 Traffic Management

Transport, travel, and roads are an integral part of every country and make a differ-
ence in every citizen’s life. The well-being and development of a country signifi-
cantly depend on the road and traffic of the country. One of the most significant
infrastructure challenges that developing countries confront today is traffic manage-
ment. Developed countries and smart cities are already leveraging IoT to reduce
traffic-related challenges. The car culture has spread rapidly among people from all
walks of life. People in most cities prefer to drive their cars regardless of how good
or poor public transportation is or how much time and money it would take them to
get to their destination.

IoT has proved its potential in vehicle maintenance, navigation, and monitoring
leading to improved transportation [15]. IoT can improve road transportation in the
following ways:

6.2.1.1 Intelligent Traffic Lights

Intelligent traffic lights interface with the sensors of connected automobiles, provid-
ing the driver with important information about the traffic light state, such as color
or time to green. This aims to reduce accidents around traffic lights and reduce their
violation too through better real-time monitoring.
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6.2.1.2 Telematics

Various transportation agencies and fleet management companies use telematics to
understand, manage, and improve driver behavior. Telematics employs the usage of
a “black box” in a vehicle that is using GPS. The idea is to use the mobile phone
network to measure speed, acceleration, braking, and cornering movements. This
data is then transferred to servers, where it is analyzed to provide driver feedback.
This encourages better driving practices and closer monitoring.

6.2.1.3 Autonomous Cars

To sense their environment, self-driving or autonomous vehicles employ a range of
sensors. Radar, Lidar, sonar, GPS, odometry, and inertial measurement units give
information required for appropriate navigation pathways. Sensor data is interpreted
by advanced control systems to identify impediments and relevant signage.

6.2.1.4 Improved Emergency Services

In case of emergency, connected cars send automatic messages and warnings to
emergency services, assisting in providing rapid attention to reduce accident-related
death rates. A specific Internet of Things (IoT) gadget, Raksha SafeDrive, acts as an
accident management system in the vehicle. Using Raksha SafeDrive is possible in
a wide variety of vehicles such as cars, auto-rickshaws, bicycles, and lorries, among
other things.

Nowadays, some vehicles are incorporated with fatigue sensors that can detect
deviations in the driver’s normal behavior pattern and raise the alarm in danger or if
the driver falls asleep. Such intelligent vehicles can make decisions on their own
with the data that they receive in real-time. This improves the overall driving experi-
ence and enhances safety.

6.2.2 Advantages

Here are some of the advantagesof IoT enabled traffic management:

6.2.2.1 Communication

Device-to-device communication, also known as M2M communication, is enabled
by the IoT. Since physical devices may interface with one other, perfect transpar-
ency and efficiency will be achieved.
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6.2.2.2 Automation and Control

Physical things will be linked and operated digitally, centrally, and wirelessly.
Without human intervention, machines will communicate with each other and pro-
duce goods faster and more efficiently.

6.2.2.3 Information

It will give additional information to help you make more informed choices, for
example, deciding the things to buy in the supermarket or determining if your firm
has adequate widgets and supplies; information is power, and more knowledge
makes you stronger.

6.2.2.4 Monitoring

Monitoring is IoT’s second most important feature. To be able to accurately esti-
mate how many goods we have on hand or the air quality in our home will provide
us that information. As an example, knowing that there is milk or printer ink nearby
will allow you to avoid making a trip to the store soon. As an added security mea-
sure, keeping track of expiration dates could be beneficial.

6.2.2.5 Efficient and Saves Time

Machine-to-machine communication is efficient and saves time. Sensors will be
active only for collecting the instantaneous data which makes it more
energy-efficient.

6.2.2.6 Better Quality of Life

This technology will promote comfort, ease, and management, all of which will
improve people’s quality of life.

6.2.3 Disadvantages

The following are some drawbacks of traffic management system:
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6.2.3.1 Compatibility

No international standard exists for marking and tracking equipment compatibility
at this time. Equipment manufacturers need to make decisions such as Bluetooth or
USB. There is no open IoT platform till now.

6.2.3.2 Safety and Privacy

As more IoT data is exchanged, it increases the chance of a privacy breach. As an
example, how secure will the data be stored and transferred if it is saved and trans-
mitted securely? Because all domestic appliances, industrial equipment, public sec-
tor services such as water supply and transportation, and a variety of other
Internet-connected gadgets provide access to a wealth of information. This material
is likely to be targeted by hackers. Unauthorized intruders gaining access to private
and sensitive information would be disastrous.

6.2.3.3 Less Manpower Employment

Unskilled workers and assistance may lose their jobs consequently of daily operat-
ing automation. As a result, there will be a societal unemployment crisis. Due to the
automation of daily operations, there will be less demand for human resources,
especially employees and less trained personnel.

6.3 Smart Traffic Management-Based IoT

Smart traffic management [16] regulates traffic flow as needed, as a result of the
centrally controlled system of traffic signals and sensors. An automated algorithm
and sensor data will be used to construct a smart traffic control system to keep traffic
flowing more smoothly. To track the movement of vehicles, a smart traffic signal
monitoring (TMS) system based on IoT is deployed at the lights. For real-time traf-
fic monitoring, powerful data analytics solutions connect GIS-enabled digital road-
maps with traffic lights and traffic control rooms.

6.3.1 Working of Smart Traffic Management System

Traffic lights, subsurface queue detectors and/or cameras, and a central control sys-
tem are the three components. The queue detectors provide information to the con-
trol system on the flow of traffic on all of the city’s principal thoroughfares. In turn,
the system manages the traffic signals to guarantee that traffic flows smoothly
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around the city. Every 2 seconds, the algorithm evaluates whether modifying the
phasing of any of the lights is advantageous using a model of real-world situations.

An intelligent IoT-based TMS system collects the image of traffic (which serves
as input) at a crossroads using digital image processing technologies. The system
then employs wireless sensors to transmit data (serving as output) to the control
room Or USers.

Along with RFID tags and scanners for car tracking, the system can minimize
traffic congestion at intersections, trace a stolen vehicle, and free up traffic for emer-
gency vehicles. The emergency vehicles must be equipped with RFID tags for RFID
readers to track them in real-time by scanning the signal. Because of this, emer-
gency vehicles can be given priority.

6.3.1.1 Benefits of IoT-Based Traffic Signal Monitoring System

It helps reduce traffic congestion at traffic lights and on the roads.
* Monitoring of real-time vehicle movement.

* The signals can accommodate a huge number of vehicles.

» Using RFID to track down lost cars.

e Well-organized and precise monitoring of traffic.

e Clearance of traffic for emergency vehicles.

6.3.2 IoT Applications in Smart Cities

The Internet of Things (IoT) makes use of the Internet to connect various diversified
devices. All current things must be connected to the Internet in a convenient way
and by the rules of the game. For example, to improve energy efficiency in smart
cities, sensor networks [17, 18] must be connected online to remotely monitor their
treatment. Data may be gathered and analyzed by adding sensors at different loca-
tions. Below are a few of the important goals in this branch of knowledge:

6.3.2.1 Smart Parking

To assess whether parking spaces are occupied or available, smart parking systems
use GPS data from drivers’ smartphones or road-surface sensors put in the ground
on parking spots to create an interactive map of available and occupied parking
spots in real-time. As a bonus, drivers are alerted when the closest parking spot
becomes available, allowing them to use the map on their phone to find a parking
spot faster and easier rather than driving around aimlessly.
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6.3.2.2 Public Transport

As aresult of IoT sensors, it is possible to identify patterns in how citizens use pub-
lic transportation services. Public transportation operators can use this data to
improve the traveling experience, as well as safety and punctuality.

As an example, several London-based train companies postpone passenger car
loading for excursions in and out of the city. Ticket sales data, motion sensors, and
TV cameras located along the platform are all combined. Using this information,
train operators can predict how many people will be in each car at any given time
Passengers are encouraged to spread out while waiting for a train to be fully loaded
before it leaves. Because they maximize available capacity, train operators
avoid delays.

6.3.2.3 Street Lightning

Smart cities based on IoT make road maintenance and control simpler and more
cost-effective. The use of sensors in streetlights and their connection to a cloud-
based management aids in the adaptation of lighting schedules to the illumina-
tion zone.

Data about illumination effect and movement of people and vehicles are gathered
by smart lighting solutions, and it should be used in conjunction with historical data
such as special events, public transportation schedules, time of day and year, etc.
This means that smart lighting tells a streetlamp to fade, light up, or turn on and off
dependent on the surrounding conditions.

Some examples include turning on a more dazzling setting when people are
crossing the street or when a bus is expected to arrive at a stop, turning on a brighter
setting than those further away, and so on.

6.3.2.4 Waste Management

Empty containers are used by most waste collection operators according to prede-
termined schedules. This is not a particularly efficient approach because it results in
unnecessary trash container use and unnecessary fuel use by waste collection trucks.
IoT enables smart city aid in waste collection process improvement by measuring
waste levels and offering route optimization [19-21] and operational insights.
Garbage containers are equipped with sensors that measure how much waste is in
them. Whenever the waste management system is approaching a given threshold, it
receives a sensor record, processes it, and then sends a notification to everyone. As
aresult, rather than emptying a half-full container, the truck driver dumps a full one.
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6.3.2.5 Environmental Issue Arrangement

Smart city solutions powered by the Internet of Things (IoT) enable the tracking of
parameters essential to maintain a healthy environment at an optimal level. Cities
can install a network of sensors across their water system and connect them to a
cloud-based management system to monitor water quality. Some sensors can tell
you how acidic or alkaline the water is. Leakages and chemical changes in water
cause cloud platforms to commence an output that is characterized by clients.

6.3.2.6 Air Quality Estimation

The monitoring of air quality is another example of a possible application. On busy
roads and around plants, a sensor network is set up. A central cloud platform analy-
ses and visualizes sensor readings so that platform clients can see an air quality map
and utilize this data to target problem regions, while sensors measure oxygen, nitro-
gen, and sulfur oxide concentrations in the atmosphere.

6.3.3 Practical Experience Around the World
6.3.3.1 Amsterdam, the Netherlands

Countless tasks were dispatched in 2006-2007 in Amsterdam, the Netherlands,
including interlinked lighting inside the savvy city. Consequently, there were LED
illumination used with brilliant regulators for diminishing the force utilization,
which can save energy up to 80% and monetary investment funds of around
1300 million euros, giving further developed security to residents as well as greater
deceivability. Besides, there is a relationship between these frameworks by incorpo-
rating controls using the Internet which gives rise to energy reserve funds. Also,
energy use was around assessed before; however, presently keen meters precisely
figure the energy utilization. Additionally, lights are darkened or power diminishes
to save energy during low traffic hours or upgraded when expected to further develop
well-being.

6.3.3.2 Chicago and New York, USA

In Chicago City and Chicago’s South Side, utilizing loT-based instruments includ-
ing the portable, web, and SMS, people groups like residents, associations, and
public networks attempt to trade data and beat vicious wrongdoing. This undertak-
ing was upheld by the University of Chicago by creating trust among neighboring
urban communities and neighborhood associations. Moreover, unique information
gathered by the police, clients, and foundations will be accessible for a cell phone
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application client that utilizes a straightforward planning interface and GPS. In
New York City, an application called City24/7 has been made to educate, secure,
and saturate the city. Furthermore, public correspondence can be accessed at any
time, on any mobile device, so that the stage can combine datasets derived from
publicly available, neighborhood inhabitants, and organizations to provide data. As
a result, this program communicates information that people should be aware of. To
obtain this information, certain sharp screens can be found in bus stops, train sta-
tions, shopping malls, and sports offices. This could be retrieved over Wi-Fi on cell
phones or other mobile devices. These clever screens spotlight individuals with data
identified with their genuine closeness and security by offering nearby cops and a
local group of firefighters citywide detecting and correspondence powers.

6.3.3.3 Busan, South Korea

In Busan, a city in South Korea, the overseeing body perceived the potential for
working with open positions for college graduates and financial development
through ICT. Busan has made a decent correlation framework which empowered the
public authority to extend the cloud foundation. It associates different organizations
like colleges, businesses, residents, and government for driving manageable metro-
politan turn of events. These days, the cloud framework interfaces the Busan neigh-
borhood government, Busan Mobile Application Center (BMAC), and different
colleges. BMAC provides an actual workspace like task and meeting rooms for
normal application improvement, cloud stages for Windows or Mac OS gadgets,
counseling places for new businesses and little office experts, the library for appli-
cations, different instruments, an API for openness to nearby city information which
gives. It can assist with working on the city’s essential activities and personal
satisfaction.

6.3.3.4 Nice, France

At a recent conference in Nice, France, the potential of the Internet of energy (IoE)
was examined, and the IP-enabled innovation engineering model, financial model,
and social benefits of IoE were tested and accepted. Then, four astute city adminis-
trations were established, including brilliant lighting, astute course, astute waste
administration, and astute natural observation. For example, information obtained
by sensors for traffic examples can also be used for halting and natural observing
through a standard stage that can collaborate with the city to fabricate keen city
administrations.
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6.3.3.5 Padova, Italy

In Padova, Italy, the University of Padova, as part of a joint venture with the city, a
project called Padova Smart City was launched. This project is funded by the local
government as a financial sponsor. The college serves as a theoretical partner and
helps to further develop smart city concepts.

6.3.4 Challenges

The rising usage of automobiles has resulted in massive traffic congestion. Several
countries are addressing this traffic issue by extracting data from CCTV feeds and
communicating vehicle-related data to city traffic management centers to aid in the
development of changes. As a result of better-organized traffic infrastructure, there
are fewer cars, buses, and trucks stuck in traffic jams. All of this results in shorter
run times, more efficient use of natural resources (gas), and lower emissions. The
amount of gas emitted is highest during stop-start driving, which occurs in regions
where traffic is controlled by lights. As a result, opting for smart traffic helps to
reduce pollution around the city [22].

Smart traffic management, on the other hand, includes features such as smart
parking sensors, smart streetlights, smart motorways, and smart accident assistance,
among others.

6.3.4.1 Traffic Lights

To smooth traffic flow, traffic lights that use real-time data feeds are being used.
Sensors set in strategic locations can collect data on busy traffic intersections and
regions where vehicles are steered away from these sites using IoT technology. Big
data may be used to further analyze this information and discover alternative routes,
as well as improve traffic signaling to ease congestion. Meanwhile, weather sensors
installed on roadside lights allow them to operate. The light dims not just as a result
of the day-night cycle but also when the sky darkens. These signals can be detected
by roadside light sensors, which can then turn the lights on and off as needed.

6.3.4.2 Smart Parking

In the urban planning context, parking has become an Achilles heel. Parking short-
ages, as well as parallel parking, have exacerbated traffic congestion at important
metropolitan junctions. In parking lots, IoT-based sensors can provide real-time
information on available parking spaces to vehicles approaching from a consider-
able distance. This type of sensor has previously been installed in European cities
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such as Paris, France, and Kansas, USA. They have all had excellent outcomes, with
a double-digit percentage reduction in parking complaints documented in a year.

6.3.4.3 Smart Assistance

Road traffic accidents are one of the biggest causes of death in the globe. However,
what contributes to this bleak figure is the victims’ inability to receive prompt care
and support in these catastrophes. Roadside CCTV and sensors can assist in detect-
ing accident sites and communicating them to the local emergency rooms.
Everything else will be easier to handle once this contact is established.

6.4 Research Challenges

There must be proper feasibility in the various fields for some of the IoT’s potential
applications. For IoT to succeed, it must overcome its limits and limitations. IoT
technologies have made enormous strides over the past few years, but there are still
several issues that need to be addressed, clearing the way for new types of research
to be conducted. An inescapable set of research difficulties arises as a direct result
of the Internet of Things’ reliance on heterogeneous technologies for data collection
and management as well as processing and action. As a result, there are a variety of
research difficulties that need to be addressed in a wide range of research fields [23].

6.4.1 Privacy and Security

With its expanding use, IoT has become a critical component of the web’s future,
necessitating the need to appropriately address There must be proper feasibility in
the various fields for some of the IoT’s potential applications. security and trust
functions. Currently, researchers are aware of the flaws in various IoT devices. In
addition, IoT’s foundation is based on existing remote sensing networks; therefore
it is protected by the same level of privacy and security vulnerabilities as WSN. IoT
frameworks have been subjected to several attacks and flaws, proving the need for
comprehensive security plans that maintain the security of data and from beginning
to end. A comprehensive security solution is needed to close this gap, which includes
research into effective cryptography for data and framework security, non-
cryptographic approaches, and frameworks. There is a need to do additional research
on cryptographic security services that can work on IoT devices with limited
resources. This would make it possible for clients with specialized skills to safely
hire and deploy. There are IoT frameworks available for all IoT devices, even though
the client interfaces are not very good. Additionally, the Internet of Things has pro-
tection and security components, and there are other areas such as confidentiality in
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communication, trustworthiness, and authenticity of communication protocols and
message trustworthiness, which are all important. This should contain the capacity
to prevent the communication of various parties, for example. Examples include
preventing competitors from gaining access to secret information in smart devices
during commercial transactions and subsequently exploiting this malicious knowl-
edge to their benefit [24].

6.4.2 Processing, Analysis, and Management of Data

Problems arise owing to the heterogeneous nature of IoT and the huge amount of
data created in this “big data” era. Now, the vast majority of cloud-based frame-
works are geared toward dumping data and conducting computationally heavy tasks
on an international cloud. However, standard cloud architectures have been criti-
cized for their inability to handle the huge amounts of data produced and consumed
by IoT-enabled devices, as well as the associated compute. The majority of frame-
works are addressing this issue by depending on current solutions such as mobile
cloud computing and fog computing, two technologies that are based on edge
processing.

6.4.3 Monitoring and Sensing

While monitoring and detection technologies have made enormous strides, they
continue to evolve, focusing in particular on energy efficiency and shape. It is com-
mon for sensors and tags to be on all the time to collect vital data, making this fea-
ture necessary for energy management. Progress in nano-/biotechnologies and
miniaturization have permitted the development of actuators and sensors at the
nanoscale at the same time.

6.4.4 M2M (Machine-to-Machine) Communication
and Communication Protocols

IoT-oriented communication protocols such as Constrained Application Protocol
(CoAP) and message queuing despite the existence of telemetry transport (MQTT),
there has yet to be a standard for a completely open. It is true that all items require
connectivity, but that does not mean that all objects must be web-capable, because
some objects only require the ability to place their data. Lora, IEEE 802.15.4, and
Bluetooth are also choices for acceptable remote technologies, while the availability
of these technologies is unclear.
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6.4.5 Interoperability

Web interoperability has always been and will continue to be a vital goal because
the first prerequisite in Internet connectivity necessitates that “connected” frame-
works can “speak the same language” in terms of encodings and protocols. As of
right now, various companies employ several standards to support their applica-
tions. This is due to the sheer volume of data and the variety of different devices,
using standard interfaces in such a variety of substances is highly significant, and
much more so for applications that support cross-organizational, in addition to tra-
ditional applications. Because of this, IoT frameworks are being redesigned to sup-
port far higher degrees of interconnectivity than before.

6.5 Related Work

Kadar Muhammad Masum et al. [25] proposed leveraging the IoT and data analyt-
ics to create a real-time TMS. Traffic density is measured using ultrasonic sensors.
Following an examination of the sensor data, the system controller uses a traffic
management algorithm to regulate traffic signal timing and transfers data to a cloud
server via a Wi-Fi module. Using the proposed method, traffic congestion at the
crossing can be predicted ahead of time. To allow an emergency vehicle to proceed
through a junction with a long signal time, the emergency vehicle must be identi-
fied. A car that violates a traffic signal can be identified, and a fine is levied, which
is paid via the Traffic Wallet smartphone app. As a result of this work, a system that
is low cost, easy to install, as well as easy to maintain has been presented.

Sarab et al. [26] proposed a system paradigm based on IoT for collecting, analyz-
ing, and storing real-time traffic data. Traffic monitoring in real-time with this tech-
nology sends traffic information to drivers via roadside messaging devices.
Authorities can also send notifications to the corresponding messaging units about
VIP visits or medical emergencies or accidents, which will assist the people to make
informed decisions and save time on the roadways. Magnetic sensor nodes are used
to capture real-time vehicle data in the proposed system. Most likely, the technology
will be considered for inclusion in any smart city endeavor, in the form of an intel-
ligent university campus or other intelligent closed facilities.

IoT systems for traffic management were promoted by Chong et al. [27].
Microsoft Azure IoT cloud server with Intel Edison monitors real-time traffic flow.
As traffic increases, the cloud server assigns priority to each road-bound. Greenlight
phase time (GLPT) is determined using the dynamic approach in MATLAB. The
line length and waiting time at a traffic intersection is reduced by 68 and 67 percent,
respectively, when using dynamic cycle TLS. According to simulation data, for
each road bound for dynamic cycle TLS, the queue length and waiting time are
significantly reduced when compared to fixed cycle TLS. Currently, traffic cops are
on duty in the morning and evening rush hours. E, S, N, and W are the four route
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directions with a maximum backlog length of 75 vehicles. The use of the Microsoft
Azure IoT cloud server significantly increased TLS security. As long as this tech-
nology is installed at every road crossing in urban areas, traffic congestion can be
alleviated to some extent.

Using light intensity, Saifuzzaman et al. [28] developed an intelligent lighting
control system that can determine judgments (ON/OFF/DIM). To distinguish
between day and night modes, set a specified infrared sensor which can be used to
regulate the street light, and the LDR sensor can be used in this scenario. Installing
solar cells for power is the most intriguing element of this project; however, if the
solar cells fail, then a secondary DC will take over. In addition to the autonomous
traffic signal maintenance, the complete system can be monitored through the
Internet by installing surveillance cameras. Effortless and economical components
are used to build a trustworthy intelligence system.

According to Al-Shammari et al. [29], a WSN gateway access element provides
an overlaying access channel between MTDs and EPS, as a traffic flow management
strategy. It distributes and organizes network resource sharing for MTC traffic flows
within the evolved packet system. It also addresses the influence and interaction of
application, service, and terminal device heterogeneity, as well as the related QoS
issues among them. By preventing network performance deterioration, this study
solves the issue of network resource depletion. Using simulation, the suggested traf-
fic flow management strategy beats the current traffic management policy, accord-
ing to the study. For example, the proposed model has a 99.45% decrease in packet
loss ratio (PLR) and a 99.89% decrease in packet end-to-end (E2E) delay as well as
a 99.21% decrease in packet delay variability, according to simulation results
(PDV). Because of this, it was established that the proposed policy for managing
HTCs and MTCs traffic flows inside the LTE-APro network infrastructure outper-
forms the current approach in terms of NQoS levels.

Using IR sensors, Rani et al. [30] developed an automated traffic control system.
The previous approach has a fundamental disadvantage in that it changes the traffic
controller in a clockwise direction, which does not account for traffic density. The
traffic density is calculated, and the timer display shifts dynamically. This signifi-
cant advantage eliminates the possibility of an “unwanted wait” for automobiles in
congested areas.

Das et al. [31] provided an efficient algorithm that meets criteria such as low
cost, simple installation, and good traffic management. Measurement, control, and
traffic avoidance are all addressed by the suggested system, which meets all the
requirements.

Kadar Muhammad Masum et al. [25] advocated using IoT and data analytics to
construct a real-time TMS. Ultrasonic sensors are used to determine traffic density.
Following the analysis of sensor data, the system controller uses a traffic manage-
ment algorithm to regulate traffic signal timing and transfers data to a cloud server
via a Wi-Fi module. Using the proposed method, traffic congestion at the crossing
can be predicted ahead of time. To allow an emergency vehicle to proceed through
a junction with a long signal time, the emergency vehicle must be identified. A car
that violates a traffic signal can be identified, and a fine is levied, which is paid via
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the Traffic Wallet smartphone app. As a result of this work, a system that is low cost,
easy to install, as well as easy to maintain has been presented.

Mostafa et al. [32], heavy loads without having to transfer to a higher layer or
cloud distant from the edge, minimizing network traffic and latency, on horizontal
offloading in FC.

Internet of Things (IoT) initiatives for demand- and supply-side mechanisms
were implemented in Vietnam, according to Le et al. [33]. The authors advised a
BMC output for emerging economies to adopt an integrated global value chain ver-
tical integration strategy and improve loT-based competitive advantages.

6.6 Limitations

As exciting as IoT and big data are for smart traffic management and solutions, they
are not without their drawbacks as well.

(i) With the introduction of IoT technology, modern cities already face infrastruc-
ture issues such as road design, zoning, and other construction-related hurdles.

(i) As a result of the high-speed data transfer required by these advanced high-
tech solutions, they can only be used in cities with good Internet access [34].
In the event this connectivity is broken for any reason, the entire smart city
might come crashing down.

(iii) Thirdly, the increased number of devices that may connect to the central net-
work means that hackers have more opportunities to launch malicious attacks
on the central network [35]. It will be necessary to add a layer of protection on
top of the standard one to establish a hacker-proof smart traffic solution.
Privacy must be safeguarded, which means both politicians and technologists
must be involved.

6.7 Summary

Data is essential in every field of work in today’s age of new technology. IoT has
proven its worth in vehicle maintenance, navigation, and monitoring, resulting in
better mobility. Despite significant developments, the signals are still managed
manually by humans in the hub. People encounter traffic congestion, particularly in
downtown regions. The wide variety of motors on the street has risen dramatically
in current years. Congestion is a rising issue that everyone faces daily. Manual site
visitor management via site visitor law enforcement authorities is no longer proven
to be effective. A version is intended to effectively resolve the aforementioned
issues through the use of the Internet of Things.

This paper examines the limitations of conventional traffic management systems,
as well as smart traffic control structures used in a few cities. RFID and big data
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analytics can help you achieve your goals, as well as 10T, and an effective frame-
work is proposed. The proposed system’s architecture and functionalities are
defined, as well as how supervised learning was used to decide traffic management
attributes. When introduced, this advanced device would significantly reduce traffic
congestion in major cities while also improving vehicle protection. Cars increase on
the road as people move from rural to urban locations. It places strain on transporta-
tion infrastructure, particularly traffic management practices in cities and towns
throughout the metropolitan area.

Moreover, in this work, the difficulties which happen while executing the IoT
framework were clarified. As a feature of our future work, we intend to overview the
various answers for existing issues and proposals to moderate a few difficulties of
IoT and keen urban communities.
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Chapter 7
A Survey and Challenges: Embedded
System on IoT

Check for
updates

P. Venkateshwari and Suresh Subramaniam

7.1 Introduction

Individual organizations are encouraged to set up their system. That system should
be able to retain the data before its memory fades away [1]. The system which could
retain the data is called as Internet of Things, which has become a platform for the
transmission of the data nowadays. Internet of Things is the name first termed by
Kevin Ashton in 1999 [2]. It deals with the history of information to make any deci-
sion related to the dedicated application [1]. IoT is a quickly growing technology
and it brings more security problems. Internet of Things connects billions of devices
for data collection and sharing of those data [3—6]. But at the same time, it puts
highly sensitive data at risk [7]. According to the statistical record, it seems that the
number of connected objects increases to 75.44 billion in the year 2025 [8] and the
estimated economic growth due to the impact of 10T increases to 6.2 trillion by the
year 2025. 10T is a device that has a unique identification and connects to the
Internet [9]. Forbes has estimated that 2.5 quintillion amounts of data are produced
each day by people, machines, and things.

IoT has an impact on many applications like smart home, smart wearable, smart
city, smart farming, smart agriculture, industry automation, health care, etc. Smart
wearables are classified into four types based on their applications like health, sport,
tracking, and safety [10]. There are several IoT applications out of which require
very short response time to accomplish, some need private information from other
sources and some require a larger amount of data which could lead to a heavy load

P. Venkateshwari (P<)
ECE Department, GB Pant DSEU Okhla-I Campus, New Delhi, India

S. Subramaniam
Skarduino Labs, Chennai, India
e-mail: suresh@skarduino.com

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023 113
N. Sindhwani et al. (eds.), loT Based Smart Applications,

EAI/Springer Innovations in Communication and Computing,
https://doi.org/10.1007/978-3-031-04524-0_7


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-04524-0_7&domain=pdf
mailto:suresh@skarduino.com
https://doi.org/10.1007/978-3-031-04524-0_7

114 P. Venkateshwari and S. Subramaniam

of a system and it takes longer time for processing [11]. Nowadays based on the
application domain, application-specific IoTs (ASIoTs) are designed. The ASIC is
used to design different applications because each application requires different
design parameters. ASIoT is an emerging research area and it works on different
applications like Underwater Things, Medical Things, Battlefield Things, Waste
Things, Nano Things, Animal Things, and Mobile Things [12].

IoT technology offers many opportunities. Multiple communication standards,
messaging protocols, security algorithms, computation technologies, sensors, and
devices for IoT are under development. Communication standards are classified
into short-range and long-range. Short-range communication standards are BLE,
WiFi, Zigbee, RFID, Z-Wave, etc. Long-range communication standards are Sigfox,
LoRa, GSM, 3G, 4G, 5G, satellite communication, NB-IoT, etc. IoT applications
use different messaging protocols like MQTT, XMPP, DDS, AMQP, HTTP, and
CoAP. Various security algorithms for IoT applications are Blockchain, DES, AES,
RSA, Twofish, Triple data encryption standard, etc. IoT uses computation technolo-
gies such as edge, fog, mist, and clouds to store and process the data. The types of
sensors used for IoT applications are temperature, position, motion, pressure, prox-
imity, chemical, humidity, moisture, etc. [13]. The different vendor processors used
in IoT are ARM, Intel, Altium, Atmel, Silicon Labs, Texas Instruments, Samsung,
NVIDIA, etc.

The most primary requirements of IoT are computation and communication
standards. The resources of IoT should be utilized efficiently otherwise it causes
resource constraint issues in handling applications. There are many constraints in
IoT devices like interoperability, heterogeneity, robustness, energy efficiency, and
other issues like data and device management. Quality of service parameters need
to be considered and privacy and security. This paper deliberates about the system
architectural comparison, interrupts, task execution, scheduling, switching tasks
and latency, prioritization of tasks, real-time tasks, real-time operating system, mul-
titasking, sensors, actuators, memory footprints, and communication standards.

7.1.1 Comparison of Survey Papers

There are several survey papers published in this area that covers the various char-
acteristics and technical parts of an IoT. F. John [10] discussed the various wearable
devices and their classification based on the type of application. The author has also
discussed wearable challenges and issues. Narasimha Swamy [14] discussed the
various communication standards, functional pillars of IoT, various privacy and
security issues, three- and five-layered architecture and also the emerging applica-
tions and classifications. K. K. Goyal [15] discussed the five-layered architecture
and four main technologies used for communication like RFID, NFC, M to M, and
VtoV and also its applications and challenges are discussed in the work. Mohammed
El-hajji [16] discussed the generic IoT architecture and the issues and requirements
of each and every layer in the IoT architecture. Hamdan Hejazi [17] provided a
detailed survey of the components of an IoT platform necessary for all kinds of



7 A Survey and Challenges: Embedded System on IoT 115

applications. Routh et al. [18] proposed technology challenges of IoT and also ana-
lyzed several survey papers from a business point of view and also analyzed the
various social limitations in which IoT lags. Liya et al. [19] focused on single com-
munication technology over IoT, i.e., LoORaWAN. Rafique et al. [20] focused on
software-defined networks and edge computing to solve the complex IoT manage-
ment. Subbarao et al. [21] proposed a green campus and intelligent campus by sur-
veying several papers on smart campus systems using IoT and also discussed the
working model of a proposed system. Dhanalaxmi et al. [22] focused on the system
of IoT and discussed the DMA controller in IoT. Dhanalaxmi et al. [23] discussed
the network management protocols and their challenges. IoT devices management
and its taxonomy are discussed in their work. Datta et al. [24] provided a simple
survey on IoT architecture, protocols, SMART IoT-based applications, and security
policies.

7.1.2 Motivation

IoT applications and devices made up of IoT are increasing day by day. In most of
the literature, the authors described the various strands of IoT. However, none of the
works described the IoT system design in deep. Therefore, more attention to be
imparted in the system design concepts. Hence, this survey provides a detailed
study of a system in IoT.

7.1.3 Contribution

The IoT-based smart devices are used in various applications and it provides a lot of
research opportunities. But, still, many of the research works did not address the
current issues and developments. This paper provides the levels in architecture,
communication standards, computations, scheduling, and RTOS. In summary, this
paper aims:

* To review the IoT architectures and examines the relationship of each layer with
IoT device

* To analyze the various communication standards and application layers in IoT

» To review the computing standards like edge, fog, mist, cloudlet, and cloud

* To analyze the different OS for IoT

* To analyze the various scheduling methods of IoT

The other remaining parts of this paper are organized as follows. Section 7.2
provides the architectural design of IoT. Section 7.3 provides the task scheduling
policies of an IoT. Section 7.4 provides computing methods of an IoT. Section 7.5
describes the processors. Section 7.6 describes the RTOS of an IoT. Section 7.7
describes the issues and future directions. Finally, Sect. 7.8 is concluding the
remarks of this article.
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7.2 Architecture of IoT

Architecture is generally called an organization of the system. It presents the
abstraction of any technology to be implemented [25]. The most commonly used
architectures are three-layered and five-layered [26, 27]. IoT follows different kinds
of an approach like machine-to-machine- and human-to-machine-based connectiv-
ity for heterogeneous types of machines to support a variety of applications.

IoT-embedded node consists of devices, firmware, middleware, and application
software.

Devices: Devices are processors or system on chip that captures the data, process
the data, and sends and receive the data from interfacings. Devices may be used
for any kind of application, even for smaller to large-scale industrial applica-
tions. IoT devices can be resized according to the requirements, and its size may
vary from microlevel to megalevel. IoT devices are connected with sensors and
actuators. These IoT devices can be controlled manually by a human controller
or automatic controller by doing the program on the SoC [28, 29].

Firmware: It is a kind of software that provides low-level control on a special type
of hardware designed for an application. This software should be located in the
OS kernel to operate the low-level hardware. Firmware is most often used in
memory hardware. Firmware contains a fixed code to control and monitor a spe-
cial type of hardware. It always serves for a single purpose application. Firmware
is used in routers, switches, and firewalls. Commonly used firmware are
LibreCMC, openwrt, IPFire, etc. [30].

Middleware: 1t is a kind of software that supports multiple applications and hard-
ware to function. It provides connectivity between multiple devices in the distrib-
uted network. Middleware comes along with the operating system to provide
communication between hardware. Middleware is a mediator between the appli-
cation and the database. Different types of middleware are available like data-
base middleware, transaction middleware, embedded middleware, content-centric
middleware, and portals. It works in the application layer of the network model.
There are different middleware packages based on the different platforms and
languages. Middleware is just like a library file added in the OS to serve the
application [31].

Application software: The application software is mainly to support the consumers
and end-users to meet their needs. The main objective of the application software
is to collect the data from the connected sensors, preprocess the data, and extract
the required information from the preprocessed data. Finally, the processed data
is given as an input to the hardware and the actuator responds as per the
given input.

Three-layered architecture: It is the most basic and reference architecture model. It
consists of three layers like perception, network, and application layer (Fig. 7.1).
The perception layer is a physical layer used to connect and collect data from the
connected end-node sensor devices. The network layer is acting as a bridge
between the perception and application layer. It helps in transmitting data to the
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Fig. 7.1 loT-layered architecture. (a) Three-layered architecture. (b) Five-layered architecture. (c)
Twelve-layered architecture

application layer. This layer is responsible for storing and processing the data
with middleware support. The application layer is the layer responsible for deliv-
ering the data in the application-specific user format [32-35].

Five-layered architecture: Five-layered architecture is consisting of business, appli-
cation, service management, transport, and application layers [32-35]. The busi-
ness layer is used to build business-oriented models, graphs, and flow charts.
This layer is specifically used to analyze the data received from the application
layer. The service management layer is also called a processing layer. This layer
provides services in storing, processing, and analyzing the data. The transport
layer works the same as a network layer in three-layered architecture (Fig. 7.1).

Twelve-layered architecture: This architecture is more focused on the cloud envi-
ronment [36]. Layers are classified based on their syntactic and semantic analy-
sis to understand the functionalities of each layer [37]. Layer I (physical layer)
is used to connect sensors required for the application, connect all the hardware,
and help to build an IoT structure for an application. Layer 2 (virtualization tech-
nologies) is used to virtualize the connected devices using the technologies inter-
connected with the architecture. Layer 3 (virtualization infrastructure) is used to
instantiate the virtual objects. Layer 4 (interconnection) is used to interconnect
the devices by using short-range communication standards. Layer 5 (access
layer) is used to access the gateways, routers, and switches. Layer 6 (network
layer) is used to store and process the data in the server. Layer 7 (middleware
layer) is an application peripheral interface layer used to provide interoperability
between the network and the service providing layer. It manages the services for
storing, processing, and analyzing the data. Layer 8 (business layer) is used to
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build a business model for the end-user. Layer 9 (cloud layer) is used to store,
process, and analyze the data fed in the cloud. This layer is also called as data
center. Layer 10 (application layer) is used to deliver the data to the platform
accessed through a specific application by the end-user. Layer 11 (application
virtualization) is used to virtualize the application. Layer 12 (access, manage-
ment, and security) is used to provide access to the applications (Fig. 7.1).

7.3 Scheduling of IoT

Real-time systems function not only depends on their correct result but also on their
response time. The real-time embedded system computes the results and meets its
requirements within the specified time limit. To accomplish the requirements within
the given time limit, the system divides its process into several tasks and schedules
these tasks in such order to execute within the given time frame. The real-time task
should be completed within a given time frame otherwise it misses its deadline,
which causes partial function or complete failure of the system [38, 39]. There are
many different sensors used for different applications of IoT. Many sensor devices
are utilized in real-world applications. Most of the control system includes periodic
and nonperiodic tasks. Periodic tasks work with respect to time. The periodic task
activation rate always depends on the state variable of an application. If this activa-
tion rate increase causes the system utilization factor to increase beyond the limit.
An increase in system utilization factor beyond the limit is called an overload condi-
tion. The overload condition makes the control system to malfunction. To reduce the
overload condition, delays can be introduced but it generates a functionality loss of
a system [40]. So better scheduling can reduce overload and offload conditions.

Rate adaptive task: Giorgio C. Buttazzo proposed the rate-adaptive task method
[41]. This method adjusts the rate of activities by itself. In this paper, the RAT
method is used to control the speed of the engine. The engine operates at differ-
ent speed intervals for different levels of functionality. These scheduling method
results are derived from the EDF method, and it works for both steady-state and
dynamic conditions.

The CPU utilization to handle ‘n’ number of tasks in steady-state condition is
given by

(7.1

where U is the utilization factor, w is related to angular velocity, C is the execution
time, and € is the switching speed with respect to .
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The worst-case utilization to handle dynamic changes is

U; (oc) = max {ocQ(a))}
%% | Jo® + 2040 —o

(7.2)
where « is the acceleration and @ is the rotation angle.
The minimum switching time between tasks is
p0__ 240¢" U}
240 -a(Ct 1UY
a(ct/uf) (7.3)

where U? is the maximum task utilization factor.

RMS Scheduling with Rhythmic Tasks
Junsung Kim proposed a new task model called the rhythmic task model for analyz-
ing and understanding the task based on its physical events. Rhythmic tasks response
time is analyzed for three different engine conditions like constant speed, accelerat-
ing, and decelerating the speed. The rhythmic task is classified into three categories
based on the worst-case execution time as constant computation, constant utiliza-
tion, and general computation rhythmic tasks [42].

The maximum value of worst-case execution time of one rhythmic and one peri-
odic task is

I (7.4)

where C; and 7, is a rhythmic task and C,7, is a periodic task.

The positive acceleration is an event from the scheduler’s perspective, where a is
the rate of a period of a task. f* is a function that returns the computation time of
different cases such as constant computation, constant utilization, and general com-
putation. 7, is the number of preemption which periodic tasks experience in
decreasing the time of a rhythmic task.

ni-2 ns-2
z {f:(Tl*‘ )} +C, < ZTI*:
i=0 i=0 (7.5)

The negative acceleration is an event of an engine to decelerate the speed. n{ is the
number of preemption which periodic tasks experience in increasing the time of a
rhythmic task.
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P P (7.6)

EDF Scheduling

In EDF the priority of the task is based on its deadline. If any task has the earliest
deadline, then those tasks will be scheduled first. EDF algorithm works for the peri-
odic tasks. But the IEDF (improved earliest deadline first) tasks are nonperiodic in
nature [43], and their priority depends on static priority, deadline, and execution
time together.

Least Laxity Scheduling
The least laxity tasks are executed at any time in a given time frame. It is a dynamic
priority-based algorithm. The laxity means the urgency of a task.

L(i)=D(i)-C(i) 1.7)

where L is the laxity, D means deadline of task 7, and C is the computation time
of task i.

A task with zero laxity is executed first and any task with a negative laxity value
is stopped due to deadline miss. The least laxity algorithm changes the priority of
the job at any time [44].

The least laxity first algorithm works optimal for the uniprocessor system and it
outperforms in multiprocessor jobs with fixed priorities. LLF causes more context
switching if more than one job has the same laxity. This problem is overcome by
using the MLLF algorithm, and if more than one job has the same laxity, it uses
priority inversion to avoid context switching time [45].

EDZL Scheduling

The LCPS system has enough computation power to handle all real-world data
received from sensor devices. Tseng-Yi Chen proposed an early deadline first until
zero laxity scheduling algorithm to ensure the sensor jobs reduce the deadline miss
in the LCPS system. EDZL method works better than the EDF method. Earliest
deadline first is the scheduling algorithm, which cares for and handles the deadline
miss operation. In EDZL the urgent task is serviced first than the normal task. If
there is any positive laxity or zero laxity, it preempts the current task in a system. If
J jobs in a m process unit miss their deadline, then zero laxity scheduling will be
applied. The system services m + 1 jobs at some time before the time t. EDZL
schedule uses priority promotion. If a greater number of jobs have higher priority
than other jobs, those jobs are scheduled as priority promotion [46].
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7.4 Computing Methods

IoT offers different types of computing technologies like end node, mist or edge,
fog, and cloud computing. End nodes are sensors and signal conditioning circuits,
and these are deployed in massive numbers to capture various physical parameters
of the environment. End nodes have sensed raw data. These end nodes are further
connected to an edge node. The edge node is also called a mist node. Edge node is
comprised of processors or an embedded device. This embedded device will process
the sensed raw data. To communicate processed data to a router, bridge, hubs, or
gateway, the edge is connected to a fog node. A fog node is a device that provides
long-range communication. The computing resource is available in between data
source and cloud. Cloud computing is used for larger storage of data. The service
cost needs to be paid to the service providers. Cloud computing is an on-demand
delivery of data.

End nodes: 1t is generally a sensor; signal conditioning devices are connected to
collect various physical parameters measurement of the environment. These end
nodes are gas input to the edge nodes for further computation.

Edge computing: End nodes are grouped connected to an edge node. Edge node
serves as the head of that group. It preprocesses the data before transmitting. It
processes the data directly from the connected devices in a faster manner. loT
devices determine where to store data either locally or in a cloud. Edge comput-
ing supports all real-time analytics and it helps in optimizing performance. Edge
computing is having interoperability issues and it is incompatible to serve cloud-
based services. And also, the edge computing devices never support resource
pooling.

Mist computing: It uses sensors and microcontrollers for collecting and processing
the data respectively. Mist computing architecture uses microcomputers and
microcontrollers to transfer their data to the cloud for storage and further pro-
cessing. It uses microcontrollers to make decisions locally. It helps in saving
bandwidth and battery power by transferring the data to the cloud. It uses a data
access layer to ensure the safety and security of the data at the local host level.
This kind of computing is used for limited applications not suited for high-end
processing [47].

Fog computing: This is an architecture used for data storage. Any device which is
capable of computing, storage, and network connectivity can use this method.
This method is used in routers, switches, gateways, and cloud services. This
method is used for real-time data analytics to store the data in the cloud. It has a
low latency to compute and process the data. It can process larger data compared
with the above computing methods. The disadvantage of this method is that it
uses multiple links to transfer data from the physical layer.

Cloud computing: This architecture is mainly for sharing the resource pool. It pro-
vides five main types of cloud services like a service provider, consumer, broker
or agent, carrier, and auditor. The cloud service provider is used to provide a
cloud service for the interested groups. A consumer is a unit that is used to
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provide business-related services. A broker or agent is a unit that acts as a media-
tor between service providers and consumers. A cloud carrier is a unit that acts
as an intermediate in proving connectivity and delivery of cloud-based ser-
vices [48].

7.5 Processor

The processor is a component required for computing the received inputs and takes
decisions according to the results. Processors are used in various applications for
processing variants of data. Most of the IoT devices are from 8/16/31 bit processors
like Arduino, ARM, PIC, and Intel Galileo. There are several criteria’s need to be
checked before designing any system like power utilization, device performance,
integrability, time to market, and cost [49].

Tables 7.1 and 7.2 indicate the reasons for selecting a lower DSP and commonly
used controllers used in IoT respectively.

7.6 IoT Platforms

The OS is the most essential part of any IoT device, which acts as an interface to
connect the physical world with the user applications. The kernel is the main core of
the OS and it is a central part of a system. The kernel permits to access the resources
in the system. System shell can be used to access the kernel for granting the resources
to perform any task. Software utility takes care of the system software like assem-
bler, compilers, and code debuggers. Some of the low-powered devices’ IoT OS are
discussed.

Table 7.1 Reasons for selecting a lower DSP

Power | Performance | Integrability | Market on | Cost
Processor rating | rating rating time rating | rating
ARM and DSP (for performing |5 3.5 3.5 5 35
floating-point operations)
ARM and DSP (for fixed-point 5 3.5 3.5 3.5 5
applications
ARM-+audio coprocessor 5 2 3.5 5 3.5
ARM only 3.5 2 2 3.5 3.5
High-performance DSP (fixed 5 35 2 35 5
point operations)
Low-power DSP+coprocessor 5 2 5 35 35
High performance 3.5 5 5 3.5 2
ARM+DSP+coprocessors
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Table 7.2 Popular controllers used in [oT

Controller type | Architecture basedon |RAMon |ROM
Device name (bits) compiler chip on-chip
Arduino REV3 8 AVR enhanced RISC 2KiB 32KiB
PIC32MMO0256GPMO064 | 32 RISC 16KiB 64KiB
MSP430F5438A 16 RISC 16KIB 256KiB
CC2640 32 RISC (ARM Cortex-M | 20KIB 128KiB
series)
Raspberry Pi Zero 32 RISC 512MiB Variable in
size
45.00%
40.00%
35.00%
30.00%
25.00%
20.00%
15.00%
10.00%
5.00%
0.00% I . — —
A
& & & & &

Fig. 7.2 According to the StatCounter data released about the operating system market share
worldwide

Contiki Os is more or less like windows and Linux. This OS is used in building
up a highly complex wireless system. This OS supports network simulator Cooja,
which is used to create, analyze, and test the network scenario. Figure 7.2 shows
that the android OS is used 40% than the other OS. Network memory can be
accessed for storing and processing the data. This OS is used most of the smart
device-based applications to operate the system remotely. Its configuration has 2KB
RAM and 40KB ROM [48]. FreeRTOS is a freely available OS. This real-time
operating system is used for microcontrollers to make an edge computing device
operating at low power for any applications. This OS is used to connect all the
devices using the cloud. The most used cloud services are AW IoT and AWS IoT
Greengrass to store the message, process the message, and route the message over
trillions of devices connected across. It needs 6-15 Kb memory to run an OS in a
microcontroller. It has limited computing power and memory capacity [50, 51].
RIOT requires less memory space and it handles the architecture with 8 to 32 bit
wide instructions [52]. It has a low-level address space management, task manage-
ment, and resource management. Tiny OS is a component-based OS. If the devices
are similar in the sense, tiny OS programs can be reused on the other devices. It is
mainly used in a small sensor-based network [53]. The size of the OS is around
400B. Windows 10 IoT is a part of Microsoft Windows 10 OS. OpenWrt is another
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Table 7.3 Popular OS for IoT devices

(O Type Application coding language Usage
Contiki Open- C codes Network memory is used
source in constrained devices
FreeRTOS Open- Mostly C codes and certain functions | Tiny memory to support
source are architecture-specific scheduler edge devices
RIOT Open- C and C++ It supports multithread
source programming
TinyOS Open- nesC, optimized ¢ code to run on Portable to operate in
source sensor networks with limited similar devices
memory
Micropython | Open- Devices largely compatible with It is in rapid development
source python 3
Windows Proprietary | C# and VB It is used for heavy-duty
10IoT industrial applications
OpenWrt Open- Lua Programming It used in routers devices
source
Embedded Open- Linux kernel Versatile to operate in
Linux source various devices
X86, ARM, and Power PC

open-source type of Linux OS. It is mainly used in routing components and switches
to transfer the data securely over a network. Micropython is very compact. Python
coding is used in microcontrollers. It is built up with the combination of low-level
C/C++ and faster-level python programming. Embedded Linux is specially built for
embedded devices and it is a Linux Kernel variant. It runs on high-end processors
like the cortex-A series.

Table 7.3 shows the famous operating systems for IoT devices.

7.7 Issues and Future Directions

In earlier discussions, a brief study is made on IoT architecture, scheduling algo-
rithms, computation, and IoT platforms.

IoT Architecture

IoT architecture is not having any standard form; it varies with the applications,
computation, security, firmware, middleware architectures, etc. Practically all the
applications would not follow the same architecture. So, integration is not possible
in IoT. IoT applications are increasing year by year and these devices are having
high mobility. Mobility-based architectures need to be designed. That architecture
should address the power constraints and the infrastructure constraint when it oper-
ates in several modes like ideal, sleep, awake, block mode, etc. The middleware
security policy should be improved to provide real-time secure services in privi-
leged applications like health care, military application, disaster management sys-
tem, etc.
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Scheduling Methods

Scheduling algorithms developed for any basic OS are not applicable for real-time
applications. RTOS uses the preemptive scheduling algorithm; it preempts the
resource forcefully from the running process and handover it to a high priority pro-
cess. Because of this preemption, sometimes the high-priority task may not execute
on time and the low priority task may wait for a longer period. So the primary con-
cern is that designing a context-aware scheduling algorithm and its compatible OS
should be developed. Based on the type of application, suitable scheduling algo-
rithm should be chosen and operated by the system itself

Computing Paradigms

Edge computing depends on the edge node. Edge node provides quick response, fast
data analytics, highly intelligent, and most secured [54, 55]. Nowadays, deep learn-
ing, machine learning, artificial intelligence, and soft computing are used in IoT
applications. DL, ML, and Al algorithms are complex and time-consuming, and it
will consume more energy to execute the code in IoT. So, these algorithms should
be designed in such a manner as to improve energy efficiency and reduce computa-
tion time. Edge computing should support various features like computation time,
mobility, scheduling, resource utilization, and scalability because it works on the
edge node. Edge nodes are nothing but the embedded system; embedded system has
all these characteristics. Fog, mist, and cloud are depending on the server; if the
server faces any downtime issues, security issues, and limited control over any ser-
vices, then this computing suffers a lot and takes much time to respond.

IoT Platforms

A wide range of OS is available like Linux, Ecos, FreeRTOS, CosCox, Rocket OS,
QNX, VxWorks, safe RTOS, Tiny OS, RIOT, Contiki OS, Lite OS, Ubuntu, Android,
etc. IoT protocols should also be added to the OS like DDS, WebSocket, AMQP, etc.
Interoperability issue is there to integrate multiple applications carrying different
OS. As per the IEEE spectrum report, the most commonly used programming lan-
guages are Python, Java, C, C++, Javascript, C#, R, SQL, etc. The prime concern is
to develop an RTOS compatible with all these languages.

7.8 Conclusion

In this work, the basic understanding of IoT and the embedded system is discussed.
The architecture of IoT is discussed in the next section and later its issues are also
addressed. Then various scheduling algorithms are discussed and its challenges are
also addressed. Next computing paradigms are discussed and each computing is
explained in a detailed manner. Edge computing issues are also addressed. If
edge computing issues are resolved, then it will be useful for developing better IoT. The
characteristics of an embedded system and IoT are the same [56]. So embedded
system plays a major role or pivotal role in IoT.
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Chapter 8
Integration of Big Data and IoT
in the Modern Era

Ashwani Kumar, Deena Nath Gupta, and Rajendra Kumar

8.1 Introduction

IoT has emerged as a result of technological innovations and rapid integration of
wireless communication, digital signal, and micro-electromechanical processes
(MEMPs) technology. The number of items linked to the Internet has surpassed the
total number of people on the planet. [oT is made up of Internet-connected objects
such as PCs, cell phones, tablets, WiFi-enabled gadgets, smartwatches, and domes-
tic appliances [1, 2]. The majority of IoT apps do not just monitor discrete occur-
rences; they also mine the data collected by IoT objects. In the IoT world, the
majority of data gathering instruments are sensor-equipped devices that require spe-
cific protocols, such as MQTT (message queuing telemetry transport) and a data
distribution platform. Because sensors are employed in practically every industry,
the IoT is expected to generate a massive amount of data. The data received from the
sensors can be utilized to identify possible study trends and investigate the conse-
quences of certain events or decisions. Different analytical tools are used to evaluate
this data [3, 4].

Although IoT has generated new prospects for increasing income, lowering
expenses, and improving efficiencies, simply collecting a large volume of data is
insufficient. To reap the benefits of the Internet of Things, businesses must develop
a platform that allows them to gather, manage, and analyze a large volume of sensor
information in a modular and valuable manner. In this environment, having a big
technology platform that can help with ingesting and reading a variety of data
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sources as well as speeding up the data collaboration is critical. Organizations may
use connectivity and analytics to transform their business processes. These busi-
nesses can employ data analytics solutions to turn a large amount of sensor-collected
data into insights that help. This related matter focuses on current improvements in
advanced analytics management in the IoT paradigm, given the intersecting existing
research in these domains [5-7].

Information management and smart sensors are the major parts of this linked
subject. The analytics are done in real-time so that they may be used to monitor the
level of oxygen, fumes, gases, and brightness in various regions of the smart cities.
The issue is handled in the Cloudera Hadoop package, with PySpark being used for
analytics. The findings indicate that the subject can be used for IoT-enabled big data
and analytics. This topic is tailored to smart buildings, but it should be broadened to
include other IoT applications such as smart cities and smart airplanes. The indus-
trial advanced analytics system incorporates numerous data processing components
in the form of reconfigurable and convertible modules to fulfil varied business
needs. This chapter discusses how to handle business informatics using sensors,
locations, and unstructured data for knowledge discovery. IoT devices and sensors
are used to collect real-time traffic data. Low-cost vehicle detection sensors are
implanted in the middle of the road over a distance of about 1000 meters. The data
is subsequently delivered to analytics systems, which assess traffic density and pro-
pose solutions through advanced analytics [8].

In an IoT-based, interactive contextual setting, this technology allows for distrib-
uted information processing and transmission. This subject brings together physi-
cally dispersed data by giving end-users virtual data perspectives through predefined
interfaces. Several interfaces are made up of several operations and data sets. By
bringing processing closer to the data generators in the edge network, Firework
hopes to reduce data access latency. Numerous stakeholders must enroll their data
sets and accompanying functions, which are structured as data views, in a Firework
instance. All members in the same platform instance have access to these content
views, allowing them to combine multiple data sets. Climate and water levels,
vehicular communication sensors, security objects, intelligent home sensors, and
parking space sensors are among the sensors used to collect data. In a real-world
setting, a system design is executed utilizing MapReduce, an existing technology [9].

Data generation, data collection, data merging, data categorization, data prepara-
tion, and decision-making are all steps in the system implementation. Energy over
Hadoop is used to process large amounts of data quickly. To construct a smart city
as a software process, smart systems are used as sources of national data. This case
emphasizes the importance of open data and norms, including gateways and inter-
faces, for IoT-based systems to permit the following innovation while avoiding
manufacturer lock-in. Based on this concept, the matter will design and construct a
Green IoT platform that can be used anywhere in the globe to determine the benefits
of open systems and big data for smart city development. However, some procuring
rules for open information systems, such as uniform data formats and open applica-
tion software, must be developed [10].
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Data gathering, extract-transform-load (ETL), semantic-rule processing, learn-
ing, and action are the five levels in this case. The framework’s data collection layer,
which accepts data from many sources, can be thought of as an input layer. Sensor
drivers are provided by the ETL layer to process signals obtained from various types
of sensors. The conceptual reasoning allows a reasoning engine to derive inferences
from data collected from the ETL layer’s resource analytic framework. The learning
layer takes numerous features of the data and turns them into device designs. They
concentrate on this architecture for hosting IoT cloud-based services to merge mod-
ern centralized network technologies to provide multi-tenant massive data process-
ing, enhanced querying techniques, multiprotocol connectivity, and software
solutions [11].

This research focuses on securing data and heterogeneous data transformation
from many sources. They emphasize the importance of establishing advanced data
discovery techniques as well as executing real-time processing and data handling.
They use statistical operators in the database management system engine to input
statistical operations into IoT-StatisticDB. Combining these huge data sets with
electronic health records (EHR) and providing this data to specialists on a real-time
basis are both difficult tasks. They offer a sensor integration paradigm based on this
data, which suggests a cloud infrastructure platform that can provide a systematic
view of the EHR sensor system. Large volumes of data are processed in real-time
using Apache Kafka and Spark. Although monitoring patients’ health in real-time
can aid in the detection of emergency circumstances, this approach lacks a security
program [12]. They also look at the network that urban areas and big data have
generated. Some possible objects in an [oT environment are shown in Fig. 8.1.

Consider comparing the results of different machine learning methods, such as
k-nearest neighbor (KNN), Naive Bayes (NB), support vector machines (SVM),
and randomized forest, in another domain. The test findings demonstrate that among
all classifier models, the NB method has the lowest accuracy, while the randomized
forest approach has the best accuracy. They look at how different technologies like
advanced analytics may be employed in the smart world to obtain situation facts and
perform appropriate responses. They develop a gaming-based crowd sourcing
framework for completing certain control tasks by utilizing intelligence. They want
to find a good analytical solution that can handle the demands of processing and
evaluating massive amounts of data. Because of the reasonable efficiency of parallel
data analysis algorithms in an IoT setting, their qualitative examination yields inter-
esting results. Future research should focus on the challenges that prevent this para-
digm from being implemented in the context of fog computing. They detect, classify,
and define privacy issues from the perspective of data and analytics, as well as
expose potential problem areas [13, 14].

They enable things to react to the environment in an urban planning setting, low-
ering the cost of gathering data generated by mobile devices and gaining informa-
tion from data if the data is collected and analyzed in real-time. The lower tier is
responsible for data generation and utilization; the alternate tier 1 enables interac-
tion among sensors, relays, core networks, and the Web; the alternate tier 2 is
responsible for big data processing using the Hadoop framework; and the top tier is
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responsible for the information analysis techniques and production. According to
analysts, [oT deployment in the industrial industry has the potential to change older
methods into contemporary ones. Furthermore, such transformations result in a data
generation process that converts data sets into corporate massive data, which is ren-
dered meaningless in the absence of analytics capability. Adopting data science can
help businesses come up with new content strategies for dealing with competitive-
ness. The authors also investigate the current state of India’s energy projects and the
benefits that can be acquired through cloud applications and analytics [15, 16].

The rest of the chapter is organized as follows. Section 8.2 describes the archi-
tectural elements of an IoT environment. Detailed information about big data can be
found in Sect. 8.3. In Sect. 8.4, the authors discuss the processing of data in an IoT
environment. A large chunk of Sect. 8.5 is concerned with big data integration into
an IoT environment. In Sect. 8.6, the authors conclude their chapter.

8.2 10T Architecture

Now, IoT can be used in many different ways. IoT applications operate in different
ways based on their structures. IoT does not have a defined system of global adapt-
ability yet. Its usefulness and applications in various industries are determined by its
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architecture. Four layers of IoT architecture are presented in this chapter. Among
the layers are the perception layer, the network layer, the data processing layer, and
the application layer. Sensing devices, such as detectors, transducers, and transduc-
ers, make up the sensing layer. Data is taken in by these detectors or actuators
(physical properties), computed, and then transmitted. Data acquisition systems
(DAS) and WWW gateways make up the network layer. Data acquisition and trans-
formation are the responsibility of DAS. A few examples include capturing and
integrating data, converting analog signals from sensors and sensors to digital sig-
nals, and so on [17-20].

Smart sensors are often connected to the Internet using advanced gateways,
which also provide fundamental gateway functions such as virus prevention and
filtering, judgments based on incoming data, and data case management. Among the
functional units of an IoT environment, the data processing layer is the most impor-
tant. Various evaluations and preprocessing are done before data is sent to the data
center. A software package called a business application retrieves information and
prepares the data for further processing. Thus, edge IT or edge analytics becomes
relevant. A cloud server is an information management system that continuously
collects and encrypts data to be made available to end-users through applications
like farming, aviation, and agriculture [21]. It is the application layer that handles
the functionality of these applications. IoT is depicted in Fig. 8.2 as architecture.
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Fig. 8.2 The four layers of IoT architecture
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8.2.1 Security Challenges in an IoT Environment

An IoT environment involves “things” that communicate with the Web without
human intervention. There is always a connection between these “things” from a
refrigerator sending an alert about meals inside to a car sending signals about oil
levels to a specialist. As a result, [oT ecosystems, from their makers to users, con-
tinue to experience many security issues. Readers will be exposed to some impor-
tant topics in this article.

8.2.1.1 Checking and Upgrading Are Inadequate

One of the major issues with these technology companies is that they are too sloppy
when it comes to dealing with security vulnerabilities related to devices. It appears
that the majority of these gadgets and IoT goods are not being changed enough, and
some are even getting no modifications at all. It means that a device that was previ-
ously considered to be secure when it was purchased becomes insecure over time,
leaving it vulnerable to attacks from cyberspace and other sources. Cyber-attacks
pose serious risks to corporations, so each device must be thoroughly tested before
being released to the public and updated periodically [22].

8.2.1.2 The Use of Brute-Force Attack and Preset Credentials

The makers of IoT devices should not default devices to administrator logins and/or
passcodes, as detailed in various declassified documents. In any case, these are only
suggestive measures at this point, and there are no legal sanctions in place to encour-
age producers to stop using this harmful strategy. Credential phishing and brute
force attacks in IoT systems are almost universal because weak passwords and login
data make them easy to target. Firms that use factory default settings for their
devices expose their enterprise and its properties, as well as their clients and their
sensitive information, to brute-force attacks [23, 24].

8.2.1.3 Malware for IoT Devices and Extortion

A conventional ransomware program securely encrypts files to prevent people from
accessing their computers and other devices. Interestingly, however, hybridized
spyware and extortion variants are being developed that attempt to combine the two
kinds of attacks. By reducing or blocking the functioning of devices, ransomware
attacks can collect user data as well as restrict or block device functions. Cameras
can then be blocked and films send to a corrupted website, which can use the ran-
somware access point to retrieve sensitive information and then seek compensation



8 Integration of Big Data and IoT in the Modern Era 137

so that the cameras and data can be unlocked. Future attack possibilities will become
increasingly unpredictable as the number of gadgets continues to expand [25].

8.2.1.4 Cryptocurrency-Focused IoT Botnets

Identities, credentials, and secret keys are already being retrieved by social engi-
neering. The hijacking of IP cameras and even video cameras is part of a cryptocur-
rency mining strategy. Breach of blockchains, IoT botnet mining, and data security
modifications represent a significant flood damaging the cryptocurrency market and
upending cryptocurrencies’ already unpredictable value and architecture. For block-
chain platforms and IoT applications based on blockchain technology to avoid
future security concerns, they should be tested, monitored, and maintained regu-
larly [26].

8.2.1.5 Considerations About Integrity and Confidentiality

IoT devices make up a wide range of devices used by large enterprises that con-
stantly capture, handle, keep, and process information, including smart TVs, ampli-
fying systems, lighting systems, linked printers, HVAC systems, and home
automation. The data and information relating to customers are frequently distrib-
uted to numerous companies and even sold to them, breaching customer privacy and
information security rights and leaving the public in fear. To achieve proper separa-
tion of IoT data payloads from personal information, it is necessary to establish
privacy guidelines to redact and anonymize confidential information before gather-
ing the data and trying to separate the data from payloads. Cached data that is no
longer necessary should be disposed of safely [27].

8.2.1.6 Small-Scale IoT Assaults That Go Undetected

Micro-breach attempts will almost certainly increase in the next few years, accord-
ing to the computer science community. As opposed to employing the largest weap-
ons, attackers are most likely to use smaller stealth attacks that are tiny enough just
to be able to allow data to trickle out instead of collecting thousands upon thousands
of records all at once [28].

8.2.1.7 Intelligence and Robotics

Artificial intelligence (Al) and automation are already being used to sort through
large amounts of data, and in the future, they may assist IoT administrators and
network security personnel with enforcing data-specific policies and detecting
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anomalous data and traffic patterns. Using independent infrastructure to ensure
independent decisions which impact millions of activities across large infrastruc-
tures like health care, power, and public transit, however, is unwise, especially when
users consider that just one small bug or one badly coded algorithm can bring the
entire architecture to a standstill. Usually, the bulk of the security solutions focuses
on two categories: shielding IoT devices from attacks and safeguarding the security
of user data [29].

8.2.1.8 Attack of the Home

Among the most frightening concerns that IoT could present is the possibility of a
domestic dispute. Several IoT devices have now been widely adopted for use in
homes and offices, leading to the development of building automation. Despite the
proliferation of IoT gadgets, their security is a major concern because they may
reveal the IP address of their user, which can be linked directly to her home address.
It would be easy for hackers to sell this vital information to underground websites
which are safe havens for criminal gangs. Furthermore, if she uses IoT devices in
her security systems, she runs the risk of them being hacked and her home compro-
mised [30].

8.2.1.9 Automobile Approach from the Distance

The idea of connected vehicles is beginning to become a reality with the help of IoT
devices. Despite its IoT capabilities, its connection makes it more vulnerable to car
thefts. The remote access feature of the smart automobile could be used by an
advanced hacker to take control of it. It is an extremely dangerous position as any-
one can use the vehicle, making the user vulnerable to deadly threats [31].

8.2.1.10 Information That Is Not Credible

Many IoT devices use the network without encrypting communications. Currently,
IoT security issues are one of the most significant threats facing the industry. The
time is now for all businesses to ensure that the cloud and their devices are encrypted
to the highest degree. The easiest approach to avoiding this issue is to utilize trans-
port protection and protocols such as TLS. It is also possible to use separate net-
works for different devices [32].
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8.3 Big Data

Big data is a group of massive data that cannot be processed with typical computing
methods. It is no longer a single approach or tool; rather, it has evolved into a com-
prehensive subject encompassing a variety of tools, techniques, and contexts. The
data generated by various devices and systems is referred to as big data. Several of
the fields that fall within the big data category are social media data, stock exchange
data, power grid data, and transport data. As a result, big data encompasses a large
volume, velocity, and diverse range of data. There will be three different categories
in it, viz., structured data (relational data), unstructured data (word, PDF, text, media
logs), and semistructured data (XML data) [33].

Structured data is any data that can be maintained, retrieved, and analyzed in a
predetermined format. Over time, computer science talent has become more suc-
cessful in inventing approaches to working with such material (when the format is
fully understood in advance) and extracting value from it. However, we are already
anticipating problems when the bulk of such data expands to enormous proportions;
ranges of approximately are in the tens of terabytes of data. An example of struc-
tured data is given in Table 8.1.

Unstructured data is any data that has an undetermined shape or organization.
Unstructured data, in addition to its enormous bulk, faces several handling obstacles
in extracting value from it. A mixed data source including a mix of text-based files,
photos, videos, and other types of unstructured information is a good example.
Firms nowadays have a lot of data at their disposal, but they do not know how to
make a profit from it because the data is in its original form or unprocessed format.
An example of unstructured data is shown in Fig. 8.3.

Both types of data can be found in moderately data. Moderate data appears to be
structured, but it is not defined by a table specification in a relational database man-
agement system. A data set contained in an XML file is a form of semistructured
data. An example of semistructured data can be seen as personal data stored in an
XML file. For example, <rec><name>UmeshKumar</name><sex>Male</sex>
<age>33</age></rec> OR <rec><name>Pratiksha Joshi</name><sex>Female
</sex><age>31</age></rec>.

In the era of IoT, big data developments include universal wireless connection,
authentic analytics, machine learning, and feature extraction elements such as
affordable detectors and embedded devices. IEEE 802.15.4, IEEE 802.11, IEEE
802.15.1, and IEEE 802.16 are the most widely utilized universal wireless technol-
ogy protocols for transmitting massive data in IoT. The large data generated by IoT
devices are available to use as soon as it enters the system, thanks to real-time pro-
cessing. A level of technological readiness that is either immediate or virtually

Table 8.1 Example of structured data

Emp_ID Emp_Name Gender Department Salary (PM)
1931011 Umesh Kumar Male Finance 65,000
1931012 Pratiksha Joshi Female System admin 45,000




140 A. Kumar et al.

M Edlfpringerinovations in (o X | 84 ePraoking x

€ @ googlecom/searchlqsbig+datas mattershiriz= 1C1CHEF enih

A Edtorisl Manager® [ Free Background M
Go g|e big data maners X & 0 @ 3

itips:ifwww.cneilly.com  bag-data-analytics » il
Chapter 2: Why Big Data Matters - Big Data Analytics
For M2 eniepnse manet, Big DIt anayICs Nas proven 5 value, and exampies Abound

Companies such & Facetock, Amazon, and Google have come 1o fely cn Big

ittps:itwwwtechianget com » definition » big-data §

What is Big Data and Why is it Important? - TechTarget

Big data &5 a combinabion of sinuctured, semistructured and unstnuctured data coliecied by
oiganizabons that can be mined for infoemation and used in

hiips.fwww ieradatacom: _ sBigData  §
What Is Big Data, and Does It Still Matter?
We've found i bes: k of Big Data in ers of value-a04ng achons that actually move the

business forward Too ofien, the enterprise spends 100 much

itges:ifappiaventiv.com » biog » big-data-analytics. |
Big Data Analytics — Whal it is, why it matters ... - Appinventiv
The rmporiance of big data analyics st L ih estabshed firms. and startups. For the:

former, & heips make sense of the massie amount of datasets, for

itps:ihwww.Oracke com » Oracle lndia s Big Data
W "
H B Type here to search

Fig. 8.3 Example of unstructured data

e Pl P

ne

immediate is referred to as real-time. Computer science, unlike conventional analy-
sis techniques, can uncover hidden ideas in big tools for extracting values from large
data sets with minimal interaction. Because of the various data sources and the large
volume and variety of data included, machine learning is well suitable in the IoT
environment. Many sensor nodes are used to acquire massive data in [oT. This sen-
sor technology plays a vital role in data collection and transmission to neighboring
edge services for computation [34].

The many big data technologies include a range of events, strategies, and
approaches that are used for a variety of goals. This section looks at several previous
studies on big data operations and explores different actions for categorizing big
data techniques utilized in IoT. The two major aspects of big data processing are (a)
data management and (b) data analytics. Data management is the process of obtain-
ing, keeping, cleansing, and extracting data for analysis and preparation. Data ana-
lytics, on the other hand, is focused on extracting intelligence from the obtained
output through modeling, analysis, and investigation. The exploitation of big data
offers several enticing possibilities. Professionals and researchers, on the other
hand, have a variety of obstacles when it comes to analyzing big data sets and
extracting knowledge and information from data analysis. Data ensnaring, saving,
accessing, publishing, analyzing, managing, and imagining all contribute to the
chunkiness. Furthermore, with decentralized data-driven systems, there are both
privacy and security concerns. The following are the key issues that big data
presents [32].
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A huge volume of information refers to a large volume of information that is
sometimes referred to as “tonna bytes” to refer to the true measurement device
where the volume of information becomes denigrated, particularly in the context of
creating domain-relevant data. Variety refers to dimensions, combinatorial explo-
sions, a variety of additional data types, and a variety of data representations.
Velocity is the rate at which data items enter and exit the system in real-time.
Sometimes is referred to as throughput. The system may be threatened by a high
frequency of data transmission. Veracity says that it is critical to have enough data
to evaluate a variety of assumptions, as well as large training blocks for microscale
model development and model validation. Validity refers to data integrity, account-
ability, and master data (MDM) on large, diverse, scattered, as well as divergent,
“dirty” data sets.

The value defines the company’s worth and the potential of big data to transform
the organization from beginning to end. Variability refers to changeable spatial-
temporal data, longitudinal data, periodic data, and a variety of other nonstatic fea-
tures in information sources, clients, research objects, and so on. The venue
represents incongruous scattered data from numerous platforms collected from vari-
ous owners’ systems, each with its access and requirements. Vocabulary denotes
schemas, statistical models, ontologies, semantics, classifications, and other con-
tent. Context-based metadata is an example of vocabulary. They try to describe the
data’s format, syntax, content, and provenance. Vagueness encapsulates the perplex-
ity surrounding large data semantics [35]. The ten Vs of big data is summarized in
Fig. 8.4.

8.4 Processing of Data in an IoT Environment

The processing of data is important before its use in the environment. It saves a lot
of energy from the devices at run time. The processing can be achieved in six steps,
viz., extraction, loading, preprocessing, processing, analysis, and transformation
and visualization. The technique or act of extracting data from data inputs for pro-
cessing or storage is known as data extraction. Data transformations, as well as the
probable incorporation of metadata, are thus pursued in the transitional organization
before transferring to any other level in the workflow. Data loading is the process of
loading changed data into a location where consumers can interact with it.
Preprocessing stage is a data mining technique that turns original information into a
more understandable format. Practical data is frequently contradictory, incomplete,
or lacking in several ways. Data from the real world may have several mistakes. As
a result, data preparation is a tried and true way for tackling these challenges [36].
Data processing is the collection and modification of data pieces to generate use-
ful information. It is possible to think of it as a subset of data processing. Data
analysis is a method of analyzing, manipulating, and modeling data to uncover
usable information and support decision-making. In the fields of science, market-
ing, and sociology, data analysis entails a variety of methodologies and approaches.
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Fig. 8.4 The ten Vs of big data

The process of changing data from one format or structure to another is referred to
as data transformation. Many data integration and data management jobs, such as
data manipulation, data storage, data transformation, and application integration,
follow this general trend. Any endeavor to help individuals consider the interpreta-
tion of data by putting it in correct apparent reference is referred to as data visualiza-
tions [37]. The steps involved in data processing are presented in Fig. 8.5.
1010data is a columnar database that primarily works with quasi data, such as
data from IoT devices. This tool offers complex analytic services, such as optimiza-
tion [38—40] and statistical methods, in addition to data visualization, reporting, and
integration. Increase the capability is also well supported by 1010data. To commu-
nicate with back-end systems, this tool likewise functions in a centralized manner
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Fig. 8.5 Processing of
data in an IoT environment

and employs access controls. With its extensive analysis capabilities, 1010data can
meet customer demand. In terms of data extraction, modification, and loading, how-
ever, 1010data is deemed ineffective. Hadoop is an open-source data processing
platform that uses commodity technology to store and process huge amounts of
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data. The Hadoop Distributed File System (HDFS) and the MapReduce program-
ming style are the two most significant pieces of the Hadoop architecture. The data
is stored in HDFS, and MapReduce is used to handle it in a distributed way.

Hadoop, despite its several benefits, lacks privacy at the network and storage
levels, has limited flexibility, is unsuitable for tiny data volumes, and has a large I/O
overhead. HP unveiled Hadoop Autonomy Vertica Enterprise (HAVEn) security, a
new big IoT data framework paradigm for a wide range of HP systems that can be
used with a wide range of applications. For the major Hadoop application develop-
ers, HP supplies reference hardware configurations. Vertica is an analytical database
management system for a tabular database with highly parallel computing that seeks
to speed up the analysis of large structured data sets. To supplement traditional
enterprise data centers, HP HAVEn is presently partnering with several companies.
HP has added a “Flex-Zone” to make it easier to explore enormous data sets before
deciding on a database scheme.

8.5 Integration of Big Data Into an IoT Environment

IoT consists of smart sensors connected by various protocols, such as Bluetooth,
ZigBee, and GSM, among others, which provide a tremendous amount of data every
second. It is no wonder that big data and IoT are redefining industry and technology
at such an accelerated rate, and the benefits it offers to organizations and individuals
are increasingly fast. In the last decade, IoT has generated unprecedented quantities
of data that have changed the face of big data. As a result of massive volumes of data
collected from numerous sensors, big data analytics has become very challenging.
Depending on the data collected, complex optimizations or simple drill-downs can
be conducted.

A health-care system powered by IoT can collect data from multiple sensors
placed on a patient’s body to diagnose and treat them. An example of this kind of
analytics is a system that utilizes sensors to generate an automatic response based
on the collected data. One of the most significant features of such a system is the
ability to collect real-time information from sensors and run processes that can
immediately identify situations in which medical aid is needed [41]. If a crisis is
identified, health-care professionals or emergency service providers should be noti-
fied immediately. As every second could be the difference between life and death
here, the analysis-response phase should only take a few seconds [42].

There are several ways to implement the real-time layer. Spark or Storm are
faster real-time engines that could be added to the Hadoop ecosystem. Apache
Storm, Kafka, and Trident allow data processing of large volumes of fast, high-
velocity data in real-time. These tools provide highly scalable, reliable, distributed,
fast, and real-time computing. Live data stream processing is made possible with
Spark Streaming, a SparkAPI plugin that is fault-tolerant, scalable, and high-
throughput. Figure 8.6 shows a possible scenario of big data integration into an IoT
environment.
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Fig. 8.6 Integration of big data into IoT

The term smart sensor refers to sensors that continuously collect information
from numerous active heterogeneous systems. Adding devices to IoT solutions
increases the possibility of data influx, which will require scalable solutions.
Businesses can generate useful results using these analytical systems, giving them
the edge over their competitors. Data should be bifurcated to get the most value
from it because it can be obtained based on its nature. Analyzing stream analytics
data combined with academic archive data reveals patterns extracted from sensor
stream data in an unordered form. An analysis that is conducted in real-time with
this method can be useful for applications in fleet monitoring and bank monitoring.

Because IoT data is received through many different channels and has many
types, it is difficult to receive and combine. Analytical systems must make sure that
the data they receive can be accessed and interpreted effectively. Machine learning
algorithms and text mining algorithms are frequently used to retrieve text data from
the sensors. In contrast, obtaining data from photographs and videos may take a
considerable amount of time. Systems containing IoT data frequently contain sensi-
tive information that must be protected from outside intrusions. As a result of their
limited capability, these technologies rely on third-party technology, which can
demonstrate security weaknesses.

Supermarkets could be a good example of how IoT and big data can be inte-
grated. A supermarket is a place where anyone can purchase anything they might
need, whether it be food items for kids, baby items, or items for young adults or
older adults. A camera is installed in every supermarket location, and it is connected
to a server room. All activities performed by various individuals in the server room
are recorded on the server. A future supermarket will provide off-the-shelf technol-
ogy, airy design, easy-to-reach products, and informational screens above the cus-
tomer’s head, making it easier and more enjoyable to shop. Imagine learning all the
details about the food you are purchasing, including the climate and physical condi-
tions under which it was grown, as well as the organic and chemical treatments it
underwent during the journey to reach the shelf right in front of you. For example,
the supermarket offered by Cooper Italia is designed to offer customers a diverse
range of products. Figure 8.7 presents a possible scenario of a supermarket.
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Fig. 8.7 A possible scenario inside a supermarket

8.6 Conclusion

IoT comprises different sensing devices that generate a large amount of data that
sometimes are too big to be handled. This huge amount of data needs to be taken
care of wisely. There should be a mechanism to intelligently disburse the data. In an
IoT environment, the data from heterogeneous sources possess serious threats [43].
In the presented chapter, the authors explain the architecture of IoT in greater detail
along with the common security threats to the IoT environment because of the gen-
eration of an exponential amount of data. The concept of big data is also elaborated
in greater detail along with the details of different types of data. The authors also
presented the processing methods of data generated from heterogeneous sources to
make them suitable to be used in an IoT environment. At last, the integration of big
data into an IoT environment is discussed with the help of many real-time examples.

The future scope of research in this field is everlasting since the generation of
data cannot be stopped and the need for its intelligent use will always be welcomed
by the constrained devices. The future of computation lies in sensing. Almost every
industry now moves toward the concept of IoT and wants their applications to adopt
the same. The integration aspects work well in this case. There are many existing
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mechanisms to solve the problem of big data. The researchers can get some insights
from them to integrate the concept of big data into IoT. Scholars can also work with
different industries to make a case study on their data generation and uses.
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Chapter 9

Internet of Things (IoT) for Sensor-Based
Smart Farming: Challenges

and Opportunities

Check for
updates

Jaspinder Kaur, Sudeep Yadav, and Harjot Singh Gill

9.1 Introduction

The global population is increasing rapidly and it is estimated that we will be more
than 9 billion by 2050. So, to feed such a mass, we have to increase productivity by
75% which can only be possible with the introduction of technology in farming [1,
2]. Technology like the Internet of Things (IoT) can do a great deal of work and can
minimize the labor cost by nearly 80%. Internet of Things (IoT) is a modern-day
solution to different problems of the modern world.

The usages of the Internet of Things (IoT) can be imaginable in every sector that
one can think of; from the automation industry to smart agriculture, the Internet of
Things (IoT) can be applicable everywhere. It is a modernized technology con-
cerned with the use of various types of sensors and electronic devices connected via
the Internet [3-7].

Internet of Things (IoT) in farming concentrate is on automating all the possible
aspects of the farming techniques to make the operation more effective and effi-
cient. With the network of sensors, the Internet of Things (IoT) can make anything
possible and help cut down the waste caused by the conventional method of farm-
ing, making the process more productive. Not only that, but it also helps in the better
yield of the crops as the condition of the crops are monitored priorly, and by analyz-
ing the data collected through various sensors and sensing devices, farmers can give
the command to a device that will irrigate the land or spray insecticides/pesticides
on the specific part of the field [8, 9].

Thus, the Internet of Things (IoT) can be the turning point in modern farming
and with the use of this technology, farmers can enhance their standard of living.
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Applications of IoT in agriculture encompass monitoring of soil moisture and moni-
toring of plants, monitoring of livestock, monitoring the environment of green and
its management systems, monitoring the food supply chain, and so on. Precision
agricultural tools along with the sensors placed in the ground will help in better
understanding of the crop condition as they all are connected through the Internet,
and so, already collected data can also be fruitful in the whole process and each part
of the field can be adjusted the way it farmed [1, 10, 11]. For instance, if some area
requires more nutrients, then the IoT-based device will spread some extra fertilizer
on that specific area only. The application of IoT is not only constrained to agricul-
ture but are widely used in various other sectors and delivers its best viable attempt
to supervise the concerns associated with data/information security [12, 13].

The remaining of the chapter is laid out as the concept of 10T in various sectors
such as manufacturing, automobiles, etc. is discussed in Section 2. The requirement
of IoT in smart farming is given in Section 3. In Section 4, the IoT structure for
smart farming is presented. Sensors and devices used in smart farming are discussed
in Section 5. In Section 6, the software used is well described. In section 7, applica-
tions of IoT advancements in smart farming are given. In Section 8, we explore the
challenges of IoT in smart farming, and in Section 9, we make conclusions.

9.2 Concept of IoT

The phrase “Internet of Things” (IoT) was coined by a British techie named Kevin
Ashton in 1999 to describe a scenario wherein sensors are connected with real-
world objects via the Internet. Nowadays, the term “Internet of Things" (IoT) is
commonly used to describe systems that have Internet connectivity as well as com-
putational capabilities that include a wide range of gadgets, objects, sensors, and
ordinary things [14—16]. Ashton used the phrase “Internet of Things” to illustrate
the feasibility of linking RFID tags used in commercial supply chains to the Internet
to count and monitor goods without the need for human intervention. The Internet
of Things is currently a frequently used term to describe situations in which Internet
connectivity and processing capability proliferate to a wide range of objects, gad-
gets, sensors, and everyday commodities. When it comes to monitoring and control-
ling things using computers and networks to keep track of and control equipment,
the phrase “Internet of Things” is relatively new.

As an example, during the late 1970s, commercial systems for remotely monitor-
ing electrical grid meters through telephone lines had already been developed.
Enterprise and industrial M2M (machine-to-machine) equipment monitoring and
operation solutions became common in the 1990s, thanks to improvements in wire-
less technology. Many of these early M2M solutions, on the other hand, instead of
IP-based networks and Internet standards, they depend on industry-specific or pro-
prietary standards [17-19].

In the public’s mind, the World Wide Web is practically identical to the Internet.
The majority of interactions between people and material are facilitated by web
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technologies, which is a distinguishing feature of today’s Internet experience. The
active participation of consumers accessing and creating content via computers and
cellphones characterizes the Web-based experience. If IoT growth forecasts come
true, we could witness a move toward more passive Internet engagement by users
with items like vehicle components, household amenities, and self-monitoring gad-
gets; devices like these transmit and receive data on behalf of the user with little or
no human participation.

If the most common engagement with the Internet — and the data created and
exchanged as a result of that interaction — is passive involvement with connected
devices in the environment, a paradigm shift in thinking may be necessary. The
Internet’s open nature, which imposes no fundamental constraints on the applica-
tions or services that may use the technology, is a testimony to its global goal.

The Internet of Things (IoT) refers to a global network of interconnected gad-
gets. We have omnipresent computers, ubiquitous communications, and ambient
intelligence all bundled into one. Things, such as household appliances, furniture,
clothing, automobiles, roadways and smart materials, etc. may be accessed and/or
control over the Internet in an IoT world. All of this lays the groundwork for a host
of new applications like energy monitoring and transportation safety. A multitude of
sophisticated applications will be made possible by the convergence of wireless
sensor networks, identification technologies, nanotechnology, and intelligent
devices. Technologies like NFC, Bluetooth, RFID, and ZigBee are being used in
new and innovative ways, resulting in a new value proposition for IoT stakehold-
ers [20].

Nanotechnology, embedded systems, sensors, and wireless sensor networks will
combine to create the IoT, which will link the world’s items in a cognitive as well as
a sensory manner. RFID tags were mandated by the US Department of Defense and
Wal-Mart in 2005 for their key suppliers and contractors to keep track of their
inventories. IoT began to take shape after RFID’s explosive growth in 2005 [21, 22].

9.3 Requirement of IoT in Smart Farming

IoT would enable the exchange of knowledge on traditional sustainable farming
practices, techniques, equipment, advice, etc., as well as offline data entry and inter-
activity for aggregated information uploads through a crowdsourcing platform that
is accessible, affordable, and interactive. Farmers must have access to cloud com-
puting and Internet of Things (IoT) for agriculture additional information/services
such as microfinance services, third-party agriculture, etc. [2, 9].

On top of that, it must serve as an information clearinghouse for a wide range of
data, such as crop diseases and traditional sustainable farming techniques. It must
also offer multilingual support for traditional traditions with modern value and
allow for interactive farming. As a result, the system should fulfill the following
criteria:
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Robust models: Agricultural characteristics such as complexity, spatiotemporal
variability, diversity, and uncertainty must be taken into account while produc-
ing the proper goods and services.

Affordability: Budget-friendliness/affordability is the secret to success. The
expense must be reasonable and the benefits must be considerable. It is possible
to reduce costs by using standard platforms and tools to produce more products
and services in greater quantities.

Sustainability: Economic pressure and worldwide rivalry have made sustain-
ability a critical concern.

Scalability: Farms range in size from small to big; thus the solutions should be
adaptable to accommodate this. The design should be able to scale up in stages
with low overheads to scale up progressively.

IoT Structure for Farming

Smart farming technologies has embraced the Internet of Things (IoT). In the sys-
tem’s design, there are three levels: the sensor, transport, and application layers.
Each of them has the following functions:

@

(ii)

Information collection layer: The fundamental purpose of this layer is to auto-
mate and transfer real-time physical figures of agricultural production into
digital information that can be handled in a virtual environment using various
methods. Sensor-based farming system collects the following types of data:

e Information from the agricultural sensor: pressure, temperature, moisture,
vital signs and dissolved gases, etc.

* Name, feature, price, and model of agricultural goods are some of the attri-
butes that may be gathered.

*  Working conditions in agriculture (e.g., equipment and machinery operat-
ing parameters).

* Geographical data about agriculture (e.g., products’ origin).

There is a layer of information collection that is responsible for marking
various types of information, collecting physical information and marked
information from the actual world using sensing techniques, and converting
them to digital data to be processed. Two-dimensional code readers and
labels, cameras, terminals, RFID tags and readers, wired networks, GPS
sensors, and wireless networks are all part of the information collect-
ing layer.

Network layer: As the name suggests, the primary function of this layer is to
gather and summarize agricultural data collected for processing, the sensor
layer. It is also known as the transport layer which is the central nervous sys-
tem and brain of IoT for agriculture, transferring and processing information.
They comprise Internet and telecommunications networking, intelligent pro-
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cessing centers, management centers for network operations, and information
centers.

(iii) Application layer: The primary function of this layer is to evaluate and analyze
the acquired data to create a digital acknowledgment of the real-world environ-
ment. It is a mixture of agricultural market intelligence (AMI) and the Internet
of Things (IoT).

9.5 Sensors and Devices Used in Smart Farming

Some of the sensors and devices used in agriculture and smart farming such as soil
moisture sensors, soil water monitoring sensors, etc. are described as follows.

9.5.1 Soil Moisture Sensor

This very sensor is used to evaluate the moisture content of the soil as shown in
Fig. 9.1. When water is deficient in the soil, the output of the module is high, and
when it is abundant, the module’s output is low. Through the use of this sensor, it is
possible to automatically water a flower or any other type of plant that requires an
automated watering approach. This module offers three output modes: digital out-
put is the simplest, the analog output is more precise, and serial output provides
precise readings and measurements.

Soil moisture The level

detection probe signal lamp

DO

—t AO

vCC

Fixed mounting

holes 2.5
External extension of I nduction sensitivity
dupont wires 20 ¢m adjustment knob

Fig. 9.1 Soil moisture sensor
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To aid with irrigation scheduling, soil moisture sensors provide information on
when and how much to irrigate. That way, water is used efficiently, enough to fulfill
crop demands without applying excessive or insufficient water. Increased pumping
expenses and fertilizer loss from runoff and leaching raise the cost of output when
excessive irrigation is used. Waterlogging and soil nutrient leaching can also reduce
production. If fertilizers and pesticides are washed into sensitive areas, excessive
runoff can be detrimental to the ecosystem. When plants are under-watered, they get
stressed, which can affect the production and quality of their crop. When utilized
appropriately, these soil water monitoring tools can help producers prevent over-
and under-watering, according to this information sheet [11].

A thorough understanding of the effects of soil water availability, irrigation
application, and soil moisture depletion is required before using soil moisture sen-
sors to measure soil moisture. Making irrigation management decisions will be
easier if you understand a few fundamental words, definitions, and ideas. As an
example, consider the following:

e Saturation: There is no air in the pore space of the soil when it is saturated. Most
agricultural soils include 40 to 50% (4.8 to 6 inches/foot) voids filled with air
and/or water.

* Available (usable) water: The water content of the soil is nothing but the differ-
ence between field capacity and permanent wilting. When the soil water content
reaches a permanent wilting point, plants get stressed which means that plant is
no longer getting the remaining water.

* Field capacity: Water content in the soil after gravity has drained it. Most
agricultural soils have a field capacity of 20 to 45% by volume (2.4 to 5.4 inches/
foot).

e Allowable depletion: Plants may access the soil’s water content without generat-
ing stress that reduces crop production or quality. The allowed depletion depends
on the crop growth stage, crop type, and the environment. Crops that are sensitive
to tiny variations in the moisture of the soil can be allowed to deplete 25% of
their available water, whereas crops that are less susceptible to water stress can
deplete over 50% of their available water.

* Permanent wilting point: However, plants or crops are unable to get moisture
from the soil. It is estimated that the permanent wilting point of most agricultural
soil is between a 0.8 and 2.9-inch-per-foot range for soils that include 7 (sand)
and 24 (clay).

* Soil porosity: The ratio of a soil sample’s pore volume to its overall volume.

*  Dry bulk density: If you want to calculate the oven-dried soil weight, you will
need to know the length and diameter of a sample tube (e.g., the sample diameter
and length).
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9.5.1.1 Soil Water Monitoring

The soil water monitoring process is shown in Fig. 9.2. Soil water monitoring may
be done in a variety of methods, each with variable costs and accuracy. Although
producers frequently estimate soil moisture based on feel, look, or the duration
between watering sessions, by utilizing the soil moisture monitoring devices, mois-
ture of soil can be measured more effectively and reliably. The placement and instal-
lation of the monitoring system determine its effectiveness. The sensors should be
representative of the whole field, garden, or landscape. Do not place the sensor on a
hill or in a depression where there may be changes in temperature owing to shadow,
adjacent structures, or nearby structures. We advocate using many sensor locations
for big fields because there is a lot of variabilities. Sensors and samples should be
placed by soil type, plant distribution, and water conditions. Sensors need to be cor-
rectly placed and in excellent touch with the soil to be effective. As soon as the
sensor has been installed, pack the earth around it tightly to prevent undue compac-
tion. Care should be used while installing access tubes or sensors in a crop that is
growing so as not to harm the plants. To get accurate readings, but the sensor behind
a plastic sheet if the crops are being planted on Mulch made of plastic. Plant sensors
in the crop’s root zone (usually between 12 and 18 inches). In the case of row crops,
sensors must be placed 2 to 3 inches apart from the plant rows. They include porous
blocks, heat dissipation, dielectric sensors, tensiometers, and gravimetric. Aside
from the gravimetric technique, the systems will provide an indirect measure of soil
water (calibrate to a soil water term after measuring a property of the soil water). As
a result of the porous blocks, dielectric sensors, and tension sensors, automatic
recording and watering may be set.

Fig. 9.2 Soil water monitoring process
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9.5.1.2 Characteristics

e Itis possible to alter the sensitivity level.

e Comes with a set screw hole for easy installation.

e The threshold level may be adjusted.

e There are three output modes on the module: digital, analog, and serial output
with accurate readings.

9.5.1.3 Significance

e Agriculture
* Irrigation for landscaping

9.5.1.4 Functioning

This type of sensor detects the water quantity inside the soil. Multisensor soil mois-
ture probes are used to measure the soil moisture. A capacitance sensor, for exam-
ple, is a popular form of soil moisture sensor in a commercial application. A neutron
moisture gauge is another sensor that uses the neutron moderator characteristics of
water to measure neutron moisture.

To find out how much moisture is in the soil, two electrodes are inserted in the
soil and their capacitance is measured. Moisture content is directly related to the
dielectric constant in soil with a high fraction of free water, for instance, sandy soils.
For the measurement of the dielectric constant, the probe is usually stimulated by a
high-frequency signal. In addition to soil type and temperature, the water content
and readout from the probe do not have a linear connection. Calibration is therefore
necessary, although its long-term stability is in doubt.

9.5.2 Rain Sensor

Rain detection is made simple using the rain sensor module as shown in Fig. 9.3. It
may be used as a switch and for monitoring rainfall intensity as raindrops fall
through the rainy board. The module has a separate rain board and control board for
convenience, as well as a power indicator LED and a potentiometer for adjusting
sensitivity.

Rainfall droplets are detected using the analog output. When the LED is con-
nected to a 5V power supply and the induction board does not have a raindrop and
the DO output is high, the LED will illuminate. The switch indication turns on when
a little amount of water is dropped and the DO output is low. When the water drop-
lets are brushed away, the output level returns to its original condition.
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Fig. 9.3 Rain sensor
module

9.6 Software Used in Smart Farming

9.6.1 SQL Server

SQL (structured query language) is a programming language for managing data-
bases that allows you to create, delete, retrieve, and change data in databases.
Although SQL is an ANSI (American National Standards Institute) standard lan-
guage, there are several SQL variants.

9.6.2 About SQL

A relational database uses SQL to store, manipulate, and retrieve information. SQL
is the standard programming language for relational database systems. There are
several RDMS (relational database management systems) such as MS Access,
Oracle, Postgres, Sybase, MySQL, Informix, and SQL Server that employ SQL as
their basic database language. There are also a variety of dialects that they use,
including:

e T-SQL with MS SQL Server.
e PL/SQL with Oracle.
e JET SQL is the MS Access SQL version and so forth.
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9.6.3 Significance of SQL

SQL is widely used for the following reasons:

e Users will gain access to knowledge kept in electronic information service man-
agement systems.

e User-friendly interface for describing the data.

e Users can define and manipulate data in databases.

e SQL libraries, modules, and precompilers can be used to integrate SQL into
other languages.

e Provides users with the ability to build and delete databases and tables.

e Provides users with the ability to construct database views, stored procedures,
and functions.

e Permissions for tables, procedures, and views can all be adjusted by users.

9.6.4 SQL Methodology

When you run a SQL command on any RDBMS, to execute your order, the system
chooses the optimal method, and the SQL engine determines how to decipher the
job. This procedure includes several different elements. They are as follows:

e Dispatcher of queries

* Engines for optimization
e Query engine (classic)

e Query engine for SQL

As for non-SQL queries, a query engine that supports SQL will take care of
them, but not logical files.

9.6.5 SQL Commands

Some typical SQL commands for working with relational databases are CREATE,
INSERT, DELETE, DROP, SELECT, and UPDATE. Based on their nature, these
instructions can be categorized into the following ways: Some DML (data manipu-
lation language) commands, DDL (data definition language) commands, and DCL
(data control language) commands are shown in Tables 9.1, 9.2, and 9.3, respectively.
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Table 9.1 DML: Data manipulation language

Command Elucidation

SELECT Obtain specific records from one or several
tables

INSERT Creates a record

DELETE Deletes records

UPDATE Modifies records

Table 9.2 DDL: Data definition language

Command Description

CREATE Creates a new table, a view of an existing table, or another
database object

ALTER A database object, such as a table, gets modified

DROP Removes a complete table, a view of a table, or other database
objects

Table 9.3 DCL: Data control language

Command Elucidation
GRANT Allows the user to have a special ability
REVOKE User credentials are revoked

9.7 10T Applications in Smart Farming

Climate change, weather, soil conditions, waste reduction, and green housing are a
few of the difficulties that may be solved with smart agricultural techniques. Things
like sensors, self-driving automobiles, control systems, and robots comprise the
Internet of Things. Listed here are the many stages of agricultural forecasting from

farm to fork [18].

(a) Monitoring climate conditions, soil, and plants
A dramatic shift in the environment and natural catastrophes have a signifi-
cant impact on plant growth and agricultural productivity in the United States.
It is also possible for numerous sensors to collect and store information on a
wide range of environmental variables, which may then be transmitted to the

Internet of Things.

Using sensors, soil and nutrient data are gathered and stored in integrated
databases. Fertilizer levels will be established and administered based on the
soil profile. Agriculturists must install mobile apps on their phones and register
with the cloud using a mobile app, called MobileApp. Climate, soil conditions,
irrigation levels, and plant development and damage are all stored in the cloud.



162

(b)

(©

(d)

J. Kaur et al.

In addition, it collects information about farmers, marketing agents, and agro
vendors and service providers, along with information regarding government
initiatives for the agricultural industry, such as bank loans for farmers and dis-
counts on seed and/or fertilizer purchases. Sensors gather data from soil and
environment samples regularly, which is then updated and utilized to regulate
the smart farm’s operation.

When it comes to monitoring plants and recognizing illnesses and insects
that are harming their growth, the Internet of Things plays a key role. Sensors
can produce alarms and notifications if the degree of pest control exceeds the
set range, alerting farmers to take action. It is also possible to communicate to
farmers and agriculturists the best time to grow crops, control pests and plant
diseases, as well as harvest.

Water irrigation and waste reduction

An Internet of Things can monitor tank levels and arrange irrigation sched-
ules to control water use for maximum plant growth. It is also important to keep
an eye on any undesirable leaks. All of this is available through business cloud-
hosted web and mobile applications. IoT technology assists farmers and agri-
culturists in reducing waste and increasing output. It is a method of farming that
makes the process of growing crops more regulated and precise. After harvest-
ing, the temperature, pressure, humidity, and light levels of the grains must be
regulated in silos and grain elevators for agricultural storage.

Livestock monitoring

Farmers and agriculturalists keep track of their cattle’s whereabouts, health
status, and feeding schedules. IoT-based sensors are also used to locate sick
animals in the herd before they infect the rest of the herd. By continuously
monitoring them and recovering the others in the huge group, it would dramati-
cally decrease livestock losses and expenses.

Smart greenhouse

Solar-powered IoT sensors will be used to build modern, cheap, and health-
ful green homes. Information regarding temperature, pressure, humidity, and
light levels may be gathered from the sensors, according to the company. They
are monitored by sensors and operated either by control systems or manually
through the use of a remote-control system. Water irrigation is also done with
smart sprinklers. IoT cloud server accesses the data and provides farmers with
cost-effective alternatives.

9.8 Challenges in Smart Farming

Technology dissemination in agriculture has been hampered by a lack of land hold-
ings, which has hampered long-term productivity increase. When it comes to high-

yie

lding seeds, all of our technologies were developed for irrigated areas, even

though 48 percent of the land we seeded was unirrigated land.

Ag

People own 80% of the land with a small plot of land, according to the 2016
ricultural Census. Most farmers are tiny or marginal. There are presently just
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1.15 acres of land on each farm. Only 5% of farmers work on property larger than
4 ha, according to the USDA. Initial beneficiaries include farmers who were able to
pool their fields into larger plots of land, increasing their farm size to at least
100-200 acres. Comparatively, just 5% of farmers own landholdings that are greater
than 4 acres.

Large agribusinesses are often the ones who make use of smart technology rather
than farmers. There are several of these techniques that are utilized by farm-loan
businesses as a means of risk management. Aside from that, conventional tactics are
not enough to tackle the problems. Easy-to-deploy and cost-effective solutions are
needed for tiny embedded devices’ security concerns.

9.9 Conclusion

Farmers are now able to distribute crops straight to customers, not just in a narrow
area like retailers, but also in a much larger area thanks to the Internet of Things. As
a result of this, the whole supply chain, which is currently dominated by huge cor-
porations, may become a more direct and shorter connection between producers and
customers. When it comes to agriculture, cloud computing enables businesses to
offer low-cost solutions to farmers.

Agribusinesses and farmers benefit from IoT technology since it integrates all
devices to a digital level in a wide range of directions [23]. In the future, smart farm-
ing and global food production will be aided by Internet technology, social net-
works, integrated databases, and on-demand information availability. To enhance
the quality and quantity of agricultural produce, smart farming uses sensor tech-
nologies [24] to help farmers become more intelligent and connected. As a result,
new loT applications will be developed to address these challenges and assist
improve the quality, quantity, sustainability, and cost-effectiveness of agricultural
output. Using the Internet of Things, farmers can monitor soil conditions, moisture
levels, animal feed density, and pest control levels, among other things. Developing
and implementing new models will be a major emphasis in the near future [25].
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Chapter 10
Implementation of IoT in Various Domains

Jaspinder Kaur, Jaskaran, Nidhi Sindhwani, Rohit Anand,
and Digvijay Pandey

10.1 Introduction

The term Internet of Things (IoT) is coined by Kevin Ashton in 1999 [1, 2]. The
concept of IoT is presented as an idea to link radiofrequency identification (RFID)
tags to the Internet [3-8]. The h-IoT is also known as the health IoT, which is a
milestone of information systems development. It plays a major role in enlightening
people’s health levels and increasing the worth of life. It is a complex system that
involves various systems like microelectronics systems, health and medical, com-
puter field, and other engineering fields. According to the overall connection of the
health-care system, the period from 2017 to 2021 is the growth phase of IoT in the
medical sector. The h-IoT application and devices accelerate and shareholders also
accelerate their efforts [9]. There is no doubt that IoT is transforming the medical
sector and redefining apps, applications, and devices related to these people involved
also. Thus, it’s continuously provides gadgets to the medical sector for good take
care of the patient. The use of computer’s in the future is dominating human work
and enhancing the capabilities of computer skills and coding such as the electronics
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devices being remote and Internet of Things and machines work automatically. This
allows users to manage their electronic equipment on the Internet. Alexa is working
with the use of the internet and is also an example of artificial intelligence and the
Internet of Things. The Alexa bulb is also connected through Bluetooth and per-
forms on human voice or command. This will also increase the use of the Internet
and provide materials and services. The main challenge of IoT is to reduce the gap
between the physical world and the world of news, such as how to process data
obtained from electronic equipment and the interface between the user and the
appliance. There are six layers of IoT and these are a coding layer, a perception
layer, an application layer, a network layer, a business layer, and a middleware layer,
these layers are used in a smart house.

The common IOT layer is divided into three layers: network layer, application
layer, and perception layer [10]. The components are grouped in the three layers of
the genetic IoT system as shown in Fig. 10.1.

10.1.1 Fog Computing

Fog computing is a computing architecture in which a series of nodes receive data
from IoT devices in real-time [11]. It requires a high-speed connection from an IoT
device to a node. Devices from the controller, switches, router, and camera act as
fog computing, when an IoT device generates data, then the nodes receive signals
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Fig. 10.1 Genetic architecture of an IoT system
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and act as fog computing. Fog computing is used to improve efficiency and reduce
the amount of data transported to the cloud for processing, and it is also used for
security purposes.

Fog computing is comfortable in the case of IoT and industrial 4.0; in the case of
the health-care sector, they use fog computing because it is easy and it is also threat-
proof [12]. Fog computing is used for time saver and speed to process data. It is
better than others like cloud computing. Fog computing is equal performer with
edge computing like its go to the edge of the network’s edge.

10.1.2 Linked Vehicles

Self-driven cars are now available in the market, producing a significant amount of
data. The information has to be easily interpreted and processed based on the infor-
mation presented such as traffic and information about weather conditions [13]. All
this information is easily processed because of fog computing. Suppose suddenly
the weather changes and rain starts pouring, then the car automatically starts its
wipers, lights turn on, and goes on safety mode, so that the passenger will not lose
his/her patience and remain calm.

Figure 10.2 shows the architecture related to IoT in health care (referred to as
h-IoT) that will be discussed later in this chapter.

The rest of the chapter is organized as the implementation of IoT in various sec-
tors such as manufacturing, automobiles, etc. which is discussed in Sect. 10.2. The
five-layer architecture of IoT is discussed in Sect. 10.3. In Sect. 10.4, directly imple-
mentable IoT applications in the health-care industry are presented. The IoT imple-
mentation in health care is discussed in Sect. 10.5. In Sect. 10.6, some challenges of
the Internet of Things are discussed. In Sect. 10.7, the future scope of IoT advance-
ments in health care is given. The advantages of IoT in health care are discussed in
Sect. 10.8. Shortcomings of IoT in health care are defined in Sect. 10.9, and finally,
conclusions are drawn.

10.2 Architecture of IoT

A common three-layer IoT architecture consists of the network, the perception, and
the application layer. The first layer known as the perception layer is the lower most
layer in the IoT architecture where the actuators, sensors, and other connected
devices are present where they collect the information that is very necessary for the
network [14, 15]. The network layer connects the devices in the network to other
devices to handle the transmission of information. The third layer, the application
layer, provides specific services to the user by providing data analytics, data reports,
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Fig. 10.2 H-IoT architecture

and control over the devices [16]. The three-layered architecture is then upgraded to
five layers with the addition of two more layers, namely, the business layer and the
processing layer. A five-layer IoT architecture comprises the perception layer, the
network layer, the processing layer, the application layer, and the business layer [16].

10.2.1 Application Layer

The application layer is the topmost layer of the five-layered IoT architecture. The
application layer provides the global management of the applications. A few exam-
ples of applications implemented through IoT can be listed as smart home, smart
farming, smart health, smart city, intelligent transportation [17], etc. The functions
of this layer range from designing applications for all types of businesses to per-
forming some smart calculations.
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10.2.2 Network Layer

The second layer recognized as the network layer usually is an amalgamation of
local area networks, access, and core networks. The main function of this layer is
unique addressing and routing which will make sure that integration of many
devices is possible into a single application [18]. The network layer is also called the
transmission layer because it transfers the data securely from the devices to the
processing system. Thus, the network layer transfers the information from the per-
ception layer to the middleware layer [19].

10.2.3 Perception Layer

The perception layer which is also known as the third layer is the lowermost layer
and most prone to various kinds of attacks. This layer includes various physical
objects and sensor devices like an RFID, 2D barcode, infrared sensors, etc. This
layer’s basic functionality is to recognize what object it is and to help with the iden-
tification. The collected information is then passed to the network layer for its
secure transmission to the information processing system [20, 21].

10.2.4 Processing Layer

Then comes the middleware layer wherein the devices over the [oT implement dif-
ferent types of services. Each device connects and communicates with only those
other devices which implement the same service type. This layer is responsible for
service management and has a link to the database. It receives the information from
the network layer and stores it in the database. It performs information processing
and ubiquitous computation and takes automatic decisions based on the results [22].

10.2.5 Business Layer

The business layer is responsible for the management of the overall IoT system

including the applications and services. It builds business models, graphs, flow-

charts, etc. based on the data received from the application layer. The real success

of IoT technology also depends on good business models. Based on the analysis of

results, this layer will help to determine future actions and business strategies [23].
The five-level architecture of IoT is shown in Fig. 10.3.
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Fig. 10.3 The five-level architecture of IoT
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10.3 Some Important Applications of IoT

J. Kaur et al.

Smart Home Fog computing used in smart homes and smart cities. Because fog
computing is good in safety and security, it is used in the smart house and smart
cities. In smart houses always use real-time data from the efficiency of the system.
In smart home IoT devices and all devices connected to the network, for example,
Alexa, Siri, Google, etc., are used as a smart home device, all the time live real-time
monitoring and autonomous vacuum cleaner, and Internet devices are also included
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in the smart home device [24]. IoT-based automatic watering system for plants is
used for plants through mobile phones; in this, we control the water level and mois-
ture of the soil. With the help of IoT, we monitor our house through cameras and
wireless all-time monitoring robots, and we also record our favorite shows and
movies in a set of boxes and also we connect the phone with TV or smart
LED. Nowadays, home security is the most and first thing in the home; smart door
locks and cameras and security robots are monitoring the home 24/7 [24]. We easily
monitor the house and all the things seating everywhere because of IoT.

Smart Cities Security crosses the limit day by day especially in smart cities, for
example, if anyone is missing or the police want to check the location of the thief so
they use IoT; with the help of IoT, they can easily track the location in just seconds
and with the help of the Internet of Things, we also are able to manage traffic, elec-
tricity, waste, and wastewater. Nowadays, traffic lights are also controlled by IoT
and the Internet, and infrastructure is also made according to all edges and in a good
manner. Currently, now we proudly say that we are going towards all automatic
nation like cooking automatic and road making automatic and house and building
also made automatic.

Self-Driven Cars We will see a lot about the self-driven car. Previous day’s news
coming in newspaper that Tesla tested a self-driven car and also heard that now
Uber also come with self-driven mode [25], it is a benefit for girls who are feared to
travel in night time in Uber, because they feared the Uber driver because in case the
Uber driver does not do any silly things with her, so parents also do not allow her to
travel in the night time, so it is a benefit for girls and it also benefits for those in
pandemic time, people do not use Uber or any cab because COVID-19 spread
through touching and in air, so in case anyone takes uber to go somewhere and he is
suffering from COVID-19 and after that another passenger came and sit in Uber he/
she also effected from COVID-19, so self-driven cars are beneficial for us, it is safe
because in this many sensors are present in car and cameras also present in it, so u
just put your location and go.

Farming Farming is a working sector that is most beneficial with IoT; in the future,
they promise that they will develop farming tools [26, 27]. Nowadays, farmers are
using IoT in farms; they use sensors to check the soil moisture and also plant drip
system there. If in the old times, farmers use scarecrow, nowadays they use drones
for surveillance, protecting yield of animals and fire and also implant automatic
compost given to plants or yield if required. Before, in one season farmers fired the
field because they want to clear the field; nowadays they do not do that because of
global warming; so with the help of IoT, they now use thin tube fire system, in
which they fire in limits and the task is also completed. With the help of automatic
robots, farming is easy and less time-consuming, because they now know how to
give water to yield and how to plant all setups, and from time to time robots check
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the soil value and also for fertilizers and compost. When the yield is ready for cut-
ting, robots easily and safely cut the yield and place unused substances in an empty
side, and the yield is collected in a container and is ready to sell in the selling
station.

Smart Supply-Chain Management (Farm to Falk) Nowadays, it is in trend
because, in this pandemic, people are not allowed to go outside, and so they use
Amazon and other sites to order pantries or buckets. With the help of IoT, they can
track their items in their phone, and in 2 or 3 days they receive their parcel, bucket
or pantry. It is safe and a touching proof. In case your item or something gets dam-
age in between travel, so you easily replace and reorder items from their initial
stage. Shopkeepers also do this thing to sell their items online and give a discount
so people can easily find them and buy their products. It is working like customer
contact with producer and producer contact with the supplier. If we select cash, then
the courier collects the cash from the customer and give to a producer, or if we select
online payment, then the cash is automatically transferred to the producer [28].
China and Japan take experiments on automatic delivery robots, and these robots
arrive at the customer’s location and show him/her the QR code so customers can
scan the code and the delivery code will generate and the robot will put the parcel
on the doorsteps and go to the next location. It is also beneficial in during the
CPVID-19 pandemic or lockdown situations, wherein the use of this type of robots
will take a step toward stopping the spread of the virus. Smart supply chain manage-
ment is shown in Fig. 10.4.
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Fig. 10.4 Smart supply-chain management
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10.4 Challenges Still Faced by Internet of Things

1. Security issue: In the twenty-first century, IoT devices are now popular, and it is
also a headache work to do, twenty-first century cybercriminals group people’s
families increasing day by day and those who want to hack or break home secu-
rity or bank security hire cybercriminals or cyberhackers [29].

IoT devices cannot easily be hacked but cyberhackers find the loophole and
break the security of IoT devices; governments apply strickness on cyberhackers but
they still work in the down of their nose.

In 2017, a case registered against the cyberhacker’s like parents said they apply
home security and for his child, they apply all the security and they also apply 24/7
monitoring robots so hacker breaks the monitoring robot’s security and talk to the
child every day when parents realize this they fill case against him and the security
company. It is not easy to break the security of IoT devices but still, they want to
work upon those areas [29].

2. Compatibility: Nowadays, home networks and Bluetooth devices are not easily
connected because of user increase or their bandwidth size is small and that is
why we face this issue. Maybe the [oT device is not up to date from the user side,
so it is also an error to connect the device. Or sometimes the user’s phone is also
not up to date and that also creates a problem to use or connect the device. It is
compulsory to update their device and update their phones or laptops or any
devices to use better.

3. Limited bandwidth: Connectivity is a bigger challenge for the Internet of Things
as you expect because there is an increased user from one device or one network
and that is why they cannot use the Internet in a better manner or they suffer from
buffering [30]. People face this buffering problem, and people cannot even
download or see a video on YouTube or any website because of this buffering.
One source is divided into many parts so that’s why internet speed is low, or we
can say his bandwidth is limited.

4. Expectation: With such strong competition in the market, companies all the time
promise that they will be giving better products but it is difficult for people to
compare two or more devices because each brand want to make or give a new
and better product in the market. Take for example Oppo smartphone; they use
or make a cheap product, and people know how they make cheap products, so
90% of people avoid Oppo. Now I compare it with Apple. Apple launches one
mobile phone per year, and they easily crack their expectation limit and people
also love to use Apple because it is a bigger brand than Oppo. And people drop
their expectation from Oppo and they were dissatisfied from IoT devices.

5. Business: The bottomline is a motivation for starting, investing, and operating
any business with a sound and solid business model for IoT [31]. This model
must satisfy all the requirements like e-commerce, vertical market, horizontal
market, and consumer market. These category also follow’s the victim of
regulatory.
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10.5 Advantages of IoT

1. Saves time: As reducing human effort, it saves out time. IoT devices are working
properly and they reduce human effort and time. IoT devices compile code speed
and is very good and it works very fast as compared to others. One way to lever-
age the power of [oT to increase company efficiency is to use it to cut down on
repetitive or time-consuming tasks.

2. Security: Now we have a device interconnected to each other to improve security
and efficiency [32]. In IoT all devices are connected, for example, Alexa; in
Alexa all the devices like fans, bulbs, led, and phones are connected and they
improve their efficiency and stability.

3. Minimizes human effort: The devices of [oT communicate and talk to each other
and they work properly together, reducing human effort.

10.6 Disadvantages of IoT

1. Privacy/security: Hackers easily get excess to the personal information and also
accounts information, so it is a disadvantage for IoT devices; hackers easily
break home security. Nowadays, home security is on trend and hackers find the
loophole and easily get excess to personal information [33].

2. Connectivity: Bandwidth of the network is very low and also Bluetooth devices
connectivity problems arrive, and it is because they are not up to date or the
phone or laptop is not updated; that is why it is difficult to connect with IoT
devices in checking for updates [33].

3. Expensive to implement: Using Li-FI at home is very costly for normal people,
and fully automatic and Al devices are very expensive to implement at home, for
example, Jarvis.

10.7 H-IoT

H-iot refers to a device that collects health related data from an individual. The
explosive growth in H-IoT to augment the delivery of healthcare is driving changes
in clinical practice and patient-centered care, requiring new skills for providers [34].

IoT devices are tagged/connected with sensors for tracking medical equipment
like medicines, wheelchairs, cloths, oxygen pumps, and others connected equip-
ment. For example, in a URI movie, the nurse (played by actress Pallavi) attaches
the GPS sensor on the old lady so in case if she goes outside and forgets the home
then the nurse immediately tracks her and finds her and takes her home easily. We
implement this thing in our daily lives especially in elderly people for their safety
and for other reasons too. People these days prefer to take benefit of IoT and
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h-IoT. H-IoT provides us with very good service and comfort. Now it ties up with
machine learning and artificial intelligence and shows a world in another level. In
hospitals, it is used on ventilators and other machines like oxygen cylinder and
temperature measure and heartbeat sensor, and for those who cannot walk, they can
use an automatic wheelchair. With this, they can stand up and sit down, walk, and
take the wheelchair on the roads because the wheelchair is fully loaded with sensors
and cameras. Today, the technology completely changes how we see inside the
human body through small cameras inserted inside the capsule which is taken by
patients. So we get to see what is inside the human body including small and big
intestines and how food processing looks like and even the damage inside the stom-
ach if there is. With the help of h-IoT, operations are done easily such as heart opera-
tion, heart transplant, and brain surgery. We also get to see damages in the veins and
liver. Now we can also monitor glucose and even monitor depression and mental
health [35].

Importantly, h-Iot helps us when someone loses his hand or leg or any body part
wherein it can provide us with a bionic hand, bionic leg, bionic shoulder, etc. bionic
hand project I put reference on reference page go and check this out. Nerve cells are
connected to the brain, and when the brain gives signal to the hand, bionics take the
signals and convert signals to mechanical signals and bionics work [36].

10.8 Industrial 4.0 with IoT

Industrial 4.0 refers to a new phase of industrial revolution that focuses heavily on
interconnectivity, automation, h-IOT, machine learning, and real-time data monitor-
ing [37]. The revolution from industrial 1.0 to 4.0. is revolution in company they
upgrade their machines or equipment and improve and distribute their products.
Manufactures are enabling technologies such as the Internet of Things, machine
learning, artificial intelligence, cloud computing, fog computing, edge computing,
and analytics [38].

Now here the question arises: Are we in industrial 4.0 right now?

Today, we are in the midst of industrial 4.0 [39]. This is being driven by the
global spread of the Internet. New technologies are rising such as wireless phone
chargers, sensors and artificial intelligence, and machine learning. Industrial 4.0
will radically transform the way we live and work [39].

10.9 Conclusion

IoT is a system in which sensors collect the data and share it with a secure network.
The process data is check through the various processor, in a case in somehow any
impurity or any various occur then immediately alarm start and indicate the issue on
display. These devices come under industry or medicine 4.0. The new automated



176 J. Kaur et al.

devices come into the market like real-time monitoring and diagnosis powered by
IoT or h-IoT [40]. This process is reviewed by various new technologies powered
by h-IoT. Many architectures are using different computer applications powered by
h-IoT. These architectures are driven by machine learning, artificial intelligence,
edge computing, fog computing, cloud computing, and new technologies like block-
chain. Machine learning work in the multiple-use case of h-IOT and maintaining the
network and help them to achieve optimal network [41].
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