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Abstract. User-oriented approaches help teams develop digital products that will
not only be functional, but will also help to enhance the emotional experience. The
specifics of human beings, that are placed at the centre of the development, are
determining the entire interaction flow with digital devices and software products.
One of the topics that researchers’ study in the field of human-computer interac-
tion is accessibility. It is associated with the ability of a person to use barrier-free
products or services. Accessibility, in turn, is also related to the user security such
as attacks and vulnerabilities that often lead to a lack of access to digital devices. In
this regard, the aim of our paper is to define a mobile research ecosystem for test-
ing and evaluating secure and accessible mobile multi-device environments. The
ecosystem should simultaneously implement the basic principles of accessibility
and security of mobile applications. Thus defined aim determines the objectives of
the paper,which are: to study themain problemsofmobile applications’ accessibil-
ity; to study mobile security frameworks; to test mobile accessibility and security.
Design-thinking process flow is implemented in our approach. The accessibility
and security of mobile operating systems Android and iOS are tested.

Keywords: Mobile accessibility ·Mobile security · Research ecosystem · User
experience

1 Introduction

The topic of cybersecurity is one of the leading in the last five years, along with others
like artificial intelligence, machine learning, the Internet of Things, automation, auto-
motive autonomy. In particular, privacy and confidential computing are enshrined in the
Regulation (EU) 2016/679 General Data Protection Regulation (GDPR). Chapter 5 of
the document regulates the terms of transfers of personal data to third countries or inter-
national organizations, including articles on: the general principle for transfers, transfers
on the basis of an adequacy decision, transfers subject to appropriate safeguards, bind-
ing corporate rules, transfers or disclosures not authorized by union law, derogations for
specific situations and international cooperation for the protection of personal data [1].
The document regulates the conditions under which personal data must be processed by
the so-called data processor, ensuring the ongoing confidentiality, integrity, availability
and resilience of processing systems and services, as well as the encryption of personal
data [1].
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Despite the efforts of cybersecurity experts, malicious individuals discover security
vulnerabilities in software products and take advantage of themwhen committing illegal
acts. This is also proved by the statistical data. A McAfee report from the beginning of
2021 shows that the pandemic situation has had a negative impact on cyber security.
In 2020, the most affected are scientific and educational institutions, public administra-
tions and IT companies. The most common security issues were vulnerabilities, targeted
attacks, malware and account hijacking [2]. According to McAfee data, publicly dis-
closed incidents surged 100% in Europe fromQ3 toQ4 2020. Incidents in Asia increased
by 84% and those in North America rose by 36% [2]. There are approximately 3.1 mil-
lion external attacks on cloud accounts from more than 30 million users worldwide
during Q4 of 2020 [2]. There has been a significant increase in attacks on all families of
operating systems from Q3 to Q4 of 2020: PowerShell threats grew to 208%; MacOS
malware increases by 420%; Linux malware increased to 6%.

Another company,Norton, also provides a complete picture of cybersecurity globally.
According to statistics published by the company, for 2020 over 75% of cyberattacks
are launched via email [3]. Last year, the FBI received 15,421 internet crime complaints
from 60 countries around the world. The first half of 2021 saw a 102% increase in
ransomware attacks compared to the same period in 2020 [3]. Norton also confirmed
that the COVID-19 pandemic had a negative impact on cybersecurity, stating that the
FBI had reported a 300% increase in reported cybercrimes [3]. Users report an increase
in fraudulent emails, spam, and phishing attacks from their corporate email.

Mobile users are also affected by cyberattacks. According to the statistical portal
Statista.com for the last quarter of 2020 the number of malicious installation packages
was over 2,106 million, which is over one million compared to the first quarter of
2020 and over 600 thousand more than the first quarter of 2021 [4]. In comparison,
many malicious installation packages reported in 2019 equal those reported in Q4 of
2020. iOS users are less affected by malware than those of Android [5]. It is reported
that mobile malware worldwide in 2020 were AdWare (57,26%), RiskTool (21,34%),
trojan (4,46%), backdoor (1,49%), etc. [6]. Kaspersky shares 2020 statistics according
to which 87% of Android mobile phones are exposed to security risks [7]. According to
the company, the most common types of malwares faced by Android users are banking
malware, mobile ransomware, mobile spyware,MMSmalware, mobile adware and SMS
trojans. To them, for 2021 openWiFi, phishing attacks, spyware, poor password security
can be added [8].

As can be seen from the cited sources, the pandemic situation has significantly
affected the committed cybercrimes. A breach of the security of individual and corporate
users is reported.On the other hand, the problems that these cyberattacks create for people
with special needs must also be taken into account. This is mainly due to their inability to
access or make full use of digital devices. The consequences of disrupted cybersecurity
are also at odds with the policies and strategies for people with disabilities developed by
global organizations such as United Nations and theWorld Health Organization (WHO),
as well as the European Union.

TheWHOsaid the pandemic has led to an urgent need for scale up disability services,
including healthcare. According to the organization, people with disabilities are unable
to use different services due to prohibitive costs and inadequate skills and knowledge
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of the people who offer these services [9]. The facts reported by WHO are worrying
- the percentage of people with some kind of disability is growing. This is about 10%
of the world’s population, and the share of young people is even higher - 30% [10].
The United Nations has an even higher share - 15% of the world’s population lives
with some form of disability, with 80% of people living in developing countries where
their care is extremely low [11]. WHO cites UNESCO as saying that 9% of children in
low-income countries do not attend school [10]. The United Nations has set 7 targets
of the Sustainable Development Goals entirely aimed at people with disabilities [11].
These focus on: no poverty (Goal 1), zero hunger (Goal 2), good health and well-being
(Goal 3), quality education (Goal 4), gender equality (Goal 5), reduced inequalities
(Goal 10), peace, justice and strong institutions. (Goal 16) [12]. The 2030 Agenda for
Sustainable Development was adopted in 2015 by all members of the United Nations
[12]. It is an act of partnership between nations around the world to share common goals
and strategies to reduce inequalities between people, improve health and education,
and spur economic growth. In this regard, technological progress should be helpful in
achieving the United Nations Sustainable Development Goals. Researchers are working
on problems related to the practical application of business intelligence in education [13],
the impact of social media [14] and e-learning methods [15] in education, the methods
and tools for processing big data [16], the Internet of Things [17], the programming
and database issues of web and mobile applications’ development [18–20], the human
resource management practical aspects [21–23]. All these topics are part of the overall
view of providing quality digital products throughwhich to achieve end-user satisfaction
with the services they use [24].

The presented facts give us a reason to direct the aim of this paper as defining
a mobile research ecosystem for testing and evaluating secure and accessible mobile
multi-device environments. The ecosystem should simultaneously implement the basic
principles of accessibility and security of mobile applications.

Based on the goal we can formulate the following research questions:

– (RQ1)What are the standards and good practices for bettering themobile accessibility
and security?

– (RQ2) What tools can be used to test the accessibility and security of mobile
applications?

To answer research questions, the paper should meet the following objectives:

– to study the main issues of mobile applications’ accessibility;
– to study mobile security frameworks;
– to examine mobile accessibility and security.

2 Related Work

To answer the RQ1, we must explore the international standards about accessibility and
security. In addition, researches related on these problems should be explored too. In
order to find the intersection between the major topics of security and accessibility, it
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is necessary to look for the unifying link between them – human beings. The ways
in which people use digital devices and machines are explored by the scientific field
human-computer interaction. The efforts of specialists and scientists who work in that
area are aimed mainly at minimizing the barriers between people’s mental models in
terms of fulfilling their goals and technological support of their tasks. Device access
and information processing are essential for building multi-channel consistency within
multi-device environments.

In the last two decades, the philosophy of user-centered design (UCD), also known
as human-centered design (HCD), has emerged. According to ISO 13407: 1999 - now it
is recognized by ISO 9241-210:2019(en), UCD is defined as an approach to developing
interactive systems that focuses on creation of usable systems [25]. HCD is described
as a multidisciplinary activity that includes human factors and ergonomics, techniques
to increase efficiency and productivity, to improve human well-being, user satisfaction,
accessibility and sustainability, the working conditions of people with a system and
neutralize the possible adverse effects of its use on human health, safety and productivity
[26]. Accessibility is one of the areas defined by the standard for expanding the digital
inclusion of a wide range of people with specific needs, characteristics and capabilities
to achieve the goals in a particular context of use [26].

The standard provides guidance for the UCD throughout the life cycle of developing
computer-based interactive systems, which is divided into four parts: rationale, princi-
ples, planning and activities. Our interest is targeted to the setting of its principles and
activities. The principles of user-oriented design are four:

– active participation of the users of the system and clear understanding of the tasks
they should perform;

– appropriate distribution of functions between users and technology;
– re-use of design solutions;
– multidisciplinary design.

The UCD process is built by four activities (Fig. 1):

– Specifying the context of use: this includes getting to know the user, the environment
of use, as well as the targeted tasks.

– Specifying the user and organizational requirements: it includes determining the cri-
teria for the success of the usability of the product in relation to user tasks, such as
how quickly a typical user must be able to complete a task with the product. This
includes setting design guidelines and imposing various restrictions.

– Developing of product design solutions: taking into account the knowledge of human-
computer interaction (e.g., visual design, interaction design, usability), a variety of
design solutions are created.

– Evaluation of designs in accordance with the imposed requirements: the usability of
the designs is evaluated according to user tasks.

On the other hand, HCD is closely related to the so-called “design thinking”. It is
considered as an iterative process in which user needs should be understood and, on
this basis, problem solving could lead to innovation and competitive advantage [27, 28].
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Fig. 1. UCD’s activities adapted in accordance with [25].

The flow of the design-thinking framework is consisted of understanding, exploring,
and materializing segments [27]. Within them five or six phases could be conducted.
According to [28], these are: Empathize, Define, Ideate, Prototype, Test. [27] adds to
them Implement stage. [27] states that the process starts with research about what users
do, say, think, and feel.After that all observations are combined andproblems are defined.
These two stages are part of the understanding stage of the design-thinking framework
flow. Next part of the flow – Explore, is formed by ideating and creating a prototype.
Their task is to generate creative ideas and, on their basis, to build up tactile visual
representations. The last part of the flow – Materialize, is related to collecting end user
feedback and materializing user visions.

The most important factors that play significant role in building human-oriented
technologies are: the audience, the context of use, the defined system requirements both
by users and by the organization. Compliance with these criteria should lead to the
creation of design solutions tailored to all levels’ requirements.

Meeting the standards ensures quality development of UCD digital products. They
can be related to any aspect of human-computer interaction, including accessibility. In
terms of this paper’s purpose, we are focusing on mobile accessibility standards.

Within the Web Accessibility Initiative (WAI) World Wide Web Consortium (W3C)
supports the standard for application of Web Content Accessibility Guidelines (WCAG)
to mobile. It’s applicable to mobile web content, mobile web apps, native apps, and
hybrid apps using web components inside native apps [29]. It provides only an infor-
mative guidance, but not any technical details that are useful for mobile development.
The document includes four main principles as WCAG. Under the Perceivable prin-
cipal guides related to user interface (UI) elements manipulations are formalized. The
Operable principle defines recommendations for keyboard control, touch target size and
spacing and touchscreen gestures. The Understandable principle is related to screen ori-
entation, consistent layout and positioning important UI elements. The last one – Robust,
is targeted to providing guides for using easy methods for data entry and supporting the
characteristic properties of the platform. All the developer techniques that apply to
mobile are summarised in another W3C document [30]. It includes an example code
that visualizes the realization of WCAG to mobile.
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Another international institution – the European Telecommunications Standards
Institute (ETSI), supports accessibility standard EN 301 549 v2.1.2, that is applicable to
mobile applications and “their compliancewith the essential requirements of perceivabil-
ity, operability, understandability and robustness defined in the Web and Mobile Acces-
sibility Directive” [31]. It contains functional requirements and provides a reference
document that can be followed by different stakeholders (e.g., managers, developers,
UI designers, etc.). It includes WCAG recommendations too. The standard is based on
the Directive (EU) 2016/2102 issued by the European parliament and the Council. The
last one is targeted to accessibility of websites and mobile applications of public sector
bodies [32]. It provides principles for digital inclusion of people with disabilities, but an
example code is not included. Another European Union document that mentions mobile
accessibility is Directive (EU) 2019/882. It is related to [30] and its purpose is more
general – to document accessibility requirements for products and services and to con-
tribute the proper functioning of the internal market by approximating laws, regulations
and administrative provisions of the Member States [33].

There are national standards and guidelines. For example, Section 508, The Ameri-
cans with Disabilities Act, New Zealand Web Accessibility Standard 1.1, etc. Some of
them are also based on WCAG.

On the other hand, mobile operating systems’ companies also form accessibility
guidelines that are followedupby the developers. Themost used areGoogleAndroid [34]
and Apple iOS guidelines [35]. Companies provide complete guides for both designers
and programmers, including principles, user interface elements patterns, programming
code, and testing tools. They also have rapidly adopted the design thinking approach.

The combination of platform-specific standards and guidelines provides opportu-
nities to fully address mobile accessibility issues. Closely related to the availability of
digital devices and services is their security, which often predetermines the possibilities
for their trouble-free use.

Unlike design thinking and user-centred design process, mobile device security
research depends on the specifics of the platform. The development focus is not only on
the interaction, but also on the approaches and standards for delivering better functionali-
ties. OpenWebApplication Security Project (OWASP) Foundation works to improve the
software security through various projects. It offers a Security Knowledge Framework,
which is an expert system for applying the principles of secure coding in various pro-
gramming languages [36]. It is based on the OWASP Application Security Verification
Standard. It implements 4 phases of security research: defining the requirements for the
project, defining security acceptance criteria, coding according to the established good
security practices, testing according to the established requirements [36]. The testing is
based on established security metrics and is conducted with the help of a wider range of
specialists working on the project.

Similar to the W3C WCAG, OWASP defines a standard for mobile applications’
security [37] and guidelines for testing mobile security [38]. Like WCAG, the OWASP
mobile security standard sets out guidelines and principles for developing secure mobile
applications. They are formed in two security verification levels and a set of reverse
engineering resiliency requirements (RERR). The first level contains generic security
requirements that are recommended for all mobile applications. Level two is aimed at



222 R. Nacheva et al.

applyingprinciples for handlinghighly sensitive data.RERRcovers additional protection
mechanisms that can be applied in the prevention of threats. Security verification is most
fully accomplished when combining both levels with RERR. This ensures the security
resiliency of the project.

The OWASP Mobile Security Guidelines are divided into three main sections: gen-
eral guidelines, Android guidelines, iOS guidelines. The general guidelines provide
explanations for the place of security testing in the life cycle of software development.
Depending on the development methodology, different methods for testing the security
of applications are applied. It can be performed sequentially or iteratively; in both cases
a risk assessment must be performed for the individual components of the applications
as well as for the entire applications. The application of security techniques accompa-
nies the entire life cycle - from defining the requirements to testing and implementation.
OWASP takes into account the importance of human resources, seeing them as one of the
weak links of security [38]. We can find similarities with the sources cited above, which
put human beings at the centre of development and take into account their individual
characteristics. [38] also offers specific coding techniques to follow when developing
Android and iOS applications.

Themajor developers ofmobile operating systemsGoogle andApple also offer com-
plete guides for creating secure mobile applications that take into account the specifics
of their platforms. They summarize good practices, principles and a sample code that
can be put into practice in real mobile projects. Apple offers a security framework that
implements different levels of security (Fig. 2).

Fig. 2. iOS security framework by [39].

Authorization and Authentication, Secure Data, Secure Code, Cryptography and
Result Codes [39]. They provide sample codes that can be used in iOS applications
to increase security levels when performing: logging in, session management, network
data exchange, malicious code isolation, encryption of user personal data, application
security assessment.

Google’s best practices for developing secure Android applications are similar to
those of Apple. They are related to the security of user personal data, secure transmission
over the Internet and storage of local devices, application of cryptographic techniques,
user authentication, protection against malware [40].

Individual scientists and author teams study security in a specific context. Such
are the developments in the field of m-learning [41, 42], finance [43], healthcare [44],
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military training [45], machine learning [46], etc. Some also define frameworks [47] and
general-purpose ecosystems [48]. Most of them are based on OWASP’s mobile security
projects and/or Apple’s and Google’s security guides. The ways of interaction with
mobile devices, prevention of cyber-attacks and increase of security in data exchange
are taken into account.

Based on the above mentioned, the main direction of the practical application of
all frameworks, ecosystems, principles and standards can be outlined: user-oriented, a
barrier-free digital experience, personal security.

3 Method

3.1 Material

Our research is aimed at defining a mobile research ecosystem for testing and evaluating
secure and accessible mobile multi-device environments. In this regard, it is necessary
to choose appropriate platforms for approbation of our approach. In particular, we used
Android and iOS ones (Table 1).

Table 1. Specification of targeted mobile devices and platforms.

Characteristics Device 1 Device 2

Operating System iOS 14.7.1 Android 11

Device Brand iPhone 12 Redmi Xiaomi Note 9

Year 2020 2020

CPU Apple A14 Bionic six-core Octa-core Max 2 GHz

RAM 4 GB 4 GB

Communication Wi-Fi, Bluetooth, GPS, NFC, USB Wi-Fi, Bluetooth, GPS, NFC, USB

Source: own elaboration

We would like to compare two different mobile platforms and the limitations that
each of them imposes. On the first place, both devices were manufactured in 2020
with the same RAM capacity and the same hardware communication components. By
specification, the main difference between the two stems from the technology used to
develop the processor, which strongly affects the performance of the devices. According
to tests, devices with Apple A14 Bionic processor are significantly more productive.
According to some benchmark tests, Apple’s CPU performance is much higher than
Xiaomi’s one – 93 overall scores versus 61 [49, 50].Our research explored both platforms
for passing the security and accessibility tests, including the overall performance point
of view.

On the other hand, because of the platform-specific features each device security and
accessibilitywere tested by different applications. Android accessibility is tested through
Google Accessibility Scanner. As for the iOS accessibility testing, we used the Acces-
sibility third-party tool. Security testing was performed by the following applications:
MyTop Mobile Security (iOS) and WOT Security (Android).
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The limitations of this paper are related to the versions of operating systems and
hardware configurations of the devices used, as well as the accessibility and security
testing software. We do not claim to be exhaustive of the types of devices and platforms.
Our goal is put in practice the testing procedure described in Sect. 3.3.

3.2 Design

The study observes the following main factors: speed of testing; the number of security
errors and the number of accessibility errors. These are the dependent variables. The
independent variables are the mobile operating system of the devices and their hardware
specifications.

3.3 Procedure

Based on the frameworks outlined in the previous two sections, we choose to follow
an iterative procedure of exploring the security and availability of mobile applications.
The procedure we followed consists of 5 phases: Define, Design, Test, Analysis and
Implement (Fig. 3). They summarize the experiences of [25, 27, 28, 36]. We can define
it as benchmarking approach too.

Fig. 3. Proposed benchmarking approach. Source: own elaboration.

– In the first phase - Define, the research of the project requirements is carried out, the
peculiarities of the mobile platforms and the users who will use them are defined.

– In the second phase –Design, the project is planned, research questions, themetrics for
success and milestones (if necessary) are determined. Possible metrics in accordance
with the aim of the approach are: non-human traffic; mean time between failures;
mean time to detect; mean time to acknowledge; mean time to contain identified
attack vectors; mean time to resolve issue; mean time to recovery from error; security
policy compliance; accessibility policy compliance; accessibility validation errors,
etc. depending on the aim of the research. A weight of each of the metrics could be
given to measure the overall accessibility and security level of mobile applications.

– In the third phase –Test, the testingof the security and accessibility ofmobile platforms
is performed according to the plan prepared at the previous stage.

– In the fourth phase – Analysis, an in-depth analysis of the test results is performed, a
report with recommendations for improving security is formed.

– In the last phase – Implement, the recommendations from the report are put into
practice.
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If the recommendations cannot be implemented, the cycle is repeated until the rec-
ommendations are fully implemented in order to eliminate the weaknesses of the mobile
platforms. The approach can be applied both at the application level and at the mobile
platform level.

4 Results

In order to respond to RQ2, it is necessary to approbate our benchmark approach. Fol-
lowing the procedure described above, in the first phase, we determined that we would
use Device 1 and Device 2 to perform our tests.

In the second phase of the research procedure, we defined the following metrics for
test success: test speed, number of accessibility errors, number of security vulnerabili-
ties. In the third phase of the procedure, we perform the tests of security and accessibility
of the selected devices and platforms. More in-depth research should be done if specific
problems are defined. Possible examples include: access by people with visual impair-
ments to a specific mobile operating system or application; improving the security of
banking mobile applications for people with visual or hearing impairments. In these
situations, metrics and tests are adapted to the specifics of the problems. That is why in
this paper the author’s team only gives guidelines for performing a benchmark procedure
without claiming to cover a wide range of cases.

Device 1 showed the following accessibility issues (Fig. 4).

Fig. 4. Device 1 accessibilities issues. Source: own elaboration.

There aremainly problemswith the color scheme, contrast, size and thickening of the
texts, sound alternatives to the interface elements for people with visual impairments;
video alternatives for people with hearing impairments; assistive touch problems for
people with motor disabilities.

Testing of Device 2 shows that it would create mainly problems for people with
visual and motor impairments (Fig. 5). The problems with it are also with the colour
scheme, text sizes, sound matching, touch and rotation problems, switch access.

Device 1 security testing shows that mainly network security and identity protection
issues have been found (Fig. 6, on the left-hand side is MyTop Mobile Security). Only
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Fig. 5. Device 2 accessibilities issues. Source: own elaboration

one problem was found with Device 2 – Internet browsing protection (Fig. 6, on the
right-hand side is WOT Security).

The test speed for both devices is fast:

– Device 1 accessibility test – 1 s.
– Device 2 accessibility test – 3 s.
– Device 1 security test – 10 s.
– Device 2 security test – 9 s.

As a result of the tests of the fourth phase of our proposed research procedure, an
analysis of the accessibility and security ofmobile applications or platforms is performed.
It is also related to monitoring the success of the tests. The plannedmetrics are also taken
into account. We observe the following results in terms of:

– Test speed: Device 1 is faster in performing accessibility tests, while Device 2 is faster
in security testing. The differences are not significant, but it should be noted that the
software used is different. This is also a prerequisite for the results of the speed of the
tests to be accepted as conditional;

– Number of accessibility errors - 16 possible accessibility problems were found on
both devices. In both types of tests, the software allows additional adjustments to
be made to eliminate the detected problems. Both operating systems feature a wide
range of settings for people with visual, hearing, motor and cognitive impairments.
The specific features of the users also predetermine the settings of the accessibility of
mobile devices;
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Fig. 6. Security issue of both devices. Source: own elaboration.

– Number of security vulnerabilities - in Device 1 4 security vulnerabilities were
detected, while in Device 2 there is only one. As can be seen from Fig. 6, these
are problems that can be solved by the user after raising awareness regarding cyber
threats that may violate his privacy. Purely technical security breaches are established
by testing the stability of the code to check for non-compliancewith coding techniques.

5 Discussion

In view of the current paper’s goal and the tests performed, we propose to unite the user
expectations and experiences in a complete mobile research ecosystem for testing and
evaluating secure and accessiblemobile multi-device environments. It shouldmeet some
of the basic requirements set by the principles of user-oriented design [25], namely the
active user participation and a functional design that meets their expectations. Activities
related to the specification of: context of use, user and organizational requirements, the
tools for developing product design solutions and the methods for evaluation of designs
should also be defined. On the other hand, the security research phases proposed by the
OWASP Application Security Verification Standard [36] should also be considered.

The study conducted in this paper gives us reason to propose a mobile research
ecosystem (Fig. 7) that implements the procedure described in Sect. 3.3 and the features
of mobile communication described in [48]. We need to keep in mind that there are
limitations of interacting with individual devices in mobile contexts related to mobile
multi-device environments [51]. These environments are a set of interacting devices that
coordinate with each other. As stated in [52], more should be taken into account when
defining such ecosystems: end-user privacy controls, self-regulation by platforms, legal
regulation.

As a result of the first phase of the process, a summary report is generated for
the individual characteristics of the users and the features of the tested platforms. For
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Fig. 7. Proposed mobile research ecosystem. Source: own elaboration.

example, type of disability, operating system. They provide a basis for preparing a study
plan that provides guidance for conducting the design phase. As a result of the study
of mobile accessibility and security, quantitative results are generated. For example,
number of errors, internet speed and mobile connection. The result of the fourth phase is
a report with recommendations for improving accessibility and security, and in the last
phase - a working solution.

An important condition for the preparation of the reports is to comply with the
standards for accessibility and security, which are formed by international organizations.
Full coverage of the problems aims to achieve a better user experience.

6 Conclusions

As the capacity ofmobile devices to process increasingly complex information increases,
so do the requirements for the applications designed for them. As [53] points out, the
mobile OS market is divided between Google Android and Apple iOS with respective
market shares of roughly 70% and 30%. These two platforms also impose rules for the
development of mobile applications, as well as much of the mobile ecosystem, including
standards and applications. Development teams create a new generation of software in
which users are placed at the centre of projects, and the products themselvesmust comply
with the physical limitations imposed by devices and the specifics of the context of use,
which changes frequently.

As a result of the research conducted in this paper, we can conclude that:

– accessibility is a context-sensitive concept that is determined by the individual needs
of users;

– security issues are a prerequisite for restricting the personal freedom of people;
– availability and security testing of mobile platforms should be performed periodically
in order to troubleshoot.
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As a result of the experiments conducted in terms of security and accessibility of
mobile platforms, aswell as the definition of amobile research system,we believe thatwe
meet the goal of this paper. The need to apply the standards for accessibility and security,
considered in the theoretical part, is taken into account. It is reflected that consumers
are actively involved in the study of human-computer interaction in order to implement
the principles of user-oriented design and development of digital technologies to help
people.

We believe that in the future we can improve our proposed research procedure, which
we can adapt to the specific needs of people with visual, hearing or motor impairments.

Acknowledgment. The studywas supportedbyprojectNPI-36/2019“ContemporaryApproaches
to The Integration of Mobile Technologies in Higher Education”.
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