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Abstract. Process mining techniques enable business process analy-
sis on event logs extracted from information systems. Currently, indus-
try applications and research in process mining predominantly analyze
intra-organizational processes. Intra-organizational processes deal with
the workflows within a single organization. However, analyzing inter-
organizational processes across separate companies has the potential to
generate further insights. Process analysts can use these insights for opti-
mizations such as workflow improvements and process cost reductions.
It is characteristic for inter-organization process analysis that it is not
possible to uncover the insights by analyzing the event logs of a single
organization in isolation. On the other hand, privacy and trust issues
are a considerable obstacle to adopting inter-organizational process min-
ing applications. The independent companies fear competitive disadvan-
tages by letting third parties access their valuable process logs. This
paper proposes a concept for inter-organizational process mining using
trusted execution environments in a decentralized cloud. The hardware-
based approach aims to technically prevent data leakage to unauthorized
parties without the need for a trusted intermediary. The contributions
of this paper are theoretical and identify future research challenges for
implementing the concept.
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1 Introduction

Process mining analyzes the real-world execution of business processes. The
analysis utilizes event logs extracted from information systems to construct a
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business process model [1]. A variety of process mining techniques and configu-
rations enable analysts to derive different insights into their processes. Process
mining can be used to identify compliance violations, find process bottlenecks,
and investigate the root causes of undesired process behavior. Usually, process
mining analyzes processes within a specific organization (intra-organizational
processes). Yet, in practice, inter-organizational workflows are standard in var-
ious industries. In an inter-organizational business process, different organiza-
tions execute separate parts of a shared workflow. Examples of such processes
include e-commerce, supply chain management, or international bank trans-
actions. However, analyzing data from other companies is trust- and privacy-
intensive [2–4]. Event logs record valuable information of an organization’s real-
life operation details. These details can be exploited to analyze a collaborator’s
internal processes and to gain competitive advantages. Thus, many organiza-
tions refrain from participating in inter-organizational process mining and opti-
mization. However, mining inter-organizational processes as a whole can enable
different insights and benefits that cannot be derived from analyzing the pri-
vate processes of collaborators in isolation. All parties may benefit from such a
high-level analysis.

Figure 1 illustrates an example inter-organizational hiring processes. The
process model shows how a certain company (the seeking company) finds new
employees for its software development jobs. Since recruiting processes are time-
and cost-intensive, the company outsources the initial recruiting task to three
independent recruiters. The process starts with the seeking company defining the
job requirements. Afterward, the organization contacts three different recruiters
in parallel for the first-level candidate screening. Their task is to find the best-
suited candidates for their job opening. The three recruiters have different strate-
gies to find the best candidates. Recruiter 1 approaches the task by searching
candidates on professional platforms like LinkedIn1. The recruiter sends cold
messages to candidates and conducts a general pre-interview with them. The
objective of the pre-interview is to find out if all formal requirements for the
candidate to become a potential employee are fulfilled. This might include, for
instance, having the right working permits. Afterward, Recruiter 1 conducts a
technical interview to see if the candidate has the right skill set for the job.
In the end, Recruiter 1 decides whether the candidate is suited for the posi-
tion. If yes, the recruiter forwards the CV to the seeking company. Recruiter
2 has a different approach. This recruiter makes a job post on an open online
job board like Indeed2. After a while, the recruiter receives some applications
and assesses the CVs of the candidates. Recruiter 2 does not conduct general
interviews and proceeds directly to the technical interview. After the technical
interview, this recruiter also decides and forwards the candidate to the seeking
company. Recruiter 3 starts the candidate search on a professional platform, like
Recruiter 1. However, Recruiter 3 is not a technical expert and does not conduct
technical interviews after the general pre-interview. All three recruiters forward

1 https://www.linkedin.com/.
2 https://de.indeed.com/.

https://www.linkedin.com/
https://de.indeed.com/
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Fig. 1. Example inter-organizational process in human resources using the BPMN 2.0
standard [5].

their candidates to the seeking company, where a final interview is conducted.
Afterward, the decision of whether or not to hire the candidate is made.

This example shows an inter-organizational process where all four organiza-
tions act independently. Yet, they have a common goal to make to recruiting
process as efficient as possible. Especially the seeking company wants to reduce
their recruiting time. Their final interviews are conducted by the seeking com-
pany’s most skilled tech specialists. This circumstance makes every final inter-
view cost-intensive. In such a case, gathering the event logs from all recruiters
and applying process mining techniques can help determine process dependen-
cies and causalities. However, recruiters do not want to disclose details of their
recruiting process to third parties. They experimented in the past to find the



372 M. Müller et al.

best recruiting strategy. Thus, by sharing their detailed approaches, they could
have competitive disadvantages.

This paper proposes a theoretical concept of executing process mining tasks
in trusted execution environments (TEEs). TEEs are hardware-based approaches
that enable processing data in a secure enclave. Thus, there is no technical pos-
sibility to leak the information to unauthorized third parties. The outcome is a
theoretical concept and an identification of research challenges that need to be
solved before the concept can be implemented in practice.

The remainder of this paper is structured as follows. Section 2 reviews the
current state of the art in privacy-preserving inter-organizational process min-
ing and trusted computing. Afterward, Sect. 3 introduces our novel concept for
privacy-aware process mining in TEEs. Section 4 discusses the implementation
challenges of the concept, before Sect. 5 concludes on the impact of this scientific
contribution.

2 Related Work

Recently, privacy aspects of inter-organizational process mining have seen an
increase in academic and professional interest. The current state of the art in
privacy-preserving process mining approaches can be divided into two main seg-
ments. The first segment focuses on privacy preservation of information related
to a individuals encoded in a process log, e.g., employee information. The other
group of approaches focuses on protecting the information of an organization
and its business secrets.

Individual-focused privacy-preserving process mining approaches focus on the
privacy of the information of individuals that are included in event logs. These
concepts have applications in fields like individual health care or manufacturing
workflows [6]. For instance, a large hospital might want to analyze its emergency
room response processes. Therefore, they need data related to specific cases
of emergency room arrivals. The event log might include information specific
to a patient. Regulatory frameworks like the General Data Protection Regula-
tion (GDPR) [7] or the Health Insurance Portability and Accountability Act of
1996 (HIPAA) [8] require this data to be protected. Current research on individ-
ual privacy-preserving process mining employs concepts such as differential pri-
vacy and k-anonymity [9–11]. In addition, other approaches employ encryption as
the main method of privacy preservation. These concepts use standards like the
Advanced Encryption Standard (AES) [12] or the Pallier Cryptosystem [13] to
encrypt personal information encoded in the event log. Such cryptography-based
concepts often also enable privacy preservation of business-related information
as well [14,15].

Organization-focused privacy-preserving process mining techniques have the
ultimate goal to protect business-related information. The leakage of valuable
organizational information to third parties might lead to compliance issues and
competitive disadvantages. Thus, especially inter-organizational business pro-
cesses pose a specific challenge to such organization-focused privacy-preserving
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process mining techniques. It is characteristic of inter-organizational process
mining to acquire event logs from different organizations. These joint insights
may generate a greater value than the insights created from separate event logs
in an isolated manner. Current research in this field proposed different concepts
for executing the mining process. One approach is to mine partitioned data in a
decentralized fashion. The partitions can be used to generate a common model
without revealing the raw data [16]. The common model may differ for organi-
zations since they all have different knowledge. Cryptography-based approaches
encrypt the valuable information [14]. Lately, also approaches that use private
computing paradigms such as homomorphic encryption [15] or secure multi-party
computation [17] emerged. Both of these approaches are famously known as the
privacy-preserving computation (PPC) methodologies. Lately, trusted execution
environments (TEEs) have been introduced [18]. TEEs are a hardware-level
privacy-aware computation paradigm. This paper presents a theoretical concept
for organization-focused privacy-preserving process mining using TEEs.

Trusted execution environments (TEEs) are a hardware-based approach for
trusted computation provided by some modern micro-processors, e.g. Intel Soft-
ware Guard Extension (SGX) [18] and ARM Trustzone [19]. The main compo-
nent of a TEE is a secure element that resides within a separate area of the
CPU chip. Code and data in the secure element are entirely isolated from other
programs and from the host operating system. This paradigm protects the data
from theft and the code from tampering. TEEs, and Intel SGX in particular,
provide low-level primitives for defining specific rules (e.g. which software pack-
age can decrypt a dataset). These rules are enforced by using hardware-based
cryptography. However, expressing complex multi-processor workflows like the
one we have described above requires a higher-level rule system. This rule system
is in charge of orchestrating the encryption of the input data, the provisioning of
several secure enclaves, and the dataflow between them. Distributed ledger tech-
nologies (DLTs) offer a decentralized execution environment with an immutable
record of transactions. Thus, DLTs can be a well-suited platform for orches-
trating process mining. The organizations can use smart contracts to define
authorizations, to record job requests, and to verify remote attestations (proof
of a correct execution in TEE) with no risk of their intent being altered. Current
approaches combining distributed ledgers (for expressing rules) and TEEs (for
enforcing them) for trusted computing include iExec [20] and Ekiden [21].

The primary purpose for adopting the hardware-based TEE (HW TEE) in
our contribution unfolds as follows. Besides enabling data integrity and confiden-
tiality, HW TEEs also ensure code integrity, code confidentiality, programmabil-
ity, attestability, recoverability, and authenticated application launch facilities.
Thus, these characteristics make the HW TEE a suited option for the organiza-
tions for doing privacy-preserving process mining.
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3 A Concept for Privacy-Aware Process Mining in
Trusted Execution Environments

In this paper, we introduce a theoretical concept on how TEEs and blockchains
can be used for privacy-aware inter-organizational process mining. The setup
of the orchestration of the TEEs is inspired by the iExec decentralized cloud
computing framework3. However, the general concepts presented in the following
are independent of any framework to orchestrate TEEs.

3.1 System Architecture

Our concept consists of different system components. The following paragraphs
introduce them and their workflows in the inter-organizational mining process.
The architecture diagram in Fig. 2 visualizes the interactions.

Fig. 2. Architecture diagrams of different roles interacting with each other.

Organizations. In our concept, N organizations have their private information
system where they acquire new events. These private information systems are
isolated from each other.

Secret Management System. The secret management system (SMS) is a key
component that acts as a secure intermediary between the organizations that
provide data and the process miner which processes it. Because TEEs require

3 https://iex.ec.

https://iex.ec
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data be encrypted specifically for a given enclave session, the workflow could not
run asynchronously without it. In our example, this would translate to having
the organizations encrypt their logs after the process mining has started. In our
design, the SMS itself is a secure application running in an enclave. It receives the
decryption keys of all the data from the organizations and manages it according
to the authorized orders. The orders are signed and recorded on the blockchain.
The SMS is thus a critical component that holds all of the decryption keys to
every log file, but the fact that it runs in a TEE guarantees that only no one
and nothing besides its code can access them, not even the administrator of the
machine it is running on.

Blockchain. In our concept, we use the blockchain as tamper-proof storage of
authorization statements using smart contracts [22]. The SMS is only allowed to
give the keys to authorized entities. Thus, the organizations create transactions
to trigger smart contracts stating which miner can retrieve the keys for a specific
order.

Event Log Database. The public event database stores the encrypted event log
files of all organizations. This ensures ensure the integrity of the private logs and
enables the inter-organizational mining process to retrieve them. The database
host never has access to the keys of the event logs.

Miner. The miner is responsible for applying process mining techniques to the
combined event logs of different organizations. The three-step subprocess consists
of combining the event logs, mining the process models, and making the insights
available to the organizations. All mining tasks are executed in a TEE so that
the miner host cannot interfere.

3.2 Workflow

The following sections describe the process of privacy-preserving process mining
using TEEs in detail. Figure 3 shows the process model of our concept.

Prerequisites. We assume that the following activities happened before the core
process. All N organizations need to synchronize the case ids and select a pro-
cess mining technique upfront. In process mining, a case is a unique identifier
that groups a set of events. All events in a case belong logically together. In the
running example, every instance of a recruiting process of a backend developer
consists of different events. Such events may be that a recruiter found a new
candidate or that the hiring company made a decision. All events that belong to
the same instance of the process can be grouped together in a case. A sequential
order of timestamped events within a case is called a trace. The organizations
might use different systems to track the events that fall into their domain. Thus,
they need to synchronize case identifiers. In that way, the process miner can
later merge different sub-traces that belong to the same case in a TEE. It is also



376 M. Müller et al.

Fig. 3. Illustration of the high-level process of privacy-preserving process mining using
TEEs. The green boxes indicate workflow executed within a TEE. The diagram uses
the BPMN 2.0 standard for illustration [5]. The collapsed pool indicates a variable
number of organizations that all follow the same logic. (Color figure online)

required that the process miner is in possession of an implementation of the pro-
cess mining technique. Finally, each organization generates a unique symmetric
encryption key and uses it to encrypt an archive containing all of their log files.

Initialization. The core workflow component for privacy-aware process mining in
TEEs is the process mining code, which must be audited and approve it by all of
the organizations. In practice, the source code is shared in a repository that all
organizations can access. All organizations audit the code and if approved they
record a rule linking the hash value of the packaged code to the hashed value of
the encrypted archive. This requirement ensures that the SMS will later give the
right program access to the right data. In our concept, the rules are recorded
in a blockchain smart contract [23] to preserve the integrity of the hashes in a
decentralized fashion. All organizations have blockchain peers and guarantee the
integrity of transactions.
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Review and Data Contribution. After the deployment phase, the process miner
signals readiness to all N organizations. The organizations can review the process
mining code. In this review, they can assess if the code meets all privacy and
compliance requirements. In case an organization decides that the code does not
fulfill its requirements, the process terminates. After a positive code review, the
organizations retrieve their event logs from their private information systems.
They encrypt their event logs separately. Therefore, an organization needs to
encrypt its event log using a symmetric encryption mechanism, such as AES-
256 [12]. A hash of the encrypted data set is submitted to the blockchain with
a transaction. The organizations can later use the hash to ensure the integrity
of the data set. The encrypted event log itself is stored at an independent host
as an encrypted file. The organizations share their symmetric key with a secret
management service (SMS) of their choice. This SMS is a simple program that
lets only authorized entities access keys. The right functionality of the SMS can
be guaranteed because the SMS program is also executed in a TEE. Its code is
open source. Thus, every entity can audit its code. Through the attestation that
a TEE produces, it is possible to prove that only the desired program has been
executed and nothing else.

Mining. A organization needs to trigger the process mining task. This trigger
is expressed through a blockchain transaction as an execution order that needs
to be signed by the requesting organization. The execution order specifies which
code (the selected process mining technique) should be executed and which input
data sets (the N event logs of the organizations) should be mined. The process
miner starts the mining process in a TEE. In that way, the host does not have
any influence on the execution of the mining program, and a remote attestation
proves the correct execution. First, the process miner requests all the encrypted
event logs from the independent event data storage; then, it makes a request
to the SMS to obtain the keys to decrypt the process logs. The SMS uses TEE
primitives to verify that the miner is actually running in an enclave. The SMS
only allows it to access the keys if there is an order that assigns the miner to a task
that includes the data sets of the respective organizations. The correctness of this
logic can be guaranteed through the attestation of the TEE. After the process
miner received and decrypted all event logs in the enclave, the merging of the
logs begins. While merging, the different sub-traces of the separate organizations
are used to end-to-end traces. This trace reflects the full inter-organizational
processes with all the sub-processes of the collaborators. The merging process
yields a full event log that the selected process mining technique can then mine.

Insights. In the end, the process mining TEE compiles the aggregated result of
the mining process. These result is a joined process model that encompasses the
whole inter-organizational process. Furthermore, the TEE distributes them to
all N organizations. In that way, the N organizations only get insights from the
merged and aggregated process. However, they cannot get any insights into the
sub-processes of a specific organization.



378 M. Müller et al.

3.3 Security Comparison

The following sections discuss the security and privacy features of our proposed
approach to currently existing technical foundations for privacy-preserving pro-
cess mining. Secure multiparty computation (SMPC), homomorphic encryption
(HE), and differential privacy (DP) enable different mechanisms for ensuring pri-
vacy and confidentiality in inter-organizational process mining. SMPC keeps the
executing system from exposing the input data [24]. However, it does not provide
any guarantees for the output data. HE mitigates potential vulnerabilities in the
storage or computing environment from compromising the data. However, in the
case of HE, if some party gets the access privilege, the authorized party can eas-
ily access entire datasets [25]. DP provides a layer of privacy by obfuscation in
case some data concerning individual entities leaks. Yet, it can not counteract
vulnerabilities in the infrastructure used to store or manage the data [25]. Thus,
executing process mining code in a hardware TEE differs from the current con-
cepts for privacy-preserving process mining. It ensures complete computation
confidentiality through memory encryption at the hardware level. Inputs and
outputs to computing tasks are encrypted. This makes hardware-based TEEs
suitable for developing our multi-organizational trusted process mining frame-
work, as long as the user trusts the hardware design.

4 Implementation Challenges

To implement our presented concept, we need an orchestration layer that can
provide provision TEE resources for process mining tasks. Therefore, we adopt a
decentralized cloud paradigm. There, workers can contribute their TEE resources
to a process mining task. We adopt this paradigm so that the organizations do
not have to deal with the overhead of setting up TEE resources on their premises.
Furthermore, the incentivization mechanism ensures that attestations are always
distributed to all involved organizations.

Currently, the iExec framework [20] and Hyperledger Avalon [26] are the
two only decentralized cloud computing frameworks that can orchestrate Intel
SGX enclaves [18]. Both utilize the blockchain to store orders, resource alloca-
tions, and attestation securely. In the following, we explore the steps needed to
implement the presented concepts using iExec. We make this choice because it
is more advanced in its development maturity than other approaches. However,
our principles are independent of any framework.

The iExec worker infrastructure is deployed on top of the Ethereum
blockchain. A suite of support tools allows anyone to record TEE applications
packaged as Docker containers. Data management tools enable the management
of encrypted data sets and setting fine-grained authorization rules. These autho-
rizations include which application can access which data set and which users
can trigger an execution. The authorization is implemented in iExec with a secret
management service (SMS) similar to our proposed inter-organizational process
mining concept.



Process Mining in Trusted Execution Environments 379

While the iExec framework is the most suited candidate to implement our
concepts, further development is required to support some specific needs for
process mining. Namely, this includes the possibility of assigning several data
sets to a single execution and distributing the result to multiple users. At the
time of writing, iExec does not support consuming multiple data sets in a single
execution. Furthermore, the SMS in iExec is in a prototype stage. Its full imple-
mentation in an Intel SGX TEE is still not complete. The upcoming release of
SGX 2 CPUs by Intel should significantly improve the performance and scala-
bility of the service.

Once these challenges are overcome, the novel approach to privacy-preserving
inter-organizational process mining as presented in this paper can be researched,
implemented, and evaluated further.

5 Conclusion

In this paper, we introduced a novel concept for privacy-aware inter-
organizational process mining using trusted execution environments. The con-
tributions are theoretical. We identified challenges for future work that need to
be solved to implement the concept.

Our concept can enable process mining in application domains with sensi-
tive data that currently do not utilize process analysis in cross-organizational
processes. The first application area we foresee is supply chain management.
Several logistics companies must collaborate to transport a parcel from a sender
to a receiver in international deliveries. All companies want to optimize their
workflows as much as possible. The inclusion of the whole inter-organizational
process could help optimize shipping times and improve customer satisfaction.
Another application area is fraud in finance. Currently, detecting money laundry
circles requires transaction logs from different banks. Due to the privacy require-
ments of their customers, banks are reluctant to share data with any third party.
Introducing our concept for money laundry detection could build trust since all
processing steps of shared data can be audited, and the TEEs guarantee that no
other unauthorized code is executed.
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