
Autonomous Systems and Cyberspace:
Opportunities for the Armed Forces
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Abstract. The development of autonomous systems represents an opportunity
for states to enhance their military power and change their status in the system
of international relations, probably with the presumptions of the new Revolution
in Military Affairs (RMA). Characteristics like flexible deployment, efficiency,
adaptability, rapid upgradability, and/or the capacity to absorb losses that crewed
systems cannot constitute potential game-changing technology in terms ofmilitary
capabilities. The usage of the autonomous systems may vary from support func-
tions (such as intelligence gathering, reconnaissance, or transportation) to coercive
ones (autonomous weapon systems) in different operational domains. However,
all types share a common characteristic – their interconnection with information
technologies and cyberspace. Features like the complex structure, absence of spe-
cific borders, and diminished role of distance clearly distinguish this domain from
land, sea, air, and even space and change the logic of how the security is provided
there. Autonomous cyber systems (ACS) that operate in and through this domain
represent unique military systems even among autonomous systems themselves.
This paper aims to examine the interconnection between ACS and cyberspace and
identify opportunities for a state’s military power represented by armed forces.
This relation addresses not only the dependency of the ACS on cyberspace and
cybersecurity but also possibilities to enhance the cyber capabilities of the state to
promote its national interests. The paper will focus on opportunities of the rela-
tion between ACS and cyberspace for capabilities of the NATO member states’
armed forces. The Main Capability Areas (MCA) analytical framework will be
used to analyze these aspects. Orientation on Prepare; Project; Engage; Sustain;
Consult, Command and Control; Protect; Inform areas will identify opportunities
to develop the full spectrum of potential capabilities and highlight main aspects
of the transformation of the armed forces.
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1 Introduction

Nowadays, the armed forces of more than eighty countries worldwide are using remotely
controlledUnmannedSystems (UxS) for reconnaissance, survey, ormonitoring purposes
[1]. The number of states which employ armed UxS is also gradually growing. We
can assume that this general trend, i.e., the growing number of states which operate
UxS of various categories, will only intensify in all physical military domains (land,
sea, air, space). Compared to remotely controlled systems, the Autonomous Systems
(AxS) require no or only minimal human operator involvement [2]. Individual systems
should be able not only to obtain information about the environment but also to process
(evaluate) this information and take appropriate decisions on their own. The motivation
to establish those systems is directly based on their increased effectiveness in combat.
Similar to remotely controlled systems, the idea of minimizing the human losses on
the part of the operator’s armed forces plays a key role [3]. Moreover, AxS enable to
reduce (or altogether remove) the cognitive load of their operators. The development
of AxS represents an opportunity for states to enhance their military power and change
their status in the system of international relations. Allmentioned features fundamentally
distinguish AxS from “traditional” conventional weapon systems. They create newways
of warfare and even make the current one obsolete. This status establishes the new
Revolution in Military Affairs (RMA) presumptions. All types of AxS share a common
characteristic – their interconnection with information technologies and cyberspace.
Features like the complex structure, specific borders, and diminished role of distance
clearly distinguish this domain from land, sea, air, and even space and change the logic
of how the security is provided there.

Autonomous cyber systems (ACS), which operate in and through this domain, repre-
sent uniquemilitary systems even amongautonomous systems themselves from this point
of view. This paper aims to examine the interconnection between ACS and cyberspace
and identify opportunities for the state and its military power represented by armed
forces. This relation addresses not only the dependency of the ACS on cyberspace and
cybersecurity but also possibilities to enhance the cyber capabilities of the state to pro-
mote its national interests. The paper will focus on opportunities of the relation between
ACS and cyberspace for capabilities of the NATO member states’ armed forces. The
findings within this paper were verified through expert meetings and workshops with
the participation ofmembers of theMinistry ofDefence of theCzechRepublic, theCzech
Armed Forces, and representatives of the security community of the Czech Republic.
Data gathering and evaluation on these events were carried out through the combination
of structured interviews, questionnaires, and nominal group technique methods. Analy-
ses of the opportunities are in this paper divided into several chapters. Section 2 discusses
trends in the development of cyberspace which is mainly related to the transformation of
the security and operational environment as well as to elements of military power. This
chapter also provides necessary information for evaluating opportunities (see below).
Section 3 provides general characteristics of the AxS and pinpoints on specificities of
the ACS. Section 4 defines the theoretical framework of the paper – Revolution in Mil-
itary Affairs and Main Capability Areas – which serves to identify and evaluate the
opportunities for armed forces. Finally, Sect. 5 discusses opportunities arising from the
connection between ACS and cyberspace in the set-theoretical framework. Through this
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analysis, the paper should contribute to the discussion about the possible enhancement
of NATO member states’ military capabilities through ACS.

2 Cyberspace

Strengthening the strategic importance of cyberspace is directly linked to the devel-
opment of information technologies and their use in virtually all areas of human life.
Information globalization enables any actor (state and non-state) to have almost instan-
taneous and unrestricted access to a vast amount of data and their subsequent processing
and use for their own needs. In this sense, the information became a strategic commodity
usable both for shaping the position in this dimension and the functioning of the real
environment. From the perspective of state and non-state actors, ensuring permanent and
secure access to this domain is a prerequisite for the effective fulfillment of their inter-
ests. In this sense, the so-called cyber-attacks or malicious cyber activities - for example,
in the form of the ability to deny an opponent’s access to this domain and degrade his
ability to exploit his systems or deliver harmful effects to our - represent essential tools
for achieving the set goals [4], which are generally characterized not only by a very
favorable utility ratio (investment/profits from the discussed activities) but also reduced
ability to attribute such attacks and low probability of retaliation from the harmed entity.

The development of the Internet of Things (IoT) is gradually evolving into the Inter-
net of Everything (IoE), which not only facilitates more effective use of the compre-
hensive information links (e.g., to ensure monitoring and decision-making in real-time)
but also deepens the overall dependency on the stable and efficient operation of this
space, resulting in user vulnerability. Building and developing 5G information networks
take the discussed issue to a qualitatively higher level, both in terms of opportunities
(faster data processing and bandwidth expansion) and potential threats (more vectors
through which adversaries can attack). Ensuring security to particularly critical infor-
mation infrastructure must consider this trend. This presumption is especially valid if
we look at the potential abuse of devices within the so-called botnets to conduct targeted
attacks against the information systems of both relevant state and non-state actors (for
example, attacks on the availability of Telegram services in Asia in 2019 [5]).

Simultaneously intensifying the interconnection of humanity within this area
increases the number of networks created and used on the distributive principle, i.e.,
without the existence of a central control or management “node”. One such approach is
the so-called “blockchain” technology, which is used by current cryptocurrencies and is
gradually being introduced in other areas (e.g., banking or data and supply chain man-
agement and sharing) [6, 7]. The final form of this trend is an increase in the importance
of the so-called “deep web”, or in a narrower sense with the security connotations of
“dark web” and “darknet” [8].

Notably, the dark web/darknet is directly linked to illegal activities across all areas
(from illegal information gathering to trafficking in arms, addictive substances, or peo-
ple). In addition to organized crime, similar means/possibilities are used, for example,
by terrorist organizations and, in principle, by the states themselves. The consequence
of this development is a further weakening of state power in the ability to control and
regulate the activities and actors concerned and intervene against them as needed. This
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situation causes conflict between the protection of national interests on the one hand
and the utility of such networks on the other hand. The interdependence of all areas
of human society with cyberspace further develops a dependence on the availability of
information. The digitalization of state administration and the transfer of links between
the citizen and the state into this domain (e.g., in the form of electronic identity cards
or elections) directly reflects this phenomenon, which, however, also brings new forms
of vulnerability (e.g., the issue of manipulation with electoral systems). From this per-
spective, the Internet allows increased transparency in almost all activities in the real
environment. Social media, such as Facebook, Instagram, Twitter, YouTube, or TikTok,
allow almost constantmonitoring and keeping track of the activities of individuals. At the
same time, it serves as an ideal tool and platform for conducting information operations
by both state and non-state actors. Therefore, the capacity to monitor these networks or
their providers can be considered as an essential prerequisite for controlling and influ-
encing public opinion in general. On the other hand, this aspect helps defend against a
potential adversary’smeaningful activities effectively. Building the independent Russian
“Internet” RuNet (successfully tested in 2019 [9]), or increasing the effectiveness of the
so-called “Great Chinese Firewall” [10] in this respect, combines the two characteristics
discussed above.

Fundamental importance (not only) for this domain will be the full implemen-
tation of quantum (computational) technologies, which by their very nature surpass
the performance of individual computing systems. Consequently, new possibilities
such as processing and storing extensive data (Big Data), calculating corresponding
threats/opportunities for current encryption tools and procedures, i.e., protecting data
and information itself, are associated with this. In January 2019, the first “commercial
quantum” computer (IBM Q System One) was introduced [11]. Quantum technologies
have the potential to enhance the capabilities of AxS and their performance. Significantly
ACS could benefit from mentioned big data processing and the possibility of preparing
and running more complex scenarios and prediction models or algorithms [12]. On the
other hand, these are still the first explanatory steps, and ensuring the widespread use of
this technology is still a matter of long-term research and development.

3 Autonomous Systems

The development of AxS is mainly related to the development of information technol-
ogy, where many factors enable the creation of systems capable of performing enor-
mous amounts of calculations per second. Along with the advancement of robotics and
mechatronics, it is now possible to create robotic systems with capabilities that fell
into the science fiction category a decade ago. Individual systems should be able not
only to obtain information about the environment but also to process (evaluate) this
information and take appropriate decisions on their own [13]. By general definition,
autonomy is the ability of an entity to make conscious, unforced decisions. To describe
nuances among AxS, it is necessary to express the level of autonomy concerning the
environment and the role of the human operator. For military purposes, there are several
definitions of the level of control or the level of independence of the system on the
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human operator. Scharre, for example, distinguishes among semi-autonomous (Man-In-
The-Loop), autonomous with supervisor (Man-On-The-Loop), and fully autonomous
without supervisor (Man-Out-Of-The-Loop) systems [14].

The motivation to field these systems as soon as possible directly results from the
increased demand for higher combat efficiency. As in the case of remote-controlled
devices, the idea of minimizing casualties of own or friendly armed forces and non-
combatants is represented [15]. Systems based on AI/machine learning elements more
effectively suppress and eliminate human beings’ physical and psychological limitations
(including the need for sleep and the effects of fatigue or stress).

On the other hand, there are unanswered severe ethical and legal questions, e.g.,
the degree of autonomy that should these systems enjoy, and whether, at least from an
ethical point of view, a decision to use force against human being can be taken purely
by AxS [16]. This aspect is increasingly being discussed throughout the professional
community [17] and is becoming a motivation for efforts to establish and enforce the
arms control regime at the international level (e.g., under the auspices of the UN) [18].
On the other hand, it is necessary to point out that, following historical examples (e.g.,
cluster munitions or anti-personnel mines), the probability of achieving an overall ban
across all states and enforcing it is somewhat unrealistic.

We can identify some aspects of these technologies on Guardium vehicles that can
operate in a semi-autonomous mode [19]. Similarly, these elements are used in long-
range missions of unmanned drones, where the human operator takes control of the
UAV in the target area or surpasses air defense systems (e.g., the Phalanx point defense
system) [20].

Furthermore, we can identify the considerable potential of the ACS based on
AI/machine learning elements. The virtual identity of these systems ensures that they
are most suitable to adapt to the regularities of cyberspace and fulfill tasks like the
collection, evaluation, and processing of data and information in general. Their devel-
opment and performance bring new possibilities, for example, for the detailed analysis
of a large number of documents, visuals, or audio records. Consequently, related to
this is the ability to imitate such data accurately, make copies, or even give them brand
new features (such as a virtual person) almost indistinguishable from reality/originals
(so-called deepfakes). Inherit connection of the ACS and cyberspace also enable further
exploitation of this domain and related trends (see Sect. 2).

4 Theoretical Framework

4.1 Revolution in Military Affairs

For the purpose of this paper, we define RMA as the process and condition of revolu-
tionary changes in the nature or method of warfare based on the external manifestations
(actions) which employ the threat of force or the use of force to achieve political aims
[21]. The “revolutionary” then refers to the radical nature of these changes, which, con-
cerning the original system and its elements, must occur abruptly de facto preserving
just a minimum similarity (e.g., in features by which the system is identified). There-
fore, we cannot speak of a progressive (gradual) transition and the establishment of new
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elements into the existing framework and its evolutionary transition. Regarding the mil-
itary dimension of this revolution, we can use the modified characteristics defined by
Jeffrey R. Cooper, who speaks about: “… discontinuous increase in military capability
and effectiveness” [22].

Relevant changes in the method of warfare are founded on a technological level with
the introduction and use of advanced weapons and information systems (e.g., precision-
guidedmunitions - PGM, unmanned aircraft, and remote sensing devices/sensors). From
this point of view, the character of AxS (see Sect. 3) represent technology which disrup-
tiveness is based on new opportunities (as well as threats) how-to, for example, deliver
harmful effect and thus the transformation of ways of war [23].

The character of ACS further correlates with changes in the doctrinal dimension.
They are represented by the establishment of the concepts of so-called System of Sys-
tems (SoS) and Network Centric Warfare (NCW). The first concept is based on two fun-
damental elements - information and integration (cooperation). The prerequisite amal-
gamates particular systems and components, such as command, control, computers,
communications, and information (C4I), into one coherent functional framework [24].
This structure should provide situational awareness on the battlefield in real-time for all
relevant components of the armed forces.

The second concept is associated with the very existence and use of communica-
tion links among the units on the battlefield and their integration into the mentioned
framework. Their interdependence allows them to maximize utilization of their combat
skills and, on the other hand, compensate for weaknesses (e.g., through almost excellent
fire support, information about the enemy’s intentions). Full use of this potential is con-
nected, e.g., to the implementation of the so-called “swarming” tactic, which in itself
implies synchronized and highly flexible combat deployment of a large number of small
clusters (military units) [25].

In practical terms, the army, which fully applies both concepts, is allowed to interfere
(invade) the opponent accurately at his most vulnerable areas to prevent his possible
attempts to initiate counterattacks or enact countermeasures and therefore wholly take
over the combat initiative and paralyze the opponent.

4.2 Main Capability Areas (MCA)

The character of the armed forces could be analyzed in many ways and approaches. To
ensure that conclusions of this paper would be valid in terms of NATO’s documents
and planning processes (especially NATO Defence Planning Process), NATO’s analyt-
ical framework will be used. This framework covers the spectrum of tasks and phases
in military operations that armed forces should fulfill successfully and prepare their
capabilities for them. The concept of Main Capability Areas covers all this necessary
development. These capability areas demonstrate a complex approach to tools of the
military power of (NATO) states with the ambition to identify the ideal composition of
forces that would maximize the potential of each state and diminish the threats and risks.
The analytical framework identifies seven areas – Prepare; Project; Engage; Consult,
Command and Control (C3); Sustain; Protect; Inform [26]. Interconnection between
cyberspace and ACS in terms of RMA will be in this paper analyzed in all these areas
to identify possible opportunities.
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Prepare subsumes capabilities to establish, prepare and sustain adequate presence at
the right time, including the ability to build up forces, through appropriate and graduated
readiness, to meet any requirements, keeping sufficient flexibility to adapt to possible
changes in the strategic environment. Project represents capabilities to conduct strategic
deployment of the armed forces in support of any NATO and national mission. Engage is
characterized by performing the tasks that contribute directly to achieving mission goals
within the context of collective defense, crisis management, and cooperative security. It
includes all capabilities required to defeat adversaries as well as accomplish the goals of
other non-combatmissions.C3 are capabilities of commanders to exercise authority over
the full spectrum of assigned and attached forces in the accomplishment of the mission.
Including, for example, the capability to communicate and coordinate with other actors
who are present or involved in the operational area and effective information exchange
with the political andmilitary leadership. Sustain’s capabilities serve to plan and execute
the timely support and sustainment of forces, including essential military infrastructure,
transportation, military engineering support, contracting, supply/maintenance/services
management, basing support, and health and medical support. Protect represents capa-
bilities to minimize through a common multinational and holistic approach of Force
Protection the vulnerability of personnel, facilities, materiel and activities to any threat
and in all situations, to include towards the effects of WMD, while ensuring the Allies
freedomof action and contributing tomission success. Finally, Inform subsumes capabil-
ities to establish and maintain the situational awareness and level of knowledge required
to allow commanders at all levels to make timely and informed decisions [27].

5 Opportunities for the Armed Forces

5.1 Prepare

Interconnection between cyberspace andACSgains two fundamental features inPrepare
capabilities. The first one subsumes the possibility to train and prepare all armed forces
branches throughACS.The secondone targets how to train/prepareAxS in other domains
to enhance our armed forces. In the first case, ACS exploits trends such as virtual reality
development discussed in Sect. 2. Cyberspace represents here a domain that enables the
existence of such training programs and could be used as a training field for military
personnel. Complywith the use of enhanced or virtual reality,ACScreates an opportunity
to bring simulation as close as possible to the real world and scenarios. For example,
soldiers would be able to employ even lethal munition against an (artificial) adversary
without endangering another human person who would, in traditional scenarios, take
this role. Simultaneously, ACS connection with cyberspace and related computing tools
enables preparation, running, and evaluating much more complex and comprehensive
(real-time) scenarios than human observers could implement. These features are even
highlighted in the case of training scenarios in cyberspace. Even today, the insufficient
technological development of power sources and other related scientific fields cannot
limit the ACS in this domain. Practical application try to address, for example, Neural
3D holography project [28].

The second-mentioned feature – how to train physical AxS – cyberspace represents
an ideal platform for effective and quality learning. Direct connection of the ACS to this
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domain enables the development of required traits, skills, and knowledge faster andmore
effectively than would be possible through classical educational methods. Of course,
nowadays, this process is mainly represented by machine or deep learning. However, we
can presume that further development of cloud and edge computing. Related analytical
tools could move this feature beyond this concept and, through new levels of complexity,
evolve it into the possibilities of almost full-fledged AI. The critical challenge in this
process is to ensure that these systems would learn what we want and need and diminish
the possibility of “mislead and failed” cases.

5.2 Project

The almost non-existent influence of distance in cyberspace is further highlighted by the
computing and processing power of the ACS. This feature enables the precise and simul-
taneous projection of much higher numbers of units and other armed forces components
than is possible by traditional means and processes. Of course, outside cyberspace, “con-
ventional” transportation components are valid and mainly establish projection capabil-
ities. On the other hand, even in these domains, ACS could minimally enhance, for
example, air or naval transports through synchronization and control of their compo-
nents to, for example, reduce fuel consumption, or ensure efficient use of cargo space.
In cyberspace, ACS can project power almost independently. Virtual domain diminishes
any physical limitation, and AI can fully employ all advantages over human operators.
The impact of establishing new capabilities or enhancing existing ones in this area is
incredibly revolutionary if we discuss small military powers. The combination of ACS
and cyberspace enables them to gain global military power projection, which would be
almost impossible under different conditions.

5.3 Engage

Practically, even nowadays, elements of ACS could be deployed as full-fledged agents.
All kinds of cyber operations are manageable by ACS. It does not matter if the task
is to steal information about the adversary’s forces, disrupt his chain of command by
DDoS attacks, or lead a disinformation campaign through its communication channels
and even other (social) media. Contrary to human operators, ACS profit from their direct
connection with cyberspace. They are part of it. Basically, and with a bit of imagination,
we can consider cyberspace something like the natural environment forACS.This feature
ensures that these systems are best suited for operations in it. From this point of view,
each discussed characteristic of the ACS provides enhancement and new possibilities for
breaking through the adversary’s defense or fulfilling any other tasks. This presumption
is highlighted by othermentioned tools such as quantumcomputingwhichwould provide
new levels of performance. For example, dedicatedACS could establish not only a botnet
of “zombie” systems but a network of autonomous agents that will have the advantage of
the hive mind [29]. Their operations will be much faster, precise, and less detectable than
nowadays. The same advantages we can identify in information operations that influence
or deceive the adversary. ACS has made the process of creating convincing fake videos
much easier and faster [30]. So-called deepfakes impersonate ACS to perpetrate various
information campaigns, including phishing attacks. Fake politicians or commanders
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could deliver our messages with unprecedented credibility and reliability to the targeted
audience. All these aspects enhance social engineering tools and potentially sow distrust
into the capability to distinguish the real world from the virtual one.

5.4 C3

C3 capabilities and the role of ACS are deeply connected with the concept of Net-
work Centric Warfare and System of Systems described above. Emphasis on complex
interconnection among all elements of armed forces and network of functional links
increases demand on communication systems and data gathering and analysis. This is
another case where so-called Big Data is produced, processed, and converted into the
information necessary for all elements of armed forces according to their needs. ACS
could fulfill such tasks and provide a robust network even with (near) real-time func-
tions. Simultaneously, ACS provides enhanced support to the decision-making process.
At tactical, operational, or strategical levels, such support establishes ideal conditions
for evaluation all possibilities, choosing the best one, and implementing it. In these
terms, ACS also provides enhanced opportunities for modeling and simulations. Access
to processed and evaluated Big Data creates a unique database for different M&S tools
[31]. ACS ensures that this database will be up to date and employ mentioned tools in
real-time, and constantly provide necessary information to command structure and even
make well-timed and precise decisions in a given situation.

5.5 Sustain

The usability of ACS to enhance sustain capabilities can be identified through the whole
logistic and support system. Some possibilities, such as reducing fuel consumption or
efficient use of transportation capacities, were discussed earlier. However, ACS provides
and ensures complex support to armed forces in this area. Through cyberspace and
physical sensors, ACS could process data from all components in real-time. They can
provide information about their status and needs, evaluate them and issue orders to
relevant agents. For example, autonomous medical systems can monitor the health of
the soldiers and, in the case of degradation, send proper help even the soldier realizes
that something is wrong.

Similarly, an autonomous logistic system can provide timely supplies or repairs.
Simultaneously, ACS is not limited to these tasks. They could prepare predictive mod-
els for future (logistical) conditions updated constantly through data processing and
evaluation. Application in so-called Deep Logic Networks [32] effectively enables the
allocation of available resources and diminishes the possibility of shortage or unavail-
ability of services. Based on the level of autonomy, ACS could also set and maintain the
whole structure of sustain capabilities and decide about employing them.

5.6 Protect

Protect capabilities in cyberspace are critical parts of credible and effective exploitation
of the ACS and other information-based systems in general. In this case, cybersecurity
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became the vital interest of all actors. The character ofACS is inseparably connectedwith
information technologies and cyberspace itself. This nature implicitly creates vulnera-
bilities of the ACS, especially in terms of malicious cyber activities which could target
these systems. It does not depend on if we discuss cyber sabotage or cyber espionage.
Practically every system could be compromised and used against our interests. Also,
the same threats are valid for every domain where AxS would be deployed. Essentially,
adversaries could hijack an autonomous plane like anAI agent in cyberspace. This possi-
bility should be considered at every level of decision-making (from tactical to strategic)
and developing safety- and countermeasures reflecting the share of dependency on these
systems.

On the other hand, ACS provides new possibilities to ensure credible security and
defense (not only) in cyberspace. Contrary to human operators, AI can analyze, process,
and even control vast dataflows. Practically, this increases the probability of detecting any
malicious cyber activity targeting our (information) systems and provides new tools to
counter it. The same logic could be applied to possibilities of deepfakes identification and
bolstering resilience against adversaries’ information operations [33]. Simultaneously,
ACS enhances capabilities to identify such attacks in the preparation phase and provide
early warning and enough time to related authorities to react. However, such conditions
are related to the interoperability of deployed systems. Without it, AI would not develop
its full potential throughout the whole protected structure and its elements.

5.7 Inform

ACS’ role in this area is deeply enrooted in possibilities from C3 capabilities. These ele-
ments manage to provide and control the whole network of sensors in every domain and
follow-on communication among all components. Moreover, all intelligence disciplines
(OSINT, IMINT, TECHINT, even HUMINT) are dependent on the capability to gather
and analyze required information and provide it to stakeholders. Transmission and pro-
cessing of all data in cyberspace help gain (near) real-time connection, which pace and
throughput depend more on human limitations than on technical ones. ACS could also
ensure that threat of the information overwhelming will be diminished. Permanent pres-
ence and information monitoring through these systems enable to filter off all data much
more preciously and with a proactive approach to providing them to relevant subjects.

6 Conclusion

Autonomous systems and their interconnection with cyberspace represent opportuni-
ties and challenges for the NATO member states’ armed forces. Opportunities can be
identified in all Main Capability Areas - Prepare; Project; Engage; Sustain; Consult,
Command and Control; Protect; Inform. Specific features of cyberspace combined with
ACS characteristics like suppression and elimination of the human beings physical and
psychological limitations (including the need for sleep and the effects of fatigue or
stress) provide new possibilities related to information basis of every (military) opera-
tion and network of NATO member states’ armed forces components. The development
of ACS is also connected with enhanced exploitation of concepts System-of-Systems
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and Network Centric Warfare in terms of Revolution in Military Affairs. In Prepare,
opportunities arise not only in training and preparation of all branches of armed forces
through ACS but also ACS themselves. Project, C3, Sustain and Inform areas could
benefit from modeling and simulation capabilities and new ways of data processing.
Engage area is influenced by the inherited relation between ACS and cyberspace. AI
agents represent the most effective tool to fulfill set tasks in this domain. ACS could
bolster the cybersecurity and defense of Allies’ systems and counter malicious cyber
activities in the Protect area.

On the other hand, the main challenges come from the discussed dependency of ACS
on cyberspace and information technologies. This connection creates potential vulner-
abilities that adversaries could exploit. Especially in Protect area is crucial to develop
and implement safety- and countermeasures on every level of the military structure,
which could at least mitigate them. There is also a need to ensure interoperability of
deployed systems, not only with the allies within NATO but also internally, through
generations of weapons and other hardware classes. Interoperability and mutual com-
patibility strengthen the resilience of the entire structure (robustness and substitutability)
and increase the efficiency of individual elements.
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