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Abstract Over the past decade, digitalization has played a greater role in improving
the business stature of small business by opening new venues, extending their reach,
and thereby improving value producing opportunities. It also brought the small busi-
nesses additional responsibilities of having to deal with the security risks and threats
which are ever-present on the digital platform. This chapter aims to review and
analyse the cybersecurity risks in small businesses due to the adaption of new digital
technologies. The chapter discusses the security risks and challenges dealt by small
business, the key constraints in implementing a security program to comply with the
legal and regulatory requirements, and how the cloud technology can answer many
of those challenges.

Keywords Information governance · SME · Cybersecurity · Security information
and event management (SIEM) · Cloud computing · Risk management

1 Introduction

This review chapter is designed to examine the process of SMEs’ compliance with
cyber security policies.

A small or medium enterprise (SME) is a company under independent ownership
and operation, and which is not viewed as a leading firm in its sector (SBA, 2015).
The American Small Business Administration uses a measure based on the value of
the company and size of the workforce to categories the scale of a firm in a given
industrial sector SBA (2016), U.S. Censés Bureau (2013).
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Fig. 1 Small Business security stature [3]

Information technology has increased the potential of small businesses and created
vast wealth-building opportunities. The advent of various new technologies, plat-
forms, applications had catapulted small businesses to the forefront of industriali-
sation and created excellent markets to showcase their business prowess. Although
small businesses have been leading from the front in implementing various new
technologies to improve their business, they often fell behind to improve the infor-
mation security measures relative to these new technologies [1]. SMEs often lacked
the resources and security strategies to counter the ever-aggressive cyber criminals.
Threats such as phishing, malware, spam, ransomware etc., often led to devasta-
tion for small businesses [2]. Figure 1 shows the current security stature of small
businesses.

Cybersecurity is generally offered the least priority by small business when
conducting day-to-day business. According to Lurey [4], 66% of decision makers
in SME’s believe an attack to be unlikely, which is in contrary to the reality where
67% experienced a cyberattack. An estimated 1.6 million small businesses fall prey
to cyberattacks every year (Nominet UK, 2021). The importance of security can be
understated as an attack can be devastating to a small business evident by the fact that
60% of SME’s are out of business within six months of an attack [5]. With the usage
of smartphones, tablets and IOT devices within SMEs, securing the information and
assets is of more importance than ever.

Many a times, small business owners do not have a great understanding of the
information risks and information security obligations from an industrial and regu-
latory standard point of view. In a survey by Osborne [6] on small businesses, one
of the key issues has been the lack of knowledge and resources in implementing and
handling security processes. The lack of strong cybersecurity solution is evident by
the following picture which shows the lack of appropriate security measures in small
businesses.
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Armenia et al. [7] believes that small enterprises, while not equipped with
the necessary skills and knowledge to streamline the cybersecurity process, are
still required to handle cybersecurity issues owing to the increased number of
cyberthreats. It essential for business owners to look at cybersecurity as an inte-
gral part of business and to implement the required security policies, guidelines, and
procedures and to streamline them with all the core functions of the business.

Another key constraint for small businesses is the lack of infrastructure, human
resources, and the budget to implement a comprehensive IT security system.A survey
byUKgovernment [8] revealed thatwhile small business owners are concerned about
the cybersecurity risks, many lack the resources to implement a cybersecurity solu-
tion, and with merely 33% providing any sort of security training. In a similar study,
81% stated that additional resources and time would benefit to address cybersecurity
problems [9]. With 52% of SMBs agreeing to the lack of IT staff within the business
[10], and the lack of appropriate resources [11], cyberthreats are an inevitability for
small businesses.

One of the latest technologies offering a solution to cybersecurity challenges
within small business is the Cloud. Cloud is a multi-discipline technology that offers
various types of solutions to small businesses and creates a level playing field to
succeed in the business world. Cloud is simply described as computing capabil-
ities accessible over a communication medium, typically, the internet. According
to Moskowitz [12], small businesses are more attracted towards cloud solutions.
Cloud based computing services, applications and infrastructure solutions benefits
the budget and resource constraint small businesseswith an idealway to implement IT
solutions. With many “pay-as-you-go or even free solutions” [13], cloud has become
an affordable and viable technology for small businesses. Several cloud-based solu-
tions in data storage, hosting services, high-performance infrastructure services,
analytical applications, real-time data solutions, support services, e-learning solu-
tions etc., enables the small businesses to focus their resources on business manage-
ment instead of on procuring infrastructure and people to maintain an effective IT
infrastructure.

According to recent studies, the potential of cloud solutions is evident by the
growth of SMEs and the fostering business practices in small businesses. Assante
et al. [14] suggest that by using cost-effective and integrated cloud solutions, small
businesses can enter the markets without any large investments into IT infrastruc-
ture. The adoption of cloud-based security solutions can oversee a small business
implement the required cyberdefenses strategies to comply with the legal, regula-
tory requirements and to mitigate any cybersecurity threats. Cloud security solutions
provide with the necessary flexibility and scalability to a small business while being
cost-effective. Many security solutions such as Cisco Umbrella, Fire Eye’s ETP etc.,
use cloud technology to provide efficient, robust, and up-to-date comprehensive secu-
rity to any small business without the need for any additional hardware. With most of
the cloud security providers offering solutions with multiple security services such
as storage, data sharing, backup, hosting etc. as a single setup solution, it makes
perfect sense for small businesses to identify an appropriate solution befitting their
security needs and to secure their business.
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2 Implications for Social Change

SMEs face many challenges, not least their growing need to keep from harm
themselves against future cyber-attack.

Gartner [15] noted the growing threat posed by cybercrime, and predicted that
the cost to businesses from these attacks would rise to around $6 trillion by 2021.
Due to the increase in the number of cyber-attacks, spending on ICT security rose
to over $86.4 billion in 2017. The geographical areas of Asia and South America
have the highest numbers of recorded cyber-attacks. The highest ranked country by
percentage of ICT devices or systems attacked was India (12.87%), followed by
Taiwan (9.21%), Malaysia (8.01%) and South Korea (5.56%). Those states with the
lowest percentage include Denmark (0.65%), Czech Republic (0.55%), and Finland
(0.34%).

Between 2006 and 2020, the USA recorded 156 significant cyber-attacks, which
was higher than the total combined number of attacks in the UK, India and Germany
(Visual Capitalist, 2021). A cyber-attack is considered “significant” when a govern-
ment organization, or a company in the defence or high-tech industries is involved and
the financial impact exceeds $1 million, Carmen Ang (2021). The consequences for
cyber criminalswho are apprehended are severe. For example, a convicted cybercrim-
inal in theUSA can expect to be given a 20- year prison sentence if the attack involves
a government institution and the attack puts national security at risk. However, cyber-
crime continues to grow around the world, in spite of the identified consequences
involved if caught, with particular countries apparently being more at risk of attack
than others.

SMEs in general provide approximately 80% of all jobs World Economic Forum
(2010), which demonstrates the key importance of such companies to the state
economic growth. Despite their importance, many SMEs have failed to adopt
adequate advanced cybersecurity systems, and thus their risk of suffering cyber-
attack has increased due to the fact that they have automated their ICT processes
over recent years Serianu (2017). While larger scale organizations have invested in
adequate security measures due to their higher perceived level of risk, SMEs are left
at greater risk because they cannot always afford the necessary protective measures,
exposing them to greater damagewhen an attack occurs. SMEs in general face several
challenges, especially the high costs of cybersecurity systems, limited funds, and
inadequately trained staff. As part of overall business risks, many SMEs have incor-
porated the issue of cybercrime as part of their risk exposure, with many investing
in antivirus systems as part of their security package. However, SMEs lag behind
their larger corporate counterparts when it comes to the adoption of cybersecurity
systems [16]. Consequently, SMEs need to develop their resilience to cyber-attacks
by devising a clear cyber security plan including procedures and instructions for
staff. The concept of cyberspace is now an essential feature of contemporary life.

Throughout the 1980s, banks in particular faced cyber threats from those working
inside the industry, as well as from the first instances of malware, which was able
to replicate itself in ICT systems. Incidents of cybercrime grew rapidly during the
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1990s as the Internet became increasinglywidely used.During the early 2000s, cyber-
attacks against large websites were repulsed for the first time, while other forms of
cyber-attack emerged, notably the theft of individual users’ data and identity. In the
second half of the 2000s, script injection and scripting across sites were employed
for the first time, followed by the development of Tor software as well as online
black-market platforms such as “Silk Road” in the second decade of the 2000s.

In the 2010s, the amount of cybercrime on the Internet has increased dramatically,
particularly that involving ransomware and Nanded [17]. The inherent weaknesses
of a company’s security system mean that it is at greater risk of cyber-attack, and
adequate allocation of both resources and technology are essential to ensure sufficient
protection and security Antonescu and Birău [18].

3 Information Security Risk Management

In 2016, itwas predicted that by 2021 cybercrimewould cost organizations around the
world around $6 trillion per year. Moreover, a report entitled Sputnik and produced
by Atlas VPN revealed that cybercrime had cost organizations around the world over
$1 trillion by 2020. A report by McAfee [19] showed that 20% of the participating
organizations had no cyber security plans, consequently many such organizations
were vulnerable to cyber-attacks. The impact of cybercrime includes, not only finan-
cial losses, but also loss or destruction of data, decreased productivity, the disclose
of individuals’ personal data, corporate financial data, with the resulting loss of
reputation to the organization concerned Cybersecurity Ventures [20]. The issues of
cybercrime are likely to increase as the numbers of Internet users are predicted to
rise to 6 billion by 2022 and 7.5 billion by 2030 Cybersecurity Ventures [20].

Cybersecurity has become an essential security policy concern all around the
world as ICT has become increasingly widely used and e-commerce has grown in
scale [21]. It was noted by Ponsard et al. [22] that, due to the rapid increased use of
ICT, cyber security is largely not addressed by organizations, while emerging new
threats place unprotected organizations at higher risk of cyber-attack. Simultane-
ously, Watkins [23] found that the cost of implementing cyber security systems has
risen due to the rise in the frequency and complex nature of attacks against indus-
trial targets. A study by Klaper and Hovy [24] concluded that governments suffer
especially damaging consequences from cyber-attacks, while individual users can
learn to protect themselves against the worst consequences if such attacks happens.
However, many kinds of sensitive data becomes vulnerable to cyber-attack when-
ever an individual’s or organization’s computer system is connected to the Internet.
In this way, cybercrime can cause disruption to businesses, and makes customers feel
concerned about their own data, leading to damage to the company’s reputation.

For businesses in the SME sector, managing cybersecurity remains a significant
issue due to the fact that their resources are more limited than established organiza-
tions, while they face a similar level of threat [25]. Hayes and Bodhani [26] noted that
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SMEs are more vulnerable to cyber-attack largely because their data is under-valued
by their management.

The management of ICT security in SMEs can be considered a branch of
specific business computing systems which focuses on issues of security arising
from information technology Polkowski and Dysarz [27].

According to Twisdale [28], cybersecurity remains a threat for SMEs and any
related companies, and the fact that bigger scale firms have begun to address this
issue means that SMEs are at even greater risk of cyber-attack. However, SMEs can
still make themselves resilient in terms of cyber risk compared to bigger companies
even though they have more limited available resources. Henson and Garfield [29]
also note the divergence between cyber security practice in SMEs and their larger
counterparts, with SMEs still having a great deal to put in place to catch up with the
latter.

Themanagement of cyber risk relates to any processes that have been implemented
in order to limit the risks posed by cyber-attacks. Cyber-risks are defined as those
risks arising from cyber threats. The main cyber risk management factors adopted
by SMEs are as follows.

3.1 Information Technology Capability and Investment

Businesses frequently do not recognize the importance of cybersecurity, and the
main reasons for this include the issues of time, price and the complex nature of
security systems Henson and Garfield [29]. However, studies have indicated that
the majority of organizations conduct a range of assessments to check their level of
cyber security, including audits, penetration tests and vulnerability checks. Despite
this, most firms are unaware of the level of investment they are making in this area,
therefore there is room for improving resource allocation when it comes to cyber
security issues Research data (2019). Findings by Hills and Atkinson [30] indicated
that the resources of many SMEs and their levels of investment in cybersecurity
are limited, despite the fact that such businesses increasingly rely on ICT systems
and the availability of these [31]. The perception of the benefits of investment in
cyber security is limited to that of security according to Kluitenberg [32], while a
study by Fielder et al. [33] concluded that due to the shifting nature of cyber threats,
investment in security is still a challenge for many companies, even those who have
adequate resources at their disposal.

3.2 Management Attitude Toward Security

Studies indicate that most organizations have not yet fully developed their cyberse-
curity systems, which in many cases are operated by an internal employee as one of
their additional duties Research data (2019). However, a nominated person to focus
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on this role is essential if an organization is to develop and implement an effective
cybersecurity system. Sadok and Bednar [25] note that SMEs should develop their
security system by involving their employees and other insider stakeholders in both
analysing the risks they face and developing their cyber security policy. In this way,
the entire organization backed by support from managers can be fully involved in
the development of a cybersecurity procedure Ponsard et al. [22].

3.3 Training and Awareness

According toTopping [34], awareness is an essential element of ICT security systems,
although SMEs have not always viewed themselves as being at risk of cyber-attack,
and often see security as being expensive and technically complex.

Aldawood and Skinner [35] found that the lack of awareness among employees
is a more serious issue than companies’ technical weaknesses, and consequently
organizations need to focus on training staff about cybersecurity issues. Organiza-
tions’ main information system users are at high risk from cyber threats, leading to
both economic and data losses for individuals, corporate and governmental bodies
Nilsen et al. [36], consequently SMEs should prioritise cybersecurity training for
their employees Valli et al. [37].

4 Does Cloud Answer the Cybersecurity Challenges
in SMEs?

Kurpjuhn [38] believes that the cybersecurity threats to a SME is as significant as a
large organisation. The author states the SMEs prioritisation of business resources
towards growth rather than on the security and strongly believes that cybersecu-
rity should be a priority regardless of the business size. The authors discuss the
SMEs inclination towards Cloud solutions but expresses concerns regarding the
Cloud provider security breaches with examples such as Dropbox, iCloud etc.

In a study of Cybersecurity implications in small businesses, Tam et al. [39] states
that most of the traditional security solutions currently in use are biased towards large
businesses “in terms of scale, cost and usage” and are unsuitable for small businesses,
and that more research is needed towards cybersecurity in small businesses. The
authors state that the business landscape in SME is different to large organisations
in terms of technical requirements and mentions the lack of technical knowledge in
business owners. The authors state the potential of Cloud to traditional cybersecurity
products and specifies examples such as common network scanning tools which only
work in local infrastructure and not on a cloud. While the research is carried out on
small businesses within Australia, the research work is true to small businesses all
over the world.



8 H. Jahankhani et al.

In a case study of SMEs offering internet-based services, Lindström et al. [40]
stressed the importance of data collection, storage, and communication. In a network
of various connected devices, distributed functions, and automations systems, the
real challenge according to the authors is not having cybersecurity procedures and
functions in the base plan. The authors felt that “cybersecurity should not add unnec-
essary additional work” to businesses but current security solutions are not adaptable
to small businesses which also deters the implementation of a cybersecurity solutions
in a small business.

A different perspective of cybersecurity is expressed by Lloyd [41] in which
he believes that advantages of cybersecurity should be discussed lot more than the
business data breaches, disruption, penalties etc. The author believes that by having
a robust cybersecurity programme, small businesses can create products that can
achieve substantial business growth. The author clearly states that implementing
the best business practices and achieving cyber resilience can be daunting but not
insurmountable and is the key for small businesses to thrive in the digital world.

The importance and the benefits ofCloud platforms for SMEs is affirmedbySultan
[42] as far as in 2011. The author stated that virtualisation and grid computing, the
fundamental technologies behind Cloud computing, delivers the SMEs with benefits
of implementing new technologies into the business and to improve the efficiency of
IT resources without any significant investment. The author stressed on the fact that
the pay-as-you-go structure of most cloud solutions would be an attractive proposi-
tion to SMEs and start-ups. The author did arise concerns of relinquishing control,
security and privacy issues, reliability issues etc., but felt that the benefits outweigh
the concerns and Cloud can offer better security in real-time when compared to
next-to-none security solutions used mostly in small businesses.

The concept of utilising Cloud as a solution for IT security issues and as a reliable
way of secure communication was discussed by Zelenay et al. [43]. The authors
strongly believed that the lack of resources, infrastructure and knowledge often
compromises the information security in a small business. The authors believe that
Cloud can become a revolutionary change in the world of IT services and will boost
the role of IT in developing businesses. The benefits of Cloud to Traditional IT
services were compared and the authors detail the significance of Cloud in terms
of costs, speed, security, performance, scalability, and productivity. A list of some
sample cloud services offering excellent data security were mentioned.

In an analysis of Information and Communication Technologies (ICT) in small
businesses in Tanzania and Poland, Nycz et al. [44] states that the implementation of
cloud security solution requires careful planning in choosing a reputable cloud service
provider and the required services to maximize the returns for the investment by the
business. The authors state the unstable business environment in small businesses
due to the business owners not paying enough attention to the application of security
codes and practices. The authors developed a hybrid model to secure ICT in Private
Cloud Computing and tested the model successfully in a small IT company to prove
the efficiency.

Assante et al. [14] pointed out the business improvements and technical efficiency
as key prospects for small businesses along with the benefits of low costs, efficient
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data movement, agility, and scalability. The authors analysed data from a survey
among SMEs from seven different nations and stressed the importance of utilising
Cloud technologies to acquire the relevant cybersecurity strategies to stay ahead
of competition. The authors briefly stated about the challenges such as reliability,
lack of control and security as barriers that SMEs might face while adopting cloud
technologies.

A Service Oriented Architecture (SOA) based novel framework for cloud migra-
tion is proposed by Nussbaumer and Liu [45]. The authors felt the need for a busi-
ness to understand its processes and requirements before migrating to the cloud. The
authors proposed that the key requirements for small business cloud solution are cost,
flexibility, performance, security, reliability, service and support. Even though the
authors tested the framework using a business scenario, the developed framework did
not include an economical perspective, hence the authors believe that the framework
should be complemented with additional work on the economical feasibility before
the complete effectiveness can be measured.

One of the key difficulties often faced by the small business is the ability to
understand the security requirements of the business and the lack of knowledge to
categorize the requirements in a systematic way which is key in choosing a proper
cloud security solution. Godfrin [46] developed a cloud search model to identify the
security and legal requirements for a business by providing answers to some simple
questions as an input to the search. The search accesses a repository to identify a suit-
able solution which can be contemplated by the business according to their resources
and feasibility. The authors developed a repository of several cloud services which
are suggested after identifying the functional, non-functional, and legal requirements
of a business. The system is sampled by IT professionals and works as it is supposed
to, according to the authors.

The regulatory obligations of Cloud providers were discussed by Lovrek et al.
[47], The authors discussed about the various types of cloud service architectures and
the security concerns of consumers that arise due to the data processing that happens
at a different location and believes that a regulatory framework for cloud services
will determine the acceptability of the service. The authors stressed the requirement
for a balance between strict regulation and complete freedom while keeping the key
service conditions of protecting consumer data, quality of service, and possibility
for cloud provider change as prime objectives of cloud providers.

5 Cybersecurity Frameworks

5.1 NIST Cybersecurity Framework

The American National Institute of Standards and Technology has created a frame-
work consisting of a core set of cybersecurity policies, stages of implementation and
overall profile which can assist many organisations, including SMEs in improving
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Fig. 2 Lack of appropriate security measures [49]

their cybersecurity systemsNIST [48]. This framework allows for flexibility and thus
it can be adopted by companies who are just beginning to build their cyber security
response, or by larger scale companies with similar scale budgets NIST [48].

The framework consists of five modules as follows:

• The Identity module leads to the development of a cross-organisational approach
regarding awareness and management of cybersecurity risks.

• TheProtectmodule focuses on the infrastructure needed to develop and implement
adequate security systems.

• The Detect module helps the organisation to develop adequate means of detecting
the origin of cyber-attacks in a short time.

• The Respond module puts in place adequate responses to cyber-attacks which
have already been identified.

• The Recovery module allows for future resilience plans to be developed as shown
in Fig. 2 (Infused Innovations 2019).

5.2 The Center for Internet Security (CIS) Critical Security
Controls

A set of specific controls which can be adopted to prevent cyber-attacks has been
developed by a combination of national security, law enforcement, forensic and
incident response organizations, and these controls can be used by firms when first
developing their cyber security response. Moreover, Gerberding [50] notes that this
set of controls is not as comprehensive as alternative cybersecurity frameworks.
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5.3 COSO Enterprise Risk Management Framework

The Committee of Sponsoring Organizations of the Treadway Commission (COSO)
adopted a frameworkwhich enables organizations to develop riskmanagement strate-
gies which consider the constantly changing need to respond to evolving cyber
security risks COSO (2018). The framework consists of three concepts, namely
the objectives, components and structure of the organisation. Organisations can use
the control components to both identify their cyber profile and defend themselves
effectively against cyber-attacks Deloitte (2015).

Control environment: identifies themanagement’s assessment of cyber riskwithin
the organization and their degree of awareness of steps already taken to manage
this risk. Risk assessment: assesses how much the organization and its stakeholders
understand the impact of how any potential cyber-attack might affect their objectives
in terms of the operation, reporting and compliance. Control activities: identifies
the level of internal risk management which has been written and implemented
by the company to address cyber risks, according to their own internal standards.
Information and Communication: this involves both internal and external methods
of communication and how these are adequately secure in order to minimize cyber
risk. Monitoring Activities, identifies existing systems in place for monitoring cyber
risk, the controls devised and how any weaknesses are dealt with.

5.4 ISO/IEC 27001

The ISO standard offers organisations a template allowing them to set up, imple-
ment, operate, monitor, maintain and improve their Information Security Manage-
ment System (ISMS). Many SMEs seek to acquire ISO27001 in place of enhance
their security of ICT system, while most organizations acquire ISO17001 which
shows they comply with a set of regulations and business rules which refer to the
security of data.

Acquiring ISO/IEC 27001 requires the organization to complete six steps in a
cross-organizational collaborative approach, as shown below:

1. Define security policy.
2. Define and scope the Information Security Management System.
3. Carry out internal risk assessment.
4. Manage identified Risk.
5. Determine the control objectives and controls for implementation.
6. Prepare applicable security statement.
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5.5 Italian Cybersecurity Framework

A specific framework has been devised for the Italian market, based on the NIST
framework and consisting of the core, profile and implementation stages. It enables
businesses to compare their own practices against a baseline set of cybersecurity
risks and procedures so that improvements can be made.

Marco and De Luca [51] note that this framework is applicable to a wide range of
businesses, including SMEs and based on their individual size and characteristics.
Both NIST and the government of Italy were involved in the development of this
framework, but it can be applied to businesses in other locations.

5.6 Control Objectives for Information and Related
Technologies (COBIT)

The adoption of COBIT offers organisations a framework within which they can
develop clear ICT security policies and ensure good practice in this area. It consists
of a range of ICT controls leading to the achievement of a well-defined organisational
framework for use with ICT management, based on a set of regulations which must
be complied with ISACA (2018). There are four key areas which COBIT covers, as
described below:

1. Plan andOrganise: focuses on how technology is used by the organisation and
any improvements which may be required to ensure its goals and objectives are
met.

2. Acquire and Implement: identifies the organization’s ICT requirements in
terms of obtaining, installing and maintaining the technology based on the
company’s existing business processes.

3. Delivery and support: develop a strategy to manage delivery services.
4. Monitor and evaluate: devises an evaluation process to ensure that the ICT

system being used by the organization continues to meet the original design
objectives and to ensure compliance with any identified regulations.

5.7 Information Technology Infrastructure Library (ITIL)
Framework

This framework helps organisations to identify their security needs and put an inte-
grated ICT security strategy in place based on their own requirements. The process
beginswith a set of non-specific guidelineswhich organisations can use to devise their
own strategic plan, and which is not specific to any particular industry or technology.
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Once these baseline requirements have been identified, companies can plan, imple-
ment and evaluate their security strategy. The guidelines consist of the following
elements:

1. Service Strategy: examines the organization’s capabilities and identifies how
security can be managed in terms of designing, planning and implementing the
strategy.

2. Service Design: focuses on service management needs in terms of designing
developing the necessary strategy.

3. Service Transition: develops further strategies to improve capability when new
or amended services are put into operational practice.

4. Service Operation: focuses on measuring the effectiveness of any support
service involved in the strategy in order to guarantee value for the organization
and the service provider.

5. Continual Service Improvement: develops plans to create and maintain value
for customers.

5.8 Information Security for Small and Medium Sized
Enterprises (ISSA) 5173 (UK)

In 2011, ISSA 5173 working group sets out recommendations on information secu-
rity controls for small and medium enterprises. SME are targets of vulnerability
to cyber-attacks. They are easy targets for cybercriminals due to limited resources,
knowledge and infrastructure. Because SMEs have a fragile structure, they may be
destroyed after a cyber-attack and data breach. Larger companies can protect them-
selves against attacks depending on their budget, but they also depend on the security
of SMEs. Cybercriminals try to pave the way for larger companies through SMEs
that have lower security. As a result, the security of SMEs is one of the major socio-
economic challenges. The document published by ISSA, aimed at helping to provide
an appropriate level of security for SMESs.

6 The Most Common Types of Cyber-Attacks in Businesses

According to Borna news Borna News (2021), the rapid rise of ransom cyber- attacks
shows that cyber risk is not limited to one sector or industry in the economy and
is becoming a financial and security threat worldwide. Cases of cyber-attacks are
expected to become more widespread and complex, as the risk of hackers being
caught is relatively lowand the benefits of these illegal operations are high.According
to the Fitch Ratings Borna News (2021), the increase and intensification of attacks
is a negative factor in the credit rating of companies.

During 2020, the number of cyberattacks aimed at extortion worldwide increased
by 485%, and ransomware attack was one-quarter of the total cyberattacks that took
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place in the previous year. On the other hand, it is estimated that the cost of these
operations was $20 billion. The number of extortionate cyberattacks in which the
victim company is threatened with disclosure of stolen data is also on the rise; 77%
of all attacks happened in the first three months of this year.

The increasing number of such attacks has increased the costs imposed on victims.
According to the Xavier Institute Borna News (2021), the average ransom demanded
in cyber-attacks was $220,000 in the first three months of this year. This shows a
growth of 43% compared to the fourth quarter of 2019. New cases of cyber-attacks
could add to the international efforts of governments and the private sector to prepare
for such attacks.

Companies that do not have advanced and up-to-date security networks and
systems are more vulnerable to cyber-attacks than other companies. However, the
risks of falling victim to a cyber-attack are much higher for large and influential
organisations. Hackers attack all sectors of the economy, but some parts are more
attractive to them than others.

Speciality service companies such as small lawfirmsandfinancial services compa-
nies are attractive targets for hackers because of their high vulnerability. Cyber-
attacks against schools and health care providers doubled last year to 2354 Borna
News (2021). The critical point is that the ransom does not guarantee hackers will
give the stolen files to the victim or avoid publishing them, and paying a ransom can
put a financial services company at greater financial risk.

Governments and corporations must believe in the growing threat posed by cyber-
attacks and take the necessary measures to counter them. Cyber-attacks of any kind
have a significant impact on companies and the economy, although they cannot be
stopped entirely. However, their riskmust bemitigated, and themotivation of hackers
must also be reduced as much as possible.

The biggest unforeseen problem for small business owners in the last decade were
tax matters, while today, with the growth of businesses, it can be said that the threats
posed by cyber-attacks have replaced this. In its 2019 Global Risk Report, the World
Economic Forum lists data misuse and cyber threats as the fourth and fifth most
serious risks facing businesses around the world, respectively.

Whether a small business or a technology giant company, every company has
vulnerabilities that hackers can exploit in today’s world. On the other hand, hackers
can target any business, regardless of its size. Start-ups and small and medium-sized
businesses are more vulnerable to cyber-attacks than other businesses due to their
cohesive and small structure.

According to the Forbes website Myba (2020), ransomware attacks, especially
those involving RYUK which targets companies and institutions, was set to increase
by 300% in 2020, with most of these attacks focusing on small businesses in the
United States. Smaller firms are more vulnerable because they do not have sufficient
resources to build a robust cyber security infrastructure andneed to paymore attention
to security guidelines and protocols.

Cybercrime has changed dramatically over the past few years and has spread
to such an extent that a small or medium-sized enterprise alone does not have the
knowledge and ability to deal with it. Today, hackers also start a business and sell
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their anti-cyber tools and expertise in various packages and services to lower-level
hackers, encouraging the growth and spread of attacks. Phishing attacks, denial of
service (DoS), ransomware, and malware are common attacks that SMEs should be
aware of.

• PhishingAttacks: A type of social engineering-based cyberattack inwhich hackers
use disguise methods, such as fake bank portal sites or site payment pages, to
access and steal users’ information.

• DDoS attacks: Attempts to permanently or temporarily interrupt a company’s
online services, including sites and mobile applications.

• Ransomware attacks: In this type of attack, all or part of the company’s critical
data is stolen or encrypted by complex algorithms. The hacker then demands large
sums of money to release and hand over the data key.

• Malware Attacks: In this type of attack, hackers inject malicious software into
the operating system in various ways, thereby providing a platform for ransom or
damage.

7 Security Information and Event Management (SIEM)

According to Raja et al. [52], SIEM (Security Information and Event Management)
is known as the combination of different Security Event Management and Security
InformationManagement. Themajor role of SIEM is to collects data and information
of events from different devices and arrange them into a common format. All the
events are gathered and collected for analysing the behaviour and functioning of the
entire system. The analysis and monitoring of the single sources of the event can
help in detecting the events of attacks such as Probe/DoS. This method is utilized
for analysing the flood attacks of SYN TCP through the application of the RETE
algorithm on the network. In this system, an alert alarm will sound in the case of a
TCP SYN attack commitment.

Vielberth et al. [53], stated that most large and medium business organizations
are utilizing the SIEM in their Centres of Security Operations so that they can get
a higher level of awareness regarding cyber security practices. The utilization of
SIEM will let the organizations collect and analyze the different information related
to security measures in a centralized manner. This will help them in enhancing the
process of threat detection and increase the reaction time to any of accidents.

As per the research conducted by Corcoran (2018), it has been mentioned that
attack frequency has increased and as a result different business organizations are
getting targeted by new and different attackers, hacking with more sophisticated
attacking tools.

The attacks are being done on various levels in the organization’s OSI models.
So according to Corcoran (2018), the different business organizations need to imple-
ment the multiple layers and protocols of cyber security in order to avoid the issues
and address them more effectively. But this implementation does also have a limi-
tation that all the data and information collected in this can be mixed and it will
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become difficult to correlate the different facts for deriving better results. In order to
improve this, the organization need to encourage the use of Security Information and
Event Management in their cyber security practices. The implementation of Security
Information and Event Management will help the different business organizations in
segregating all the information and filter it according to the utilization for different
purposes. The utilization of Security Information and Event Management will facil-
itate the organization with centralized storage space for all the information related
to the cyber security of the organization, for improving the different systems that
are required in the organization for enhancing the security of information. Security
Information and EventManagement will help the business organization to defend the
different vulnerabilities and attacks on their data and information. In this research,
the main emphasis is provided on the benefits that are gained by the organization on
adopting the SIEM and its implementation process for achieving the appropriate and
effective results. Moreover, a proper explanation of the different recommendations
that can help the organization in improving the process will also be provided through
this research.

8 Conclusions

The importance of information security in any business cannot be understated as
security risks can become threatening to the existence of the business itself if not
dealt accordingly. The security risks to small businesses are no less than a large
organisation and the consequences are even more damaging to a small business.
The lack of required knowledge, infrastructure, security personnel, and resources
often turn small businesses highly vulnerable to cyberattacks. Cloud based security
solutions provides the cash-stricken small businesses with the necessary comprehen-
sive security services to handle day-to-day threats and to secure the business from
outside threats. The key characteristics of cloud security solutions such as flexibility,
scalability, cost-effective, less technical, and ease of deployment often prove to be a
great combination to secure a small business. The compliance of cloud solutions in
accordance with GDPR, Data Protection Act, and other regulatory standards will be
carried out.
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