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Resilient State Estimation and Attack Guca i
Mitigation in Cyber-Physical Systems
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7.1 Introduction

Cyber-Physical Systems (CPS), e.g., power grids, autonomous vehicles, medical
devices, etc., are systems in which computational and communication components
are deeply intertwined and interacting with each other in several ways to control phys-
ical entities. While the cyber-physical coupling introduces new functions to control
systems and improves their performance, these systems also become exposed to new
cyber-vulnerabilities. Such safety-critical systems, if jeopardized or malfunctioning,
can cause serious detriment to their operators and users, as well as the controlled phys-
ical components. A need for CPS security and for new designs of resilient estimation,
attack mitigation and control has been accentuated by recent incidents of attacks on
CPS, e.g., the Iranian nuclear plant, the Ukrainian power grid, and the Maroochy
water service (Cardenas et al. 2008; Farwell and Rohozinski 2011; Richards 2008;
Slay and Miller 2007; Zetter 2016). Specifically, mode and false data injection attacks
are among the most serious types of attacks on CPS, where malicious and/or strategic
attackers compromise the true mode (i.e., discrete state) of the system and/or inject
counterfeit data signals into the sensor measurements and actuator signals to cause
damage, steal energy, etc. Hence, reliable estimates of modes, (continuous) states,
and unknown inputs (attacks) are indispensable and useful for the sake of attack
identification and mitigation and resilient control. Similar state and input estimation
problems can be found across a wide range of disciplines, from input estimation
in physiological systems (De Nicolao et al. 1997), to fault detection and diagnosis
(Patton et al. 1989), to the estimation of mean areal precipitation (Kitanidis 1987).
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7.1.1 Literature Review

Characterization of undetectable attacks as well as attack detection and identification
techniques have been extensively studied in the literature, which range from data-
driven approaches (e.g., the use of data time-stamps in Zhu and Martinez (2013),
Wasserstein metric in Li and Martinez (2020) or higher-order moments in Ren-
ganathan et al. 2021) to the works seeking closed-form solutions for selecting various
types of detector thresholds (e.g., Murguia and Ruths 2016; Milosevi¢ et al. 2018)
to anomaly detection methods using residuals (e.g., Mo and Sinopoli 2010; Weimer
etal. 2012; Kwon et al. 2013) with empirically chosen thresholds to trade-off between
false alarms and probability of anomaly/attack detection. On the other hand, attack
mitigation can be preventive and/or reactive (Combita et al. 2015). Preventive attack
mitigation identifies and removes system vulnerabilities to prevent exploitation (e.g.,
Dan and Sandberg 2010), while reactive attack mitigation, which is mainly studied
using either game theory (e.g., Ma et al. 2013; Zhu and Martinez 2011; Zhu and
Basar 2015) or adaptive learning and control architectures for mitigating sensor and
actuator attacks (e.g., Jin et al. 2017; Yadegar et al. 2019; Jin and Haddad 2019,
2020), initiates countermeasures after detecting an attack.

The ability to reliably estimate the true system states despite attacks (i.e., resilient
estimates) is also desirable in addition to attack detection or the resulting attack
mitigation, because the availability of resilient state estimates would allow for con-
tinued operation with the same controllers as in the case without attacks or for
pricing/prediction based on the real unbiased/compatible state information despite
attacks. This problem has been addressed for both static systems (e.g., Liu et al. 2011;
Kosut et al. 2011; Liang et al. 2017 and references therein) and dynamic systems
(e.g., Mishra et al. 2015; Cardenas et al. 2008; Mo and Sinopoli 2010; Pasqualetti
etal. 2013; Fawzi et al. 2014; Pajic et al. 2014, 2015; Yong et al. 2016a; Dahleh and
Diaz-Bobillo 1994; Shamma and Tu 1999; Blanchini and Sznaier 2012; Yong 2018;
Yong et al. 2018).

In particular, resilient state estimators for deterministic linear dynamic systems
under actuator and sensor signal attacks (e.g., via false data injection Cardenas et al.
2008; Mo and Sinopoli 2010; Pasqualetti et al. 2013), have been proposed as a relaxed
£, optimization problem in Fawzi et al. (2014), and extensions in Pajic et al. (2014),
Pajic et al. (2015) compute the worst-case bound on the state estimate errors in the
presence of additive noise errors with known bounds, while Yong et al. (2016a)
propose the resilient state estimators that are robust to bounded multiplicative and
additive modeling and noise errors. On the other hand, our previous work Yong et al.
(2015), Yong (2018) proposed to use a simultaneous input and state estimation (see,
e.g., Yong 2018; Gillijns and De Moor 2007a, b; Yong et al. 2016b, 2017) approach
for resilient state estimation , where we modeled the data injection attacks as unknown
inputs of dynamical systems and derived stability and optimality properties for our
estimators, as well as their relationship to strong detectability (Yong et al. 2016b).

In addition, a serious CPS security concern has emerged more recently from the
attacks that alter the CPS network topology or exploit the switching vulnerability
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of CPS, e.g., attacks on the power system network topology (Weimer et al. 2012),
or on the circuit breakers of a smart grid (Liu et al. 2013), on the meter/sensor data
network topology (Kim and Tong 2013) or on the logic mode (e.g., failsafe mode) of a
traffic infrastructure (Ghena et al. 2014). To address this concern, our previous works
(Yong et al. 2021, 2018; Khajenejad and Yong 2019) proposed inference algorithms
that estimate hidden modes, unknown inputs (attacks) and states simultaneously as a
means to obtain resilient state estimation despite switching (mode/topology) attacks
as well as attacks on actuator and sensor signals. This framework is inspired by
the multiple-model approach (see e.g., Bar-Shalom et al. 2004; Mazor et al. 1998
and references therein) and can be viewed as a generalization of the robust control-
inspired approach in Nakahira and Mo (2018) that considers resilient state estimation
against sparse data injection attacks on only the sensors.

In the context of reactive attack mitigation, the work in Ma et al. (2013) uti-
lized a Markov game analysis for attack-defense in power systems, while a leader—
follower (Stackelberg) game formulation was developed in Zhu and Martinez (2011)
to model the interdependency between the operator and adversaries and solved using
areceding-horizon Stackelberg control law to maintain the closed-loop system stabil-
ity and some performance specifications. Further, a cross-layer coupled design was
presented in a hybrid game-theoretic framework in Zhu and Basar (2015), where
the occurrence of unanticipated events was modeled by stochastic switching , and
deterministic uncertainties were represented by disturbances with a known range,
and a robust controller was then designed at the physical layer to take into account
risks of failures due to the cyber-system.

In this chapter, assuming different models for uncertainties/noise signals, we pro-
pose resilient state estimation algorithms that output reliable estimates of the true
system states despite false data injection attacks and switching attacks. Our resilient
estimation algorithms address switching attacks as well as actuator and sensor attacks
in the presence of stochastic and/or set-valued noise signals. Our approach is built
upon a general purpose inference algorithm developed and applied in our previous
works (Yong etal. 2021, 2018; Khajenejad and Yong 2019) for hidden-mode stochas-
tic/bounded error switched linear systems with unknown inputs (attacks). We model
switching and false data injection attacks on Cyber-Physical Systems (CPS) in the
presence of stochastic/distribution-free noise signals as an instance of this system
class. By doing so, we show that unbiased and set-valued state estimates (i.e., resilient
state estimates) can be (asymptotically) recovered with the algorithms in Yong et al.
(2021), Khajenejad and Yong (2019). Secondly, we characterize fundamental limi-
tations to resilient estimation that is useful for preventative mitigation, such as the
upper bound on the number of correctable/tolerable attacks, and consider the sub-
ject of attack detection. In addition, we provide sufficient conditions for designing
unidentifiable attacks (from the attacker’s perspective) and also sufficient conditions
to obtain resilient state estimates even when the attacks are not identified (from the
system operator/defender’s perspective). Finally, we design an attack-mitigating and
stabilizing dynamic %%,-controller that contributes to the literature on non-game-
theoretic reactive attack mitigation.
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An earlier manuscript appeared in Yong et al. (2018), where we addressed the
resilient state estimation problem under switching and false data injection attacks
for stochastic hidden-mode CPS only, while in this chapter, we also consider the
uncertainties that are set-valued and further present a novel dynamic ¢, -optimal
controller design for attack mitigation. Further, we provide necessary conditions
for the attack signal to be unidentifiable to add to the previously derived sufficient
conditions in Yong et al. (2018).

Notation: R” denotes the n-dimensional Euclidean space and N nonnegative inte-
gers. For a vector v € R” and a matrix M € R”*?, |[u], £ VvTv, [v]le £ l<a<x |

=n

v; | and ||M||», and onin (M) denote their induced 2-norm and non-trivial least sin-
gular value, respectively.

7.2 Problem Formulation

7.2.1 Attack Modeling

Similar to Yong et al. (2018), two different classes of possibly time-varying attacks
on Cyber-Physical Systems (CPS) are considered:

Data Injection Attacks: Attacks on actuator and sensor signals via manipulation
or injection with “false” signals of unknown magnitude and location (i.e., subset
of attacked actuators or sensors). In other words, signal attacks consist of both sig-
nal magnitude attacks and signal location attacks. Examples: Denial-of-service,
deceptive attacks via data injection (Cérdenas et al. 2008; Pasqualetti et al. 2013).

Switching Attacks: Attacks on the switching mechanisms that change the sys-
tem’s mode of operation, or on the sensor data or interconnection network fopol-
ogy, which we will also refer to as mode attacks. Examples: Attack on circuit
breakers (Liu et al. 2013), power network topology (Weimer et al. 2012), sensor
data network (Kim and Tong 2013) and logic switch of a traffic infrastructure
(Ghena et al. 2014).

7.2.1.1 Data Injection Attacks

For clarity, we assume for the moment that there is only one mode of operation, and
that the linear system dynamics is not perturbed by any noise signals:

Xyt = Apxp + Be(up +d),  yi = Crx + Di(up + df) + d,

where x; € R” is the continuous state, y; € R’ is the sensor output, u; € R” is
the known input, d¢ € R™ and di € R* are attack signals that are injected into the
actuators and sensors, respectively. The attack signals are sparse, i.e., if sensor i €

{1, ..., £} is not attacked then necessarily d,f’([) = 0 for all time steps k; otherwise
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d, '@ can take any value. Since we do not know which sensor is attacked, we refer to
this uncertainty as the signal location attack, and the arbitrary values that d,f’(i) can
take as the signal magnitude attack. This holds similarly for attacks on actuators dy .

If we have additional knowledge of which of the actuators and sensors are vulner-
able to data injection attacks, we will use Gy and Hy to incorporate this information,
resulting in the following system dynamics

Xep1 = Arxy + Brug + Gidf!,  yi = Cxy + Dyuy + Didf! + Hydy.

If no such information is available, Gy = By, Dy = Dy, and H;, = I.Further, in some
cases, the actuator and sensor attack signals are coupled and cannot be separated.
In order to take this into consideration, we represent the potentially coupled attack
signals with d; and introduce corresponding G and H matrices to obtain

Xkt = Arxy + Brug + Gidy,  yi = Cyxg + Dyug + Hydy.

The special case where the actuator and sensor attack signals are independent can be
obtained with di = [(d)T (@)7]", Gx = [Gy 0] and Hy = [Dy Hy], which will
be made more precise in Sect.7.2.2.

7.2.1.2 Switching Attacks

A system may have multiple modes of operation, denoted by the set 2" of cardi-
nality #,, 2 |.2"|, due to the presence of switching mechanisms or different config-
urations/topologies of the sensor data or interconnection network, where each mode
g € 2™ has its corresponding set of system matrices, {A}, B!, C{, D{, G{, H!}. A
switching attack or mode attack then refers to the change of the mode of operation
q by an adversary without the knowledge of the system operator/defender.

7.2.1.3 Attacker Model Assumptions

The malicious signal magnitude attack may be a signal of any type (random or
strategic) or model, and we assume that no ‘useful’ knowledge of the dynamics of
dy, is available (uncorrelated with {d,} for all k £ €, {w,} and {v,} for all £).

7.2.2 System Description

Our role as a system operator/defender is to obtain resilient/reliable state estimates.
Thus, we model the system in a way that facilitates this. In other words, we model
the switching and false data injection attacks on a “noisy” dynamic system using
a hidden-mode switched linear discrete-time system with unknown inputs (i.e., a
dynamical system with multiple modes of operation where the system dynam-
ics in each mode is linear and uncertain, and the mode and some inputs are not
known/measured):
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(X1, k) = (Alxx + Blul + Gld! +wl,q),  xc €€,
(s )t = (e, 87 (xp), X €9, (7.1
Vi = CZxk +DZMZ + H,:Id;g + UZ,

where x; € R" is the continuous system state and g € 2 = {1,2,..., 91} is the
hidden discrete state or mode, which a malicious attacker can influence, while <gq
and 9, are flow and jump sets, and §9(x;) is the mode transition function. More
details on the hybrid systems formalism can be found in Goebel et al. (2009). For
eachmodeq,u] € U, C R"istheknowninput,d; € R? the unknown inputor astack
signal' and y; € R! the output, whereas the corresponding process noise wl e R"
and measurement noise v/ € R! satisfy one of the following sets of assumptions for
the system uncertainties:

Assumption 7.1 (Aleatoric Uncertainty) The system is perturbed by random
(unbounded) process and measurement noise signals with process noise w; and
measurement noise v,‘f that are mutually uncorrelated, zero-mean Gaussian white

random signals with known covariance matrices, 0} = E[w] wZT] > 0and R} =
E[v!v! '] > 0, respectively. Moreover, x, is independent of v{ and w? for all k.

Assumption 7.2 (Epistemic Uncertainty) The system is perturbed by uncertain,
bounded process and measurement noise signals, where the corresponding process
noise w; and measurement noise v{ are distribution-free uncertain bounded signals
with known bounds, i.e., ||wZ I <mnyand ||vZ I < ny, respectively (thus, they are £,
sequences), where n?v and 773 are known parameters. We also assume an estimate X
of the initial state xo is available, where || g — xoll < 83" with known §{".

Assumption 7.3 (Aleatoric + Epistemic Uncertainty) The system is perturbed
by random and bounded process and measurement noise signals, where the cor-
responding process noise w{ and measurement noise v/ are mutually uncorre-
lated, zero-mean “truncated" Gaussian white random signals with known covariance
matrices, Qf = E[w{ wZT] > 0 and R{ = E[v/ vZT] > 0, and bounded norms, i.e.,
lwi |l < n% and [lv] || < ni, respectively, where 3, and 7§ are known. Moreover, x,
is independent of v{ and w{ for all k, and an estimate X, of the initial state xy is
available, where || X9 — xo|l < 83" with known §{".

In the case of the stochastic/aleatoric uncertainty (i.e., if Assumption 7.1 holds and
consequently, the uncertainty is characterized using probability distributions), the
emphasis is on expected/average performance of the resilient state estimator. In this
case, CPS safety/resilience is guaranteed based on probability of violation/chance
constraints. On the other hand, in the case of set-valued/epistemic uncertainty (i.e., if
Assumption 7.2 holds and hence the uncertainty is characterized by sets), the empha-
sis would be on the best worst-case performance and the CPS safety/resilience is

! Note that while the unknown inputs may also be used to represent uncertainties or noise that are
unbounded or have unknown bounds, we primarily use this term to represent attack signals in this
chapter and thus, we often use the terms unknown inputs and attacks interchangeably.
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Fig. 7.1 Different
assumptions on the
considered uncertainty in

|

System (7.1) Stochastic uncertainty (aleatoric) Set-valued uncertainty (epistemic)

N\ _
/N

=

Truncated stochastic uncertainty (aleatoric + epistemic)

guaranteed in the worst case, including rare events/corner cases. Finally, if Assump-
tion 7.3 holds, we can combine the information of the stochastic uncertainties and
the set-membership uncertainties from Assumptions 7.1 and 7.2 to benefit from
the advantages of both. Figure 7.1 illustrates the aforementioned system uncertainty
models/assumptions.

Both categorical and continuous natures of the uncertainties introduced by the
switching and data injection attacks to the system of interest can be captured by the
Cyber-Physical System (CPS) model in (7.1). The categorical nature of the switching
and data injection attacks (mode attack and signal location attack) is modeled using
the hidden mode, whereas the unknown input captures the continuous nature of the
signal magnitude attacks. At any particular time k, the stochastic/bounded-error CPS
is in precisely one of its modes, which is not measured, hence hidden.

Similar to Yong et al. (2018), we consider the model set 2 £ 2" x 2¢ (whose
cardinality will be characterized in Theorem 7.2 in Sect. 7.3.3.2) that include

(i) the modes of operation, 2" (representing attacked switching mechanisms (e.g.,
circuit breakers, relays) via access to the jump set &, and the mode transition
function §9(-), or the possible interconnection network topologies that affect
the system matrices, A{ and B/, and the sensor data network topologies, C;/
and DZ) that an attacker can choose (mode attack), as well as

(ii) the different hypotheses for each mode, 24 about which actuators and sen-
sors are attacked or not attacked, represented by GZ and H,:’ , Where our
approach specifies which actuators and sensors are not attacked, in contrast
to the approach in Mishra et al. (2015), which removes attacked sensor mea-
surements and is not applicable for actuator attacks. (signal location attack).

More precisely, for sparse false data injection attacks, we let G} = % I8 and
H! £ 4.7} for some input matrices % € R« and 7% € R**", where 1, and
t, are the number of actuator and sensor signals that are vulnerable, respectively
and encode the sparsity using .#2 € R*? and .#;, € R"*? as index matrices such
that d"? £ Fldy and d;’? £ 7} d. are subvectors of dj € R” representing signal
magnitude attacks on the actuators and sensors, respectively. These matrices provide
ameans to incorporate information about how the attacks affect the system, e.g., if the
same attack is injected to an actuator and a sensor, or if some signals are not attacked,
according to a particular hypothesis/mode g about the signal attack location.
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The following are some examples from Yong et al. (2018) for choosing %, 74,
I and 7 g to encode additional information about the nature/structure of data
injection attacks.

Example 7.1 For a two-state system with two vulnerable actuators and one vulner-
able sensor, if the same attack signal is injected into the first actuator and the sensor
under the hypothesis corresponding to mode ¢, then % = I, 74 = 1, #} = I, and
S = [10]. In this case, we obtain G{ = I, and H{ = [10].

Example 7.2 For a three-state system with three actuators and two sensors, if the

first actuator and the second sensor are not vulnerable and there are three attacks
00

according to the hypothesis corresponding to mode ¢, then %, = | 10 |, 4 =
01

1 100 000

[0}, I = |:O ) O:| and .7, = [0 0 1]. In this case, we have Gf = [ 100 | and
010

q 001
e = [0 0 0}'
Note that we assume that p; < t, < m (i.e., the number of attacked actuator signals
P& under mode/hypothesis ¢ cannot exceed the number of vulnerable actuators and
in turn cannot exceed the total number of actuators m,) and p? <ty < £ (with p?
attacked sensors from t, vulnerable sensors out of £ measurements). Moreover, we
assume that the maximum total number of attacks is p £ p? + p{ < p*, where p*

is the maximum number of asymptotically correctable signal attacks (cf. Theorem
7.1 for its characterization).

7.2.2.1 System Assumptions

We require that the system is strongly detectable’ in each mode. In fact, strong
detectability is necessary for each mode in order to asymptotically correct the
unknown attack signals, as shown in Yong et al. (2018) [Theorem 4.3] and is also
necessary for deterministic systems [Sundaram and Hadjicostis (2007), Theorem
6]. Note that similar to the detectability property, strongly detectable systems need
not be stable (cf. example in the proof of Theorem 7.1), but rather that the strongly
undetectable modes of such systems are stable.

7.2.2.2 Knowledge of the System Operator/Defender

The matrices A7, B{, GI, C{, D], and H{ are known and the system (A}, G{, C{,
H;) is strongly detectable in each mode. Further, the defender only knows (i) the

2 A linear system is strongly detectable if y, = 0 Vk > 0 implies x; — 0 as k — oo for all initial
states x( and input sequences {d; };cN (see [ Yong et al. (2016b), Sect. 3.2] for necessary and sufficient
conditions for this property).
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upper bound on the number of actuators/sensors that can be attacked, p, and (ii)
the switching mechanisms/topologies that may be compromised. The upper bound
p allows the defender, in the worst case, to enumerate all possible combinations of
G} and H;!, while the latter assumption allows the defender to consider all possible
topologies/modes of operations, representing A{, B/, C{ and D{.

In addition, note that the above assumption of strong detectability can be viewed
as recommendations or guidelines for system designers/operators to secure their sys-
tems as a preventative attack mitigation measure, since without strong detectability,
resilient (i.e., unbiased or bounded) state estimates cannot be guaranteed. In other
words, the requirement of strong detectability allows system designers to determine
which actuators or sensors need to be safeguarded to guarantee resilient estimation.

7.2.3 Security Problem Statement

With the above modeling framework, the resilient state estimation problem can be
posed as a problem of mode, state and input estimation, where the unknown inputs
represent the unknown signal magnitude attacks and each mode/model represents an
attack mode (resulting from the unknown mode attacks and unknown signal attack
locations). The objective of this chapter is:

Problem 7.1 Given an uncertain Cyber-Physical System (CPS) described by (7.1),

1. Design a resilient estimator that asymptotically recovers unbiased estimates of
the system state and attack signal in the presence of aleatoric/stochastic uncer-
tainty (i.e., if Assumption 7.1 holds), or finds the set-valued estimates of compat-
ible states and unknown inputs in the presence of epistemic uncertainty (i.e., if
Assumption 7.2 holds), irrespective of the location or magnitude of attacks on its
actuators and sensors as well as switching mechanism/topology (mode) attacks.

2. Investigate the fundamental limitations of the estimation algorithms, specifically
the maximum number of asymptotically correctable signal attacks and the maxi-
mum number of required models with our multiple-model approach.

3. Find the conditions under which attacks can be detected and under which the
attack strategy can be identified.

4. Design attack mitigation tools via 7, -control with attack rejection.

7.3 Resilient State Estimation

Similar to a previous approach for stochastic systems in Yong et al. (2021), we
propose the use of a multiple-model estimation approach to solve Problem 7.1.1.
Then, we will consider Problem 7.1.2 and characterize some fundamental limitations
to resilient estimation in Sect.7.3.3.
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7.3.1 Multiple-Model State and Input Filtering/Estimation
Algorithm

Inspired by the multiple-model filtering algorithms for hidden-mode hybrid systems
with known inputs (e.g., Bar-Shalom et al. (2004); Mazor et al. (1998) and refer-
ences therein), our multiple-model (MM) framework (see Fig.7.2) consists of three
components: (i) a bank of mode-matched filters/observers, (ii) a mode estimator that
finds the most likely or compatible modes, and (iii) a global fusion estimator that
combines/fuses states and unknown input (attack) estimates from (i) based on the
estimated modes in (ii), which are described in greater detail below.

7.3.1.1 Mode-Matched Filters/Observers

The bank of filters/observers is comprised of Ot simultaneous state and input fil-
ters/observers, one for each mode, that differ based on the assumptions on system
uncertainties and noise signals. If Assumption 7.1 (the aleatoric/stochastic uncer-
tainty model) holds, the optimal recursive filter developed in Yong et al. (2016b) can
be applied, while if Assumption 7.2 (the epistemic/set-valued uncertainty model)
holds, the recursive set-valued observer developed in Yong (2018) can be utilized.
Both variants are recursive and involve the same three-step structure as follows:

Input & State Estimator
based on mode #1
rt-
| g
i E Input & State Estimator . .
: based on mode #2 Mode Estimator '_)
PO
I 1 '] ] ']
i
]
! —> Input & State Estimator
I based on mode #3
L
H——
i ]
Y--1q :
| ® Global Fusion
- .
! ® Estimator
I
I
I
: > Input & State Estimator %
L__)_ based on mode K )
d

Fig. 7.2 Multiple-model framework for hidden mode, input and state estimation, which consists of
a (i) bank of mode-matched filters/observers, (ii) a mode estimator and (iii) a global fusion estimator
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Unknown Input Estimation:
99 _ ag9 (4 q 24 q .4
o di =M, (z7, —C kxklk Dy yuy),
q 4
d2k 1= Mz k(ZZk c; kxklk 1 — D; jup), (1.2)
74
di_y = Vlk ldlk 1+V2k 1d2k 1

Time Update:

xk|k I_Ak e 1+Bk gy + Gy ldlk 10

(7.3)
Xk = X + G4 1d2k 1
Measurement Update:
2qd  __ o*%q 74, 49 q Ax,q
X = X + L (@ap — Co X — 2k“/<) (7.4)

where £, d1 1 dg’ +_, and d_, denote the optimal point estimates of x{_,
di . d27 . and d] |, respectively, if Assumption 7.1 holds (cf. Algorithm 7.1 that
summarizes the optimal filter for mode ¢ in the presence of stochastic (aleatoric)
uncertainty) and denote the centroids of the hyperball-valued estimates of xZﬁl,
d;’, 1o d;” «; and d{_,, respectively, if Assumption 7.2 holds (cf. Algorithm 7.3 that
finds the 7%, -optimal set-valued state and input estimates for mode ¢ in the presence
of distribution-free (epistemic) uncertainty).

The rest of the notations are clarified in the context of the system transformation
described in Appendix 7.1.1. For details of the filter/observer derivation of both vari-
ants, as well as necessary and sufficient conditions for filter stability and optimality
of the mode-matched filters/observers, the reader is referred to Yong et al. (2016b)
and Yong (2018) for the aleatoric and epistemic uncertainty models, respectively.

It is worth mentioning that in the case that Assumption 7.3 holds (i.e., with a
combination of aleatoric and epistemic uncertainties), we can compute (in parallel)
both the point estimates corresponding to aleatoric/stochastic uncertainty and the
set-valued estimates corresponding to the epistemic/bounded-error uncertainty, and
utilize their combination as described in the following subsections.

7.3.1.2 Mode Estimator

The mode estimator seeks to determine the most likely or all compatible modes based
on the observations. For this purpose, we consider three cases:

(a) Aleatoric Uncertainty. In this case, Assumption 7.1 holds and consequently, a
mode probability computation is performed for all modes as described in Yong
et al. (2018). The multiple-model approach computes the probability of each
mode by exploiting the whiteness property [Yong et al. (2021), Theorem 1] of
the generalized innovation sequence, v,’f, defined as

q A a4 q  axq q q
Ve = 1 Zaog — ConaXakike — Pan i) (7.5)
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ie., vk ~ (0, SZ) (a multivariate normal distribution) with covariance SZ &
]Eﬂ[vq vl '] = I Ry{T;!" and where I is chosen such that S{ is invertible and
R 2« 18 given in Algorithm 7.1. This generalized innovation represents a residual
51gnal with false data injection attacks removed that can be used to define the like-

lihood function for each mode ¢ at time k conditioned on all prior measurements
VARRE

exp(—%v,’f T(S,‘f)’lv,f)
V127 S|

Then, the posterior probability /,L']Z for each mode j is recursively computed from

L(qlz20) & N 00,8 = (7.6)

the prior probability ], using Bayes’ rule as follows:

N W] 0, )i,
Z?il JV(V}i? 0, Sli)ulifl .

wh= P =jlzix 224, 2K = (1.7)

Furthermore, to keep the modes “alive” in case of a switch in the attacker’s
strategy, a heuristic lower bound on all mode probabilities is imposed.

(b) Epistemic Uncertainty. In the presence of distribution-free and bounded norm
noise signals, i.e., when Assumption 7.2 holds, a mode elimination process is
performed to eliminate the modes that are incompatible with observations, which
results in a set of compatible modes. The mode elimination approach relies on
the checking of some residual signals against some thresholds. We first define
the residual signal r{ for each mode g at time step k as:

g4 g axg e a
=2l — Claiky ke — Do gt- (7.8)

Then, leveraging an approach in Khajenejad and Yong (2019), if the residual
signal of a particular mode exceeds its upper bound conditioned on this mode
being true, we can conclusively rule it out as incompatible. To do so, for each
mode g, we compute a tractable upper bound (3;{ «> cf. Proposition 7.2) for the
2-norm of its corresponding residual at time &, conditioned on ¢ being the true
mode. Then, comparing the 2-norm of residual signal in (7.8) with Sr ©» We can
eliminate mode ¢ if the residual’s 2-norm is strictly greater than the upper bound,
ie., if ||r,f 2 > 8? ¢~ This can be formalized using the following proposition (cf.
[Khajenejad and Yong (2019), Proposition 1 and Theorem 2] for more details
and a formal proof of this result).

Proposition 7.1 Consider mode q and its residual signal r{ at time step k. Assume
that 8!} is any signal that satisfies ||rq|*||2 <87, where r,f‘* is the true mode’s
residual signal (i.e., ¢ = q*, where q* denotes the true mode), defined as follows:

qlx & _g* A%,q q Ax,q q q
’"k =20k Ce k2%e klk De k, 2”k =T 2 Ve = Co o X — Do gotty- (1.9)
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Then, mode q is not the true mode, i.e., can be eliminated at time k, if
Irdlla > 875 (7.10)

Note that by [Khajenejad and Yong (2019), Lemmas 1 and 2], the sequence {82}(*},?10
is uniformly bounded and admits a finite valued upper sequence. Although comput-
ing the tightest possible residual norm’s upper sequence potentially can eliminate
the most possible number of modes, it requires to the solution a norm maximiza-
tion problem over the intersection of level sets of lower dimensional norm functions
that is NP-hard [Bodlaender et al. (1990)]. Thus, by applying [Khajenejad and Yong
(2019), Theorem 3], we instead compute a tractable over- approximation of the resid-
ual norm’s upper bound sequence, denoted by {8 Io-ie, Yk € {0, ..., 00}, 8/ P <

8r «» and use this upper bound sequence as a tractable mode elimination criterion as
follows (cf. [Khajenejad and Yong (2019), Theorem 3] for more details):

Proposition 7.2 Mode q is not the true mode, i.e., can be eliminated at time k, if

{1l > 8%, 2 min{s®™, 8%, (7.11)

where (SZ’ki"f and (SZ’,:” are two tractable computed upper bounds for the residual
norm and are given in Appendix7.1.2.

(c) Combined Uncertainty. In the presence of truncated Gaussian noise signals,
i.e., if Assumption 7.3 holds, both mode probability computation procedure
(described in (7.3.1.2)) and mode elimination approach (described in (7.3.1.2))
are applicable and can be combined. Specifically, we first apply the mode elim-
ination algorithm from Khajenejad and Yong (2019) to obtain a set of compati-
ble modes, and then compute mode probabilities for only the “non-eliminated"
modes using (7.7).

7.3.1.3 Global Fusion Estimator

Finally, the global fusion estimator combines the estimates from the bank of mode-
matched state and input estimators and mode observer, under the three different
system uncertainty models, as follows:

(a) Aleatoric Uncertainty. Based on the posterior mode probabilities in (7.7), the
most likely mode at each time , g, and the associated state and input estimates
and covariances, X4 k|, da &> Pk‘  and Pk , can be determined:

dk =j* _argmax,e{ ..... m}ll«i,

xaklk—xak‘kv dak—daka (7.12)
d d

Pk|k _PI:C\kJ7 P =P o
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(b) Epistemic Uncertainty. Using the computed residuals (7.9) and their upper
bound sequences (7.11), our proposed global fusion observer finds all modes
that are not eliminated and computes the input and state set-valued estimates,
Dyi_y and X, by taking the union of the mode-matched state and unknown input
(attack) set estimates over the compatible modes:

=lge2 | Irl < 57},

D,(Al = quJkD,‘j 1> (7.13)
X =U, 5 X{.

(c) Combined Uncertainty. In this case, after eliminating all modes that satisfy
(7.11), the most likely mode and its associated state and input estimates and
covariances at each time can be determined using only the set of non-eliminated
modes (instead of all modes as in the case of aleatoric uncertainty), i.e.,

A — gk ./
q =] =ag maxjg%*l’l’k’

N Y

Xeklk = xc,kl'k*; dc,k = dc kd, . (714)
x  _ p*J d i

Pc,klk - Pklk ’ Pc,k - Pk .

The multiple-model approach is summarized in Algorithms 7.1-7.4 for the aleatoric/
stochastic and epistemic/set-valued uncertainties, respectively.

7.3.2 Properties of the Resilient State Estimator

Our previous results in Yong et al. (2021); Khajenejad and Yong (2019); Yong (2018)
show that the resilient state estimator has nice properties, which can be summarized
as follows.

7.3.2.1 Optimality

Given the attacked switched linear system with hidden modes in (7.1), if Assumption
7.1 holds (aleatoric uncertainty), the resilient state estimator (i.e., Algorithms 7.1 and
7.2) is asymptotically optimal, i.e., the state and input estimates in (7.12) converge
on average to optimal state and input estimates in the minimum variance unbiased
sense [ Yong et al. (2021), Corollary 13]. On the other hand, if Assumption 7.2 holds
(epistemic uncertainty), the resulting set-valued estimates in (7.13) are uniformly
bounded [Yong (2018), Lemma 1] and the resilient state and input observer is stable
and optimal in the JZ5,-norm sense [Yong (2018) [Theorem 2]]. Further, in the
presence of truncated Gaussian noise signals, i.e., if Assumption 7.3 is satisfied, it
can be shown that the set-valued estimates are uniformly bounded, but the resilient
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state estimates obtained from Algorithms 7.3 and 7.4, may not be asymptotically
optimal.

7.3.2.2 Mode Detectability

Given the attacked switched linear system with hidden modes in (7.1), in the pres-
ence of aleatoric/stochastic uncertainty, i.e., if Assumption 7.1 holds, the resilient
state estimator is mean consistent, i.e., the geometric mean of the mode probability
for the true model g* € 2 asymptotically converges to one for all initial mode prob-

Algorithm 7.1 OPT- FILTER finds the optimal state and input estimates for mode g
in the presence of stochastic (aleatoric) uncertainty

44 q

Input: ¢, & k=10 91 k- oy 1k— I’Plk l’Plk . ) o )
[superscript “g" and subscript “a (referrmg to aleatoric uncertainty) omitted in the following]
> Estimation of d k-1 and dix—|

Ak 1 =Ak 1 — G 1M x1Cr -1

Ok—1 = G 1My g—1 R1 j— 1M1k ]G]k 1+ Ok-13
P = Akflpk_”k_lAk_l + Oi—1s

Ry = CoxPiCJ + Ray;

P = (G4 Ol Ry 3 Cok G- ™

My = PZ‘{k—lG{k—lCZkR;,llc;

fck\k | = Ag—1Xk—1k—1 + Br—1uk—1 + G r—1d1 k15
d2k 1= Mo p(z2k — G2, kXkk—1 — D2.kuk);

dkdl—vlkldlk1+V2k 1da j— 1, . ., . -
Plk—1 = Mik-1Cr - 'Pk 1k— lAk 1C2,kM2k Pli1G i1 Co Moy

pd ., P
Pd =Vk—l|: 1.k—1 12k 1i| VT .
k—1 dT k—1°
P12k 1 P2k 1

@ n

> Time update )

e = Fae—1 + Grp—1d2,k-15

Pk|k = Go k-1 M2k Ry kM, szTk + (I = Gop—1 M2k C2) Pe(I — Go k1 Mo i C20)
Ry = Cszk|kC 2x T Rk — CokGop—1 Mok Rok — RszZkG“ 1Coks

> Measurement update

P = PkaCZ « — Gok—1 M2k Ry s

Ly = PkRzyk,

Sk = S + Li(zox — Co kX, — Dakuk);

Plflk = I:kRikl:];r — I:k};kT — I;kI:,—(r;

> Estimation of dj

Rig = Cl,kP,;ﬁkCIk + Ry

My = E{l;

P, = My xRy kM) i;

di g = My x(z1x — Criki — Digug)s

D*.q ax.q
return Rz,k’ xklk
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Algorithm 7.2 RESILIENT STATE ESTIMATOR (STATIC- MM- ESTIMATOR) finds
resilient state estimates corresponding to most likely mode in the presence of stochas-
tic (aleatoric) uncertainty

Input: ¥j € {1,2,.... 9: &0 g
[subscrlpt “a” (refemng to aleatoric uncertamty) omitted in the following]
dljo = (% ) 1(Zl 0 Cf o’?mo Dl ot0);
10 = (5 - '(cf P0|0]C10 +R{0)(Eé)_l§
fork =1to N do
for j =1t091do
> Modg—Matchéd Filltering.Run OPT- FILTER(j ,)?]L” k1> c?lf T P];"jl 1’ P]‘{ }(Jil);
=i A _J sy Jo.
Vi = 2y = Ca Xy — Do ks
. T RI*5I
f(jlzé,k) = ! exp( % 24 vk),
on)'® |R’*|‘/2

for j =1t091do
> Mode Probability Update (small € > 0)

| = max{L(lzy sy €

for j =1t091do

> Mode Prpbability Update (normalization)
J T .

M = YR

> Output

Compute (7.12);

return Xy x, Plflk

abilities [Yong et al. (2021), Theorem 8]. Furthermore, in the case of epistemic/set-
valued uncertainty, i.e., if Assumption 7.2 holds, the resilient state estimator is mode
detectable by [Khajenejad and Yong (2019), Theorem 4], i.e., there exists a natural
number K > 0, such that for all time steps k > K, all false modes are eliminated,
if either the whole observation/measurement and state spaces are bounded or the
unknown input/attack signal has an unlimited energy, as well as some additional
mild conditions hold (cf. [Khajenejad and Yong (2019), Assumptions 1&2, Lemmas
3-5 and Theorem 4] for more details). Similarly, if Assumption 7.3 holds, all false
modes (except for the true mode) will be eliminated after some large enough finite
time under the same assumption of bounded state spaces or unlimited energy, and
the unique true mode will have probability one.

7.3.3 Fundamental Limitations of Attack-Resilient
Estimation

Next, to address Problem 1.2, we characterize fundamental limitations of the attack-
resilient estimation problem and of our multiple mode filtering/estimation approach.
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Algorithm 7.3 OPT- OBSERVER finds the %% -optimal set-valued state and input
estimates for mode ¢ in the presence of distribution-free (epistemic) uncertainty

Input: ¢, ik g1 ﬁfﬁl
[superscript “g" and subscript “e
the following]
> Estimation of d» x—1 and dy_1

My = E,:l,

My = (C2x G20,

Agoy = Aj—1 — Gy 1M1 x-1C1 k-1

D =1 = Go Mok Co 5

A = DAy R

Vek = ViaM1iCri + VauM2k Cox Ar;

Aek = — Lk~CZ,k)Zk§

Bewk = = Ly Cop)Py;

Boy k= —( = LiCo )Pk G 1 kM1 i T ks

Bewy ko = —((I = LkCoi) Gk Mo + Li) T k5

fck\k 1 = Ak—1Xk—1jk=1 + Bi—1ui—1 + G1x-1d1 k—1;

drj—1 = Mo (22,6 — CopRkk—1 — Do gutg);

di—1 = Vij— 1d1k 1+V2k 1d2k 1

801 = 85 IVer AL+ 10 (TEZ0 I1Veu A2 Bew il + Vo Mo i Ca k) +
77u(||V2 kMool + (| Ve kAk zBe vkl WVekBe sk + Vik — Vax Mok Cok Gri)MixTi il +
YT IVer AT (Bey k + Ack Be.n 1))

Di1={de R ld —dirll < 8¢

> Time update )

e = Fae—1 + Gop—1d2.k-15

> MeasuremenNt update

Frie = 8 + L2k — Cokfgy — Dok

B = S UAL I+ 1w XiZg 1AL Bewill + o (1Bevn il + I AGE Bewy 4l +
S0 AL i Ben.i + Aek Ben I

Xe={x e R": |lx — &kl < 8%

> Estimation of dj

dix = My x(z1x — Crikip — Diug);

return )2,‘{ ﬁ;LI

@ n

(referring to the epistemic (set-valued) uncertainty) omitted in

Note that these fundamental limitations apply to all hidden-mode switched linear
systems with unknown inputs (attacks) (7.1), regardless of the assumptions about
the system uncertainties. First, under the assumption that there is only false data
injection attacks (no switching attacks), we find an upper bound on the number of
correctable signal attacks/errors (i.e., signal attacks whose effects can be negated or
cancelled). Then, we characterize the maximum number of models that is required
by our multiple-model approach to obtain resilient estimates despite attacks.
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Algorithm 7.4 RESILIENT MODE, STATE AND INPUT ESTIMATOR simultaneously
finds compatible sets of modes, unknown inputs (attacks) and states in the presence
of distribution-free (epistemic) uncertainties

Input: 2 2 {1,2,...,M}),Vj e {1,2,..., N} )?(j)lo;

[subscript “e" (referring to the epistemic (set-valued) uncertainty) omitted in the following]
o@A() = 2,

for k =11t N do

for g € ﬁk_l do

>Mode-Matched State and Input Set-Valued Estimates

Run OPT- OBSERVER(q,%{_ 11, d{_));

q q. .
Dk = Tz Yk s
>Mode Observer via Elimination
9 = Dy

Compute r4 via (7.8)
and ‘Sf, « Vvia Proposition 7.2;
if 772 > &, then

L 9 = 2i\igh:
>State and Input Estimates
Xe=U,_z X1

q€2 i

_ H .
D1 = quQkafl’

return ék, ﬁkfl, Xk

7.3.3.1 Number of Asymptotically Correctable Signal Attacks

We begin by defining the notion of correctable signal attacks in the setting with only
data injection attacks, which is itself an interesting CPS security research problem.

Definition 7.1 (Correctable Signal Attacks) We say that p actuators and sensors sig-
nal attacks are correctable, if for any initial state xo € R" and signal attack sequence
{d;}jen in R”, we have an estimator/observer such that the estimate bias asymptot-
ically/exponentially tends to zero (under aleatoric uncerainty, cf. Assumption 7.1),
ie., E[Xq xx — xx] — O (and E[ﬁu,k_l —di_1] = 0)as k — oo or if the set estima-
tion errors are ultimately uniformly bounded sequences (under epistemic uncertainty,
cf. Assumption 7.2).

To derive an estimation-theoretic upper bound on the maximum number of signal
attacks that can be asymptotically corrected, we assume that the true model or mode
(g = g¥) is known. Thus, depending on the type of uncertainty, the resilient state
estimation problem is identical to the state and input estimation problem in Yong
et al. (2016b) or Yong (2018), where the unknown inputs represent the attacks on
the actuator and sensor signals. It has been shown in Yong et al. (2016b) and Yong
(2018) that the system property of strong detectability is a necessary condition for
obtaining uniformly bounded estimates (cf. Yong et al. (2016b); Yong (2018) for
more details, e.g., regarding filter/observer stability and existence). Thus, we will
use this necessary system property to find an upper bound on the maximum number
of signal attacks that can be corrected, similar to Yong et al. (2018), as follows:
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Theorem 7.1 (Maximum Correctable Data Injection Attacks) The maximum num-
ber of correctable actuators and sensors signal attacks, p*, for system (7.1) is equal
to the number of sensors, 1, i.e., p* < | and the upper bound is achievable.

Proof A necessary and sufficient condition for strong detectability (with the true
model ¢ = ¢g*) is given in Yong et al. (2016b); Yong (2018) as

zI — A* —G*
rk[ c* H*

i| =n+p*, VzeC,|z| > 1. (7.15)

Since the above system matrix has only n + [ rows, it follows that its rank is at
most n + . Thus, from the necessary condition for (7.15), we obtainn + p* <n +
[ = p* <. The upper bound is achievable using the example of the discrete-time
equivalent model (with time step Ar = 0.1s) of the smart grid case study in Liu et al.
(2013), as shown in Yong et al. (2018) [Theorem 4.3]. |

The above result means that for each mode, the total number of vulnerable actu-
ators and sensors must not exceed the number of measurements, which can serve as
a guide for preventative attack mitigation, where the actuators or sensors that need
to be safeguarded to guarantee resilient estimation can be determined. Note that the
result in Theorem 7.1 is stronger than the standard and well-known result in the
literature (e.g., in Fawzi et al. 2014, Proposition 3), where the maximum number
of correctable attacks is at most equal to half of the number of sensors, presumably
since we only require strong detectability instead of strong observability.

7.3.3.2 Number of Required Models for Estimation Resilience

Next, returning to the more general case with false date injection as well as switching
attacks, i.e., the hidden-mode switched linear system in (7.1), we characterize the
maximum number of models 91* that are needed with the multiple-model approach
in Sect.7.3.1, which is independent of the size of the system, e.g., the number of
buses in a power system, as well as the type/model of system uncertainty:

Theorem 7.2 (Maximum Number of Models/Modes) Suppose there are t, actuators
and t; sensors, and at most p <1 of these signals are attacked. Suppose also that
there are t,, possible attack modes (mode attack). Then, the combinatorial number
of all possible models, and hence the maximum number of models that need to be
considered with the multiple-model approach, is

t, + 1, t, + 1,
m* N lm( + > - tm( + )‘
p tqg + 1t — p

Proof ltis sufficient to consider only models corresponding to the maximum number
of attacks p. All models with strictly less than p attacks are contained in this set of
models with the attack vectors having some identically zero elements for which our
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estimation algorithm is still applicable. Thus, we only need to consider combinations
of p attacks among t, + ¢, sensors and actuators for each of the 7, attack modes of
operation/topologies. Note that this number is the maximum because resilience may
be achievable with less models: For instance, whent,, = 1,¢t, =0and t, =2 =1,

p=1A= |:O(')1 012:| and C = I,, we have 1* = 2, but it can be verified that with
G = 047 and H = I, (only one model, i.e., 1 = 9T < IN¥), the system is strongly
detectable. |

Note that the number of required models may change if additional knowledge
about the data injection attack strategies is available. For instance, if we know that
there are atmostn, < t, andn, < t, attacks on the actuators and sensors, respectively,
with a total of p attacks (where p <[ and p < n, + ny), then the maximum number
of models that are required,

min{n,,p} . ‘
N =t “ s

is less than the number required in combinatorial case in Theorem 7.2.

On the other hand, the number of models may actually increase with less vul-
nerable actuators or sensors, as shown in the following example with 7, = 1 (one
mode of operation), n, = 0 (no attacks on actuators), A = |:O(')1 1121| and C = 1.
If only one of the two sensors is vulnerable (ny = p = 1 </ = 2), we have two
models with G = [8i| ,H = [(l)i| and H, = [(l)i| , but if both sensors are vulnerable
(ny; = p = 2), only one model is required with G =0 and H = I. Note that the
latter case is not strongly detectable with zeros at {0.1, 1.2}, thus this system violates
the necessary condition in Yong et al. (2016b); Yong (2018) for obtaining resilient
estimates. However, both systems in the former case can be verified to be strongly
detectable, thus, resilient estimates can be obtained in this case with less vulnerable
sensors, as one may expect.

7.4 Attack Detection and Identification

Next, we address Problem 1.3 by investigating how the properties of the resilient
state estimation algorithm in Sect. 7.3.2 affect attack detection and identification.
To begin, it is worth recalling that the resilient state estimation algorithms in the
previous section are indifferent about whether the switching and false data injection
attacks on the system are strategic. Nonetheless, it is critical to understand how
our algorithms can detect or identify strategic attacks. In particular, we consider
strategic attackers who aim to deceive the system operator/defender into believing
that the mode of operation is ¢ € 2, g # g™, by means of selecting data injection
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signals dj and the true mode g* € 2. We call an attack unidentifiable, if the system
operathor is not able to reconstruct/identify it. Moreover, the attack is undetectable,
if it is unidentifiable and is unnoticeable. Below, we formally define the concepts of
attack detection and attack identification, which are extensions of their counterparts
in Yong et al. (2018) [Definitions 5.1 & 5.2].

Definition 7.2 (Switching and Data Injection Attack Detection) A switching and
data injection attack is detected if the true mode ¢* € 2 (chosen by attacker) has the
maximum mean probability when using the resilient state estimation algorithm in
Algorithm 7.2 or is not distinguishable from another mode g € 2, ¢ # ¢* (chosen
by defender) on average, in the presence of the stochastic/aleatoric uncertainty (i.e.,
if Assumption 7.1 holds), or if it is not eliminated by applying Algorithm 7.4 in the
presence of the set-valued/epistemic uncertainty (i.e., if Assumption 7.2 holds).

Definition 7.3 (Switching and Data Injection Attack Identification) A switching and
data injection attack strategy is identified if the attack is detected and in addition,
the true mode ¢* € 2 is uniquely determined on average (under aleatoric/stochastic
uncertainty) or all false modes are eliminated (under epistemic/set-valued uncer-
tainty), which reveals that the mode attack and signal attack location, and asymptot-
ically unbiased estimates and/or uniformly bounded set-valued estimates of attack
signals d; can be obtained, i.e., the signal magnitude attack is reliably estimated.

It is obvious from the definitions above that if an attack is undetectable, it is
also unidentifiable. Equivalently, if an attack is identifiable, then it is detectable. It
is worth noting however that attack detection or identification is not required for
calculating resilient state estimates. For example, in the simple case where there are
no attacks, i.e., d; = 0 for all k, the performance of state estimates of all models will
be equally good, meaning that the attacks need not be detected or identified in order
to obtain resilient state estimates.

7.4.1 Attack Detection

Our resilient state estimation approach (i.e., Algorithms 7.2 and 7.4) guarantees that
an attack will always be detected by Definition 7.2 for all three uncertainty models.
This is formally stated through the following theorem, which is a generalization of
[Yong et al. (2018), Theorem 5.3].

Theorem 7.3 (Attack Detection) The resilient state estimation algorithms in Algo-
rithms 7.2 (with ratios of prior being identically 1) and 4 guarantee that switching
and data injection attacks are always detectable, for all three uncertainty models.

Proof First, note that if Assumption 7.2 holds, i.e., in the presence of distribution-
free and norm-bounded noise signals, by (7.9), (7.10) and Proposition 7.1, ||r,i’ I, <
53’,? < Srqz i.e., (7.11) never holds for ¢ = ¢* and hence, ¢* is never eliminated. On
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the other hand, if Assumption 7.1 holds, i.e., in the presence of Gaussian noise signals,
since the Kullback Leibler divergence D(f;*|| f,!) is greater than or equal to zero with
equality if and only if f = f[q ( [Kullback and Leibler (1951), Lemma 3.1]), with
J =¢q* € 2 as the true model and i € 2,i # g*, the summand in the exponent of
the ratio of geometric means whose expression is given in Yong et al. (2021)[Lemma
14] is always non-negative, i.e., D(f;|| f}) — D(fF I £F) = D(fFII ff) > 0.In other
words, the ratio of the true model mean probability to the model mean probabilities
of any other mode (i € 2,i # ¢*) cannot decrease and can at best remain the same
as the ratio of their priors being one by assumption. Thus, either the true model is
identified or both modes are indistinguishable and a flag can be raised for attack
detection. ]

7.4.2 Attack Identification

A combination of switching and false data injection attacks may not be identifi-
able, even if it is detectable. On the other hand, it directly follows from Definition
7.3 that the mode detectability/mean consistency is sufficient to identify an attack
strategy/action. This is formalized via the following theorem.

Theorem 7.4 (Attack Identification) Suppose mode detectability and/or mean con-
sistency, i.e., Yong et al. (2021), Theorem 8 and/or Khajenejad and Yong (2019),
Theorem 4 hold (and hence Yong et al. 2021, Corollary 13 also holds). Then, the
switching and data injection attack strategy can be identified using the resilient state
estimation algorithms in Algorithms 7.1-7.4.

7.4.2.1 Sufficient or Necessary Condition for Unidentifiable Attacks

Under the stochastic uncertainty model (cf. Assumption 7.1), if the true mode is
in the set of models and even if the estimator is not mean consistent, a sufficient
condition for an attack signal to be unidentifiable was derived in our previous work
(Yong et al. (2018)), which we recap here for the sake of completeness (for more
details, see [Yong et al. (2018), Sect.5.2]).

Theorem 7.5 (Unidentifiable Attack) [Yong et al. (2018), Theorem 5.5] If Assump-
tion 7.1 or 7.3 hold, I}' T},  H has linearly independent rows and there exists
q # q* € 2 such that

g5 & (AT, O (S; =TT Eluf™ 1l 1+ ROTETE, ) IOYTETE,  HD'T
(7.16)

is positive definite (= 0) for all k. Moreover, we assume that p} = pi. Then, the
attack is unidentifiable if the attacker chooses this mode q* # q as well as the attack
signal dy, as a Gaussian sequence
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di ~ N @, D), Vk (7.17)
with 9} defined in (7.16) and d,‘f is given by

d 2 Eldi] = — (I} Ta‘{z,kH,j)*fk‘f T, (C Elx] — C,f)egjzm + (D} — DHE[ux])
=y Taq,Z,kHlijkq T} 1 (C} fg,kuc - CZ’?;:ZM + (D} = D)Elux]), Vk.

(7.18)

The above theorem highlights that an unidentifiable attack strategy often must rely
on the existence of system “vulnerabilities” as well as the computational capability
and system knowledge that are comparable to that of the system operator/defender.
For the former factor, a system designer can consider these conditions as preventative
mitigation guides for securing the system.

On the other hand, if Assumption 7.2 or 7.3 hold (i.e., epistemic/set-valued uncer-
tainty is present), we provide a necessary condition for the attack signals to be uniden-
tifiable, i.e., a condition that the attacker must ensure in order to guarantee that the
attack signals are not identifiable.

Theorem 7.6 (A Necessary Condition for Unidentifiable Attacks) Suppose Assump-
tion7.2 or 7.3 holds and T}, , # T, ,,Vk > 0,Vq,q' € 2,q # q'. Then, a neces-
sary condition for the attack signal to be unidentifiable is that it has limited energy

&
. . * * A *T *T *T

when g = q*, i.e., khm ldizll2 < oo, where dj; = [dZ dal*, ...d} ] .

— 00

Proof Using contraposition, suppose the attack signal has unlimited energy. Then,
by [Khajenejad and Yong (2019), Theorem 4], all false modes will be eliminated
after some large enough time step K and hence, the system is mode detectable (cf.
Sect.7.3.2.2). Thus, by Theorem 7.4, the attack strategy can be identified using the
resilient state estimation algorithm and consequently, the attack signal cannot be
unidentifiable. |

This result has the important implication that attack signals must have limited
energy to remain unidentifiable, and in this case, the harm that an attacker can inflict
on a Cyber-Physical Systems (CPS) may also be limited. Note that the attack impact
could still be catastrophic in this case, which incentives us to design attack mitigation
approach in Sect.7.5.

7.4.2.2 A Sufficient Condition for Resilient State Estimation

Finally, under the assumption of stochastic/aleatoric uncertainty (cf. Assumption
7.1), a sufficient condition can be found in Yong et al. (2018) to ensure that the state
estimates are unbiased, even when the true mode is not uniquely determined and the
attack signal cannot be estimated/identified, which is restated below.
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Theorem 7.7 (Resilience Guarantee) [Yong et al. (2018), Theorem 5.7] Suppose
H = Hy and D} = Dy for all ¢ € 2. Moreover, forall q,q' € 2, if there exists T
such that for all k > T and the following hold

(i) rank [fkq Tf,z,kC/i" fquaq,z,kCZ] =2n,if C} #C{,
(ii) rank(F{TY,  Cf) = rank (T2, C) = n, if Cf = C{,

then the state estimates obtained using Algorithm 7.2 are guaranteed to be resilient
(i.e., asymptotically unbiased).

7.5 Attack Mitigation

We now move on to the challenge of minimizing the impact of attacks, i.e., attack
mitigation (Problem 1.4), which is a step beyond attack detection and identification.
In particular, we investigate the problem of rejecting/canceling data injection attacks
assuming that the attack mode can be detected (thus, the superscript g is omitted
throughout this section), while using the resilient state estimates for 7%, controller
synthesis, in the sense of guaranteeing the boundedness of the expected/worst case
states and minimizing the effect of the attack signals. To this end, we consider a
linear dynamic controller with attack/disturbance rejection terms in the following
form, where X, 31,1“ 6?2,1(—1 are obtained from Algorithms 7.1 or 7.3:

Xiyq = Ajpxg + Bk,
u = Cixt + Dy, (7.19)
A By
Ci 21?
& Ty df, o] B 2 [Boy B B and Df 2 [DS, D5, D, ] Note that
we have used a delayed estimate of d, ;—; given in (7.2), which is the only estimate
we can obtain in light of [Yong et al. (2016b), Eq.(6)]. Before designing K| for
the purpose of attack mitigation and stabilization, we first show that there exists a
separation principle for linear discrete-time systems with unknown inputs (attacks),
i.e., when the true mode is known, which allows us to design the controller gain K
independently of the observer gain Ly.

with K{ £ [ :| being the dynamic controller gain that will be designed, ¥, £

Lemma 7.1 (Separation Principle) The state feedback controller gain K in (7.19)

can be designed independently of the state and input estimator gains Ly, M| ; and
M, i in Algorithms 7.1 and 7.3.

Proof Using the dynamic controller (7.19) and the filter/observer equations in (7.2),
(7.3) and (7.4), it can be verified that the system and controller states and the estimator
error dynamics are given by
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Xt AL . By _ _Bi.gc x;
Xk+1 = BkC; Ar + BkDIi‘x tBDIi,x B Xk
k141 0 0 (I = Lit1Co0) Ak | | Xrik

[ Bax B, & —Bhx Bk 5
1 2., d 1, 3 div—d
+ | Gk + BkDfll,k Gk + BkDsz_k:| [d;t:| + |:_Bchcll,k _Bchclz.k:| |:d21k,k_ gzlk,kl]
0 0 ' 0 0 ’ T
(7.20)

0 0 0
1 0 0

+ | (I = Lis1Coxs1) —( — L1 Cogeg) (I = L1 Capsn) Wi,

(I = GopMoiy1 (I — G2 M2 ir1Co 41 Go iMoot — Liss
Cok+1) G Mk AR e

where Wi £ [wkT UIk U;k+l]—r and Zk = (I — G2,k—1M2,kC2,k)(Ak — G],leyk
Ci k). Since the state matrix has a block upper triangular structure, the eigenval-
ues of the controller and estimator are independent of each other, thus K; and ik
can be designed separately. ]

Armed with the above lemma, we present an 7%, controller design for determining
the controller gain matrix K that stabilizes the closed-loop system and mitigates the
effects of attack signals.

Theorem 7.8 (Attack-Mitigating and Stabilizing .72, Controller) Suppose the sys-
tem (7.1) is controllable in the true mode q € 2 (known or detected). Then, the
dynamic controller in (7.19) mitigates the effects of data injection attacks and mini-

mizes the F%,-gain from the augmented noise signal Wy, to the state as the desired out-
. n T
put, i.e., Zx = Xy, using feedback based on estimates yy £ [)2; lek dsz_]] , where

the gain matrix K[ is the 7€ -controller gain matrix that can be synthesized (e.g.,
using hinfsyn in MATLAB) for the following augmented system:

St = ékfk + éliklz)k + Ez,liuk,
% = Cric + Duwi + D g, (7.21)
Vi = Coxék + Doy Wi + Do g,

Ar Gk Gok 100000 By
where Ay 2| 0 0 0 [,Bix2|0I0000(,Byx2|0 [, Ciu2[100]
0 0 0 007000 0
100 000700
Cox 2010, Dj1x2[0000000], Diox 20, Dyyx 2000070 | and
0017 000007

Dyny2[000]".

Proof By Lemma 7.1, the state feedback gain, K[, can be independently designed
with no effect on the stability of the resilient state estimator/observer. In other words,
K canbe chosen optimally, in the sense of an %, -controller such that the augmented
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closed-loop system is stable, and that the effects of the augmented noise w; on the
desired controlled output Z; £ x; are minimized. To achieve this, we consider the
following augmented system:

Xkr1 = Arxg + Brug + Gy idi g + Godox + wy,
di k1 = Wik, (7.22)
dp jr1 = Wk,

. T . .

with the augmented state & = [x, d[, d, ] , where the goal is to use the dynamic
A A T

controller (7.19) with estimates/“observations" j; = [)2; dl, d, kfl] to stabilize

the desired output/state 7; = x;, while minimizing the effect of the augmented noise
signal Wy £ [w] W/, ), Fx d), c?;k]T. Then, by plugging the control input u;
from (7.19) into (7.22), we obtain (7.21), where an .7%,-controller can be synthesized
to achieve the minimum %%, performance. It is worth re-emphasizing that the control
synthesis process is completely independent of the observer gains Li, M 1k Moy

Remark 7.1 The dynamic feedback gain K’ can be synthesized using the command
[K;, CLy, y] = hinfsyn(P, size(Dxn, 1), size(Da i, 2))

:&k ?m ?Z,k
in MATLAB, where P £ Cii Dix Do
Cok Doy Dy

7.6 Simulation Examples

7.6.1 Benchmark System (Signal Magnitude Location
Attacks)

The resilient state estimation problem for a system (modified from Yong et al. (2016b)
and has been used as a benchmark for several state and input filters/observers) is
considered in this example, where there exists only one mode of operation (7, = 1)
as well as possible attacks on the actuator and four of the five sensors (z, = 1,1, = 4):
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(052 0 0 O 1 1 0 0 0 O
0021 0 1 0.1 01 —-01 0 O
A= 0 0030 1|, B=G=|01f; C=|0 0 1 —-0502];
0 0 0071 1 0 0 0 1 0
_0 0 0 0 0.1 0 0025 O 0 1
1000 10 000 1 00050
0100 010500 0 10003

H=[0010|; 0=10%0051 00|, R=10*0 010 0
0001 00 010 05001 O
10000 00 0O01 00300 1

2, 100 <k <300
We consider the known input u; = { —2, 500 <k <700 , whereas the

0, otherwise
unknown inputs (attacks) are as depicted in Fig. 7.4. Moreover, we assume that there
are at most p = 4 attacks with no constraints on n, and n,, and consequently, there
are N=1- (Z) = 5 models. The signal attack locations alternate between g = 3
(attack on actuator and sensors 1, 3, 4) and g = 2 (attack on actuator and sensors 1,
2, 4) every 350s, i.e., the dwell time is 350s.

From the top plot in Fig. 7.3 that depicts the computed mode probabilities (under
aleatoric Gaussian uncertainties), we observe that except during the short transients
after t = 350s and ¢ = 700s due to switching, the mode probabilities converge to
their true values (¢* = 3 — ¢* = 2 — ¢* = 3). On the other hand, Fig. 7.3 (bottom)
depicts the values of mode indicator index, g x i, for eachmode, over time, assuming
epistemic bounded-norm distribution-free uncertainties, with i, defined as

a2 0, if ¢ is eliminated,

i, = Vg € 2.
1 1, otherwise, 1

Hence, g x i, equals ¢ if the mode g is not eliminated and is zero otherwise. As
expected, it can be observed from Fig. 7.3 (bottom) that except for g = 3 and g = 2,
the other modes are eliminated after some time steps.

Figure 7.4 shows computed state and unknown attack point estimates for the case
of aleatoric (stochastic) uncertainty model, as well set-valued sate and unknown input
(attack) estimates, when epistemic (distribution-free and norm-bounded) uncertainty
model is assumed. The point estimates are seen to be close to the true values, even
before the mode probabilities converge, and both the point estimates and the actual
values of the states and unknown inputs (attacks) are within the set estimates, which
are uniformly bounded and convergent set sequences, as expected. Similar results
(not shown for brevity) are obtained for all other attack modes, g = 1 (attack on
actuator and sensors 1, 2, 3), ¢ = 4 (attack on actuator and sensors 2, 3,4)and g = 5
(attack on sensors 1, 2, 3, 4). Thus, this example illustrates that when switching
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Fig.7.3 Mode probabilities (top) assuming aleatoric/stochastic uncertainty model, as well as mode
indicators (bottom) assuming epistemic/set-valued uncertainty model for the system in Sect.7.6.1
with alternating switchings between ¢ = 3 and g = 2 every 350s
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Fig. 7.4 State and attack magnitude estimates in Sect.7.6.1 with switching between ¢ = 3 and
q = 2 with the dwell time 350s
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attacks and signal location attacks do not change quickly/frequently, i.e., the dwell
time is large enough, our proposed methods work well.

7.6.2 IEEE 68-Bus Test System (Mode and Signal Magnitude
Attacks)

The proposed algorithms are also applied to the IEEE 68-bus test system shown in
[Yong et al. (2018), Fig. 7] to demonstrate their scalability to large systems, as well
as to apply our attack mitigation approach.

An undirected graph (¥, &) with the set of nodes (buses), ¥ £ {1, ..., N} and
the set of edges (transmission/tie lines) & C ¥ x ¥ is often used to describe a
power network, where the busses may represent generator buses i € ¢, or load buses
ie . 2 {je ¥\ {i}l(, j) € & denotes the set of neighboring buses of i €
¥ . In particular, there are 16 generator buses and 52 load buses for the IEEE 68-
bus test system, i.e., |¢| = 16, |.Z| =52 and || = 68. Similar to [Wood et al.
(2013), Chap. 10], the dynamics of each bus, i € ¥, can be described by the following
dynamical system:

0:(1) = ; (1), )
@i (1) = = (Do (1) + ey, Prie(t) = (P (1) + dai () + Pr, () + wi(D)],
(7.23)

with the system states being the phase angle 6;(¢) and angular frequency w;(¢)
(hence, the state space dimension is n = 136) and an actuator attack signal d,, ; (¢).
The power flow between neighboring buses i, j, such that (i, j) € &, is given by
Pl (1) = —PlL.(t) = 1;;(0;(t) — 0;(1)), while Py, (¢) and Py, (¢) denote the mechan-
ical power and power demand, respectively. The mechanical power Py, (¢) is the
control input for the generator bus i € ¢ and is zero at load bus i € .Z. On the other
hand, power demand Py, (¢) is taken as a known input since it can be calculated using
load forecasting methods (e.g., Alfares and Nazeeruddin 2002). We assume that the
noise w;(¢) is a zero-mean truncated Gaussian signal (satisfying Assumption 7.3)
with covariance matrix Q;(¢) = 0.01, n,, = 0.03 and the system parameters being
adopted from Kundur et al. (1994) [p. 598]: D; = 1,t;; = 1.5foralli € ¥, j € %
and #;; = 0 otherwise. Angular momentums are m; = 10 fori € ¢ and a larger value
m; = 100 for load buses i € .Z.

The measurements are sampled at discrete times (with sampling time At = 0.015s),
satisfying the following output equation:

.
Yik = [Petec.ik Oik @ik] + Vi, (7.24)

where Pyjecix = Diwix + Py, is the electrical power output and v; 4 is a truncated
zero-mean Gaussian noise signal with covariance matrix R;(t) = 0.01*I; and n, =
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0.03. The continuous system dynamics (7.23) is also discretized with a sampling time
of At = 0.01s. Furthermore, in this example, we choose the control inputs Py, x and
Py, « through synthesizing an .%%,-optimal dynamic controller in the form of (7.19),
as described in Theorem 7.8, to regulate the phase angles to 6; = 10 rad and mitigate
the effect of the unknown attack signal.

As shown in Yong et al. (2018) [Fig. 7], the attacker could inject false data into the
actuators and attack the transmission lines. Eight potential attack modes (| 2| = 8)
are considered:

Mode g = 1:  Lines {27,53},{53,54},{60,61} & actuator G1.

Mode g = 2: Lines {18,49},{18,50} & actuator G2.

Mode g = 3: Line {40,41} & actuator G3.

Mode g = 4: Lines {18,49},{18,50},{27,53},{53,54},{60,61} & actuator G4.

Mode ¢ = 5: Lines {27,53},{40,41},{53,54},{60,61} & actuator G5.

Mode g = 6: Lines {18,49},{18,50},{40,41} & actuator G6.

Mode g = 7: Lines {18,49},{18,50},{27,53},{40,41},{53,54},{60,61} &
actuator G7.

Mode g = 8:  Actuator G8.

We study a time-varying attack scenario where the attack mode is ¢ = 2 for
t = [0, 2.5)s followed by g = 5 for t = [2.5, 5)s, while the actuator attack signal is
given in Fig. 7.6. Our goal is to demonstrate that attack signals can be detected, iden-
tified, and mitigated by our proposed approach. To synthesize the attack-mitigating
dynamic controller in the form of (7.19), we consider three cases, depending on the
three different assumptions on possible uncertainty models: (i) aleatoric/stochastic
uncertainty (cf. Assumption 7.1), where we use X, ¢, and c?a, r—1 (i.e., the most likely
estimates among all mode-matched estimates) returned by Algorithm 7.2 in (7.19),
(ii) epistemic/bounded norm uncertainty (cf. Assumption 7.2), where we plug X xx
and ﬁg,k,l (i.e., the centroids of the union of all the set-estimates that correspond
to non-eliminated modes) returned by Algorithm 7.4 in (7.19), and (iii) combined
uncertainty (cf. Assumption 7.3), where we use the most likely point (stochastic) esti-
mates among all the ones that correspond to the non-eliminated modes, as described
in Sect.7.3.1.

Figure 7.5 demonstrates that attacks are detected almost instantaneously, and the
attack modes are quickly identified. Further, Fig.7.6 depicts the successful identifi-
cation of the actuator attack signal and estimation of all system states (not depicted
for brevity). Finally, the proposed attack mitigation is shown to be effective in reg-
ulating the phase angles at 10rad/s despite attacks, while without attack mitigation,
attackers can drastically influence the phase angles as shown in Fig.7.6.

7.7 Conclusion

We addressed the problem of resilient state estimation for switching (mode/topology)
attacks and attacks on actuator and sensor signals of Cyber-Physical Systems
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Fig.7.5 Estimates of mode probabilities when the attack mode switches fromg = 2tog = 5Sat2.5s
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Fig. 7.6 A comparison of system states with and without the proposed attack mitigation, as well
as the attack signal and its point-valued (stochastic) and set-valued (bounded-error) estimates
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(CPS). We modeled the problem as a hidden-mode switched linear system with
unknown inputs, where we considered three uncertainty models for the noise signals:
(a) aleatoric/stochastic, (b) epistemic/set-valued and distribution-free, (c) truncated
Gaussian uncertainties. We showed that the multiple-model inference algorithm in
Yong et al. (2021); Khajenejad and Yong (2019) is a good solution to these problems.
Furthermore, for the multiple-model approach, we presented an achievable upper
bound on the maximum number of correctable signal attacks, as well as the max-
imum number of required models. We also derived sufficient conditions for attack
(un-)detectability and identification and necessary conditions for the attack signal
to be unidentifiable. Moreover, we designed an attack-mitigating .7#%,-controller to
minimize the effects of the attack signals. The effectiveness of our methods for
resilient estimation, attack detection, and mitigation was demonstrated in simula-
tions, including using an IEEE 68-bus test system.

Appendix

System Transformation

To obtain the mode-matched input and state estimator (7.2)—(7.4), we will consider
a system transformation for the continuous system dynamics and output equation in
(7.1) for each mode g (Yong et al. 2016b). First, we rewrite the direct feedthrough
T
matrix Hy using singular value decomposition as Hy = [Uyx Uz] [%k 8:| [“;Lﬁ},
2,k
where ¥; € RP#>PH is a diagonal matrix of full rank, U;; € RI*Pa Uyr €
RIXU=pm) Vik € RP*PHcand V, ;€ RP*(r=pu) with Ph, = 1k(Hy), while Uy :=
[Ul,k quk] and V; ;= [Vl.k Vz,k] are unitary matrices. When there is no direct
feedthrough, X, U, x and V;; are empty matrices,’ and U, x and V, ; are arbitrary
unitary matrices.
Further, we define two orthogonal components of the unknown input d; given by

dix 2V de, doi 2V, dy. (7.25)

Since Vi is unitary, di = Vi xd) x + Va.rda k. Thus, the continuous system dynamics
and output equation in (7.1) for each mode g can be rewritten as

Xp1 = Arxp + Brug + G xdix + Gogdax + wi, (7.26)
Vi = Cixx + Dyuy + Hy gdy j + v, (7.27)

3 We adopt the convention that the inverse of an empty matrix is also an empty matrix and assume
that operations with empty matrices are possible.
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where Gl.k = GkV],k, Gz,k = GkVQJc, and H]gk = HkVI,k = Ul,kEk. Next, we
decouple the output y, using a nonsingular transformation 7, x = [T,], , T,!, k]T =
|:1ka —UIkRkUz,k(U{kRkUz,k)l] |:U1—|,—k

0 Ta—py) Uyy
i.e., if Assumption 7.1 holds, T, = [TETI,/C TE—"—z,k]—r = [Ul,k Uz,k]—r in the presence
of epistemic uncertainty, i.e., if Assumption 7.2 holds, and both in the presence
of truncated Gaussian uncertainty, i.e., if Assumption 7.3 holds. Consequently, we
obtain z, 1 x € RP% and z; 4 € RI7P, V1 € {a, e}, as

i| in the presence of aleatoric uncertainty,

A
2ok = Tk ye = Copxe + Dyt + Zied ke + Ve 1k (7.28)
N .
2k = Tip ke = CroxXi + Dy gty + V24,
a a T a
where Ciix = T 1k Cy, Ciok = T 24 Cr = Uy 1 C, D1 =Tk

Dy, Doy = T,24 Dy = UszDk,vz,l,k £ Tiixveandv ox = Tpogvp = U, (v This
system transformation essentially decouples the output equation involving y; into
two components, one with a full rank direct feedthrough matrix and the other with-
out direct feedthrough. The transformation is also chosen such that in the case of
aleatoric uncertainty, the measurement noise terms for the decoupled outputs are
uncorrelated. The covariances of vy x and v, are

Rii 2E[v kvlTk]—TalkRkT L1k >0,

Roj 2 Blonwd,] = ToaRiT, oy = UL R = 0. (7.29)
Risx éE[vlkvM] TalkRkT 2k —O .
Rizkiy = Elvig, 1= T i Bloww 1T, =0, Vk # .

Moreover, v and v, are uncorrelated with the initial state xo and process noise
wy. Further, in the case of bounded-norm uncertainty, the transform is also chosen

T T
such that || [v/, v, ] | = I [Uix Uzk] vell = vl

Residual Upper Bounds

The upper bounds on the residual signal in Proposition 7.2 can be found as in Kha-
jenejad and Yong (2019) [Theorem 3]:
55 ALt

i
shrt & Xq||ceZkAqu ||2+nw(HCerAqu ||2+nc£2k Byd )
k—2 79 29 I pq 59 49 1§ q q q
+Z l[nw”Ce21A A Bewl”2+n“”C621A A (Bev11+AelBevzz)H2

k=2 , —
+n(ICe, AL AT, Bzvl gl 11Cd 5 BEY , +AZBe,v2,k>nz

+ HCerBe v2k+T 2k”2) (730)
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where #; is a vertex of the following hypercube:

8,1 <i<n
2 & x e RODED x(@) < {puon+1<i <nk+1) b
N,nk+1)+1<i<m+Dk+1)

ie.,
{=8.8)1<i=<n,

@) e Y {—nw, nwh,n+1<i <nk+1), and
{=nu,mlnk+DH+1<i<m+Dk+1)

Ap 2 BLAy, Vor 2 VigM i1 Crx 4 VasMaiCox Ay, Aex 2 (I — LiCop) Ay,
Bowi 2 (I — LiCop)Pr, Bewy i 2 —(I — LyCa)®rG1 My 1 Tii,
Bowyi 2 —((I — LiCop)GaxMay + L) Tay.
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