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Abstract In this work there is considered the method of producing the sequences of
pseudorandom numbers basing on solutions of congruences of two variables modulo
the power of prime number. The estimates of discrepant function of constructed
sequences of pseudorandom numbers have been obtained.
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1 Introduction

Following the revelation of public-key cryptography that arose at the last quarter
of twentieth century, in 1985 Nil Koblitz and Victor Miller have found that the
elements over the group of points from elliptic curve over finite field are able to
store the secrete information due to of complexity on addition operation. And it
would serve as motive to study the cryptography on elliptic curves. The sequences
of pseudorandom number at every time was being intrinsic part of cryptography,
and therefore for the last 20 years the theory of elliptic curves has application in
problem of generating of sequences of pseudorandom numbers. The useful survey
in this direction belongs to Shparlinskii [4].

In our paper we consider the algorithm of producing the sequences of pseudoran-
dom numbers from algebraic curves over the ring Z ,» of residue classes of prime
power modulus. The according elements of such sequences accept the polynomial
representation over Z ,~. We demonstrate this concept to construct the sequences of
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pseudorandom numbers of algebraic curves
v*=x4+ax+b (mod p™)

and
ax*+y*=1 (mod p™).

The constructed sequences have the fixed period 7 = p”~! that can be grown as
for the growth of prime number p or factor m.

Notations. The letter p denotes a prime number, p > 3. For n € IN the nota-
tions Z ,n (accordingly, Z,,) denote the complete (accordingly, reduced) system of
residues modulo p™. We write (a, b) for notation a great common divisor of a and
b.ForzeZ, (z,p) =1 let z or z7' be the multiplicative inverse of a modulo
p". We write v, (A) if pr WA, prrM*1 L A Landau symbol "O" is equivalent to
Vinogradov symbol "<«". The notation f(x) < g(x) means that for x — oo the
inequality | f(x)| < C - g(x) holds with arbitrary constant C. Through [x] we will
denote the integral part of real number x.

2 Auxiliary Results

Let E(IF ) be an elliptic curve defined over I', given by an affine Weierstraf equation
of the form

Y24+ @X+a)Y =X +aX? + asX + as,
where ay, as, a3, a4, ag € I, such that the partial derivations % and % for the
function
FX,Y)=Y*+@X +a3)Y — X} —a,X*> —a4X — as

do not become zero simultaneously at the points of the curve (x, y) € E(Fp) over
the algebraic closure I, of I,
For the case p > 3 the previous equation can be deduce to form

Y2=X3+ax+b (1)
for some a, b € I, with 4a* + 27b* # 0.
We recall that the set of points of curve E(IF,) together with point at infinity

O, relatively to a special operation @, forms the abelian group E, of order N'(E )
which satisfies inequality

IN(E,) — p—1| <2p2.
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For a point Q € E(IF,) we use x(Q), y(Q) to denote its coordinates, that is,
(x(Q), y(Q)).

For m > 1 we denote E,(m) as the set of solutions (x, y) satisfying to the con-
gruence
y*=x4+ax+b (mod p™) 2)

The set £, (m) we will call the elliptic curve over the ring Z ,» and N(E p(m)) be a
number of solutions of (2) with condition (y, p) = 1.

Lemma 1 Let (xg, yo) be a solution of (2) with (yo, p) = 1 and m = 1. Then for
any integert the congruence

yA(1) = (xo + pt)* +alxo + pt) +b  (mod p™) 3)

has just two incongruent solutions modulo p™ for every positive m.

The assertion of this lemma follows from the fact that any solution (xo, yo) of
congruence (3) withm = 1 we can grow to the solutions y; (¥) = y(t),y2(t) = —y(?).
Denote by y;(¢), i = 1, 2 the solution of congruence (3).

Lemma 2 Let p > 2 be a prime, m > 3 be an integer, s = [%m] There exist the
polynomial ¢(t) € Z,n[t] of degree s
(1) = po(x0) + PMG1(x0)T + -+ + phps(x0) - 1,

where (¢;(x0), p) =1,i =0,1,...,s, and A1, Ly, ..., As € N, moreover

such that
yi(t) =y (0)p(t) (mod p™), i =1,2,

and the points (xo + pt, y;(t)), i = 1, 2, belong to the elliptic curves (2).

Proof Let (xg, yo) is the solution of (2) form = 1, (yo, p) = 1. Forevery#,0 <t <
p"~! — 1, we denote y; (¢), 12 (¢) as two different solutions of the congruence

Y1) = (xo + p1)° +alxo+ pr) + b (mod p™).
Denote by x, the multiplicative inverse of xg +axg + b, i.e.
x,(xg +axg+b)=1 (mod p™).

Such solution exists since (yg, p) = 1.
Hence, we find that (3) is equivalent to
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Y2 (1) = (xg + axo + b)(1 + (3ptx§ +3p%%x0 + p3t3)x6).

Let U%(w) = (1 + Bwx} + 3w’xy + @®)x)).
Expanding the function U (w) to series in powers of @

U(w) = Z X, (x0, x() @'

i=0

and its logarithmic derivation

dlogU(®) _ U'(®) 32 iX;(x0, xp)o! !

do U Y55 Xi(xo, xp)of

gives the following recursion formulas for j = 2,3, ...:

2j +1
2(j + 1)

3G -2)
j+1

X1 = (3x3x) + axo)X;

!
XoxgX ;1

2j—7

7
— =L X,
2+ 1) 0%

Xo =1,
_ 1 2./
X = §(3x0x0+ax0),

1 1
X, = §3x0x6 - g(ngx() + ax))®.

“4)

Let show that the formal p-adic series for U (pt) converges in p-adic metric and

modulo p™ the congruence

where

U(pt) = (1)

(mod pﬂl ) ,

@) = ¢o(x0) + pM1 1 (x0)t + -+ + pH P (x0) - 1°, ®)

and @;(xo) € Z,A; € Nand A; > m for j > s. holds.
In our reasoning we will use p-adic analysis by schema of Postnikova [3].
Let us introduce the variables Y;, Z;, j = 1,2, ..., s defined by the conditions
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_ _ _ 1 2.7 ’
Y1=0, Y,=1, 3= 5(3x0x0 + ax),
Z,=0, Z,=0, Z3=1

and for j > 4Y;, Z; be determined by recursion formulas of type (4).
Let us consider determinants

X2 X;1 X,
Aj: Yj,2 Yj,1 Y; . j:3,4,...,s.
Zj2Zj1 Z;

In particular, we have modulo p™
_ 1 l l
Az = 5(3x0x0 + ax).

From this moment on, we suppose that —3a is the non-quadratic residue modulo
p. Therefore, we have

(xg, p) =1, (3x§ +a,p)=1.
(since otherwise the congruence x>
But then v,(A43) = 0.
Also for j > 4 we easily obtain

= —3a (mod p) has the solution).

2j—9
j=—]2—jx6Aj71
. 2j=-9@2j—-11)---3-1-(—1
gy I =90 1D D,
2 G- 14

2 -9-6
_ ()i 2SO0
=R TG

Letv,(X;p/) = 4, v,(Y;p!) = uj, v,(Z;p’) = 1;.

Now let take out a common factor p™n *j-1-%:4-2) from the first row of determi-
nant A;. From the second and third rows let do the same with p™" (“i-1:4j:1i-2) and
p™min (=177 respectively.

It easy prove that

Now, taking into account the relation between A; and A3 we easily find
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min (A;, Aj_1,Aj2) <3j =3 —=2(j _2)%

Sl £ E[5)

k=1 k=1

Also take into account that [2x] < 2[x] 4 1 for x > 0, and the quantity of nonzero
summand in sum ) .7, [2-2;9] be at most # < %

Then we have

. : 4 -1
mln(Aj,Aj,l,)\j,Z) <j+1+ ﬁ
Bringing up the definition for ¢(¢) (5) we at once obtain the proof of Lemma 2. [

Corollary 1 In the conditions of Lemma 2 we obtain p-adic description of the solu-
tions of the congruence

yv*=x4+ax+b (mod p™)
in the form
x=x0+pt, yi(®) =y O+ Arpt + App*® + A;p»t* +---) ( (mod p™)),

where

)\.1=1, )\.2=2, 1323, j=3,4,...;
Ag=1, Ay =27"Bxdx) +axy), Ay =327 xox) — 273 Bxdx} + ax()’;

(Ai,pp=1,i=123,....

(here 27! be the multiplicative inverse for 2 modulo p™).

Corollary 2 For the fixed xo, yo € E, and y;(0), i = 1,2 we have
yi(h) = yi() (mod p™)

if and only if t; = t» (mod p™~'). And hence, the sequences y;(t), t =0,1, ...,
p"~1 — 1 have the least period t = p"~" (here i =1 or 2, y2(t) = —y1(t)). Thus
we obtain the family of different sequences {y(t)}, which define by selection of initial
point (xo, Yo) on the curve E, and by selection of index i € {1, 2}.

Bellow we will show that the sequence of real numbers {y;—fn)}, t=0,1,...,
p"~1 — 1 be the sequence of real numbers from [0, 1) that may be considered as
the sequence of pseudorandom numbers passes the serial test on pseudorandomness.

Note that the same point (xo, 3o) of elliptic curve E, generate two sequences
y; (t) defined by Lemma 2, the selection of which defines by the values of y;(0) as
the solution of congruence
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v =x>+ax+b (mod p™).
If0 <y < % then y; (f) denotes by y;(¢), otherwise we have y, ().
Over constructed set of sequences {y(f)} we can define operation “*” by the

following way:
y'@) xy'(t) =y" @),

where y"(¢) defines by sum of two points (x, ) and (xg, y;) of elliptic curve E,,
(X0, Yo) ® (xg, Yp)

and by Lemma 2, where 0 < 3" (0) < § if 3/(0) and »”(0) simultaneously belong

to [0, £] or [£, p]. Otherwise, 3 (0) is selected from interval £, p].

Similarly, we can construct the sequence {y(¢)} same to the sequence from Lemma
2 produced by the congruence

y = f(x) (mod p™),

where f(x) be the polynomial with integer coefficients of degree > 3.
In particular, let see the congruence

ax* 4+ =1 (mod p™). (6)

We will assume that p be the prime number of form 6k — 1.
Define by y(¢) the solution of congruence

v’ =1-alx+pn’ (mod p™). (7
where (xg, yo) be the anyone solution of congruence
> =1—ax’ (mod p).

with 1 —ax3 # 0 (mod p). Every of such x( uniquely define the respective yo. So,
the solution y(#) of congruence (7) defines uniquely.

Lemma3 Lets = [z—:;m] There exists the polynomial of degree s

@(t) = Po(xo) + pH' @1 (xo)t + - -+ + p Dy (xo)t*,

where (®;(x0), p) =1,i=0,1,...,8; Ay, ..., A are the natural numbers satisfy
the inequalities %.; > jg—j, such that

y(t) = y(0)p() (mod p™).
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The proof of this lemma passes simultaneously to proof of Lemma 2 and the respec-
tive coefficients @ (x¢) define by recurrent relation

-1, j=5 j-3
D= ————axix\® + ——axox,®;_| + ——ax,®,;_,,
Jj+1 J+1 0*0*J J+1 0A0¥ j—1 j+10.12
moreover,
by=1, &, = —axgx(’), @) = —axpx —azxgx(/)z.

Here, x|, is the multiplicative inverse modulo p™ for 1 — axg.

3 Discrepancy

Let {x,} be the sequence of points from [0, 1). As characteristic property of equidis-
tribution of such sequences the following discrepant function Dy is used

] An(4)
DN(XO,XZ,...,XN_l):DN = Ssup _|A| )
AC[0,1)
where Ay (A) is the number of points among xg, X7, ..., xy— falling into A, and

| A| denotes the length of A.

In the same way there is defined the discrepancy for the sequence of s-dimensional
points X,, C [0, 1)*.

From definition of equidistribution of sequences of s-dimensional points we can
conclude that for Dl(\f) — 0 with N — oo we can obtain better uniformly distributed
sequences {X lgs)}.

Every sequence {x,}, x, € [0, 1) defines the sequence of s-dimensional points
X9 where X = (X, X1y - -+ s Xnps—1)-

It is clear that for every equidistributed sequence {x,}, which elements are statis-
tically independent (unpredictable) for every integer s € IN, the according sequence
{X,(f)} = {Xn, Xu+1, - - - » Xuts—1} be the equidistributed sequence.

We say that the sequence {x,}, x, € [0, 1) passes s-dimensional test on pseu-
dorandomness if every sequence {X ,5")}, s =1,2,...,s be the equidistributed on
s-dimensional unit interval [0, 1)°.

To estimate the s-dimensional discrepant function of sequence {X*} the follow-
ing lemmas is used.

For integers s > 1 and g > 2, let C;(g) be the set of all nonzero lattice points
h=(h,...,hy) € Z° with =% < h; <% for1 < j <s.Define forh € C(q)
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Lo ! if h=0,
r( ’q)_{qsin(r{%) if h 0,
(3

s

rth,q) = [1rh;, q)

Jj=1

Lemma4 Let N > 1 and q > 2 be integers. Suppose that ¥y, Y1, - - ., yN—1 € Zf].
Then the discrepancy of the points ty = yq—" el0, ), k=0,1,..., N — 1, satisfies

N—1
s 1 1

Dy(to, ty, ..., tnop) < — + — § E e(h-ty) &)
7 Ny oo ™o S

(Proof of this lemma see in [1],[2]).

From the last statement it follows the classical statement of Turan-Erdos-Koksma
inequality.

Lemma$s Let T > N > 1 and q > 2 be integers, yx € {0, 1,...,qg — 1} fork =
O,l,...,N—l;tk=%"€[0, 1)*. Then

s 1 1
Dy(to, t1, ..., tno1) < — + — I
’ a N h; Z; o T, q@)r(ho, T)
5(q) hoe(_?’f]
T (10)

kh
St ti+ —2)
T
k=0

X

This assertion follows from Lemma 4 and from an estimate of incomplete exponential
sum through complete exponential sum.

Lemma 6 (Niederreiter, [1]). Let g > 2, T > 1 be integers. Then

1/2 7\*
Yo rthg) < —(Zlogg+ <
v\ 5

heC;(q)
h=0( (mod )v)

for any divisor v of g with 1 < v < g, and

Z : <210T+7 (11)
ro.T) — 7 2075

hoe(=3.5]

Lemma 7 The discrepancy of N arbitrary points ty, ty, ..., tx_1 € [0, 1)? satisfies
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Dy (ty, t tN-1) > 1 jf(ht) .
n(to, t1, ... 1) = 2(r +2)|h1hy|N k=oe '

for any lattice pointh = (hy, hy) € Z* with h1hy # 0.

(It is the special version of Niederreiter result in [1]).

From these lemmas we can to see that the character of equidistribution of sequence
{xn}, x, € [0, 1) completely defines by estimate of exponential sum

N
Sy = Zez’”’“‘", heNN.

n=1
In Sect.2 we constructed two sequences {x,}, x, = ‘;’(’) that were being produced
by the algebraic curves over the ring Z ,» defined by the congruences (2) and (6).
From Lemmas 2 and 3 it is clear to see that y(¢) are defining by special polynomials
from the ring Z ,~[t]. These polynomials have the form

y(t) = Ag + A pt + Ay p*t* + Asphed + ..
moreover, A; > 3, (A;, p) = 1for j > 3.
The according sums Sy can be estimated by use of the generalized Gauss sums

and the last can be estimated using the following lemma.

Lemma 8 (see, [5], Lemma 3). Let p > 2 be a prime number, m > 2 be a positive
integer, my = [%] f(x), gx), h(x) be polynomials over Z.

f)=Aix + Apx® + -+,
g(x) = Bix + Byx* + - - -,
h(x) = Cox + Copx™ 4+ £ > 1,

vp(Aj) = Aj, vp(Bj)=puj, vp(Cj)=vy,
and, moreover,

k=X <A<+, O=pi<pr<pz<---,
Vp(C) =0, v,(C)) >0, j=>E+1.

Then the following bounds occur
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2" if vp(A) 2 k,
XZj en(f ()] = {0 oA = ke

3 en(f) +g)| < 1" pt

xEZ’;m

1i =
> entnion| = {1 Ty
XL, ’

where I (p™ ™) is a number of solutions of the congruence

1

y-ff=gw -y (mod p" ™), y €Ll

This lemma is the estimation of complete generalized Gauss sum. The incomplete
generalized Gauss sum

N
- f(0)
§ :eZmF—m’ 1§N§pm

t=1

we can estimate by using the inequality

N pm
3 B e I B
- m __
pn = max (k, p
i LOFkE m
— ln,]:ax § i T log pm << pz log pm.
<k<pm

Now we can obtain the estimate of discrepancy for sequences generated in Lem-
mas 2 and 3.
Indeed, the function y(¢) for the sequence generated by elliptic curve (2) as the

function y(¢) for the sequence generated by (6) both satisfy for all conditions of

Lemma 8 and so the sum Zt' 1 62’” a can be estimated as O(p“> > log p™). And

now using Lemmas 4 and 5 we obtain the estimate of discrepancy for the sequence
{x;}, where x, = %, t=1,2,...,N,N < p""1

m+1

3p

log N
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This proves the equidistribution of the sequence {x;}. Moreover, i y(t) + hyy(t +
1) + -+ hyy(t +s — 1) be the polynomial which for the nontrivial set of coeffi-
cients hy, ..., hy generates the polynomial Y (¢) that satisfies to condition of Lemma
8 and so the discrepancy of s-dimensional sequence {X "} has an estimate

N meH
=+
NN

(3log N)*.

Therefore, the sequences produced by congruences (2) and (6) pass serial test for
s<p-—2.

To obtain the lower bounds for discrepancy of sequences generated from elliptic
curve we apply Lemma 7.

From Corollary 1 we can write

y(6) = y(O) (1 + Ay pt + Ay p°t* 4+ Asp™1® 4 --+) (modp™)
Therefore, we have

y(t + k) =yO)(1 + A p +24,p% +3A3p" + - )t
+ (Apf® +3A3p" 4 - )P
+ (Asp™ +2pM Ay + )0 4

And hence,

hy(t) + hoy(t + 1) =free term + (A hy + A1hy + 2A2h, p) pt
+ (Ashy + Ashy + 3A3hyp) p*t?
+ PRy ()

where ¥ (¢) is a polynomial with coefficients from Z .

By form of coefficients for A; and A; it is clear that we can find x( such that the
coefficient at ¢ in the last equality is divided at least by p? but the coefficient at 72
exactly divided by p?. Let define this conditions as (*).

Now Lemma 8 gives

o

Z eZﬂiwi’ff’w” _ {p > if conditions (*) hold,
1o

otherwise.
t=0

Theorem 1 Let {x,} be the sequence of PRN’s produced by elliptic curve y* =
x> +ax +b (mod p™). There exists the point (xo, yo), yo # 0, 00 on the curve
y> =x3 4+ ax +b (mod p) such that the sequence of two-dimensional points {X,},
X, = (x;, X141) has discrepancy D®, v = p™~! for which the following inequalities
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1 _m-l
2

i+ 2on? <D® <3p~"7 log’ p",

hold, where h* = min (hy, hy), (hy, hy) is a point from (Z;‘,m,l)2 with conditions (*).

This theorem together with Lemma 8 shows that the obtained upper bound is, in
general, the best possible up to the logarithmic factor for any inversive congruential
sequence {(x;, x;+1)}, t > 0 (defined by the congruence (2)).

Hence, on the average, the discrepancy D!* has an order of magnitude between
p’(%’”) and p’(%’”) log? p™. In the certain sense, inversive congruential pseu-
dorandom numbers model the random numbers very closely.

4 Conclusion

In conclusion let introduce the step by step algorithm of constructing the sequences
of PRN’s with a period T = p™~!, associated with elliptic curve over finite ring Z
p > 3 be aprime, m > 3 € IN, that can be described by the following way.

First of all for (xo, y0) € E,, (Y0, p) = 1, i.e. for the point of elliptic curve yr =
x> +ax +b (mod p) over Z » With non-quadratic residue —3a we construct the
points (x(¢),y(t)), 0 <t < pm_' — 1 which belongs to elliptic curve over Zm.
Then

(1) we select (xg, yo), where yo # 0 and yy # 00;
(2) calculate x (1) = xo + pt (mod p™);
(3) calculate y;(0), i = 1, 2 as the solutions of congruence

Y = xS +axog+b (mod p™);

(4) we will use the Taylor series for the function of w at the point w = 0 in form

\/1—|—(3a)x§+3a)2xo+a)3)x6=X0+X1a)+X2a)2+-~ . (13)

(here x;, is the multiplicative inverse modulo p™ for x; + ax3 + b).
(5) In (13) we put @ = pt and then modulo p™ we construct the following polyno-
mial:

e(t) =14 Xipt + Xop*t* + -+ X, p°t°
= Oy (xg) + p*' D1 (x0)t + -+ - + pP Dy (xp)t*  (mod p™),
where @;(x0) € Z, (®;(x0), p) = 1, A; e N, &; > jE2, j=1,2,...,5.

1
(6) This polynomials and the solutions y;(0),i =0, 1 Wep use to construct the fol-

lowing representations modulo p™:
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Yi (1) = i (0)(Po(x0) + P1(x0) p* + - - - + D (x0) ph1¥)
=i (0)(1 + Aypt + Aap’t® + Asphe® 4 oo 4 A pht?)

for each i = 1, 2, which produce two sequences of PRN’s

i (1
{y—(m)} t=0,1,...
p

with the period T = p™~1.

Using the results obtained in previous sections we can say that the constructed
sequence of PRN’s, associated with elliptic curve y*> = x* + ax + b (mod p™),
passes the serial test on pseudorandomness, and therefore may be used in cryp-
tographic applications.
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