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Abstract The substitution boxes are an open challenge due to not meeting the
theoretical criteria of a good S-box. Recently, the use of chaos in the design of
efficient S-boxes was proposed. In this article, after introducing a new quantum
system, we examine its effect on the formation of chaotic S-boxes. We compare the
proposed quantum chaotic map with previous results. Also, in the previous work,
the PSO algorithm was improved with the help of the classical map and then used in
the optimization of chaotic S-boxes. We are using and improving the performance
of PSO in generating the S-box, by the introduced quantum chaotic map. Then, by
changing the type of optimization, we examine its effects. For the first time, the
harmony search algorithm is improved by the said quantum map, and then we use it
to optimize the produced chaotic S-box. By examining the performance of generated
S-boxes by common attacks such as nonlinearity, BIC, SAC, LP, and DP. The results
for the improved harmony search algorithm is better.

Keywords Quantum dynamical map - Substitution box (S-box) - Harmony search
algorithm - Particle swarm optimization (PSO) - Nonlinearity

1 Introduction

Many researchers in recent decades, to achieve higher security, have combined the
two fields of chaos and cryptography under the heading of chaotic-based cryptog-
raphy [1-4]. Due to their many applications, quantum dots are one of the favorite
topics of researchers. So far, quantum dots have been used in solar cells [5], diodes
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[6], medical imaging [7], and quantum computing [8]. When quantum dots are paired
with other quantum dots or external fields, They have a long periodicity, making them
suitable for use in cryptography. The National Institute of Standards and Technology
(NIST) proposed the Data Encryption Standard (DES) for the encryption and decryp-
tion process in 1977 [9], which was replaced by the AES symmetric-key algorithm in
2001 [10]. S-box, which performs confusion, has been widely employed in traditional
cryptographic standards such as DES and AES. Making efficient boxes is a major
issue for security experts. Recently, some S-box algorithms based on the chaotic map
have been proposed [11-14]. Then optimization algorithms are used to improve the
performance of chaotic S-boxes [11, 15, 16]. All optimizers require a fitness func-
tion, which [11] shown to use nonlinearity fitness for better results. In this reference,
classical maps are proposed to improve the performance of the PSO algorithm. Con-
sidering the theoretical criteria of a good S-box, there is a need to form new S-boxes.

In this work, a quantum map is replaced by a classical map. Also, the harmony
search algorithm is replaced with the PSO algorithm to investigate the effect of the
type of optimization.

The paper continues as follows: In Sect. 2, preliminary is proposed that includes
the introduction of quantum dots and the study of their behavior. In Sect. 3, S-box cri-
teria are presented. Sections 4 includes the algorithm for creating improved PSO and
optimized S-box. Improved HS and optimized S-box is offered in Sect.5. Section 6
provides an analysis of the performance of the S-boxes. Finally, a conclusion is
proposed.

2 Preliminary

We introduce a generalized Dicke model presenting a new quantum chaotic map. It
also investigates the chaos of this created system.

2.1 The Maps of Generalized Dicke Model

The dynamical system governed by a generalized Dicke Hamiltonian form is con-
structed as follows:

H=d"a+wsl. + %(aT YayJ_+ 1)+ %vu_, 1)
2,6(t —nT). (1)

In fact, we consider delta function added to Dicke Hamiltonian. where, a and a'
are respectively bosonic annihilation and creation operators. The parameter i 4
denotes the energy separation of N two-level atoms [17]. We assume that i = 1, w4 =
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wa/@f > 0, and @y is the field of frequency. y = y /@  is the coupling parameter.
Furthermore, J, and J,. are the atomic relative population operator and the atomic
transition operator, respectively [18]. In [12], we introduced a chaotic mapping based
on this Hamiltonian.

< J+(n+1) >=u (< J+(n) > —< J—(n)J+(n) >) . (2)

According to previous studies for quantum systems [19], here in the same way
map with quantum corrections for a system of coupled quantum dots is extracted.
To appear the effect of the quantum correlations using Jy =< Jy > +8J; and
J_ =< J_ > +46J_, wehave:

< J+(,,+1) > =7r (< J+(n) > =< J_(n) >< J+(,1) >)
—r <é8J_6Jy >. 3)

Taking time derivation of (§J,8J_) implies
d . .
E((SLF(SL) =38J.86J_+68J.8J_. 4)

Next, by applying < 6J.(nT)6J_(nT) >=y, , < 8J48Jy >=z, , < J1(nT) >=x,,
we obtain (see Appendix 1):

Xn+1 = r(xn - X,%) —TIYn
Yn+1 =—yn+ re_ﬁ((l — Xy + e — xnezﬁ)yn — ZnXn — ezﬂznxn) . @)
Zn-H = _Znezﬁ + reﬁ(zzn - 2ann — XnYn — ynxn)

Equation (5) gives the lowest-order quantum corrections. For convenience, we con-
sider that 8 = iw4 T [20]. The sensitivity of the map to its initial values are shown
in Fig. 1. We plotted Fig. 1 for constant parameter r =9, b = 0.5, yp = 0.435 and
zo = 0.777 as well as variable initial condition xy = 0.423 and xo = 0.424. Lya-
punov exponent curve are seen in Fig. 2.

3 S-Box Criteria

Ann % m S-box is a nonlinear mapping S : V, — V,,, where V,, and V,, represent the
vector spaces of n, m elements from G F (2). Important tests to check the performance
of S-box are nonlinearity (NL), strict avalanche criterion (SAC), bit independence
criterion (BIC), linear approximation probability (LP), and differential approxima-
tion probability (DP).
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Fig. 1 a The sensitivity of the chaotic map to initial values the maps of generalized Dicke model
for xo = 0.423 and x¢ = 0.424 where the control parameter r =9, b = 0.5, yop = 0.435 and z9 =
0.777. b The variation of the Lyapunov exponent the maps of generalized Dicke model in term of
parameters r
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Fig. 2 The variation of the cost function (sphere) for a PSO algorithm with unifrnd and rand
functions b improved PSO algorithm with quantum maps ¢ improved PSO algorithm with quantum
maps and hierarchy of rational-order chaotic maps
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3.1 Nonlinearity

The nonlinearity value is calculated from the following equation:

Z (_ 1)f(x)+a-x

xeB"

N=2"1_ lmax
2 aeB”

where B = {0, 1}, f : B" — B,a € B" and a - x is the dot product between a and x
(see [21] for example). Since the affine functions are weak in terms of cryptography,
the similarity of the Boolean function variable of S-box is measured with the affine
variable.

3.2 Strict Avalanche Criterion (SAC)

Webster and Tavares introduced SAC. If one bit in the input of Boolean function
changed, half of the output bits should be changed [22]. The value of SAC = 0.5 is
necessary for passing this test.

3.3 Bit Independence Criterion (BIC)

BIC, which calculate the independence of the avalanche vectors sets, is a desirable
feature for any encryption transformation for S-box analysis (Webster and Tavares
defined this test in [22]). If one changes the inverse of input single bits, these sets
are created [23].

3.4 Linear Approximation Probability (LP)

LP [24] is:
LP = max flalxa = f0) - 0} —

0.5
a,b#0 n

where a, b are the input and output masks, and the set x contains all the possible
inputs, and 2" is the number of its elements. The maximum value of imbalance in the
event between input and output bits is called LP. Low LP is necessary for resistance
against linear attacks.
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3.5 Differential Approximation Probability (DP)

I)I[ fn%?( y( X € 3 x@f( X) }/ )

where X shows the set of all possible input values, and 2" is the number of its
elements. DP which calculate XOR the distribution between input and output bits of
S-Box is introduced by Biham and Shamir [25]. The closer distribution between the
input and output bits is necessary for resistance against differential attacks.

4 Improved PSO and Optimized S-Box

In PSO, the swarm consists of particles, each one representing a potential solution
in the optimization problem. These particles have position and velocity. The PSO
algorithm uses the unified function for the initial population and the rand function
to update the speed and position. In this paper, we use a quantum map for the initial
population. Instead of the rand function, once we use the quantum map and for the
second time, the classical hierarchy of rational-order chaotic maps (the best result
of [11]) (see Fig. 1). As can be seen, the best results are obtained for improved PSO
with quantum maps and the hierarchy of rational-order chaotic maps (see Fig.2).
Now we use this optimization algorithm to get the best S-box based on the highest
nonlinear value (see Appendix 2). The best S-box is seen in Table2 (Table 1). The
highest obtained nonlinearity value is 106.

S Improved HS and Optimized S-Box

Zong Woo Geem et al. in 2001 developed Harmony search which is a music-based
metaheuristic algorithm [26]. It used to solve many optimization problems such as
function optimization, engineering optimization [27], water distribution networks
[28]. To enhance the global convergence and to prevent to stick on a local solution,
different HS methods based on chaotic maps have been proposed [29]. The improved
HS (see Fig.3) steps and its application for optimizing the designed chaotic S-box
are discussed. The steps of the algorithm are as follows:

Step1  Enter improved HS parameters (number of decision variables, decision
variables matrix size, Maximum number of iterations, Harmony Memory
size, number of new Harmonies, Harmony Memory consideration rate,
Pitch Adjustment rate, Fret width(Band width), Fret width Damp ratio)
and r = 5.5, 8 = 0.5 for (5).
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Table 1 New S-box for the map of (5)
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Table 2 New optimized S-box for the map of (5) with improved PSO algorithm
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Fig. 3 The variation of the cost function (sphere) for a HS algorithm with unifrnd b improved HS
algorithm with quantum maps

Step2  Initialize Harmony Memory using liana function(liana function produce
random number between 100 and 120 by using (5)).
Step3  Creation of S-box based on quantum map (5):

Enter r = 5.5, B = 0.5 for (5) (consider Fig. 1).
Pass the transition state by repeating the map (5).
We create empty 16 * 16 box.

Repeat the map (5) and select x(f).

The S-box numbers are obtained:

NS

S(@i) = x(f) * 10°mod 256

6. The process continues from 4 and select different S(i).

Step4  Calculation of nonlinearity for all Harmony Memory positions.

Step5  Sort Harmony Memory from MAX to MIN.

Step 6  Update Best solution ever found.

Step7  Create new Harmony position using liana function.

Step 8  Pitch Adjustment using nafis function(nafis function produce random
number between —1 and 1 by using (5)).

Step9  If Nonlinearity(new position) > best solution save S-box.

Step 10 Merge Harmony memory and new Harmonies.

Step 11  Sort Harmony Memory from MAX to MIN.

Step 12 Update Best solution ever found.

Step 13  Save Best Nonlinearity.

Step 14  If iteration finished, print Best Nonlinearity.

Optimized S-box creation algorithm using improved HS algorithm with quantum
maps is presented in Fig.4. The created S-box are seen in Table 3. Figure 5 shows
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Fig. 4 Optimized S-box creation algorithm using improved HS algorithm with quantum maps

best nonlinearity of optimized S-box with nonlinearity fitness function for improved
PSO algorithm with quantum maps and hierarchy of rational-order chaotic maps and
improved HS algorithm with quantum maps.

6 Security Analysis

The security of any encryption is measured by its key(the keyspace size more than
2190130, 31]). We prob the keyspace of a quantum map to create the S-box. The
order of complexity for decoding is:

T(r, B, x0, y0,20) =0 X B X X9 X Yo X Z0)

If the computer’s analysis power is 10'® decimal, the accuracy for each variable is
107!, The number of these parameters for the quantum map in (5), is 5. So the
keyspace for each is 10%°(2%6%). These spaces could resist all types of brute-force
attacks.

Table 4 represent nonlinearity, SAC, BIC, LP and DP results for new S-boxes and
compares with the other results.
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Table 3 New optimized S-box for the map of (5) with improved HS algorithm
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Fig. 5 Best nonlinearity of optimized S-box for a improved PSO algorithm with quantum maps
and hierarchy of rational-order chaotic maps b improved HS algorithm with quantum maps

7 Conclusion

We are using the introduced quantum map based on quantum dots to generate chaotic
S-boxes. The proposed map results, improving in performance of introduced PSO and
HS optimization algorithms. In comparing the with classic ones, it is effectively acting
on generation the S-box. The obtained results show the importance of optimization
algorithms in generating the S-box. The Harmony search algorithm for the known
sphere function has a weaker answer than the PSO algorithm. In optimizing chaotic S-
boxes, the use of Harmony search algorithms produces better results. The introduced
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Table 4 Nonlinearity, SAC, BIC, LP, and DP results for new S-boxes and compare with the other
results

Nonlinearity | SAC BIC- BIC- LP DP
nonlinearity | SAC

New S-box 105.5 0.512939 | 103.714 0.140625 | 10
New optimized | 106 0.499512 | 103.5 0.500837 | 0.132813 | 10
S-box with PSO
New optimized | 106.5 0.501465 | 104.071 0.498047 | 0.132813 | 10
S-box with HS
[11] 106.5 0.503662 | 102.857 0.499512 | 0.140625 | 10
[12] 105.25 0.495605 | 104.571 0.504325 | 0.140625 | 12
[13] 104.2 0.4931 103.3 0.4988 | 0.1563 12
[14] 106 0.52881 100 - - 10
[10] 112 0.5048 112 - - 4

S-boxes can be used in all image encryption, steganography, watermarking, and
quantum digital signatures to increase security.

Appendix 1

In this appendix we derive Eq. (5). By inserting expressions J, =< J; > +8§J; and
J_ =< J_ > +4J_ into force equation ([12]) we get

f(J+, Jf) = —< J+ > _8J+

+e Tl (< Jy > 48— < J_>< J. > —8J_8J4

— < J_>8Jy —8J_ < Jp >). (6)

By considering J, = 8J,, J_ = 8J_, and due to

§J_ =87, 7

we use [12] for obtaining:

d . .Y i
E(51+51_) = liwa(< Jy > +8J4) — zﬁaT(O)e 18J,

e
VN
F—<Jy> 8T+ r(<J > 480 —<J_><J, >
—8J_0J— < J_ >8]y —6J- < Jy >)] Z,8(t —nT)]8J-

ST —8J_8Jy) —i——a(0)e " (8J.8J_ — 8J_8J,)



224 N. Hematpour et al.
. .Y —it
+ 8, (—iwp(< J_ > +8J) +i——a(0)e "[8J_8J
o IN .

I 8T+ i——at(0)e (8T 8T, — 8T 8T 1+ [— < J_ >

VN
—8J_ el (< > 48] — < Jp><J_ >8],
8J_— < Jy>38J_ =80y < J_>)] 2,8t —nT)]. (8)

By integrating Eq. (8), from nT to (n 4+ 1)T, and take the expectation value, by
taking into account < §J_(nT) >=< 8§J,.(nT) >=0, <a'(0) >=<a(0) >=0
we obtain:

<81 (n+DT)sJ_((n+ 1DT) >= — < 8J.(nT)8J_(nT)

> 4re Ul < 51, (nT)8J_(nT) > —re "7 < J_ >

< 8J.(nT)8J_(nT) > —re Ty < 8J_(nT)8J_(nT) >

< Jy > 4re" T <81, (nT)8J_(nT) > —re'sT

< 8J.(nT)8J_(nT) >< Jp > —re'sT < §J,.(nT)

§J(nT) >< J_ > . 9

The calculation of < §J,.8J, > goes as follows:

d . .
G180 = 81,80 +81,8). (10)

We end up with:

d v
S ($J80) =i Ty > +8J) —i——a'(0)e''[8J
dt( +6J4) = liwa(< J4 > +8J3) lﬁa()e[ +

.Y —it
6J_ —8J_8J ] —i—=a0)e ""[6J:6J- —6J_6J4]
TN § *

t—<Jp> b8 +e (< Iy > 48T — < J_>< J, >
—8J 8Jy— < J_ >8]y —8J_ < Jp >)] x T,8(t —nT)]

Y
VN
a(0)e "[8J, 80 —8J 8T )+ [— < Jy >

8Ty + 8T liwa(< Jy > +8Jy) —i—=a' (0)e'[8J.8J_

na
VN

—8Jy+e (< > 48— < J_>< Jp > —8J_8J,

—8J 8T i

—<J_>68Jy —6J- < Jy >)]E,6( —nT)]. an

By integrating form Eq. (11), from nT to (n+ 1)T, and by assuming
<8J_(nT) >=<8J,.(nT) >=0, < a’(0) >=< a(0) >= 0 we obtain:
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<8J ((n+DT)8J((n+ DT) > e 2ieat+DT _ 51 (nT)
§J.(nT) > e 2ioanT — p=2i0anT (_ 57 (nT)8J(nT) >
+e T (< 8J,(nT)8J,.(nT) > — < J_(nT) >
<8J,(nT)oJ,(nT) > — < J,(nT) >< 8J_(nT)38J,.(nT) >))
+ eHoanT (_ < 8], (nT)8J,(nT) > +e 4 Tp(
<8J.(nT)oJ,(nT) > — < J_(nT) >< 6J.(nT)8J+(nT) >
—8J.(nT)8J_(nT) >< J(nT) >)). (12)

Appendix 2

This appendix describes the improved PSO steps and its application for optimizing
the designed chaotic S-box. The steps of the algorithm are as follows:

Step 1 Enter improved PSO parameters (number of decision variables, size of deci-
sion variables matrix, Maximum number of iterations, population size, iner-
tia weight, inertia weight damping ratio, personal learning coefficient, global
learning coefficient) and a; = 2.61, a, = 3.168 for the Hierarchy of rational
order chaotic maps [11].

Step 2 Initial population production using chaotic map (5).

Step 3 Creation of S-box based on quantum map (5):

. Enterr = 5.5, 8 = 0.5 for (5) (consider Fig. 1).

. Pass the transition state by repeating the map (5).
. We create empty 16 % 16 box.

. Repeat the map (5) and select x(f).

. The S-box numbers are obtained:

DN AW =

S(@i) = x(f) * 10°’mod 256

6. The process continues from 4 and select different S(i).

Step 4 Calculate nonlinearity of all primary particles and search personal and global
best for this population.

Step 5 Update the speed and position (consider jth dimension at iteration t of each
particle i):

Vi@ + 1) =wV, ;@) + () 1)(BestX; ;(t) — X; (1))
+ (c2)(r2)(Global Best (t) — X; j (1)) (13)

Xij¢+D)=X; ;()+V; jt+1) (14)
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where V; ;(t) is a velocity of particle i at iteration t; X; ;(¢) it is a position
of i particle at iteration t; r1 and r2 are two random number between (0, 1)
provided by the Hierarchy of rational order chaotic maps [11]; BestX; ;(t)
is the local best particle i in all swarm and Global Best(t) is the leader of
the swarm or global best position of all population.

Step 6 Local and global search and save the best nonlinearity and related S-box.
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