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Abstract. Children play, communicate, create, learn, and socialize with net-
worked digital technologies. These activities generate data about what children do,
where they go, and with whom they interact, raising questions about children’s
privacy. To help children understand and navigate such questions, information
scholars and professionals advocate for privacy literacy efforts. Prior work builds
onNissenbaum’s contextual integrity framework to definewhat privacy literacy is.
In this paper, I link this prior workwith theories of practice-based learning to begin
explaining how educational efforts can help strengthen children’s privacy literacy.
Drawing on an example of a challenging incident described by an 11-year-old boy,
I propose a practice-based approach to privacy literacy. I contend that educational
efforts grounded in this approach will not only help children develop the skills
they need to navigate privacy concerns, but also help them internalize the value
of privacy.
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1 Introduction

Children play, communicate, create, learn, and socialize with networked digital tech-
nologies. These activities generate data about what children do, where they go, and with
whom they interact, raising questions about children’s privacy. To help children under-
stand and navigate such questions, information scholars and professionals advocate for
privacy literacy efforts [1–3]. In that vein, I have articulated privacy literacy as “the
practice of enacting appropriate information flows within sociotechnical systems” [4]. I
used the concepts of literacy as a social practice [5] and privacy as the appropriate flow
of information [6, 7] as a foundation for defining what privacy literacy is. In this paper, I
link that work with theories of practice-based learning [8] to begin explaining how edu-
cational efforts can help strengthen children’s privacy literacy. Drawing on an example
of a challenging incident described by an 11-year-old boy, I propose a practice-based
approach to privacy literacy. I contend that educational efforts grounded in this approach
will not only help children develop the skills they need to navigate privacy concerns, but
also help them internalize the value of privacy.
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2 Practice-Based Learning and Privacy Literacy

To develop literacy, one must learn. Learning involves acquiring knowledge, and effec-
tive education entails tapping into learners’ motivations and fostering their ability to
transfer knowledge to new situations [8]. Greeno et al. [8] describe three perspectives
of learning that influence education. The behavioral/empiricist view treats learning as
the transmission of information and skills that is reinforced through rewards and pun-
ishments. The cognitive/rationalist view considers learning as an intrinsically driven
process of understanding concepts and developing abilities, such as problem solving.
The situative/pragmatist-sociohistoric view regards knowledge as distributed across indi-
viduals, artifacts, and communities. Here, learning is a shared practice to which people
contribute and through which they build identity. When people develop strong practice-
linked identities, that is, when they have opportunities to connect closely with a practice,
take on integral roles within it, and express themselves through it, they are more likely to
actively engage with the practice [9]. One means of cultivating practice-linked identities
is to craft experiences relevant to learners’ everyday lives. For instance, designing and
conducting food-related experiments with children can foster their identities as scien-
tists and more actively engage them in science learning [10]. The situative/pragmatist-
sociohistoric view is the most difficult for educators to put into practice, so to speak.
But the upshot is learning experiences through which individuals connect knowledge to
their own lives to the extent that it influences how they define themselves—a powerful
educational outcome.

The purpose of privacy literacy efforts is to help children learn about privacy. Exist-
ing efforts embody the different perspectives of learning that Greeno et al. [8] artic-
ulate. What I have previously identified as the knowledge-based approach to privacy
literacy [4] focuses on increasing people’s awareness about institutional data man-
agement practices and teaching them to do things like change their privacy settings.
Here, privacy literacy means knowing a set of facts, and the motivation for learning
those facts is to gain the reward of protecting one’s privacy (or risk losing it). In this
way, the knowledge-based approach embodies a behaviorist/empiricist perspective of
education. In contrast, researchers and practitioners in library and information studies
have adopted a process-based approach to privacy literacy, which focuses on develop-
ing people’s understanding of the contexts and implications of disclosing information
online [3, 11]. Here, privacy literacymeans thinking critically about a particular situation
and making an informed choice. As such, the process-based approach aligns with the
cognitive/rationalist perspective of education.

By defining privacy literacy as a practice of enacting appropriate information flows,
I move privacy literacy toward the situative/pragmatist-sociohistoric perspective [4].
Practices are everyday routines embedded in particular contexts and often involving
groups of people [12]. Practices are not just cognitive, but also social and cultural.
When privacy is a practice, privacy is not a fact someone knows or a thought process
in which someone engages, but an action someone does, often without conscious effort.
Recognizing privacy as a practice aligns with broader shifts in privacy scholarship that
treat privacy as a social, rather than individual, matter [6, 7].

Approaching privacy as a practice also complements sociotechnical shifts in the study
of information literacy [12, 13]. Information literacy is not simply a set of discrete skills
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and competencies pertaining to seeking and using information, but a social and cultural
practice of meaning-making. The development of skills cannot be separated from the
context in which it occurs, the social interactions that foster it, and the technologies
that shape it. For instance, children gain privacy knowledge and skills from formal and
informal learning environments, including school lessons and interactions with parents,
siblings, relatives, and friends [2].

Indeed, while information literacy and online safety efforts often charge parents with
monitoring or controlling children’s online activities, parents are also a key source of sup-
port and guidance for children [14, 15]. Teachers and librarians are also well-positioned
to incorporate privacy knowledge and skills into their interactions with children, which
can reinforce and strengthen children’s privacy literacy [1, 16]. Children can hone their
data literacy, which includes recognizing the privacy implications of data collection, by
participating in communities of practice. For example, children in the online program-
ming community Scratch observed that the system displayed information about previous
projects, reminding children of the persistence of information that in many cases they
explicitly chose to display publicly [17]. In comments on projects and forum posts, chil-
dren grappled with the privacy implications of such design decisions. Importantly, they
engaged in these discussions on their own, unprompted by an adult trying to teach them
a lesson [17]. This research on Scratch demonstrates how communities of practice offer
meaningful opportunities to develop data literacy.

In summary, grounding privacy literacy in the situative/pragmatist-sociohistoric per-
spective of learning can yield educational efforts that not only help children develop prac-
tices to enact privacy in their everyday life, but also to help them internalize the value
of privacy. To explain how, I draw on an example of challenging incident recounted
by an 11-year-old boy and his mother and show how the experience can inform the
development of a practice-based approach to privacy literacy.

3 Incident: Scammers on Instagram

As part of a larger project on how elementary school-age children conceptualize privacy
online, I interviewed 18 families (23 parents and 26 children ages 5–11) about children’s
experiences with digital technologies [14]. When children described a situation that
implicated privacy, I inquired further to explore how the child interpreted and handled
the circumstances. One participant recounted a particularly salient experience. Ryan (a
pseudonym) was 11 years old at the time of the interview and enjoyed playing mobile
games such as Clash Royale.When asked if he had ever seen anything where people said
things that made him feel uncomfortable or confused, he said, “I used to have Instagram
and I saw some things. But, but those weren’t inappropriate [things]. There were just
people trying to get me to buy stuff…and they were, like, acting like my friend, like a
kid or something.”

A few years ago, when Ryan was 8 or 9, his family had returned to the U.S. after
living abroad. Ryan set up an Instagram account to keep in touch with his friends. He
said his Instagram profile was “open,” and his mother added, “I knew nothing about
Instagram then ‘cause I wasn’t on it, so I didn’t know how to change the settings.” Ryan
and his friends enjoyed playing FIFAmobile soccer games, and Ryan posted about FIFA
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on his Instagram. He explained that once, “I had gotten a good thing. So, I posted on
my page the person I got. And then, so, like, so, a few FIFA scammers who wanted,
like, coins and stuff. Yeah, they joined my thing. And they were talking to me like kids.”
They asked for his Xbox password, and though he didn’t have an Xbox at the time, Ryan
said, “I thought there might have been a password that my mom maybe…set up. So, I
asked [my mom].”

His mother explained, “He just goes, ‘Mom, Mom, can you give me the password
of my Xbox and all these things, ‘cause these people are going to give me cards.’
And I was like, ‘hold on a minute. Let’s change your settings and, um, whatever.’ But
they were literally just trying to get information.” When asked if he thought he would
have disclosed the password, had he known it, Ryan replied, “Well, maybe when I was
that age…I stopped completely sharing password when, like, I was around 10.” Ryan’s
mother agreed, saying, “He would have given it [the password] in a heartbeat had he
known it.”

Later in the interview, Ryan’s mother said that after the interaction, she discussed
with Ryan that “these people aren’t, you know, aren’t probably being honest, and they’re
maybe trying to steal some information or money or buy things or you know, hack into
your box, so, we never give the information out.” She said she uses these organically
arising moments to talk with her children about navigating online activities.

4 Understanding How Privacy Manifests in Children’s Lives

To develop a practice-based approach to privacy literacy, it is important to understand
how privacy manifests in children’s everyday lives. Only then can information schol-
ars and professionals craft privacy literacy efforts that truly resonate with children.
I analyze the Instagram incident through the two theoretical frameworks that under-
pin a practice-based approach to privacy literacy: contextual integrity (CI) [6, 7] and
situative/pragmatist-sociohistoric learning [8]. I specifically highlight how these frame-
works attune adults to approach children’s practices as valid, rather than flawed, even
if they may lead to questionable outcomes. This attitude is critical because it frames
privacy literacy as something adults can help children strengthen, rather than something
adults need to fix in children.

CI contends that privacy arises when a given information flow follows the norms
appropriate to its context. A privacy violation is then a misalignment between an infor-
mation flow and the norms that it followed. Privacy norms are shaped by five parameters:
information type, sender, recipient, subject, and transmission principle [7]. In the Insta-
gram incident, the information type in question is the Xbox password. The sender would
have been Ryan, and the recipient, the “FIFA scammers.” The subject is the person to
whom the information belongs, which in this case would have been Ryan’s mother or
whomever took ownership over the Xbox information. The transmission principle refers
to the constraints that circumscribe an information flow. For example, Ryan believed that
if he disclosed the Xbox password, his interlocutors would “give me cards,” or materials
useful for his FIFA gaming. In his mind, he would be offering a piece of information in
return for useful materials, which suggests a transmission principle of exchange. How-
ever, his mother believed the people were “just trying to get information,” potentially to
steal money or break into systems, suggesting a transmission principle of exploitation.
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Different transmission principles point to different outcomes—Ryan wanted to pro-
ceed with the information flow and his mother did not. Though it is impossible to know
the true motives of the “FIFA scammers,” Ryan’s mother drew the more plausible con-
clusion that disclosing the password would result in harm. The Instagram incident sup-
ports conventional wisdom that parents should hide important passwords from children.
However, this is not to suggest that Ryan’s thinking was flawed.

When children and adults express conflicting desires, analysts are quick to attribute
the differences to children’s developmental immaturity and naïveté [18]. In this line of
thinking, children do not yet possess the skills or life experience to make responsible
decisions, but with time and guidance, they will hopefully learn to do so. This mindset
is apparent in Ryan’s own comments, as he noted that stopped sharing passwords as he
grew older.

CI offers an alternative frame, one that does not approach children from a position
of lack. Many adults would interpret Ryan’s willingness to take the “FIFA scammers”
at their word as demonstrating his lack of good judgment. Yet when the five parameters
of the information flow, especially the transmission principle, are considered in context,
his thinking becomes easier to understand. Ryan used Instagram as a way to keep in
touch with his friends and participate in their shared interest of FIFA mobile gaming.
For Ryan, Instagram operated in the context of friendship, where information often flows
mutually and fosters close interpersonal bonds. This was the frame of reference through
which Ryan interpreted the requests from the “FIFA scammers,” and it explains why he
perceived the requests as benign. In contrast, Ryan’s mother recognized that Instagram
also operates as a global interaction space where unfamiliar actors can intrude. She
knew to approach unsolicited requests with skepticism and explained to Ryan that some
people act with bad intentions. She predicted that the information flow, if allowed to
occur, could violate privacy, and she used the incident as an opportunity to help her son
understand what constitutes responsible online behavior.

Analyzing the Instagram incident through the CI framework provides insight into
how seemingly risky actions can make sense to children. I now consider the incident
through the situative/pragmatist-sociohistoric perspective of learning to illustrate why
children might be motivated to engage in seemingly risky actions. This perspective
approaches learning as a shared practice of building identity in community with others.
Developing privacy literacy efforts from this perspective requires understanding:

• What are the social practices involved in navigating privacy?
• How do children participate in these practices?
• What identities do children develop through these practices?

Ryan used Instagram in the context of friendship, which involved engaging in the
social practices of information disclosure and self-expression. Ryan and his friends
connected over a shared enjoyment of FIFA, and he posted about his accomplishments
in its mobile games. This not only informed his friends about his progress in the games,
but also represented an aspect of his identity.

Ryan participated in these practices by leveraging the affordances of Instagram. He
followed his friends and posted content relevant to them. As long as his friends also
followed him, his content would automatically appear on their feeds. This reduced the
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effort he had to expend to share information with his friends, but it also meant that he
had less awareness of who precisely saw what he posted. Since Instagram only recently
began defaulting youth users to a private profile [19], Ryan likely did not consciously
decide to make his content publicly visible. But the consequence was that he, perhaps
unwittingly, opened himself up to interactions with people beyond his friends.

Ryan said “a fewFIFA scammers… joinedmy thing.And theywere talking tome like
kids.” This suggests that people began following his account and trying to communicate
with him, either by commenting on his posts or sending him direct messages. According
to Ryan, the messages appeared to be coming from other children and offered him game
perks in exchange for an Xbox password. The messages tapped into both aspects of
identity development linked to Ryan’s Instagram use—his identity as a friend and as a
FIFA gamer—which can explain why the requests to share his password resonated with
Ryan.

5 Future Directions for Developing Practice-Based Privacy
Literacy

Analyzing the Instagram incident through the theoretical frameworks of CI and
pragmatist-sociohistoric learning demonstrate how practices that seem obviously risky
to adults canmake sense to young children. This is important because it frames children’s
actions as valid, rather than naive or wrong. Practice-based privacy literacy focuses on
equipping children to understand and reflect on their actions in the context of social,
rather than purely individual, well-being. Here, enacting privacy is not simply about
protecting oneself, but about contributing positively to a community of practice. For
example, in the Instagram incident, Ryan’s mother could have emphasized that a com-
promisedXbox could have put Ryan’s friends and fellowFIFAgamers at risk by bringing
unauthorized parties into their games.

Given the importance of community and identity in practice-based learning, privacy
literacy efforts will need to be grounded something other than privacy. For example,
Clegg et al. [10] promoted science learning by creating a program about cooking and
embedding scientific concepts into the activities. Similarly, educators could promote
privacy literacy by creating programs that appeal to children’s interests (e.g., creating a
successfulYouTube channel), and embedding privacy concepts into the program content.

Practice-based privacy literacy does not seek to instruct children about the correct
ways to interact online nor to prevent children from experiencing challenging situations.
It aligns with Wisniewski’s [20] resilience-centered approach to online safety, which
moves away from parental control and prioritizes helping youth develop self-regulation
strategies to cope with risky situations when they inevitably encounter them. One way
that educational efforts can promote resilience is by leveraging the persuasive power
of stories. People regularly share stories when interacting with friends and family, and
when such stories involve security-related decisions, hearing them can shape how people
think and act when they encounter a situation that implicates their security [21]. Children
already glean privacy knowledge from friends and family [2], so a privacy literacy effort
could help children use their experiences (or those they hear from others) to craft and
exchange privacy-related stories. To embed this effort within a community of practice,
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researchers could partner with an after-school coding club or a makerspace, work with
children to identify how privacy manifests in their coding or making practices, and help
children craft and present stories about their experiences navigating privacy.

I invite information scholars and professionals, along with experts in privacy, learn-
ing science, education, and child development, to build on this foundation and design
educational experiences that help children understand and navigate privacy questions.
Specifically, future work should identify the communities of practice children engage
in and the identities they develop within these communities, explore how the practices
in these communities implicate privacy, and devise meaningful activities, including but
certainly not limited to storytelling, that truly resonate with children’s lives.
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