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Abstract The object of the research in the chapter is the decision-making processes
in special security information and event management (SIEM) systems designed
for (near) real-time analysis of security threats to modern cyber-physical systems.
Some mathematical methods for constructing a membership function as applied to
decision-making problems within the framework of fuzzy management of security
information and events of cyber-physical systems are studied. The values of the
membership function are determined for the decision-making problems on whether
a particular computer attack belongs to a fuzzy set of dangerous attacks (a set of
attacks of a high level of danger). We consider fuzzy algorithms for solving this
problem using a variant of constructing membership functions according to a prob-
abilistic scheme and a method based on the representation of membership functions
as functions of the probability density of clear random boundaries between terms
of a linguistic variable. At the same time, both the method of constructing member-
ship functions based on the analysis of probability density functions and the method
using a simple probabilistic scheme, do not have high mathematical and computa-
tional complexity but allow taking into account the uncertainty (fuzziness) of the
observed and controlled security parameters, which provides an increase in the relia-
bility of control for security information and events within the framework of security
fuzzy management for systems of this class.
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1 Introduction

Unlike classical controlled engineering systems, for example, systems of mechan-
ical engineering, energy, and industrial production, modern cyber-physical systems
(CPSs) are large and multicomponent engineering objects implemented based on
seamless integration of computational algorithms and embedded physical compo-
nents. The use of CPSs allows increasing the adaptability, scalability, fault tolerance,
and security of engineering systems, as well as the ergonomics (convenience) of
their use. It is generally accepted that in systems of this class, the cybernetic and
physical components are closely integrated at all scales and all levels within a single
information space using sensors and sensors.

CPSs allow organizational and technical interconnection of heterogeneous
discrete and continuous subsystems, objects, and processes, integrate the cyber-
netic component, computer hardware, and software technologies. Within the frame-
work of the CPS, forces, means and processes are combined. These systems are
based on the integration of cyber, technological, physical (resource), and informa-
tion spaces. In other words, these are systems in which resources, technologies,
computing elements, and elements of physical nature are interconnected, serving as
both consumers and sources of information. The process of functioning of the CPS
is based on the exchange of information, therefore, an important area of research—
the management of events and incidents of information security—continues to be
relevant.

For this purpose, special systems for managing security information and events
(Security Information and Event Management, SIEM) are being created, designed
to analyze in real-time security events (threats) emanating from network devices
and applications, and allowing one to respond to these events (threats) in near real-
time. Their task is to prevent significant damage to the integrity, confidentiality, and
availability of data [1]. The tasks that SIEM systems solve are as follows: collecting,
summarizing, and storing event logs and other security information from a variety of
heterogeneous sources; automatic notification and visualization of warnings; use of
tools for analysis of incidents and event analysis; analysis and processing of events
using data mining methods; preparation of data for investigations (forensic).

The main advantage of SIEM systems is the detection of security threats and
attacks at the early stages of their manifestation. In addition, SIEM systems provide
forecasting of the behavior of CPSs in the course of a negative impact, which allows
the timely development of adequate measures to counter attacks [1, 2].

The processes for monitoring and managing security events and incidents
implemented in modern SIEM systems have a complicated hierarchy. But they
are traditionally based on decision-making and decision support procedures. The
procedures and algorithms for decision-making and its support for the management
of security information and events are aimed at implementation at all stages of
collecting and analyzing data from digital network content control systems to detect
and counteract CPS security threats. At the same time, the tasks of collecting and
processing data on security events from distributed sensors, tasks of processing big



Construction of Membership Functions … 101

data for preliminary analysis of security events, and tasks of assessing security and
many others are solved [1–3].

At the same time, the analysis of restrictions on data reliability for making such
decisions and solving the listed problems leads to the need to search for a suffi-
ciently rigorous analytical description of the process of developing control actions
in a fuzzy environment. In our opinion, these constraints can be taken into account
most correctly within the framework of fuzzy control methods considered in several
modern works [4–25]. In these works, it is noted that one of the modern approaches
to the implementation of such tasks, to obtaining adequate and reliable results of
processing big data arrays, the results of decision-making and its support, are the
methods and algorithms of fuzzy control.

The chapter proposes the fuzzy algorithms of construction of membership func-
tions for fuzzy management of security information and events and the method for
the representation of membership functions as functions of the probability density of
clear random boundaries between terms of a linguistic variable. These results allow
taking into account the fuzziness of the observed and controlled security parameters,
which provides an increase in the reliability of control for security information and
events within the framework of security fuzzy management.

The chapter is organized as follows. The related work is outlined in the second
section. The algorithms for constructing membership functions of fuzzy sets are
suggested in the third section. The method for constructing membership functions
basedon the analysis of functions of probability density anddiscussion are considered
in the fourth section. The fifth section is the conclusion and plans for further research.

2 Related Work

Technological and methodological approaches used in solving the problems of secu-
rity management and decision-making on security information and event manage-
ment are known. The work [3] is devoted to the problems of developing procedures
for making such decisions. The proposed algorithms for making decisions on the
control and management of information security differ in approach, depth of anal-
ysis, and set of controlled parameters. However, the methodological approaches and
decision-making algorithms considered are complex from the point of view of math-
ematical implementation and are not unified for various specific decision-making
processes. They are not able to take into account the uncertainty (fuzziness) of the
observed and controlled parameters during decision-making. They are not adapted
to the tasks of the so-called fuzzy control.

The work [4] considers the issues of fuzzy identification of systems and its appli-
cation to modelling and control. Here, a generalized management model is proposed
in abstract terms, which does not allow it to be fully used to develop control actions
to identify specific threats and prevent them within the SIEM framework.

In [5–7] it is argued that fuzzy control algorithms can be implemented using the
results of the analysis of a variety of expert opinions. But these algorithms require
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significant expenditures for collecting statistics of the initial data that characterize
large amounts of expert knowledge. This knowledge serves, in turn, to identify the
states of parameters and security indicators in the interests of the efficient operation
of SIEM systems. Such approaches to the construction of fuzzy control algorithms
will not be able to meet the user’s needs for unification and usability (simplicity) of
use; they are complex in terms of describing large amounts of expert knowledge.

Thus, in [8–11], applications are proposed for control procedures based on fuzzy
clustering algorithms, or on algorithms for constructing “decision trees”. But the
methods used in these works for determining the membership functions of fuzzy sets
are ineffective and not always reliable due to the need to collect and process a set of
related data, which is not always possible in practice.

There are known approaches to solving fuzzy control problems and formulating
membership functions based on aggregation (geometric and non-geometric) func-
tions [12, 13]. But these approaches are focusedmainly on the intuitionistic fuzzy set,
which contains both themembership function and the function of non-membership of
some arbitrary element in the fuzzy set. For such sets, intuitionistic indices of fuzzi-
ness are determined, which does not quite correspond to the tasks faced by SIEM.
Thework [14] develops the theory of intuitionistic fuzzy sets. This work is devoted to
the so-called Pythagorean fuzzy sets, not directly related to the Pythagorean theorem,
but using the postulates proved by Pythagoras (including operations with complex
numbers) in the formulation and search formembership functions. Thismethod is not
bad for analyzing aggregation of satisfaction with criteria and for comparing alter-
natives, but the formulation of membership functions for solving control problems
based on Pythagorean fuzzy algorithms is difficult and time-consuming.

The works [15, 16], as well as, in part, the work [9], analyze and propose to
use control algorithms taking into account unreliable initial data. This data can be
identified based on the mathematics of fuzzy sets and artificial neural networks. At
the same time, the use of such an approach for solving the problems analyzed in our
chapter is redundant and requires large computational and time costs (for building
and training a neural network).

In [17, 18] an approach to solving problems of fuzzy control and finding values
of membership functions based on probabilistic analysis is considered. But this
approach is not always accurate, uncontested, does not take into account the values
of the probability density functions.

In [19, 20] an interesting approach to the practical application of the algorithms for
processing fuzzy sets in problems related to riskmanagement is suggested. Fuzzy risk
analysis is simple, accessible, but does not cover the entire range of problems arising
in the management of the security information and events (threats) for complex CPS.

The papers [21, 22] are devoted to the possibilities of mathematical descriptions
of control processes based on fuzzy logic. Such approaches will be considered in
our chapter, these will be options for constructing membership functions of fuzzy
sets used in the problems of security information and event management. They are
the basis for fuzzy control, but these works do not consider specific management
decisions taking into account the values of the probability density. For example,
they do not consider the probability density for the lower and upper thresholds for
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a particular variable to belong to the entire set of variables, by changing which
information and security events are controlled.

The approach considered in [23] is partially free of these shortcomings. However,
the fuzzy control model proposed in this work, although it is based on membership
functions determined based on alternative identificationmethods, taking into account
uncertainty, is focused on the development of managerial decisions in conditions of
local stationarity.

The closest (in physical and mathematical essence) to the idea proposed in this
chapter are the papers [24] and [25], where several interacting and complementary
approaches to identifyingmembership functions in the interests of fuzzymanagement
of security information and events are proposed.

Thus, the analysis of related works shows that fuzzy control algorithms are highly
versatile, and the combination of simple probabilistic methods for constructing
membership functions with methods for their identification based on the analysis
of probability density functions opens up ample opportunities for the study of such
complex processes as security information and event management.

In other words, it is possible to recognize the unconditional relevance, as well as
to assume the theoretical significance and practical possibility of solving the problem
of formulating new approaches to decision-making on fuzzymanagement of security
information and events, based on algorithms for constructing membership functions
of fuzzy sets.

3 Theoretical Part

Let us consider algorithms for constructing membership functions of fuzzy sets as
applied to decision-making tasks for security information and event management.
Let us say that the terms of a fuzzy linguistic variable are introduced, i.e. qualitative
(not quantitative) values of the logical–linguistic variable x, which characterizes the
fuzzy judgments (opinions) of experts and decision-makers, for example, about the
current level (degree) of the danger of a particular attack type in CPS: “the level of
danger of a particular attack type x is small” and “the severity level of a particular
attack type x is large”.

It is obvious that any membership functionµ(x) characterizing (within the frame-
work of making a decision on security information and event management) the
current level of danger of a particular attack type for the CPS security is subjec-
tive. Although it can reflect the opinion of not one person, a whole team or a group
of experts.

To make an informed decision on security information and event management, it
is necessary to determine the value of the membership functions characterizing the
level (degree) of the danger of a particular attack type. One of the simplest fuzzy
algorithms for solving this problem is a variant of constructingmembership functions
according to a probabilistic scheme [24]. The essence of this approach is as follows.
Each of the n experts is supposed to answer the question of whether the variable x
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belongs to the set A – the set defining the term “high level of danger of a particular
attack type for the CPS security”. If n1 experts answer the question in the affirmative,
and n2—in the negative, then they consider that

μ(x) = n1
(n1 + n2)

, (1)

and n1 + n2 = n.

There are more complex algorithms, theoretical principles, and practical procedures
for constructing membership functions.

Sometimes important concepts of the norm and universal scale are introduced.
These theoretical calculations show that set-theoretic operations (identification of
membership functions based on a probabilistic set of operations on fuzzy sets) are
correct only when membership functions are measured on a scale of relations. If
the measurements are performed only in the order scale, then the operations of
identification of membership functions based on the minimax will be correct.

There are four basic classification features of algorithms (methods) for
constructing membership functions of fuzzy sets [24]: the assumed form of the
domain of definition of a fuzzy set—numeric, including discrete (a) or continuous
(b), and non-numeric (c); themethod of expert survey used—individual (d1) or group
(d2); type of used expert information—ordinal (e1) or cardinal (e2); interpretation
of expert survey data—probabilistic (D) or deterministic (N).

The basic theoretical methods for constructing membership functions often
include an algorithm of the type < a, d1, e2, N > . It is based on a quantitative
comparison of the degrees of belongingness by an individual decision-maker.

So, for problems with the participation of an individual decision-maker, an algo-
rithm of the type < b, d1, e2, N > is proposed. It is an algorithm for the parametric
determination of the membership function of fuzzy sets. Following this algorithm,
the form of the function is set axiomatically, and its parameters are directly esti-
mated by the decision-maker. For example, for the case of a triangular shape of
the membership function, the decision-maker indicates its parameters u1, u2, u3, at
which it takes on the unit and zero values, i.e.

μ Ã(u2) = 1, (2)

but for all u ≤ u1, u ≥ u3 there is

μ Ã(u) = 0. (3)

It should be noted that the parametric representation of the membership functions
is compact and provides ease of constructing them in practice. At the same time, such
a parametric representation ofmembership functions is associatedwith the study (and
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proof) of the adequacy of the forms used (triangular, trapezoidal, bell-shaped, etc.)
and the corresponding analytical descriptions of such membership functions.

A similar approach is used in algorithmsbasedon theuseof a standard set of graphs
of membership functions. The decision-maker chooses the most suitable graph from
the standard set, and then, in a dialogue with the computer, finds out the parameters
of this graph and, if necessary, corrects them.

In addition, methods of psychological scaling can also be used to construct
membership functions of fuzzy sets. There is an algorithm for constructing member-
ship functions based on the procedure < b, d1, e2,N > and focused on calculating the
terms of a linguistic variable with a numerical domain based on the equal division
method. In this case, the decision-maker is presented with several pairs of points
in turn. At each presentation, the decision-maker must name a point for which the
degree of membership is in the middle between the degrees of membership of the
points included in the presented pair.

One of the most commonly used fuzzy algorithms for constructing membership
functions also belongs to the class< b, d1, e2, N >. It is based on the representation
of membership functions as functions of the probability density of clear random
boundaries between the terms of a linguistic variable.

The theoretical analysis of the considered methods allows us to hypothesize that
effective approaches to the construction ofmembership functions in decision-making
problems for security information and event management can be found by combining
simple probabilistic methods (according to a probabilistic scheme) and a method for
constructing membership functions based on the analysis of functions of the proba-
bility density. To test this hypothesis, it is proposed to consider the methodological
(practical) application of this approach (method) in more detail.

4 Methodological Part and Discussion

Let us consider an algorithm for constructing membership functions based on the
analysis of functions of probability density as applied to decision-making problems
for security information and event management, for example, to the problem of
decision-making about belongingness of a particular computer attack to a fuzzy set
of dangerous attacks (a set of attacks of a high level of danger).

Let some set A have the physical meaning of the term of the set of values of the
linguistic variable “high level of danger of a particular attack type for information
security” and is described by an interval (γ1, γ2).

In this case, if object x is the level of danger of a particular attack type x > γ1
and x < γ2, then x ∈ A, otherwise x /∈ A.

If γ1 and γ2 are random variables, then A is a fuzzy set ,̃ since there are objects
(values of the danger level) x, relative to which it is impossible to unambiguously
assert whether they belong to the set A (the set of a high danger level) or not.

Let f1(γ1) and f2(γ2) be the probability density functions for the lower and upper
thresholds of membership of the variable x (the value of the danger level) to the
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Fig. 1 Graphical interpretation of the construction of the membership function

set A (the set of the high danger level), respectively (Fig. 1). With a probabilistic
interpretation of the membership function, we have.

μ Ã(x) = P(x ∈ A). (4)

Taking into account the introduced notation, we obtain.

μ Ã(x) = P(γ1 < x < γ2). (5)

With the independence of random variables γ1 and γ2, we find the value of
the membership function for our decision-making problem on whether a particular
computer attack belongs to a fuzzy set of dangerous attacks (a set of attacks of a high
level of danger).

μ Ã(x) = P(x > γ1) P(x < γ2). (6)

We denote by F1(x) (see Fig. 1) the probability measure (boundaries).

F1(x) ⇔
x∫

−∞
f1(γ1) dγ . (7)

and by F2(x)–the probability measure (boundaries)
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F2(x) ⇔
x∫

−∞
f2(γ2) dγ (8)

By definition F1(x) = P(γ1 < x).
Then we get the final value of the membership function for the decision-making

problem within the framework of fuzzy management of security information and
events—does a specific computer attack of level x belong to a fuzzy set˜of dangerous
attacks (a set of attacks of a high level of danger): μ Ã(x) = F1(x) [ 1 − F2(x) ].

The further development and modification of this approach is an algorithm for
the simultaneous determination of membership functions of all basic terms of a
linguistic variable based on a survey of a group of experts—the type of the technique
< b, d2, e1, D > .

In essence, it is an interactive software system for constructing membership
functions in terms of linguistic variables based on the considered methods and
requirements for a set of such functions.

This approach implies the construction of membership functions in a dialogue
mode with a computer-based on the use of a standard set of graphs of membership
functions. When implementing this approach, it is necessary to observe some rules
that must be followed: the terms of the set T (x) must be ordered; membership
functions of extreme terms should not have the form of bell-shaped functions; each
term (concept) must have at least one typical object, i.e.

∃ xi :μ Ã(xi ) = 1. (9)

for any two terms, the condition

0 < max
x

μ̃i∩ j̃ () < 1 (10)

is true, where C̃i and C̃ j are fuzzy sets, the intersection of which gives us the values
of the compatibility function.

In other words, at least one concept (µ (x) > 0) corresponds to each x, and no
compatibility function can be completely nested in another compatibility function
of a given linguistic variable.

Thus, using the method of representing membership functions as functions of
the probability density of clear random boundaries between the terms of a linguistic
variable, as well as based on a standard set of graphs of membership functions, it
is possible to obtain the values of these functions, for example, for the statement
“the value x is small”. The meaning of this statement for our practical task is to
determine the current level (degree) of the danger of a particular attack type for the
CPS information security—“the level of danger of a particular attack type x is small”.
To determine the current level (degree) of the danger of a particular attack type for
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the CPS information security—“the level of danger of a particular attack type x is
large”—the problem of finding membership functions is solved similarly.

5 Conclusion

The considered method shows that it is possible to determine membership functions
in such decision-making problems within the framework of fuzzy management of
security information and events, not only with the help of procedures for direct
questioning of experts but also based on distribution functions F1(x) and F2(x) with
further use of the expression obtained for μ Ã(x). Moreover, the functions F1(x) and
F2(x) themselves can be built based on either statistical data or an expert survey.
Thus, several methods of constructing a membership function as applied to decision-
making problemswithin the framework of fuzzymanagement of security information
and events in CPSs are considered. These methods do not have great mathematical
and computational complexity, but they allow to take into account the uncertainty
(fuzziness) of the observed and controllable security parameters, which makes it
possible to increase the reliability of security information and event management of
modern CPSs.

Practical application of the proposed methods for constructing the membership
function in fuzzy control problems is possible both within the framework of research
work and in the systems of automated control of information security for complex
information-telecommunication and cyber-physical systems. The direction of further
research can be the development of methods that take into account not only the fuzzy
but also the contradictory (incomplete) nature of the initial data characterizing the
controlled parameters of systems of this class.
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