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Abstract The problem of data protection in telemedicine systems is investigated.
As an example of such systems, a telemedicine system for remote monitoring of a
person’s state is considered. The features of the remotemonitoring system, an integral
part of which is amobilemeasuring complex for receiving, recording, and processing
human biosignals, are noted. The solutions developed during the monitoring process
are based on the received data and the results of their analysis. Therefore, it is neces-
sary to ensure the protection of the transmitted data in remote monitoring systems
of the human state. The relevance of research in the field of information security of
telemedicine systems is noted and the task of ensuring the integrity, availability, and
confidentiality of data is set. To protect personal data, it is proposed to use end-to-end
encryption, forwhich it is necessary to choose amethod for distributing cryptographic
keys. It is shown that the appropriate processing of the recorded biosignals allows us
to obtain the necessary information for constructing keys. The processing is based on
the reconstruction of a mathematical model that generates time series that are diag-
nostically equivalent to the original biosignals. The examples and results of such
processing are given.

Keywords Protection of Information · Telemedicine · Biosignals · Reconstruction
of System Model

1 Introduction

Themodernization of the healthcare system is accompanied by the active introduction
of information and communication technologies that ensure the formationof channels
of sustainable communication between specialists of differentmedical and preventive
institutions, remote access to medical information systems (MIS), and facilitate and
speed up the registration of patients for appointments with doctors [1–4]. An example
of the development of virtual healthcare infrastructure is telemedicine systems,which
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remotely provide patients with highly qualified assistance from doctors of leading
medical centers [5–7].

In such telemedicine systems for remote monitoring of human health, cloud
computing technologies are increasingly used, when a system of wearable sensors is
installed on the patient,which registers physiological information (mainly biosignals)
and transmits it wirelessly to the server. Medical personnel can view the collected
information in real-time in the medical information system containing the biosignal
database and assess the current functional state of the patient.

When creating telemedicine systems, an important task is to ensure information
security [8, 9]. Such systems process not only personal data, but also demographic,
financial, and medical information. Therefore, it is necessary to ensure the security
of the personal data processed by the system and the information that constitutes a
medical secret.

This issue is particularly acute in remote monitoring of the human state. The
lack of real security capabilities can not only lead to data privacy violations but also
potentially allow hackers to harm the patient by altering real physiological data,
leading to incorrect diagnosis and treatment. Taking into account the international
requirements of the Health Insurance Portability and Accountability Act (HI-PAA),
the protection of personal medical data is absolutely necessary (http://www.hhs.gov/
ocr/hipaa/). Thus, the task of improving information protection methods in systems
for remote monitoring of a person’s state is very urgent.

2 Features of the Telemedicine System for Remote
Monitoring of a Person’s State

Currently, telemedicine systems for monitoring the human state are becoming more
widespread. First of all, they are used for monitoring the state of elderly people,
patients with chronic diseases, and in the process of rehabilitation, as well as for
assessing the state of operators of cyber-physical systems [10–13].

The modern telemedicine complex is created on the basis of a powerful computer,
which is easily interfaced with a variety of medical equipment, means of short- and
long-range wireless communication, video conferencing, and IP broadcasting. An
important area of development of remote monitoring of the patient’s state is the
integration of various biosignal sensors into clothing, various accessories, andmobile
phones [14, 15].

Sensors that allow registering human biosignals (electrical activity and heart
contractions, pulse signal, electrical activity of the brain, external respiration func-
tion, etc.), act as sources of primary information. Therefore, a mobile measuring
system is an integral part of the telemedicine system for remote monitoring of the
person’s state. It performs the recording, registration, and primary processing of
biosignals.

http://www.hhs.gov/ocr/hipaa/
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Fig. 1 Organization of remote monitoring of a person’s state

The inclusion of such a mobile measuring system in a single information space
provides continuous monitoring of a person’s state regardless of his location (Fig. 1).

Sensors can send data to the cloud directly or via intermediate base stations.
Service personnel and the user can view the collected medical information directly
from the cloud using a smartphone or via the Internet in real-time andmake decisions
in accordance with the current functional state of the person.

However, given the possible access to information (including unauthorized access)
of various specialists, methods and technologies are required to protect the personal
data of patients.

3 End-to-End Encryption for Sensitive Data Transfers

The created threat model and its analysis showed that there is a problem of ensuring
the information security of patient data [16]. At the same time, it is crucial to protect
personal medical information when it is transmitted via a communication channel
from sensors to a cloud-based medical database.

Unlike traditional systems for monitoring the state of a person, where the
server can be reliably protected from external threats, in the technology of "cloud"
computing the server is virtual and, in essence, is a rented computing resource
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accessible via the Internet. The information vulnerability of such a server is much
higher.

The modern approach to securing the transmitted data is End-to-End Encryption
(E2EE)—amethod of data transfer when only users involved in communication have
access to messages.

End-to-end encryption is designed to prevent data from being read or secretly
altered by other than the true sender and receiver. Messages are encrypted by the
sender, the recipients receive the encrypted data and decrypt it themselves. The third-
party has no means of decrypting them. End-to-end encryption prevents attackers
from gaining access to the keys needed to decrypt messages.

The E2E protocol works by setting and then distributing cryptographic keys
between the sensors and the cloud, which ensures data secrecy and integrity. The
main difficulty lies in the possibility of confidential distribution (delivery) of keys to
users of the system. In this regard, to protect the transmitted personal information,
it is necessary to choose a method for distributing cryptographic keys between the
sensor and the cloud to ensure the encryption and integrity of the data.

Let’s consider possible approaches to the implementation of the protocol for
telemedicine systems.

Traditionally, asymmetric cryptosystems are used to ensure the security of health
systems, when two different keys are used: one for encoding, the other for decoding
messages (Fig. 2). This is sufficiently reliable to ensure the confidentiality and
integrity of the transmitted data [17, 18]. However, for the regular exchange of data
in real-time (which is typical for remote patient monitoring systems), this approach
is time-consuming and resource-intensive due to the large length of the keys.

The use of paired keys (ie, symmetric cryptosystem) significantly reduces these
costs, but there is another drawback—the impossibility of authorization confirmation
since the key is known to each party (Fig. 3).

Fig. 2 Data transmission using an asymmetric cryptosystem
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Fig. 3 Data transmission using a symmetric cryptosystem

Thus, to implement end-to-end encryption in telemedicine systems, it is necessary
to solve the problem of the covert distribution of cryptographic keys between the
participants of the process.

4 Using Biosignals to Hide Information

Currently, there are works that suggest overcoming this difficulty and improving the
reliability of symmetric cryptographic keys by using biosignals recorded by sensors.
Biosignals reflect the physiological characteristics of the patient and can therefore
be used to hide information [19–22]. For example, in [23], some morphological
features of biosignals, which are unique to humans and which change little over
time, are identified (Fig. 4).

In addition, physiological signals can be artificially generated using a generator
model, provided that this model is adequately constructed on the basis of information
about the human state [24]. The marked properties of the biosignals make it possible
to use them to create keys. The necessary information (morphological features of a
particular person’s biosignals) is extracted at the first signal registration.

The use of biosignals for end-to-end encryption of data transmitted from the sensor
to the object is implemented in the protocol PEES (Physiology-based End-to-End
Security). Note that the PEES network protocol using patient biosignals does not
require a priori key distribution. To create a secure E2E communication, it is enough
to simply install the sensors on a person during the first visit to a medical specialist.
In the cloud, inside the storage, the diagnostic equivalent of biosignals is stored in the
form of time series created using a model generator, which must be tuned according
to the patient’s physiological data (Fig. 5).

To implement this approach, it is necessary to choose a method for constructing a
model for generating artificial physiological signals. Let’s consider two biosignals—
ECG and PPG.

In [23], an artificial ECG generator is described by the expression
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Fig. 4 Morphological PQRST parameters of the ECG signal of a healthy person

dECG(t)

dt
= −

∑

i∈P,Q,R,S,T

ai (2πhrmeant − θi )e

(
−(2πhrmean t−θi )

2

2b2i

)

,

where hrmean—average heart rate of a person. Time-varying parameters include heart
rate mean, heart rate standard deviation, and LF/HF ratio.

To determine morphological parameters, each type of P, Q, R, S, and T waves on
the ECG is represented by a Gaussian curve. Each curve has three parameters, and
therefore there are 15 morphological parameters (aP, aQ, aR, aS, aT, bP, bQ, bR, bS,
bT, θP, θQ, θR, θS, θT).

The photoplethysmogram curve (PPG) is obtained as a result of solving differen-
tial equations based on a simple model of the human vascular system—the Wind-
kessel model [25]. PPG is divided into two parts—systole and diastole. Diastole is
modeled using the equation:

PPGdias(t) = a1 + a2e
(−a3t) + 1

a4 + e(−a5t−a6)
· cos(a7t + a8). (1)

For systole, the analytical expression for the waveform is:

PPGsys(t) = 1

a9 + e(−a10t−a11)
. (2)
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Fig. 5 Provision of information security using the PEES protocol [23]

Themorphological parameters are the coefficients [a1, a2,…, a11] in Eqs. (1) and
(2). Timing parameters include heart rate, heart rate standard deviation, and LF/HF
ratio.

In essence, the work [23] used the reconstruction of functional dependencies
using time series (biosignal records), where the selection of functional dependencies
was carried out based on the shape of the recorded ECG and FPG biosignals. A
result is a large number of morphological parameters, which should be considered
as a multidimensional characteristic vector (morphological vector). If we take into
account that the calculationof thesemorphological parameters using the least-squares



36 T. I. Buldakova and D. A. Krivosheeva

method is a poorly conditioned task, we come to the conclusion that in practice such
a morphological vector does not have the necessary stability.

5 Proposed Solution

To eliminate the indicated drawback of the PEES protocol, it is proposed to use
not separate parameters of the time curve, but a mathematical model of a biosignal
generator in the form of a system of differential equations, as morphological signs.
In this case, the structure of the model and its parameters become morphological
features, and the task of determining morphological features is reduced to the task
of reconstructing the model of the system. The key generation process is performed
in accordance with the PEES protocol and is studied in detail in [23].

The model approach to the analysis of systems using reconstruction has proven
itself well in the processing of human biosignals [20]. Let us consider the application
of this approach when using a sphygmogram that registers fluctuations in the arterial
wall caused by the release of the shock volume of blood into the arterial bed.

In [7, 16], the dynamic properties of the vascular wall are described by the
autonomous Van der Pol-Rayleigh equation:

ẍ + [
ε1

(
x2 − r2

) + ε2
(
ẋ2 − ω2

0 · r2)] · ẋ + ax = P(ω0t), (3)

where x—the movement of the artery wall detected by the sensor; P(ω0t)—the
effect of cardiac activity on the dynamics of the vessel wall; ε1, ε2, a, ω0 and r—
model parameters that determine the fluctuations of the blood vessel wall (frequency,
amplitude, etc.). In this case, the ECG signal is the input of the model system, and
the sphygmogram is the output.

Since the “heart-vessels” system operates in the limit cycle mode, the unknown
parameters ω0 and r of the model (3) can be determined from experimental data,
after which the values pi, a, ε1 and ε2 are found using the measured values x(t) and
the calculated values ẋ(t) and ẍ(t). Here pi is the coefficients of the expansion of the
function P into the Fourier series, where i = 1, …, N.

The simulation results are shown in Fig. 6, where the output (pulse) signals of a
person and the model system are shown.

The presented results, which demonstrate the similarity of the dynamic behavior
of a real object and its model, confirm the good adequacy of the model with respect
to the main dynamic properties. In addition, the advantage of the presented model is
that the parameter a has a physical meaning: it allows you to evaluate the "stiffness"
of the vessels due to the work of the smooth muscles that envelop them.
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Fig. 6 Simulation results

6 Results

The proposed model (3) makes it possible to take into account various states of a
person (Fig. 7) since they correspond to different values of the model parameters a,
ε1, and ε2. The figure shows that in addition to increasing the frequency, the shape of
the biosignals also changes. For example, for a healthy person at rest, the following
values are obtained: ε1 = −0,3; ε2 = −3,37; a = 36,15. In a stressful state with
an intense load for the same person, the parameters received the following values:
ε1 = –1,07; ε2 = –8,31; a = 95,5.

The parameters of Eq. (3), reflecting such properties of the vessel as compliance
and dissipation, are inherent in any vessel and, at the same time, are unique for an
individual person.

Thus, it is necessary to embed into the PEES protocol not a large number of
morphological features, as was done in [23], but information about the structure of
the model equation (for example, Van der Pol-Rayleigh or Van der Pol-Duffing) and
also the values of its parameters [16].

Fig. 7 Pulse signals at rest and under stress load
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7 Conclusion

Studies have shown that as a result of the use of biosignals, the efficiency of end-to-
end encryption increases and it becomes possible to prove authorship in a symmetric
cryptosystem.

An approach is proposed in which a reconstructed mathematical model of a
biosignal generator is used to construct cryptographic keys. The data protection
method based on this approach is demonstrated by the example of the “heart-vessels”
biosystem. It is shown that the model of the pulse mechanism in the form of a recon-
structedmathematical model of a biosignal generator can be used in a security system
to verify the authenticity of a message by comparing the features of the original and
reconstructed signals.

Implementation of this method in monitoring systems will allow not only to
improve the adequacyof the patient’s state assessment based onmultiple non-invasive
measurements but also to form morphological signs for the formation of a “phys-
iological” signature of a person. These characteristics include the structure of the
model used to assess the human state and its physiologically significant parameters.
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