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Chapter 12

A SECURITY FRAMEWORK FOR
RAILWAY SYSTEM DEPLOYMENTS

Raymond Chan

Abstract  Railway systems are critical transportation infrastructure assets that
must be protected from cyber attacks. However, deployments and up-
grades of operational technology systems are always challenging due to
the short timeframes available for maintenance. Specifically, there is
insufficient time to test the safety and robustness of software updates
and patches during railway system operation. Cyber security guide-
lines have been specified for the railway sector. However, the guidelines
only mention the security requirements, not how they should be imple-
mented in railway systems. This chapter proposes a security framework
for railway system deployments. The framework can also be used as a
reference for cyber security testing.
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1. Introduction

Railway systems are critical transportation assets. The recent So-
larWinds attacks demonstrate the vulnerabilities of the transportation
infrastructure.

Although cyber security solutions are available, it is difficult to deploy
them in operational railway systems. The principal challenge is the
limited time available for maintaining and repairing railway systems. For
example, they may not be enough time to test the safety and robustness
of a software patch during operating hours. Also, when existing devices
are upgraded and new devices are installed, concerns are raised about
whether the deployments are secure and are not beset by human error.

This chapter proposes a security framework for railway system de-
ployments. The framework can also be used as a reference for cyber
security testing.
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2. Related Work

The CYRAIL Project [4] supported by the European Commission has
released cyber security guidelines for the railway sector. The guidelines
cover methodologies for adding new equipment and replacing old equip-
ment while maintaining the safety and security levels. Also covered are
deployment agreements established between suppliers and railway man-
agers related to product security requirements and support for products
over their lifetimes. However, no details are provided about implement-
ing the security requirements in railway systems.

Wi-Fi jamming attacks pose significant risks to railway system de-
ployments [8]. Since communications-based train control in a railway
system operates at a similar frequency as normal Wi-Fi, the reliability
of control signals decreases when many passengers attempt to connect to
a Wi-Fi access point on a train. Indeed, a well-resourced attacker could
leverage the Wi-Fi access point to connect to a train control system.

Researchers have demonstrated that similar techniques have been used
to access elevator control systems [3]. Gransart et al. [6] and Frangie
et al. [5] discuss threats to railway systems that leverage wireless com-
munications. Alguliyev et al. [2], Huq et al. [7] and Thaduri et al. [10]
discuss various threats to railway systems.

Unfortunately, the trend in transportation systems, including railway
systems, is to incorporate smart devices that rely on wireless communi-
cations [9]. However, few, if any, studies address the concerns raised by
deploying such devices in railway systems.

3. Security Framework

This section describes the proposed security framework for railway
system deployments. The framework has four phases: (i) procurement
phase, (ii) testing phase, (iii) deployment phase and (iv) post-deployment
phase.

3.1 Procurement Phase

The procurement phase is the important first phase of the deploy-
ment framework. During this phase, vendors are selected and checks are
made to identify and mitigate security issues. Railway system operators
must conduct the following analyses to ensure that railway systems and
devices meet the security requirements:

Supply Chain Analysis: A railway system operator should ver-
ify the provenance and trust levels of the procured systems and
devices. The operator should maintain a trusted vendors list and
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perform annual auditing to ensure that vendors adhere to the secu-
rity requirements. The costs of products and services should factor
in the decision making, but security should have higher priority.
The systems should be maintained and supported by trusted local
service teams where possible because it difficult to guarantee 24/7
support by remote, let alone, overseas personnel.

Product Lifecycle Analysis: A railway system operator should
ensure that systems and devices are supported by vendors and
maintained and replaced by service providers over their lifecycles.
Vendors should continue to support their products for at least
ten years. Service providers should provide security patches and
updates to ensure that applications are secure.

Security Requirements Analysis: A railway system operator
should develop security requirements before procuring products.
Since railway systems are typically regulated by government agen-
cies, all systems and devices should be procured by issuing tenders
to ensure transparency. Bids should not be accepted unless the
vendors and service providers satisfy all the security requirements
considered in the supply chain analysis and product lifecycle anal-
ysis.

The CYRAIL Project [4] has identified the following security re-
quirements for railway systems:

— Personnel Requirements: Requirements must be imposed on
the personnel involved in operating railway automation and
telemechanical systems and devices. A railway operator must
collect requirements from the stakeholders involved in devel-
oping, administering and operating the railway system. Ad-
ditional security requirements should be solicited from cyber
security experts.

— Physical Protection Requirements: Systems and devices must
be isolated and protected from access by unauthorized staff
and passengers. The physical protection requirements should
include video monitoring, physical locks and alarms, and pe-
riodic checks by staff.

— Access Management Requirements: Access to operational tech-
nology systems must be managed securely and effectively to
prevent misuse and mitigate human error. A railway operator
must define system access rights for all personnel and ensure
that the rights are managed and controlled properly.
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— Data Protection Requirements: A railway system has to col-

lect large quantities of data for regulatory and analytic pur-
poses. Data collection, access, dissemination and retention
must follow the applicable government and industry data pro-
tection requirements. The requirements should be considered
carefully during the procurement phase.

Software Requirements: Software must be compatible in ex-
isting and new operating environments. Software must be
supported by vendors and updates and patches provided reg-
ularly for at least ten years.

Intrusion Detection Requirements: Adequate measures must
be taken to detect and alert to cyber attacks. Data related
to railway system operation and potential anomalies and at-
tacks should be archived and secured, and passed promptly
to relevant personnel and organizations.

Incident Response Requirements: Requirements for effective
incident response, especially incident analysis and mitigation
activities, must be specified to reduce risk and negative im-
pacts to railway system operations.

Reliability Requirements: Reliability requirements must be
imposed on systems and devices to ensure reliable operation
over their lifecycles.

Testing Phase

Activities during the testing phase ensure that newly-installed systems
and devices interoperate seamlessly in the operational environment. Al-
though testing can be conducted using an experimental testbed or sim-
ulated environment, it is important to ensure that the testing environ-
ment models the operational environment with high fidelity to provide

assurance.

The following activities should be conducted during the testing phase:

Vulnerability Assessment and Penetration Testing: Vulner-
ability assessments and penetration tests are routinely conducted
for information technology systems. To enhance reliability and
resilience and reduce operational risk, the assessments and tests
should be performed for information and operational technology
assets in railway systems.

Simulation and Digital Twin Testing: It may not be possi-
ble to test a new system or device in an operational environment
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before their deployment. In such cases, a high-fidelity simulation
or digital twin should be used for testing. The tests should be
performed in an integrated environment with and without the new
system or device.

Deployment Phase

In a railway system, the timeframe for deployment and maintenance
may be only a few hours starting at midnight. The following activities

must

3.4

be performed during the deployment phase:

Security Deployment Checklist: Security deployment checks
must be conducted to verify the configurations and settings of sys-
tems and devices. If the time required for deployment is more
than the maintenance timeframe, the checklist should include the
configurations and settings that must be verified every time the
checks are conducted.

Rollback Procedure: A rollback procedure must be performed
to stop a deployment and return the system to the previous state
if the deployment cannot be completed within the maintenance
timeframe. The rollback procedure should also verify that the
system is working properly after the rollback.

Deployment Verification: Deployment verification checks that
a deployment has been completed and the newly-installed system
or device is working as expected. Deployment verification should
also use the security deployment checklist to ensure that the con-
figurations and settings are correct.

Post-Deployment Phase

During the post-deployment phase, a railway operator should perform
the appropriate procedures for maintaining and monitoring the systems
and devices:

Patch and Upgrade Procedure: This procedure includes the
testing and deployment phase activities to ensure that the patch
or update does not affect system functionality and reliability. The
patch and upgrade procedure may require an additional deploy-
ment to address follow-up actions.

Drill Procedure: Drills must be conducted periodically in the ex-
perimental and production environments during the maintenance
timeframe, if possible. The drills must be performed after new
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systems and devices are deployed, patched or upgraded. They
should also simulate intruder attacks and the operator should be
able to react appropriately to the simulated attacks and mitigate
the impacts on the railway system.

Monitoring and Open-Source Intelligence Workflow: A
railway operator must implement standard operating procedures
to react to security alerts and security incidents. A decision to ap-
ply a quick fix and monitor system behavior must be made before
a patch is deployed.

4. Conclusions

Railway systems are critical transportation infrastructure assets that
must be protected from cyber attacks. The security framework for rail-
way system deployments presented in this chapter covers activities that
must be performed during the procurement, testing, deployment and
post-deployment phases of systems and devices. The framework also
serves as a reference for cyber security testing.

The security framework was intended to be applied to transportation
systems operated by the Singapore Land Transport Authority (LTA)
and Mass Rapid Transit (SMRT), but discussions were suspended due
to the COVID-19 pandemic and may resume in the near future.

Future research will extend the work to apply continuous integration
and delivery concepts in software development to railway systems. Addi-
tionally, research will attempt to apply modified versions of the security
framework to deployments of other critical infrastructure assets such as
building management systems and industrial control systems.
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