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Abstract. As technology changes and advances, E-learning has come a long
way, providing a personal and interactive wealth of content. However, unethical
behavior and the severity of network security attacks have received limited atten-
tion. While E-learning systems have been embraced for training and virtual team
collaboration, little is known about the motivations of these systems for cyberse-
curity attacks. E-Learning network security situation assessment technology can
synthesize various network attack data and combine them with security elements
to reflect the network security status of E-Learning systems. This paper is based
on the analysis of the existing network security situation assessment methods
and technologies, so it proposes a situational awareness framework based on an
E-learning system and implements an E-learning situation monitoring and warn-
ing system prototype system. Finally, we tested the real system in seven days to
calculate the network security situation value. The proposed evaluation model,
quantitative evaluation algorithm, and prediction algorithm are verified.
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1 Introduction

The main source of network hidden danger is that the system platform and some impor-
tant service programs have found significant security loopholes, especially since several
serious vulnerabilities were disclosed in the Windows’ system in successive months,
followed by the widespread prevalence and outbreak of worm programs using the vul-
nerabilities [1]. There are security loopholes in many E-learning network applications.
The threat of network attacks is increasingly rampant. The risk of network security is
increasingly complex, which has caused great economic losses to the education system
and individuals [2]. Meet the security requirements of e-learning systems is a complicated
problem since it is not only the content, services, and personal data that must be secured,
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but the E-learning system manager or staff [3]. E-learning course resources face security
threats, since E-learning data is distributed, shared, open, and based on teamwork, so it
is critical to protect confidentiality and integrity from any security issues. The purpose of
the paper is to synthesize different cyber-attacks that will affect the E-learning system.
And against these cyber threats, we propose a network security situational awareness
system for detection, prediction, and protection by analyzing the internal relationship
between the data and the network events, it can help network administrators to predict
the possible network security problems in the next period, to prevent and respond in time
based on E-learning system.

2 Background

2.1 E-learning

Traditional distance education is referred to teach by correspondence commonly. Edu-
cational information is mainly disseminated through the printed word. It is characterized
by low cost, easy to organize and implement. But the drawbacks are also obvious, less
information, difficulty in learning, lack of communication between teachers and students,
the long learning cycle, and the low learning efficiency. E-learning is a new educational
pattern with the rapid development of network technology and multimedia technology
[4]. Compared with traditional education, it is not limited by the time and space of edu-
cation. E-learning is a new educational pattern with the rapid development of network
technology and multimedia technology. People cannot be limited by time and space and
complete interactive teaching and learning activities anytime and anywhere. They do
not have to be at the designated place and time.

2.2 Situational Awareness

Before situational awareness, the main idea of the security event statistical analysis
method is to obtain the network security situation by using the influence of the intrusion
detection system or other detection systems. The generated alarm logs are statistically
analyzed to obtain network security event information to analyze the network attack.
Tim Bass [5] proposed to use distributed multi-sensor data fusion method of the
intrusion detection system to evaluate the security situation of computer networks and
to evaluate the security of computer networks through data fusion and data mining
method. The intrusion detection data fusion framework is shown in Fig. 1. The security
situation assessment results are obtained through steps such as data extraction, object
extraction, situation extraction, threat assessment, and resource management.
Situational awareness is an environment-based, dynamic, and comprehensive insight
into security risks. It is based on security big data to improve the ability to detect,
identify, understand, analyze, and respond to security threats from a global perspective
[6]. It is to predict the future development trend of the network for decision-making
and action. Situational assessment first appeared in the field of aviation and military,
and then gradually spread to various technical fields, including traffic management,
production control, logistics management, medical research, and ergonomics. In recent
years, situation assessment techniques have been applied to computer networks. The
cyberspace situational awareness process [7] can be divided into three stages.
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2.3 Cyber Security and E-learning

The security of an e-learning system includes steps to limit the danger and threat of
network assaults, such as the deployment of security management (security rules, pro-
cedures, and processes), enhanced verification tools and control of access; Users with
varying levels of permission based on their status; Backup software that runs automati-
cally; Encrypt critical or sensitive data; Firewall, antivirus, and anti-spam software [3].
Most of the E-learning security research is focused on four areas: vulnerabilities, security
threats, cyber-attacks and privacy.

Ramim and Levy (Ramim & Levy, 2006) advocate for academic institutions to
develop proactive security measures for e-learning systems. Zuev [1] suggests using
cybersecurity metrics as a tool that can also help assess the level of risk in not performing
a particular action, and in that way provide direction in prioritizing corrective action.
Rjaibi et al. [8] discuss that security techniques for quantifying security threats in E-
learning are like those used in other E-services. Anghel and Pereteanu [10] stated that
E-learning devices can be vulnerable, hacked, and when connected to networks, they
can cause cybersecurity breaches and influence data that are vulnerable to protection and
privacy. Hage [11] E-learning systems can collect information about learners, which has
implications for their privacy, and people are concerned about protecting the privacy of
learners.

3 Methodology

Raw data are classified into asset data, threat data, and vulnerability data. The security
event data set is obtained through comprehensive analysis by correlating asset threat and
vulnerability. After obtaining the threat information, it is necessary to carry out intru-
sion detection on the E-learning system. By collecting and analyzing network behavior,
security logs, audit data, other information available on the network, and information of
some key points in the E-learning system, it checks whether there is behavior violating
security policy or signs of an attack in the network or system.

3.1 E-learning Situation Monitoring and Warning System

Based on the network attack database to form a multi-dimensional knowledge map of
the event components, and based on the algorithms, tools, and knowledge models of
relational reasoning, network terrorist attack events can be excavated and analyzed in
the space-time dimension. The situation analysis of the cyber-attack event “4W1H”
(who, when, where, what, how) is realized in the department of electronics.

The security situation assessment value of the whole network can be written as:

n
A=) Vi, Tp, Si) * (Siv. Sit» Sig)

i=1

Where Vi represents the vulnerability state value of node i, Ti represents the threat
state value of node i, and Si represents the operating state value of node I. S;v represents
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Fig. 1. E-learning situation monitoring and warning system

the vulnerability weight of node i, SiT represents the threat weight of node i, and SIS
represents the health status weight of node i. The value weight of each situation can be
based on the topology structure of different nodes in the network and the importance of
the cluster.

Algorithm 1 E-learning cyber-attack detection rate

Input: Enter E-learning system information, Vulnerability of user, cyber-attack info-

mation;

Output: Attack detection rate

: HashMap ElearningInfo(key:userVulnerability, value:List[Cyber-attackInfo])
: HashMap

. DetectElearningAttack(user Vulnerability,cyber-attackInfo, ElearningInfo)

: function MatchVulnerability (userVulnerability,cyber-attackInfo)

att; == Hashmap(vul;)

: return vul;

. end function

: let Attack detection rate = 0

. for attack type atty, atty, ..., att, do

Elearning_Defence = detect_vul(vul;, UserInfo)

: end for
. if then(Elearning Defence == 1)

Attack_detection_rate+=weight;
Where weight is the weight vul;

: else

return 0;

. end if

. return Attack_detection_rate

As shown in Algorithm 1, the E-learning system vulnerability information contains

all the necessary vulnerabilities store in a HashMap. The vulnerabilities match the cyber-
attack, for example, DDoS, that exploit the type of E-learning system vulnerability to
attack. If the E-learning defensive successful rate is 1, then it will return the add up the
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weights of user vulnerabilities included, namely, attack success support probability Si.
Finally, the attack detection rate will be calculated correctly.

4 Evaluation

In the network security situation analysis of this example, the network security situation
is directly calculated by using the expected threat of the network host node. The network
security situation quantitative assessment algorithm uses the information fusion method
to calculate the number of attacks on the e-learning network host and then calculates the
security situation value of each period through the comprehensive calculation method.
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Fig. 2. Network security situation value with E-learning system hosts in 7 days

According to the calculation results of the actual e-learning system experiment, the
graph of the network security situation is obtained, as shown in Fig. 2. Then, when the
weight of the No.1 Host is relatively large, the system will be subjected to a relatively
large value of network security situation.

5 Conclusion

This paper proposes three functional requirements, namely situational awareness scheme
to access E-learning system, emergency disposal decision support and intelligent opti-
mization of network security system, analyzes the E-learning system network security
situation value and corresponding technical requirements of the network security vulner-
ability data platform, and designs the technical architecture of the platform accordingly.
The system adopts a layered modular architecture with high scalability. Combined with
operational modules such as work order distribution and one-click processing, the sys-
tem can run a detection algorithm of network attack rate based on an E-learning system.
The application layer of the E-learning situational awareness system platform can cover
the network security domain, from the whole chain of attack detection, threat awareness,
event processing, knowledge base construction, and sustainable feedback improvement,
to realize a more comprehensive, timely, and intelligent network security comprehensive
defense and protection.
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