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Preface

The 20th International Conference on Web-based Learning (ICWL 2021) was held in
Macau, China, during November 13–14, and it was organized and hosted by the City
University of Macau.

ICWL is an annual International Conference onWeb-based Learning, founded by the
Hong Kong Web Society. The first ICWL was held in Hong Kong in 2002. Since then,
ICWL has been held in Australia (2003), China (2004, 2008, 2010, 2015, 2020), Hong
Kong (2005, 2011), Malaysia (2006), the UK (2007), Germany (2009, 2019), Romania
(2012), Taiwan (2013), Estonia (2014), Italy (2016), South Africa (2017), and Thailand
(2018), Germany (2019) and China (2020). ICWL 2021 featured a technical program of
refereed papers selected by the international ProgramCommittee, and keynote addresses
offered by eminent scholars.

Due to the influence of the COVID-19 pandemic, this year the conference received
29 submissions. All the submissions were reviewed on the basis of their significance,
novelty, technical quality, and practical impact. The Program Committee (PC) consisted
ofmembers with diverse backgrounds and broad research interests. After careful reviews
by at least three experts in the relevant areas for each paper, and discussions by the PC
members, 10 submissions were accepted as full papers (with an acceptance rate 34%)
and seven submissions as short papers for presentation at the conference and inclusion in
the conference proceedings. The accepted papers cover multiple topics, from algorithms
to systems and applications.

ICWL 2021 was made possible by the joint efforts of many people and institutions.
There is a long list of people who volunteered their time and energy to put together the
conference and who deserve special thanks.

We would like to thank all the PC members for their great effort in reading, com-
menting, and finally selecting the papers. We also thank all the external reviewers for
assisting the PC in their particular areas of expertise.

We sincerely thank the authors of all submitted papers and all the conference atten-
dees. Thanks are also due to the staff at Springer for their help with producing the
proceedings and to the developers and maintainers of the EasyChair software, which
greatly helped simplify the submission and review process.

October 2021 Wanlei Zhou
Yi Mu

Kuai Peng Ip
Aniello Castiglione

Xiang Yang
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Decentralized M-Learning Platform
with Trusted Execution Environment

Wennan Wang1, Linkai Zhu1,2(B), Baoping Wang1, Li Guang1, Sheng Peng1,3,
and Zhiming Cai1

1 Institute of Data Science, City University of Macau, Macau, China
linkai@iscas.ac.cn

2 Institute of Software Chinese Academy of Sciences, Beijing, China
3 Zhuhai Yingying Technology Co., Ltd., Zhuhai, China

Abstract. With the rapid growth in E-learning, Mobile learning (M-learning) is
one of the most widely used ways in distance education compare to the traditional
classroom environment. However, Mobile learning has accentuated the problem
of data privacy disclosure and low performance. Blockchain is an important step
in smart contracts with peer execution, immutability, and provenance may bring a
new level of protection and confidence toM-learning. In combinationwith Trusted
Execution Environment, we proposed a decentralized M-learning platform pro-
totype within TrustZone technology for ARM devices where the learner identity
key is encrypted and stored in Hyperledger Fabric with a peer-to-peer network.
Our platform resolves the difficulties with privacy data in E-learning and reduced
workload. An evaluation demonstrated that It is available to execute encryption
algorithms in a trusted execution environment.

Keywords: M-learning · E-learning · Blockchain · TrustZone · Privacy

1 Introduction

With the impact of the newcoronavirus epidemic onnormal teaching activities in colleges
and universities [1], school teaching methods have changed to online methods in most
countries. Online education platforms provide new solutions to ensure online teaching
during the epidemic prevention and control period. School students can be free from
space and learn online anytime, anywhere through the Internet.

With the development of wireless Internet technology and the widespread popularity
of mobile devices. The software and hardware platforms of mobile devices run faster
and more abundant applications [2]. People are also paying more and more attention
to the advantages of mobile learning, focusing on creating a high-performance Mobile
learning (M-learning) platform to better serve themajority of learners [3]. The equipment
of M-learning includes an Android phone, iPhone, tablet, iPad, and notebook.

Intelligent push platform can solve the problem of content value judgment, but this
is based on the user’s privacy data exposure. The root cause of the problems encountered

W. Wang and L. Zhu—These authors contributed equally to this work.

© Springer Nature Switzerland AG 2021
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4 W. Wang et al.

in the education industry is the lack of trust relationships and opaque mechanisms under
the central network [1]. These devices collect and transmit large amount of privacy data
in educational area when students or learners’ study off campus using their smart phone
[2]. Students’ profile or personal data can be revealed through a centralized server.When
M-learning personal data is opened for education, it is restricted by the permissions of
the centralized server [3].

Blockchain has emerged as an interesting candidate because of its impressive fea-
tures of decentralization [4]. By leveraging blockchain in the M-learning platform, the
network efficiency of the single point server is improved since the growth of the number
of learner nodes [5]. Blockchain can reduce the burden of the M-learning network with
the number of connecting nodes is increasing [6]. And centralized M-learning system
service often break data privacy policies by using data collected from learners for unau-
thorized purpose [7]. In order to address this issue in privacy related data between online
education school and learners,wehave designed and implemented a trusted decentralized
M-learning platform prototype based on TrustZone device for Fabric Hyperledger. The
privacy protection of each user’s personal identity key need to be guaranteed through
a trusted execution environment, and the decentralized access control system of the
blockchain.

However, most blockchain-based platforms use digital pseudonyms [8], allowing
users to have multiple pseudonyms, but this approach only provides weaker user iden-
tity anonymity [9], the correlation between transactions, and the student or learner’s
information are exposed on the blockchain, and all public key addresses of a E-learning
learner may be inferred if one of the user’s addresses is compromised.

Since TrustZone is the domain of trusted computing in the ARM architecture. Such
devices like mobile phones and tablets provide a common execution environment (Rich
Execution Environment, REE), which will run Android, IOS and other intelligent oper-
ating systems in this environment to provide users with a variety of services [10]. Based
on the trusted execution environment provided by the ARM TrustZone architecture, this
paper analyzes the definition of the trusted platform module TPM specification, and
designs its Kernel functions, including integrity measurement, key generation and man-
agement, and symmetric asymmetric encryption and decryption. This provides basic
security support for trusted services such as trusted startup of upper-level applications
and components of theM-learning platform and blockchain network connection, thereby
improving the security of students using mobile smart terminals.

In this work we leverage blockchain to reduce the load of network and improve the
performance of M-learning platform. We provide a method for secure identity key by
trusted execution environment. We have implemented a Trusted M-learning platform
prototype on blockchain using Hyperledger Fabric.

The paper is structured as follows. In Sect. 2 we provide technologies on E-learning,
M-learning, Blockchain, and TrustZone. In Sect. 3 we discuss the overview of the
architecture. In Sect. 4 we describe how we design and implement the decentralized
M-learning platform. In Sect. 5 we provide evaluation of the approach. Finally, Sect. 6
we conclude the paper.
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2 Technologies

E-Learning
E-Learning often used in online education, also known as electronic learning. It is a
way to use Internet technology to disseminate learning resources and quickly learn. It
is one of the main ways people acquire knowledge. People can learn online through the
Internet, which broadens people’s learning channels and improves Learning efficiency,
better use of fragmented time for learning. The E-Learning platform has a large amount
of behavior data left by user learning, which can more accurately match the learning
needs of users after mining and analysis.

M-Learning
M-learning asMobileLearning, the adoption ofMobileLearning can provide stimulating
new possibilities for students, teachers, and school staff through new forms of training
and learning innovations [11].

Blockchain
Blockchain, mainly known as the technology for operating Bitcoin encrypted currency
[12], is a kind ofmulti-party participation and jointmaintenance of a distributed database.
It is based on a peer-to-peer network and uses encryption algorithms and digital signa-
tures in cryptography to ensure the data itself Integrity and immutability and security
of access. It uses chain data structure to verify and store data for building the over-
all structure of blockchain through consensus mechanism. And this kind of distributed
accounting has gradually become one of the Internet applications in recent years. An
important function. It maintains an ever-growing data block. The data recorded in each
block cannot be tampered with or modified. Since there is no central node, all partici-
pating nodes can store data. Its decentralized nature provides a viable solution to build
security protocols without the need for a third party (Fig. 1).

Fig. 1. Blockchain structure

Trusted Execution Environment
The trusted execution environment (Trusted Execution Environment, TEE) provides a
completely isolated environment in the CPU, called a safe zone, which can prevent
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other applications, operating systems, and host owners from tampering to ensure that
the code is executed in the TEE.AndData and stars and integrity are protected [13]. Even
understand the status of applications running in the safe zone. By using both hardware
and software to protect data and code, TEE is more secure than operating systems. We
leverage TEE to enhance blockchain performance, efficiency, and security.

TrustZone
ARM proposed a hardware-level mobile platform security technology called TrustZone
[14]. The basic principle of TrustZone technology is to virtualize a physical Kernel
into multiple Kernels, and use monitors to switch different states, thereby constructing
a processor security environment. This technology uses the increased security features
in the CPU to cooperate with software and hardware to construct a Trusted execution
environment (TEE) completely isolated from ordinary execution environment (REE).

Fig. 2. M-learning TrustZone architecture

The blockchain can store data and perform computation on every decentralized
learner all around the world and the hashes of transactions generated from E-learning
devices [15]. Fabric Hyperledger is chosen as a local blockchain architecture, which is an
open-source fundamental technologyWW [16]. For prototyping, the data of M-learning
is collected from different learning apps. For each communication between devices or
nodes, a transaction is created and stored in the blockchain. As shown in Fig. 2, the
ARM TrustZone-enabled application is composed of secure and non-secure world. In
secure world, the sensitive operations are called (encryption and hashing).
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3 Overview

The proposed M-learning platform consists of three main components which includes
arm device client, TrustZone module and blockchain.

Fig. 3. Decentralized M-learning platform with TEE

All these components are going to solving the problem:

Security of M-Learning Platform with Blockchain
The decentralized and distributed nature of blockchain makes it a promising solution
for M-learning security. Mobile phone as a new E-learning device with integration in
blockchain enables a higher security level.

Scope and Assumption
The scope of this paper considers the decentralization of data access management using
blockchain and data protection using TrustZone. We designed and implemented a secu-
rity M-learning course platform where user have equal right in managing their data.
For this platform, the private data is supposed to encrypted by using asymmetric crypto-
graphic protocols. In this paper we do not consider phishing attacks and denial of service
attacks.

Trusted Blockchain M-Learning Platform Components
As shown in Fig. 3, several components are composing the proposed Trust chain
M-learning platform:

• Tutor/teacher, the role is to create and upload lessons, after uploading it, this role will
release to learners.

• Learner: The learner can register account and download released lessons from tutor.
Students can input the course notes in database.
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• Coordinator: the role is to disseminate the information to colleagues within the
department. Obtain updates and alerts form E-learning group.

• Administrator: Administrator is to manage the E-learning course data and maintain
the platform

• Learning Resource Database: The E-learning database is to store E-learning resources
include learner’s information (course, scores, and records).

• Blockchain: store the hash of the encrypted identity data in the blockchain.
• TrustZone node: the process of encryption is executed in TrustZone.

Trusted Identity Key
M-learning identity key management lacks effective management technology, and key
leakage and loss caused by improper use and storage will bring losses to users, and no
central node participation in the blockchain will make key management difficult. Using
under-chain TrustZone to store wallet-like methods, in an isolated state, the key wallet
is executed in this environment to prevent malicious soft attacks and theft of user keys.

Since Fabric Hyperledger is an open-source smart contract platform, the above sup-
port can only be contract is public, usually involvesmulti-user participation, user account
information, transactions and status information are exposed in the network, the need to
increase privacy protection mechanisms, because most E-learning users are now pop-
ular use of smart devices, through arm architecture-based TrustZone to enhance smart
contract privacy protection, build a trusted execution environment.

In a processor architecture, each physical processor Kernel provides two virtual
Kernels, one non-secure and the other secure Kernels. The mechanism for switching
between the two Kernels is called the monitor mode. The non-secure Kernel can only
access non-secure system resources, while secure kernel energy accesses all resources.
Software in the ordinary world can use Secure Monitor Call (SMC) instructions or
through a subset of hardware exception mechanisms to enter monitor mode.

When the user mode of the normal world needs to obtain the services of the secure
world, first need to enter the privilegedmode of the normal world, call SMC in thismode,
the processor will enter the secure monitor mode, monitor mode back up the context of
the normal world, and then enter the privileged mode of the secure world, at this time
the operating environment is the execution environment of the secure world, and then
enter the user mode of the secure world, perform the corresponding security services
(Fig. 4).

Decentralized M-Learning Platform Architecture
M-learning is based on the trusted blockchain. The M-learning device indicates that the
learner login the M-learning node, and the node number is unique. After students log
on, the profile data interacts with user management through the web service interface,
while the identification number is verified with the data accessed by the student. The data
communicates between the institution and the student. Identity numbers are encrypted
using asymmetric encryption algorithms inTrustZone through smart contracts, encrypted
identity keys are stored in the blockchain through smart contracts. M-learning users can
access their profile data without leaking it since identity key is perform encryption
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Fig. 4. Decentralized M-learning platform data flow

operations in an isolated environment. This idea adapts to a broader E-learning style and
goals. Connections to any newE-learning node are authenticated by blockchain network.

4 Implementation

Weused six real processor based on the arm architecture of the smart phone to implement
M-learning platform using the Fabric Hyperledger which is a distributed ledger with
blockchain as the underlying. The M-Learning platform including the course search
engine system and access control management platform, as well as the recommendation
module.

Smart Contract Process
Blockchain guarantees that the intra-chain computing process is credible through smart
contracts and consensus mechanisms. Here the smart contract is essentially a pro-
grammable state machine, and in most blockchains, block time is fixed. It takes to
process the business and the latency of M-Learning’s network. The solution needs to
keep M-learning’s business processes out of the blockchain and handle only the state
of business initialization and the final state on the chain. This is done by separating
business logic from consensus logic and moving the computing portion of performance
consumption down the chain for privacy and performance savings.

Data Storage
The data storage layer is mainly responsible for storing and storing the course data
generated and collected during the operation of other layers. The system in this paper
mainly usesHDFS andMySQL, inwhichMySQL stores the course information of users,
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as well as the structured data of users’ historical behavior, such as rating and collection.
HDFS is used to store course courseware video resources and other unstructured data.

Web Browser
The web interface is the interactive interface between users and the system, which
provides learners with the basic operating functions of the online education platform
and supports personalized course recommendation. The browser presents the response
results to the user. This layer also generates user behavior data, which can be used by
other layers for calculation and analysis (Figs. 5 and 6).

Fig. 5. Trustzone node in fabric hyperledger

Fig. 6. Identity key setup process

Create Identity Key
When the user logs in, the blockchain systemwill decide whether he or she is a registered
user of the platform. The registered user can enter the homepage of the course recom-
mendation system after entering the corresponding user name, password, and verification
code. Unregistered users will jump to the registration interface, fill in the registration
information, and then log in as registered users (Figs. 7, 8, 9 and 10).
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Fig. 7. M-learning role registration

Fig. 8. Educational service frontend user interface

Fig. 9. Student frontend user interface

Fig. 10. Teacher frontend user interface
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5 Evaluation

In Fig. 11, it shows the impact of the transaction workload execution on the blockchain.
When encryption operations are performed in TrustZone, the write workload is slightly
higher than without using TEE. The cryptographic algorithm is performed in an isolated
environment when measuring the transaction throughput of the M-learning node. When
it is at 600 write workloads, the transaction throughput is 11.17 writes per second. As
the write workload increases to 2000, the write throughput stabilizes at 7.82 writes per
second. Instead of executing a cryptographic algorithm in an isolated TrustZone, the
transaction throughput is 6.24 writes per second at 600 write workloads. At 2000 write
workload, transaction throughput drops to 5.61 writes per second.

Fig. 11. Throughput and write workload

6 Conclusion

In this research, it introducesM-learning platform inmanydecentralized nodes that lever-
age a decentralized network of peers accompanied by a public ledger. However, in terms
of blockchain, it encounters some privacy threats, which limit its realistic applications.
we have presented a solution that utilizes the combination of TEE and Hyperledger
Fabric in M-learning platform. Particularly, for securing identity key, an asymmetric
encryption algorithm is used in TrustZone secure world for realizing blockchain privacy
demands. Besides, our approach utilizes blockchain to reduce workload. An evaluation
revealed that the throughput of our approach is tend to be stable for encryption of the
identity key in a trustworthy execution environment, which means, this method protects
the user’s personal privacy without compromising performance.
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Abstract. It is claimed that the innovative use of educational technology com-
bined with appropriate pedagogical strategies can lead to improved student out-
comes. However, teachers face difficulties in adopting educational technology and
novel pedagogical methods as this involves acquiring complex new knowledge.
Combined with training, Learning Analytics dashboards – artifacts which medi-
ate teachers’ learning in technology-enhanced environments – can aid them in
this task. Using student engagement as an example, we present the prototype of
a theory-driven dashboard that can help teachers to better understand and imple-
ment new instructional methods in technology-enhanced learning environments.
We describe here our needs analysis, design, and evaluation process and outcomes,
reflecting upon how teachers can benefit from using thoughtfully-designed LA
dashboards in professional development scenarios.

Keywords: Learning Analytics dashboard · Teacher-facing dashboard ·
Theory-driven dashboard · Teacher Professional Development

1 Introduction

In the last decade, access to and use of educational technology have increased signif-
icantly. More recently, the pandemic, too, has forced teachers to resort to ICT use for
conducting what has been described as “emergency remote teaching” [1]. Therefore,
concern has shifted considerably from whether technology is used in schools [2] to how
effectively it is used by teachers and students [3, 4]. This effective use, however, is not
easy to achieve: while educational technology and constructivist, student-centred peda-
gogies combined together can lead to improvement in a variety of student outcomes [5,
6], teachers often lack the technological and pedagogical knowledge required to teach
in this manner.

Teacher professional development (TPD, or PD) programmes which introduce par-
ticipants to new technology and accompanying pedagogical methods in an authentic
context can be useful in encouraging effective technology integration in K-12 schools
[7]. As the teachers are in entirely novel territory and expected to imbibe and then imple-
ment complex new technological and pedagogical knowledge, they can stand to ben-
efit from the use of thoughtfully-designed Learning Analytics (LA) dashboards which
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leverage relevant student and classroom data to actively support them in monitoring,
understanding, and improving the effects of the new instructional practices and tools on
student outcomes. To design such a dashboard, it is important to study teachers’ data
needs and data use practices in demanding PD environments.

In the context of a PD programme designed to aid teachers in using technology
to make mathematics lessons more engaging, we attempted to learn from teachers’
experiences with data use to design a prototype for a theory-driven dashboard with a
“scaffolding layer” that would help teachers better understand and monitor the new ped-
agogical methods they were experimenting with in their classrooms. This prototype was
then tested with 24 teachers to gauge their perceptions of the usefulness of the scaffold-
ing layer features added to aid interpretation of data and support teachers’ pedagogical
knowledge.

The questions which guided our work were as follows:

RQ1What are the obstacles teachers face in using data to understand and improve novel
technology-rich pedagogical practices in PD scenarios?
RQ2 What are teachers’ perceptions regarding the usefulness of the scaffolding layer?
RQ3 How does teachers’ unaided data use compare to what is emphasised and
recommended in the scaffolding layer?

Below, we first describe some concerns raised in literature about LA tools and dash-
boards, followed by recent attempts at addressing the same. After a brief introduction
to our research context, we introduce readers to our own analysis of challenges teachers
face when working with data in a PD scenario in Sect. 5, and how this informed our
dashboard prototype development in Sect. 6. Finally, we present the evaluation study,
followed by a short reflection on lessons learnt and future directions.

2 Related Work

While LA tools and dashboards are expected to make the task of monitoring teaching
and learning and subsequent decision-making convenient for educators, they have not
yet fulfilled their potential due to significant shortcomings which have been pointed out
in literature. First, several researchers [8, 9] have warned and recent reviews [10, 11]
have confirmed that LA has so far not drawn sufficiently upon established educational
theory. Data collected and analysed in the absence of guiding theory is of little use for
both teachers and researchers. Second, it has been observed that teachers frequently do
not make use of the data made available to them, often due to the data not being relevant
to their actual practice [12]. It is suggested that greater weight be given to teachers’
opinions and needs when LA tools and dashboards are developed [13, 14]. Third, while
developments in technology have allowed the capture of more and varied kinds of data,
this volume and complexity of data means teachers may be lacking in the data use skills
necessary to draw useful inferences from and act upon the data, making LA tools a
burden rather than an aid in the classroom [15, 16].

Informed by this criticism, some steps have already been taken in the right direction.
A number of theory-driven LA tools have been described in recent literature, while other
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researchers have tried various methods to aid teachers in understanding data in varied
learning contexts. These are described in some detail below.

2.1 Theory-Driven LA

A significant number of studies involving theory-driven LA have been conducted in
recent years, with much focus especially on self-regulation of learning (SRL). For exam-
ple, a review of LA dashboards for supporting SRL found that nine papers relied on edu-
cational theories and models to develop dashboards (Open Learner Models, Automatic
Emotion Recognition process, Learning and Study Strategies Inventory, etc.), though
none explicitly employed SRL theories [11].

Theory-driven dashboards have also been developed for monitoring constructs other
than self-regulation of learning. Recently, Kent and Cukurova [17] drew upon the col-
laborative cognitive load theory (rather than student learning outcomes) to design LA
visualisations for informing instructors of collaboration in a MOOC.

2.2 Aiding Non-technical Users in Data Use

A number of researchers have focused on designing LA dashboards for supporting
teachers’ sense-making of data. In the field of LA for supporting computer supported
collaborative learning (CSCL), especially, researchers have recognised that teachers face
difficulties in employing data to effectively orchestrate classroomactivities.A distinction
is drawn betweenmirroring and guiding dashboards designed for CSCL scenarios, where
mirroring dashboards merely display data collected, with interpretation left entirely up
to the teacher, and guiding dashboards indicate struggling groups of students as well
as the problems they might be facing [18]. Numerous innovative guiding dashboard
prototypes have been described in LA for CSCL literature, such as one involving the use
of smart glasses to convey relevant information to teachers [19]. While fewer in number,
longitudinal dashboard use studies have also been successfully conducted in authentic
settings in recent years [20].

Moving on from CSCL, some authors have differentiated between exploratory and
explanatory data visualisations in LA dashboards, with the former “targeted at experts in
data analysis in search of insights from unfamiliar datasets”, while the latter emphasise
the communication of useful insights to teachers and learners who are pressed for time
and may also be lacking in data analysis skills [21]. They relied on a “Data Storytelling”
approach guided by generic InfoVis guidelines and narrative storytelling principles com-
bined with education-specific information drawn from Learning Designs (LD) to create
LA visualisations that highlight aspects of data relevant to teaching. Similarly, there have
been attempts at making Multimodal Learning Analytics (MMLA) data from collocated
collaboration settings more user-friendly by arranging it into meaningful layers that tell
different stories, guiding users’ attention to key insights [22].

From the description above, it is clear that there is increasing interest in forging
stronger connections between LA, educational theory, and actual practice with the help
of carefully designed dashboards. However, so far, most of such research has been con-
ducted in the context of higher education. Further, as far as we are aware, no studies have
been conducted in the context of challenging PD programmes which require teachers
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to learn about and work with unfamiliar pedagogical strategies and ICT tools: with the
current study, we hoped to not only aid teachers in interpreting and reacting to data, but
also to encourage the development/consolidation of pedagogical knowledge and data
use skills.

3 Research Context

We had a first-hand glimpse into the above-mentioned concerns in LA literature as we
worked on a design-based research project (DBR, see [23]) that involved the creation of
certain interactive Digital Learning Resources (DLRs) followed by PD for mathematics
teachers to encourage effective use of the same for engaging students in the classroom.
During the PD, teachers were introduced to the DLRs and other online educational
resources. Acquisition of pedagogical knowledge was also encouraged, as teachers were
required to design, with guidance from university researchers, lesson plans that would
make use of available ICT resources to create a more engaging learning environment for
students. They were then expected to implement these in their classrooms at least once a
month. To monitor and understand how the new instructional methods affected student
engagement, teachers had access to students’ self-reported engagement data.

Using teacher reflections, we analysed teachers’ data use throughout the PD pro-
gramme in order to understand how LA dashboards could better cater to their data needs
in a scenario where they were required to understand and enact novel and complex ped-
agogical approaches for improving student engagement. Drawing upon this developing
understanding of teachers’ experiences with data use, we designed a dashboard proto-
type and later tested it with 24 teachers. In the following sections, we describe in detail
these parts of our study.

4 Understanding Teachers’ Data Use During PD

We first attempted to understand teachers’ data use in PD scenarios. In this, we were
guided by RQ1: What are the obstacles teachers face in using data to understand and
improve novel technology-rich pedagogical practices in PD scenarios?

4.1 Method

20 high school mathematics teachers (19 female and 1male, with between 3 and 38 years
of teaching experience) participating in the PD programme were encouraged to collect
students’ reports about engagement twice a month, once after an intervention lesson and
once after any conventional lesson. Students replied to a questionnaire adapted from
multiple engagement self-report instruments [24, 25] using a 5-point Likert scale, and
the tool LAPills was used to collect and visualise their responses. Using these simple
visualisations, teachers were asked to monitor whether and how changes in engagement
were related to the new instructionalmethods they used in the classroom.After collecting
and reviewing data, the teachers were asked to record monthly responses to two data use
questions using an online form provided to them:
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• To what extent did you familiarise yourself with the LAPills results (students’
engagement data) and what did you learn from them?

• Based on the data, what would you do differently next time?

Over the course of eight months, we received 53 responses to the data use questions,
with 17 out of 20 teachers responding at least once. These responses were then analysed
using inductive coding to discover obstacles that teachers faced during data use. The
authors read and reread the teachers’ responses to identify whether and how they strug-
gled with data use. Teachers’ issues were independently listed under several categories
by both authors, who then reviewed these themes together, and then the writing of results
was begun.

4.2 Results

It was found that despite the simplicity of the data visualisations, a few teachers faced
difficulties in understanding them. The majority, however, were able to use data to
effectively describe students’ engagement and disengagement.

When it came to choosing pedagogical actions in response to data, only a couple
of specific responses were received about encouraging cognitive engagement, such as,
“… students should be required more frequently to rephrase things. Currently … some
of the students don’t rephrase terms and don’t perceive the importance of doing so.
It should be regarded as … mandatory…” Most teachers chose not to respond to this
question, while a fewmentioned rather general responses such as, “I should think lessons
through even more, but that is very time-consuming”.

It should be noted that the teachers had received guidance in different aspects of
data use: monthly PD sessions devoted time to researcher-led discussion of data from a
randomly chosen classroom, including pedagogical responses to engagement problems.

The analysis of teachers’ responses showed that choosing pedagogical actions in
response to data was difficult for teachers. Some teachers also faced difficulties in dis-
tilling information from data visualisations. Our findings were in line with previous
research, which found that the most difficult facet of data use for teachers is deciding
how to respond to information gleaned from data [26].

These results obtained in an authentic PD scenario indicated that teachers who are
learning about and experimenting with new pedagogies can benefit from support in
the form of a LA dashboard that scaffolds them in understanding and enacting these
instructional practices by providing insights into data and recommending appropriate
pedagogical actions. It had been previously proposed that LA reporting systems should
diagnose common problems and provide teachers with suggestions about how to handle
them [27]. Accordingly, we proceeded with the design of our dashboard prototype, as
described next.
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5 Designing the Dashboard Prototype

This section briefly describes our design process for developing a LA dashboard capable
of scaffolding teachers’ understanding and adoption of new pedagogical methods for
supporting student engagement in a PD scenario.

In our approach, the scaffolding took place via a “scaffolding layer”: notifications
and explanations about pedagogically important information and prompts recommend-
ing useful pedagogical actions to aid teachers’ developing pedagogical knowledge and
data use skills. In order to generate this scaffolding layer, we relied on rule-based analy-
sis of data informed by educational theory in the form of peer-reviewed literature about
engagement (this included literature about established conceptions of engagement, indi-
cators of engagement, interventions that that have successfully supported student engage-
ment, etc. [e.g., 28, 29, 30]), and also LD created by teachers. Figure 1 illustrates the
dashboard structure and how dashboard use supports the goals of the PD programme.
Table 1 contains some examples of the link between theory and rules for data analysis
and scaffolding layer content generation.

Fig. 1. Dashboard structure, and relationship to the PD programme.

Basic design principles were also kept in mind during the design process. Clutter
was reduced, and colours were used judiciously to make certain data stand out and to
group similar items together.
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Table 1. Examples of theory-based data analysis and presentation rules

Data source Ideal state Message displayed in absence of
ideal state

Message
rationale

Students’
collective
responses to the
engagement
questionnaire

Score should be
greater than 3 for
all types of
engagement
(cognitive,
behavioural, and
emotional)

“To support students’ cognitive
engagement, which appears to be
low, you can employ strategies
such as helping students connect
the current topic to prior
knowledge, requiring them to
state mathematical concepts in
their own words and bringing
forth examples from everyday
life”

These are
research-backed
strategies for
supporting
cognitive
engagement

Attendance and
individual student
responses to
engagement
questionnaire

Attendance should
be higher than
90%, and
behavioural
engagement score
should be greater
than 3

“Student x has been missing
classes and reports low
behavioural engagement”

Student
attendance is an
indicator of
behavioural
engagement

6 Evaluating the Dashboard Prototype

The research questions chosen for the prototype evaluation were:

RQ2 What are teachers’ perceptions regarding the usefulness of the scaffolding layer?
RQ3 How does teachers’ unaided data use compare to what is emphasised and
recommended in the scaffolding layer?

6.1 Method

46 high school andmiddle school mathematics teachers (20 from the PD course analysed
above, and 26 fromanother iteration of the course)were randomly assigned to two groups
and requested to complete certain tasks using the dashboard prototype which presented
to them actual engagement self-reports from one classroom and fictitious but realistic
LD and DLR log data. One group had access to the scaffolding layer of the dashboard,
and the other group viewed the dashboard without such enhancements. Table 2 details
the tasks and questions assigned to the two groups.

24 teachers responded to the questionnaire, 11 of them from the group with access
to the scaffolding layer. Data analysis consisted of drawing up descriptive statistics
for RQ1 and inductive coding of teacher responses for RQ2 in order to make possible
comparisons with scaffolding layer content.
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Table 2. Tasks and questions for evaluation study participants.

Condition Scenario 1 Scenario 2

Scaffolding layer available Task
Reflecting upon usefulness of
scaffolding layer content
Question
Do you think the emphasis on
some information on the “Task
1” screen is helpful? Choose all
options that apply
• Yes. It saves time
• Yes. I would not have noticed
one or both problems on my
own

• No. The information does not
help me teach better

• No. I prefer to explore data
on my own without external
suggestions

Task
Reflecting upon usefulness of
scaffolding layer content
Question
Do you think the suggestion
provided on the “questionnaire”
screen for improving students’
cognitive engagement is
helpful? Choose all options that
apply
• Yes. The/Some strategies
mentioned are new to me

• Yes. This is a good reminder
of engagement-supporting
strategies for me

• No. I don’t think these
strategies will help cognitive
engagement

• No. I don’t need the
suggestion because I already
use these strategies in my
class

Scaffolding layer absent Task
Interpreting log data about
engagement and performance
Question
What information can you draw
about class and individual
student learning from the data
shown on “Task 1” screen?

Task
Interpreting and responding to
students’ self-reported
engagement data
Questions
Based on the data from the
“questionnaire” screen, what
kinds of student engagement or
disengagement would you
choose to address immediately?
Based on the data from the
“questionnaire” screen, how
would you try to improve
students’ cognitive
engagement?
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6.2 Results

For RQ2, most teachers reported that for both data navigation/interpretation of log data
(Fig. 2) and choosing a response to self-reported engagement data (Fig. 3), the mes-
sages displayed were useful in some manner. Thus, there is some evidence that teachers
appreciate having access to the scaffolding layer.
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Fig. 2. Teacher perceptions of scaffolding layer usefulness for navigating data.
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Fig. 3. Teacher perception of scaffolding layer usefulness for responding to data.

For answering RQ3, we compared teachers’ responses, categorised by theme, to
relevant scaffolding layer messages.

Scenario 1. In the first scenario, the scaffolding layer emphasised most students’
struggles with Q3 and how one student might be guessing at answers (Fig. 4).
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Fig. 4. Providing insights through the scaffolding layer.

Student Struggles with Q3. Out of 13, five teachers responded that they noticed Q3 was
challenging and required further discussion. Two others wrote that they would try to
improve student understanding, but did not specifically state the problem they noticed.
The other five teachers’ responses, though interesting,were not quitewhatwe hadwanted
to elicit here. One teacher wrote, for example, “If the class is large, then it isn’t possible
to get information about every student.”

Student 4 and Possible Guessing Behaviour. None of the teachers noticed possible
guessing behaviour.

These results show that scaffolding layer content about student performancematched
what some teachers noticed in data, and could have made the teachers’ task less cum-
bersome by providing relevant insight. The prompt about possible guessing behaviour
could have guided teacher awareness in a desirable direction, and at the very least, could
have modelled for teachers a novel way to look at data.

Scenario 2. In the second scenario, the scaffolding layer content indicated that reported
cognitive engagement was low and listed some strategies popular in engagement
literature for supporting it.

Interpreting Engagement Data. The teachers were first required to infer engagement
problems using self-reported engagement data. Using a visualisation embedded in the
dashboard (Fig. 5), as expected, 11 out of 13 teachers identified that urgent support was
needed for cognitive engagement. Surprisingly, 6 teachers responded that the level of
emotional disengagement was concerning for them,with 2 of these 6 choosing emotional
disengagement levels as the only immediate problem they noticed.
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Fig. 5. Students’ self-reported engagement data, as displayed in the dashboard prototype.

This result indicates incorrect interpretation of the visualisation, perhaps because of
an improper understanding of the term “disengagement”. It is interesting that the use
of colours – shades of orange and blue – for emphasising data attributes did not aid
data interpretation. In this instance, scaffolding layer content could have guided these
teachers to focus mostly on cognitive engagement.

Strategies for Supporting Cognitive Engagement. The strategies suggested in the scaf-
folding layer had been introduced to the teachers during PD, and were each mentioned
by at least a couple of teachers. Encouraging students to rephrase concepts in their own
words was the most popular research-backed strategy, listed by three teachers. Another
proven strategy, eliciting and making connections to prior knowledge was mentioned
by two teachers. A third strategy, linking mathematical concepts to real life examples
was also listed by two teachers. However, three teachers mentioned only non-specific
strategies, such as spending more time on discussion and assigning varied tasks to stu-
dents. Finally, one teacher wrote that she could not understand the cognitive engagement
visualisation.

It is clear that while most of the teachers were familiar with at least one good
strategy for supporting cognitive engagement, suggestions/reminders of more strategies
could have been useful for all of them and could also encourage the adoption of the
pedagogical practices.

7 Conclusion

From the discussion above, we can conclude that our dashboard prototype can scaf-
fold teachers’ learning when working with novel instructional methods in technology-
enhanced learning environments. Teachers with access to the scaffolding layer perceived
it as an aid to their practice. An analysis of the responses of teachers who interacted with
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data in the absence of the scaffolding layer showed that they would have interpreted
data correctly and insightfully, and become aware of numerous suitable instructional
methods had they had access to the scaffolding layer.

We also learnt from the prototype evaluation that support for teachers could go
further: more explanations about the data visualisations and engagement terminology
seem to be required by some teachers. Teacher responses also seem to indicate that the
option to hide the scaffolding layer may be useful for some. We had assumed that as
teachers learnt more about data interpretation and gained confidence in the use of new
pedagogical methods, they would not need some of the scaffolds anymore, while others
would still help by making data use more convenient. Finally, strong links between
data, theory and LD could be another area to focus on, leading to suggestions of good
instructional practices for teachers as they plan lessons.

In the near future, we hope to make the dashboard available, with authentic data, to
PD participants as they enact their new pedagogical knowledge in their classrooms. This
should help us better understand its applicability to teachers’ practice and the ways in
which it can assist them in learning about and adopting new pedagogical and data use
practices.
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Abstract. The understanding of three-dimensional structures is an
important learning goal, e.g. in anatomy courses or archeology. However,
existing 2D slide-based presentation formats are not up to this visu-
alization task as they cannot convey depth and spatial structure well
enough. Moreover, a projected slide in a lecture room can be hard to
see, depending on the viewer’s position and distance from the projec-
tion. Mixed reality technology offers an innovative solution for teaching
3D structures with immersive presentations. In this paper, we present
the immersive 3D presentation application ImPres. It combines tradi-
tional 2D slides with 3D augmented content. With ImPres, students can
use their smartphones or tablets to view 3D objects in an augmented
reality mode during the presentation. By synchronizing the 3D scene to
the currently shown slide by the lecturer, students receive a 3D handout
that can be placed individually in each student’s environment. Lecturers
are able to use the Microsoft HoloLens as a 3D editor to precisely set up
the presentation. In combination with a 2D editor for the slide design,
existing lecture slides can be imported, reused and augmented for mixed
reality. This way, presentations can be held in any use case where 3D
content is important for the curriculum. The resulting implementation
of ImPres is available as an open-source project and is applicable both
in co-located lectures, as well as remote webinars.

Keywords: Mixed reality · Presentation · Learning

1 Introduction

The way how information is presented to students in education is evolving to
integrate the abilities and advantages of new media. Replacing blackboards, edu-
cators have already adopted digital media using projectors or whiteboards. How-
ever, all these presentation forms remain as two-dimensional displays. In order
to convey an understanding of a three-dimensional object, lecturers needed to
resort to physical 3D sculptures like plastic models of organs or actual dissec-
tions in anatomy. The application of such artifacts in education poses challenges
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regarding their availability. In presentations, this leads to difficulties as the lec-
turer places the object at the front and viewers can only see it from afar or filmed
on the two-dimensional projector display. During the COVID-19 pandemic, this
challenge is more prominent in remote education as students are only able to view
the objects isolated on a screen in video conferences. Mixed reality (MR) enables
new possibilities for conveying 3D content in an immersive and intuitive way.
For instance, augmented reality (AR) can have a positive impact on education
like an increased desire for self-learning, improved memory, and improved spatial
understanding [12]. With its ability to embed virtual 3D objects into real-world
settings, 3D scans of the physical models can be distributed to a large number
of students [8]. Students are able to embed the objects into a real environment
and can inspect them from multiple angles by walking around them, gaining
an understanding of their true scale and spatial structure. With the introduc-
tion of new MR technologies like the Microsoft HoloLens and software libraries
like ARCore and ARKit, MR experiences become more available. Especially the
mobile libraries enable students to view MR content on their own smartphones,
thereby enabling a widespread use in education. This allows them to view the
content anywhere and at any time, fitting into their schedules.

In this paper, we elaborate the concept and realization of a MR presenta-
tion framework. It is a general-purpose 3D immersive presentation system for
lecturers and students. With its collaborative features, synchronous co-located
and remote presentations can be supported and mediated. It presents a cross-
platform and cross-device approach to combine the advantages of 2D slide editors
with the exact placement options in 3D on the HoloLens and the wide distribu-
tion of smartphones for AR viewers.

The remainder of this paper is structured as follows. In Sect. 2, we investigate
related approaches for MR presentations. After that, we describe our concept for
combining the different media for presentations in Sect. 3. Section 4 highlights
implementation details and the resulting architecture of the application. With
this implementation, we conducted evaluations and the results are laid out in
Sect. 5. These results are discussed in Sect. 6. Finally, the paper closes with a
conclusion and an outlook on future work in Sect. 7.

2 Related Work

Our work can be classified on Milgram and Kishino’s MR continuum in the
AR range [10]. The range describes a spectrum between the real world and the
virtual reality (VR). Apart from AR, augmented virtuality (AV) defines a second
intermediate form. AR and AV are differentiated by the ratio of real objects to
virtual elements. In AR, the real world is predominant with some virtual objects
integrated into the world. For AV experiences, this ratio is reversed.

In the related work, a series of approaches can be found where augmented
reality enhances storytelling and conveys information in presentations. Here,
static information systems that augment objects can be distinguished from sys-
tems that support a presenter. For instance, Saquib et al. created a video-based
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presentation system where 2D virtual content can be embedded into a video
feed [13]. Using a Kinect camera, the presenter is able to interact with the vir-
tual content on previously set up interaction points. This e.g. allows the presenter
to carry a virtual element around or to control a visualization.

Information presentations that do not require a speaker can e.g. be found in
museums and exhibitions. For instance, Sommerauer and Müller showed in 2014
in an AR-supported mathematics exhibition that teaching experiences can be
improved with AR-compatible smartphones [14]. Results showed that these parts
of the exhibition were better understood by visitors. The effects and possible
applications of AR have also been further investigated specifically for high-level
teaching. This includes, for example, a textbook that was supplemented with 3D
content that can be displayed in AR [1]. Alrashidi et al. found that the groups
that received AR support outperformed the other groups [2].

The success of these specialized applications has led to the research of gener-
alized cross-discipline systems. Another influence here can be seen in the work of
Karsten et al., who have shown that the best learning outcomes can be achieved
through a combination of traditional learning practices and AR [9]. In 2018,
Antoun et al. created the SlidAR system, which allows lecturers to add AR con-
tent to their slides [3]. Students can then view this AR content by scanning the
slide with a mobile app. Results showed that both students and professors would
like to use the system. The work also shows that the 3D content for the slides
needs to be intuitive to set up and place in the 3D environment.

The related work shows that previous concepts for 3D presentations either
focus on replacing traditional techniques with AR 3D content or they depend on
reference points like slides or physical objects. We did not encounter a related
approach that is independent of physical markers on the slides but still integrates
slides in the AR content. Our approach has the advantage that it allows teachers
to use existing presentations and adds a layer of 3D AR content to them.

3 3D Presentation Concept

Our 3D presentation approach combines the advantages of immersive scenes
and 2D presentations. Therefore, we have chosen the following structure for
our presentation framework. A presentation consists of stages that are arranged
sequentially. These give the presentation a structure similar to the slides of a
2D presentation. Each stage can consist of three presentation elements. First,
there is the canvas, which can display 2D contents. This element can display
existing slides, e.g. imported from traditional 2D presentations. In addition, a
stage can contain a scene and a handout. These two elements can each contain
any number of 3D objects that are positioned relative to a starting point. Scenes
and handouts can be distinguished by the way how the 3D objects are displayed
to the participants and how they can interact with them. Objects in the scene are
synchronized in time and space for all participants in a presentation. This allows
the presenter to refer to the 3D objects and the entire audience sees them at
the same position. The objects from the handout are locally distributed to each



ImPres 31

participant in a presentation. Thus, each member of the audience can inspect
the objects on their own by moving, rotating and scaling them. The handout
integrates interactivity into the presentation model as students are motivated to
explore the provided 3D objects on their own in the private space.

4 Implemented Presentation System

To gain user experiences and evaluate the concept, we implemented the presen-
tation system ImPres. The resulting implementations are available on GitHub
under an open-source license1.

4.1 System Architecture

The system consists of five parts and each of them is assigned a separate task.
They are illustrated in Fig. 1.

Fig. 1. The system architecture of the ImPres System.

The first element of the system is a 2D editor that runs on desktop PCs and
was created using the Windows Presentation Foundation framework (WPF).
Complementing this 2D basis, we also implemented a 3D editor in the Unity
3D engine2 using Microsoft’s open-source Mixed Reality Toolkit (MRTK)3. The
visualization of the presentations for 2D content is handled by the 2D editor
and the 3D content is visualized in AR by the 3D editor on smartphones using
1 https://github.com/rwth-acis/Immersive-presentation---3D-editor, https://github.

com/rwth-acis/Immersive-presentation---2D-editor, https://github.com/rwth-acis/
Immersive-presentation---Backend-Coordinator.

2 https://unity.com.
3 https://github.com/microsoft/MixedRealityToolkit-Unity.

https://github.com/rwth-acis/Immersive-presentation---3D-editor
https://github.com/rwth-acis/Immersive-presentation---2D-editor
https://github.com/rwth-acis/Immersive-presentation---2D-editor
https://github.com/rwth-acis/Immersive-presentation---Backend-Coordinator
https://github.com/rwth-acis/Immersive-presentation---Backend-Coordinator
https://unity.com
https://github.com/microsoft/MixedRealityToolkit-Unity


32 B. Hensen et al.

ARCore and on the Microsoft HoloLens4. The 3D editor also contains a viewer
mode which can e.g. be used by students to follow the presentations. Both the 2D
editor and the 3D editor communicate with a backend coordinator. It consists of
a Node.js server which e.g. stores created presentations. Moreover, it administers
a login system to keep track of users and their activities. Apart from the built-in
login system, the presentation framework also supports OpenID Connect login.
Access rights are granted via the backend, with which all system parts can com-
municate via a RESTful API. The synchronization of the presentations consists
of two primary tasks which are handled by two services. The temporal synchro-
nization, which allows all clients to get the same state of the presentation in
real-time, is implemented with the Photon engine5. We integrated Photon syn-
chronization solutions both in our desktop 2D editor and the MR 3D editor to
allow them to communicate with each other. For the spatial synchronization in
the 3D editor and viewer, Azure Spatial Anchors6 are used.

4.2 2D Editor

The standard workflow for creating AR presentations starts with the 2D editor
where the presenter sets up the slides and defines which 3D content is related to
each slide. First, the presenter has to log in using a system-specific account or an
OpenID Connect account. The structure of the user interface of the 2D editor
is presented in Fig. 2. In the large main view, text and images can be added
to the slide. The left slide stack allows for navigating through the set of slides.
In order to support existing presentation slides, the 2D editor provides a PDF
import option for externally generated LaTeX slides. Alternatively, PowerPoint
presentations of already used lecture slides can be exported to PDF and then
imported as a basis for the 3D presentations. 3D elements can be added to a
presentation by dragging and dropping a 3D model file into the handout or scene
panel. While it is possible to already define the position of 3D models in the 2D
editor by specifying numeric coordinates, it is more intuitive to switch to the 3D
editor at this point to position the model in the 3D environment. To do this, the
presentation must first be saved in the 2D editor. It transfers the data to the
backend where it is stored in the database.

4.3 3D Editor

The presenter can log in with the same account in the 3D editor as shown in
Fig. 3 on the left. Based on the account, the presenter can access the previously
created presentations via the backend coordinator. In the 3D view, the slide is
presented on a 2D canvas in space and the associated 3D models are also placed
in the environment, as can be seen in Fig. 3 in the middle. The presenter can now
proceed with the creation process by positioning, rotating and scaling the 3D

4 Video demonstration: https://youtu.be/HDl6TsrWH5Y.
5 https://www.photonengine.com/Realtime.
6 https://azure.microsoft.com/de-de/services/spatial-anchors/.

https://youtu.be/HDl6TsrWH5Y
https://www.photonengine.com/Realtime
https://azure.microsoft.com/de-de/services/spatial-anchors/
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Fig. 2. The 2D editor of the ImPres system.

models precisely. Using a menu, the presenter can navigate through the different
stages and thereby edit the 3D content for each slide. The spatial anchor of the
scene is presented by a three-dimensional model of an X, shown in Fig. 3 on the
right. The objects that belong to the scene are positioned relative to this anchor
point. The anchor which is associated with the presentation assures that the
presentation content always appears at the defined position in space and with
the given orientation and size.

4.4 Conducting Presentations Using the System

The presentation can be started either using the 2D editor or the 3D editor. In
a co-located setting, slides from the 2D editor can be projected onto a wall just
like traditional PowerPoint presentations. At startup, a short numeric code is
displayed. This allows students to join the presentation via the 3D editor on their
smartphones. Then, the 3D editor client automatically connects to the Photon
engine service. Through this service, the state of the presentation is shared in
real-time with all participants of a presentation. In this scenario, we use the
Photon engine as a 1-to-n communication channel because only the presenter is
allowed to broadcast status updates as only this master client can switch between
stages of the presentation. Through this temporal synchronization, the teacher’s
auditory explanations match the current visual impressions for all students. In
order to establish a common spatial understanding where the presenter can walk
up to objects and point at them, a spatial synchronization was added to the
system. The feature first asks the user to scan the room in the 3D editor by
walking around at the start of the presentation. With the HoloLens, its built-in
tracking system automatically creates a spatial scan. On smartphones, a visual
space reconstruction takes place based on the camera feed of the smartphone’s
camera. Independent of the used device, a new spatial anchor can be created
based on the reference points in the established spatial scan. The anchor is then
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Fig. 3. The 3D editor of the ImPres System. Left: Login menu. Middle: Editor mode.
Right: Presentation mode.

stored in the Azure Spatial Anchors service and shared with the students in
real-time via the Photon service. Azure Spatial Anchors allow an anchor to be
compatible with a variety of devices which enables broader accessibility of the
system. This spatial anchor forms a coordinate system that is firmly anchored
in space. Students who load the spatial anchor then have the same coordinate
system at their disposal as the teacher. This ensures spatial synchronicity and
that all 3D objects in the scene are visible in the same place for all participants.

ImPres also supports remote presentations which are especially important
during the COVID-19 pandemic. Here, remote participants can establish their
own spatial anchor for their local room. In addition, students can also activate
the canvas via their 3D viewer in order to see the associated slides directly in
AR as shown in Fig. 3 on the right. So, remote learners can follow the entire
presentation by using their own smartphones.

5 Evaluation

We conducted three evaluations at different stages of the project, following the
“iterative cycle of human-centered design” [11]. In this method, user evaluations
are carried out within the smallest possible iterations. The fidelity of the used
prototypes increases with each iteration. The feedback from each iteration is
then used as input for improvements for the next prototype. We performed two
iterations to collect user impressions, first using a paper prototype and then,
in the second user evaluation, we used the implemented software prototype of
ImPres. Finally, a technical evaluation was conducted.



ImPres 35

5.1 Paper Prototype

The paper prototype was created directly after the initial concept for immersive
3D group presentations was ideated. It consists of paper elements that represent
both the 2D user interface and the 3D user interface elements. In a Wizard of
Oz experiment, we simulate the behavior and functionality by positioning the
paper elements in the room according to the user’s inputs [6].

We have vertically limited our paper prototype and restricted ourselves to the
3D editor functionalities. We have chosen this limitation since the layout of the
2D editor follows other slide creation tools and is therefore already well-known
by users. Moreover, the main goal of the evaluation is to inspect the concept of
the 3D presentation. The paper prototype was used in a user evaluation with
five users. Only one had previous experience with MR applications. During the
user evaluation, the users were given two tasks in succession. First, a prepared
presentation was to be opened and presented. The goal of this task was primarily
to observe how the users interact with the given menu elements to control the
presentation. In the second task, the users were asked to enter the edit mode.
Here, they should navigate to a specific slide in the presentation and they should
rotate an object. The goal of this task was to evaluate whether the planned
interactions to place 3D content could be used intuitively. During the evaluation,
we observed the users, noting their steps. We also obtained additional insights
about the user’s thoughts by letting them fill out a qualitative questionnaire
afterward. The questionnaire contained the following questions:

– Was there a time during your use when you felt uncertain about how to
perform the task? If so, then please tell me about that situation.

– What aspects of the user interface do you remember positively?
– What aspects of the user interface do you remember negatively?
– What improvements do you want to see in future versions?

The most dominant result of the paper prototype evaluation was that all
users understood the structure of the 3D presentations quickly. According to
their statements, they already felt confident in presenting and dealing with 3D
content in the presentation. The placement method was also positively evaluated
by the users and therefore the concept was further included in the development
of the ImPres system. The aspect that bothered the users the most was the input
of text to sign in or to join a presentation. For the software prototype, we focused
on reducing the text input to a minimum. Presentations can now be joined with
a short numeric code and it is no longer necessary to enter the complete pre-
sentation name and a password. Moreover, this validated the importance of the
2D editor in the system as users can type on conventional desktop keyboards to
produce the text for the 2D slides. In addition, the paper prototype evaluation
revealed several user interface improvements that streamlined the menu struc-
ture. Since these improvement requests were noticed so early, we were able to
integrate them directly into the software prototype.
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5.2 Software Prototype

The software prototype is a fully functional software solution that realizes all
features of the described system in Sect. 4. We evaluated the resulting ImPres
system with 16 students. Since the underlying concept was already examined in
the previous evaluation, the focus of this evaluation was to examine its usability.
Users were able to try out the 2D and 3D editor in order to create new presen-
tations and to view existing ones. To enable comparability with other systems,
we used two questionnaires. The System Usability Scale (SUS), which was cre-
ated by Brooke, provides a score with which the usability of the system can be
quantified [5]. However, the given score does not allow a linear comparison, since
a doubling of the score does not correspond to a doubling of the usability, but
Bangor et al. has already divided the scale into blocks with adjective ratings [4].
When averaging the computed scales, the evaluated software prototype of the
ImPres system achieved an SUS score of 86.5, which indicates good usability.

In order to gain detailed insights into how demanding the system is, we also
used the NASA-Task Load Index (NASA-TLX) questionnaire [7]. In addition to
an overall score, the NASA-TLX questionnaire also provides individual ratings
for the categories “Mental Demand”, “Physical Demand”, “Temporal Demand”,
“Overall Performance”, “Effort” and “Frustration Level”. The participants were
asked to rate the workload in each category on a scale from 0 to 100 in steps
of 5 after performing a given set of taks. Those tasks contained the editing of a
presentation by adding new 3D objects and changing their position and scale.
In the task set, participants were also asked to hold a presentation and to join
an existing one by the instructor using the ImPres system. After performing the
tasks, they had to rank the NASA-TLX categories in terms of their importance
for the user. Categories received five points each time they were selected as
the most important and one point less for each position behind the first one.
Therefore, a category got zero points if it is considered least important. By
normalizing this score we created the weight for each category. The scores and
weights for the individual dimensions of the questionnaire are laid out in Table 1.

Table 1. The individual scores and their weight of the NASA-TLX questionnaire
evaluation.

Dimensions Score Weight

Mental demand 23.67 0.21

Physical demand 12.33 0.03

Temporal demand 14.33 0.21

Performance 27.33 0.24

Effort 44 0.12

Frustration 24.33 0.19
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We observed that the perceived workload was the lowest for the physical
demand, directly followed by the temporal demand. Combined with the low
weight of the physical demand, this shows that participants were not bothered
by holding the smartphone or wearing a Microsoft HoloLens. The low tempo-
ral demand is a good indication that lecturers are able to create an immersive
presentation in a time-efficient manner with ImPres. The weight of 0.21 for the
temporal demand shows that the users perceive the time perspective as crucial.
Noticeable is the relatively high value for the effort dimension. Compared to the
other categories this value is significantly higher with a value of 44. One possible
reason for this could be that most of the users that participated in the evaluation
had not been in contact with MR applications or devices before. Therefore, they
had to learn the interaction paradigms for immersive applications while partici-
pating in our user study. We believe that this additional learning curve can lead
to a higher perceived effort. We plan to investigate this further with future iter-
ations of the ImPres system. Nevertheless, participants assigned a lower weight
to this dimension, thereby rating it as less important. The individual scores in
the categories were combined into an overall NASA-TLX score of 24.81. Since
this score is in the lower quarter of the score that stretches from 0 to 100, it can
be deduced that the workload was perceived as fairly low by most users. The
NASA-TLX helped us to get a better estimation of the workload. This value can
also serve as a benchmark for future iterations and improvements of the ImPres
system.

Furthermore, we also subjected the system to a technical evaluation. We
used a computer with 8 GB RAM and a 2.50 GHz Intel(R) Core(TM) i5-6300U
processor. The 2D editor runs continuously at 60 frames per second (fps) with a
CPU utilization of 5%. Only when saving the presentation, the CPU load briefly
increase to about 30%. The 3D editor also runs at stable 60 fps. The only drops
in the framerate can be observed if a presentation is loaded. To improve the
user experience here, load indicators were added to indicate to the user that the
system is working on a background task. Overall, the technical analysis showed
that ImPres provides users a smooth interaction that supports usability in MR.

6 Discussion

ImPres provides students access to 3D models during presentations. Especially
its remote support has potential for remote teaching. Students can use their
own smartphones to gain access to interactive 3D content independent of their
location. This way, education that used to be conducted with physical 3D models
can be maintained during the pandemic and is enhanced by digital models.

Regarding the conducted studies, the initial focus is on the usability and
perceived task load of users. We plan on conducting further studies that have a
closer look at other aspects of the system, e.g. regarding its learning effect.

The cross-platform support for the Microsoft HoloLens and smartphones
opens up suitable use cases. Since the Microsoft HoloLens is less available
than smartphones which can even be provided by the students themselves, the
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HoloLens is mainly for the lecturer’s use. As the lecturer has to author the pre-
sentation content, the HoloLens can be beneficial because of its intuitive in-air
interactions for placing the 3D models. Smartphones only provide interactions
on the touch screen which require a bit of practice to master the 3D placements.
Hence, it is fitting that smartphones predominantly serve as viewers for the audi-
ence. Thus, the lecturer can prepare the 3D content which is then accessible for
students anywhere and anytime.

7 Conclusion and Future Work

In this paper, we introduced ImPres, an immersive presentation framework for
MR. It enhances traditional 2D slides with 3D content. On a conceptual level,
we extended the slide-based structure of a presentation to stages. Each stage
contains the slide, a 3D scene for displaying spatially anchored 3D objects and a
handout. With the handout, students can inspect designated 3D models in their
personal space. The implemented cross-platform solution is available as an open-
source project. It runs on the Microsoft HoloLens and smartphones. During the
development, we followed an iterative design approach where we started with a
paper prototype that was evaluated first in a Wizard of Oz study. Based on the
results which e.g. showed that typing in MR should be avoided, we created the
fully functional prototype. In a user evaluation that focused on the usability of
the prototype and a technical evaluation, its practicability was investigated. The
SUS questionnaire yielded an average value of 86.5 and the NASA-TLX showed
also an adequate average value of 24.81.

We plan on using the developed presentation system in our lectures and our
MR software lab. Especially in the MR lab, where we teach the fundamentals of
MR development, 3D visualizations can be beneficial to visualize coordinate sys-
tems and geometric operations to students. Moreover, they can gain an impres-
sion of a MR application and it is also possible to convey different 3D interaction
metaphors using 3D visualizations. Regarding the features, we plan the exten-
sion of the system by animations. Animations can e.g. be applied to 3D objects
like a beating heart. Alternatively, the scene itself can be animated by record-
ing the movement of objects in the anchored space. This would allow objects
to appear and move into a highlighted zone at the click of a button during the
presentation. Currently, the audio itself is not transmitted using ImPres but a
separate audio call is still necessary. Thus, we plan on including an audio stream
in the presentation where the built-in microphones of the MR devices record the
presenter’s voice.

All in all, the presentation framework ImPres enables new opportunities to
enhance traditional presentation slides by adding 3D content to them. It offers
a new approach that combines existing slide-based practices with interactive 3D
models both for co-located and remote presentations in formal learning.
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Abstract. Learner language corporawhich contain examples ofwritten texts have
been invaluable for research on second language acquisition and the development
of corpus-based learning resources. However, building a learner corpora can be a
slow process and the resources based on these corpora often do not directly ben-
efit the language learners who provided their texts for analysis. One way to solve
these problems is to combine a learner corpus with a virtual learning environment
so that the learners can submit examples of their language use to the corpus and
gain from online learning resources developed by teachers and researchers with
the help of corpus analysis. Using participatory design methods, a prototype of an
integrated learning environment was designed based on Estonian learner language
corpus. Findings from the participatory design process helped us to understand
learners’ motivation for using a corpus-based virtual learning environment and to
identify necessary support structures. Integrating a virtual learning environment
with a learner language corpus opens up new opportunities for language technol-
ogy research. While this study has been carried out in the context of Estonian
learner corpus, the same design principles can be transferred to other language
corpora.

Keywords: Learner language corpus · Virtual learning environments ·
Participatory design · Technology-enhanced language learning · Data-driven
learning

1 Introduction

Learner corpora have several applications in language teaching such as developing sec-
ond language curricula [1], language level tests [2] or interactive exercises [3]. Based on
their application, these corpora can be divided between delayed pedagogical use (DPU)
or immediate pedagogical use (IPU) [4]. The difference is that DPU corpora are mostly
used by researchers or teachers to create new learning resources, while IPU corpora,
often containing learners’ own recent texts, are more often used by the same learners to
explore their typical language patterns and errors. The corpus is therefore also a digital
learning resource. The latter stems from the definition of corpus as “a large, principled
collection of naturally occurring examples of language stored electronically” [5], even
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though IPU corpora can be small in size, and often stored only in teacher’s own com-
puter. Regardless, both IPU and DPU corpora contain digitally-born or digitized texts
that can be used for language learning.

Corpus as a learning resource is a central concept in data-driven learning (DDL),
where the learner becomes a language researcher, creating their own language model
through exploration [6]. This applies especially to IPU corpora. However, we must not
diminish the value of DPU corpora. While learner corpora can be used as a learning
material on their own, they are also invaluable in creating learner grammars, language
exercises with automatic feedback and improving learner language analysis tools [7].
Therefore, it makes sense to combine a DPU and IPU corpus and benefit from both [4].

Since IPU corpora are used directly in the classroom, they can already be considered
as digital learning resources. Using the learner corpus as a DPU corpus and creating
new exercises and learning resources from this data means that the corpus analysis
environment could also contain a virtual learning environment. This would allow the
system to host the learning resources and make them accessible for the learners, whether
or not the resources are created from the analysis of their own texts or not.

In addition, the development of a classical DPU corpus can be slow. Taking the work
of Hana et al. [8] as an example, we see that creating a corpus can take a long time
because the texts are often written by hand, they need to be transcribed and annotated
with relevantmetadata, not tomention, this process should be done by several researchers
to ensure valid results. The same can be seen with the Estonian Interlanguage Corpus
(EIC), which also contains written exam texts that have to be digitized and annotated
with metadata [9]. Considering that IPU corpora are created relatively fast, since the
texts are already digital, it could be possible to apply similar methods to DPU corpora
and have the learners supply the corpus with their own digitally-born texts.

Our goal is to create a platform for Estonian context that combines both a language
corpus and a virtual learning environment. Meanwhile, the corpus can be both IPU or
DPU and the virtual learning environment can benefit from the corpus and also replenish
the corpus with its results. In order to create such a multi-faceted system, it is imperative
to knowwhat the learners, teachers and researchers expect from language learning and/or
corpus platforms. Thus, we formulated two research questions:

RQ1:What do researchers, teachers, and language learners need from an online platform
combining virtual learning environment and text corpora?
RQ2: What are the opportunities and drawbacks of such a platform based on the results
of testing the digital prototype?

Section 2 discusses the potential benefits and hindrances of a language corpus and a
language learning environment. Section 3 describes themethods used to design a corpus-
based language learning environment. These methods are applied in Sect. 4, which first
answers RQ1, defining the users needs as a starting point. RQ2 is answered through
an iterative participatory design process, in which scenarios and prototypes are tested
with various stakeholders. Section 5 discusses the results of the study and compares
our findings with previous research. Section 6 summarizes the conclusions and provides
directions for future research.
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2 Corpora and Virtual Learning Environments in Language
Learning

Learner corpora and virtual learning environments often exist separately. However there
are examples that a corpus can still have ties to a learning environment, especially as a
source of data. Write and Improve [10] uses Cambridge Learner Corpus data to provide
automatic writing feedback for different tasks. In Swedish Lärka [11] exercises are
automatically created for the learner, using the data from the Korp corpus. They can also
be combined the other way – the learning environment itself can contribute to the corpus.
An example of this is IWiLL [12], where the learners’ essays and teachers’ feedback are
moved directly to the Taiwan Learners’ Corpus.

Both corpora and virtual learning environments positively affect the learning pro-
cess. As described before, corpora can be used as a source for data-driven learning.
Virtual learning environments also have an important role in learning. According to [13]
and [14], learners are more motivated to learn in a virtual learning environment. They
especially enjoy the diversity and the autonomy it offers. Al-Zahrani [15] has pointed
out that learners often want to immerse themselves in a language by using subtitles
when watching videos, listening to radio, having conversations with other students and
translating texts which they do not understand.

On the other hand, [15] has also mentioned that the lack of use of such environ-
ments could stem from insufficient technical competence. The same has been found
with corpora. Several authors [16, 17] point out that while corpus has a potential as a
learning resource, students need a significant amount of training to start using them and
the knowledge of existing corpora can be low. In addition, curriculum design might not
allow for something new to be integrated into classroom activities and teachers might
need more support from others in order to implement new technology [18]. Further-
more, [19] and [20] have found that students also need different support structures when
learning virtually. They often miss the social interaction and require immediate teacher
feedback.

From these findings we can derive that corpora and virtual learning environments are
indeed beneficial to learning, but there are still several drawbacks that need to be handled
in order to fully implement them in classroom activities. To help solve the problems at
hand, we turned to the users.

3 Methods

Creating a corpus-based virtual learning environment requires an interdisciplinary
research approach combining language technology, educational technology, and human-
computer interaction. Therefore we approached the problem with the design-based
research methodology where new research knowledge is created through the design
process [21]. Furthermore, we applied the improved Double Diamond model described
by Santos Ordóñez et al. [22] to create an iterative process. The model is diverging and
converging, where the divergence allows us to collect as much data as we can and then
define key knowledge at the convergence. The iterative aspect of this model allowed
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us to revisit previous results and the design artifacts created based on them in order to
further improve and validate what has been learned so far.

Since users’ needs and their knowledge were vital to us, we also applied different
participatory design methods in our process. In participatory design, the designer works
with the users to fit the design to their existing knowledge [23]. Initially we conducted
a series of interviews to better understand users’ needs and a context in which the
platform is going to be used. Since the environment was created in Estonian context, we
chose to interview Estonian language researchers, Estonian language teachers, foreign
students as well as adults and high-school students who either spoke Estonian natively
or had Russian as their mother tongue. The latter were chosen to include the biggest
ethnic minority group in Estonia. Based on these interviews we created personas of
archetypical users. Then we moved on to write scenarios which were discussed with the
stakeholders in the participatory design sessions. The prototyping involved both low-
fidelity paper prototypes and a high-fidelity click-through prototype created on Figma
platform, which were tested with the users. The way we adapted our process to the
aforementioned Double Diamond model is described on Fig. 1.

Fig. 1. Double Diamond model applied to the design of a corpus-based virtual learning
environment (adapted from [22]).

The design process took place from spring 2020 to spring 2021. We involved 23
interviewees, 11 participants for scenario-based design sessions, 10 users for testing
paper prototypes and 5 for testing digital prototypes. All-in-all, 49 persons participated
in the design study. Every interview and design session was recorded and notes were
taken onmissing features, important aspects and discovered problems.Weused inductive
qualitative analysis to come to conclusions based on the data received from the design
sessions and interviews.
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4 Results

In order to answer RQ1, a set of personas was developed based on the insights from
the interviews. We discovered that language researchers were alike to the language
teachers, since they also taught Estonian on different proficiency levels, but they had
more knowledge of corpora than the latter. Hence two different personas were derived:
Estonian language teacher persona with a goal to find printable worksheets and listening
exercises as well as seeing their students progress and a researcher persona with a goal
to analyze language use and create new learning resources.

We could also differentiate between three language learner personas. Two of them
were independent learners, one of whom was a self-paced learner, more intrinsically
motivated, the other a competitive learner, who found gamified solutions and comparing
their learning progress with others very motivating. We also identified a third language
learner persona, a high-school student with Russian mother tongue, who was not very
highly motivated to learn Estonian and found teacher feedback and learning in a class-
room highly important. The rest of the interviewees formed an additional persona, whose
goal was to check their texts for language errors, whether using dictionaries or automatic
correction tools. That last persona, mostly Estonian native, is not trying to use the plat-
form for language learning, but rather uses it for practical reasons such as correcting
their writings. This persona covers also lifelong learners.

Based on personas, their goals and problems, we created and tested scenarios, paper
prototypes and digital prototypes, each containing more details and enhanced after test-
ing sessions. We wrote 13 scenarios. The first 5 were in Estonian for teachers and
researchers to assess: 1) Language teacher creates a study group in a new virtual learn-
ing environment; 2) Language teacher shares exercises in the virtual learning environ-
ment; 3) Language teacher analyzes learners results; 4) Language researcher analyzes
the corpus material; 5) Language researcher creates a new corpus-based exercise. The
second 5 were written for learners and they were both in English and Estonian, so that
language learners at every proficiency level could participate: 6) Student joins an online
study group in a new language learning environment; 7) A foreign student starts to learn
Estonian on his own; 8) A foreign student is learning Estonian regularly; 9) Student
submits an exercise several times; 10) Student wants to produce a text with proper use of
Estonian. The last 3 scenarios, written in Estonian, were meant for Estonian natives: 11)
Estonian happens upon an environment with Estonian text correction; 12) Estonian uses
the text corrector to analyze her writing; 13) Estonian uses the environment regularly to
improve her language use. Discussing these scenarios in participatory design sessions
helped us prioritize offered features and allowed us to start creating prototypes.

The final prototype was named ELLE – Estonian Language Learning, Teaching &
Research Environment. Through integrating a corpus with a virtual learning environ-
ment, it offers valuable features for language researchers, teachers or learners of any
kind. As a result of the design sessions, we combined user needs based on their personas
in Fig. 2.

Based on the results of the design sessions, we could derive two primary user profiles:
one for teachers and researchers and the other for language learners. Since Estonians do
not usually want to log in to the environment, there was no need to create a separate user
interface for them – everything they need can be accessed without logging in.
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Fig. 2. User needs in a corpus-based virtual learning environment.

The ELLE platform allows analyzing corpus texts with various analysis tools. To
make this analysis easier for users without a corpus analysis background, we offered the
option to use a text corrector (Fig. 3) with some of the analysis features, especially the
ones mentioned by different learners and Estonians as well. In addition to text analysis,
teachers and researchers can create courses and new interactive exercises and share them
with their own students or with the general public. Independent learners can also learn
outside of a language course with public exercises or browse the collection of links to
find texts or podcasts in the target language.

To motivate the learners, the environment offers several support structures such as
digital badges. Learners can earn badges for uploading and publishing their writings,
completing interactive exercises or being an active learner in general. For support, they
can ask for help privately from their teacher, post to a forum in a language course or
send messages to fellow students.

Since the researchers and teachers have common needs, they share the same user
interface. That got further validated after testing the scenarios. It was found that while
language teachers have not had contact with corpora before, they would also like to use
some of the offered corpus analysis features. For example they would use the corpora
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Fig. 3. Text corrector error analysis screen from the prototype of ELLE.

to find authentic text examples or compare their students’ writings to similar corpus
material. Therefore, it made sense to provide the same interface and options for both of
these users.

Teachers and researchers can use ELLE to create new learning resources, analyze the
corpus, create courses for their students and add comments to the exercises to help their
students along. Not every teacher expressed the need to create new resources, but they
often chose to find existing exercises from the site, based on its topic and rated quality.
If however they were to create an exercise, they might occasionally want to share it with
their own coworkers, keep it private or share it publicly with everyone – the opinions
on that matter varied. Furthermore, some teachers also mentioned the need to follow
other teachers’ profiles and talk with them to get additional support either applying new
techniques in class or on how to use the materials or exercises they had created.

Insights into using corpus analysis tools on the site were gained mostly from the
researchers. They valued the most the error and readability analysis, but also occasion-
ally wanted to create word lists, use keyword analysis as a tool for comparison or see
concordances. As a drawback however, they did not see themselves leading their stu-
dents to the corpus and its analysis tools, for fear that they get confused or learn from
incorrect contexts, since we’re dealingwithmostly learner corpus data. In addition, since
the researchers themselves were also language teachers of different proficiency levels,
they focused more on what the site offers for teachers and gave less detailed feedback
on the corpus analysis tools functionality.

All of ELLEs users were also offered a chance to find additional virtual learning or
corpus websites from the collection of useful links. The teachers had mentioned that it
is difficult to find some learning resources, that there are many sites and they cannot
remember them all. Also, it was pointed out that since the ELLE website contains
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a learner language corpus, teachers might want to use an Estonian native corpus for
finding good example sentences. Estonian natives wanted to find links to translators and
dictionaries or to a short collection of Estonian grammar or formatting rules. The foreign
students wanted to find texts to read in Estonian, radio shows and podcasts to listen to
as well as to explore other Estonian language learning environments and apps. Thus,
the collection of links is quite extensive and leads users to various other web sites, not
contributing directly to the improvement of the learner language corpus. However, if our
goal is to improve Estonian language learning and teaching, it is an important aspect to
consider.

For the language learners, whether they were independent learners or not, it was
important to join language courses and to find public courses. They also mentioned the
need to have conversations with other learners via forum or private messages so that they
could feel as part of a group and get help with their learning. The learners appreciated
the ability to add comments to their exercises to ask the teacher for help, but also wanted
to turn to their coursemates in case their teacher does not respond fast enough.

In addition to doing exercises as part of ELLE’s courses, some students wanted to
do additional exercises or find new learning resources on their own. The most popular
exercise types for learners were multiple choice, flashcards, fill in the blanks or listening
exercises. Longer writing tasks did not appeal to the students, however an independent
learner on a higher language proficiency level noted that he would occasionally also
like to write essays or other kinds of writings to polish his knowledge. Most other
students preferred shorter tasks. It is worth noting however, that the learners wanted to
have conversations with others – their coursemates, teachers or even Estonian natives –
meaning that they prefer to write in a more organic manner, not just for the sake of an
exercise. Therefore, when a language learning environment is combined with a corpus,
it should also take into account that learners are not always essay writers and that the
data in this corpus or any kind of database should reflect that.

To make ELLE even more practical for the learners, we also offered the chance to
assess their ownwritings, should theywant towrite inEstonian in any aspect of their daily
lives. That was a favorable feature for Estonians as well. Learners as well as Estonians
appreciated most the possibility to analyze their text for various errors. They noted that it
is not enough to just highlight the mistaken word or phrase, but they also want to see why
the system recognizes it is a mistake and have some example sentences with the correct
use that would help them along. Some of the test users, especially learners, found that
they would allow all manner of texts to be imported directly to the corpus from this text
corrector. Estonians were the most reserved, since they would use it to correct important
emails, not wanting private correspondence to end up in a public corpus. Although they
added that if the text was not sensitive and making it public was straightforward, they
would sometimes allow even some of their writings to move to the corpus.

While error analysis was the highlight of the text corrector, the users found that they
would sometimes even use some of its other features. The learners said that they would
see their text proficiency level and find out how to improve their text to get to a higher
proficiency level. They alsowanted occasionally to check their text style, tomake it more
suitable for the writing situation they had in mind. Readability analysis, also offered as
part of the text corrector, was not that important for most learners. However, it was
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something that some of the Estonians, and some learners, would use to improve their
text even more, to simplify their sentences or change repeating words.

ELLE also offers several incentives for learners to publish their writings to the corpus
or to continue doing exercises. Competitive learner types were more motivated from the
digital badges they would receive for their activity on the site. They also found that they
want to compare their results to that of their friends, coursemates or other similar learners.
Competitive learners would also opt to receive daily notifications to do exercises and
keep up their streak, however most learners are not interested in this and would come
to ELLE and do exercises when they feel like it. All learners were interested in seeing
their progress on their dashboard, telling them what is their proficiency level, what kind
of errors they do most and how they can improve.

Analyzing the user needs and feedback to the scenarios and prototypes helped us to
design the prototype for an online platform which combines a learner language corpus
with a virtual learning environment. This is, however, a snapshot of the process, since
design is never final and further improvements based on the recommendations still need
to be accounted for.

5 Discussion

The article describes the prototype of ELLE – Estonian Language Learning, Teaching &
Research Environment. To create and test this prototype, we formulated two research
questions. RQ1helped us find the users needs to start off the design process. RQ2 allowed
us evaluate the final prototype at the end of the current design process. In this discussion,
we’d like to point out how our findings from RQ1 and RQ2 correspond to the existing
research.

From user testing we found, similar to [13] and [14], that learners appreciate the
autonomy that a virtual learning environment offers. They also want to find exercises
to test themselves, especially the case with independent learners. In order to support
learner autonomy, ELLE offers the option to evaluate one’s text with the text corrector,
find exercises with automatic feedback and discover new language learning resources
from the collection of useful links.

Language learners are hence also more motivated to learn (e.g. [13–15]) using a
virtual learning environment. Test users found that interactive exercises enhance in-class
learning. There were also users who appreciated gamified elements, especially digital
badges and a possibility to compare their own results with others. However, it was noted
that doing exercises is not enough. It was also important for learners to practice speech
and they found that they can not often do it in online language learning environments.
The design of ELLE has not currently tackled the problem of adding means to practice
speech and communicate with peers. It was currently left out due to the corpus behind
ELLE being a written text corpus and not a speech corpus. However, in the future it is
worth considering the possibility to integrate speaking exercises to the platform and to
link their data directly to the speech corpus.

During the design sessions it was also found that learners (e.g. [19, 20]) as well as
teachers [18] need additional support structures. For learnersweoffered the option to chat
with their coursemates in a forum, sendprivatemessages or add comments to their teacher
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in a shared exercise. Offering the chance to ask help from other learners is also catering
to their need for more autonomy, but might also be less stressful. Furthermore, allowing
learners to help each other reduces the teachers workload. The teachers themselves
can find support from their colleagues using the site, either looking up some public
exercises, not having to create one from scratch, or asking for additional support with
private messages. The teachers pointed out, however, that most of the support structures
still exist offline and face-to-face meetings are more helpful than asking for help online.

In addition, some learners and teachers are not using a virtual learning environment
or a corpus due to the lack of technical knowledge (e.g. [16, 17]). The researchers and
teachers we interviewed pointed out that they have not used corpora much and they often
do not use virtual learning environments either. They still use available digital resources
occasionally, but most of the exercises are on paper or based on oral communication.
Corpora have been the tool for some researchers, but to find example sentences for the
exercises they are creating. Hopefully, using ELLE, corpora are more accessible and
easier to use. In order to increase the usability, we simplified the terms used, offered
immediate explanations with popups and planned short videos explaining the use of the
platform. Some further limitations remain: changing teaching and learning habits, to
include corpora more into classroom activities and promoting awareness about different
virtual learning environments and Estonian corpora. Those issues could be tackled with
offline activities, such as workshops in schools and universities.

6 Conclusions and Future Work

While the resulting prototype depicts an online platform bringing together teachers,
learners and researchers in one corpus-based virtual learning environment, it is still
a work in progress. We still need to have additional design sessions with language
researchers who work with corpora on a daily basis, such as lexicographers. This would
allowus to focus specifically on corpus analysis tools and to investigate how the data from
the use of a learning environment provides input for the language technology research.

The prototype of ELLEwas designed for a desktop platform, since the users said that
whenworkingwith texts, they use their computersmore often. However, learners pointed
out that they use their mobile devices when learning languages online and that these
devices are always with them. Therefore we also need to consider which features can
be transferred to a mobile platform. We can assume that text writing and text correction
will be uncomfortable on a small device. However, most of the exercises and learning
resources would be easily accessible. We also need to think about the corpus and how
much of it will be accessible on a mobile device or would the exercise results moving
back to the corpus be the only connection with the mobile version.

While ELLE has been designed with the Estonian learner corpus in mind, the same
design principles can be transferred to the development of other similar corpus-based
virtual learning environments. More work on ELLE’s design and development still lies
ahead. Combining language corpus with a virtual learning environment is a promising
approach which opens up new opportunities both for language learning and for language
technology research.
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Abstract. Today’s young generation uses a variety of social media as part of
their everyday life. This can be seen as an enrichment, but it is also the source
of various threats: Filter bubbles and echo chambers are general phenomena that
counter-balance free communication and exchange and can lead to toxic radi-
calization confirmation bias and polarization. Conspiracy theories, fake news are
two phenomena that can change the social media user perspective about the facts.
This paper reports on the development of a web-based learning environment that
includes a dedicated “learning companion” to help students in raising their under-
standing, resilience, and critical thinking related to such social media threats. The
point is not to protect young people from such threats through a type of censorship
but to help them develop their own strategies to identify and counteract such influ-
ences. The web-based learning environment mimics Instagram as a well-known
social medium. The actual companion is realized as a browser plugin with an
underlying architecture that supports xAPI logging as well as the connection to
intelligent backend components.

Keywords: Learning companion systems (LCS) · Intelligent tutoring system ·
Recommendation · Resilience · Increase awareness · Fake news · Social media ·
AI-based learning support systems · Chatbot · xAPI

1 Introduction

Besides positive aspects of social media like facilitating the exchange of information
and opinions, young people have some general issues, mainly because of toxic content
like cyberbullying, hate speech, fake news, and conspiracy theories. Cyberbullying has
become increasingly common using social media channels like WhatsApp, especially
among teenagers [1, 2]. Near half of the teachers stated that students face harassment
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through theirmobile phones and the Internet, and some teacherswere themselves victims
of cyberbullying [3].

Fake news is presented as real news, and because dis/misinformation, and even
blatant propaganda continue to spread, it can undoubtedly distort one’s worldview. The
most common fake news narratives weremore broadly shared on Facebook than themost
popular mainstream news stories. Most US Americans who see fake news stories report
that they believe them [4]. Coupled with “deep fake” videos and other manipulated
images and audio files, the truth is not so easy to identify independent of user’s age
groups.

Other issues originate from the social media companies’ goal to retain users on their
platforms. To increase user engagement social platforms present and filter the posts
that are in line with prevailing opinions to draw them more into their platform [5]. Eli
Parisier calls this phenomenon “filter bubble” [6]. Parisier explains that recommendation
algorithms may create a situation where users increasingly receive information that
confirms their previous beliefs and leaves no space for doubt. The “echo chamber”
phenomenon is a similar issue in socialmediawhere users only face opinions that indicate
and reinforce their argument, leading to distancing themselves from contradicting beliefs
and allowing extreme views to be amplified [7]. As a result, users become isolated from
information that opposes their perspectives.

The spiral of silence theory indicates that if people realize that their private opinion
differs from theperceivedmajority, they are less likely to comment publicly [8].Although
the spiral of silence theory has been discussed controversially for traditional media, there
is some evidence for the effects in the context of social media [9].

A serious mini-game platform and information booklet have already been prepared
and distributed to help teenagers critically reflect on digital advertising byMedia Aware-
ness Network (MNet) [10]. MNet made available various free games for teenage users,
some of which are specifically aimed at petitioning the question of cyberhate through
exploring bias and prejudice and supporting critical thinking skills. The aim is to encour-
age teenagers to check information and look for alternative viewpoints to increase their
awareness [11]. In the Reality Check game1, students will discover how to find evidence,
like finding where a story initially came from and matching it to other sources, plus,
how to use tools like fact-checking websites and reverse image searches.

There are two main strategies to control toxic content in social media. The first one
is to detect and eliminate postings of poisonous content (“censorship”). This strategy is
currently applied in social media. On the other hand, some threats like hate speech are
laborious to track and control their distribution since nuances in cultures and languages
make it hard to present a well-defined distinction between hate speech and dangerous
speeches. The detection is not an easy task for social media providers [6]. The second
strategy is to help users develop their own mechanisms to identify and counteract such
influences.

1 RealityCheck: TheGamehttps://mediasmarts.ca/digital-media-literacy/educational-games/rea
lity-check-game, 2021.

https://mediasmarts.ca/digital-media-literacy/educational-games/reality-check-game
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In this paper, we present an approach that aims to increase the resilience and
awareness of social media users within the European project Courage2 funded by
Volkswagenstiftung.

The Courage is characterized by providing games and an educational platform to
simulate social media environments with inherent challenges. In this paper we report on
the development of a virtual companion that supports and educates young learners in the
prepared environment. The main focus is on strengthening self-protection through ana-
lytical/critical thinking, empathy, and ultimately resilience rather than providing external
protection through censorship.

2 Learning Companion Systems and ITS

As a specific version of intelligent tutoring systems (ITS), learning companion systems
(LCS) personalize the support and adaptive feedback through an explicit, and possibly
human-like agent interacting with the learner [12]. The agent or companion guides the
learner step by step and typically adopting a non-authoritative role. The interface may be
composed of multimedia, interactive buttons, menus, text, voice, animation, diagrams,
virtual reality, or other interactive techniques.

LCS interfaces usually include natural language processing (NLP) to facilitate com-
munication between LCS and the student. Tracing the student’s interactions with an
LCS is used as a part of student modeling. For example, the LCS may ask the student
to explain the reasons behind their answers as a reflective question for each step during
their task, which might consequently lead to more robust learning, in line with work on
self-explanation at the time. Learners might generate many explanations and articulate
the reasons behind their answers that refine their understanding (self-regulated learning
strategies) [13].

According to the definition of an adaptive system, one of the key points for a tutoring
system that includes LCS to be adaptive is to respond to learner actions flexibly depend-
ing on the context and history. This response can be implemented in the conversation as
feedback to the user textual input or give proper response to the user interaction in var-
ious ways, like suggesting a multimedia instruction as a recommendation [14]. Student
modeling as a basis for adaptive feedback in LCS tutorial dialogues can significantly
increase learning gains in low and high prior knowledge students [15]. A LCS can play
many roles in an instructional context. For instance, the role of an executive, suggesting
new ideas for the learners to consider, or a critic, challenging the learner’s proposals
[16].

For answering the question “how knowledgeable should the companion agent be to
reach the learner’s expectation andmotivate the student to continue collaboratingwith the
agent?”, Hietala and Niemirepo [17] found that the learners lose their motivation if they
use a strong and knowledgeable companion all the time. Especially in the beginning, a
companion thatmakesmistakes like humans ismore effective. Still, for a challenging task
or for dealingwith a new issue, both introvert and extrovert learners prefer knowledgeable
and robust learning companions.

2 A social Media Companion Safeguarding and Education Students couragecompanion.eu.
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Our virtual learning companion (VLC) supports features such as role-playing for the
users, gives adaptive feedback based on previous user interaction, judges the answers,
and asks knowledge activation questions. In addition, providing analysis and recommen-
dations, comprising receiving input and displaying the information, are core features of
the VLC system.

3 System Environment and Implementation

3.1 Conceptual Architecture

To meet the objectives to help learners develop strategies to counteract the negative
influences socialmedia, we provide a virtual companion that will workwith two different
environments. First, in a controlled social network environment, where the scenario
controls the content and reaction of the participants. Second, the companion should also
provide basic support in real, open environments like Instagram as an example that is
frequently used by the target age group.

Currently, the interaction is situated in a controlled environment that is implemented
using the PixelFed3 framework. PixelFed is an open-source social media network, like
Instagram, that is suitable for multimedia. Our PixelFed version has been enhanced with
a logging component to archive user actions for analytical purposes.

In conjunction with PixelFed, the VLC is developed as a Chrome browser plugin. It
intervenes with questions and suggestions while the student interacts with the environ-
ment’s artifacts. Learners will interact with the social media environment guided by the
tasks they receive from the companion as a chatbot (cf. Fig. 1).

To prepare and enable such scenarios, educational designers identify example cases
and materials by creating new cases from harvested real-world examples. We designed
a companion scenario for the controlled environment that includes fake news and
conspiracy theory samples mostly related to the pandemic for the first trials.

3.2 PixelFed and Browser Plugin

To create a companion that can interact with simulated social media independently, we
developed a Chrome extension as a plugin to detect the user’s interaction with the social
media environment. The closed environment is an Instagram-like environment enriched
with images and their captions. The user can right-click on images or highlight the image
caption to send them to the Chrome extension and activate the companion to respond to
it.

As depicted in Fig. 2, the companion has two main sections: first, a frontend with
a Chrome extension communicating with the PixelFed environment; second, backend
microservices with a middleware mediating the frontend communication. WIT.AI4 in
the backend is responsible for managing the companion conversation via chatbot and
detecting the user’s intent for each conversation step. In the frontend, ReactJS5 allows

3 PixelFed is a decentralized open-source Instagram-like photo-sharing network based on the
Activity Pub protocol, making it suitable for applying it in research experiments, https://pix
elfed.social/. (2021).

4 WIT-AI is a tool to Build Natural Language Experiences https://wit.ai, 2021.
5 React JS is A JavaScript library for building user interfaces https://reactjs.org, 2021.

https://pixelfed.social/
https://wit.ai
https://reactjs.org
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Fig. 1. User Interaction with companion and controlled environment architecture (focused on a
single actor).

Fig. 2. Dataflow in technical architecture of the companion for controlled environment.
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for a modern, responsive web design with flexible and reusable UI components in the
standard structure of Chrome extension6.

The image-link is accessed from the frontend via a RESTAPI to the backendmiddle-
ware (NodeJS express7) modules. The reverse image search (RIS) API, applied to find
similar images the user interacts with the environment from the external resources. Via,
text analyzer module, we can extract the semantic keywords and the important section
of text behind each RIS-link associated with retrieved extracted semantic keywords. We
create and enrich the metadata for each image and store it in the document-oriented
database (MongoDB8). We use Learning Locker9 as Learning Record Store (LRS) to
store action logs in the standard Experience API (xAPI) format.

4 Example Scenario

The experimental trials are carried out on desktop computers running Chrome browsers.
The user has access to PixelFed environments enriched with limited numbers of images
and captions containing fake/fact news. Also, the setup includes the Chrome extension
that represents the virtual learning companion system in the browser.

4.1 Example Walkthrough

When users visit the PixelFed environment via a provided web link they will first see a
short guide on how to open and use the browser plugin (Courage Chrome extension).
After that, they log in to the companion system by clicking on the provided anonymous
user-token link. Next, they will see a user-guide video on the sidebar equipped with the
virtual tutor that explains how to interact with the environment artifacts to activate the
companion.

The companion starts to communicate automatically with a chatbot-style conversa-
tion (e.g., “How are you?”) and asks some general introductory questions (sex, age).
After a few steps, the companion will ask to right-click on one of the images followed
by knowledge activation questions and asks for the user’s opinion about the selected
image in the social media environment. After the response, the learner needs to answer
some reflective questions that explain why they chose that specific answer. In the con-
versation, the companion asks if the user thinks it is fake news or fact, considering an
image in social media and the caption text behind it. The user is limited to choose one
of the provided choices. Then, the companion applies to stimulate reflection questions
(e.g. “How sure are you?”) according to a predefined decision tree.

Next, the companion will unlock a “Recommended” tab that contains reverse image
search (RIS) links from the web. In these places, the same image is shown in a different
context. The learners can visit these links and compare the keywords, metadata and

6 Standard Chrome extension consists of three main modules: 1. Background and content script –
https://developer.Chrome.com/docs/extensions/mv3/getstarted, Manifest file 2021.

7 NodeJS is a JavaScript runtime built on Chrome’s V8 JavaScript engine, 2021.
8 MongoDB, document-based, distributed database built for modern application, 2021.
9 Learning-Locker used to store learning activity statements generated by xAPI compliant
learning activitieshttps://docs.learninglocker.net/welcome/, 2021.

https://developer.Chrome.com/docs/extensions/mv3/getstarted
https://docs.learninglocker.net/welcome/
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abstract texts of each RIS link for the selected post. In this step, the learner can freely
continue the instructions and come back to the conversation. Then, the user writes down
their opinion as demanded in the chat and answers. Then chatbot will give new (adaptive)
feedback.Next, the systemwill unlock the collaboration chart optionAnalysis Tab for the
selected artifact. After interacting with metadata for around each image, the companion
can give an alert or feedback as a pedagogical intervention. For example, if they judge
or answer promptly in a short time without checking the recommended RIS or had poor
participation in collaboration sections in comments.

Fig. 3. Left: right-click on a Picture, then the companion will activate to react (ask their opinion
about the selected picture). Right: companion unlocks the collaboration tab and ask if the user
changes their mind after observing comments and others votes in the diagram.

Figure 3 shows how learners can see others’ opinions in a collaborative forum and
compare the answers. The best answers according to the user’s votes goes to the top.
For example, if the image is manipulated (fake) or real news. In the provided forum,
the learner can find a better link from the comments. Via a pie chart, users can compare
the answers of others to themselves. After observation of recommended metadata, the
companion asks if learners would like to reconsider their judgments.

As researchers, it is interesting to know if learners change their minds after each step
or if their direction of thinking and judgment changes after receiving feedback from the
companion and interacting with recommended learning instructions? Therefore, we log
all-important user interactions along with time stamps. Thus, we need the log for the
answers, companion chats responses, interactions with an environment’s artifacts.

One possible pedagogical intervention of the companion could be to warn or encour-
age learners. For example, the artifact has a clear orientation and status, and the user’s
initial opinion changes in contrast with their first judgment, when the learner observes
that the majority has another mindset. In this case, the companion warns the users
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about the “spiral of silence” phenomenon and encourages them to think again, and the
companion present a small tutorial video (pedagogical intervention).

In the first scenario that we consider applying for the following school trials, we
will select four pictures for the PixelFed environment related to pandemic situations.
Pictures may include fake news and conspiracy theories, used to teach critical thinking
as a skill or to increase their awareness. At the end of interacting with four pictures, the
companion will ask the overall user’s opinion and feedback.

4.2 Preliminary User Study

A first informal study was carried out with a small group of participants confronted with
a controversial report on the coronavirus that included a picture shared on social media.
The participants had to complete the classification “fake” or “real” for this item based
on their assessment of credibility. After that, they wrote a few lines about their reflection
on this task. The goal of the study was to check how users understood and handled
the task and to identify possible misunderstandings. Fourteen participants aged 19–35
with varying cultural backgrounds contributed actively to the study. The education level
ranged from bachelor students to postdoc.

As a result of the study, we found that more than half of the participants mentioned
that they were unsure about their answers and would have preferred a broader range of
answers reflecting levels of uncertainty, such as “probably fake,” “not sure,” “probably
fact” in addition to just “fake” and “fact”. Only three of the participants used external
fact check tools or search engines to determine the truth. None of the participants was
aware of Reverse Image Search tools to find a similar topic which is considered in the
VLC tool and scenario.We envision that a real-time VLC can support learners in making
more correct judgments and better usage of web resources.

5 Conclusion and Outlook

This paper presents our work to design and implement a virtual learning companion in a
simulated social media environment. This companion assists learners in coping with the
threats and toxic content of social media like Fake news. The companion is implemented
as a browser plugin that can be added to Instagram-like social media environments for
orchestrating the controlled tests. This companion interacts with learners via chat and
triggers the user’s action with the artifacts of the environment. The presented companion
utilizes interactivemultimedia to give learners feedback and intervenewith a pedagogical
reflection. The companion encourages the learners and provides knowledge according
to a pre-defined decision tree.

In the next version, the companion will work with artifacts on open social media
platforms such as Instagram, possibly repeated in the closed environment (with identical
artifacts). Via interaction with the same metadata for the repeated artifact, the expert and
other users can indicate their opinion around the unique conversion about controversial
content and represent their different mindsets and backgrounds. This feature will give
the users the power to view other parties’ opinions without biased pre-filtering.
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Abstract. Narrative gameshaveproven their effectiveness as serious games in dif-
ferent domains and for different purposes, such as promoting learning or increas-
ing user awareness. However, there are many situations where the narrative model
falls short and can benefit from being extended with puzzles or mini-games to
afford more flexibility or explore non-narrative mechanics more adequate to the
task at hand. In our uAdventure game authoring environment, a narrative seri-
ous game provides support for the driving narrative, managing stories, conver-
sations, and other narrative elements, together with an integrated game learning
analytics support. We present how we have extended uAdventure to support the
inclusion of mini-games within a host narrative game, while allowing hostedmini-
games to access uAdventure services through a streamlined interface. As a case
study, we describe how this extension has been used by students learning seri-
ous games development to create narrative games with ad-hoc puzzles that use
alternate mechanics to achieve game-specific goals.

Keywords: Serious games · Narrative games ·Mini-games · Game authoring ·
Game analytics

1 Introduction

The use of video games in teaching has attracted great interest from teachers and
researchers for their ability to improve the interest and retention of players by keep-
ing themmotivated [1, 2]. As their primary goal is not that of entertainment, such games
are often called serious games; for example, players may face a series of challenges to
improve knowledge or cognitive skills [3]. Genres such as action games allow players to
improve their dexterity and reflexes, while simulation games use realistic environments
where players can test and apply their knowledge without being exposed to the risks of
real environments [4].

Due to the different characteristics of serious games, for example to their genre,
the requirements for their design and development also vary. For example, simulation
games, which are very effective for specific learning, are also very costly to develop
due to the high level of detail required to emulate the target domain. Therefore, when
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developing a serious game, the genre chosen is key for both its effectiveness and edu-
cational applicability as well as for its development feasibility in terms of requirements
and costs. While development costs can sometimes be reduced by using pre-built assets
(such as those available at Unity’s Asset Store), such assets will require significant effort
and expertise to customize for any sufficiently-specific domain.

Among the different types of games, narrative games offer a good balance between
simplicity and flexibility, as they allow players to play roles and perform meaningful
tasks in an environment not excessively expensive to create, but rich enough to achieve
immersion. In particular, the “point and click” subgenre of narrative games [5] often relies
on interactive conversations to deliver content, using characters who play different roles
in the story; togetherwith different objects and interactions to solve logical puzzleswhere
players can apply their knowledge and learn from their mistakes [6]. For this reason,
narrative games have been applied in very different domains and with very different
purposes (e.g., learning, awareness).

However, narrative mechanics also have limitations. For example, they are not suit-
able for the development of other types of cognitive skills, such as pattern recognition,
reflexes, or physical skills in general, which can be taught through mechanics present
in other genres (e.g., action games to develop reflexes) [7]. Despite the possibility of
simulating the mechanics from other genres, the adaptation needed to implement them
is complex and costly. For example, developers that intend to use a narrative engine
to develop a visual puzzle would need to manually analyze the different states of the
puzzle and configure a series of narrative elements (and their corresponding graphical
representations) to represent the state of the puzzle. This is impractical, complex and,
above all, unnatural for a game developer; and is the case of commercial narrative content
authoring tools such as Adobe Captivate1, Articulate 3602 and ITyStudio3.

We describe an extensible model that allows enriching narrative games with other
mechanics, such as puzzles; and an implementation of thismodel in a tool to demonstrate
the feasibility of this approach. For the integration of mini-games in narrative games
we have taken as a basis uAdventure [8], an open-source authoring tool for serious
narrative games built on the Unity game platform. The challenge is to incorporate other
mechanics into uAdventure’s narrative game model, which increases its versatility and
allows new capabilities to be addressed, all without significantly increasing the difficulty
of game creation. However, the inclusion of these new mechanics through the mini-
games requires game creators to know how to program the mini-games. This approach
has been tested in two case studies with students within the serious games course of the
Videogame Development degree at Complutense University of Madrid.

The following sections of this article describe the mini-game integration model, the
use cases of this integration model, lessons we have learned from our experiences, and
finally conclusions and future lines of work.

1 https://www.adobe.com/es/products/captivate.html.
2 https://articulate.com/360.
3 https://itystudio.com/.
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2 Extending the uAdventure Narrative Model Through Ad-Hoc
Mini-games

uAdventure is a tool that simplifies the prototyping and development of games for non-
experts, such as most teachers, as no programming is required. The authoring metaphor
with uAdventure is based on creating a series of scenes, where the author will use the
narrative for the player to develop a role through the game. Players learn new content or
develop additional awareness by interacting with other players, participating in in-game
conversations, or solving logical puzzles. For situations where it is too complex to adapt
the content to the narrative model, uAdventure also provides other types of scenes where
it is possible to include videos and interactive animations that can be interspersed with
the main narrative content [8].

Furthermore, uAdventure includes other educational-specific features, such built-
in assessment of learners and the capability to deploy and integrate games with other
educational platforms by means of widely used educational standards [9]. In addition,
player actions can be recorded and used internally in the game (through a mechanism
of variables and conditions to change game behavior), as well as externally through the
built-in learning analytics mechanism. Use of built-in learning analytics allows creators
to not only access the final results at the end of the game (e.g. score, completeness,
progress), but also to analyze the full sequence of actions that each player took to
achieve that score, with minimal work required from game authors [10, 11].

Despite the benefits of uAdventure for most developers, the point-and-click narrative
model it implements may fall short of the requirements of some games. For example, the
narrative model ill-suited for puzzles with a very large number of states. For example,
in a Rubik’s Cube representation, where pattern recognition and spatial recognition
skills can be learned, a direct three-dimensional representation would be much simpler
than a representation through narrative elements. Our proposal provides support for
including self-contained, alternate game mechanics that are more appropriate for the
type of skills to be worked on in those parts of the serious narrative game that require
it. The challenge is to achieve the integration of those alternate mechanics within the
narrative game model of uAdventure, therefore increasing its versatility and allowing
new skills to be addressed while avoiding a large increase in the difficulty of creating
such games. While the integration of these new mechanics would certainly require a
programming effort, once created, our goal is for the mechanics to be freely reusable by
other authors without needing to program them themselves.

The process of adding new mechanics is done by programming mini-games inte-
grated into uAdventure [12, 13]. The mini-games are launched from uAdventure, which
delegates full control of the game execution to them (Fig. 1). With this model it is pos-
sible, for example, to develop an action mini-game that can read the state of the game
to adapt its difficulty to the narrative moment in which it is found and use conversations
during the mini-game itself to explain it or as part of its operation. The mini-games are
developed as new components integrated with uAdventure, so mini-game authors must
know how to program for the Unity platform. In this regard, mini-games can exploit all
the capabilities of Unity to create the new mechanics, but they must also be integrated
with the services offered by uAdventure: the core of the game; the narrative engine, and
the learning analytics engine.

https://doi.org/10.1007/978-3-030-90785-3_1
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Fig. 1. Mini-game integration into the uAdventure game authoring tool. Mini-games allow addi-
tional game mechanics to be added to uAdventure, and can make use of uAdventure-provided
features such as conversations, persistence, or xAPI-SG analytics.

The core game system is the system in charge of maintaining and managing the
global state of the game. Using it, the mini-game can inspect the current state of the
main game as a result of the previous actions that the player has carried out up to this
moment. This allows the mini-game to adapt to its context of use within the current
session; for example, by adjusting its own difficulty, or the style or visibility of certain
features. In addition, mini-games can also save significant actions performed by players
to the game state. In summary, through the game state, it is possible to communicate
bidirectionally with uAdventure and thus read the different parameters that will define
the configuration of the game; andwrite in uAdventure those parameters that are relevant
once the main narrative game resumes.

uAdventure’s narrative engine provides support for narrative content and interaction
as well as corresponding visual effects. Through the narrative engine it is possible to
launch conversation sequences and customizable optionswithout leaving themini-game.
The mini-game developer has access to this uAdventure functionality, for example, to
show tutorials or to pause the mini-game when it reaches a milestone, displaying a
conversation at that moment. In addition, it allows scenes to be changed, and different
events to be triggered once the mini-game ends, continuing with the flow of the game
while taking into account the results of the mini-game. Finally, the learning analytics
engine provides mini-game developers with a means to generate logs of the player’s
progress through the mini-game, which can be stored locally or sent to a remote storage
location for further analysis. The main component of the analytics engine is the xAPI
tracker [14] which provides a high-level interface to hide the details of the xAPI-SG
specification and allows developers who are not experienced in analytics to generate
traces to analyze the player’s progress through the mini-games. Using this feature, a
mini-game developer can, for example, generate traces that describe the interactions of
the player with the interactive elements present in the mini-game.
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From a more technical point of view, the uAdventure mini-game feature is based
on Unity’s scene mechanism. The developer of a mini-game must create a Unity scene
into which to place the mini-game. In it, by means of the various features available in
Unity (such as the physics engine, lighting, or its user interface system) and its scripting
interfaces, the scene and its behavior will be shaped, thus defining its concretemechanics
and the layout of the mini-game. For example, in a serious game involving perception
evaluation, the user could use the physics engine to create a realistic environment inwhich
different particles move more naturally. Once the scene is created and an identifier is
assigned, the developer will be able to reference the scene from the main game as
any other native uAdventure scene, thus allowing the application of the uAdventure’s
authoring metaphor that does not require programming.

This trade-off allows advanced users (programmers) using uAdventure to use native
Unity scenes without great effort; while offering non-expert users the possibility of
reusing previously-developed mini-games within their own uAdventure games. Thanks
to this extensibility model, it is possible to create an ecosystem where programmers and
teachers can collaborate to improve the educational experience through the resulting
game. In addition, thanks to uAdventure’s built-in services provided to the mini-game,
it is possible to create parameterized mini-games so that the experience is not unique to
specific games and can be customized by teachers using uAdventure’s visual editor.

Because this integration architecture is quite flexible, it can be adapted to all kinds of
situations with different requirements. Althoughmini-games do not need to comply with
any particular structure, Fig. 2 describes our recommended structure for mini-games,
focusing on allowing themini-game to be executed in a subrogated way to the host game,
thus allowing the game to be decoupled from themain game and thus promoting a simpler
distribution of roles in its development. In order to establish an independent execution of
the mini-game, the input and output parameters must be defined beforehand. The input
of parameters should be defined before launching the mini-game through the visual
programming system of uAdventure, and will be read at the beginning of the execution
of the mini-game through the core; while the output of parameters will become available
at the end of the mini-game, to be incorporated into the state of the game for later use.

While themini-game is running, it should notmanipulate game variables, thus avoid-
ing collateral effects. In order to return control from the mini-game to the main game,
we have introduced a new special command that returns to the previous scene, available
using uAdventure’s visual programming system. Although mini-games have access to
the narrative engine, and can execute conversations and provide other visual feedback,
it should rely on this command to switch scenes. Finally, in terms of learning analyt-
ics, the mini-game should generate its specific traces by calling the analytics tracker
directly. Mini-games developed following these recommendations act as uAdventure
components and thus are reusable across games.

3 Pilots of uAdventure and Ad-Hoc Minigames

Themini-game integrationmodel in uAdventure has been testedwith students in two case
studies within the Serious Games course of the Video Game Development Degree at the
Faculty of Computer Science of the Complutense University of Madrid. In other words,

https://doi.org/10.1007/978-3-030-90785-3_2
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Fig. 2. Mini-game lifecycle within uAdventure. The transition between the uAdventure andmini-
game scenes allow exchange of inputs and outputs, as well as the use of the tracker for analytics.
The launching process of the mini-game is customizable through uAdventure’s visual editor. The
actual mechanics of mini-games must be developed using Unity scripts

it has been tested with students who know how to program games, although they have
limited experience in the creation of narrative games. The first case was a pilot test with
the objective of addressing a need for a more flexible environment in uAdventure; and
analyzed the strengths and weaknesses of the proposed integration model. The second
case is more complex in terms of educational goals and narrative depth, using multiple
mini-games as part of an escape room-like narrative game whose objective is to teach
competencies related to computational thinking.

3.1 Pilot: Serious Game for Airport Protocols Training

In the 2019–20 academic year, students used uAdventure to prototype and create nar-
rative games, but since they knew how to program with Unity, they were also asked
to enhance these games with other mechanics and visual effects. To do so, they used
the proposed mini-game system, which provided them with the flexibility of the Unity
engine without losing the advantages of uAdventure.

Oneof the games designed by the students aimed to teach different protocols typically
found in air travel (Fig. 3). More specifically, it had three educational objectives: to learn
to differentiate between the objects that can be carried in the flight cabin and those that
must be carried in the cargo hold; to examine the different pieces of documentation
required on a flight and the different problems associated with these documents; and to
remind flyers of the different safety rules that must be followed during flight.

To address the first objective, the students chose to develop a mini-game in which,
through the use of “drag and drop” mechanics, players had to overcome the challenge of

https://doi.org/10.1007/978-3-030-90785-3_3
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Fig. 3. Integration of different mechanics in uAdventure in the serious game “Vuela” (Fly) to
teach flying protocols

being able to make the most of the space in the suitcase, by including only the essential
(and valid) objects for cabin carry-ons. In this case, themini-game not only taught players
to differentiate objects by their visual appearance, but also took advantage of the limited
space mechanics to infer which objects should actually travel in the checked luggage
due to size constraints.

Regarding the educational goal of teaching the rules related to documentation, the
developers opted, utilizing the different narrative resources of uAdventure, to create a
simulation inwhich players temporarily take on the role of an officerwhomust review the
different documents of would-be passengers. This mechanic is particularly interesting,
as it represents the case in which the mechanics of a narrative engine are used to develop
a limited simulation that is at the limit before being necessary a mini-game due to the
complexity of its development and the large number of elements involved in its different
states. In this case, the uAdventure mini-game used a simulation in which the face and
shoulders of passengers are visible to one side and, to the other side, the passenger’s
documentation appears. Players must then decide whether or not each passenger can
board the plane, identifying possible errors or contradictions in the documentation and
thus favoring deductive learning. Finally, the educational objective related to safety rules
was addressed through a questionnaire built using uAdventure’s conversation system.

Despite being a first proof of concept of mini-game integration, the students were
able to successfully use mini-games to develop their own mechanics extending uAdven-
ture’s narrative model. Additionally, during development, multiple shortcomings were
identified, including lack of details regarding the different APIs to take advantage of
uAdventure’s mechanics, the communication flow between the mini-game and the main
game, and the integration of analytics from the mini-games. As a result, documentation
was significantly improved in time for the second round of testing.

3.2 Developing an Escape Room Game for Promoting Computational Thinking

During the 2020/2021 academic year, the enhanced version of uAdventure was used
to create narrative games, while placing more emphasis on the importance of learning
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analytics. Unlike the previous year, as a lesson learned, students received additional
guidance on the use of the different uAdventure systems within mini-games, including
two-way communication, the use of the narrative engine, and the use of the tracker.

The uAdventure mini-gamesmodel allowed a group of students to develop an escape
room-themed narrative game named “The ParanormalMansion”, teaching competencies
related to computational thinking. To this end, the game focuses on the investigation of
paranormal events in a mansion and intersperses different mini-games focused on devel-
oping specific computational thinking skills, including decomposition, pattern identifi-
cation, abstraction, and algorithms. These skills would have been either not possible or
practical to convey using only standard uAdventure mechanics.

The mini-games (Fig. 4) address different topics and visual styles and use Unity’s
three-dimensional capabilities, visual effects, and user interfaces. Also, all mini-games
have three levels of difficulty. The implemented mini-games are: shapes and colors
(3), which develops abstraction by representing numbers using geometric shapes and
debugging by requiring players to use shapes to create a specific sequence of numbers;
ethical hacking (4), where playersmust combine a set of cards with color bars to generate
a new card with a specific pattern of color bars, by first identifying how cards combine
their patterns and later using trial and error until they achieve the correct pattern; crazy
rings (5), where players must rotate several groups of rings until the colored flags of each
ring are aligned, by identifying the rotation patterns and decomposing the problem into
smaller problems associated with each ring; electrician (6), where players illuminate a
series of boxes by abstracting the pattern of changes that occur when interacting with
each box, exercising both pattern identification and abstraction; and finally numbermaze
(7), where payers must input a path of numbers that connects the blue box to the red box
by following a series of rules, while both developing both algorithms that adhere to the
rules and abstraction by representing the path with numbers.

Fig. 4. “The Paranormal Mansion”, a narrative game with integration of mini-games for the
development of computational thinking skills. Images (1) and (2) show game scenes created with
uAdventure in the point and click style with conversations and options. The rest of the images are
mini-games: (3) shapes and colors (4) ethical hacking, (5) crazy rings, (6) elec-trician, (7) number
maze. The image (8) shows the score obtained from one to three stars.

https://doi.org/10.1007/978-3-030-90785-3_4
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The interaction mechanisms used in the puzzles and their high number of states
(and steps) needed to solve them, were the motivations for the students to develop them
as mini-games. For example, in the crazy rings game (5), due to the large number of
buttons and turning possibilities, the titular rings can reach a large number of different
configurations, making it extremely complicated to simulate this behavior exclusively
through narrative mechanics.

In this case, in addition to using its capabilities as an engine, the students take
advantage of the different uAdventure systems so that, at the end of the execution of
the mini-games, they can store a score which ranges from 1 to 3 stars. This score is
then used in the credits screen and in the different analytics that the game generates.
In addition, each time a mini-game ends, students made use of uAdventure’s narrative
engine to create appropriate conversations.

During the development of this game and its associated mini-games, students used
uAdventure’s learning analytics system to create and send traces that would allow the
progress of players throughmini-games to be examined. Their goalwas to detect possible
problems in the difficulty of the games and the progress of levels, and to find possible
improvements for future iterations. To this end, the students sent enough traces from
the mini-games to be able to recreate the players’ actions during the completion of
the mini-games; as well as to measure the progress/completeness of the mini-games
themselves.

After the gamewas played by 8 users, all the traces generated by themini-gameswere
analyzed in order to compare their complexity based on the number of steps required
to complete each of them. In Fig. 5, we can observe how the electrician mini-game was
particularly complex, closely followed by the crazy rings mini-game and the one on
ethical hacking. These results corroborate feedback from the players, who had already
pointed out that these mini-games could be too complex. In addition, an unexpected
result that was not pointed out by the players was that the complexity in the levels was

Fig. 5. Comparison of the number of steps required to pass a difficulty level in one of the mini-
games. The legend shows the different mini-games names. In the graph, the inner layer represents
each mini-game, while the outer layer represents each difficulty level in each mini-game.

https://doi.org/10.1007/978-3-030-90785-3_5
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not progressive in all cases, for example in the electrician mini-game, level 1 requires
on average more steps than level 2.

4 Conclusions and Future Work

The extension model based on mini-games presented in this article increases the flexi-
bility of the narrative model implemented in uAdventure. This versatility allows, on the
one hand, to include new game mechanics to address skills that were previously very
difficult to address within the narrative model. On the other hand, this approach enables
a new development model where game developers can benefit from narrative aspects
while, at the same time, making greater use of the full capabilities of the Unity platform.

Themini-games are built using uAdventure’s native capabilities, such as the narrative
engine or learning analytics. In particular, the use of the learning analytics capability is
especially relevant for the evaluation of the capabilities and skills to be trained in the
mini-games, in line with uAdventure’s philosophy of providing analytics by default and
with little effort. As seen in the case studies, easy access to analytics also facilitates the
development and validation of the mini-games.

The proposed extension model has been validated in two case studies with game
development students, where two serious games have been developed in which mini-
games have played major roles. In these two serious games, the mini-games allowed
cognitive skills to be addressed such as space management or computational thinking,
whichwould have been difficult to tackle using pure narrative elements.We consider that
these two case studies validate our proposal, but do not fully exploit its potential. Some
of the mini-games developed in the case studies could, with minimal modifications, be
reused in other games as new uAdventure game components.

Currently, uAdventure games can be reused (i.e. it is possible to reload a game into
the uAdventure editor), with the aim of customizing the educational experience. For
example, by adapting the resources or texts to the group of students who will use it.
This has been one of the notable features of uAdventure and we believe it can also
be applied to mini-games. As future work, we are working to be able to package and
exchange mini-games (Fig. 6) through Pumva, a repository of games and mini-games
created with and for uAdventure. For ease of use, a mini-game will be packaged together
with a descriptor of the input and output variables configuration, as well as its different
analytics traces. Using this descriptor, the uAdventure editor will display a friendly
interface through which to configure the imported mini-game. On the other hand, we
also want to improve learning analytics, with the goal of offering default analytics also
for mini-games; and to offer templates for the xAPI traces generated by the mini-games,
thus complying with xAPI’s goal of keeping traces/statements self-contained. The traces
will also include information about the context in the game where the mini-game has
been integrated, further simplifying certain analysis tasks. Thanks to this new extension
model, the separation of responsibilities between game and mini-game developers will
allow educational experts to create games in uAdventure using mini-games in an even
simpler way.

https://doi.org/10.1007/978-3-030-90785-3_6
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Fig. 6. uAdventuremini-gameexchangemodel throughPumva.Themini-gamemust be packaged
together with a descriptor that identifies its input and output parameters and ana-lytics traces.
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Abstract. Conducting assessments is necessary to evaluate student per-
formance. Online tests offer a scaling solution over traditional tests
administered by examiners. However, these online tests come with the
drawback of losing the interactivity that one has with examiners, as
online tests mostly take the form of self-correcting tests which expect
students to answer all available questions in a survey-like manner with
feedback that may be given at the end. In this work, we present the imple-
mentation and evaluation of social bots capable of performing online
tests. These bots are implemented as chatbots that can access and eval-
uate existing tests from learning management systems. With these bots,
we enhance mobile learning support for students. Students can perform
assessments anytime, anywhere using their favorite messenger applica-
tion such as Rocket.Chat, Slack or Telegram. Furthermore, the activity
data in the chat flows into learning record stores which can be aggregated
and visualized there. These types of bots can be used as additional learn-
ing opportunities in university courses. As before, instructors can create
their tests in their regular environment and make them automatically
accessible to the bot, so that students can take the quiz in their learning
management system, but also in a familiar chat environment. Our eval-
uation shows that assessment chatbots are an attractive and accessible
self-assessment opportunity for students on a mobile device.

Keywords: Chatbots · Learning management systems · Assessments

1 Introduction

With the rapidly increasing use of technology in our society, comes the role of
technology in e-Learning, and with social bots being a part of technology, comes
their use in education. Although social bots did not start with the best reputation
due to controversies on social media [24], they still show a lot of other benefits,
especially in education. Nowadays, Learning Management System (LMS) play a
big role in higher education by creating Virtual Learning Environments (VLEs)
for students [8]. These provide students with numerous educational content,
seemingly course overviews, learning material, discussion forums, online tests,
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and more. Thus with the relevancy of bots, comes the goal of further improving
online education and LMSs with bots. A bot should not replace a teacher, but
rather, ease the teacher’s job while enhancing the student’s learning experience.
Such bots were already shown to be beneficial in the context of Massive Open
Online Courses (MOOCs) [3]. As of now, most of the bots used in education are
only used to help teachers take care of Frequently Asked Questions (FAQs) or
inform students about certain events. But what if bots could also help students
learn by completing assessments with them? Another important aspect is the
fact that currently, the number of people using mobile messaging apps exceeds
2.52 Billion1, thus concluding that most people are familiar with them. This in
turn leads to the student having a friendly learning partner, which is constantly
available and that on a trusted platform. The ongoing tech4comp project2 aims
at improving mentoring in higher education through creating scalable and per-
sonalized mentoring processes with the help of digitalization and using data from
LMSs. In light of this, chatbots that can conduct assessments could play a role to
reach the goal of this project. This allows a variety of existing past quizzes from
the LMSs to be linked to an existing chatbot is conceivable so that students can
test themselves on desired topics where they see room for improvement. Thus,
taking over some of the basic mentoring tasks, and relieving them of redundant
work. Scalability is given by the use of chat platforms, as they are available on
smartphones. This in turn offers an arbitrary number of students the opportu-
nity to perform the previously mentioned queries without being tied to location,
which is not the case when using a computer, leveraging the potential of mobile
learning. In this paper, we want to address the following research questions:

RQ1: How can quizzes from LMSs like Moodle be automatically incorporated
into dialog systems?
RQ2: How do students perceive chat assessments in terms of motivation for
self-assessment and usability compared to LMS-based solutions on mobile
devices?

Therefore we created Assessment Bots with our Social Bot Framework
(SBF) [19], which can create bots that access Web services with a REST API,
react to user actions, run routine actions, and possesses a bidirectional chat
interface to communicate with users [20]. We also present an empirical study in
which we test the use of assessment bots on students.

The following part of the paper is structured as follows: The next section
(Sect. 2) describes related work. After that, we describe our use case (Sect. 3)
followed by the implementation (Sect. 4). In (Sect. 5) we present our evaluation
and conclude with a summary and outlook (Sect. 7).

2 Related Work

2.1 Technology-Mediated Learning

Having a social bot that can do assessments with students fits in the category of
Technology-Mediated Learning (TML). In this context, we use the definition of
1 https://www.statista.com/statistics/483255/.
2 https://tech4comp.de/.

https://www.statista.com/statistics/483255/
https://tech4comp.de/
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TML as “an environment in which the learner’s interactions with learning mate-
rials (readings, assignments, exercises, etc.), peers, and/or instructors are medi-
ated through advanced information technologies” [26]. Mobile learning which is a
subset of TML gained popularity among the students and education as it allows
to complete everyday tasks comfortably and flexibly due to not being limited by
the location [1], with studies suggesting that both students and instructors have
a positive attitude towards mobile learning. Another reason to consider mobile
learning is the number of students possessing a mobile device [6]. Mobile learning
showed positive results when used for language learning [15], which can be seen
in a study where two groups of students took part in an English course with one
group using a special English learning app, which they were prompted to use
outside their courses. The final test resulted in the group having used mobile
learning ending up with an average grade 20% higher than the group without
mobile learning, thus mobile learning showing benefits in the language learning
domain.

2.2 Assessments in E-learning

Traditionally, assessments were done by students, where teachers would assess
the work of the student to be able to grade them/their work [23]. Furthermore,
there is a learning experience for the assessed student, and the quality of the
assessment should be based upon how well of a learning experience the assess-
ment proves to be. Online assessments are essentially the same as before, only
now over the Internet and by using available web technologies [11]. A major
aspect of online assessment is the fact that they can take place anywhere with
an unlimited number of participants [2]. As we are now in an age where almost
everyone owns a computer and has access to the Internet, the scalability of
online assessments opens new doors in terms of education. Additionally, if it
is an assessment that auto-corrects after being over, it removes the teacher’s
burden to correct the assessments by themselves, thus easing their job. We dif-
ferentiate between Formative Assessments and Summative Assessments [13].
The latter is described as an assessment that takes place at the end of an edu-
cational program to measure one’s capabilities, whereas formative assessments
take place during the teaching-learning process with the main goal of enhancing
the students’ learning experience by always optimizing the said process. Within
this paper, we concentrate on assessments in chat environments. Therefore, we
limit our focus on the formative type, as the content of summative assessments
is not fit to be handled in chat form due to its size. The most common type of
formative assessment comes in form of an online quiz [10]. Studies suggest that
good quizzes increase the students’ performance for summative assessments [27].
Quizzes consist mostly of the following types of questions:

– Multiple-choice questions, where one receives a list of answers to a question
and has to choose one or more right answers.

– Drag and drop questions consists of having multiple possible items that one
has to place in the right position. This is viable for either a text with missing
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words or a background image with missing pieces of either descriptive text or
image components.

– True/false questions, where one has to decide whether a given statement is
true or false, hence the name.

– Matching questions work similarly to the previous type, only that now there
is only one central question that asks to match one data-set to another.

– Numerical questions, which essentially consists of answering with a single
number with the possibility to allow a certain margin of error

– Short-answer questions, where the user is expected to write an answer con-
sisting of one or more exact words.

Multiple-choice questions tend to get criticized due to them exposing students
to wrong answers [16]. Going as far as proclaiming that even if the student picks
the right answer, reading the wrong ones may lead to confusing the student. Yet
compared to short-answer questions, which only tend to test basic-knowledge
facts, well-made multiple-choice questions can push students to think about
a certain problem and use their knowledge to understand each entry for said
problem. The shown question types all possess the property of auto-correction,
which we already defined as important for scalability, hence making online assess-
ments attractive. There are multiple ways of timing the feedback, differentiating
between immediate feedback (also called item-by-item feedback) and delayed
feedback (or end-of-test feedback) [5]. The latter is implemented by the Moodle
quizzes, which lets users respond to every question, review their answers, submit
and then get feedback. For the immediate feedback type, users receive feedback
upon answering a question. For student self-assessment, we use the direct feed-
back type since studies have shown that it has benefits such as remembering,
understanding, and applying [25]. Under self-assessment, we refer to Brown and
Harris’ definition that “self-assessment is a descriptive and evaluative act carried
out by the student concerning his or her own work and academic abilities” [4].

2.3 Assessment Bots

In the context of this work, we consider assessment bots as a subclass of social
bots, since we use them in the context of chatbots. Under social bots, we refer
to the definition of Ferrara et al. [9] which states that a social bot “automati-
cally produces content and interacts with humans on social media”. We are con-
centrating here on chatbots in the domain of education that especially perform
assessments. It has also been shown that these are already being used to a greater
extent and can contribute to the success of individual student learning [18,26].
Peirera [21] presented @dawebot, a Telegram chatbot asking multiple-choice ques-
tions. The bot was evaluated by Computer Science students who stated that this
kind of bot is a good idea for quiz preparation and should be used in general. A
comparison with other bots showed that generally more than just natural lan-
guage processing is required [22]. For our bot, we use a modeling framework with
a template system and propose the automatic transfer of quizzes from the LMS,
which also eliminates technical hurdles for teachers. In the area of foreign lan-
guage learning, Clarizia et al. [7] also used multiple-choice questions. A separate
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app was developed for this and offered in the Playstore. The bot was designed
with a low depth, so students broke out of the conversations and the bot could
no longer meet the requirements. We rely on existing messengers so there is
no need to install a new app [21]. Our bot also expects short answers and also
offers possibilities to shorten answers, while explicitly pointing out the possible
answers so that outbursts are avoided. Huang et al. [12] used IBM Watson for
a flipped classroom scenario. They created three chatbots, one of which was a
multiple-choice question bot that included three multiple-choice questions with
scaffolding (giving the student another chance) questions. Evaluations showed
that this type of bot was well suited for self-assessment before moving on to
a graded assignment. We endorse this statement with our work and also offer
a way to encourage students to self-assess. As previously mentioned, our app-
roach makes it easy to scale and facilitate the creation of the bot through the
automatic transfer of quizzes and is not limited to multiple-choice questions.

3 Assessment Chatbot for Computer Science Lectures

In the following, we describe the use of an assessment chatbot as a mentoring
measure, so that, it provides additional material for beginners or difficult subjects
in computer science studies. A teacher decides to create a chatbot to practice for
upcoming exams, where students can assess themselves on different topics. The
teacher opts for the chatbot as they believe that chat platforms are convenient
for smartphones and the students might be motivated to use a known platform
with an interactive learning partner. The teacher is a member of several Moodle
courses and decides to map existing quizzes to the bot, which conducts them as
chat assessments. For this, the teacher accesses the bot framework [19] and uses
the template for the assessment bot. Here, the instructor just needs to customize
a few parameters like the URL of the Moodle instance, the authentication token
and the course ID so that the quizzes of the course can be automatically extracted
from the Moodle instance. This is a straightforward task for the teacher, as they
can read the required parameters from the URL of the course on Moodle. The Bot
Model also possesses a default vocabulary, which the teacher can extend. He can
still customize the messages so that the messages are appropriate for his course.
The teacher then uploads the Bot Model, which is deployed on Rocket.Chat with
the name “techbot”.

One of the students, Bob, now wants to be assessed by the bot to test his math
logic knowledge. He first greets techbot, which greets Bob back and asks him if
he would like to start a Moodle quiz. Bob agrees and receives a numbered list
of available quiz topics from the bot. Bob chooses one of the math logic quizzes
by responding with the corresponding list number. The bot correctly recognizes
this and starts the respective quiz. Bob is first presented with the True/False
question: “If φ → ψ is a tautology, then ¬φ → ¬ψ is also a tautology.” Bob
answers with “True”. The bot immediately tells him that his answer was wrong
and gives the following feedback: “For example choose φ unsatisfiable.” After a
bit of thinking, Bob understands the errors in his reasoning. After the feedback,
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the bot followed up with a multiple-choice question, where Bob is prompted
to choose between a, b and c. Bob unintentionally writes “d” as an answer.
The bot warns Bob to only choose between the given answers and lets Bob
choose again. After the last question, the bot gives Bob additional feedback,
consisting of the marks from the Moodle quiz, and also provides him with a list
of the wrongly answered questions. This gives Bob a certain idea of his current
capabilities, while also pushing him to look for the answers himself and thus
engaging himself with the assessed subject. Bob wants to start another quiz but
unintentionally starts the same one. In this case, Bob tells the bot that he wants
to stop the current quiz, which the bot understands through Natural Language
Understanding (NLU) and stops the quiz.

Figures 1 and 2 show the implemented version of such conversations with
techbot.

Fig. 1. Bot presenting a list of available topics.

4 Assessment-Handler-Service

Concept of Assessment on Chat Platform. For assessing the chat plat-
form, the assessment needs at least a name, a set of questions, and the fitting
correct answers. Additionally, a special quitting intent is needed, which if rec-
ognized, lets the bot know that the user wants to stop the assessment. To first
start an assessment, the user first receives a list of available topics from which
he or she can choose. After the selection, the assessment begins with the first
question. During the assessment, the bot asks a question and expects an answer.
To make the bot more communicative, it immediately informs the user of the
correctness of his or her answer. If additional feedback is available, the bot also
gives the feedback to the user after telling them if they were right or wrong and
then follow up with the next question. The bot thus implements the immediate
feedback type of feedback. Depending on the feedback, the user receives a larger
quantity of text. Therefore, the question itself is written in bold, to make it clear
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Fig. 2. Student completing math logic quiz.

to the user where the question is. The questions themselves also need some sort
of grading, which is added to a total mark every time the user answers correctly.
In the end, the user receives the total mark and the wrongly answered questions
as was described in the use case. The Assessment-Handler-Service takes care of
setting up the assessment content and conducting the assessment. It accesses
the available RESTful API provided by the Moodle platform in order to extract
quizzes. We chose this approach over manually exporting and importing ques-
tionnaire files, as it allows us to fetch the latest quiz version without manual
intervention in case of an update. The service works for every Moodle instance,
given the right parameters during the modeling, thus being Moodle-independent.

Creation of the Service. The Assessment-Handler-Service was created for
handling the content of the assessments, this includes preparing the content
and handling the course of the assessments. The service itself was written as a
RESTful microservices based on las2peer [14]. The service can currently handle
two types of assessments, the NLU Assessments, and the Moodle quizzes. An
abstract Assessment class was created, which is used to store general information
about an assessment, as described in the previous section. Concrete assessments
such as a Moodle quiz build upon this class, adding attributes that are unique
to the type of assessment. The Assessment class contains some basic attributes
and methods that can be used for any type of assessment. There is also the
possibility to create classes for assessments from other LMSs, which would also
build upon the Assessment class. The idea of creating an abstract class that
was specific for LMSs was not possible, as there is currently no generalization
of how a quiz should look on such a platform. This leads to each LMS having
quizzes that possess different attributes, making it difficult to pick out specific
attributes that are present on every LMS. For both types of assessment, the
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service takes care of extracting every available topic and sends these to the user.
An example of how the bot presents the topics can be seen in Fig. 1. Once a
specific assessment topic is chosen by the user, the function first takes care of
preparing the assessment. This includes creating the specific Assessment object
and setting Boolean variables in the service to make it aware of the assessment
that will take place. For each question, the service creates and sends a JSON
object containing the question to the bot which takes care of forwarding them to
the user. Similarly, the user’s answers are forwarded to the service by the bot for
checking. The service additionally checks if the extracted intent corresponds to
the quitIntent. The quitIntent is an expected parameter in the assessment service
that represents an intent which once recognized, stops the current assessment.

After completing a quiz, the absolved quiz data is additionally sent to a
Learning Record Store (LRS), which allows for the aggregation and visualization
of all the quiz data from all participants.

Fig. 3. Architecture with relationships between components.

Figure 3 shows the overall architecture and the integration of the assessment
service. Deployed within a cloud infrastructure, the microservices can be easily
scaled up and can serve a large number of users.

5 Evaluation

The main goal during this evaluation was to find out about the participants’
thoughts on mobile chat assessments with a bot in terms of usability and as
a mobile self-assessment possibility. Thus, attempting to answer our second
research question. We focused on the students’ perspective and how they per-
ceived the novelty. Specifically, if they felt the interactivity improved their experi-
ence and motivated them to make use of the mobility to learn in unconventional
places. The results from both during the evaluation and from the survey are
presented. The questions which expected an answer between 1 and 5, the mean
value and standard deviation can be found in Table 1.
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5.1 Participants

The evaluation took place with university students, which were part of the chair’s
Slack workspace. Participants constituted a voluntary response sample [17], as
an evaluation call was made with deliberate participation and no incentives. We
chose this sampling method as it was easy to organize and it excluded subjects
who would feel forced to participate. Overall, there were 24 participants, which
were between the age of 18–24 and three exceptions being 25–34. All participants
except one were male. There were 19 computer scientists, one maths student,
one engineering student, one mechatronics student, one data science student and
one student studying both computer science and engineering.

5.2 Materials and Procedure

Single sessions were done in an online context and the participants shared the
screen of their mobile device. This allowed us to carefully monitor the partici-
pants’ experience and help us figure out usability problems. After an introduction
to some concepts and the used platforms, Moodle and Rocket.Chat, the partic-
ipants were first asked to go to our Moodle platform using their mobile device.
There, they were greeted with several available quiz topics, ranging from com-
puter science to mathematics. The participants were then prompted to choose
two topics to do a quiz on, with the first goal being to see every possible ques-
tion type that could be done by the bot. After having completed the quizzes,
the participants switched to the Rocket.Chat platform with their mobile device.
There, they first started by greeting the available bot. The bot would then lead
the participants to start a quiz and choosing a quiz topic from a list. The pre-
sented list contained the same topics that were also available on the Moodle
platform from the previous task. The users then started one of the previously
done topics and another one of their choice. After each quiz, the bot asked the
user if they wanted to do another quiz and upon confirmation presented the
topics list again. The evaluation was complete once the participants experienced
every possible question type with the bot. Post-evaluation, a survey was made
available to the users. The survey consisted of demographic questions, questions
about the concept relating to the tasks, and an optional comments field.

5.3 Results and Discussion

This group of statements focuses on the participants’ experience during the
evaluation when absolving the quizzes with the chatbot. Starting a quiz with
the bot seemed to have been no issue at all. The bot explicitly told users how
to start one of the available quizzes. Some participants even proclaimed that
starting the quiz with the bot was more straightforward than doing the same on
the Moodle platform. Concerning how the bot presented the quizzes’ content, the
participants did not seem to have had any form of trouble. As the question itself
was always written in bold, participants always figured out where the question
was in the bot’s message. The same can be said about the answer choices for a
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Table 1. Results of the questionnaire. Score is an ordinal scale where 1 =̂ “strongly
disagree” and 5 =̂ “strongly agree” (n = 24).

Question Avg SD

I understood how I can start a quiz with the bot 4.96 ±0.2

During a quiz, it was always clear which part of the bot’s
message was the question

4.63 ±0.58

The bot presented the possible answers for a multiple-choice
question in a readable way

4.75 ±0.44

I had the feeling that the bot responded well to inappropriate
answers during the quiz

4.63 ±0.58

I understood how I can answer multiple-choice questions
during the quiz with the bot

4.75 ±0.44

I always understood when I had to answer with a
number/word for the numerical/short-answer question

4.54 ±0.59

Doing a Moodle quiz on a chat platform on a mobile device
went better than expected

4.29 ±0.75

Performing assessments with a bot without switching pages
or platforms makes the bot more interesting

4.54 ±0.78

I could imagine if I only had a mobile phone with me doing
the same quizzes with the bot rather than going to the
Moodle website and doing them there

4.29 ±1

While traveling I would take advantage of the accessibility of
the chat platform to do quizzes with the bot to learn

4.21 ±0.98

I find the idea of a learning partner that is available at all
times would motivate me to interact with it outside my
learning time

3.71 ±1.23

multiple-choice question, which were always presented in form of a list with each
item having a corresponding letter/number like the participants were used to
from the Moodle platform. The multiple-choice questions presentation was thus
already familiar to the students, which made absolving quizzes with the bot
more appealing. The participants quickly understood how to answer multiple-
choice questions, as the bot explicitly explained how to. The participants also
had no problem differentiating between a multiple-choice question or true/false
question with a numerical or short-answer question. The bot did not give any
form of answer possibility, which immediately made the participants understand
that they had to come up with an answer.

While the previous statements were about the quiz function itself and how
well the bot can do the quizzes with the user, the following statements are
generally about doing quizzes on a chat platform and also about the mobile
aspect of doing these on your smartphone. Most participants were quite satisfied
after having done the Moodle quizzes they already knew on a chat platform. One
participant even claiming they were quite skeptical at the beginning, saying they
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could not picture how a Moodle quiz should work on a chat platform but left
the evaluation with a positive experience. This shows that interactivity with
the bot plays an important role in motivating the students to do these quizzes.
The participants also liked the idea of having the possibility to review their
quizzes by simply scrolling up in the conversation, thus not having to reload and
switch between pages for each quiz to review their quiz attempts. This allows the
users to quickly reread important questions, especially with the search function
that is included in messaging apps. Participants generally enjoyed the bot’s
communication aspect, as well as the accessibility of the mobile device in terms
of the chat platform. Some participants even proclaimed that they would even
rather do the quizzes with the bot on their computer/laptop instead of going
to the Moodle platform, for self-assessment purposes. This fact shows that the
communication aspect, which is missing when doing these quizzes on the Moodle
platform, plays a big role in motivating the students to complete the quizzes and
thus learn. Most participants agreed on the fact that they would take advantage
of the accessibility of the chat platform to do quizzes with the bot while traveling.
This could thus lead to students spending additional time to learn while not at
home but in unconventional places, as in a bus for example. Especially since
chat platforms are easily accessible on such already flexible devices. A lot of
participants shared the thought that chatting with the bot was intuitive and that
they quite enjoyed the responsiveness of the bot regarding their messages. Some
mentioned that the “chatting” aspect was more engaging than going through
the Moodle page. One participant said that a chatbot would motivate them to
do these quizzes. The argument being that chatting gives the illusion of not
being alone, which makes it more social. Therefore, motivating people to learn,
as they do not feel as lonely as when learning alone. Compared to doing quizzes
on Moodle, for example, there is much more interactivity at hand here. Another
appeal for some participants was the fact that the bot immediately informed the
user of the correctness of their answer, while also giving the general feedback if
provided. This made the participants immediately aware of their success/failure
for each question, thus putting more emphasis on each question’s correctness. In
contrast, during the quizzes on the Moodle platform, most participants simply
flew over the feedback page. Our results related to the second research question
indicate promising success. There did not seem to be any experience-breaking
usability problems and the easily accessible chat platform combined with the
interactivity of the bot proved to be good motivational factors. We believe these
factors could lead to users being motivated to self-assess more while only having
their mobile device at hand.

6 Limitations and Future Work

The first limitation we would like to mention is the voluntary preliminary evalu-
ation. Here, the number of participants does not allow us to make any claims in
terms of learning success. In this paper, we focused more on the novelty and tried
to improve the accessibility and usability of mobile learning. To this end, further
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evaluation will take place in university courses. Students could participate vol-
untarily with the use of incentives, which would lead to extrinsically motivated
participants. However, this could lead to less interest in the actual novelty, giv-
ing participants a different perspective. Another limitation was the fact that we
did not take the participant’s screen size into account. This may have affected
the overall enjoyment of the interaction. Taking this factor into account a future
evaluation could result in identifying a correlation between screen size and enjoy-
ment. Another limitation is the use of chat platforms, which reduce the user’s
input possibilities to textual answers. Therefore, question types depending on
some form of drag and drop interaction were excluded.

7 Conclusion

In this paper, we tackled the concept of bots in education and asked ourselves
if bots capable of doing chat assessments would encourage students to learn
more, especially in a more mobile-oriented fashion. From this, we derived two
research questions. The first focused on the question of how Moodle quizzes can
be automatically integrated into dialog systems, which we answered by creat-
ing the Assessment-Handler-Service. The service itself is written as a RESTful
microservice and is used to let bots conduct assessments with users. These assess-
ments include quizzes extracted from the Moodle platform by using the provided
RESTful API. After absolving a Moodle quiz with a bot, the data from the
absolved quiz is sent to an LRS. Our second research question focused on the
usability of our tool and if it possibly led to a higher motivation to self-assess.
For this purpose, we conducted an evaluation where the students’ perspective
was taken into account. The preliminary study yielded positive feedback and
bears promising potential, but further evaluations are needed to cover learning
outcomes. We found out that the communication aspect and the mobility of
the chat platform both made for great attributes speaking in favor of mobile
self-assessment.

In conclusion, chat-assessment bots provide an accessible way of self-
assessment on a mobile device. Not only that, but the communication aspect
of a learning partner could further motivate the students to complete these
assessments, as can be extracted from the evaluation’s results. The bots now
having basic abilities such as FAQ answering, accessing Web services, and set-
ting routine actions could become a powerful learning tool with the newly added
chat-assessment feature.
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Appendix

A Extracting Content of Quizzes From Moodle

Moodle currently possesses a variety of RESTful API function calls which allows
for content to be extracted. To extract the quiz content, following API calls are
made with JSON as the content format (in calling order):

1. core course get contents: Used to get the quizzes for a given course.
2. mod quiz start attempt: Used to start a quiz on the Moodle platform.
3. mod quiz process attempt: Used to stop the quiz attempt.
4. mod quiz get attempt review: Used to get HTML code of the review page.

Note that for each call an authentication token called wstoken is needed, which
is provided by an admin of the moodle instance. The first function call returns
every activity or resource contained in a course based on the given course id. The
Assessment Handler then uses the response to find out the id for the chosen quiz
topic. The second function call is used to choose and start a quiz attempt on
the Moodle platform. As wstokens are linked to a specific account, the attempt
starts on the respective account. The last two calls allow us to stop the started
attempt and retrieve the HTML code of the final review page of the quiz. This
review page contains every question that is in the quiz, the question types, the
corresponding correct answers to each question, the optional feedback, and the
marks corresponding to the questions. The jsoup library was used to parse the
retrieved HTML code in Java and thus extract the quiz information using DOM
methods provided by the library.
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Abstract. With the prosperity of the Internet, online education has entered a
period of rapid development. However, the online learning systems in univer-
sities still have some problems, such as the quality of teaching resources are
monotonous and uneven, lack of sharing and insufficient education evaluation
standards. Therefore it is difficult to motivate students to sustain their interest in
learning, leaving educators with little confidence on online education. This paper
analyses how to combine blockchain technologies with online learning system in
order to design innovative applications, and proposes the establishment of uni-
versity education chain to promote the sharing of high-quality online resources,
protection on the copyright of online resources, establishing the Ethereum token-
based incentive mechanism for participants, tracking and recording of the learning
behaviour of students to prevent forgery of learning certificates, and creating a fair
and reasonable learning evaluation.

Keywords: Online learning · Blockchain · Education chain · Smart contract ·
Learning evaluation

1 Introduction

As a new form of education, “Internet and Education” has developed rapidly and is
welcomed by the public. It is geographically unrestricted, flexible in format, and can
be live or recorded for convenience. The video playback function also makes it easy
for learners to review. During the Covid-19 pandemic, online education became even
more indispensable as a form of teaching or meeting in schools, businesses and other
institutions. Online learning has numerous advantages such as lower cost, accessibility,
and flexibility [1], but it still suffers from some drawbacks described as below:
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1) Inconsistent standards among many online learning platforms
Nowadays many online education platforms are springing up in the world like

MOOC (Massive Open Online Courses) and SPOC (Small Private Online Course).
Furthermore, Udemy, edX, Linkedin Learning, Coursera, Khan Academy, Tree-
House, SkillShare and etc., are all well-known online learning platforms. Many
universities in China broadcast live or video online through online platforms such as
China University MOOC, Wisdom Tree, Chaoxing Learning, Tencent Conference
and Classroom, Zoom and etc. However, inconsistent standards across the Universi-
ties’ platforms, widely varying operational processes and poorlymaintained systems
lead to pedagogical problems.

2) Online education resources are difficult to share and the quality of resources varies
Most online courses at universities are only available to students within the uni-

versity and are rarely open to students outside the university or shared with other
universities. Different universities have commonalities in curriculum development
and talent training methods, and many teaching or curriculum resources can be
shared. However, at present, there is nearly no sharing of course resources between
universities, and a platform for mutual resource sharing is lacking. University teach-
ers have to spend a lot of time designing and organising teaching resources for online
courses. There is a lack of a professional and sound quality assessment system and
the low quality of some online resources.

3) Difficult to protect the copyright of teaching or result of scientific research
In some platforms, the teaching resources such as videos and documents, may

be cracked, causing them to be downloaded at will due to the lack of protection
of intellectual property rights. Some individual students may also disseminate or
tamper with those teaching resources at will, so that teaching resources would spread
to the Internet, leading to copyright infringement. In addition, on the Internet, the
possibility exists that the research results or patents of teachers and students could
be illegally stolen, tampered with or plagiarised. As intellectual achievements are
difficult to prove and defend [2], the copyright issues have restricted the sharing of
online education resources to a certain extent.

4) Absence of a scientific and sound evaluation system of teaching quality
The form of online learning is relatively free, allowing the teachers to check

the attendance of students by means of roll call, check-ins, and questions. However,
those forms do not provide a true picture of how students are learning, i.e. whether
they are taking the course seriously and whether they have mastered the knowledge
of the course. The current assessment methods of online learning are mostly in the
form of tests and quizzes and the teacher’s evaluation on the work of student is
still the decisive factor. Some online education systems only incorporate indicators
like student’s learning process and the length of study into the grading reference,
but often teachers do not use this reference when grading and still grade students
based on the completion of uploaded assignments, which can potentially result in
the existence of humane marks.

5) Short of incentives for online education

Currently, online education is mostly the recorded courses and the real-time interac-
tion between the learners and educators is not enough. Students often rely on self-study,
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which can lead to a gradual loss of interest and motivation in the long run. A mechanism
to motivate learners to continue learning is expected.

Therefore, the novel methods are required to solve the above problems and
blockchain is one of the expected technology. As a cutting-edge information tech-
nology, blockchain has its unique advantages in data sharing and dissemination, e.g.
encryption and decryption, timestamp, consensus mechanism and etc. to achieve decen-
tralized point-to-point transactions. It has attracted increasing attention of more and
more researchers in the field of education.

This paper discusses how to combine blockchain technology with the online learning
systems in universities. Also it proposes to create an educaiton chain by connecting
the private chains of various universities, share and protect teaching resources by using
distributed ledger, traceability, and consensusmechanisms, establish an Ethereum-based
token rewardmechanism for participants, use immutability technology to track students’
learning behavior, ensure the authenticity of digital certificates, and establish a fair and
reasonable learning evaluation system.

The remainder of the paper is structured as follows. Section 2 discusses the related
works of online learning system based on blockchain. Senction 3 describes the features
of blockchain. Section 4 discusses the innovative design of blockchain-based online
learning application in university. Finally, Sect. 5 concludes the paper.

2 Related Works

In 2008, Satoshi Nakamoto published the paper “Bitcoin: A Peer-To-Peer Electronic
Cash System” [3]. The development of blockchained based application has experienced
threemain stages: Blockchain 1.0, 2.0, and 3.0. Blockchain 1.0was used for crypocurren-
cies, while Blockchain 2.0 was used for smart contracts. Subsequently, in Blockchain
3.0, a lot of applications were developed in various sectors such as finance, health,
government, education, arts, logistics [1]. The online learning systems that incorporate
blockchain technology have been developed rapidly in universities.

Woolf University, founded by former Oxford University scholars in March 2018,
was the first university to use blockchain technology for management. The school is
similar to MOOC in form but different. The difference lies in the use of blockchain
technology for management, using blockchain smart contracts to regulate contracts,
tuition payments, salary payments, etc., and to record professor and student attendance,
course progress, student performance, etc. Firstly, the university can manage the flow of
information more efficiently. Secondly, learning transactions are managed automatically
through smart contracts, thus reducing operational costs. Thirdly, as students’ attendance
and academic status are recorded on the chain, each student’s academic experience can
be guaranteed to be authentic and credible [4].

Blockchain application is very convenient in recording the learning process and prac-
tical activities of students. The “Learning as Earning” program proposed by the Institute
For the Future (IFTF) and the US ACT Foundation (Gorbis, 2016) uses blockchain
technology to store student learning records in a distributed ledger, including learn-
ing, training, activities, and school competitions, internship experience and etc., as their
resumes for future job hunting.



Exploring the Innovative Blockchain-Based Application 93

Using blockchain can eliminate campus boundaries. In South Korea, PohangUniver-
sity of Science and Technology (POSTECH) and Yonsei University cooperate to open
courses, develop joint degree programs and research projects. POSTECH has launched
a knowledge content sharing system “Engram” and a voting system “Voting” based on
blockchain. In addition to sharing the knowledge and content produced by students,
the “Engram” system can reward producers who produce high-quality content with
“Neuron” virtual currency [5].

The traceability and immutability of blockchain play a very important role in the
verification of academic certificates.With London based Gradbase’s blockchain tech-
nology for instant verification of academic qualifications, University College London
MSc Financial Risk Management graduates can display a verified Blockchain-based
qualification on their CV through a Gradbase QR code which instantly provides tam-
perproof information about their qualifications [6]. Sony Global Education (GED) is
a blockchain technology using Hyperledger Fabric. It can openly and securely share
learning courses and record history data and certificates, without disclosing this infor-
mation to the educationmanagement authority [7]. MIT started using Blockcerts to issue
digital certificates for people in a community in 2015, which allows recipients to have
more control over their certificates without relying on any third party [8]. Budhiraja
et al. present the TUDocChain education platform to issue, validate and share academic
certificates on public ledger in a reliable and sustainable format [9].

Moverover, blockchain helps establish incentive mechanisms and teaching evalua-
tion systems. Taking Changzhou Open University as an example, Li proposed the appli-
cation of blockchain technology to the encryption of student’s personal digital files to
realize the docking of different education platforms and use “credit coins” in the platform
tomotivate learners [10]. Shen combined big data, sentiment computing, blockchain and
other technologies to explore the impact and role of big data on education evaluation
[11].

3 Overview of Blockchain

The overview of blockchain is illustrated as below:

3.1 Concept of Blockchain

Blockchain is an open, public, distributed, and secure digital registry where informa-
tion transactions are secured and have a clear origin, explicit pathways, and concrete
value. [12]. It is a growing list of records, called blocks, that are linked together using
cryptography [13].

The blocks are associated by a secure cryptographic hash that each block contains a
cryptographic hash of the previous block. Thus, a timestamp that proves the transaction
data existed is stored in the block and is recorded into hash. Then, blocks form a chain
spreading over a peer to peer network. The blocks are represented as a Merkle tree also
named hash tree, in which every leaf node is labelled with the crytographic hash of a
data block and every non-leaf node is labelled with the cryptographic hash of the labels
of its child nodes [14]. It is suitable to secure verification of the contents of large data
structures.
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3.2 Features of Blockchain

The following are the commonly known features of blockchain:

1) Decentralization
Through distributed recording and storage of data, decentralization refers to

no longer relying on third-party intermediaries and no longer subject to central
control. The decentralized data is shared publicly through the nodes connected in the
blockchain network, ensuring that program execution and data processing risk and
liability are shifted from centralized systems to decentralized blockchain networks,
where trust is built between network nodes through strong encryption and decryption
techniques [15].

2) Traceability
It means that all stored information is time-stamped and can be verified and

traced at any time, promoting traceability of an event on the network.A block is
connected with two adjacent blocks by the cryptographic hash function, so that
every transaction is traceable by checking the block information linked by hash keys
[16].

3) Transparency
Transparency means that the stored information is open to public and anyone

can access it. The entire information of the system is highly transparent. In other
word, all participants in the blockchain are enable to monitor the transactions that
are published. Those participants can detect and reject distrustful transactions and
thus build a sense of openness, transparency and security [15].

4) Immutability
Once the information is verified and added to the blockchain, it will be stored

permanently. If someone attempt to make a modification on the node, the crypto-
graphic hash key of adjacent blocks will be changed too and data tampering will be
interrupted [17]. Unless more than 51% of the nodes in the system can be controlled
at the same time, the modification of the database on a single node is invalid. It is not
possible to alter or delete the authenticated transactions or the committed blocks.
The logs of transactions are consistent in blockchain.

5) Smart contract
It is a computer protocol proposed to digitally support, validate, or impose the

specific conditions and criteria to be met before registering them in blockchain. Reg-
istration happens without the intervention of a third party, meaning that the transac-
tion can be performed without a third party. Also, the transactions are traceable and
permanent [1, 18].

6) Cryptocurrency
To ensure the security of funds, transactions, and creation of new funds, cryp-

tocurrency is a digital asset designed that electronic cash is able be exchanged by
cryptography [19]. The cryptography means encryption and decryption.

7) Consensus mechanism

It is a mechanism of mutual consent (achieve agreement) amongst all nodes asso-
ciated in the distributed P2P network to ensure security and provide integrity of the
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ledger. Thus, mediators are not required anymore. The mechanism are represented by
Proof-of-work (POW), proof-of-stake (POS), delegated-proof-of-stake (DPOS) [18].

4 Innovative Design of Blockchain-Based Applications of Online
Learning System in University

The development of online learning system relies on the development and sharing of
online education resources and its copyright protection, tracking of students’ learning
behaviour and process, improvement of the learning evaluation system, and appropriate
incentive mechanisms. Abundant online education resources, convenient learning expe-
rience, credible learning data and evaluation will all stimulate students’ interest, and the
increased interest will promote more people to invest in the development and production
of online education resources.

4.1 Create a Community of Education Chain

At present, many universities have built websites of online courses. Those courses are
usually open to students of the university, but rarely open to students of other universi-
ties. Blockchain has three types of chains: public chain, private chain, and consortium
chain. Each university’s online course website can be regarded as a private chain. The
consortium chain is able to connect those private chains and can have a set of private
chains, which forms the education chain.

On the education chain, online courses and other teaching resources can be shared
across different universities. The education chain connected multiple private chains can
change the status of Information Island of private chain andmake information connected.
Moreover, the non-tampering of data also protects the security of resources, which is
conducive to the protection of intellectual property rights. The private chain can be
authorized by the node of the education chain to obtain the access qualification, realizing
the resource sharing between different universities.

Each university can be regarded as a node on the education chain, and nodes can
share resources through the P2P network. The students have the opportunity to learn
courses fromdifferent universities. It is beneficial for teachers and students fromdifferent
universities to communicate, without involving the third parties. The decentralization of
blockchain can save the expense of building central platform servers and their operating
costs. Universities can reduce operating cost through resource sharing of infrastructure,
academic programs, services and etc. Figure 1 is an example of online learning system
connected with University A and B on the education chain.

In addition, university generally has a variety of information systems like teaching
affair system, online learning system, etc. The data file formats of various systems are
quite different. It is necessary to solve heterogeneous data sharingproblembefore the data
are to be shared between different universities. In terms of knowledge co-construction
and collaboration, relying on volunteers on the Internet to work together to generate new
knowledge, we can see the example of Wiki University which became a separate project
of the Wiki Media Foundation in August 2006.
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Fig. 1. The online learning system in the education chain

As a free and open learning environment and research community, Wiki University
collects and creates learning resources for a variety of purposes and serves as an online
community that integrates learning, teaching, and research activities, inviting a wide
range of students, teachers and researchers to join [20]. In Wiki University, community
members can post content they want to learn, and they can help collect or develop appro-
priate learning resources. If the platform incorporates virtual currency or token incentives
to reward members for their contributions, it can facilitate knowledge collaboration.

4.2 Protecting the Sharing and Copyright of Online Education Resources

The encryption, decryption and timestamp technology of blockchain are highly credible
and actionable in terms of copyright protection, serving as an umbrella for copyright.
The rules of distributed ledger enable all data information to be stored on the nodes of the
P2P network, and the data is non-tamperable and traceable. When the teachers upload
resources to the education chain, their work information will be saved on the block and
encrypted. Then those blocks will be recorded in the distributed ledger in chronological
order. Each block has a timestamp. The proof of upload and download of any resource
can be checked at any time and all copyright information can be traced.

Blockchain adopts asymmetric encryption technology to ensure data security by
using public key and private key. For the safety of data transmission and acquisition,
one key is used for encryption, and the other key is for decryption. On the education
chain, the nodes record the access information of teaching resources to prevent teaching
resources from being tampered with or stolen. During the process of data transmission,
the access information of each node is judged, and the copyright information is broadcast
to the entire network. Thus all users in the blockchain can participate in the supervision
of copyright information, reducing the time and cost of copyright authentication.

Mine Labs, a company in New York, USA, has developed a metadata protocol based
on blockchain technology, which enables resource creators to attach information to their
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works and store the data information in the block with a timestamp. The Digital Public
Library of the United States and the Museum of Modern Art in New York have become
the users of Mediachain (Li and Yang 2018). Figure 2 illustrates the resource created on
the blockchain P2P network and authentication mechanism of the network.

1. Create resources
3. Broadcast blocks 

to the whole network
5. Add �mestamp 

and circulate 
through P2P 

network

 2. Save resources as 
blocks

4. Reach consensus 
through network 

authen�ca�on

Fig. 2. Resource created on the P2P network and the authentication mechanism

4.3 Using Token Rewards as an Incentive Mechanism

The currency properties of blockchain have the potential to trigger many innovative
applications for education because it can store a complete, trustworthy set of record
of educational activities [21]. In order to improve the enthusiasm of online education
of teachers and students, using smart contract technology, through the establishment of
token circulation and incentives in the online learning platform, helps promote the teach-
ers to produce high-quality teaching resources and makes the students more interested
to take online courses. The reward mechanism can be fulfilled through smart contract. It
means that the rules of reward are set in advance by the programming of smart contract.
Once the contract is triggered, the system will automatically give tokens to reward the
participants for their contributions.

For teachers, the online learning system will grant a certain amount of token rewards
after theyuploads the teaching resources such as courseware, videos,materials, exercises,
and etc. When teachers answer students’ questions, correct homework, or communicate
with students online, the system will also give the teachers certain reward. After taking
the online course, the students can give feedback on the content of course. According to
the score level of students’ feedback, the system will reward the author (teacher) with
tokens. As all of the teaching process is saved on the blockchain, if a teacher’s behaviour
violates the regulation of the online learning system, his/her token will be deducted. The
amount of tokens that the teacher gets in the system can be used for the evaluation of
online teaching.

For students, the system will give token rewards for their learning behaviours like
taking courses, answering questions, and completing exercises. When the tokens are
accumulated to a certain number, the system will issue a virtual badge to encourage the
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student take more online courses. The student’s learning behaviour is fully recorded and
combinedwith the certificate of course completion, so that the university and the potential
employer are able to understand the performance of the student. Figure 4 illustrates a
blockchain-based online learning platform with the incentive mechanism. The platform
has smart contract and it will issue token when the teachers upload learning resource to
the online education platform and the students take courses from the platform.

Token

Blocks

Smart Contract

Blockchain Network
Reward 
token

Reward 
token

Reward 
token

Student

Course

Teacher

Learning
 Resource

UploadUpload

Take

Reward 
token

Student

Course

Take

Teacher

Learning
 Resource

Fig. 3. A blockchain-based online learning platform with the incentive mechanism by rewarding
token

Currently, there are a number of blockchain platforms that can pre-set tokens and
issue tokens using e-wallets and smart contract, e.g. Ethereum, NEO, EOS and etc.
Ethereum, as a decentralized platform, uses Solidity for programming smart contract.
After building a smart contract, the contract will run without the possibility of down-
time, censorship, fraud or third-party interference, and can be deployed to multiple
blockchains. The Ethereum uses a tool named ‘Truffle’ to design, compile and deploy
smart contract. Using the command ‘:> truffle create contract MD5SmartContract’ will
create a smart contract file ‘MD5SmartContract.sol’. Figure 4 shows the structure of an
online education system based on Ethereum and smart contracts. There is a browser used
by the teachers and students as the front-end interface to process the data. The smart
contract of Ethereum and EVM can be accessed through the interface of Nodejs and
web3.js, with a NoSQL database or relational database running in the background.

4.4 Learner-Centered Recording on Learning Behavior and Process of Students

The immutability technology of blockchain enhances the credibility of online education.
With this technology, the online education systems of universities can record the learning
process of the students. The learning behaviours of the student will be precisely recorded
chronologically and encrypted in blocks, facilitating the tracking and monitoring of the
student’s learning behaviour, and also fully guaranteeing the student’s privacy. In 2016,
the Open University in UK used blockchain technology to work with 143 UK and
international organisations through Future Learn to combine credits earned by learners
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Fig. 4. The structure of an online education system based on Ethereum and smart contract

fromdifferent providers to develop “Micro-credentials”,which allowapplicants to obtain
a combination of credits, a diploma and a digital CV [22].

4.5 Setting-Up a Fair and Reasonable Learning Evaluation System

A smart contract in a blockchain is a computer protocol that can be programmed to allow
the exchange of something of value such as money and goods in a transparent, conflict-
free manner without the involvement of an intermediary, and can be used to encrypt
transactions in a blockchain. Using smart contracts, students receive a certificate of
learningwhen they have completed the required online courses and passed the exam. The
entire learning process, as well as the marks and certificates obtained by the students, are
encrypted and cannot be tampered with, eliminating the possibility of forged certificates.

For potential employers, on the blockchain, a student’s diploma is no longer the only
proof of his or her learning experience, but a complete record of the student’s learning
process, making it easier for employers to understand the overall quality of the student
and select the right person for the job. Furthermore, recruiting agencies could examine
and evaluate the skill of student, or get involved in job-driven education to work with
universities to develop the talent that the companies require [18].

Multiple subjects such as teachers, students and counsellors are involved to build a
fair and reasonable evaluation system for university learning.Multiple private chains can
be built within the university to evaluate participating subjects from various aspects such
as learning, life and activities, integrating offline and online with each other. By writing
and using smart contracts on the private chains, the index data of learning evaluation
can also be integrated into the teaching quality evaluation of university, thus building a
high-quality and efficient evaluation system [2].

5 Conclusion

The decentralisation, immutability and traceability of blockchain have given a newdirec-
tion and impetus to the design of online learning applications. This paper explores
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blockchain technology adopted in online learning applications and proposes in the
following aspects:

1) Create an education chain to connect the private chains of different universities
to establish a consortium of online learning, which will promote the sharing of
high-quality online resources among universities.

2) Use distributed ledger, timestamp, consensus mechanism to protect the copyright of
education resources.

3) Establish an incentive mechanism based on token and smart contract to increase the
enthusiasm of participation for teachers and students.

4) Record the learning behaviours and processes of students by using immutability
technique to ensure the authenticity of the course or graduation certificate and elim-
inate the possibility of forged certificates, allowing university and employer to have
a comprehensive understanding of the student’s performance.

5) Build a fair and reasonable learning evaluation system that gives students the
motivation to learn and give teachers the confidence.

The future research could involve enhancing the adaptability of blockchain to
online education, improving and reforming the conventional online learning system
by blockchain technology, and developing more novel applications for online learning
to bring tangible benefits to teachers and students.
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Abstract. A novel e-learning initiative improved learning and cognitive under-
standing of learning outcomes in the Department of Architecture, within the Fac-
ulty of Engineering, Built Environment and Information Technology (EBIT) at
the University of Pretoria, South Africa. This paper presents a typical case study
of experiential e-learning through incorporating High Impact Teaching Prac-
tices (HIP) in the module Plant Sciences (PWT322), taught to third-year land-
scape architecture students. Learning was improved through self-paced interac-
tive videos and videos of real-time projects, learning communities, group assign-
ments, and constructive lecturer feedback. These activities were implemented
within the Technological Pedagogical Content Knowledge (TPACK) framework.
Results from a survey and focus group meeting revealed that online experiential
learning, cross-disciplinary discussions, positive lecturer feedback and teamwork
improve and enrich the learning experience and motivate students, although con-
tact teaching and site visits are valued by students. Class averages for the integrated
designmodule increasedwith 6% in the June examination and 2% in theDecember
examination from 2019 to 2020.

Keywords: Experiential e-learning · High impact educational practices (HIP) ·
Implicit positive education pedagogy · Technological pedagogical content
knowledge framework (TPACK)

1 The Context and Problem

1.1 Module Context

The Plant Sciences module (PWT322) is taught to the third-year landscape architec-
ture students in the Department of Architecture within the Faculty of Engineering, Built
Environment and Information Technology (EBIT) at the University of Pretoria, South
Africa. This study was conducted in the context of three integrated modules, Design
(ONT302), Plant Sciences (PWT322) and Construction (KON320), for fourteen weeks
during the second semester of 2020, together with Plant Sciences (PWT312), taught in
the first semester, as it forms the basis for PWT322. These are all year modules and
build on outcomes of the first semester. PWT322 emphasizes plant community conser-
vation based on ecological principles in the urban environment, including the technical
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aspects of planting in these complex environments. The goal is to prepare students to
develop a design and working documentation to establish plants in the built environ-
ment. Design documentation refers to the design development for a construction project
and entails a sketch plan, sections, elevations, and three-dimensional architecture or
landscape architecture project proposals. Working documentation entails the construc-
tion and procurement documentation and includes construction drawings, specifications,
and a schedule of quantities to enable the project’s construction. The second semester
focuses on plant community conservation in the urban environment and considering the
technical aspects of planting in these complex environments, especially regarding finite
soil volumes. Learning outcomes of PWT322 are set out in Table 1.

Table 1. PWT322: learning outcomes

No Description of learning outcome

1 Evaluate complex urban environmental factors influencing plant material selection and
apply them to design in urban conditions

2 Determine and design the detailed interaction between the built and natural environments
to facilitate both plant habitats and human comfort

3 Apply planting design methodology, appraising social, technical, ecological and aesthetic
factors

4 Identify considerations for specification of sound soil preparation, planting establishment
and maintenance

5 Apply standards and conventions applicable to planting design communication and
documentation for construction purpose

The module’s structure firstly focuses on study precedents of urban agriculture
projects enhancing ecosystem services, followed by the analysis and construction detail-
ing different living wall systems, rooftop gardens and wetlands. The last part of the
module provides research opportunities for students of different African Orphan crop
species. Finally, students are required to apply what they have learnt through incorpo-
rating and detailing a living wall system, rooftop garden or constructed wetland in their
final design.

1.2 Pedagogy

The nature of the lecture to student ratio in the Architecture Department at UP is rela-
tively low, which has advantages formonitoring student well-being and learning success.
For example, there were 13 students in 2019, 14 students in 2020 and 11 students in
2021 for PWT322. This ratio assists lecturers in the department to apply implicit pos-
itive education pedagogy, which involves creating a learning environment with greater
emphasis on the overall well-being of students than on the content of learning outcomes
[1, 2], amongst other pedagogical approaches, as well-being is vital in a creative learning

https://doi.org/10.1007/978-3-030-90785-3_1
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or working environment. For PWT312 and PWT322, this was achieved through com-
munication between the lecturer and all students via a WhatsApp group, emails and
discussions during lectures.

Moreover, the lecturer developed an in-depth understanding of student knowledge
gaps through communication, formative assessments and their application of all learn-
ing outcomes indicated in Table 1 in the design module. During the integrated Design
module examinations in June and November 2019, the lecturer identified a gap in the
understanding of the third-year students in their ability to apply learning outcomes 3, 4
and 5 of PWT322. Therefore, the pedagogical approach for the module Plant Sciences
was adapted to address knowledge gaps in 2020 through student-centered, experiential
learning. [3] (See Fig. 1).

Fig. 1. Experiential learning cycle with activities applied to learning outcome 1 of the PWT322
module

The planned approach entailed active, physical participation and cross-disciplinary
collaboration to assist students to gain a better understanding of module learning
outcomes.

Kolb’s learning theory [4] was applied for all five learning outcomes of the module.
Activities were therefore introduced to assist students to experience the activity through
real-time interviews with other disciplines, after which students did research to reflect on
their experience and concluded what they learnt by presenting their findings in teams to
other students in the class. The last activity entailed theirmodule examination assignment
and incorporating their learning outcomes in their design examination, which is the last
activity of Kolb’s learning cycle, namely, implementing what they have learnt.

The PWT322 module, which is the focus of this paper, was primarily offered online
in 2020/21. The lecturer embraced the e-learning methodology and approach follow-
ing the UP’s hybrid teaching and learning model. E-learning can be defined as “using
information and communication technologies in diverse education processes to support
and enhance learning in higher education institutions, as a complement to traditional
classrooms” [5].

https://doi.org/10.1007/978-3-030-90785-3_1


Experiential E-Learning 105

The successful implementation and adoption of new learning technologies, such as
the H5P (LTI) tool used in PWT322, requires a team approach between the lecturer, edu-
cation consultant and instructional designer [6]. According to Neelen and Kirschner [6],
teaching and learning can continuously improve, and a lecturer should seek opportunities
to do so. They also emphasize that the learning experiences designed for learners should
be effective, efficient, and enjoyable. They coined this as a 3-Star learning experience
that requires the following for the facilitation and support of learning: the use of tools
such as videos; techniques such as collaborative learning and feedback; and ingredients
which include the domain knowledge to be mastered on the one hand, and assessment
opportunities and tasks on the other [7].

Simply adding digital technology to e-learning practice does not guarantee mean-
ingful and successful learning for learners. On the contrary, it requires lecturer compe-
tency to intentionally choose technologies best fit for supporting students to achieve the
intended learning outcomes. The Technological Pedagogical and Content Knowledge
Framework (TPACK) developed by Koehler andMishra [8] is an effective guideline lec-
turers can utilize when considering integrating digital technologies to support e-learning
and pedagogy of a specific subject area online environment. TPACK is thus the integra-
tion point where the lecturer uses and combines technology (e.g. computer, LMS, LTI
tools, video’s), pedagogy (e.g. Teachingmethods and students’ learningmodalities), and
extensive content knowledge (e.g. the specific subject).

The TPACK framework, [8, 9] steered the teaching of PWT322. This was achieved
through combining 1) technological knowledge (TK) through additional Blackboard
(LMS) functionalities over and above the standard teaching platforms, 2) content knowl-
edge (CK) through the lecturer’s extensive experience and content knowledge of the
module she needs to teach and 3) pedagogical knowledge (PK) such as her teaching,
assessment and evaluations methods and techniques used in PWT322.More specifically,
the technological pedagogical knowledge (TPK) [8, 9] was achieved through interac-
tive videos (H5P Blackboard LTI integration functionality), as a platform for online
experiential learning, enhanced by a flipped-classroom approach, reflective discussions,
cross-disciplinary discussions, collaborative assignments, group work, peer and lecturer
interaction, and immediate feedback. Pedagogical content knowledge (PCK) [9] was
gained through experiential learning aligned with the module outcomes. Finally, tech-
nological content knowledge (TCK) [9] was applied through teaching and assessment
using the H5P Blackboard functionality, Blackboard Collaborate and peer review tools
(iPeer and Qualtrics).

According to Peggi Maki, “course and educational experience design require identi-
fying the pedagogies, academic practices, progressions, and contexts for learning, such as
peer-to-peer learning online, that foster and engage all students’ achievement of targeted
outcomes” [10]. Therefore, High Impact Teaching Practices (HIP), as defined by George
Kuh [11, 12], were implemented in the teaching of this module to ensure the engagement
of all students. The features included everyday intellectual experiences through reflec-
tive discussions and self-paced interactive videos, learning communities (LCs) through
dialogues and cross-disciplinary engagement, collaborative assignments and projects
through teamwork, undergraduate research, diversity and global learning through peer
and lecturer interaction, service-learning (through videos of real-time projects) [11–13].
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In conclusion, the lecturer of PWT322 contributed to a learner-centered design [10]
of her module to improve and advance a positive and enjoyable learner experience by
implementing e-learning strategies and digital platforms that promote and supported her
students to meet course expectations extend their knowledge and application beyond
PWT322.

Scholarship of Teaching and Learning
In 2020 the lecturer received a Scholarship of Teaching and Learning (SoTL) grant for a
project titled “African Food crops in living wall systems”, which addresses the module
Plant Sciences outcomes. The lecturer planned to expose students to two real-life projects
where green principles were implemented to support ecosystem services. In addition, a
real-time case study was also included to attune to the local context through the planting
of African food crops on the Future Africa campus of the University of Pretoria in two
different typologies of green wall systems.

The Covid-19 lockdown regulations, which were implemented in March 2020,
impacted the module’s planned teaching and learning methods. The lecturer had to
reflect on the learning outcomes she wanted the students to achieve through an online
environment, as contact teaching was no longer possible. Through this crisis, the oppor-
tunity arose to exchange ideaswith the facultyHeadEducationConsultant, who provided
a different perspective on approaching the online environment to achieve the required
outcomes. This collaboration led to novel teaching and learning methods in the EBIT
faculty. Throughout the teaching and learning initiative, the lecturer and Head Education
consultant worked in close partnership. Weekly meetings added value to the result: the
students’ knowledge and learning experience and the lecturer’s teaching journey.

The objective was to analyze and define student learning through virtually engag-
ing with a real-life project and cross-disciplinary collaboration (landscape architecture,
landscape technology and horticulture).

The purpose of the amended SoTL study was to assist students in the experiential
learning process through participating virtually in the following activities:

• Evaluating the physiognomy of modular living wall infrastructure systems in South
African urban environments, that show the most significant potential to provide
suitable habitat conditions for cultivating African orphan crops for food production.

• Assessing plant species that are suitable for utilization for food production in South
African urban environments.

The design approach for the SoTL project and engagement with students entailed:

• collaborative assignments through teamwork and cross-disciplinary discussions to
understand diverse viewpoints,

• constructive feedback by the lecturer [14] following assignments, and
• self-paced learning through interactive videos, with in-video assessment and quizzes.
The H5P platform, accessed through Blackboard, was utilized for this purpose.
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1.3 The Problem

The hypothesis directing this study stated that; experiential e-learning in a higher edu-
cation environment could improve learning for undergraduate students in the built
environment.

The study aims to understand online experiential teaching and learning for under-
graduate students in the built environment. The research questions are stated as
follow:

• Does experiential e-learning in higher education improve learning for students in the
built environment?

• Which practices enhance online experiential learning for landscape architecture and
architecture students?

2 Methods

A qualitative exploratory typical case study research design was followed. The case
study approach allowed for a more in-depth exploration and analysis of the module
PWT322 and the experiential learning of the participating students in the module.
Detailed information was obtained through data collection of numerous sources, after
which a conclusion was reached by combining all the data [15].

Ethical clearance was obtained from the EBIT Faculty Research Ethics Committee at
theUniversity of Pretoria before feedbackwas requested fromstudents. Student feedback
was obtained through qualitative methods, with quantitative data obtained from marks.

Data was collected from three sources over 12 months to address the research ques-
tions. Firstly, students were requested to complete questionnaires regarding their expe-
rience and preferences related to the research at the end of the second semester in 2020.
A total of 12 students completed the questionnaires. Secondly, a Qualtrics survey was
conducted in December 2020 following the completion of the module. The survey com-
prised research-specific questions to reflect on the success of the interactive videos,
cross-disciplinary discussions, teamwork and associated peer assessment and construc-
tive feedback. Likert scale questions and open-ended question types were included in
the survey.

Questionnaireswere corroborated by comparingmarks for themodule Plant Sciences
and Design for 2019, 2020 and 2021, as the second data source.

The third source was a focus group meeting, comprising 11 students, held in the first
semester of 2021 to collate students’ feedback of experiential learning and introduce
different High Impact Practices (HIP’s). In addition, open-ended questions were asked
relating to the research questions. Finally, students reflected on the value of the teaching
and learning experience during the first semester of the module Plant Sciences.

3 E-learning Tools and Platforms

Electronic learning, or e-learning, is “learning supported by digital electronic tools and
media” as an alternative to contact learning [16]. Due to the changes required following
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the Covid lockdown regulations, tools and software for online teaching and assessment
of module outcomes had to be considered an alternative for contact teaching. Tools and
platforms utilized for instruction and assessment to support the pedagogy approach and
TPACK and HIP principles are discussed in the sections below.

3.1 Tools and Platforms for Online Teaching

A 360-degree camera to record two and three-dimensional videos and images of the con-
struction of projects was purchasedwith the SoTL funding. This enabled the recording of
videos of the construction of projects, which showcased green infrastructure. Students,
therefore, experienced the construction process of a living wall and completed projects
with green infrastructure virtually to assist them to understand the module outcomes as
an alternative to physical site visits.

The videos were imported into the Blackboard (Learning Management System)
(BbLMS) LTI functionality H5P, a platform for interactive videos, to improve student
learning. This functionality is part of clickUP,which is the in-house name for the BbLMS
and official platform and communication mechanism of the UP between lecturers and
students. ClickUp comprises a variety of functionalities for online teaching and assess-
ment. During the lockdown period, lectures mainly took place through Collaborate,
which entails synchronous or asynchronous communication with students. Interactive
videos and the standard functionalities as a teaching platform were utilized to enrich the
learning experience for students. Interactive videos included different activities such as
explanations, additional images and questions. Questions in the videos were alternated
to ensure various question types. They entailed true and false questions, multiple-choice
questions, fill in the missing word questions, drag and drop questions, drag and drop
text and images or diagrams to be uploaded. When submitting wrong answers, students
were directed to the correct answers.

In addition to clickUP, students collaborated with the lecturer through a WhatsApp
Group for the module. This platform allowed for more informal discussions between
lecture times, which assisted the lecturer to develop a better understanding of the well-
being of students.

3.2 Platforms for Grading of Online Assessment

Assignments for landscape architecture and architecture students at theUniversity of Pre-
toria entail a design project for the main year module, Design 302, underpinned by and
integrated with modules with fewer notional hours, such as PWT322. Design assign-
ments are presented graphically and verbally. Assignments and examination assign-
ments were uploaded on the clickUP platform and presented verbally through an online
platform such as collaborate during online teaching in the Covid-19 lockdown period.
The Semester 1 and 2 final design projects incorporated components of Plant Sciences.
Therefore, their examination design projects provided insight into students’ cognitive
understanding of the outcomes of the module Plant Sciences, as students had to apply
their outcomes in their designs.

An open-source web-based application, iPeer, which assists in peer evaluation by
student groups completing a rubric to evaluate each group member’s accountability
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[17], was used to evaluate teamwork during the first assignment. Students evaluate
individual contributions of other team members with this platform by completing a
rubric that assesses criteria developed by the lecturer. Measures included the attendance
of teamwork sessions, assistance with actions or advice, how the individual reacted to
advice, listening and communication skills, andmeeting deadlines. Unfortunately, it was
found that some students rushed the completion of the rubric. Qualtrics, a web-based
survey tool used by organizations to conduct surveys allowing respondents to remain
anonymous [18], was used as a peer evaluation platform for the team assignment in the
first semester of 2021.

4 Results

4.1 Module Marks

Following adjustments in the pedagogy approach in 2020, after knowledge gaps and
concepts from the learning outcomes that students had difficulty with, were identified
and observed in 2019, the class average increased with 6% between 2019 and 2020, and
with 3% between 2020 and 2021 for the design examination in June, and with 2% for
the final December examination. This improvement is illustrated in Table 2.

Table 2. Design (ONT302): comparison of average percentage marks of 2019, 2020 and 2021

Year June examination (progress mark) class
average (%)

December examination (final mark) class
average (%)

2019 58 68

2020 64 70

2021 67

Since 2019, where two students failed the Plant Sciences (PWT312) module, and
one student failed the Design (ONT202) module, no failures were recorded for 2020 and
2021, and the class average increased by 2% between 2019 and 2020, and a further 5%
between 2020 and 2021. Refer to Table 3 for a breakdown of the Plant Sciences module
average marks.

The positive effect of the improved pedagogical approach for PWT322, and its
cumulative impact on ONT302 is reflected below (Figs. 2 and 3). The figures illustrate
the distribution ofmarks and the increase ofmarks above 60% for bothmodules. Looking
at the throughput of ONT302, the percentage of distinctions, which doubled in 2020, is
encouraging.

4.2 Student Feedback via Qualtrics Survey

Student feedback related to their experience of the pedagogy approach applied in 2020.
Questions focused on the module Plant Sciences (PWT322) was obtained in December

https://doi.org/10.1007/978-3-030-90785-3_2
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Table 3. Plant sciences (PWT 312 and PWT322): comparison of average percentage marks of
2019, 2020 and 2021

Year June examination (progress mark) class
average (%)

December examination (final mark) class
average (%)

2019 62 66

2020 64 67

2021 69

Fig. 2. Design (ONT302): comparison of 2019 and 2020 final year marks

2020. Students remained anonymous as part of the feedback process, and the ques-
tionnaires were submitted online to the Department for Education Innovation. Student
responses are presented in this section. More than 90% of the students indicated that
cross-disciplinary discussions enhanced learning, as illustrated in Fig. 4.

Although 81% of students found that experiential learning through interactive videos
enhanced their learning (refer to Fig. 5), 58% of students indicated that they preferred
combining interactive videos and synchronous teaching, with 42% of students selecting
only synchronous teaching.

Students noted students’ physical site visits anddirect contactwith peers and lecturers
as crucial for future experiential learning (Refer to Fig. 6).

In order of preference, the most beneficial learning activities to students were 1)
Constructive feedback by the lecturer and 2) experiential learning and teamwork (equal
ratings), followed by team discussions. Students were divided on the advantages of
peer evaluation, with 50% of students indicating that iPeer did not add value to their
experience of teamwork. Students argued that the evaluation was time-consuming and
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Fig. 3. Plant sciences (PWT322) comparison of 2019 and 2020 final year marks

Fig. 4. Students’ response to statement: Blackboard Collaborate sessions with guest from
interdisciplinary network (Horticulture) regarding living wall systems enhanced my learning
experience

therefore resulted in some students rushing off the evaluation process. Students also
listed benefits, such as that their peers contributed better and put in a greater effort for
team work to their performance being reviewed.
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Fig. 5. Student feedback in response to statement: Experiential learning through self-paced
interactive videos (H5P) enhanced my learning experience

Fig. 6. Preferred options for future experiential learning

4.3 Student Feedback from Focus Group Discussion

A focus group meeting was held with the 2021 class for the module Plant Sciences.
Similar questions were posed to students to determine the success of the pedagogy
approach and student preferences.

Student preferences concurredwith the priorities of the 2020 class, namely that cross-
disciplinary discussions and constructive feedback were beneficial in terms of learning.
They also indicated that they preferred physical site visits and that asynchronous videos
would be beneficial in combination with site visits, but after the visit, to understand the
full context.
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5 Discussion

The findings of this study contribute to the understanding of experiential e-learning for
undergraduate students in the built environment to inform future combined teaching
and e-learning. From the annual improvement in the class average and distinctions in
modules where learning outcomes are applied which doubled following experiential
learning, it is evident that experiential e-learning succeeded in meaningful knowledge
and a cognitive understanding of learning outcomes. This can be achieved through incor-
poratingHIP practices, implementedwithin the TPACK framework.HIP practiceswhich
improved learning included reflective discussions, self-paced interactive videos, learning
communities (LCs) through dialogues and cross-disciplinary engagement, collaborative
assignments through teamwork, undergraduate research, diversity and global learning
through peer and lecturer interaction and service-learning (through videos of real-time
projects). These practices, except for peer and lecturer interaction, are independent of
the scale of student groups due to the electronic platforms.

Although students indicated that self-paced interactive videos contributed to their
learning, it was clear from their preference of constructive feedback and a combination of
a physical site visit and an interactive/asynchronous video that contact with peers, other
disciplines and the lecturer was important. Learning communities through dialogues
and cross-disciplinary engagement were also valued by students. This underpins the
implicit positive education pedagogy, with the well-being of students being pivotal to
their learning and motivation.

Peer evaluation through the iPeer and Qualtrics platforms assisted in showing how
behavior and accountability in teamwork can be improved, although further research is
required to ensure that feedback adds value to teamwork in alignment with the program
outcomes.

6 Conclusions

The authors conclude that experiential e-learning in a higher education environment
can improve learning and cognitive understanding of learning outcomes for undergrad-
uate students in the built environment. Moreover, the incorporation of HIP practices,
implemented within the TPACK framework can enhance student engagement and create
meaningful learning. These entail self-paced interactive videos and videos of real-time
projects, learning communities, group assignments, and constructive lecturer feedback.
In combination with e-learning through HIP practices, cross-disciplinary discussions,
contact teaching and site visits are valued by students. With the support of the HOD, this
initiative has been noticed and supported by theDepartment of Architecture for introduc-
tion in other modules comprising larger groups. Longitudinal research will therefore be
conducted on bigger sample groups to assess the success of combined contact teaching
and e-learning. In addition, this research will further assist in improving benefits of peer
assessment for teamwork.
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Abstract. This research is linked to important questions currently being asked by
educationists in China. For example, what can 21st century cutting-edge technol-
ogy contribute to a relatively undeveloped education system in China? To what
extent can innovative instructional design improve education in China? What are
the strengths and limitations of using e-learning in such set-tings? This paper
reports on a longitudinal study by the Pearl River Delta Network of Science Learn-
ing Centers in China, examining how affordance of electronic-learning framework
might enhance learners’ creativity and innovativeness. This becomes increasingly
challenging at a time when most progressive institutions around the world are pro-
moting creative learning that orient around thinking and reflection, experience and
activity, conversation and interaction. The paper investigates the strategic potential
of a conceptual model and discusses its implications for technology integration,
alignment and convergence on Chinese learners’ creativity and engagement in the
Knowledge Age.

Keywords: e-Learning · Competence-based education · Creativity · Higher
order thinking skills · New learning strategies · China

1 Introduction

Educational reforms in the People’s Republic of China in recent years have led to con-
structive and innovative changes in the use of Information and Communications Tech-
nologies (ICT) in education settings in China. The purpose of this paper is to examine
critically the social and political factors, both beneficial and limiting, affecting the use of
e-learning in China, and propose a conceptual model for technology integration, align-
ment and convergence to facilitate learners’ creativity and engagement. As a way for
setting the stage for discussion of supports to e-learning process, China’s education sys-
tem, its background and present situation -such as its (i) central control of schools; (ii)
large class sizes; (iii) passive students; and (iv) heavy testing focused curriculum -will
first be examined. The paper will then attempt to advance the case for e-learning in China
by exploring the conceptual and substantive factors that could promote and influence the
success of e-learning mode in China. Learning characteristics of the net generations and
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issues such as the use of education technology to develop students’ competency, creativ-
ity and critical thinking through problem-based learning and constructivist approaches
will be discussed. Throughout, this paper will explore the relationships between the
various factors contributing to students’ learning in general, and the development of stu-
dents’ higher order thinking skills in particular. The specific question posed to guide the
study was: what combination of instructional strategies and delivery media will best pro-
duce the desired learning outcome for students? Or more specifically, what combination
of content, pedagogy and technology will best develop students’ higher-order thinking
skills, i.e. synthesis, analysis and creativity. This research is in line with China’s current
education policy of developing ‘key skills’ of all its students. Next, let us examine in
greater detail how this study will contribute to our understanding of the development of
education in China.

1.1 A New Era in China’s Education

China’s education is presently undergoing an unprecedented period of change. Sym-
bolically, the 4th May 1919 is seen generally as marking the start of modernization in
China, characterized by the slogan, Science and Democracy. In 2009, China celebrated
the 90th Anniversary of the Educational ReformMovement, and in 2011, the centennial
of the founding of the People’s Republic of China. There is currently a strong recogni-
tion of the need to train the next and future generations to meet the transitional needs of
Science, Technology and Society, both in China and globally. Specifically, these needs
were addressed in the proposal, Vision for Scientific Excellence, by China’s Premier
Wen who officially instituted the country’s national strategy to counter the global finan-
cial crisis – education. It is possible to examine this briefly and consider its implications,
which had led to constructive and innovative change in educational practices by per-
mitting schools to develop their ICT capabilities. Specifically, the 12-year Vision for
Scientific Excellence places education as the cornerstone of national development and
challenges education policymakers to shatter old mindsets and structures and be daring
in exploring reforms in school management, pedagogy and assessment (Zhung 2009).
China’s decision to leverage educational technology carries huge implications for teach-
ing and learning. In Beijing, capital of China, March 6, 2021, at the fourth session of
the 13th National Committee of the Chinese People’s Political Consultative Conference
(CPPCC), President Xi Jinping on Saturday stressed giving “strategic priority” to safe-
guarding people’s health and building a high-quality and balanced basic public education
service system. On education, Xi said China must strive to build a high-quality and bal-
anced basic public education service system. To build a high-quality education system,
the reform of the evaluation system should be in the lead, so as to push forward reforms
in other aspects of education. Given the scope of these recent policies, the following
gives an overview of the present situation of schools in China:

1. Central control of school. Schools in China are run by state official, not educators;
2. Large class sizes. Traditional learning of chalk and talk is common.Although accord-

ing to deArriba (2017)many teachers are able toman-age these large groups success-
fully in ways that challenge students’ high-level thinking abilities through training
and careful listening, and keep the majority involved;
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3. Students often passive in classrooms, accepting the burden of heavy homework,
limited liking for learning, highly marks-focused (The Program of International
Student Assessment 2003);

4. Heavy testing focus, as a control mechanism, not necessarily a learner tool (Melo
2020) In the following reviews of literature, first the seemingly benefits and limita-
tions of e-learning in China is unpacked using varied perspectives. Next, the paper
synthesizes current research regarding harnessing e-learning to promote students’
creativity and foster engagement in the context of science education. Finally, it
identifies the knowledge gap in current research. Sample Heading (Third Level).
Only two levels of headings should be numbered. Lower level headings remain
unnumbered; they are formatted as run-in headings.

2 Literature Review

2.1 Benefits and Limitations of e-Learning

As a way for setting the stage for discussion of supports to e-learning process in China,
let us consider issues that promote or hinder its implementations. A substantial body of
research has revealed that quality of on-line learning varies greatly. Riis (2017) argues
that ordinarily students do not maximize their learning, whereas Alfina and Irfan (2020)
suggests that the implementation of learning technology could be counter-productive,
as studies have revealed students feeling overwhelmed and alienated by the intimidating
learning interfaces. His view is further supported by Srilekshmi (2017) who warned of
high drop-out rates among students enrolled in online courses. Cuban reasons that unless
that is second order change, i.e. the relationship between learners and teachers – attitudes
to people, approaches to knowledge, love/passion for specific subject; the change is only
superficial: Innovations have to be absorbed into the systems of practice. (Chen 2021) In
relation to educational technology, this predicament has beenwell-recognized and clearly
documented. Too often, in the present author’s own view, talk of new teaching techniques
and curriculum upgrading fails to have the desired impact because of the lack of a
common language and experience needed to understand the concepts, especially when
viewed through the cultural lens of traditional Chinese schooling. Teachers schooled and
trained in a traditional Chinese systemmay bemore comfortable with learning situations
where students prefer (i) to work alone rather than in groups, (ii) not be asked, or ask
questions, (iii) to present no over challenges to authority, and (iv) hold the belief that
there is not much value in peer discussion (Chang 2021).

On an individual level, Fincheira (2020) lists three major themes that can limit the
uptake of an innovation such as the SI/SSE process, by an individual teacher:

1. Teachers work on their own with what they have usually used and focus on the
present moment;

2. When change is imposed, it is confusing and threatening;
3. Teachers react to change by actively changing as little as possible (Magen-Nagar

2019).
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A Becta report highlighted the importance to build onmore interpretative and critical
learning strategies, to extend and empower learning by focusing on the following learning
strategies:

1. Pictorial representation
2. Note taking/annotation strategies to support higher order cognitive activity
3. Transforming or re-representing information
4. Collaborative and supported learning
5. Probing expertise
6. Self and peer assessment

(Sharif 2018)He argues that to facilitate the success of e-learning, itmay be necessary
to capitalize on the learners’ learning styles. Furdyk high-lighted the following learning
characteristics most Net Generations possess, including kids in China:

1. kids engaged in frequent, continuous and increasingly multiprocessing and multi-
tasking activities;

2. kids are multi-media literate and highly I.T. savvy;
3. kids preferred discovery-based learning and liked to be challenged by their teachers

to create their own products; and
4. kids displayed a bias towards action, to demonstrate their own learning, and to create

real world impact.

It is the heart of problem or competence-based education: dynamic, engaging, self-
directed, and reflexive, within an open environment, for both teachers and students.

2.2 e-Learning to Develop Students’ Higher Order Thinking

The Harnessing Technology Strategy Review indicates: the possibilities ICT offers for
teaching and learning are not fully exploited, particularly for creative and collabora-
tive learning opportunities and for personalized, flexible learning (Cinquin 2020). The
challenge is to design effective e-learning models that could promote creative and col-
laborative learning through interaction and interactive activities that are problem and
competence-based. At its simplest, e-learning framework can provide an open, inter-
active, and collaborative environment where learning can be approached in a spirit of
discovery and experimentation among students and teachers. After all, developing stu-
dents’ higher order thinking skills, such as creativity, through science education, are
imperative in educating students in the Knowledge Age.

As an effective learning framework, e-learning, i.e. learning through the use of com-
puter technology; seems most promising within China’s social and political contexts.
Laurillard defines instructional strategy as a technique that may be use to capture atten-
tion, increase motivation and provide cue to facilitate learning (Sampaio 2016). There-
fore by exploring the critical factors that contribute to successful conceptualization and
implementation of the use of such instructional strategy and weighing them against the
China situation, the proposedmodel could be adapted to create amore conducive learning
environment that cultivates collaboration and interaction among students in China. Biggs
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defines education technology as harnessing technology namely IT, for more effective
teaching (2018). Until quite recently, the use of education technology and instructional
strategy is still relatively new inmost educational settings in China. This paper aims to
examine the western concept of e-learning as it could be applied in the China setting and
context. As e-learning is considered an innovation for the majority ofMainland teachers,
there is a possibility that the findings from this study could assist them in their efforts to
introduce e-learning approaches, first through understanding the benefits and limitations
of e-learning approaches, and their role as facilitators to ensure success. This paper can
contribute to the field of e-learning in China.

2.3 Research Gap

In recent years, an emphasis on education technology has become the new require-
ment for success in teaching and learning. Traditionally, effective teaching has always
been dependent on content (curriculum), pedagogy (teaching methods) and assessment
(procedures). However, with the ubiquity and availability of educational technology in
classrooms the recent years, implications for teaching and learning as a research focus
have aroused significant interest. The growing body of literature clearly points to a need
to optimize new tools to develop learners’ multi-faceted needs, especially increasingly
important soft skills such, a screative thinking, innovation and inventiveness.On the other
hand, there is a strong evidence that current educational technology research are inade-
quate as there is apparently a problematic link aligning the use of ICT with curriculum,
pedagogy and assessment (Newhouse 2017). Bell et al. argues: Too many researchers
have tried to assess the impact of technology on student learning separate from the
teacher and the instructional method – or even the content – as if the tool itself could
somehow bring about increases in learning. Of the existing studies on educational tech-
nology that examines learning outcomes, few specify all three dimensions – pedagogy,
content, and technology affordance (Wangyal 2019).

3 Study Context

This longitudinal study focused on high school students (n = 588), consists of two key
stages: namely, Stage One and Two. Stage One (2010–2014) was undertaken in urban
China, and its follow-up research, Stage Two (2014–2018) to be under taken in rural
China. This paper only discussed the preliminary outcomes of the study of Stage One.
The e-learning module is developed for high school students (aged 12–16) in urban
China, in the learning of science. Blended learning was employed as a supplement
to face-to-face teaching. The instructors were dedicated teachers as well those with
experience in designing e-learning interfaces, yet given the big class sizes, and heavy
testing focus curriculum, faced a greater challenge of inspiring students to be genuine
passionate about science.
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4 Discussion

4.1 Benefits e-Learning in China

This study explores the relationship between the various factors contributing to students’
learning in light of the proposed e-learning approach: that of introducing e-learning in
China, as a support to solve problems of large class sizes, students’ passivity and heavy
testing focus of the curriculum. As this would be a new, school-wide, pioneering effort,
it could help Chinese teachers improve their day-to-day teaching; however the most
immediate impact is on the student, in term of better understanding of content, increased
self-esteem and confidence (Gambhir 2017).The paper argues that the applicability of,
and arguments for, the introduction of e-learning in China have been beneficial in six
significant ways:

a) Timeliness. With the large class sizes, it seems that the problem could be addressed
through the introduction of e-learning modules in schools in China. It is common
to find the teacher to student ratio in classrooms in most parts of Mainland China to
be from a manageable 1:50, to an unimaginable 1:500, or more. Given this reality,
it is only logical for Chinese educationists to leverage Information Communication
Technology (ICT). Especially for highly theoretical subjects like science, the need
for instructional support is immediate and growing. Whelan (2012) agree with this
idea when discussing the use of education technology and their effects on teachers.

b) Appropriateness. E-learning represents an example of the future ways in which
teachers will be expected to fulfil their roles as educators, both on personal and
institutional basis, using skills as consultation, cooperation and collaboration. The
growing acceptance of practices of collegiality through cooperation, collaboration
and peer support is changing the traditional view of teaching as a private, individual
profession (Banik 2016). Teachers’ professional development has been shaped by
this trend, where teachers are encouraged to take greater personal and financial
responsibility for their own learning, alongside collaborative approaches via team
teaching, paired work, observation and reflection (Department of Education and
Training Melbourne 2017).

Such new ways of communicating could prove a challenge to China’s teachers,
yet could lead to the development of educational technology. Evans and Nations
agrees with this when discussing of the continuing significance of educational insti-
tutions as a place for helping students to learn and grow intellectually, creating a
climate within which scholars can create and test knowledge, and reaching out to
enlighten a civilized community (Leicht et al. 2018).

c) Accessibility and Adaptability. Along with a focus on teaching that is flexible, with
a less formal approach, e-learning allows for easy ac-cess by all users. A technician
could be responsible for managing the e-learning modules, leaving teachers free to
avail themselves for face-to-face interactions, genuine interaction between teachers
and students could be fostered. Further, the extension of e-learning to a virtual
component is possible in China with the rise of internet usage.

d) Usefulness. Once teachers overcome any reluctance to be involved with e-learning
environments, they may have the opportunity to experience professional empow-
erment that results from meeting different learner’s needs. However, the effective



Strengths and Limitations of Using e-Learning 121

use of educational technology is very dependent on the teachers’ ability to create
meaningful teaching-learning activities and experiences (Zaytseva 2019).

e) Collaborative Learning. Laurillard defines collaborative learning as “’learning in
groupswhere studentswork together to achieve shared goals” (Sukstrienwong2017).
Another term commonly used is cooperative learning which is “learning in small
groups where students work together to achieve shared goals” (Lajoie 2015). Tradi-
tional Chinese instruction places emphasis on the lecturer and deep learning through
memorization (Lei 2015). On the other hand, collaborative learning benefit teachers
as it facilitates groups of teachers to pool together their resources and expertise. It is
a question of synergy or building better solutions to problems through professional
collaboration. The benefits of increased self-esteem, knowledge and motivation can
lead to more effective learners and consequently to results improvement (Dusadee
2020).

f) Facilitator. A 10-year research focused on Joseph Schwab’s ‘the practical’, argues
that China’s new curriculum reform since 1999 have significantly “transformed the
roles (of teachers) frombeing book-knowledge transmitters to curriculumdevelopers
(Cui 2014). To facilitate the success of e-learning in China, it may be necessary for
the teacher to be a facilitator rather than an instructor. Unlike traditional structured
learning, e-learning puts the onus on the learner to first, acquire independent learning
and thinking skills, and subsequently, to apply the acquired skills, knowledge and
understanding through purposeful learning outcomes. Besides facilitating an effec-
tive learning environment, the teacher should leverage educational technology to
enhance learner’s creativity and problem-solving skills. Hence, student-centered
learning that characterize e-learning can develop in ways that actively engages
students, promotes independent enquiry and self-directed learning (Al 2019).

4.2 Technology Alignment, Integration and Convergence

As mentioned, current educational technology research are inadequate as there is appar-
ently a problematic link aligning the use of ICT with content and pedagogy. The seminal
paper,

“Technological Pedagogical Content Know-ledge (TPACK): A Framework for
Teachers Knowledge, by Mishra and Koehler, de-scribes “the complex role of, and
the interplay among the three main components of learning environment: content, ped-
agogy, and tech-nology” (Kurt 2019), in great depth, and is graphically simplified in
Fig. 1 and 2.

What are the implications? Firstly, e-learning resources need to be carefully designed
to maximize learning. Instructional designers need to be knowledgeable about issues of
curriculum and pedagogies; aligning technology with both content and pedagogy, as
shown graphically in Fig. 3 and (Fig. 4).

Secondly, e-learning resources should leverage technology’s multimedia features.
The aim is to subsequently achieve technological convergence, as shown graphically in
Fig. 5.
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Fig. 1. What doesn’t work

Fig. 2. What works

Fig. 3. Technology alignment (Tan 2011)

Fig. 4. Technology integration (Tan 2011)
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Fig. 5. Technology convergence (Tan 2011)

Thirdly, the study so far reveals the real challenge for any instructional designer is
to design learning resources that are easy to experience, sensible, and design around
the user. Perhaps the most important lesson is the challenge offered to instructional
designers to design learning interfaces that develops students’ higher-order thinking
skills: synthesis, analysis, flexibility, adaptability and creativity.

Next, what else can be achieved in China as compared to what has already been
done? There are basically three areas. The first is to set up a strong education infras-
tructure throughout China. Concretely, the state’s Education Bureau has encouraged IT
use by equipping staffrooms with computers, and many students are connected with the
internet in China, thus, it is conceivable to offer e-learning through a virtual component.
Salar (2021) suggest simple ways to add this, such as interactive lesson plan templates,
multimedia databases, podcasts, web-conferencing, chat-rooms, and e-mail to enhance
ongoing professional collaboration. These services can be amalgamated through such
programs as Moodle. The advantage of such systems is that they can be extended to
teacher networks around the world, thus offering teachers and students a much wider
and more innovative learning base than is traditionally available (Fig. 6).

Fig. 6. Technology epistemological content knowledge (TEACK) – a framework for students’
knowledge (Tan 2011)
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4.3 TECK – A Framework for Student’s Knowledge

Finally, the paper proposes a conceptual model of an ‘epistemic learning innovation’ – a
framework for learners knowledge. Building on Shulman’s Pedagogical Content Knowl-
edge (PACK) which focuses on “what teachers should know and be able to do”, and
Mishra and Koehler’s Technological Pedagogical Content Knowledge (TPACK) which
focuses, among others, on the dynamics of technology integration, as well as the com-
plex role of teachers to ensure high quality instruction through online teaching. The
concept of Technological Epistemological Content Knowledge (TEACK) focuses on
the end-user of any online instruction, i.e. the learner. What the learner should know
and be able to do is crucial, if not, the raison d’être for any good teaching. In examining
how learners should be prepared to learn in online environments in the Knowledge Age,
TEACK addresses the three domain areas needed to ensure deep and strategic learning
approaches to achieve positive learning outcomes. This lens offers a way to examine stu-
dents’ knowledge about their understanding of their own learning, specifically: personal
conceptions of learning, epistemological beliefs (Frisque 2017), and intrinsic learning
orientations. In a nutshell, TEACK is the integration of the development of learners’
beliefs and attitudes with the use of educational technology and how they impact the
learning content. The proposed framework probably needs further study to understand
whether, and to what extent, student varied knowledge, i.e. ‘Technological Epistemo-
logical Content Knowledge (TEACK)’, are impacted by the interplay among the three
main components of learning environment: content, pedagogy, and technology. It defi-
nitelywarrants further investigation to fully understandwhat factors trulymakes students
‘TEACK’?

4.4 Limitations of the Study

There are several limitations to this preliminary study:
The longitudinal study consists of two key stages: namely, Stage One and Two. This

paper only discussed the preliminary outcomes of Stage One.
As mentioned, the e-learning module is developed for first-year high school students

(aged 12–13) in urban China. It is unsure if the results can be generalized to similar aged
students in rural China.

There are important implications:
A major practical implication of this research to this field of enquiry will be to

highlight the potential of e-learning environments to the teaching and learning of science
in schools in China.

The implications of China’s recent policy, Vision for Scientific Excellence, encour-
aging schools to develop their ICT capabilities will require further research – both
qualitative and quantitative -as it represents a significant top-down innovative education
policy in China.

5 Conclusion

The paper has explored critical social and political factors, both beneficial and limiting,
affecting the use of e-learning in China, and to solve China’s education system problems,
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such as its (i) central control of schools; (ii) large class sizes; (iii) passive students; and (iv)
heavy testing focused curriculum among others. The proposed conceptual framework.

‘Technological Epistemological Content Knowledge (TEACK) could potentially
meet the needs of developing Chinese National Science Curriculum. To an extent, this
study has shown the potential of e-learning as a sustainable learning strategy in China.
The use and design of e-learning science resources represents a paradigm shift for China
teachers and students. To a substantial degree, this exploratory study has provided new
insights into the ways in which the use of ICT can bring about improvements in Chinese
schools.
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Abstract. E-learning has the advantages of flexible and diverse learning meth-
ods, and the high-quality teaching resources can be shared without limitation by
time and space, it has been developed rapidly. Especially after the outbreak of the
COVID-19, World began to widely replace traditional classroom teaching with
E-learning methods, it leading to an explosive growth. During the use of E-
learning, many security problems and privacy leakages have occurred. In This
paper, we have analyzed the four main security threats faced by E-learning, sum-
marized the current main research results and gave corresponding countermea-
sures and suggestions, which have certain positive significance for improving the
security and privacy in E-learning.

Keywords: E-learning system · Data security · Communication safety · Virus
prevention · Intrusion defense

1 Introduction

E-learning refers to the use of computers or other smart devices and Internet technology
to use certain methods to teach in a virtual space online. E-learning systems have the
advantages of flexible learning forms, diverse learning methods, and high-quality teach-
ing resources that can be widely disseminated. In the past two years, especially in the
context of the global COVID-19 pandemic, there is a great demand for E-learning and
online meetings, leading to an explosive growth. E-learning platforms include ZOOM,
MOOC, Tencent Class, NetEase Cloud Class, Litchi Micro Class, etc. Although they
have corresponding privacy protection protocols and measures, they still have security
issues and the privacy leakage risks in the application process. So the research on the
security and privacy protection of E-learning is of great practical significance.

2 Main Threats Facing E-learning

E-learning are faced with the risk of man-made, natural or external intrusions, which are
specifically reflected in:
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2.1 Computer Virus Attacks

Computer viruses will cause different degrees of damages to the computer or network,
including disrupting normal operations, deleting data, occupying system resources, steal-
ing privacy, automatically restarting the computer, crashing, and freezing, etc. In the
large-scale E-learning carried out since 2020, virus infections have often occurred,
Therefore, virus attacks are one of themain threats to the security ofE-learning platforms.

2.2 Data Leakage of E-learning Platforms

E-learning platforms hold huge amounts of data which are related to personal privacy. If
these data or part of the data are leaked, attackers can obtain a large amount of personal
private information through data analysis and mining. If this information is used to
infringe upon others, it will inevitably have a serious impact on the people involved.
Recently, there have beenmany incidents of data leakage fromonline teaching platforms.
Therefore, it is very necessary to take corresponding measures to protect the data of
E-learning platforms.

2.3 Risks of Online Communication

E-learning is a way of classroom teaching and knowledge dissemination through PC,
mobile phone, PAD, Internet, wireless network and so on. Due to the openness and
complexity of the system, it inevitably has some defects and vulnerabilities, such as pro-
tocol vulnerabilities, hardware vulnerabilities, and system vulnerabilities. Therefore, the
network communication security in E-learning is also one of the key topics of research.

2.4 Illegal Invasion

Illegal intrusion is leading to the destruction of the availability, confidentiality and
integrity of the system or network. From the beginning of E-learning practice, it can
be seen that illegal intrusions have occurred from time to time, and there are diversified
ways of intrusions. Therefore, in the face of the new complex environment, traditional
intrusion detection is not suitable for direct deployment, and a new solution should be
designed to deal with illegal intrusions.

3 Countermeasures

3.1 Virus Detection and Removal

Computer virus detection technologies are mainly divided into two types, one is to
establish virus detection based on the feature classification. The other is a detection
technology that does not target the viruses themselves. Antivirus software can detect
the existence of computer viruses, prevent infection and damage caused by the viruses,
and repair programs infected by viruses. At present, the mainstream domestic antivirus
software includes Rising Antivirus, 360 Antivirus, Norton Internet Security Guardian,
etc. Anti-virus software is mainly used to prevent the harms caused by viruses, and
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firewall software can be used to prevent hacker attacks. In order to prevent illegal platform
data access and maintain the security of the system, E-learning systems should install
anti-virus software in the terminals, and set up firewall software between the system and
the Internet. Regular maintenance and upgrades are also necessary.

3.2 Solutions of E-learning Data Security

One of the security technologies can be used in E-learning data security is data encryp-
tion. Since the teaching platform terminals include devices with limited computing
capacity and storage space, lightweight cryptography can be used to provide security
protection. The method of digital signature can provide security performance which
is difficult to achieve by other methods. The elliptic curve digital signature algorithm
has the characteristics of high computational efficiency, so it is widely accepted in
many applications with short key lengths. Such typical lightweight password protection
technologies be adopted for the data or part of the data in E-learning platforms.

In terms of copyright protection, data authorization management is one of the main
strategies to reduce the copyright risk of E-learning. In terms of student privacy and trust.
Deraw [1] proposed solutions to the security vulnerabilities of Moodle, an open-source
E-learning platform. Amor AB et al. [2] proposed a security fog E-learning solution,
achieve the effects of data confidentiality, fine-grained access control, anti-collusion in
exams, high efficiency and lowencryption cost. Banerjee et al. [3] proposed anE-learning
system security model based on the Unified Modeling Language (UML) to ensure the
trust and security among participants in the E-learning system.

In terms of data statistics and release, a differential privacy mechanism can be used,
it can ensure that the statistical characteristics of the data set remain unchanged, while
protecting the privacy of the users. In terms of data identification in the process of
E-learning, blockchain technology can be adopted. Combining blockchain technology
with E-learning platforms will be the future trend.

3.3 Communication Security Protocol of E-learning

IP security (IPsec) is an open standard of IP network security. It provides a security strat-
egy for each IP data packet transmitted from the source to the destination, and provides
a security performance in the communication on LAN, WAN, and Internet. Another
security encryption protocol is the Transport Layer Security (TLS), which can provide
a complete set of digital certificate-based identity authentication and data encryption
solutions. Hyper Text Transfer Protocol over Secure Socket Layer (HTTPS) provides
methods of identity verification and encrypted communication, and is widely applied
in security-sensitive communications on the World Wide Web. Secure Shell (SSH) can
effectively prevent information leakage in the process of remote management. The secu-
rity of E-learning platforms may also involve the security of the wireless network. The
main threats faced by wireless transmission are eavesdropping, modification of mes-
sages, insertion of messages, and damages. The security countermeasures against eaves-
dropping are signal hiding technology and encryption; the standard methods for dealing
with attacks of modification or inserting are encryption and authentication protocols;
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the technologies against DOS attacks include prevention, detection, filtering, tracking,
and identification.

3.4 Intrusion Prevention Technologies

Intrusion detection technology is currently one of the core technologies for network
security defense It is an active defense technology that can effectively prevent unknown
attacks. It is a necessary supplement to the firewall, and the two together constitute
a complete solution of network security. H Ibrahim [4] put forward the idea of using
firewall, biometric authentication, data encryption and digital rightsmanagement to build
an E-learning database management system to cope with network security challenges.

Intrusion detection technology can detect attacks, send alarms, and form logs, while
intrusion prevention system (IPS) can conduct real-time active detection, prevent intru-
sions and attacks from occurring. IPS integrates firewall technology and intrusion detec-
tion technology. IPS can be divided into host-based intrusion prevention system (HIPS)
and network-based intrusion prevention system (NIPS). HIPS can monitor file operation
and registry modification in the host, and make requests for permission. It represents a
trend in the development of system security, which can prevent information tampering,
Trojan horse backdoor attacks, process termination, etc. But HIPS cannot prevent other
computers on the network from attacking the host; NIPS can provide various functions
of attack detection and defense, accurately identify network traffic, reduce the rate of
false reports and under-reports, and can meet high-performance requirements, guarantee
the quality of normal network communication. Nowadays, in the context of increasing
threats of viruses, worms, Trojan horses, spyware, DDOS, and hacker attacks, E-learning
platforms should deploy intrusion prevention systems in a timely manner based on their
actual conditions.

4 Suggestions

E-learning security is a systemic issue, and only a robust security mechanism can ensure
the safe operation of the teaching system. For different risks of the E-learning, different
protection methods can be adopted. The traditional method of password login has high
security risks; Therefore, third-party authentication, dynamic password authentication,
or face recognition should be used to improve security. At the same time, platforms must
have mechanisms to defend against viruses, Trojan horses, and various types of attacks,
and constantly improve their defense capabilities.

Platform developers should regard security and privacy protection as part of sys-
tem development, continuously enhance the security performance of the system. In the
process of platform development and use, they should do a good job in the security main-
tenance of the platform, and conduct timely inspections and updates. Relevant admin-
istrative authorities should establish and improve relevant legal systems and establish a
complete legislation system of network safety. Users of E-learning platforms should do
a good job in the safety management of the terminal equipment, deal with the security
incidents of the terminal equipment in a timely manner, use the E-learning platform in
a reasonable and normative manner, thus jointly creating a safe and stable teaching and
learning environment.
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Abstract. Innovation process is a critical business process in any organization.
Being a horizontal process impacting the whole organization, its standardization,
automation, and further digitalization is reckoning a serious challenge for inno-
vative organizations. In this research, we are conducting a bibliometric analysis
in order to reveal the current understanding and application of digitalization as a
concept within the firm’s innovation process. The research is based on 81 high-
quality publications indexed in the Scopus database. Several bibliometric analyses
have taken place to disclose the current state of the art and to reveal the knowledge
gap in the field of digitalization of the firm’s innovation process. The results con-
tribute to the digital transformation and innovation management theories as well
as to scholars and practitioners working on optimizing the innovation performance
on firm’s level.

Keywords: Digitalization · Innovation process · Digital transformation ·
Innovation management · Bibliometric analysis

1 Introduction and Motivation

What the potentials of digitalizing the innovation process are is on focus in this study.
Digitalization has already proven its values in business process management [1]. Still,
many companies do not have a clear plan on how to approach it [2]. Innovation process
is amongst the most cardinal business process in an enterprise impacting all others. This
is mainly backed by the crucial role of innovation for any kind of organizations since
it has been accepted as a strong means of leadership, competitiveness and profit. From
another hand, digitalizationwould also providemuchmore data which could be analysed
and involved within the process for decision making and innovation sustainability. This
data could also improve the performance of assessments of innovation which has been
identified in the literature as a knowledge gap from many scholars [3].

The increasing number of publications examining digitalization [4] reflects on out
motivation to examine the possibilities of digitalization of one of the most critical for
the success of a business organization process – the innovation process. As it has been
largely discussed in the literature, organizations would innovate more rapidly if they
incrementally improve their innovation processes [5]. This is what we strive to contribute
to with this research - to extend the vision for innovation process improvement with the
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means of digitalization. For doing so,we conduct a bibliometric analysis in order to reveal
the currently application of the concept of digitalization and digital transformation in
innovation process.

2 Theoretical Background

2.1 Firm’s Innovation Process

The firm’s innovation process is a complex coordination of activities, organization of
resources, pursuing goals and strive for leadership and competitiveness [6]. It can also
be considered as an organized and controlled sequence of activities in which inputs in
form of innovation ideas or problem statement are transformed into outputs in form
of innovations [7]. From strategical and managerial perspective, the innovation process
is amongst the essential business process in organizations which directly influence to
firm’s profits [8]. A common definition of the firm’s innovation process is missing in the
literature, as it is quite complex, as well as specific to the firm’s sector and approach of
application [9].

Amongst the most important features of the firm’s innovation process is identified to
be the need of gathering information from and transmit information to several internal
and external information areas within and out of the organization [10]. Digitalization
provides promising automations and tools to support and improve these process [11].

2.2 Digitalization of Business Processes and Innovation Process

Digital technologies have become an increasingly important particle of several functional
areas of firms and in most of the cases – a goal for an organizational transformation and
project releases. The wide use of digital technologies allows extensive collaboration
between the participants in the firm’s innovation process, provides a tool for manag-
ing team efforts, assists competitive advantages, optimizes the use and organization of
resources, and also enhances coordination and communication [12].

In most organizations, digitalization of innovation process is still in its begging – at
the first stage of innovation: idea management. Being able to accumulate and put into
action external ideas would boost innovation processes and its digitalization [13].

3 Research Methods

3.1 Data Extraction and Scope Definition

The scope of this research was set by a Boolean search in the Scopus database for
extracting high-quality publications [14] on the matters of digitalization and innovation
process in the same time. The formula used was the following:

TITLE-ABS-KEY (“innovation process” AND “digitalization” OR “digitalisation”)
AND (LIMIT-TO (LANGUAGE, “English”)).

We did not apply any limitation since the search aimed at focusing on clear targeted
research on both innovation process and its digitalization. The search resulted in 84
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publications in English from 2005 until 2021. Three (3) publications were removed
because they were not research-based but conference reviews and a book. The scope
was established on 81 publications from 64 sources. The conference papers were not
removed on purpose since many of the newly developed and experimental research as
well as case studies were published specifically in such type of publications. These are
basic details about the publications in scope (Table 1).

Table 1. Publication types in scope

Document types Amount of publications

Article 39

Book chapter 7

Conference paper 35

These are the sources that publish the most on the topic: E3S WEB OF CONFER-
ENCES – 3; EUROPEAN JOURNAL OF INNOVATION MANAGEMENT – 3; IFIP
ADVANCES IN INFORMATION AND COMMUNICATION TECHNOLOGY – 3;
LECTURE NOTES IN NETWORKS AND SYSTEMS – 3; ACM INTERNATIONAL
CONFERENCE PROCEEDING SERIES – 2; ADVANCES IN INTELLIGENT SYS-
TEMS AND COMPUTING – 2; AMCIS 2017 – AMERICA’S CONFERENCE ON
INFORMATION SYSTEMS: A TRADITION OF INNOVATION – 2; DIRECCION Y
ORGANIZACION – 2; INTERNATIONAL JOURNAL OF ADVANCED SCIENCE
AND TECHNOLOGY – 2; JOURNAL OF OPEN INNOVATION: TECHNOLOGY
MARKET AND COMPLEXITY – 2; JOURNAL OF PHYSICS: CONFERENCE
SERIES – 2; JOURNAL OF SMALL BUSINESS AND ENTREPRENEURSHIP – 2;
SUSTAINABILITY – 2.

Countries which are most active in research digitalization of the innovation process
(based on authors) are: Germany (3100, Italy (11), Finland (9), Ukraine (8), Spain (7),
Australia (5) and Denmark (5). The next figure reveals the hugely increasing trend of
publication in this area (the dataset was set on April 2021, which explains the decrease
in the last year but if it is calculated on an annual base, it would also prove the trend).

3.2 Bibliometric Analysis

Bibliometric analysis was introduced as a systematically proven type of research by
Pritchard [15] and is currently considered one of the most effective scientific methods
for understanding the research field from a historical, holistic and interdisciplinary per-
spective [16]. Bibliometric analysis facilitates the mapping of current research done as
well as identifies knowledge gaps, streams of research already done, authors information,
and recognizes further research agenda [17]. This method is widely used in the domain
of digitalization and innovation [18]. Bibliometric analysis is an effective method to
explore the emergence of a research domain [19] and has the power to monitor the
research status of a particular domain and forecasting future research trends [20].
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Fig. 1. Publications trend on digitalization of innovation process

In this study, we applied the following bibliometric analysis to address the core topic
of digitalization of the firm’s innovation process:

• Wave analysis – three-plot (countries, sources, keywords, journal labelling)
• Citation analysis
• Keywords analysis
• Top-tier Journals
• Country of research analysis

For the purpose of bibliometric analysis, R software has been used and its package
biblioshiny in particular.

4 Research and Discussion

Digital transformation as a central motor for digitalizing business processes, has been a
focus of a research of digitalization of business model innovation in innovation labs in
European banks [21]. This research contributes to the theory with implications for how
managers could design innovation process to support organizations to engage effectively
their employees, ideas, communications channels and interactions within processes.

Themost cited sources in the area of digitalization of innovation process are amongst
the primary sources in the field of Technology and InnovationManagement (a SJR search
proved the statement). These are presented on Fig. 1.

The country publication production (based on authors of research) is presented on
Fig. 2 and pinpoints Germany (31), Italy (11), Finland (9) on top 3 on the matters.
Since Germany and Italy (along with Denmark, Finland which are in the first 10 in this
criterion) are amongst the most innovative countries in Europe, searching digitalization
of the innovative process specifically from these two countries directs the research agenda
for all other innovation-following countries (Fig. 3).

On the next figure, we are presenting a three-fields plot on sources of publication,
keywords and countries of the publication origin (Fig. 4).
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Fig. 2. Most cited sources in publications dealing with Digitalization of firm’s innovation process

Fig. 3. Country of origin of publications on digitalization of firm’s innovation process

The results show that the largest amount of research was done on digitalization as a
core keyword which word was a centre of research of all countries producing the most
publications on the matters. 40% of digitalization research on the line of innovation
process was done by German scientists and 40% of them dealing with the theme were
directly engaged to digitalization (other research allocates on innovation technology,
open innovation, digital transformation and Industry 4.0).

A most frequently used words’ analysis is presented on Table 2.
From the keyword analysis, based on the described data set focusing on both digital-

ization and innovation process, we can conclude that innovation process is still a focus
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Fig. 4. Three-fields plot: sources of publication, keywords and countries of the publication origin

Table 2. Keywords analysis

Author keywords Frequency

Innovation process 14

Digitalization 10

Information systems 6

Innovation 6

Digital transformation 5

Business models 4

Competition 4

Digitization 4

of research in digitalization and not the contrary. Still, other keywords (out of innova-
tion and digitalization) reveal niches for further research such as: business models and
competition.

5 Conclusion

In conclusion, this study provides contribution to the field of digital transformation and
digitalization of innovation process in specific. Main research streams, authors, sources
and countries performing research are identified. These are Germany, Italy, Finland and
Spain. Most frequent keywords used, out of the centrally scoped digitalization and inno-
vation process are ‘business models’ and ‘competition’. The core topic of this research
is surely a hot one since most of the research citations come from top-tier journals in the
field of Technology and InnovationManagement such as Research Policy,MIS quarterly,
Technovation, Journal of product innovation research, etc.
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With this study,we call for further research on the themes concerning different knowl-
edge areas of digitalization of business processes being impacted by emerging tech-
nologies such as: big data, internet of things, business analytics, artificial intelligence,
blockchain, etc.
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Abstract. China’s new economy calls for innovation-driven development and
entrepreneurship-focused strategies. As China’s new corporate formation rate is
rising, plenty of educators and policymakers are looking forward to building a
better context to support entrepreneurship. It is worth noting that the development
and fusion of the Greater Bay Area highly depend on joint and cross-regional
entrepreneurship.While the system, law, language, and cultural differences hinder
this progress. E-learning is a great way that could break the barriers and boost the
effectiveness of entrepreneurship education in the Greater Bay Area.

Keywords: Entrepreneurship education · E-learning · The greater bay area

1 Introduction

In just 30 years, China has developed into the world’s second-largest economy, and
entrepreneurship was considered to be a key driver of China’s rapid growth. China plans
to develop its Greater Bay Area to be an international innovation and technology center.
Innovation and entrepreneurship resources are shared in the area to provide more oppor-
tunities for the Mainland of China, Hong Kong, and Macau’s entrepreneurs. Currently,
the Greater Bay Area blueprints some policies for future direction, including many inno-
vation and financial hubs. Meanwhile, it provides more incentives for youth and opens
many related courses and incubation base opportunities [1].

However, many youths begin their entrepreneurship with little or even no business-
related knowledge. Moreover, the system, law, and culture disparities in the Greater
Bay Area make them have a wait-and-see approach for joint entrepreneurship and
cross-regional development [2]. Compare to traditional teaching and learning methods,
e-learning has some irreplaceable advantages, especially in transregional and cross-
culture contexts [3, 4].

© Springer Nature Switzerland AG 2021
W. Zhou and Y. Mu (Eds.): ICWL 2021, LNCS 13103, pp. 142–147, 2021.
https://doi.org/10.1007/978-3-030-90785-3_13

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-90785-3_13&domain=pdf
https://doi.org/10.1007/978-3-030-90785-3_13


Entrepreneurship Education and E-Learning 143

2 Entrepreneurship in China

The Global Entrepreneurship Monitor survey has shown that there was a consistently
high rate of entrepreneurship inChina over the past fewyears [5], andmostChinese adults
perceived that there were good opportunities to start their own business [6]. Ever since
Premier Li Keqiang proposedmass entrepreneurship and innovation in the 2014 Summer
Davos forum in Tianjin, “mass entrepreneurship and innovation” had been regarded as
the new power of China’s economic growth. Premier Li said, “Mass entrepreneurship
and innovation has been an effective driver for both economic growth and the con-
sistent transition between traditional and new growth engines. It has also significantly
contributed to the creation of new jobs and the increase in incomes” [7].

3 The Greater Bay Area Context

Hong Kong, Macau, and Guangdong had become a global regional metropolis. Mean-
while, a new and closer integration has started since July 1, 2017. President Xi Jinping
signed the framework of building the Guangdong-Hong Kong-Macau Greater Bay Area.
The Greater Bay Area is a huge and densely populated geographic space in the south of
China and it includes Guangdong Province’s nine cities, Hong Kong and Macau. This
blueprint not only would boost the development in the Greater Bay Area and it plays
a key role in the Belt and Road Initiative of China [8]. Deep integration has numerous
advantages, which could increase the ability to attract Foreign Direct Investment and
become increasingly diverse and commercialized [9]. Hong Kong and Shenzhen had
merged into one block in many fields. In addition, it is a similar interconnection as
Macau and Zhuhai. While the Hong Kong Basic Law limits the fusion between Hong
Kong and Shenzhen on some level until 2047 [10].

The majorities of Hong Kong andMacau were migrants from the mainland of China.
Cantonese-speaking Chinese culture is the dominant cultural concept in these areas and
may bring social harmony to the Greater Bay [11]. While we should face the reality that
Hong Kong and Macau separated from mainland China more than one hundred years.
They had governed under British and Portuguese rules respectively and developed their
unique socioeconomic system and local culture. The two special administrative regions
of China have some extraordinary characters, such as an efficient financial system, free
market, and western organizational culture. Meanwhile, living under both colonial and
post-colonial periods, the residents have their unique memories, loyalties, and values,
which may differ from people in the mainland of China [12]. These differences may
lead to some barriers and obstacles for entrepreneurship knowledge spreading and start
an undertaking together [10].

The population in the Greater Bay Area needs to be more united. A survey including
1033 interviewees showed that less than 8% of Hongkongeses work in the mainland
and only 54% visited Guangdong Province. 42% of Hongkongeses were afraid of losing
their special benefits from the Hong Kong government if they move to the mainland
of China [10]. Meanwhile, youths are the future of this area, the administrator of the
Greater Bay Area should motivate and convince youth residents to leave their comfort
zone and become more open to the future united. Both Carrie Lam and Ho Iat Seng,
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who are Hong Kong and Macau chief executives, said the future of their youth residents
is in the mainland of China [13].

4 Entrepreneurship Education

It is obvious that entrepreneurship brings immense benefit for the Greater Bay Area so
that there is considerable attention for how to raise future successful entrepreneurs [2].
An entrepreneur, as be defined by Henry et al., is “someone who has the ability to see
and evaluate business opportunities; gather the necessary resources to take advantage of
them, and initiate appropriate action to secure success” [14]. Entrepreneurship education
provided students with information and inspiration in establishing their own company,
which indirectly increases their willingness to become entrepreneurs [14]. In a survey,
that investigated more than 1500 young entrepreneurs in G20 countries, most of the
participants agreed that entrepreneurial skills should be trained and taught [15].

The study of characteristics of entrepreneurs began to emerge in the middle of the
20th century, unifying the domains of economics, psychology, sociology, and business
management to attempt to shed light on this issue [16]. However, China’s entrepreneur-
ship education started late and did not fully meet the needs of Chinese students [17]. In
China, entrepreneurship education usually is delivered by an innovative system, which
is beyond the regular curriculum [18]. The “Enterprising and entrepreneurial education”
policy was announced in 2015 since then entrepreneurial education and training had
developed and spread tremendously in university context [19].

Many kinds of researches of entrepreneurs have been carried out by scholars with
economic or management backgrounds, and they have a less deep understanding of
the educational philosophy, especially e-learning [20]. Some researchers identify that
entrepreneurial education should include learning mathematics, economics, and behav-
ioral sciences. The format of teaching could include scenarios, role-playing, and real
business experiences, real project teaching by business people [21, 22]. Cope and Watts
emphasis the importance of learning by doing, the real experience could build students’
problem-solving skills, in further improve their self-efficacy by continuing reflect on
their progress [23]. However, the scholars have underlined the delivery methods’ impact
on effectiveness.

5 E-Learning

The e-learning method starts to change the nature of study for all students, which is be
defined as the use of the Internet and digital technologies to educate people. It usually
used the network to generate communities and systems that facilitate the knowledge
spreading and offer remote students a friendlier environment to learn [24].

6 How E-Learning Techniques Contribute to the Joint
Entrepreneurship Education in the Greater Bay Area

There are some barriers to joint teaching among mainland China, Hong Kong, and
Macau students. That may include the distance, and culture, law, and system differences.
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Meanwhile, entrepreneurs usually are thoughtful practitioners who not only learn things
but also have a goal to achieve and could work to rapid changes and developments after
learning, so entrepreneurs are their own agencies for their learning process [14]. One
report showed that entrepreneurs are more likely to learn from a task-oriented approach
compare to the conventional teachingmethod [14]. Entrepreneurship education is to help
those entrepreneurs or future entrepreneurs to adapt to their own context that caused the
entrepreneurship education content to be highly diversified and flourishing [25]. Those
features for entrepreneur education in the Greater Bay Area are unable to be fulfilled by
the traditional teachingmethods. The advantages of e-learning stand out in this situation.

6.1 Remote Learning

The e-learning techniques provide geographically dispersed students to study from expe-
rienced entrepreneurs. The developed technology-based systems or platforms could
enable remote access for both students and teachers. The youth entrepreneurs were
not asked to do a full-time study, so they could practice what they learned in their own
business at the same time [20]. Apart from the official e-learning platform, the Connec-
tivist theory brought the idea that people are in a networked environment in this digital
age. Andrews said that people could use e-community, such as social networking sites,
virtual meetings, and emails or chats, to support their learning whenever and wherever
possible [26].

6.2 Continue and Shared Learning

Learning is a circle, and it is an unending process that people continuously interact
with the environment [20]. As to entrepreneurship education, e-learning could use cloud
computing to storage and share the recording of lectures with different communities
[27]. That is a valuable method for knowledge management in a big region. In this way,
qualified students could access the platform in an unlimited time. They could reflect on
their needs and restudy the previous lectures.

6.3 Adaptive Learning

A report showed that e-learning was very dependent on students’ abilities to be self-
directed and internally motivated which is the same as entrepreneurship [28]. The people
with the power and mode of communication usually decide the content of teaching. The
student could gain a lot from the real business cases, while the diversified nature of
entrepreneurship makes the teaching resource is hard to be concentrated just in a typical
course. For e-learning, students could set their own standard for exclusions and inclusions
the content they need to learn [29]. So that teaching could be adaptive and customized
to all students.

6.4 Cross-Language Learning

People living in theGreater Bay area use at least four different languages,which areMan-
darin, Cantonese, English, and Portuguese [11]. The variety of languages cause many
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troubles in commutation and knowledge delivery. E-learning platforms could combine
with artificial intelligence systems, for example, the synchronous translation system, to
resolve this difficulty [30].

7 Conclusion

Today, researchers have a huge interest to investigate entrepreneurship, and youth could
access more curriculums that delivering entrepreneurship-related knowledge. A better
understanding of the combination of entrepreneurship education and e-learning is highly
valuable. Youth is essential for the Greater Bay Area’s future. The delivery method
for entrepreneurship education should enable people from different backgrounds and
locations to enhance their capabilities for innovation and entrepreneurship. Overall,
E-learning techniques could boost joint entrepreneurship education in the Greater Bay
area.
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Abstract. One-to-one teaching is an ideal way to realize personalized and adap-
tive learning, but limited to teachers, it can’t be applied on a large scale. Now
artificial intelligence has been widely used, so we can design a learning system
to assist teaching, so as to realize part of the personalized and adaptive learning.
In this paper, a learning system based on T-LSTM’s recurrent neural network is
proposed to help achieve this goal. On the one hand, it can balance subjects, on
the other hand, it can avoid the exercise too difficult to affect learning confidence
or too simple to affect learning efficiency.

Keywords: Deep learning · RNN · Adaptive learning

1 Introduction

The class teaching system commonly used in today’s education was born in the 16th
century. Usually, a certain number of students are divided into different groups according
to their age, and all students are taught uniformly by teachers at a fixed time and place. In
1632, the Czech educator Comenius systematically expounded the basic theory of class
teaching system in his works [1]. The class teaching system can improve the teaching
efficiency. However, the consideration of each student’s basic knowledge, cognitive
structure and ability level is limited.

Now artificial intelligence has been widely used, and it is a hot topic how to apply
artificial intelligence technology to the field of education, so as to realize the personalized
and adaptive learning. This paper mainly involves the design and implementation of
learning system.

2 Related Theories and Research

The models in personalized and adaptive learning mainly include knowledge model,
student model and teaching model [2]. This paper mainly discusses the student model,
which is the core and foundation of personalized and adaptive learning. The model can
reflect the individual differences in the relationship between learners themselves and
their behavior, and predict different learning behavior [3].
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The traditional methods of student model mainly include item response theory (IRT),
Bayesian knowledge tracing (BKT), deterministic inputs, noise and gate (Dina), perfor-
mance factor analysis (PFA), learning factor analysis (LFA) [4, 5]. IRT method is the
earliest method of student model, and it was established and developed by Danish statis-
tician Rasch and American psychologist Lord in the 1960s. IRT method believes that
whether learners can answer the questions correctly is related to themselves and the
questions. The BKT method is proposed by Corbett and Anderson, and it is actually a
hidden Markov model (HMM) [6].

Today in the field of artificial intelligence deep learning is booming, and has out-
standing performance in image processing, speech recognition and other applications.
Similarly, the artificial intelligence assisted learning also benefits from the development
of deep learning.

The model in deep learning is relatively complex, the data from input to output
flows through multiple linear and nonlinear components, and each component processes
information and will affect other components. Therefore, the final output result is not
clear about the contribution of each component. This problem is called credit assignment
problem (CAP) [7]. The best model that can solve the CAP is the artificial neural network
(ANN). The artificial neural networks include convolutional neural networks (CNN),
recurrent neural network (RNN), generative adversarial network (GAN), etc. [8–11].

Recurrent neural network can spread information between neurons in time line, that
is, the output of neuron at one time can be put into the neuron as a parameter in the next
time. It is especially suitable for seq2seq. The basic model was proposed by Jordan and
Elman in 1986 and 1990 respectively [10].

Fig. 1. Recurrent neural network.

In Fig. 1, although the RNN seems to have only one hidden layer, if it is expanded
from the time dimension, a deep learning networkmodel along the w direction is formed.
It can be seen that the output of the current time of RNN is related not only to the input of
the current time, but also to the output of the previous time. RNN uses backpropagation
through time (BPTT) to train model parameters, and it is like the BP algorithm. With
the deepening of the basic RNN, as CNN, the gradient will become larger or smaller,
resulting in input-output mismatch, precision degradation and other problems.

Hochreiter and Schmidhuber introduced gate unit to save historical information
in RNN, and it can effectively solve the problems of gradient explosion and gradient
disappearance in RNN [12]. The model is often called LSTM.

In Fig. 2, the straight line at the top from Ct−1 to Ct is similar to the conveyor belt,
and it can send the most information of the previous unit to the next unit, that is, the
information will basically be transmitted on it.
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Fig. 2. LSTM unit structure diagram.

Piech Chris from Stanford University proposed the deep knowledge tracing (DKT)
method in 2015, which based on RNN belong to the deep learning family. This method
can be modeled based on the historical data of learners’ answer, and tracks the learners’
knowledge proficiency over time through RNN [13]. Its input is the data that the learner
has answered the question, and its output is the probability of correctly answering all
the questions. With the increase of the amount of data, the effect of the deep learning
model will improve. Yeung in his paper added the regular term and regular function
to enhance the model [14]. Minn in his paper proposed a clustering method based on
students’ abilities and added it to the DKT method [15].

3 Design of T-LSTM

LSTMmodel has strong feature learning ability and self-adaptive ability, and it considers
the influence of time series. The larger the amount of data is, the better the effect is. In
addition, LSTM can effectively solve the problems of gradient explosion and gradient
disappearance in RNN [12]. The DKT method, which uses RNN model, can predict the
knowledge mastery status of learners by using learners’ answer history as input [13].

In the framework of the algorithm proposed in this paper, LSTM model is used
to replace the ordinary RNN model. The framework is divided into two steps, and it
uses DKT method twice. The model was implemented by pytorch and verified on the
assistments2009 data set to prove the effectiveness and accuracy of the model.

ASSISTments (https://new.assistments.org/) is a free open online education project
jointly funded by the U.S. Department of education and the U.S. National Foundation
and hosted by the Worcester Polytechnic Institute (WPI), which allows researchers to
use platform data for experiments and research. ASSISTmentsData (https://sites.google.
com/site/assistmentsdata/home) is the data set published by Professor Heffernan’s team,
and it is the largest data set in the field of knowledge tracking [13]. The assistments2009
data set contains 525535 pieces of data, including 4217 students’ submission records.
Each record is divided into three lines, which respectively represent the count of answers,
the number of questions to be answered and whether the question is answered correctly
(1 means correct and 0 means wrong), for example:

40
79,79,79,79,55,37,79,55,45,45,55,37,55,81,81,82,82,82,82,82,82,82,
96,82,82,82,82,82,82,82,82,82,18,27,82,82,82,82,38,38

https://new.assistments.org/
https://sites.google.com/site/assistmentsdata/home
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0,1,1,1,0,0,1,1,1,1,1,1,1,1,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0
It means that the student has answered 40 questions, wrong answer of question no.

79, correct answer of question no. 79, correct answer of question no. 79…
The experiment in this paper selects 3237 records as the training set and 810 records

as the test set. In the model, the initial learning rate is set to 0.01, the number of hidden
layers is set to 1, the number of hidden layer nodes is set to 200, the number of training
rounds is set to 30, and the neuron activation function is set to sigmoid function. The
output format of the model is.

[−4.1701e−01, 1.6980e−01, 3.3340e−01, 1.9446e−01, 2.1524e−01 …
The value indicates the possibility of correct answer of question.

Fig. 3. Iterative convergence diagram of ACC and AUC by epoch. (Color figure online)

Figure 3 shows the trend of ACC and AUC in the model under different iteration
times (blue line from train set, and orange line from test set). After the model iterates to a
certain number of times, as shown in Fig. 3, the model basically converges and stabilizes
within a certain value. Continue training will not learn useful knowledge, or even over
fitting.

Fig. 4. Two-step LSTM.

The framework of the algorithm which named T-LSTM proposed in this paper is
shown in Fig. 4, and it is divided into two steps with LSTM model. The system with
algorithm tracks the historical answers of learners, and predicts the knowledge mastery
status of learners. The system knows what knowledge learners have mastered and what
knowledge the learners have not mastered, and then dynamically adjusts the questions
to push to the learners, so it can help learners to achieve the purpose of personalized and
adaptive learning.
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Firstly, all the questions in the question bank are divided into different categories
and labeled according to the subject. According to the historical answers of learners, the
DKT method is used to predict the error rate of the questions in different subjects in the
question bank, and the questions in different subjects are recommended according to the
proportion of error rate in different subjects. Questions in subjects with high error rate
are recommended more, and questions in subjects with low error rate are recommended
less. The purpose of this step is to balance subjects or to strengthen the weak subjects.
Then the questions in the same subject, and recommend the questions with the suitable
difficult level to learner according DKT method. If the recommended questions are too
difficult, it is easy to cause learners to fear difficulties, reduce their learning motivation
and make them give up. If the recommended questions are too simple, it is easy to cause
learners towaste toomuch time and can’t ensure the improvement of learners’ knowledge
level. The purpose of this step is to find the questions with the suitable difficult level
according DKT method, so as to bring the best learning effect and improve the learning
experience.

4 Implementation of the Learning System

After completing the core algorithm design, the software of personalized and adaptive
learning system is completed with JavaEE. The learning system uses browser-server
(BS) architecture, and it uses MySQL as its database. the learning system is developed
on the framework of springboot and mybatis (Fig. 5).

Fig. 5. Learning system operation interface.

The system includes administrator module and user module. The administrator mod-
ule includes usermanagement, learning resourcemanagement, subject informationman-
agement. The user module includes registration and login, subject setting, personal
information setting and learning resource.

5 Conclusion and Prospect

From the research, it can be seen that with big data, deep learning has shown its advan-
tages. Deep learning can carry out feature learning, so as to make the model more
optimized. The DKT method based on LSTM model can track learners’ learning status,
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and with this method it is feasible to realize personalized and adaptive learning system.
The two-step LSTM scheme proposed in this paper is used in the learning system, on
the one hand, it can balance subjects or strengthen the weak subjects, on the other hand,
it can avoid the exercise too difficult to affect learning confidence or too simple to affect
learning efficiency.

With the application of artificial intelligence technology, all aspects of human society
are being changed. The problems of personalized and adaptive learning are gradually
solved with the help of artificial intelligence.
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Abstract. As technology changes and advances, E-learning has come a long
way, providing a personal and interactive wealth of content. However, unethical
behavior and the severity of network security attacks have received limited atten-
tion. While E-learning systems have been embraced for training and virtual team
collaboration, little is known about the motivations of these systems for cyberse-
curity attacks. E-Learning network security situation assessment technology can
synthesize various network attack data and combine them with security elements
to reflect the network security status of E-Learning systems. This paper is based
on the analysis of the existing network security situation assessment methods
and technologies, so it proposes a situational awareness framework based on an
E-learning system and implements an E-learning situation monitoring and warn-
ing system prototype system. Finally, we tested the real system in seven days to
calculate the network security situation value. The proposed evaluation model,
quantitative evaluation algorithm, and prediction algorithm are verified.

Keywords: Cybersecurity · Cyber-attack · E-learning systems security ·
Situational awareness · Vulnerability

1 Introduction

The main source of network hidden danger is that the system platform and some impor-
tant service programs have found significant security loopholes, especially since several
serious vulnerabilities were disclosed in the Windows’ system in successive months,
followed by the widespread prevalence and outbreak of worm programs using the vul-
nerabilities [1]. There are security loopholes in many E-learning network applications.
The threat of network attacks is increasingly rampant. The risk of network security is
increasingly complex, which has caused great economic losses to the education system
and individuals [2].Meet the security requirements of e-learning systems is a complicated
problem since it is not only the content, services, and personal data that must be secured,
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but the E-learning systemmanager or staff [3]. E-learning course resources face security
threats, since E-learning data is distributed, shared, open, and based on teamwork, so it
is critical to protect confidentiality and integrity from any security issues. The purpose of
the paper is to synthesize different cyber-attacks that will affect the E-learning system.
And against these cyber threats, we propose a network security situational awareness
system for detection, prediction, and protection by analyzing the internal relationship
between the data and the network events, it can help network administrators to predict
the possible network security problems in the next period, to prevent and respond in time
based on E-learning system.

2 Background

2.1 E-learning

Traditional distance education is referred to teach by correspondence commonly. Edu-
cational information is mainly disseminated through the printed word. It is characterized
by low cost, easy to organize and implement. But the drawbacks are also obvious, less
information, difficulty in learning, lack of communication between teachers and students,
the long learning cycle, and the low learning efficiency. E-learning is a new educational
pattern with the rapid development of network technology and multimedia technology
[4]. Compared with traditional education, it is not limited by the time and space of edu-
cation. E-learning is a new educational pattern with the rapid development of network
technology and multimedia technology. People cannot be limited by time and space and
complete interactive teaching and learning activities anytime and anywhere. They do
not have to be at the designated place and time.

2.2 Situational Awareness

Before situational awareness, the main idea of the security event statistical analysis
method is to obtain the network security situation by using the influence of the intrusion
detection system or other detection systems. The generated alarm logs are statistically
analyzed to obtain network security event information to analyze the network attack.

Tim Bass [5] proposed to use distributed multi-sensor data fusion method of the
intrusion detection system to evaluate the security situation of computer networks and
to evaluate the security of computer networks through data fusion and data mining
method. The intrusion detection data fusion framework is shown in Fig. 1. The security
situation assessment results are obtained through steps such as data extraction, object
extraction, situation extraction, threat assessment, and resource management.

Situational awareness is an environment-based, dynamic, and comprehensive insight
into security risks. It is based on security big data to improve the ability to detect,
identify, understand, analyze, and respond to security threats from a global perspective
[6]. It is to predict the future development trend of the network for decision-making
and action. Situational assessment first appeared in the field of aviation and military,
and then gradually spread to various technical fields, including traffic management,
production control, logistics management, medical research, and ergonomics. In recent
years, situation assessment techniques have been applied to computer networks. The
cyberspace situational awareness process [7] can be divided into three stages.
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2.3 Cyber Security and E-learning

The security of an e-learning system includes steps to limit the danger and threat of
network assaults, such as the deployment of security management (security rules, pro-
cedures, and processes), enhanced verification tools and control of access; Users with
varying levels of permission based on their status; Backup software that runs automati-
cally; Encrypt critical or sensitive data; Firewall, antivirus, and anti-spam software [3].
Most of the E-learning security research is focused on four areas: vulnerabilities, security
threats, cyber-attacks and privacy.

Ramim and Levy (Ramim & Levy, 2006) advocate for academic institutions to
develop proactive security measures for e-learning systems. Zuev [1] suggests using
cybersecurity metrics as a tool that can also help assess the level of risk in not performing
a particular action, and in that way provide direction in prioritizing corrective action.
Rjaibi et al. [8] discuss that security techniques for quantifying security threats in E-
learning are like those used in other E-services. Anghel and Pereteanu [10] stated that
E-learning devices can be vulnerable, hacked, and when connected to networks, they
can cause cybersecurity breaches and influence data that are vulnerable to protection and
privacy. Hage [11] E-learning systems can collect information about learners, which has
implications for their privacy, and people are concerned about protecting the privacy of
learners.

3 Methodology

Raw data are classified into asset data, threat data, and vulnerability data. The security
event data set is obtained through comprehensive analysis by correlating asset threat and
vulnerability. After obtaining the threat information, it is necessary to carry out intru-
sion detection on the E-learning system. By collecting and analyzing network behavior,
security logs, audit data, other information available on the network, and information of
some key points in the E-learning system, it checks whether there is behavior violating
security policy or signs of an attack in the network or system.

3.1 E-learning Situation Monitoring and Warning System

Based on the network attack database to form a multi-dimensional knowledge map of
the event components, and based on the algorithms, tools, and knowledge models of
relational reasoning, network terrorist attack events can be excavated and analyzed in
the space-time dimension. The situation analysis of the cyber-attack event “4W1H”
(who, when, where, what, how) is realized in the department of electronics.

The security situation assessment value of the whole network can be written as:

A =
n∑

i=1

(Vi,Ti, Si) ∗ (siv, siT , siw)

Where Vi represents the vulnerability state value of node i, Ti represents the threat
state value of node i, and Si represents the operating state value of node I. SiV represents
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Fig. 1. E-learning situation monitoring and warning system

the vulnerability weight of node i, SiT represents the threat weight of node i, and SIS
represents the health status weight of node i. The value weight of each situation can be
based on the topology structure of different nodes in the network and the importance of
the cluster.

As shown in Algorithm 1, the E-learning system vulnerability information contains
all the necessary vulnerabilities store in a HashMap. The vulnerabilities match the cyber-
attack, for example, DDoS, that exploit the type of E-learning system vulnerability to
attack. If the E-learning defensive successful rate is 1, then it will return the add up the
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weights of user vulnerabilities included, namely, attack success support probability Si.
Finally, the attack detection rate will be calculated correctly.

4 Evaluation

In the network security situation analysis of this example, the network security situation
is directly calculated by using the expected threat of the network host node. The network
security situation quantitative assessment algorithm uses the information fusion method
to calculate the number of attacks on the e-learning network host and then calculates the
security situation value of each period through the comprehensive calculation method.
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Fig. 2. Network security situation value with E-learning system hosts in 7 days

According to the calculation results of the actual e-learning system experiment, the
graph of the network security situation is obtained, as shown in Fig. 2. Then, when the
weight of the No.1 Host is relatively large, the system will be subjected to a relatively
large value of network security situation.

5 Conclusion

This paper proposes three functional requirements, namely situational awareness scheme
to access E-learning system, emergency disposal decision support and intelligent opti-
mization of network security system, analyzes the E-learning system network security
situation value and corresponding technical requirements of the network security vulner-
ability data platform, and designs the technical architecture of the platform accordingly.
The system adopts a layered modular architecture with high scalability. Combined with
operational modules such as work order distribution and one-click processing, the sys-
tem can run a detection algorithm of network attack rate based on an E-learning system.
The application layer of the E-learning situational awareness system platform can cover
the network security domain, from the whole chain of attack detection, threat awareness,
event processing, knowledge base construction, and sustainable feedback improvement,
to realize a more comprehensive, timely, and intelligent network security comprehensive
defense and protection.
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Abstract. In recent years, machine learning technology has developed vigor-
ously. The research on software defect prediction in the field of software engi-
neering is increasingly adopting various algorithms of machine learning. This
article has carried out a systematic literature review on the field of defect pre-
diction. First, this article studies the development process of defect prediction,
from correlation to prediction model. then this article studies the development
process of cross-project defect prediction based on machine learning algorithms
(naive Bayes, decision tree, random forest, neural network, etc.). Finally, this
paper looks forward to the research difficulties and future directions of software
defect prediction, such as imbalance in classification, cost of data labeling, and
cross-project data distribution.

Keywords: Machine learning · Software defect prediction model ·Metric

1 Introduction

With the breakthrough development of various technologies and the increasing software
requirement, the functions of software products are becoming more and more powerful,
but the system is also becoming more and more complex. Due to the complexity of the
software itself, technical architecture, team capabilities, and use environment, there are
various defects in software products. Software defects can cause serious accidents and
even great economic losses and casualties. 2018 InOctober andMarch 2019, twoBoeing
737MAX planes belonging to Lion Air Singapore and Ethiopian Airlines crashed one
after another, causing a total of 346 people to die. The 737MAXserieswere subsequently
grounded globally, and Boeing’s reputation was also severely damaged. The follow-up
air crash report pointed out that the accident was caused by Boeing engineers’ wrong
technical assumptions, the lack of transparency in Boeing’smanagement, and the serious
inadequacy of FAA supervision; in November 2020, a software failure in Michigan, the
United States, erroneously 6,000 votes Vote for Biden, as many as 47 counties have been
affected, causing the US general election process to be questioned.
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The defect prediction model is established by software measurement data and histor-
ical labeling data. Through the collected software historical data, Use various algorithms
ofmachine learning to obtain a predictivemodel, and predict subsequent software defects
on this basis, so as to reduce the cost of defect repair and improve software quality. ensur-
ing the availability and reliability of software, have important scientific value and social
significance.

2 Software Defect Prediction Research

Since the 1970s, research on software defects has begun, and software defects have
been studied more through correlation and causality. Since 2000, with the popularity of
configuration management tools, the software development process and software mea-
surement data have becomemore andmore abundant. At the same time, the performance
of computer hardware has continued to improve, and machine learning algorithms have
been more applied to software defect prediction research. Software defect Prediction
methodologies are shown in the table below (Table 1).

Table 1. Software defect Prediction methodology

Number Category Methodology

[S1] Metrics The relationship between software defects
and code lines (Akiyama 1971)

[S2] Control flow Cyclomatic complexity (McCab 1976)

[S3] Error-prone modules Metrics related to the amount of data and
the structural complexity (DE) of programs
(Shen et al. 1985)

[S4] Software complexity metrics The relationship between program
complexity measures and program faults
(Munson and Khoshgoftaar 1992)

[S5] Object-oriented methods A new suite of metrics for OO design
(Chidamber and Kemerer 1994)

[S6] Relative code churn Relative code churn metrics (Nagappan and
Ball 2005)

[S7] Metrics—performance measures Network analysis on these dependency
graphs (Zimmermann and Nagappan 2008)

[S8] Network measures Logistic regression (Ma et al. 2011)

[S9] Complex network Sampled K-fold cross-validation method
(Yang et al. 2018)

The defect predictionmodel is established by software measurement data and tagged
defect data collected from historical data. Through the collected historical data, the
machine learning method is used to construct a software defect prediction model,
and then to predict the subsequent software, provide support for decision-making and
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improve the quality of the software, and ensure the availability and reliability of the
software as an infrastructure. The software defect prediction process based on machine
learning algorithms is shown in the figure below (Fig. 1).

Fig. 1. Defect prediction process

In the 1970s, (Akiyama 1971) based on the hypothesis that complex source code
may cause defects, and clearly gave the relationship between software defects and code
lines: D = 4.86 + 0.018L. (McCabe 1976) and (Halstead 1977) respectively proposed
cyclomatic complexity metric and Halstead complexity metric. During this period, the
research was not on predictive models, but only on fitting models with the correlation
between the number of defects and the measurement.

From the 1980s to the 1990s, (Shen et al. 1985) established a linear regression model
and tested it on a new software module. (Munson and Khoshgoftaar 1992) proposed
a modular classification model that is divided into high-risk and low-risk categories.
(Chidamber and Kemerer 1994) proposed several object-oriented metrics, namely CK
metrics, (Basili et al. 1994) usedCKmetrics to predict defects in object-oriented systems.

Since 2000, because of the popularization of configuration management tools, there
have been more and more measurement data in the software development process, and
the application of measurement data in defect prediction has become more and more
extensive. (Nagappan and Ball 2005) proposed relative code change churn indicators,
(Zimmermann and Nagappan 2008) proposed dependency graph indicators. (Yang et al.
2018) established an object-oriented software network based on the relationship between
software elements and their evolutionary relationship. (Tian 2020) proposed a software
defect prediction model based on program slicing.
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3 Cross-Project Defect Prediction Research

Cross-Project Defect Prediction (CPDP) refers to the use of predictive models trained
from software metrics of other projects to identify software modules that are prone to
defects in software projects.

(Zimmermann et al. 2009) collect data from open-source software and commercial
software, and build defect prediction models based on logistic regression algorithms.
They considered the recall rate, precision and accuracy values of performance indicators,
and assumed success when all indicators were equal to or greater than 0.75. Studies have
shown that only 3.4% meet this standard.

(Ma et al. 2011) proposed the “naive Bayesian transfer” method, which uses the
naive Bayes method to weight the training data in the training set. The NASA MDP
and SOFTLAB data sets are used. Studies have proved that, compared with the nearest
neighbor sample selection and the traditional naive Bayes method, the prediction model
produces better recall and PF results without any further processing.

(Pan 2013) proposed a transfer defect learning method that uses the existing method
to transfer component analysis (TCA), and then performs TCA+by extending TCA.
They studied different data normalization techniques. TCA+applies automatic selection
for the best standardization strategy. The research concluded that z-score normalization
provides better results than no normalization.

(Goel et al. 2018) This article takes the multi-class/polynomial classification of
cross-item defect prediction as an example. Use set-based statistical models-gradient
enhancement and random forest for classification. To determine the performance of
polynomial classification for cross-project defect prediction, an empirical study was
conducted.According to the number of defects, the class level information can be divided
into one of three defined multi-class class 0, class 1 and class 2. The conclusion is:
multiple/multi-category classification is applicable to cross-project data, and the results
are comparable to project defect data.

(Li et al. 2019) First, a new domain adaptation method based on subspace alignment
(SA) is introduced in CPDP, which can reduce the difference in data allocation between
the source item and the target item. Then, a discriminant SA (DSA) method is proposed
for CPDP, which can make full use of the class label information of the source item.
The experimental results of five public projects in the NASA data set show that DSA is
superior to related competitive methods.

(Gong et al. 2020) A new class imbalance learning method is proposed for the
problem of class imbalance within and across projects. The conclusion of the study is
that this method has better area under the curve (AUC), recall rate and F measurement.
(Zhu et al. 2020) proposed an improved Transfer Naive Bayes (ITNB) based on Naive
Bayes. The conclusion of the study is that in WPDP and CPDP defect prediction, the
accuracy and accuracy of the ITNB model have achieved better results. (Wang 2020)
This article focuses on the comparative study of oversampling and ensemble learning
methods in software defect prediction. Aiming at the treatment of category imbalance
in software defect prediction, it is studied how to effectively combine the imbalance
processingmethod at the data level and the imbalance processingmethod at the algorithm
level to obtain better defect prediction performance. Aiming at the problem of category
imbalance in defect prediction, a hybrid sampling techniqueHS SKMbased on SMODE
and X-mode s clustering is proposed, and this technique is combined with the traditional
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random forest algorithm to obtain a Hybrid sampling random forest algorithm HSRF.
Aiming at the problem of feature selection in defect prediction, a feature selection
algorithm based on conditional information entropy and random subspace, FSC ERS, is
proposed, and an integrated learning algorithm combining this algorithm with Bootstrap
sampling.

4 Conclusion

From the above research status at home and abroad, it can be seen that in recent
years, many studies have been carried out on cross-project software defect prediction,
and according to the characteristics of cross-project software data, various algorithm
improvements have been used to improve the accuracy of defect prediction. Several key
issues of the existing cross-project software defect prediction technology have not been
effectively resolved, and can be used as a direction for future research considerations.

1. The problem of imbalanced training data classification
Classification imbalance is the main factor that affects the quality of the data set. The
defective data set contains defective modules and non-defective modules. Among
them, defective modules often belong to a minority category, while non-defective
modules belong to amajority category. Traditional classificationmodels often aim to
maximize the overall classification accuracy, but reduce the classification accuracy
of minority classes, which will affect the performance of the defect prediction model
to a certain extent.

2. The problem of labeling cost of unlabeled training data
Marking defective modules is costly. How to select samples that can build a better
predictive model for marking without marking samples, avoid marking the entire
software project module, thereby reducing the high cost of marking samples.

3. Data distribution of source and target projects in cross-project defect prediction
For the defect data of different projects, due to the different programming styles of the
developers of different projects, the different development platform environments,
and the different functions and complexity of the projects, the distribution of the
defect data of different projectswill be verydifferent. In order to construct an effective
defect prediction model, reducing the difference in the distribution of defect data of
different projects is the key.
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Abstract. To meet the needs of the development of the times and to promote
the industrial transformation and upgrading and the conversion of new and old
kinetic energy, this paper analyzes the requirements for the training of digital
media technology professionals under the background of new engineering, and
proposes the integration of new media technology professional courses with other
engineering courses, in order to strengthen the cultivation of innovation ability
and practical ability, and conduct research on teaching reform. The new media
technology professionals can adapt to the new economic characteristics, such as
new technologies, new industries, new formats, and new models, and think about
the construction of professional education from the development perspectives of
strategic, innovative, systematic and openness. It can provide a reference for the
practice reform of digital media technology professional under the background of
the new engineering.

Keywords: New engineering · Digital media technology · Teaching reform ·
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1 Introduction

The new scientific and technological revolution and industrial transformation are an
all-around transformation that will have a profound impact on the mode of production,
way of life and values of mankind. China has implemented major strategies such as
“Innovation-driven Development”, “Made in China 2025”, “Internet Plus” and “Artifi-
cial Intelligence” and promoted the “One Belt And One Road” cooperation initiative.
The new economy, featuring “new technologies, new forms of business and new indus-
tries”, is developing rapidly. This rapid development has an urgent need to support new
engineering talents with higher innovation and entrepreneurship ability and cross-border
integration ability [1].

In 2019, General Secretary Xi Jinping sent a congratulatory letter to the Sixth World
Internet Conference: “At present, a new round of scientific and technological revolution
and industrial transformation are accelerating, and new technologies, new applications
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and new business formats such as artificial intelligence, big data and the Internet of
Things, are in the ascendency.” Among them, digital media technology is the process of
studying “human”, guiding technology and forming human-machine common behavior.
In this process, it satisfies and creates human natural feelings and realizes natural infor-
mation exchange. In order to adapt to the development of the communication industry and
promote the transformation of traditional media, we should consider the construction of
professional courses for the specialty of digital media technology under the background
of new engineering, so as to meet the demand for talents of digital media technology
during the transformation of national industry.

2 Content and Development of Digital Media Technology

Digital media technology is based on virtual reality, augmented reality, holographic
image, film and television artistic effects, 3D animation, games, big data, artificial intel-
ligence and other digital technologies, supported by digital, intelligent and networked
technologies; With interdisciplinary knowledge in the humanities, arts and sciences.
These innovative forces directly promote the development of a number of industries,
which is not only reflected in the digital publishing industry, film and television media
industry, game entertainment industry, animation industry and other core industries,
but also driven the AR/VR industry, online education, interactive entertainment and
other emerging industries. And intelligent product design, intelligent living environ-
ment design, intelligent home product manufacturing, tourism and cultural industry,
leisure and health industry and other cross-border fields [2]. Digital media represents the
direction of China’s new round of scientific and technological revolution and industrial
change, and it is also a key field to gain competitive advantage in the future.

3 The Necessity of Training Digital Media Professionals Under
the Background of New Engineering

Facing the rapid development of the information age, digital media graduates should
not only be operators engaged in related majors, but also designers who are proficient in
information communication theory and have strong innovative and creative capabilities.
To carry out the combination of technology and art courses is advantageous to the
digital media graduate for their related work designed andmanufactured to providemore
innovative thinking and creative ideas, becoming an interdisciplinary and compound
talent with strong innovative design ability and practical application ability, break the
barriers of technology and art disciplines, for more complete knowledge system, and
more scientific thinking pattern.

4 New Requirements for Talents Training of Digital Media
Technology Majors Under the Background of New Engineering

The new engineering majors are mainly based on the Internet, as well as the emerging
majors with artificial intelligence as the core. Digital media technology majors fall into



168 D. Lin and L. Xue

this category. For China’s higher education sector, it is the main responsibility to adapt
to the market demand as soon as possible and train digital media professionals to make
up for the huge talent gap in the current industry. The development of the future society
requires high-quality talents with stronger practical, innovative and competitive ability,
but the traditional engineering major can no longer meet this need. This requires new
engineering talents not only to have a deep research in a single subject, but also to have a
broader knowledge, tomeet the characteristics of interdisciplinary integration [6]. Under
the background of new engineering, the cultivation of talents majoring in new media
technology should focus on the following four core qualities, as shown in Fig. 1.

Fig. 1. The quality requirements for the training of digital media technology professionals under
the background of new engineering

The first, quality of interdisciplinary knowledge integration. The second, improve
the ability to solve problems and the comprehensive quality of technological innovation.
The third, quality of project communication management. The fourth, the quality of
humanities and arts accomplishment. Strengthening art education and humanistic liter-
acy is an indispensable need for self-development [3]. Combining technology and art,
communicating with users through visual presentation, will play a leading role in the
follow-up development of future technology and related industries.

The above-mentioned talent training requires students to be able to contact the actual
projects of the enterprise and the rapidly developing industry knowledge. The teaching
of new media technology under the background of new engineering needs to combine
the perspective of advanced technology and artificial intelligence to carry out the project
practice of innovative thinking and establish the practical teaching platform under the
background of new engineering [11].
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5 Teaching Reform Framework of Digital Media Technology
Major Under the Background of New Engineering

In 2018, MIT believes that the current engineering education has entered a period of
acceleration and fundamental change [4]. Digital media discipline is a systematic disci-
pline, and every media project is a systematic engineering. Participants should not only
have rich cultural background and broad thinking, but also need the guarantee of artis-
tic design ability and technical support during the implementation. It mainly includes
courses such as graphic design, 2D and 3D animation, film and television editing, game
design, program design, website construction, APP product design and so on.

The practical teaching framework of digital media technology under the background
of new engineering should focus on the characteristics and objectives of the new engi-
neering. Combined with the new technology, new system and new mode, through the
comprehensive discussion of the core, representation and extension of digitalmedia tech-
nology, characterized by harmony in humanities, technology, and business [5]. Adhere
to application-oriented and practice-oriented talent training, closely combine with local
enterprises, integrate multi-source and interdisciplinary scientific and technological new
knowledge and innovative ideas, and establish a practical teaching system framework
coordinated by diversified platforms [10]. The diversified platform under the new engi-
neering background is mainly composed of professional knowledge teaching, outside
the classroom, course contests, professional training bases, mentor workshops, holiday
practice platforms and staff [13].

The construction of the teaching reform framework of digital media technology
major is the necessary guarantee to realize the seamless connection between colleges
and universities and the requirements of the industry and the needs of enterprises, and
it is also an important mode to improve the comprehensive quality of students majoring
in digital media technology.

6 Discussion on the Teaching Reform of Digital Media Technology
Specialty Under the Background of New Engineering

Under the background of new technology, the digital media need to closely around the
new professional teaching system of engineering, the characteristics of professionalism
and core ability training to students as the center, play the advantages of multiplatform
teaching, let the traditional teaching model of ‘teacher as the instructor’ be transformed
into a practical teaching model in which the ‘teacher is the guide’, where students
explore and learn while playing their subjective initiative. At the same time, students
should be more exposed to the society and understand the needs of enterprises, so as
to promote industry-university-research cooperation in the context of new engineering,
bring technology to the market, and change products with demand [12].

6.1 Discussion on Professional Knowledge Teaching

Professional knowledge of new media technology is a core part of the teaching system.
Because each school for the course design and credit ratio will be different. The main
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core courses of Digital Media Technology are as follows: Introduction to digital media
technology, interactive multimedia website development, 2D dynamic media design and
production, Web new media design and production, virtual interaction implementation,
IOSmobile platform theory and design specifications, After Effect interactive animation
and production, UI design, APP product front-end design training, etc.

6.2 Outside the Classroom Practice Discussion

Extracurricular classrooms are an important platform for the development of profes-
sional extracurricular practice projects [7]. Teaching activities such as after-class expert
lectures, design project sharing sessions, hot spot discussions, special topics, and alumni
sharing sessions are all open, regardless of grade level.

6.3 The Discussion of Course Contests

Course contests can expand students’ scope of knowledge, cultivate students’ think-
ing innovation and practical ability. Students are actively encouraged to participate in
academic competitions to enhance their advantages in employment competition.

6.4 Discussion on Professional Training Bases

Establish a professional training base, emphasizing students’ practical ability and prac-
tical ability [8]. To promote the construction of new disciplines, we should adhere to the
principle of “coming from industry, going to industry”, especially the disciplines with
strong application of digital media technology, and pay more attention to students’ prac-
tice. There are simulated projects and real projects, which can be selected according to
students’ personal interests. Students can complete projects based on the course content.

6.5 Discussion of the Mentor Workshop

Mentor workshop education mode is not only a bridge for students to enter the society,
but also an incubator for production, learning and research. The workshop highlights
the pertinence and practicality of education. In the case of a fixed tutor, students from
different grades participate together, and students are able to work on practical projects
in an orderly manner and collaborate with different team members.

6.6 Discussion on Vacation Practice Platform

The vacation practice platform is a comprehensive management platform for students
to conduct social practice during winter and summer vacation. Each grade will match
the above six teaching modes according to their own needs. Freshman students should
pay attention to the study of professional knowledge. Sophomore students should pay
attention to the development of innovative thinking and application ability. Junior and
senior students should pay attention to the cultivation of comprehensive innovation
ability and project practice ability [9]. As shown in Fig. 2.
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Fig. 2. Practice teaching reform design scheme of each grade

7 Conclusions

For the reform of digital media technology professional education, the implementation
of the new engineering concept needs an innovative and comprehensive view of edu-
cation. Interdisciplinary integration should be used to promote disciplinary innovation,
and cross-disciplinary integration should be used to jointly promote the construction of
practice platforms, with the adaptation to new technologies, new business models and
the development of emerging industries as the main body and core. Keep close contact
with the leading companies in the industry, pay attention to the needs of society and
enterprises, and cultivate talents who can adapt to the new era of industry development.
At the same time, according to the needs of students at different stages, the practical
teaching program of each grade is designed to provide a reference for the subsequent
reform of the professional practice of digital media technology.
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