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1  Introduction

In day-to-day life, taking the benefit of Web 2.0 people uses e-commerce and 
opinion- sharing web applications for information sharing and communication. 
These websites allow the users to share their emotions, attitudes, personal experi-
ences, feeling regarding products and services, and issues related to politics and 
economics. In recent years, the review of some specific products or websites 
increases dramatically. The reverse purchase decision depends on posted opinions 
by various social network users. Spam refers to unsolicited messages that spread 
over the network through emails, and direct messages sent by instant messenger, 
social networks, and various web-based searches depicted in Fig. 11.1. By taking 
the advantage of these services, spammer spreads malicious contents over the net-
work in the form of malware and phishing [1–3]. Initially, spam spreads and is tar-
geted to limited communications like email and instant messaging. But, it effectively 
invaded all media across WWW. Spam email called junk mail spreads through 
unwanted messages or bulk messages with commercial content. Similarly, instant 
message services like Yahoo Messenger and Skype were used by the adversary to 
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spread malicious information directly to annoy users. Using short messaging ser-
vices, mobile-based spammers spread malicious information and infect mobile 
devices. For the promotion of a particular web page or web application, the spam-
mer manipulates the ranking of search engines and some relevant algorithm. In 
another way, using short URL-based services, spammer spreads malicious informa-
tion inside certain blogs and comments over internet services. Social media website 
like YouTube is the appropriate way for spammers to spread malicious videos with 
some pornographic and dating websites. The user comments related to those videos 
are spread over the wired and wireless networks and attract many users to visit [4–
6]. Sometimes, these comments are auto-generated through a bot and invite people 
to surf. Even if the prominent way of communication among different users like 
social network using Cloud and other ways are also affected by spammers to gain 
users’ credentials [7–19].

Recently, spam inevitably in almost all forms of communication and damage 
user’s content including the performance of the network. It represents one of the 
biggest security and system performance problems together with DDoS (Distributed 
Denial of Service) attack [20–22]. Various solutions have been measured to detect 
spammer content and to improve the performance of the network. These solutions 
are well known as anti-spamming techniques or spam combating techniques. While 
a lot of work has been done in the area of malicious content detection based on 
spammer analysis especially web-based, email spam, spam in social networks and 
social media, is not even analyzed. This is because of the uncontrollable structure 
of the social network and flooded content of information. Due to the conductive 
breeding of social network and the large set of user’s activities, it leads to hues 
damage to mankind. According to various surveys by different companies and 
brand protectors, spam content increases rapidly day by day. According to other 
surveys, the growths of spam are rampant. With time, the number of users of social 
media increases according to the user requirement and communication. As spam-
mer content hampers the performance of the user content and communication 
medium is associated with the financial loss that is causing erosion in the user 

Fig. 11.1 Types of spam spread over the Internet
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behavior. All these factors motivate us to work on social media spam and its detec-
tion mechanism.

Due to the unlike behavior of social media platforms based on characteristics, 
detection of the spammer is challenging and multifaceted. A number of approaches 
have been developed by researchers and academicians to fight against social spam-
mers including the protection mechanism inbuilt with social network websites. A 
brief overview of different social spam detection techniques is depicted in Fig. 11.5. 
However, due to the fastest growing social network platforms, the behavior of users 
changed rapidly in the last few years. Anti-spam schemes need a major upheaval to 
extenuate them. In this chapter, we survey various mitigation and detection frame-
works that have been proposed in the last few years to fight against spam in OSNs. 
The rest of the chapter is organized as follows. In Sect. 2, we describe the overview 
of different spam related to OSNs. In Sect. 3, we elaborate on the types of spammer 
and various detection mechanisms. In the next section, i.e., in Sect. 4, we describe a 
literature survey on various spam detection approaches and features of the 
Microblogging platform by which spammers propagate. In Sect. 5, we elaborate on 
various comparative analyses with existing approaches. Finally, in Sects. 6, we dis-
cuss some open issues and challenges related to spammer detection which con-
cludes the chapter.

2  Online Social Network Spamming

Social network spammers spread in various ways such as posting malicious URLs, 
short URLs, fake advertisements for publicity, malware spreading, botnet attack 
through users and systems [23], following unknown users randomly, and some other 
ways to flooded network [24]. Another method of spreading spammer is the genera-
tion of fake reviews of various products and services using machine learning 
approaches [25]. The growth of global spam increases rapidly over the year and 
affects every social platform. Specifically, on Twitter one spam is found in every 20 
tweets and posts. Most of the spammer content can spread automatically using the 
system through a bot [26]. Due to the lack of physical contact between the individu-
als, growth rate of spam increases. Due to these activities, identification of the user 
is under the black box. Evidently, utilizing the social network data without filtering 
the malicious activity for analysis is a wrong pattern for social network users. 
Numerous approaches have been developed by researchers and corporate analysts 
depicted in Sect. 3. However, spammers develop quickly to evade detection systems.

2.1  Types of Spammer and Spreading Techniques

Spammer spreads over the social network based on the features, properties, and 
characteristics of various accounts associated with service providers. Various cate-
gorizations of spammers spread over social networks are depicted in Fig. 11.2.
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• Malicious URLs: Malicious URLs damage the potential of the user’s account 
including computer hardware. Some of the malicious URLs spread through a 
social network (Twitter) are checked by the service provider itself depicted in 
Fig. 11.3. Malicious URLs spread through various blogs, tweets, posts, direct 
message services, and many more ways on the social network platform.

• Fake profiles: Adversaries create fake profiles in online social networks to gather 
confidential information of the user and for some financial benefits. The fake 
profiles are created on the same platform or on a different platform by collecting 
user information. The basic objectives of creating fake accounts are to humiliate 
people over the network and collecting user’s credentials from unknown users. 
Sometimes fake accounts are created to do some fun or some nuisance work.

• Bulk posting or submission: Bulk submission is also called the bombing of bulk 
spam messages. Through these activities, people attract other users toward their 
accounts. Sometimes people behave like trustworthy customers and spreads 
malicious bulk posts over the network. Bulk message contents are similar in 
nature, i.e., same messages posted many times in equal intervals of time. People 

Fig. 11.2 Various categories of social spammer
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use certain message spreading tools for spreading bulk posting automatically 
without user intervention as shown in Fig. 11.4.

• Fraudulent comments: Without knowing the specification of any product and its 
advantages, people review and claim that the product is good or bad. By this 
process, the product is highlighted as a good or bad product on social media. 
With the help of these services, people highlighted their comments and products 
over the network. Various other forms of social spam include special characters 
inside comments, harassing news, various threats, and profane words in com-
ments and reviews.

• Spammer through social bot: Bot-based spammer spreading is a new approach 
by the adversaries in the social network. Bots are created by spammers and 
spread over the network using message services like Facebook messaging. Some 
bots are user created and some are system generated. The system-generated bots 
are spread through certain software.

• Malware-based spammer: Malware is a delivery vehicle for a spammer in a 
social network platform. Malicious software spread spammers using various 
tools and services. Some malware is spread through URLs, fraudulent links, and 
some new approaches in the network.

Fig. 11.3 Malicious URLs in Twitter
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• Clickjacking: In these spamming techniques, the attacker tries to redirect the 
users from one page to another by clicking on a link or a blog. When the user 
visits any blog or clicks on that blog to see the details, the page redirects to some 
malicious site and malware is downloaded automatically or blocks certain 
services.

• Update or download malicious browser extension: Malicious software down-
loaded in the computer via a browser extension. The malicious browser exten-
sions are automatically downloaded without the user’s notice and activate some 
malfunctions in the system. These sorts of services spread through some blogs, 
reviews with links, advertisements, etc.

• SQL injection: In this type of spammer spreading technique, the user changes the 
source code of the original content and added some malicious content to behave 
differently. These techniques spread rapidly over the network in various web 

Fig. 11.4 Bulk posting of tweets on Twitter
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applications, social networking sites, Microblogging sites, and review-related 
blogs. The overview of various spammers and their spreading methods is depicted 
in Table 11.1.

2.2  Detection Methods

The detection of social spam content is difficult to identify due to its hidden nature. 
Spammer spreads through the social platform over other services like the post, mes-
sages, tweets, videos, advertisements, and through direct communications. In [27], 
authors describe the concept of social spam and state that social spammers are dif-
ferent from other spammers due to their spreading method. They also describe some 
characteristics of various websites and develop a spam detector model to analyze 
spam and delete those spam from various websites. The author also identifies and 
analyzes various combating strategies to detect and identify spam. The authors cat-
egorize the spam detection framework into various groups like (1) Identification of 
spam and removal of the spam content at the same time. (2) Detection of spam and 
decrease its ranking so that it will not affect the content in the future. (3) Prevention 
method that protects the user accounts from various threats by blocking spammers. 
Several approaches based on the above categories are discussed by the authors. 
Authors in [28] described the concept of spammer detection including their own 

Table 11.1 Types of spam and spreading techniques

Types of spam

Spreading 
technique

Email 
based

Instant 
message 
based

News 
group 
based

Search 
engine 
based

Blog 
based

Video 
based

Social 
network 
based

Online 
game 
based

Through 
internet 
telephony

Malicious 
link

✓ ✓ ✓ ✓ ✓ ✓

Fake profile ✓ ✓ ✓ ✓ ✓ ✓
Bulk 
messaging

✓ ✓ ✓ ✓ ✓ ✓

Fraudulent 
comment/
review

✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Clickjacking ✓ ✓ ✓ ✓ ✓ ✓ ✓
Browser 
extension

✓ ✓ ✓ ✓ ✓ ✓ ✓

Shorten 
URLs

✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

SQL 
injection
(XSS)

✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Social bot ✓ ✓ ✓ ✓ ✓ ✓ ✓
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approach by analyzing temporal evaluation patterns. In this evaluation, pattern 
authors proposed a dynamic measure to analyze the user’s activity and behavior to 
quantify the user’s behavior. Various methods of spam detection by various research-
ers are described in Sect. 3 with different types and their uses.

3  Literature Review

Classification of the spammer in the social network is a big challenge in the network 
era due to its epidemic nature. Therefore, to classify the various detection approaches 
for spammers, we used the analysis of existing categorization including some new 
ideas depicted in Fig. 11.5. The overall classification of spam detection framework 
is classified into three different groups called syntax-based, profile feature-based, 
and blacklisted profile based on uses.

Fig. 11.5 Various spam detection methods
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In this section, we analyze various spam detection methods based on various 
syntax analyses. Various posts are collected from different social platforms based on 
the shared content and data collection module. By analyzing the post based on the 
various features, suspicious posts are collected. Using a supervised learning 
approach, training set and test set modules are created for operations. By analyzing 
the training set and test set classification, problems are defined and solutions to 
these problems are generated as spam or non-spam.

3.1  Analysis Based on Key Segments

First, in this literature, we discuss the analysis of spammer detection based on key 
segments. Various researchers use key segment methods to detect spammers in 
social network platforms as follows. Detection of spammers by analyzing shorten 
URLs is the prominent method used by researchers. Some of the Microblogging 
sites like Twitter limit the number of characters up to 40 for every tweet. To reduce 
the content into a limited view, various software and algorithms are used by prepro-
cessing the contents [29].

 URL-Based Analysis

Some of the Microblogging sites like Twitter limit the number of characters up to 40 
for every tweet. To reduce the content into a limited view, various software and 
algorithms are used for preprocessing the contents [29]. Shortened URLs hide the 
malicious link that spread spam messages and the original meaning of the content. 
Therefore, shortening the URLs is a major key segment for analysis. By detecting 
spammers based on the key segment, the author in [30] develop an identifier. For 
example, shortened URLs like bit.ly are detected. They calculate the percentage of 
spammer and non-spammer content used for shortening the URLs. To discriminate 
between the spammer and non-spammer, they use some division method. If the divi-
sion value is greater than one, it means the activity is related to the spammer cate-
gory. Many other methods are also used to duplicate the URLs and classify various 
posts. Using this method, tweets and accounts related to tweets are clustered into 
different categories based on the shared URLs. The authors in [27], describe the 
clustering of the related tweets based on textual content and shortened URLs for 
better identification of spammers. Based on the URLs shared by the users, the 
authors in [28] linked all the accounts and formed a cluster for better analysis and 
identification. After exposure of various Twitter campaigns using URL-based meth-
ods, some new algorithms are employed based on a machine learning approach to 
distinguish spammer contents from regular tweets. All these traditional algorithms 
are based on statistical feature analysis extracted from different user profiles [28, 
31]. The author also uses Shannon’s information theory and computes the entropy 
using the URLs attached in the tweets. Based on the above analysis, the similarity 
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indexed was also calculated and the interval between the tweets computed. Based 
on the various tweets, a common graph was constructed using the selected similar-
ity index (threshold). Various features are extracted from the URLs like lexical attri-
butes, page content, and domain hosting properties for analyzing spammer activity 
[32, 33]. The authors in [34] use various features related to IP addresses for analyz-
ing spammer contents. Most of the detection techniques are mixed together for bet-
ter performance to detect spammer content online. The analysis by the authors in 
[34, 35] also describes that every analysis of spam based on the URLs included 
analysis of shortened URLs. Based on the analysis by the author in [30], the likeli-
hood ratio of the shorteners is studied. According to them, they found 77% of spam 
content accounts in Twitter that are suspended within a single day of their creation. 
The author in [27] proposed a spam campaign that controlled around 145,000 
accounts involved in spreading spam messages in the form of URLs. They collected 
various features from Twitter accounts like URL redirects, reputation of the account, 
posting contents, and user account information for their analysis of spam campaigns 
with the help of Twitter streaming API [36]. We also elaborate on the various advan-
tages and disadvantages of the URL-based analysis. Due to the tweet limit by the 
service provider, malicious users spread malicious URLs to gather personal infor-
mation of the user and harass the people over the net. So those contents are included 
with URLs that should be analyzed for detecting spammer activity in Twitter by 
various authors. Moreover, the URL-based analysis faced inaccuracy due to short-
ening of URL features. Various algorithms and reverse engineering principles are 
applied for changing the shorten URLs to original URLs. In addition to the advan-
tages, various disadvantages are reported by the authors to detect spammer contents 
based on URL analysis. The main disadvantages related to the URL-based analysis 
are the fast rate of processing and autorun principle used by the malicious users.

 Analysis Based on Pattern or Keyword

To analyze spammer content in tweets, keyword and user name methods also be 
used by the researchers. But the implementation of this method is very straightfor-
ward and intuitive. However, based on our analysis only some researchers work 
under this category to detect spammer content in social networks in 2009 and 2010. 
The authors in [37] develop an algorithm to detect spam by detecting keywords and 
matching the user name. Based on the assumption by the author, the account or the 
user name combined with letter and numbers have more chance as a spammer 
account. The tweets spread by the spammer refer to the unsolicited message by 
manipulating some accounts automatically informal pattern. Also, the author ana-
lyzes that the tweets that contain misleading words are more likely from spam 
accounts. The author in [38] also applied the same principle in 2010 on the Facebook 
platform. Searching the pattern in the form of malicious content in Facebook and 
Twitter with the principle of patterns or keywords is a challenging task. The URLs 
like “click here” are the best example. In practice, both the techniques, i.e., 
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keyword- based and user name-based are applied together for proper analysis of the 
content and that will also be helpful for shortening URLs. The collection of various 
information and features are the most important identities for detecting spam con-
tent over the social network. Using various social engineering methods, spamming 
activities in various profiles and social networks can easily avoid the usage of user 
patterns and keywords.

3.2  Based on Tweet Content

In this section, we discuss the detection of spam content by analyzing various tweet 
contents posted by users over the network. Because spammer spreads easily over 
the network using various contents like the bulk of words, fraudulent tweets, and 
other posted information. We discuss the various methods by which the textual con-
tent of tweets can spread. These methods are TF–IDF (Term Frequency–Inverse 
Document Frequency), Bag of words, and sparse learning and are discussed below.

 TF–IDF-Based Analysis

This method of analysis is the most popular technique to eradicate the meaning of 
various tweets. Various authors who worked in this area are listed as follows. In 
[39–41], authors use the TF–IDF principle to analyze various tweets to detect mali-
cious contents as spam. Basically, TF–IDF is used to extract text from various posts 
to identify the context interns of weight [42]. Based on the research in [42], the 
author in [41] designs a metric to measure the correlation between the tweets in 
each pair of accounts. The author in [39] also applied the same principle used by the 
author in [42] to identify the similarity index using the vector space model. By this 
analysis, the author identifies that the similarity index of legitimate was stronger as 
compared to spamming one. The TF–IDF-based search first identifies the duplicate 
tweets posted by the spammer account over the social network platform. The Twitter 
campaign by the sender is classified into spam and non-spam campaign based on the 
content reviewed and identified. Based on the vector space model, all the content 
detected through TF–IDF is processed and evaluated for the best output. As far as 
performance is concerned, the author in [39] compared eight different machine 
learning algorithms and found RF (Random Forest) outperformed. As far as features 
are concerned, the similarity index generated by the TF–IDF technique ranked ninth 
with an accuracy of 72.3% in random forest classifier. Moreover, the author in [41] 
combined both tweet content and social relationship and calculated malicious scores 
between an individual account and its following. The proposed method by the 
author in [41] called CIA performs better as compared to others and identified 13 
more spammers.

11 Spammer Detection Approaches in Online Social Network (OSNs): A Survey
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 Based on Bag of Words

Before training a classifier for classification, the bag of words based method works 
for the representation of text by preprocessing. Various works have been imple-
mented by various authors based on a bag of words. The method proposed by the 
authors in [43] using bag of words in TF–IDF techniques as the weighted algorithm 
to represent vectors. Meanwhile, the basic principle of this algorithm is widely 
adopted through Bayesian algorithm to pick up words from various paragraphs or 
posts. Basically, this technique is used to measure statistical analysis like content 
similarity or classifies the text directly based on their nature or behavior. Feature 
extractions through bag of word methods are based on text analysis. By this process, 
various punctuations, lowercasing every character in the sentence or in a tweet, and 
tokenizing each word can be done through TF–IDF converter converts into texts 
[43]. For detection of spammer content on tweets and in other posts, these features 
work individually. Also, these features are associated with other features to work in 
the detection process of spam. The basic principle of bag of words is also used in 
Bayesian classifiers called CRM114 [44]. According to the authors in [45], bag of 
word method is basically used to detect email spam due to simple and easy imple-
mentation. In practice, a bag of words combines other features in social network 
account to detect spammer and their relationship. Simply, only the bag of words 
method cannot give a suitable solution as like other services. As an example, 
Bayesian classifier includes tweet descriptions without using any account 
information.

 Based on Sparse Learning

Due to the high-dimensional feature vector generated by the traditional spammer 
detection method based on n-gram and bag of words, the authors in [46, 47] pro-
posed a sparse representation method. This method represents key phrases or words 
instead of total sentences. The method was applied by the author in [48] to a non-
negative matrix factorization model (NMF). This model is used for the representa-
tion of lower dimensional feature vectors. Then, an optimization technique is 
applied to transfer the text from the next level to the topic level. Due to the shrunk 
length, features are more representative and make some clusters for better identifi-
cation of spam. Compared to other models, sparse learning method performs best 
using the five cross-validation techniques. As a result, this model gives better 
accuracy.

S. R. Sahoo et al.
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3.3  Analysis Based on Features

In this section, we analyze various spam detection methodologies and frameworks 
based on the feature analysis. We divide the total features into three different cate-
gories called features based on posted information, profile information, and user 
behavior as depicted in Fig. 11.6. Also, all three categories are coming under broad 
broad groups.

 Based on the Posted Information

Various methods that are based on posts related to social network platforms must 
work with combined features from all categories for analyzing spammer content in 
social network platforms. Basically, spammers always spread through social engi-
neering techniques. So the posted information in the social network as text should 
be analyzed for spammer detection. Information related to the post and its features 
is depicted in Fig. 11.7.

The author analyzes that the spammer spread more posts as compared to other 
users in social network platforms [49]. According to the authors in [50], based on 
cumulative distribution function point, it was reported that spammers usually spread 
spam content through hashtags, URLs, and spam words within text messages. Also, 
spammer uses more text size as compared to normal posts [51]. The various features 
used to detect spammer content in social network platforms are very useful for 
analysis. Various features are used for spammer detection in social network plat-
forms depicted in the above figure. Based on the statistical feature analysis, it per-
forms well as compared to other methods of feature section. According to the 
analysis report by the authors in [51], the F-measure score is as high as 93.6% by 
Random forest classifier. Also, the author analyzes the same using six different clas-
sification techniques. Wan et al., 2010 developed a Bayesian network-based method 

Based on neighborhood

Spam analysis based on features

Social GraphStatistic information

Profile Information

Behavioral Information

Posted Information
Based on Graph

Fig. 11.6 Various categories of features
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that achieves nearly about 90% TP rate. The author in [52] analyzes the behavior of 
the account through URL analysis that is embedded in text messages in different 
social networks like Facebook and Twitter. The authors use decision tree classifiers 
in [53] using various features to analyze spam content in Facebook. The main objec-
tive of the author is to identify the messages that include URLs, hyperlinks, and 
hashtags. The author in [54] focuses on five various valuable content related to 
Twitter accounts like content filtering, scalability, proper decision-making, ability 
to retain the model with new content, and independent of text model developed for 
detecting spammers in social contents. The most important factor of this model is, 
it works on the real-time and content filtering option within a short time period. Lee 
et al. [55] proposed an approach based on various classifications by deploying social 
honeypots in the network and various user profile features for analysis.

 Based on Profile Information

There are also some techniques used by the researchers to identify spammer con-
tents in social network platforms using profile-based feature analysis. According to 
the authors in [56], the number of followers and followings of spammer account is 

Fig. 11.7 Various features associated with each category
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much larger compared to other users. Also, the author analyzes that the life cycle of 
spammer users is less as compared to legitimate users in social network platforms. 
Some of the researchers also analyze spammer content by combining all features 
into account. According to the authors in [57], the reputation of the spammer is 
either very low or very high. But the reputation of the legitimate users lies between 
30% and 95%. Similar activities found by the authors in [58] were implemented 
through the Facebook platform. They achieved 98.7% as a true positive rate with 
1.4% as a false positive rate. Also, the authors in [50] implemented the same through 
support vector machine classifier to classify spammer and non-spammer content in 
Facebook with an 87.2% detection rate. By identifying suspected accounts on 
Twitter, the author analyzes the activity of the user for detecting spam content [59]. 
The authors in [60] investigating the deceptive information in Twitter spam by ana-
lyzing both public and private information of the user through various features 
analysis.

 Based on the Behavior of the Account

Based on the behavior and campaign in social network platform, various authors 
analyze the spammer activity. Based on the similarity index generated through fea-
ture analysis, authors grouped various spam activities into a cluster of accounts 
[46–48]. The author in [61] analyzes the behavior of various accounts and the inter-
val between the tweets spread by the user for detecting spammer account. By con-
sidering various features and generating content self-similarity scores, the author in 
[61] analyzes that the spammer embedded some text templates and post similar 
content over the network. As far as detection rate is concerned, Zhang et al. 2016 
measure 88% as F1 score and more than 90% as precision value.

3.4  Analysis Based on Graph

Analysis of spammer content in various social network platforms based on the 
social graph is a major challenge by the researchers. The overall detection method 
is implemented using various features associated with the follower and following 
activities of the user. Based on the follower and following of user graph-based 
method categorized into two different groups called graph-based method and neigh-
borhood methods. Each node in the social graph-based method represents an 
account with in-degree and out-degree nodes. The in-degree of a node denotes fol-
lowers and the out-degree node is called followings [46, 47]. The authors in [47] 
analyze the behavior of the account through graph structures and the features asso-
ciated with the account, i.e., graph density, reciprocity, and shortest path. Another 
researcher in [62] analyzes the BC (Betweenness centrality) values to identify the 
activity and association of the account. In recent years, neighborhood methods for 
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detecting social network spam is the main concern. Based on this method, various 
features associated with the accounts are collected for spammer analysis. According 
to the author [62], neighbor accounts are affected by the spammer over social net-
work platforms. The information related to the posted content can be identified by 
the follower or followings account.

4  Comparative Analysis

Comparative analysis of various methods used by the authors for detecting spam-
mer content in social network platforms was depicted in Table 11.2.

5  Open Issues and Challenges

In this survey, we have discussed various methods and techniques for detecting 
spammer content in social network platforms. As we can see from various methods, 
the majority of the analysis mainly depends on the machine learning platform. 
Among all these techniques, the major differences are identified based on the 
method and feature selections. Our literature survey reviewed various methods and 
techniques for identifying spammer content in social network platforms. Also, there 
are several open issues and challenges for existing methods. We identified and pres-
ent some of the open issues in this section. First, the collection of the real dataset is 
a challenging task. Real-time datasets are required for better analysis of spammers. 
Second, labeling the dataset manually is too difficult. So, the proper methodology 
should be applied for labeling raw data into the labeled dataset. Third, both public 
and private information are required for better analysis of spammer and account 
related to spammer category. Fourth, proper classification techniques are applied for 
better decision-making. Finally, fabrication of the data is used to train and test the 
appropriate model and is easy to manipulate from time to time.

6  Conclusion

In this chapter, we review the various state of arts related to spammer detection in 
social network platforms. We first categorize the type of spam spread through the 
social network by the spammer user. We further carried out the spammer detection 
techniques with thepros and cons of every method and also the comparative analysis 
of existing approaches. It was found that the spammers are spread through social 
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Table 11.2 Comparative analysis of various spam detection framework based on their features used

Authors Title Technique used Feature analysis
Accuracy 
(%) Pros and cons

Aslan et al. 
[63]

Automatic 
detection of 
cybersecurity- 
related accounts 
on online social 
networks

Machine 
learning-based 
classifiers with 
prototypical 
words

User-based and 
behavioral 
features for 
analysis

97.17 Better accuracy 
compared to 
other methods

Sohrabi 
et al. [64]

A feature 
selection 
approach to 
detect spam in 
the Facebook 
social network

PSO-based 
hybrid method 
for spam 
analysis

Optimization- 
based feature 
selection

91.20 Extraction of 
features from 
various profiles 
but less 
number of 
features for 
analysis

Singh et al., 
2018 [65]

Who is who on 
twitter—
Spammer, fake, 
or compromised 
account? A tool 
to reveal true 
identity in real 
time

Various machine 
learning 
approaches with 
feature selection 
methods

Feature related 
to pornographic 
contents

92.1 Less number of 
feature 
selection with 
manual 
selection 
process

Erwin et al. 
[66]

Detecting 
Indonesian 
spammer on 
Twitter

SVM and other 
machine 
learning 
approaches

User behavior 
and post content 
features

93.67 Manual 
selection of 
features but 
detection rate 
measures better 
performance in 
terms of 
accuracy

Bindu et al. 
[67]

Discovering 
spammer 
communities on 
Twitter

Graph-based 
approaches 
including 
machine 
learning-based 
analyzer

Community- 
based features 
including 
structural 
characteristics

86.7 Cluster-based 
approach need 
more features 
for analysis

Gupta et al. 
[4]

Collective 
classification of 
spam 
campaigners on 
Twitter: A 
hierarchical 
meta-path-based 
approach

Hierarchical 
meta-path 
detection 
mechanism for 
analysis

User-based and 
behavioral- 
based features 
for analysis

67.3 Detection rate 
is very low but 
hierarchical 
method gives 
better direction 
for detection of 
spam

(continued)
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Table 11.2 (continued)

Authors Title Technique used Feature analysis
Accuracy 
(%) Pros and cons

Chu et al. 
[27]

Detecting social 
spam campaigns 
on Twitter. In: 
International 
conference on 
applied 
cryptography and 
network security

Clustering the 
related tweets 
based on textual 
content and 
shortened URLs 
for better 
identification of 
spammers

Features related 
to shortening 
the URLs and 
textual content 
features

87 URLs cannot 
be detected for 
spam content 
with better 
accuracy

Yardi et al. 
[36]

Detecting spam 
in a Twitter 
network

Analysis based 
on patterns and 
keywords

User behavior- 
based features 
for spam 
content analysis 
in Twitter

91 Pattern-based 
detection 
system is 
appropriate but 
the keyword- 
based method 
is not suitable 
for larger 
dataset

Benevenuto 
et al. [50]

Detecting 
spammers on 
Twitter. In: 
Collaboration, 
electronic 
messaging, 
anti-abuse, and 
spam conference

Cumulative 
distribution 
function point 
was reported 
that spammers 
usually spread 
spam content 
through hashtags 
and URLs

Features related 
to URLs and 
hashtags

– Only 
URL-based 
features cannot 
be detected for 
spam content 
with better 
accuracy

Chen et al. 
[51]

Six million spam 
tweets: A large 
ground truth for 
timely Twitter 
spam detection

Random 
forest-based 
classification in 
machine 
learning 
environment

Features related 
to the Tweets 
and posted 
information, 
i.e., content- 
based features

93.6 Only 
content-based 
features are not 
sufficient for 
analysis

Ahmed 
et al. [58]

A generic 
statistical 
approach for 
spam detection 
in online social 
networks

Finding 
reputation of the 
spammer as 
either very low 
or very high. 
But, the 
reputation of the 
legitimate users 
lies between 
30% and 95%

User profile 
features are 
used for 
analysis

98.7 Reputation of 
the user cannot 
be identified 
through profile 
features 
analysis

(continued)
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network contents and that can be detected through various methodologies including 
futures related to user account and post. Finally, we made a brief summary and dis-
cussed some open issues related to social network spam detection. We hope this 
survey helps a lot to the researchers and the users who participated in the networks 
for sharing information like Facebook, Twitter, Instagram, etc.
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