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Abstract Data interoperability is a fundamental dimension in enterprise interop-
erability. The interoperability of data is concerned with exchanging information
coming fromheterogeneous sources among different partners. Under the Industry 4.0
context, Internet of Things (IoT) technology has been widely implemented in manu-
facturing factories which enables the concept of smart factory. The huge amount
of Industrial IoT (IIoT) devices are generating large volume of data related to all
aspects of the enterprise. The free exchange of these big IIoT data is crucial to enter-
prise interoperability. However, in practice, the overwhelming part of the industrial
data remains siloed preventing the full use of the big IIoT data. Concerns about
data security and privacy bring more obstacles to industrial data sharing. With the
decentralized and consensus-driven characteristics, distributed ledger technologies
(DLT), represented by blockchain, provide reliable solutions to improving enterprise
interoperability. This paper explores the application of IOTA in IIoT data exchange.
IOTA is a tangle-based distributed ledger designed specifically for the IoT applica-
tions. A prototype data exchange system is developed based on IOTA and its data
communication protocol, masked authenticated messaging (MAM), to demonstrate
the feasibility of the proposed approach.

Keywords Data interoperability · Industrial IoT · Distributed ledger
technologies · Blockchain · IOTA tangle ·Masked authenticated message

1 Introduction

For a modern enterprise, the ability to interoperate with partners from inside or
outside is not only a quality and advantage for gaining competitiveness in the market
but also becoming a question of survival [1]. According to the definition of IEEE [2],
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“interoperability” means the ability for two (or more) systems or components to
exchange information and to use the information that has been exchanged. IDEAS
defined “enterprise interoperability” as the ability of interaction between enterprises
which is achieved if the interaction can, at least, take place at three levels: data,
application, and business process [3]. Enterprise interoperability makes possible of
two or more enterprises (of the same organization or from different organizations and
irrespective of their location) with the ability of exchanging or sharing information
(wherever it is and at any time) and using functionality of one another in a distributed
and heterogeneous environment [4].

The interoperations among enterprises can happen from various levels such as
data interoperation, service or organization interoperation, information system (IS)
or IT application interoperation, processes interoperation, and business interoper-
ation [4, 5]. They either concern the internal business processes and services of a
given enterprise or cross-organizational business processes spanning partner compa-
nies or flowing across enterprise networks. The various viewpoints of enterprise
interoperations are as shown in Fig. 1 which is adapted from previous studies [4, 5].

Data interoperability is the fundamental dimension for achieving higher level and
enterprise interoperability. With the wide deployment of IIoT devices, huge amount
of data related to different aspects of an enterprise have been generated everymoment.
The efficient interoperation of these IIoT data is crucial to implement the concept of
smart factory. However, in practical applications, there are many barriers preventing
successful data interoperability among enterprises such as different semantics and
syntax to represent information, different database technologies, and strict data
management policies.

Concerns about data security/privacy issues aremakingdata protection regulations
stricter. For instance, the European Union published the General Data Protection
Regulation (GDPR) [6] to protect private datawhichwill further impede data sharing.
The absence of certified authenticity and auditmechanismsduringdata exchangemay
also make data owners hesitate to share data freely. Different type of attacks, such as

Fig. 1 Enterprise interoperation levels (based on previous studies [4, 5])
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“man-in-the-middle” attacks and data tampering, can also occur when sharing data
using traditional protocols and databases [7]. For industrial application scenarios, the
IIoT data are usually with high frequency and require real-time exchange. Therefore,
the exchange process needs to be very cheap or even totally free, which is difficult
to realize using traditional technologies [8].

To address above-mentioned concerns, innovativemethods are needed to establish
data access policies among arbitrary parties, accommodating new participants and
request types dynamically [9]. The repaid development of distributed ledger tech-
nologies (DLT) provides a possible solution to this challenge. A distributed ledger
is a distributed database, maintained by a consensus protocol run by nodes in a peer-
to-peer network without any central administrator [10]. Blockchain has been one
of the most popular DLT in recent years due to the success of cryptocurrencies in
financial field like Bitcoin [11]. Blockchain technology has been applied to variety
of domains and gained mainstream attention due to some unique features, such as
decentralized control, high anonymity, and distributed consensus mechanisms [12–
14]. The adoption of blockchain in a data sharing system could enable better data
control and makes possible of fine-grained tracking of different data usages [15].

Although many studies and projects have proved the practical value of blockchain
technologies like cryptographic currencies [11] and smart contracts [16], these
protocols still have various limitations that make them inadequate for IIoT data
sharing.

• Scalability Transaction rate, i.e., the number of transactions processed per second
over the whole network of a blockchain has an inherent limit, because all transac-
tions must be attached to the longest chain causing the “blockchain bottleneck”
issue [17]. For example, it has to wait up to six blocks for a transaction to be
approved before reaching a high level of confidence on the Bitcoin network [15,
18]. The transaction rate of Bitcoin protocol has been lower than six transactions
per second in the whole network during most of the time in the year 2019 [19].
Similarly, the Ethereum protocol processed about ten transactions per second
across the entire network even after the upgrade in 2019 [20]. This low trans-
action rate is far away the requirements of industrial machine-to-machine data
exchange scenarios.

• Transaction Fees The transaction fees, no matter the value of the transaction
itself, is anothermain drawbackwhen applying blockchain in industrial scenarios.
For example, the Bitcoin protocol requires a fee that may exceed $0.30 for each
transaction according to the latest statistics [21]. Currently, it is impossible to
remove these fees in the blockchain platform as they provide motivations for
the creators of blocks [22]. These high transaction fees make no sense for the
high-frequency data exchange in IIoT environment. It is highly possible that the
transaction fee is higher than the value being transferred which makes no sense.

• CentralizationBlockchain is designed to be decentralized, but a lot of computing
power is required to create blocks. In practical, large part of the mining power
has been controlled by somemining pools making blockchain centralized to some
extent. The latest statistic shows that the seven largest mining pools control 77.1%
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of the of the network’s mining power (F2Pool 17.3%, Poolin 15.1% BTC.com
13.8%, AntPool 9.7%, ViaBTC 7.4%, BTC.TOP 6.3%, SlushPool 4.3%, BitFury
3.2%) [23].

• Vulnerable to Quantum attack Quantum computing, although still a hypo-
thetical construct currently, has been proved feasible. A quantum computer is
supposed to be supper efficient for solving problems that depend on trial and
error to find a solution [22]. Blockchains that are based on proof-of-work, such as
Bitcoin, are vulnerable to quantum computing attacks. Theoretically, a quantum
computer could be billions of times more efficient than a classical computer when
mining the Bitcoin blocks [24], which would enable it to control over 51% of
computing power of the whole network and possible to breakdown the entire
network.

In order to take the advantages of Blockchain technology and meanwhile over-
come the above-mentioned limitations, a new DLT is needed. In this paper, we adopt
a tangle-based DLT paradigm which is designed specifically for the IoT industry,
named IOTA, to facilitate the IIoT data exchange among different stakeholders.

The rest of this paper is organized as follows. Section 2 introduces the method-
ology we used. An application framework is developed, and some main enabling
technologies are explained. A prototype system is demonstrated, and an exemplary
experiment is conducted in Sect. 3. The conclusion of this paper and the future work
are introduced in Sect. 4.

2 Methodology

The efficient data interoperation among different IoT environments require frequent
and automatic machine-to-machine data exchange system. Conventional blockchain
protocols like Bitcoin blockchain and Ethereum smart contract cannot fulfill the
requirements of IIoT data interoperation scenarios due to the limitations mentioned
in previous sections.

In this paper, we utilized a tangle-based DLT protocol which is specifically
designed for the industrial data exchange scenarios, named IOTA. It succeeds the
advantages of blockchain and at the meantime overcomes some of its fundamental
limitations [25]. The tangle uses a directed acyclic graph (DAG) for storing transac-
tions instead of sequential blocks. To issue a new transaction in the tangle, users must
perform a small amount of computational work to approve two previous transactions,
and this new transaction will be validated by some subsequent transactions [22]. This
structure allows high scalability as more transactions joined in the tangle, the faster
transactions can be approved.Moreover, financial rewards can be eliminated owing to
the unique validation method enabling completely fee-free transactions with IOTA.
This is extremely important for IIoT data interoperability. Furthermore, no miners
exist in IOTA tangle; therefore, it is truly decentralized.
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Fig. 2 Intra-enterprise and inter-enterprise IIoTdata exchange framework based on the IOTA tangle
and MAM protocol

As shown in Fig. 2, a framework for intra-enterprise and inter-enterprise IIoT
data interoperation is proposed based on the IOTA tangle and some relevant enabling
technologies. In this framework, IIoT data are interchanged between data publishers
and data subscribers. Any device with basic computing capability and access to the
internet, like a computer, a smartphone, single-board computer, or any IoT device
connected to a gateway, can be a data publisher or subscriber. A data publisher or
subscriber can be from inside an enterprise for intra-enterprise interoperation, or from
another enterprise for inter-enterprise interoperation. A data publisher can publish
different kind of data to the tangle using different encryption and privacy protocols,
which will be explained in the following section. The data are published in their
own channels, and each channel has an address. The subscribers of a data channel
will receive the new published data. The published data could be encrypted in which
case an extra decryption key will be required to decrypt the received message. In
the tangle, the data publishing and receiving are processed through IOTA nodes.
A node can be a computer or server connected to the IOTA network. Users could
configure their own local nodes or use public nodes. A user can be a data publisher
or a subscriber or both at the same time.

Another key-enabling tool for the proposed framework is a data communica-
tion protocol of IOTA, named masked authenticated messaging (MAM). It supports
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publishing and receiving an encrypted data stream over the tangle regardless of the
size or cost of device [26]. MAM uses channels for data distribution which works
similar to the radio broadcasting. Data publishers can create a channel with a unique
address and publish amessage at any time. In order to spread themessage through the
network and prevent spamming, the node publishing the message needs to conduct
a small amount of proof-of-work. The users who are interested in this message
can subscribe this channel with the address and receive the message. Merkle hash
tree (MHT) is adopted as the signature scheme in the MAM protocol to encrypt the
message [26]. The address of a channel is the root of this MHTwhich itself is created
using the unique identification of the user. More details about the signature scheme
have been introduced in our previous work [27].

MAM supports three privacy and encryption modes, i.e., public, restricted, and
private, to control the access to a channel [26]. In public mode, the root of the
MHT is used directly as the address of the MAM channel and the key to decode the
message. Any user who knows the address, even randomly, will be able to decode
and consume the message. In private mode, the hash of the MHT root is used as
the address of the channel, while the message is encrypted using the root. In this
mode, only the publisher can decode and consume the message. In restricted mode,
an authorization key is added based on private mode. The address of the channel is
the hash of the key and the root. In this mode, subscribers of the channel can receive
the encrypted message with the channel address and decrypt it with the authorization
key. The restricted mode is the most commonly used for IIoT data exchange because
it enables a message publisher to revoke access to future messages from subscribers
by changing the authorization key without changing the channel address.

3 Prototype and Experiment

In order to verify the feasibility of the proposed framework and explore the imple-
mentation process in reality, a prototype system has been developed. The MAM-
enabled data publishing and receiving functionswere realized based on the JavaScript
library provided by the IOTA foundation (https://github.com/iotaledger/mam.cli
ent.js) which is open available.More technical details about publishing and receiving
data over the tangle using MAM are introduced in our previous work [27], and the
complete JavaScript codes are available online and ready to be reused (https://github.
com/zhengxiaochen/iota_mam_data_sharing).

A series of experiments have been conducted using the prototype system to publish
and receive sensor data collected from different IIoT devices. For example, one of the
experiments focused on the environmental quality data interoperation within a steel
manufacturing factory. Figures 3 and 4 show two examples of published messages
using public and restricted MAMmode, respectively. In public mode, the address of
the message (second line) is the same as theMHT root (first line), as shown in Fig. 3;
while in restricted mode, the message address is the hash of the MHT root, which is
different from the address, as shown in Fig. 4. Data consumers must know both the

https://github.com/iotaledger/mam.client.js
https://github.com/zhengxiaochen/iota_mam_data_sharing
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Fig. 3 Sensor data published to the tangle with public MAM mode

Fig. 4 Sensor data published to the tangle with restricted MAM mode

address to receive the message and the authorization key to decrypt it in restricted
mode. If the publisher wants to withdraw the authorization in the future, it can change
the authorization key at any time to the new published messages; by doing this, the
subscribers without the new authorization key will not be able to decrypt the new
message which means they will also lose the access to the future ones. This feature
provides the data publisher with granular control over the shared data, which could
bring great benefits to the IIoT data exchange and make IOTA distributed ledger
outperform traditional block-based ledgers.

4 Discussion

This paper proposed a novel IIoT data interoperation framework utilizing the
emerging distributed ledger technology. After analyzing the advantages and limi-
tations of traditional block-based ledgers, we introduced the tangle-based IOTA
distributed ledger to address the concerns of enterprise about data security/privacy
and the lack of ensured authenticity/audit trails. Designed specifically for the IoT
industry, IOTA could provide a scalable, lightweight, and zero-fee secure commu-
nication and transaction protocol for IIoT interoperation. A prototype system was
developed under the proposed framework to demonstrate the implementation process
in practice and to verify the feasibility of the proposed method. Experiment results
showed that the proposed system could provide granular access controls to different
sensor data by combining public and restricted MAM protocols. The proposed
approach could greatly facilitate both intra-enterprise and inter-enterprise data inter-
operability. It also provides solutions to help handle the big IIoT data generated by
numerous IoT devices in Industry 4.0 era and makes possible of the promising smart
manufacturing.

Although the current implementation of IOTA is already usable, some limitations
still exist. One of the main drawbacks is the presence of the coordinator in the current
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network, which will be removed in the future. It is introduced temporarily to secure
the tangle network by issuing milestone transactions which will refer and approve all
trustworthy tractions in the network. However, the existence of coordinator makes
the IOTA not fully decentralized as designed and may cause a single-point failure.
Another disadvantage of IOTA is that it does not support decentralized applications
as the Ethereum smart contracts do. Although this drawback has no major impact on
the data exchange application in this study, it limits the wide application of IOTA in
other domains.

Currently, IOTA tangle and its MAM protocol are under development and are
evolving rapidly. As more nodes are connected to the tangle network and continuous
development efforts spent, some of the afore-mentioned limitations of IOTA will be
solved and the performance of IOTA tangle is expected to improve greatly soon.
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