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Abstract. Al techniques are increasingly being used in security systems. Among
them, Predictive Intelligence based approaches can also be used to define new
types of security features and cryptographic protocols using perceptual or user-
oriented features of authorized persons. This work will describe such the possi-
bilities of using Predictive Intelligence technology in the development of modern
data security protocols.
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1 Introduction

Predictive Intelligence is a new approach based on intelligent data analysis, which is espe-
cially connected with consumers, and which evaluate users’ profile and characteristics
with the purpose of forecasting their future actions or behaviors. Predictive Intelligence
very often relies on user interaction with services and query data, what allow to predict
future trends and behaviors. Such techniques are often applied in social sciences, as well
as business and management applications. Despite it is closely related to Al applica-
tions, it can also be applicable in many engineering technologies and advanced infor-
mation processing systems. Predictive approaches can considerably enhance computing
possibilities and increase the efficiency of information acquisition, analysis, and explo-
ration, using especially computational intelligence approaches, collective and cognitive
computing. It can also be applied for knowledge engineering and information manage-
ment tasks, especially thanks to developing new prognostic or cognitive-based inference
approaches [1, 2].

Such techniques additionally open new possibilities for efficient and secure data
processing in security systems, especially when dealing with a great amount of data in
social apps, Cloud, and multimedia systems. In next sections will be described possible
applications of such technologies in creation of security procedures for transformative
computing and human centered security solutions [3, 4].
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2 Security of Human-Oriented Systems

Predictive Intelligence uses personal behavioral patterns to determine future user actions
or preferences. Such characteristics can also be used in the development of new security
protocols oriented towards individual participants of such protocols. Predictive analysis
can involve the application of not only consumer preferences or behavioral patterns, but
also personal characteristics in the form of biometrics or perceptual features. Actually,
exist many security protocols that use cognitive techniques and biometric features of
users [5, 6]. In such systems, therefore, there arises the possibility of applying predictive
intelligence techniques to extract the behavioral patterns of individual users and then
using them to define personalized cryptographic solutions that would be dedicated to
particular users and consider only their personal characteristics or individual behav-
ioral patterns. Having such solutions, it is possible to create a number of cryptographic
procedures which increase the level of data security, or personalized user authentica-
tion. Possible applications include such important solutions as generation of person-
alized encryption keys, protocols for dividing secret information based on individual
characteristics, or steganography of multiple secrets [7].

Predictive Intelligence is strongly related not only to users’ preferences, but also to
their perceptual characteristics and cognitive abilities. All user preferences are originat-
ing from associative and cognitive properties. This means that predictive intelligence
can also be used in the so-called, cognitive cryptography defined in [1]. Cognitive cryp-
tography systems are based on the use of cognitive information systems, which allow
the extraction of individual personal characteristics or perceptual thresholds. Predictive
intelligence techniques can also be used for such analysis, which cannot only facilitate to
determine current user preferences and behaviors, but also predict how they will evolve
and change, when the user acquires knowledge and experiences [8].

3 Predictive Analysis in Transformative Computing Systems

Another important application of predictive intelligence is transformative computing
technologies. This technology uses Al algorithms to analyze the collected data, acquired
by sensor networks. This allows the implementation of IoT systems, as well as the
creation of systems that work adaptively depending on the external environment, in
which they operate, or in which the user is located. Changes in the external environment
are constantly monitored by sensor networks and allow to make the functioning of
programs or services dependent on a specific environment. A similar situation can occur
with relation to individual users, where protocols or services can only function if they
are run by authorized users, or people who are in the right place or environment. In this
technology, an important issue is the security of collected and processed data, as well
as the possibility of fast authorization of users, in order to confirm their rights to use
particular protocols. To this end, interesting solutions based on cognitive systems have
been proposed and described in [3].

One of the possibilities of their extension is also the use of predictive intelligence
techniques to analyze the changing environment in which the user legitimately uses
selected computer services. This is important when the external environment is con-
stantly changing and the availability of a given service depends on external factors. In
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this case, predictive intelligence allows to estimate the directions of changes of external
parameters and to confirm whether the user will still be able to use a given service after
their change. Changes in external factors must be monitored by sensor systems related
to the user or the surrounding environment. This is how predictive algorithms can help
extend the functionality of transformative computing technology [9].

As mentioned before transformative computing technologies use intelligent Al algo-
rithms to analyze clustered data or sensory signals. Such analysis is aimed at finding
solutions to analytical or semantic problems. As shown in the paper [1], instead of clas-
sical Al solutions, one can also use cognitive information systems that allow to apply
procedures oriented on extraction the meaning of data and understanding information.
It is in this approach that predictive intelligence techniques can additionally be used to
further identify possible changes or predict the directions of user behavior and their use
of services and services [10].

4 Conclusions

This work describes possible ways of using predictive intelligence technology in cryp-
tography and security areas. This technology used so far in forecasting and prediction
may also be used in creating security procedures associated with individual users. Such
procedures may use individual characteristics of particular persons, but also their applica-
tion may depend on external conditions and user privileges. In such a situation, predictive
intelligence mechanisms allow to make predictions about changes in external conditions,
and allow to monitor users’ permissions to use given resources or services. As shown in
this work, predictive intelligence techniques can replace traditional Al methods used in
security procedures, but also increase the functionality of semantic analysis performed
by cognitive information systems, which takes place in transformative computing. This
allow to extend the application areas of such technologies towards intelligent security
protocols, which are oriented for particular user, and not only evaluate and apply his/her
personal patterns or characteristics, but also allow to predict users’ behaviors, and fore-
cast changes in external environment. On the other side in predictive analysis it will be
possible to use cognitive reasoning approaches imitating the way of human thinking, and
implementing resonance processes in the same way as these existing in human mind.
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