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ACIDS: A Secure Smart City Framework <o
and Threat Model
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6.1 Introduction

More than 50% of today’s world population dwells in urban areas to improve their
quality of life, and this percentage is increasing with time [1]. The citizens’ needs
can be fulfilled efficiently if there is a well-established interconnected system to
manage, maintain, and monitor the activities of the inhabitants [2]. Smart city is
a human-friendly and efficient society that provides the core infrastructure for a
quality life in almost all city-related facilities through smart city applications [3,
4]. These cities embrace information and communication technologies (ICT) to
improve the quality and performance of civic services such as energy, municipal,
health, transportation, safety, security, and utilities. Paroutis [5] affirmed that ICT
involvement in urban services minimizes resource consumption, wastage, and
overall cost. The smart city provisions an environment to connect all stakeholders
and institutions by enabling intelligent and sustainable technologies and platforms
like the Internet of Things (IoT) and cloud services. This promotes more efficient,
convenient, and synchronized operations of urban infrastructure [6]. Therefore,
smart cities have acquired more attention in the development and maintenance of
a modern city [3].

Despite these benefits of interconnectivity and transparency, a smart city is
prone to vulnerabilities and ultimately cybersecurity attacks. Smart city systems
gather data from various sources, which include stakeholders and sensors, for the
betterment of society. However, this sharing of data opens the opportunity for
attackers to target a particular stakeholder or the entire system [7].
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Many cases have been reported in this regard as shown in Table 6.1. In early
2018, Atlanta was the victim of a virus named SamSam that severely affected
their government agencies, hospitals, and big retailers. Colorado Department of
Transportation of Atlanta (CODT) reported that SamSam shutdown more than
20,000 computers and pushed them into the dark ages where people had pen and
paper to do their daily business [8]. Victims were then asked for bitcoins to get their
files back. The SamSam was also used to attack Indiana [9] which disrupted the
US hospital management system by encrypting the files and renamed them with the
phrase “I'm sorry.” The hospital management operations were halted for 2 days.
This system was restored after paying 4 bitcoins worth $55,000 but took many days
to smooth the hospital management operations.

In Czech Republic,' a cyberattack was triggered during the COVID-19 pan-
demic. Brno University Hospital’s smart system was hacked which was one of the
largest coronavirus centers in the Czech Republic. The attack paralyzed the whole IT
system of the hospital. Attackers announced publicly that all surgeries are canceled.
Hospital management failed to operate the COVID-19 testing system, and patients
were shifted to other hospitals.

In 2018, Marriott” reported that data of 383 million travelers have been compro-
mised in “a breach of Marriott’s Starwood Preferred Guest (SPG) database.” The
investigation reveals that this data breach happened because of a few unencrypted
passport numbers. Moreover, the report said that the attacker had unauthorized
access since 2014. This attack not only revealed the payment details but revealed
personal sensitive information. In 2015, Fiat Chrysler Automobiles declared that
their Jeep Cherokee has been hacked by cybercriminals [10]. Therefore, the
company had to recall 1.4 million cars. Afterward, the company had to install a
security patch in every vehicle physically to secure the system.

In South Carolina [10], a mother noticed that the baby video monitor is moving
around the room instead of focusing on the baby bassinet. First, she thought that
some family member was controlling it with a smartphone app, but later she realized
that it is being hacked and someone is collecting images of the personal activities.

The literature encompasses many smart city frameworks [11, 12], but most of the
work is limited to an efficient interconnected architecture leaving behind its security
aspect. However, there are specific smart city architectures that include security for
a particular application only [13—15].

The rising number of attacks, along with the diversity in their types, clearly shows
that we need new approaches and frameworks which prioritize the security aspect.
Therefore, we proposed a layered smart city framework—ACIDS (Application,
Communication, Infrastructure, Data, and Stakeholders)—that embeds security in

Uhttps://www.zdnet.com/article/czech-hospital-hit-by-cyber-attack-while-in-the-midst-of-a-
covid-19-outbreak/.

2 https://news.marriott.com/2018/11/marriott-announces- starwood- guest-reservation-database-
security-incident/ (accessed 10.14.2020).
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each of its layers. Moreover, various threats respective to each layer and their
consequences are presented in detail.
The major contributions of this chapter are as follows:

* We present a detailed comparison of existing smart city security frameworks.

*  We propose a secure layered framework ACIDS for smart city.

* We present a threat model for a smart city that identifies major threats in each
layer.

The rest of the chapter is organized as follows. Section 6.2 discusses the
taxonomy of previous research work in this domain. ACIDS framework and its
threat model are described in Sect. 6.3. Section 6.4 concludes the chapter and
outlines future directions.

6.2 Related Literature

To address the cybersecurity threats in a smart city, an Anomaly Detection loT
(AD-IoT) [16] system was proposed. AD-IoT intelligently detected anomalies
by the Random Forest machine learning algorithm. This system also detected
anomalies over compromised 10T devices at distributed fog nodes. Researchers
[17] have provided analysis and taxonomy of security and privacy challenges in
the IoT layer only. Makhdoom et al. [18] present a blockchain-based framework
“PrivySharing,” which provides privacy and security of data sharing over a smart
city network. Dong et al. [14] presented cyber issues in smart energy applications.
Cyber-security challenges through a vulnerability assessment for the deployment
of smart streetlight systems are presented. Brown and Seuwou [19, 20] presented
smart city security and privacy challenges regarding mobility and transportation
systems. Privacy and security challenges in smart healthcare are also discussed in
various research [21-23]. Vitunskaite et al. [24] presented the role of IEEE standards
and regulatory framework for cybersecurity with a comparative case study of three
different countries. Many researchers [1, 25] presented various cybersecurity threats
to smart city applications. To provide a secure platform for IoT devices, Chakrabarty
and Engels [26] introduced four-block architecture.

Braun and Habibzadeh [21, 27] highlighted data privacy issues of a smart
city and discussed the critical issues of cloud sharing platforms in a smart city.
Furthermore, AlDairi and Tawalbeh [28] presented data privacy issues and smart
city infrastructure challenges.

Cybersecurity challenges have been studied extensively in the smart city context
[29]. We have examined more than 10 research papers in detail, and their findings
are summarized in Table 6.2. Typically, previous studies are limited to a particular
domain within a smart city, such as smart grid, smart traffic control system,
VANETsS, etc.
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In this study, we propose a layered model to cover all the domains of a smart
city. Vulnerabilities corresponding to each layer are identified, and the threat model
is also presented.

6.3 ACIDS: The Proposed Framework

Smart city applications are developed to improve the management of urban areas.
A huge and complex network exists to control, maintain, and provide services
in a smart environment. Thousands of sensors and IoT devices are deployed that
generate a huge amount of data. The data is collected, processed, and analyzed by
applications to provide various services to citizens. This creates a highly complex
and tightly knitted architecture. To classify the relation among these attributes, this
chapter introduced a layered framework for smart cities, titled ACIDS (Application,
Communication, Infrastructure, Data, and Stakeholders) as shown in Fig. 6.1. The
framework has five layers that represent the overall architecture of the smart city.

6.3.1 Infrastructure Layer

The infrastructure layer serves as a primary layer that constructs an entire framework
to provide smart services to the citizens. This layer typically exists as a physical

Stakeholder

* Government
* Citizens
Appllcation * Smart Applications:
P * Smart Home
- = Smart Transportation
* Smart Grid

Data

Communication

—

Infrastructure

Fig. 6.1 Smart city layered model

* Text and Audio/Video Data
* Sensor Data
* Personal Data

* Routers, Switches and Communication Channels

* |OT Devices and Sensors
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platform that involves hardware such as actuators, IoT sensors, and other devices.
This layer has a risk of physical damage or hijacking of the devices’ control.

6.3.2 Communication Layer

This layer encompasses all the communication channels that can be used within a
smart city. These communication channels include Wi-Fi, Ethernet, optical fiber,
and broadband communications that are deployed across the smart city. Every
device that is connected in smart city architecture needs strong communication
to cover a wide geographical area. This huge and variable amount of data cannot
communicate over a single communication technology. Therefore, multiple com-
munication channels are used.

6.3.3 Data Layer

The IoT devices from the infrastructure layer generate a huge amount of data which
includes structured and unstructured text, images, videos, and audios [32]. The data
is generated from different smart city applications, such as transportation, utilities,
health, business, energy, and waste management systems. Data layer carries big data
platforms, to store, analyze, and process the data to provide ease to ICT projects
of smart city. More data needs more computation power [33]. However, this data
analysis plays an important role to build a city, smart. All applications of the smart
city share data among them to provide better solutions to improve citizen’s lives.

6.3.4 Application Layer

The application layer provides interaction between users and applications. Smart
city applications facilitate users by providing ease and services to help them in
performing daily life activities. This layer is responsible for collecting real-time
responses of users to process further. These applications are developed for a vast
variety of operations to solve city-related problems and help to make the city
developed and safer.

6.3.5 Stakeholders

A stakeholder is a person or a group of persons that have a common interest in
a system. They can either affect or be affected by the system. Smart cities help
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the government to provide a quality life to its citizens. Therefore, the two major
categories of stakeholders that exist in a smart city are government and citizens.
However, this part is least considered by the researchers of smart cities in their
studies. It is important to emphasize that stakeholder roles must be established
before developing any smart city plan because these players have the most influence
on city initiatives and operations.

6.4 ACIDS Threat Model

A smart city provides complete connectivity among different sectors of modern
society. Therefore, the data, services, and applications are integrated to build a
strong smart city. This integrated nature of a smart city may attract many attackers
to hack or disrupt the functions of a smart city, but due to its complex network,
this becomes too difficult to identify which area of the network is vulnerable and
prone to attacks. To overcome this difficulty, this research paper proposed an ACIDS
threat model, which defines particular threats over each layer of ACIDS as shown
in Fig. 6.2.

‘Threats to Stakeholders « Privacy Breaches

* SQL Injection
Threats to Application Layer JCRYEITEL
» Buffer Overflow

* Data Integrity
Threats to Data Layer * Leakage
* Unauthorized Access

e * Eavesdropping

Threats to Communication I GG L UEEL
Layer * Jamming

* Protocol Violation

* Theft
* Device Hijacking

Threats to Infrastructure
Layer « Spying

Fig. 6.2 ACIDS threat model
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6.4.1 Threats to Infrastructure Layer

The infrastructure layer is a physical layer of smart city architecture. The layer
can not only be compromised remotely but is also vulnerable to physical attacks.
Therefore, the infrastructure layer has to be protected from both physical attacks and
cyber-attacks. The following section discusses major attacks on the infrastructure
layer, which defines how this layer can be targeted by attackers.

6.4.1.1 Theft

Theft is a very common attack that is performed by stealing tangible technological
equipment. It affects the systems’ availability and confidentiality. This kind of attack
not only originates financial and reputational losses but also creates loopholes for
attacks like impersonation and identity theft. In June 2019, [34] 20 laptops from
the administration building of The University of Western Australia (UWA) were
stolen. UWA reported that around 100,000 students, who have applied to study in
the university from 1988 to 2018, are at risk due to this data breach.

6.4.1.2 Device Hijacking

Device hijacking is an attack in which an attacker gets control of the device. In
a smart city, sensors and smart devices are the main assets for smart operation.
If an attacker gets effective control of these devices, it can create havoc in the
system. The identification of these attacks is difficult because of the attacker’s
movements [25]. If an attacker is generating a passive attack by only observing
data and does not respond or alter basic functionality, the system administrator
will not be able to detect the attacker’s activities. This would be destructive for
any smart city operation. The complete breakdown of smart city operations such
as energy, municipality, water supply, or electrical power failure can be caused by
device hijacking [35]. In December 2015, Ukraine faced a complete blackout due to
the attack on the smart electricity system. In this attack, attackers have successfully
hacked the power grid and left the three big energy distribution companies helpless
to sustain their positions [36].

6.4.1.3 Spying

Security cameras are typically used in smart city applications for surveillance. A
camera which is installed for security purposes becomes vulnerable when it is
hacked and controlled by malicious users [37]. Attackers can get access to personal
data and images or they can spy on people. If a camera is installed to cover the
cashier’s desk or at the banks where people use their cash and PINs fearlessly,
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a hacker could spy on people and plan a robbery [28]. Hackers can also replace
the real-time streaming of a compromised camera with a tempered video or can
completely block the video [38, 39].

6.4.2 Threats to Communication Layer

Communication layer keeps the smart city components interactive, by which devices
and applications can communicate with each other. This layer is highly prone to
attacks because it is exposed to all the layers of ACIDS. This layer is vulnerable
to network traffic interception. These attacks may modify the communication to
impersonate the user or service, or simply capture the communication channel so
that they can perform malfunctions later with this information. Communication
layer attackers also manipulate protocols to violate their rules and policies and create
a way toward unauthorized access. A few of the communication layer attacks are
described below:

6.4.2.1 Eavesdropping

Eavesdropping is an attack in which an attacker listens to all kinds of communica-
tion between users, applications, and communication channels. This unauthorized
reader only reads the data without any interruption or tempering [40]. By eaves-
dropping, an attacker can perform a traffic analysis of confidential information about
participants, pinpoint their location, or record their private conversations [41]. These
kinds of attacks are not only threatening for smart applications but can also affect
the privacy and security of all stakeholders.

6.4.2.2 Man in the Middle Attack

In cybersecurity Man-In-The-Middle (MITM) is a very common attack that takes
an attacker one step forward from eavesdropping. Attack intercept communication
among users and temper data during transmission. This may falsify the operators’
actions and interrupt or spoof communication between two systems [42]. There are
two phases to make the MITM attack successful; interception, and decryption.
Interception—in the first step, legitimate traffic is diverted to the attacker’s
network before reaching the destination. These attacks can be executed by creating
free malicious Wi-Fi for the public. Once a victim connects with this unprotected
network, the attacker gains full visibility of any online data exchange. Following
are the few active approaches to intercept communication between two different
nodes [43]. (a) IP Spoofing—is a technique in which an attacker alters the packet
header to disguise himself as a legitimate application. As a result, when a user
attempts to access that particular application, the attacker’s website gets connected.
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So that all the user’s activities are shared with the attacker without consent. (b)
ARP Spoofing—is an activity in which attackers disguise their own MAC address
as a legitimate user’s MAC address. The attacker generates a fake ARP message to
inform the network that this MAC address is not linked with the user’s IP address
on a local area network. As a result, all data sent to that particular IP address is
transmitted to the attacker’s site. (c) DNS Spoofing—is a process of DNS cache
poisoning, in which an attacker infiltrates a DNS server, redirecting the particular
website address to its IP address. As a result, all users are directed to the fake site.
Decryption—once an attacker gets access to the user’s communication data by
interception, a two-way SSL communication traffic requires a process of decryption.
Many methods exist for this purpose; few of them are discussed here. (a) HTTPS
spoofing—is a technique in which a victim’s browser receives a fake certificate
after the interception phase. This certificate contains digital signatures associated
with the compromised application. Therefore, the browser verifies the signatures
from the existing list of trusted sites. As a result, the data is sent to the attacker’s
address from the victim’s system. (b) SSL hijacking—is an activity that is performed
during TCP handshake. The attacker shares forged authentication keys with the
user and application both. This disguises a secure connection while the entire
connection is under the control of the attacker. (c) SSL stripping—downgrades
an HTTPS connection to HTTP by intercepting the TLS authentication sent from
the application to the user. The attacker sends an unencrypted version of the
application’s site to the user while maintaining the secured session with the
application. Meanwhile, the user’s entire session is visible to the attacker.

6.4.2.3 Jamming

Jamming is one of the simplest attacks, which makes the communication channel
occupied via malicious activities such that the legitimate nodes are unable to con-
nect. The attacker generates interference signals to block communication channels
and disrupt normal operations, due to which not only is performance degraded, but it
also damages the control system. This attack mostly works effectively with wireless
channels [44].

There are two categories of jamming attacks: active and reactive. Active Jam-
mer’s goal is to keep the channel busy regardless of whether the channel is being
used or not. They continuously send strong radio signals which increase the noise
interference at the receiver’s side. Reactive Jammers notice the activity over the
communication channel and send signals only when the channel is being used by
legitimate users [45].

6.4.2.4 Protocol Violation

Ping of death attack—allows attacker attempts to crash, destabilize, or freeze the
targeted smart system or service by sending malformed or oversized packets using a
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simple ping command. The Internet Protocol (IP) defines a maximum packet length
of 65,536 bytes. Usually, networks do not support packets of that length. However,
sending a ping packet larger than 65,535 bytes violates the Internet Protocol.
Fragmentation occurs on larger packet sizes by splitting the packet into smaller
chunks. When the target system attempts to reassemble the fragments and ends
up with an oversized packet, a memory overflow could occur and lead to various
system problems including the crash [46]. Ping of death attacks was particularly
effective because the victim’s identity could be easily spoofed. Also, an attacker
would need no detailed knowledge of the machine he/she was attacking, except for
its IP address.

Smurf Attack—is a type of Distributed Denial of Service attack (DDoS) in
which a large number of Internet Control Message Protocol (ICMP) packets are
broadcasted to the computer network. This malware generates a fake echo request
containing a spoofed source IP, which is the target server IP address. As the request
is broadcasted so every host connected to that network will respond with an echo
ICMP packet to the spoofed server IP address. This amplifies the effect of the Smurf
attack and makes the targeted server bring down. Due to this, network performance
is degraded and servers become unavailable for legitimate traffic [29].

TCP SYN Flood Attack—exploits TCP three-way handshake to consume tar-
geted server resources and render it unavailable for the entire network. TCP SYN
attack behaves like a DDoS attack by sending TCP connection requests faster than
the targeted machine can process [47].

6.4.3 Threats to Data Layer

A strong data sharing and dependency among smart city applications leads to issues
of data security and privacy over smart cities. Attackers try to expose, destroy, alter,
or steal data to generate further attacks. From unauthorized access, attackers target
to disrupt the smart city operations.

6.4.3.1 Data and Identity Theft

Data is an important part of every ICT project or system, and the way it is stored and
shared shows the security concerns of the administration. By default smart gadgets
and devices generate unprotected data such as simple surveillance cameras, parking
garages sensors, smart traffic controls, personal fitness gadgets, and so on. Due to the
inheritance property of interconnectivity among smart city applications, an ample
amount of data is shared by different applications [48]. This allows data to be used
by other smart city applications, and attackers take advantage by making fraudulent
transactions. Moreover, the attacker also learns from the previously shared data by
the victim and uses it for impersonation [49].
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6.4.3.2 Unauthorized Access Control

Most of the systems are initiated by capturing users’ credentials. It gives the
impression that this system is secure and no one can access it, except authorized
users [50]. But unfortunately, this so-called secure system becomes vulnerable,
when security protocols are not fully implemented leading to attacks such as weak
authentication schema and tampering with authentication tokens.

6.4.3.3 Default or Test Accounts

Default accounts are often used to initiate a system for the first configuration.
System administrators leave that account as it is and create more accounts to use
the system. When an attacker discovers the installed software at the victim’s side,
it is quite easy to find out the default accounts of a standard system to login. If the
system administrator did not remove the default account, the attacker gets access
from this loophole [51]. Moreover, test accounts are created by developers during
the development to test the system. Test accounts, if not deleted or disabled after
deployment, create a backdoor for attackers [52].

6.4.4 Threats to Application Layer

The Application Layer of ACIDS plays an important role to build a bridge between
users and computers. This is the first layer that can be affected by malware.
Cybercriminals are constantly enhancing their abilities to approach new application
layer threats. This layer includes an attack on applications and services smart
services unavailable to legitimate users. Some common attacks are discussed below:

6.4.4.1 DoS and DDoS Attack

DoS attack is defined as a Denial of Service attack in which a server is flooded by
illegitimate requests from a robotic client with TCP and UDP packets. Whereas a
DDoS attack is a Distributed Denial of Service attack in which a server is targeted
by multiple illegitimate clients from different regions. DDoS is more dangerous than
DoS because of its distributed nature [53].

These multi-vector attacks boost the application layer to high risk by modifying
their payload patterns continuously due to which the attack becomes more complex
and undetectable. Application Flooding and Web server maximum threads are also
types of Denial of Service attacks [54].
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6.4.4.2 SQL Injection

SQL Injection (SQLi) is an attack that injects malicious SQL queries and executes
them. SQL server controls the web application from the backend and does not
want interference from outside the web application. To make sure of the security
of the SQL server, developers apply security measures. But unfortunately, attackers
bypass these security measures because of the vulnerabilities of the system [55].
The attacker injects SQL queries to show, add, modify, and delete records in the
database.

After attacking the system by SQL injection, attackers can transfer data between
application and database [56]. Due to this, the attacker pushes the device to
compromise the security of the smart city by performing false operations [57].

6.4.4.3 Application Workflow

Many application developers have an assumption that the user will follow the
application flow as designed. But attackers have a very different mindset to bypass
these legal and smooth flow of an application. Many applications of smart cities are
interconnected and transfer data to each other. Therefore, if an insecure application
is fetching data from a secure one with a legal flow, a loophole is created through
which an attacker can penetrate that secure application [58].

6.4.5 Threats to Stakeholders (TS)

The roles and responsibilities of stakeholders vary with their category, that is,
government and citizens. Government plays an essential and critical role in a smart
city to control and manage the city infrastructure and provide services to its citizens.
Citizens’ roles include all users of the smart city system.

Both citizens and government administrators are affected by any security breach
or attack. The extent of damage/loss is dependent on the activity of an attacker,
infected application, and the role of the stakeholder. If a smart home application is
compromised, citizens will suffer more than the government. In contrast, if a smart
taxation system is compromised and a hacker makes false entries, the government’s
revenue sheets are compromised.

Smart city services must incorporate cybersecurity solutions to identify and
mitigate threats. This works best when cybersecurity becomes a part of the legal
city plans. Singapore passed a bill to ensure that proactive steps must be followed
by the operators to secure data and the infrastructure of a smart city [59]. The
government of Singapore also initiated cybersecurity awareness programs in uni-
versities, government, and private sector institutions. Therefore, they are becoming
a Smart Nation by developing a security mindset. Organizations in Singapore have
to implement a cybersecurity regulatory framework that consists of policies and
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procedures to identify cybersecurity threats, and in case of any incident, they can
report under law sections.

London’s mayor has launched a “London City Challenge” to make London the
world’s best and unique smart city to live in [60]. With all other activities, he also
invested in London Digital Security Centre [61]. This is a joint venture between
the Mayor of London, the Metropolitan Police Service, and the City of London
Police. By this effort, London protects its citizens and business from cyber-crimes
on an enterprise level. They also created an Information Security cell to support
their public bodies from credential thefts. Moreover, Hague Security Delta [62] is
also serving more than 200 organizations in Europe by working together to establish
a secure environment.

The involvement of all stakeholders either citizens or government is necessary
to create a culture of cybersecurity across the smart city. The establishment of a
crime-free ecosystem for a smart city can only be achieved by implementing security
policies in the public and private sector organizations.

With all the possible anti-malware activities, sometimes only users become a
backdoor for attracting attackers. Users can be tricked by attackers, by tempting
them to click on malware to install via advertisements or popups. Novice users are
more often trapped in fake and phishing certificate sites leading to security breaches
and data leaks. Weak passwords are also one of the major sources to invite attackers.
Typically, users set weak passwords as they are easy to recall, but dictionary and
brute-force attacks can break them easily.

6.5 Conclusion

A smart city tends to improve the quality of life of its citizens by connecting
all stakeholders, that is, government, community, and citizens. Although this
connectivity is beneficial in various ways, it brings about many security challenges
as it enhances the threat landscape. The strongly knitted smart city systems are more
vulnerable to attacks. This research presents a layered framework for smart city
security—ACIDS.

ACIDS is a layered architecture that segregates smart cities into five layers,
that is, Infrastructure, Communication, Data, Application, and Stakeholders. This
chapter also proposed an ACIDS threat model that identifies various threats and each
layer, such that developers can incorporate an exclusive/specific security mechanism
for each layer. The layered architecture proposed in this chapter is highly beneficial
for developing secure smart city systems. The threat model presented in this chapter
can help in reducing the vulnerabilities significantly.

This framework can be applied to various use cases of smart cities such as Smart
Grid, Smart Water and Waste Management, Smart Transportation, etc. In the future,
we would like to implement these systems using the proposed ACIDS framework
along with the security mechanisms that protect from the threats at each layer.
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