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1 Introduction

Like other fields, healthcare system has benefited from the blockchain technology
due to its built-in features like authentication, security, distributed ledger, and
immutability. The blockchain have moved beyond cryptocurrency to practical appli-
cation in other fields especially in healthcare system [1-2]. Due to severe regulatory
restrictions, such as the Health Insurance Portability and Accountability Act of 1996
(HIPAA), in healthcare sector, the application of blockchain needs severe record
sharing authentication and interoperability requirements. Researchers in academia
and industry have begun to investigate solutions aimed toward healthcare use, based
on existing blockchain technologies. Smart contracts, fraud detection, and identity
verification are examples of these applications.

Blockchain stores information in decentralized recording ledgers that are dis-
tributed across all computer devices that are part of the blockchain architecture [3].
The blockchain works having both network users who take part in transactions and
facilitate the transactions in a distributed ledger; thus, the infrastructure is peer-
to-peer networks. Cryptographic techniques are employed by all miner, and the

J. B. Awotunde (2<) - O. B. Ayoade
Department of Computer Science, University of Ilorin, Ilorin, Nigeria
e-mail: awotunde.jb@unilorin.edu.ng; 15-68hg004.pg @students.unilorin.edu.ng

S. Misra

Department of Computer Science and Communication, @stfold University College (HIOF),
Halden, Norway

e-mail: sanjay.misra@covenantuniversity.edu.ng

R. O. Ogundokun - M. K. Abiodun
Department of Computer Science, Landmark University, Omu Aran, Nigeria
e-mail: ogundodun.roseline @Imu.edu.ng; moses.abiodun@Imu.edu.ng

© Springer Nature Switzerland AG 2022 147
S. Misra, A. Kumar Tyagi (eds.), Blockchain Applications in the Smart Era,

EAI/Springer Innovations in Communication and Computing,
https://doi.org/10.1007/978-3-030-89546-4_8


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-89546-4_8&domain=pdf
https://orcid.org/0000-0002-7058-8618
https://orcid.org/0000-0002-3556-9331
https://orcid.org/0000-0003-2116-8059
https://orcid.org/0000-0002-2592-2824
https://orcid.org/0000-0002-3049-1184
mailto:awotunde.jb@unilorin.edu.ng
mailto:15-68hg004.pg@students.unilorin.edu.ng
mailto:sanjay.misra@covenantuniversity.edu.ng
mailto:ogundodun.roseline@lmu.edu.ng
mailto:moses.abiodun@lmu.edu.ng
https://doi.org/10.1007/978-3-030-89546-4_8

148 J. B. Awotunde et al.

transaction is maintained in a decentralized set of nodes built by all these miners [4].
Furthermore, because it is built utilizing consensus methods, digital signatures, and
hash chains, the blockchain ledger provides extremely reliable storage capabilities
[5]. The services deliver by blockchain are in various ways like security, integrity,
traceability, and non-repudiation using privacy-preserving manner while keeping all
information in a public and in a decentralized manner [6].

In recent years, blockchain technology has demonstrated its tremendous adapt-
ability as a range of healthcare sectors have found ways to incorporate its capabili-
ties into their operations. Although much of the emphasis has been on the financial
services sector so far, many projects are starting to shift in other service-related
fields to included blockchain technologies [4]. Blockchain is a rapidly evolving
technological innovation that has piqued the imagination of people all around the
world. This technology enables computerized medical information transfer easier
and safer than the traditional technique. It’s a common knowledge that blockchain
can make healthcare data more secure and accessible. For healthcare system,
blockchain help in building a secure application because of the increased security
and privacy provided in healthcare platforms. A decentralized database that is
continuously kept up-to-date transactions information provides the healthcare sector
with many benefits. When various parties require access to the same information,
these benefits become particularly interesting. For instance, in the area of healthcare
monitoring, access to healthcare records, transfers of vital documents like x-ray are
vital areas in healthcare system where Blockchain technology can create additional
level of security [4].

There has been a huge research breakthrough in finance and banking sectors
unlike healthcare that has lately begun to gain significant interest in terms of
blockchain-based applications [7—-10]. Various researchers and medical scholars
have highlighted the potential of blockchain application in the healthcare sector,
and there is evidence that it can help to solve current security problems [7] [11-12].
The healthcare special security and privacy issues were able to be resolved using
additional legal responsibilities in securing patients’ medical information using
blockchain technology. The risk of malicious attacks keeps on increasing in this
era of Internet connectivities most especially as cloud storage and the proliferation
of mobile health devices increase in sharing medical records and data. This has
exposed the chance of private information during sharing to be compromised [13].

The sharing and privacy become an issue as smart devices are used to access
health information, but there is no doubt these have help in reducing the number
of patients that visit doctors. The healthcare sector is facing various challenges like
data sharing, authentication, interoperability, and the transfer of medical information
using mobile health applications [14]. Medical data from body sensors and other
applications include patient physiological signs and symptoms and patient files and
medical data. There is a need for proper security as medical records transition from
paper to digital formats; role-based privileges must be implemented to preserve
data and the security of healthcare records. There is a need to make sure that
only authorized users are allowed to access medical data and records on the cloud
databases, for example, and such access should be enforced and monitored. The
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query methods must be rigorous and must be audited regularly to reduce the danger
of tampering or copying healthcare records, and rigorous access controls must be
implemented [15-16].

Therefore, this chapter presented a blockchain-based framework for a secure
healthcare system. When collaborating with smart healthcare systems, privacy
and authenticity are crucial. The concept employed the blockchain distributed
ledger to provide authenticity and endorsement while maintaining anonymity
through approved management of consortia and anonymized accounts. The chapter
is prearranged as follows: The IoT-based applications in healthcare system are
discussed in Sect. 2. In Sect. 3, the chapter look at how blockchain can be used
in the healthcare sector. Section 4 discusses various challenges of implementing
blockchain technology in IoT-based system to secure the medical information. The
architecture for a secure smart healthcare monitoring system using blockchain is
presented in Sect. 5. Finally, Section 6 brings the chapter to a close by discussing
the future work on implementing the framework.

2 Application of the Internet of Things in Healthcare System

Digital wellness advances offer significant incentives for reshaping existing health-
care programs. From the advent of automated therapeutic annals to portable medical
equipment to other new technology, digital health advances have enhanced the
quality of care at a lower cost. Politicians are constantly exploring, embracing,
and adopting information and communication technologies as part of healthcare
policies (ICT) [13]. It influences how individuals and patients see and communicate
with eHealth system. The path to digital medical care (eHealth) is a systemic
evolution of the traditional medical care system that includes a variety of features,
such as universal access to automated medical records, online tracking systems,
inmate services, wearable devices, portable medical apps, data analytics, and other
transformative innovations [13-14].

Due to the global spread of the pandemic, it is critical to make an effective use
of contemporary technologies. The Internet of Things (IoT) is widely recognized
as one of the most revolutionary breakthroughs, with enormous potential for
combating disease outbreaks [17]. The IoT consists of a sparse network, where
the IoT systems feel the world and transmit valuable data across the network. The
IoT-based system generates a massive amount of data known as big data, which
influences the development and expansion of more personalized healthcare systems.
Active surveillance capabilities in wearable medical devices can collect a large
quantity of medical data, resulting in big data, from which clinicians can predict the
patient’s future state [18]. These observational study and information extraction are
a dynamic process that necessitates improved security approaches [19]. The use of
Al on generated big data from IoT-based systems opens up a number of possibilities
for healthcare systems ([19]. The use of Al in the big data generation process has
the potential to greatly improve global healthcare systems [15].
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The Internet of Things-based system has been utilized to lower the worldwide
cost of disease prevention. The IoT-based technology can help patients with self-
administration therapies by capturing data in real time. In IoT-based sensor data
collecting for telemedicine and mHealth systems, mobile app integration is a
commonplace [20]. One of the important tasks in creating health fairness is to use
IoT-based expertise to swap different sections of present medical services. Cloud
and IoT-based systems meet consumer demand in a timely manner, take into account
the patient’s current state of health, improve contact between physicians and sick
people, and reduce the time spent waiting for therapeutic care, all of which will
increase client loyalty while also maximizing hospital performance. With the right
telemedicine, a standardized standard might be achieved.

Wearable technology for the IoT-based system has opened up a new potential in
the medical area, thanks to the new emerging technologies such as medical sensors
for remotely monitoring patients. WBANs (wireless body area networks) are a type
of IoT healthcare pattern. Various embedded and implanted technologies have lately
been utilized to monitor the essential physiological parts of the human body, such
as detecting heart rates and glucose levels in real time. Other devices and sensors,
similar to an actuator’s measurement, can provide automated care and therapy. The
data report sent to a mobile phone functions as a storage device and sends the
information to healthcare staff in real time, allowing them to respond quickly to
users’ demands. This remote monitoring eliminates the need for doctors’ visits and
allows patients to move around more freely in their daily life [21].

Remote patient monitoring is becoming more common; in 2016, 7.1 million out-
patients in the United States outsourced their health care plan to remote monitoring,
with that number predicted to rise to 50.2 million by 2030 [14, 22]. Furthermore,
the US Centers for Medicare and Medicaid Programs (CMSP) announced the new
payment incentives on January 1, 2018, to encourage the use of “active feedback
loop” devices that provide real-time observation [23]. As the field of remote patient
monitoring expands, there are worries about the accuracy and security of medical
data transfer. To enable integrated health monitoring, measurements from numerous
sensors must be aggregated, structured, and analyzed together. Because health data
is a primary target for hackers, there is a need for government regulation to protect
the transmission of personal health information (PHI). As a result, patient privacy
must be protected, and electronic health records (EHRs) must be easily controllable
and portable.

With pinpoint accuracy and eluate in the data collected, an IoT has the capacity
to monitor specimens, equipment, people, supplies, and even service animals. To
measure various vital signs, sensors can be fitted on the patient’s body with various
biometric data. This allows physician to provide better care to the patients, allowing
problems to be diagnosed more quickly and resources to be used more efficiently.
To detect body temperature and blood pressure from any patient, sensors can be
placed in the patient’s room in a hospital or home care setting. These sensors can
also be used to detect the odor of vomit within an area in hospital or home care
premises. The use of sensors and IoT devices can detect fast walking activity against
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the normal walk habit and the excessive cardiac training. This information could be
useful in the diagnosis and treatment of the condition.

In today’s healthcare, safety and violence are the major concerns. There have
been numerous reports of horizontal violence, including nurse against nurse, as
well as violence directed at healthcare providers or patients by visitors or family
members. An IoT can be used to enforce a zero-tolerance policy as video surveil-
lance systems are installed in healthcare facilities to perform these vital functions.
Tracking the movements of employees, patients, and visitors, for example, could
provide early alerts of unusual or threatening conduct. People visiting or residing in
these situations could be monitored using biometric sensors to detect indicators of
aggressiveness or stress. To charge patient account becomes easier with the use of
barcode tags or low-cost RFID tags by a pharmacy. This helps to tag for scanning for
an acute or long-term care setting for their various supplies. The IoT-based system
can also be used to track and check such supplies from a repository or administered
to a patient. An item could be located more rapidly in some circumstances where
an RFID tag is utilized. For instance, goods like bandages, catheters of various
types, and personal care items, are likely to be trackable. Medical products could
be labeled with RFID tags in a home environment to track usage and warn the home
care team when an item is being overused or the supply is running short. Many
more [oT healthcare applications, according to researchers and practitioners, might
significantly improve patient care, maximize resource usage, and save large sums of
money if only the systems could be developed.

Recent technological advancements have drastically altered people’s perceptions
of how they should go about their daily lives. In the real world, the IoT has to be a
growing trend in various industries, including healthcare. This rapid IoT revolution,
however, has raised several questions and worries regarding the security of data
held in various linked devices. It gets more difficult to ensure comprehensive data
protection and privacy when the number of items, such as sensors and computers,
grows. These security and privacy issues are the result of a decrease in the efficacy of
IoT-based healthcare systems, which has a negative impact on individual’s sensitive
health information. Because healthcare data is so valuable and sensitive, the IoT
healthcare paradigm’s security and privacy protections exacerbate the situation.
While growing IoT paradigms in the medical system help to develop the present
healthcare systems, end users must face a number of privacy and security concerns.
End users may be vulnerable to malicious threats if they grant authorization for
potentially insecure or leaky third-party applications. Because the data is sent to
the cloud, it travels across insecure communication networks, many of which are
vulnerable to attack [19]. Furthermore, when data is uploaded to the owner’s cloud
storage facility, there are additional data security concerns.

However, the sheer number of connected devices (Fig. 1) and the massive
amounts of sensory statistics generated by those devices have created new issues
in terms of information security and confidentiality. Cyberattacks have evolved
in tandem with the rapid development of IoT, resulting in a new channel of
intrusion and risk for the whole medical business. Many research investigated
IoT’s multiple privacy and security vulnerabilities, as well as device flaws in
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Fig. 1 Applications of the Internet of Things in healthcare system

cloud and fog computing settings pertinent to the IoT-based medical management
gadgets [24-25]. The security and confidentiality of patient records are two critical
considerations. When we talk about record safety, we mean that records are stored
and communicated in a secure manner to preserve their absoluteness, genuineness,
and legitimacy. The term “record confidentiality” refers to the fact that records can
only be accessed and used by those who are allowed to see and use them [25-27]. An
aggregate signature-based trust routing for data gathering in sensor networks can be
used to create security and communication networks. Security and Communication
Networks. With distinct objectives and specifications in mind, more reasonable
security methods may be devised. The widespread use of IoT devices provides better
guarantee of an individual’s health [28], but it also creates a high demand on record
security and concealment.
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3 Applications of Blockchain in Internet of Things

The various aspects of healthcare systems can be improved using blockchain
technology, and the security and privacy of patients with their well-being can
be expanded and has the potential to improve various aspects of healthcare and
well-being. Device tracking, clinical trials, pharmaceutical tracing, and health
insurance are just a few examples. Hospitals can track their assets on a blockchain
infrastructure, including throughout the device’s whole life cycle. The information
gathered can then be used to improve patient safety and do post-market analysis
to save money. Current research has focused on pharmaceutical traceability, data
interchange, clinical trials, and device tracking. With its immutability, fraud preven-
tion, and ability to transport data between firms without requiring trust, healthcare
is primed for revolution.

Bell et al. (2018) [29] improved the device identification and tracking that is
a critical problem in healthcare sectors tagging medical equipment with a usable
ID. For instance, device tracking can be used to disclose the cause of problem
when a device malfunctions, thus saving cost and unnecessary repurchasing of
lost items. A strong trust infrastructure based on the identification of medical
equipment is expected to decrease these risks. With hospitals due to security and
privacy concerns, just 20% to 30% of medical equipment are connected, according
to the survey. Blockchain can assist the pharmaceutical business in overcoming
the rising risks of counterfeit and unapproved pharmaceuticals. Smart contacts for
pharmaceuticals can be formed with integrated GPS and chain-of-custody logging
and then identified, just like a device tracking.

Blockchain can be used within clinical trials to address issues such as falsified
results and data removal by researchers that contradict the funding source’s
objective. Clinical studies will be more reliable as a result of this. It also enables
for the creation of an irreversible log of trial subject consent. Almost $200 billion
was saved using a chain of custody in the supply chain in the pharmaceutical
sector [29]. A trustworthy record of events around the patient journey would be
beneficial to several sectors of health insurance like improved incident reporting
and automated underwriting operations. Contracts could also be carefully written
and then executed, such as automated payments for stages of the patient journey.

In healthcare services, information security, privacy, completeness, and access
must be considered very seriously. Another area that the huge healthcare busi-
ness might look into is the increased necessity of healthcare cost control. With
the promise of blockchain mixed with IoT-based application layers built atop,
healthcare services have enjoyed ultimate security and privacy, ensuring that
applicable users may access a continuous record of information. By eliminating
the third-party brokers’ involvement in any financial transactions, blockchain has
enhanced stakeholders’ access to medical information and lowered costs, potentially
lowering healthcare expenses and providing better results [30]. The researchers
are interested in using blockchain technology to solve real-world issues, such as
healthcare diagnostic and monitoring systems, centralizing research data, lowering
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healthcare overhead costs, and organizing patient data from massive input big data.
The abovementioned examples of blockchain technology deployment in healthcare
systems touch on near-term potential and obstacles [31].

Blockchain technology has been utilized for money exchange transactions to
eliminate the requirement for a trustworthy third party to validate and notarize
transactions, as well as to protect data confidentiality and privacy throughout those
transactions. The innovation has been restructured to meet the needs of various
industries, such as healthcare, education, transportation, electricity, and tourism.
Over the next decade, healthcare systems based on the IoT are expected to generate
trillions of dollars [32]. More importantly, smart healthcare has resulted in a
significant decrease in death rates and healthcare costs, as well as enhancing the
quality of the healthcare system and reducing emergency room visits and hospital
stays [33].

Medical records are saved in a cloud database that is weighty to allow knowledge
sharing and quick access among many healthcare stakeholders [34]. Cloud storage
also offers security and privacy features, which are bolstered by data longevity.
There is no interoperability between different healthcare providers and treatments in
cloud storage. Furthermore, there is no way to confirm the data’s quality or veracity.
Blockchains play an important role in improving the trustworthiness, accuracy, and
validity of medical data that is stored and exchanged. By monitoring and ensuring
allowed access to personal medical information, blockchains ensure the security
of sensitive data [35]. Blockchains operate as a distributed database to protect
medical data from modification [36-37]. To addresses the safety concerns in IoT-
based systems, blockchains used a distributed trust mechanism to distribute patient
records on the cloud storage database that could be handled by various users and
advisors like caregivers, physicians, clinic experts, pharmacies, patients themselves,
and insurance providers.

Blockchains rely on hashing and public cryptography techniques to preserve
confidentiality, integrity, and accessibility of past transactions relating to the records
of scattered patients. This prevents unauthorized users from destroying, falsifying,
or accessing the papers. Patient records in blockchains can only be appended to
the database, not deleted. Cryptographic hashing allows new data to be securely
linked to a previous record. The majority of miners in the network must agree before
records may be added to the blockchain. Miners are a group of special nodes that
work together to verify new transactions added to a blockchain. Miners compete to
solve a difficult mathematical task known as proof of work (POW), which takes an
average of 10 minutes to add a record to a blockchain. This will help ensure that no
single entity is able to alter or tamper with checked records. Furthermore, caregivers
will be able to supply patients with encrypted alias focused on personalized health
advice without having to reveal their names, thanks to blockchains.

Blockchain technology is still in its infancy and, particularly in the healthcare
industry, must be linked with existing policies and processes. The National Research
Council of Canada’s Industrial Research Assistance Program (NRC-IRAP) has used
the blockchain and its associated immutability, clarity, and distribution to coordinate
and disseminate public knowledge about its operations and companies, recognizing
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that operating within government restrictions is a significant challenge in and of
itself [38]. The success of the effort demonstrates that public blockchain may be
used to protect government data, resolve administrative issues, and pave the way
for more complicated data integration, particularly in smart healthcare [39]. The
projects’ enormous success creates a productive approach to record important data,
exchange valuable data, and serve as a crucial building stone for future, more
sensitive initiatives.

The distributed database management system (DDBMS) is technically cen-
tralized (i.e., users believe a centralized database is running, but the underlying
machines can be physically distributed), whereas blockchain is a peer-to-peer,
decentralized database management system (i.e., each node runs independently
while adhering to the protocols) [40]. As a result, blockchain is excellent for
applications in which biomedical/healthcare stakeholders (e.g., hospitals, suppliers,
patients, and payers) may communicate with one another without relying on a
central management middleman [41-42].

IoT-based devices must be securely logged using orders issued to actuator
nodes, in addition to maintaining the integrity of patients and maintaining an
accurate timeline of occurrences, as both records and treatment for a patient must
be approved by medical specialists [43—44]. When it comes to wearing medical
devices, this solution would provide patients with piece of mind by offering an
immutable ledger and automatic health incident updates in a secure manner. Medical
experts receive real-time information on their patients, furthering the practice of
precision medicine. Smart contacts aid in the automation of health alarms from
multiple devices into a centralized cloud storage location, resulting in a game-
changing solution that allows healthcare practitioners to easily implement new
medical technologies.

By placing data in the hands of individuals, blockchain has the potential to
change healthcare. Patients and physicians can access an immutable log of medical
records using MedRec is one particularly interesting step in this direction [45—46].
In exchange for maintaining the network, miners are compensated with anonymized
healthcare data, which is a novel technique of incentivizing miners. MedRec maps
patient-provider relationships (PPRs) using smart contracts, in which the contract
displays a list of references indicating the relationships between nodes on the
blockchain [29]. It also gives patients control over PPRs, allowing them to accept,
reject, or change partnerships with healthcare providers like hospitals, insurers, and
clinics.

By generating a decentralized ledger of acknowledged fact in medical records
that is available to all healthcare practitioners, blockchain enables interoperability
in healthcare systems [42, 47]. This means that, while user interfaces may vary, all
providers’ basic ledgers will remain the same. The current state of health records
across providers, which contain large amounts of the same data under different IDs
that may or may not be linked, is a roadblock. As the blockchain expands in size, this
produces duplication, and performance degrades as a result. Deduplication would
be required to maintain a reasonably performant system with unique, anonymized
identities to identify patients across all services [48]. Implementing a distributed
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ledger medical record is a practical difficulty in and of itself, but it’s important to
note that health data would not be created from the ground up as they’d have to
replace the old infrastructure, which raises challenges [49-51].

Another option is drug monitoring on the blockchain, which takes advantage of
the data integrity of nodes that are connected for tracking and chain of custody
from the maker to patient. Discover, a chain of custody model that shows where a
medicine was created, is being developed by Chronicled, a technological business.
It has been proved that leveraging on blockchain’s error-handling capabilities can
prevent pharmaceutical fraud during distribution of drugs to various clients and
patients [52]. This allows hospitals to meet current medical criteria in terms of
pharmaceutical sustainable development, with a focus on provider connectivity.
The Counterfeit Medicines Project was recently formed by Hyperledger [53], to
combat the problem of illegal drugs; the Open-Source Blockchain Working Group
was also formed. Blockchain can be used to track down the origins of counterfeit
pharmaceuticals and eliminate them from the supply chain. The inherent democra-
tization of faith and legitimacy in the technology’s principles gives blockchain an
advantage over traditional techniques in drug monitoring. While central authority
can be influenced or faked, influencing a distributed ledger unanimity is significantly
more challenging.

4 The Challenges of Using Blockchain in the Internet
of Things in Healthcare Systems

Medical information, as well as medical information such as clinical information,
can be obtained using body sensors and other applications. Additional security
and participation credentials must be established as health information shifts from
traditional to digital versions in order to maintain data and the confidentiality
of health information. Only authorized individuals should be allowed to access
healthcare records housed in databases, for example, and such access should be
enforced and monitored. To decrease the risk of interfering with or duplicating
hospital documents, as well as requests to get those records, the query must be
audited and rigorous access controls must be implemented [16].

Confidentiality of patient history (e.g., electronic patient records (EHR, EMR)
and personal health record (PHR)) can also be difficult if conventional cryptographic
standards are utilized in multiple platforms [54—56]. Current methods for protecting
and securing records have proven ineffective, and the public disclosure of a patient’s
medical information might have real-world ramifications (for instance, challenges
to clients’ anonymity in the form of hostile assaults, which can impact the status and
financially linked with those records) [57-59].

Some of the privacy concerns that connected health solutions confront include
identification confidentiality, identity management, enquiry privacy, trace privacy,
and proprietor privacy [60—65]. Third-party cloud providers face a variety of



Blockchain-Based Framework for Secure Medical Information in Internet. . . 157

Internet of Things
(loT) Security &

Privacy
Functional Infrastructural
I
I 1
Z Prevention of Legal &
Data Security “ Sy Cloud
& Pri 7 Threats & Regulatory UG
¢ Privacy . T - — Security
S Risks Issues Security
\ I.)?I:\ : Threats Regulations & Network
— “lace - — stectt =, e ! :
Classification Detection — Standards - %
1 Security
. Policies
Data Risk Enf L
L | e “nforcement "
Identification Assessment sibeiis Device
and Sanctions " :
am— Security
Anonymity & Privacy-
—| Access Control | —/  Preservation

Fig. 2 The security and privacy in smart healthcare system

privacy issues when it comes to sharing medical information between various
medical institutions [61]. One of these privacy issues is unauthorized access of
medical information and patient data that is used and handled by third-party service
providers [54, 61]. In addition to the privacy considerations of access control, [oT
technologies also pose a risk of inference assaults [66]. Malicious actors utilize a
mixture of wireless interception techniques and data mining to infer the value of
a particular communication or signal, which is known as an inference attack [66].
The inferred information can then be utilized to further breach the account by using
a phishing attack to get beyond authentication obstacles [66]. Cyber criminals can
use data tampering, deception, spying, and material replay to target wireless devices
in both active and passive ways [67]. A graphical demonstration of IoT security and
privacy issues in smart healthcare system is shown in Fig. 2.

The use of blockchain technologies in healthcare is only getting started, and there
are a lot of roadblocks to overcome and huge decisions to make in the future. In light
of the issues that we faced a decade ago, our social understanding of privacy has
evolved, and blockchain technology has the potential to uphold these boundaries if
accepted. If deciding whether or not to use blockchain-based solutions, the trade-
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off between the risk of data loss and the ability to control one’s data (assuming
no big data leaks) should be examined. The new repositories created by cloud
computing have given birth to big data, which can then be analyzed by Al to create
a personalized healthcare plan that doctors and policymakers can use.

If low-quality and wrong data is published on the blockchain, the blockchain
will remain fair to its users; the chain will remain with low-quality and inaccurate
information because immutability and decentralization can be trusted [68—69].
There are a number of new options for blockchain and supporting technologies, but
attention must be paid to the implementation process as well as what information
has been gained [70-71]. Vigilance about the information being processed is one of
the interoperability options, as is providing responses to solve inconsistencies and
distribute confidence to diverse forms of information. With the arrival of quantum
computing and its predicted ability to overcome current encryption mechanisms,
there is a new restricted possibility in blockchain technology [72]. Although it is
unclear when this will occur, it appears to be within the next decade. If quantum
computing’s resistance to encryption is not resolved by then, we will face a number
of problems, because storing all health data on publicly accessible servers on
blockchain puts the data at danger.

In blockchain, a key with a certain sequence of characters is the ability to access
data. However, if a key is lost, the information accessed by it becomes irretrievable.
Then, it becomes unfair since consumers lose access to a lifetime’s worth of
health records simply because one of these keys is missing. Then, in order to
reconnect users with their data, new approaches or techniques must be established.
With existing solutions creating back doors to accessing the blockchain’s private
data, these methods will now be substituting one question with another. Another
issue with blockchain technology is that if the decentralization of a blockchain is
disturbed, one agent will become the only consensus agent and would be able to
change the blockchain keys, which is in violation of the virtue of immutability. To
guard against this possibility, new consensus mechanisms and government oversight
of blockchain monopolization may be necessary [73].

The goal of blockchain technology is to allow for efficient information sharing
with stakeholders while guaranteeing data confidentiality and patient privacy. This
will motivate and empower individuals all over the world to make healthy choices in
order to improve their health. With the blockchain model, the world’s data is being
protected more than ever before. Beyond the hoopla, skeptics are concerned about
the complexities, and many established and invested parties are likely to oppose the
shift, not to mention legal, regulatory, and technological aspects that have yet to be
determined.

If the problems of standardization are continually overcome, reliable privacy
established anonymization mechanisms constructed, and consensus gained on the
kind of contracts required to manage information, a new era of healthcare may be
on the horizon. These are significant obstacles, but as previously said, corporations
have already made significant progress toward overcoming them. The use of arti-
ficial intelligence to learn from data has already demonstrated that the technology
is prepared to provide revolutionary new insights with the massive data created by
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the healthcare system, with privacy and patient control as a fundamental premise.
The sectors are moving toward a disruptive event known as the health singularity, in
which personalized healthcare is provided based on a comprehensive understanding
of each individual’s biology.

Other significant hurdles of implementing blockchain in the healthcare field are
transparency and confidentiality. Increased openness and reduced secrecy, such as
open data transparency during the transition, are commonly considered blockchain
limitations because “everyone can see everything on a blockchain network™ [74—
75]. Also, even though a user is “anonymized” by using hash values as addresses,
the user can still be identified by reviewing and analyzing publicly accessible
transaction information on the blockchain. Because patient-related information
(protected health information) is crucial, this issue is significant for healthcare
applications.

One of the most distinguishing characteristics of blockchain systems is their
immutability, and decentralized storage, which allows users to transfer data across
several applications without relying on a centralized service provider [76]. A
fundamental disadvantage of hierarchical structures is the prospect for privacy
leakage from the public ledger that is propagated across the blockchain system.
When a user receives his or her data, he or she is required to submit a private key in
order to verify and decode the information from cypher text to plain text, potentially
exposing personal information. Because the data is not stored locally, as it would be
in a centralized database, the public key must be present on the network when the
verification and decryption process begin. Due to the stringent requirements of the
healthcare industry, this is a concern.

Because blockchain technology is still undeveloped and restively a new technol-
ogy, there is no standardization, which impedes adoption and slows development
[77]. Blockchain technology is being considered by many countries for use in
government contexts, such as voting [78-79]. Countries like Estonia are seeking
to achieve e-residency by combining residence rules with blockchain technology.
This is the process of setting up an online account to verify a citizen’s citizenship
in a certain state and enable them to vote using that account [7]. To support all
of these varied datacenters, there must be a high level of standardization across the
numerous parties involved. The issue of standardization and regulations will become
increasingly more crucial as more governments use blockchain as a solution [80,
82].

5 Blockchain-Based Framework for Secure Medical
Information in Internet of Things System

The crust of the entire framework is the combination of the detection approach in
the behavior of the patient’s health data using the 10T, blockchain, and machine
learning (ML). The shown methodology is essentially a system that requires the
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Fig. 3 The proposed blockchain-based Internet of Things for healthcare system

usage of an IoT module to intercept and retrieve data generated by the patient’s
wearable gadgets. The blockchain system presented is ideally suited for storing
and keeping patient data in the form of multiple transactions, as well as providing
access control to various stakeholders [81]. Furthermore, the blockchain framework
is utilized to support medical research by maintaining the pseudo-anonymity of the
patient’s identity while yet providing permitted and reliable data for more accurate
research. The ML model is mostly utilized for the detection of anomalies and the
forecasting of future scenarios by evaluating data based on parameters provided by
doctors for the basic diagnosis of the diseases that patients encounter (Fig. 3).

As a result, an effective IoT development must place a high priority on security
and secrecy. Despite the fact that most healthcare organizations do not allocate
sufficient funding to protect safety and secrecy, there is no doubt that safety and
confidentiality play an important role in the IoT. IoT devices generate an increas-
ing number of increasingly complicated real-time records, which is exceedingly
delicate. On the one hand, the collapse of health organizations or system security
could be disastrous. On the other hand, all levels of record processing, record
transfer, cloud storage, and record republication have access to the patient’s personal
information. The framework was made up of three components, each of which has
a distinct role to play:

IoT-Based Wearable Devices: These tools are used in real time to capture the
symptoms of patients and monitor their status. These devices are made up of a
number of sensors that detect the patient’s vitality and atmosphere (like temperature,
blood pressure, pulse rate, heart rate, humidity, ECG, etc.). When these criteria
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are violated, physicians and clinicians are notified in real time (from the permitted
limits). Short message services are utilized to report any cases to the appropriate
physicians, and the messages are delivered via smart devices. In a more obvious
sense, if a patient is getting some moderate therapy and is being followed up
with some medical tests, a wearable sensor is an excellent approach to track the
data generated by the patient at every second. Heart rate, calorie release, breath
strengthening, and sleep stage monitoring are examples of data that might be
considered based on the wearable worn by the patient. If blood pressure sensors
are employed, or if pacemakers are installed in the patient, such data can also be
accessed remotely via the IoT application module. Now, if the patient is bedridden
or confined to the hospital, there is a huge demand for IoT sensors or biosensors that
can recognize environmental conditions and take appropriate actions.

Blockchain Transaction and Access Management: The storage of the massive
amount of data created by the patient must be managed and processed while
adhering to a secure methodology. Furthermore, when there are several stakeholders
involved with the data being generated, a vital module called an access management
system must be created, which the blockchain network addresses. We’ve outlined
the use of two critical blockchain networks in the suggested architecture: The
personal healthcare (PHC) blockchain and the external record management (ERM)
blockchain. The patient typically maintains the personal healthcare blockchain since
it perceives and gathers data via personal wearable devices. The doctor will be given
access to the data, which will be used for proper medicine and comprehension of the
disease that the patient is suffering from. The data created by the wearable devices is
then kept in a third-party cloud database that is governed by the blockchain network.
Immutable storage blocks are used to hold transactional data. Only authorized
users have access to the information. We can use blockchain technology to create
privacy-preserving and fundamentally secure data exchange networks that allow
participating agencies to readily access archived and real-time patient data using
smart contracts that eliminate the need for data reconciliation completely. In a
typical blockchain, there is no single administrator; therefore, it is a distributed
system of control and access with some level of interest in each member, and
everyone has equal rights and power.

Machine Learning (ML) Layer: The ML layer examines the data generated by
the patient to look for anomalies. Anomaly detection may be greatly improved
by using the model to extract abnormalities from the data being generated. When
an abnormality is discovered, a notification is sent to the doctor, who can then
take appropriate action based on the situation. The suggested system employs two-
level blockchain technology. Internal healthcare agencies, such as service providers,
physicians, inventory, and other internal stakeholders, employ a private blockchain.
A public blockchain is utilized to communicate with other entities, such as patients,
pharmacies, insurance providers, and so on. The usage of a two-level blockchain
implementation allows for separation of distinct entities, resulting in a safe, privacy-
preserving, consistent, and transparent workflow.

To discover responses to security breaches or system coercions, the blockchain
layer processed data collected from overall terminal status data as well as network
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traffic. This was done to discover various attack circumstances to device trends in
real time and set up safeguards against them. This can be done by combining the
incursion activity pattern with an access control strategy based on the IoT-based
environment’s acquired protection status data. The analysis tool searches for events
or trends that may indicate that a device is vulnerable to security attacks. At this
stage, malicious conduct analysis and rule-based analysis are carried out.

6 Results and Discussion

The implementation of the proposed framework was executed using Core i5
processor system with 8 GB RAM, running on Windows 8 with a 64-bit operating
system. NetBeans 8.2, JDK 1.8, Tomcat 8.0.15, Jelastic cloud platform, and MySql
5.7 were used for the development of the framework. The proposed technique is
compared to the closest traditional approaches using the Yahoo! Cloud Serving
Benchmark (YCSB) and small bank datasets.

The proposed system was evaluated and expresses using average delay, success
rate, and system execution time for the proposed mechanism. In comparison to
conventional methods, it was discovered that using the proposed strategies reduces
average latency and SET (system execution time) and enhances SR (success rate).
How can we attain privacy efficiency while maintaining system compatibility, with
the lowest possible error rate, the shortest possible execution time, and the highest
possible success rate?

Table 1 displays the result of the proposed framework with the traditional
methods. As shown in Table 1, the traditional approaches used are Ethereum
[83], Hyperledger [83-84], and Parity [83] with the used metrics success rate
(SR), system execution time (SET), and average delay (AD) all in (%) values
from various research studies. From the obtained results, the proposed framework
performed better than the existing methods based on the several metrics used for the
observation like average delay, system execution time, and success rate for small
bank dataset and the YCSB.

From Fig. 4, the results show that the proposed system performed best when
compared with the conventional methods used on the YCSB and small bank dataset
based on success rate (%).

Table 1 The performance of the proposed system against the traditional methods

YCSB Small bank
Methods SR(%) |AD(%) |SET (%) |SR(%) |AD (%) | SET (%)
Ethereum 27.4 10.5 12.52 29.5 134 X
Hyperledger 46 4.9 4.01 49 6.9 4.32
Parity 65 4.8 29 69 6.1 3.05

Proposed method | 89 1.6 1.03 93 2.95 1.04
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From Fig. 5, the results show that the proposed system performed best when
compared with the conventional methods used on the YCSB and small bank dataset
based on system execution time (%).

From Fig. 6, the result show that the proposed system performed best when
compare with the conventional methods used on the YCSB and small bank dataset
based on Average Delay (%).
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7 Conclusion and Future Directions

In today’s healthcare sector, the application of blockchain in healthcare systems
is crucial. It can lead to automated data collecting and verification processes, as
well as correct and aggregated data from diverse sources that is immutable, tamper-
resistant, and safe, with a lower risk of cybercrime. It also allows distributed data,
as well as system redundancy and failure tolerance. As a result, using blockchain
technology, this chapter presented a secure smart healthcare system. The proposed
approach was used to transform a concentrated and vulnerable smart system into a
distributed, transparent, and safe system, thereby raising the standard of medical-
related services on the smart healthcare system. There are various theories on
why blockchain could be used to improve the healthcare system. First, it provides
clear data to all stakeholders while safeguarding the privacy of patients. It also
safeguards sensitive medical records from theft and eavesdropping by malicious
attackers. In the proposed system, mathematical derivation is used to evaluate the
efficiency, security, and cost-effectiveness of sharing healthcare data. The suggested
framework is compatible with a cloud platform and completely independent for
secure data transmission and recovery. The proposed system has reduced 1.6 AD in
seconds and 1.03 SET in seconds and improves 25% SR. Finally, when compared
to the traditional methods, the suggested methodology outperforms them on each
parameter and dataset. The proposed framework’s complete implementation will
be carried out in the future. The lack of blockchain awareness among healthcare
stakeholders is a key roadblock to its implementation, which will be addressed in the
future to ensure that blockchain is properly implemented in the healthcare system.
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