
Information Security Accountability
in the Cloud Computing
Context—A Comprehensive Review

Zahir Ahmed Al-Rashdi, Martin Dick, Rahma Ahmed Al-Rashdi,
and Younis Al-Husaini

Abstract Accountability is a main concern for information security within cloud
computing; it represents the trust in service relationships between clients and cloud
service providers. Without evidence of accountability, a lack of trust and confidence
in cloud computing is to be expected from decision-makers. Furthermore, a lack
of accountability is considered as an added level of risk, especially since a client’s
essential services are controlled and managed by a third party. Therefore, this new
outsourcing paradigm increases the challenge of maintaining data security and confi-
dentiality, supporting data and service availability, and demonstrating compliance.
This chapter presents a literature review on IS accountability. It sets out the different
definitions of IS responsibility from the existing literature. This chapter reviews infor-
mation security and cloud issues, and related security issues and how they relate to IS
accountability in the context of cloud computing. The concept of Cloud computing
along with the different types of cloud services is thoroughly described. The factors
of accountability are also reviewed in this chapter. This chapter is made up of two
main sections. The first section will focus on information security and explore IS
Accountability in cloud services provisions. The second section will elaborate on the
conceptual drivers of IS Accountability. These factors are Transparency, Respon-
sibility, Assurance and Remediation. Finally, accountability for Cloud computing
service relationships and all other aspects associated with IS Accountability will
also be identified and explained.

Keywords Cloud computing · Information security · Information security
accountability · Cloud service provision · Outsourcing · Accountability elements

Z. A. Al-Rashdi (B)
Information Security Department, Sultan Qaboos University, Muscat, Oman
e-mail: zaher21@squ.edu.om

M. Dick · Y. Al-Husaini
RMIT University, Melbourne, VIC, Australia

R. A. Al-Rashdi
Keio University, Tokyo, Japan

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2021
R. Montasari et al. (eds.), Challenges in the IoT and Smart Environments,
Advanced Sciences and Technologies for Security Applications,
https://doi.org/10.1007/978-3-030-87166-6_8

189

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-87166-6_8&domain=pdf
mailto:zaher21@squ.edu.om
https://doi.org/10.1007/978-3-030-87166-6_8


190 Z. A. Al-Rashdi et al.

1 Introduction

This review provides an explanation of what Information Security Accountability (IS
Accountability) in a Cloud computing context is, and how government organisations
can ensure that it is present in Cloud computing service relationships. Although
information security and privacy in relation to Cloud computing has received a great
deal of attention from researchers in the field of information systems (Infosyss) [14,
71] and information security [72], yet, information security accountability in Cloud
computing has not been studied in great depth. Furthermore, many of the studies
concentrate on technical aspects such as encryption andpreventive controls.Although
technical aspects for cloud security and privacy have been actively researched, the
focus on detective controls in relation to cloud accountability and auditability is
scarce. Encryption and other privacy protection techniques will only manage a part
of this problem. In addition, there is the problem of ensuring that security obligations
are implemented by cloud service providers. According to Gartner, globally end-
user expenditure on public cloud services would rise 18.4% to $304.9 billion in
2021, up from $257.5 billion in 2020 [23]. Thus, the enormous growth in moving
businesses to Cloud computing, due to its flexibility, cost-effectiveness, scalability,
and the perceived benefits of transference of data security and the absence of a
specific Cloud computing accountability framework, highlights the growing need
for research in this area. Research is needed into accountability and auditability of
cloud service providers to affect both preventive and detective measures in ways
that promote transparency, governance, and the accountability of the cloud service
providers.

1.1 Evolution of Accountability

The principle of accountability is found in the well-known OECD Guidelines; in
the laws of the European Union (“EU”), the EU member states, Canada and the
United States; in emerging governance such as the APEC Privacy Framework and
the Spanish Data Protection Agency’s Joint Proposal for an International Privacy
Standard. The Organisation for Economic Co-operation and Development (OECD)
established accountability as a principle of data protection in 1980 and since then
has played an increasingly important and visible role in privacy governance. The
emergence of the accountability principle places responsibility on organisations as
data controllers to comply with measures that give effect to all of the OECD princi-
ples [75]. In the European Union, the principle of accountability initially considered
privacy protection including the implementation of processes by organisations,which
in turn assessed how much data was to be collected, the usefulness and the usability
of the collected data and the protection level required to ensure information security.
The transfer of data outside the EU has been managed to ensure safe transfers of
sensitive and personal data, which was addressed in the EU accountability principle
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in the data governance section [77]. In February 2009, The Spanish Data Protection
Agency’s established a basis for data transfers and created the Joint Proposal for
an International Privacy Standard, which included the principle of accountability
[78, 79]. The office of the Privacy Commission of Canada established the first prin-
ciple of accountability in 2009 under Canada’s Personal Information Protection and
Electronic Documents Act (PIPEDA) that soon became part of the law that relates
to processing, storing and transferring data domestically and outside the Canadian
border [76]. In the United States, the government has acted initiatively to enhance the
principle of data protection and accountability by imposing legal obligations, Under
the Gramm-Leach-Bliley Act, and the Safeguards Rule, enforced by the Federal
Trade Commission, requires financial institutions to have a security plan to protect
the confidentiality and integrity of personal consumer information [89]. The Center
for Information Policy Leadership (CIPL) is working hard on the accountability
approach in the digital world because much data has been migrated to cloud envi-
ronments. CIPL has paid more attention to improving accountability in the public
cloud and mobile services by presenting the main risk element associated with these
two cloud environments [29, 62].

1.2 What is Information Security Accountability?

Accountability is a core concern for information security in Cloud computing,
it represents the trust in service relationships between clients and cloud service
providers (CSPs) [9]. Without evidence of accountability, a lack of trust and confi-
dence in Cloud computing [11] is developed by decision-makers and considered as
an added level of risk, which means a lack of accountability increases [9], espe-
cially since a client’s essential services are controlled and managed by a third-party.
Consequently, this new method of outsourcing renders the process of maintaining
data security and privacy, supporting data and service availability, and demonstrating
compliance far less transparent [27]. This makes it difficult for users to understand,
influence and determine what security obligations are implemented by CSPs.

Many researchers indicate that accountability should be given more attention and
treated as a high priority issue in terms of security [45, 50] as it affects the quality of
service (QoS) [5, 56] as well as the grade of service (GoS) [5]. Generally, most users
are seeking Assurance that their QoS and GoS requirements are satisfied and that
their operations are not hindered due to congested cloud resources. Providing the
required assurance measures and guarantees for both QoS and GoS is a challenging
task. Furthermore, accountability—along with trust—are two major concepts that
are considered foundational for potential users wishing to embrace cloud services.

In the remainder of this chapter, Sect. 2 outlines the importance of informa-
tion security for organisations and investments into information and communication
technologies. We also discuss cloud computing and related issues such as: cloud
deployment models and cloud services, adoption drivers, and current issues of cloud
computing. Then, Sect. 3 provides insight into information security accountability
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to discuss in detail the relationship between accountability and cloud computing
within an organisational context. Section 4 covers information security accountability
conceptual factors. Lastly, the conclusion is shared in Sect. 5.

2 Literature Review

2.1 Importance of Information Security

Information is considered the most valuable and crucial asset to any organisation,
and hence, must be properly protected [25]. The use of information is evolving at
an unprecedented rate and Escherich [21], a principal research analyst at Gartner,
emphasises that information within an organisation is vitally important and has to
be thoroughly protected. However, downloads and the use of many different types
of software that process this information, brings along more threats to organisa-
tions [38]. For example, attackers can use malicious tools to gain access to various
valuable information resources and services such as identities and credentials. This
information can be used by attackers to gain profit illegally [22]. It is also evident that
the need for information security for both personal and institutional use has rapidly
increased due to the proliferation of communication media, electronic storage and
transmission of information [93]. Some important reasons for this growth are due
to the “increase in electronic applications in businesses as well as in daily life, the
sharing of information on network systems, the accessibility of information from
many points, the increasing threat of loss of information, and most importantly, the
increases in personal and corporate losses” [20].

2.2 Organisations and Investments in Information
Technology

Many researchers have proposed that all investments of business operations and IT
should be integrated into their business values and should be aligned with organisa-
tional strategy [16, 41]. For example, Croteau and Raymond [17] confirm that the
investment in IT and business processes should be coordinated to achieve a proper
strategic plan with a good integration process. Ju et al. [32] propose that the correla-
tion between strategic factors, organisational factors, and technology alliance have
a great impact on an organisation’s competitiveness. However, Markus [41] argues
that approaching success and improvements in terms of functions and performance
is difficult whether or not IT is required. There is a resistance to investing in tech-
nology in most organisations due to a lack of information, human resources, and cost
of implementing internal security management systems.
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2.3 Organisations and Information Security Concerns

Information systems security remains the most challengeable task to IT leaders,
executives and professionals [19]. Maintaining Infosys security in organisations is
more than just a technical matter. There are other aspects of Infosys, such as organisa-
tional “grounded principles and values” [19], which need to be considered. There are
various studies in the literature which emphasise that Infosys security is more effec-
tive in terms of management if it goes beyond technical aspects [57]. For example,
Puhakainen and Siponen [57] state that employee refuses to complywith information
security policy should be considered as a real information security threat. Further-
more, Straub and Welke [69] state that there are several values to be measured in
terms of protecting information resources at any organisation. Segev et al. [64] outline
that the main key of protecting Infosys security is not technical but that it should be
accomplished by studying the key managerial elements featuring each organisation.

Tan and Hunter [74] suggest that a mix of social and organisational factors must
be considered as effective values to be employed by Infosys stakeholders. These
organisational and social factors indicate people’s assumptions, accountability, and
values towards Infosys security issues [47]. Keeney and Keeney [34] state that re-
evaluating these social factors canhelp to discover somehiddenobjectives.Trompeter
and Eloff [82] argue that in addition to technical and organisational factors, ethics
and personal accountability must be considered throughout the implementation of
any ISMS. However, In the context of this review, the researcher will focus mainly on
the challenges of information security accountability in the cloud computing context.

2.4 Cloud Computing Service Provisions

Cloud computing relates to the use of online computing services and is considered an
on-demand IT service or product based on the business model. Users and businesses
can use software and hardware through cloud services, including SaaS, PaaS and
IaaS with the management of third parties at a remote location [68]. Characteristics
include: manageability, access method, performance, multi-tenancy, scalability, data
availability, control, storage efficiency [83], advanced security technologies [67], on
request allocation and reallocation of resources, virtualised storage and networking
facility, enabling sharable resources “as a service”model, the flexibility ofmoving an
organisation’s data through data centres, cost-effectiveness, reducing the responsi-
bility of maintaining data locally, and resources made customisable on the web [92].
In addition, the computing resources and data are automatically maintained through
software that is managed and controlled by CSPs [63].

According to the National Institute of Standards and Technology (NIST), Cloud
computing is “a model for enabling ubiquitous, convenient, on-demand network
access to a shared pool of configurable computing resources (e.g. networks, servers,
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storage, applications and services), that can be rapidly provisioned and released with
minimal management effort or service provider interaction”[42].

2.5 Cloud Computing Deployment Models and Cloud
Computing Services

The cloud infrastructure can be subdivided into four layers: the physical layer, the
infrastructure layer, the platform layer and the application layer. In addition, cloud
computing is made up of four models: public, private, hybrid and community. Each
of these models is divided into three service models: Software as a Service (SaaS),
Platform as a Service (PaaS), and Infrastructure as a Service (IaaS) as demonstrated
in Figs. 1 and 2 respectively [4, 12].

The rapid growth of Cloud computing has created a paradigm shift in tech-
nology since the whole IT infrastructure has become available as a service including
within smart city sectors [3]. Despite the fears of losing control by different users
about data stewardship especially health and financial data, there are a number
of notable commercial and individual cloud computing services, including Google
(Email Service), Microsoft Azure and Yahoo [84]. Ko et al. [36] state that Google,
Microsoft (Azure) and Amazon (EC2/S3) are the current prominent cloud providers
in the world. For example, Microsoft Office 365 provided by Microsoft is the most
popular case of SaaS service provided to the public, Google Apps is a good example
of PaaS and Amazon Web Services is a good example of an IaaS [46].

Fig. 1 Cloud computing deployment models
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Fig. 2 Cloud computing services

2.6 A Motivation for Cloud Migration

Cloud computing relates to the use of online computing services and is considered an
on-demand IT service or product based on the business model. Users and businesses
can use software and hardware through cloud services, including SaaS, PaaS, and
IaaS with the management of third parties at a remote location [84]. Characteris-
tics include: manageability, access method, performance, multi-tenancy, scalability,
data availability, control, storage efficiency [35, 88], advanced security technolo-
gies [35], on request allocation and reallocation of resources, virtualised storage and
networking facility, enabling sharable resources “as a-service” model, the flexibility
of moving an organisation’s data through data centres, cost-effectiveness, reducing
the responsibility of maintaining data locally, and resources made customisable on
the web. In addition, the computing resources and data are automatically maintained
through software that is managed and controlled by the CSP [63]. Overall the sharing
of resources represents the main benefits of Cloud computing by sharing large pools
of resources such as compute cycles, or virtual CPUs (VCPUs), storage and software
services [44, 59]. However, sharing resources increases concerns towards security
with end users, particularly with respect to data or applications hosted in the cloud
provider’s data centres [33].

2.7 Current Issues for Cloud Computing

In recent years, the demand for migration to clouds is ever-increasing due to the
growing number of personal data including bookmarks, photographs, media and
music files, are accessed remotely via a network [94]. Cloud computing has expanded
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Fig. 3 Cloud computing challenges

into one of the fastest-growing portions of the IT industry and has become a promising
business concept where a huge amount of information—for both individuals and
enterprises—is placed. This transformation of data distribution and storage in the
cloud has generated a real concern towards data privacy and data protection. It has
also raised questions about how safe the cloud environment is. This question is
considered by most organisations before deciding on deploying their business into
the cloud [70].

After reviewing more than eighteen case studies by the researcher about cloud
computing, between 2009 and 2021, it was revealed that there are many challenges
and security issues associated with cloud migration [58, 92]. These challenges, as
shown in Fig. 3 and discussed in subsequent sections, have a significant impact on
users’ decisions to move their activities to the clouds.

2.8 Cloud Computing Challenges

From the above-mentioned cloud computing challenges presented in Fig. 3, it is
clear that migrating data to the cloud is not an easy task to achieve in terms of
decision making and implementation. Decision-makers should ensure that account-
ability mechanisms are in place to provide clients with control and transparency over
data in the cloud. This includes enabling the customer to choose and select its cloud
provider based on the criteria of reliability and IS responsibility and vice versa.When
this happens, trust and accountability are fully implemented. In addition, data avail-
ability must also be ensured where client data are usually stored in ‘blocks’, usually
in different locations and on different servers. This would contribute negatively to the
availability of data and could constitute a genuine concern for the availability of unin-
terrupted and uninterrupted data provisions. Confidentiality and data protection are
other aspects that must be taken into account, as confidentiality and data protection
include confidentiality, integrity and availability. A proper practice, privacy policies
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and information system procedures must be clearly stated in the service level agree-
ment (SLA) [60] to assure the client of data safety. The integrity mechanisms should
be implemented by the CSP to ensure that data will not bemodified to any extent. The
client should be made aware of any data loss or change [13] and the right informa-
tion should be made available to the right people [66]. Furthermore, the CSPs should
inform the client about the data location (where the data will be stored, for example,
in Australia or the US or India), this should be clearly mentioned in the SLA [18, 40].
Furthermore, the customer must be aware of the possibility of moving or transfer-
ring their data from one cloud to another [18]. The consumer needs to be sure about
the whole cloud computing environment. The physical and political environment
surrounding the data centre and how safe it is (data location) The consumer needs
assurance about the availability of adequate data storage systems in place, at least
RAID (Redundant Array of Independent Discs) systems. This can be accomplished
by having the latest technology in storage, backup and retrieval systems. Recovery
systems should be regularly updated and maintained to restore information as early
as possible in the event of a malfunction. This is part of the emergency plan agreed
to in SLA to manage events and respond to incidents.

Consumers are generally concerned about the loss of physical control as data
and resources are shared with CSP in whole or in part. Sometimes governments
never comply with privacy laws when it comes to accessing other people’s data,
indicating a clear breach of the law [37]. This includes the limitation of collecting
citizens’ data that resides/goes into storage, the duration of time to keep data and some
financial, banking protocol, and that the customer’s data should remain within the
country. From a technical perspective, consumers are also concerned with the issue
of compatibility, such as the incompatibility of services between different service
providers. This is especially true when the customer decides to switch between cloud
providers. For example, Microsoft, Cloud and Google Cloud are both incompatible
with one another and incompatible with current standards and code of practice across
the various clouds. Another conflict is emerging between the CSP and its associated
consumers in terms of encryption and decryptionmanagement. It’s about who should
take control of encryption and decryption, the customer or the cloud provider? The
consumer has to be clearly informed about the process and procedures the CSP will
follow in case of data breach and how the investigation or what is known as a cloud
forensics process will be maintained. This is a real challenge, as more than one-
third party will host the data at any time and everyone will share the responsibility
of hosting customer data. Cloud forensic investigations require complex procedures
and special tools, alongwith the exceptional skills a digital forensic investigator must
possess to conduct this type of investigation [1, 6]. Since digital forensics is one of the
key elements of law enforcement (LEA) [7], CSP collaboration is vital. Therefore,
the relationship between digital forensic investigators and CSPs must be framed to
enhance trust between the two parties and ensure the highest level of preservation of
the integrity of digital evidence [8]. In addition to the above-mentioned points, the
studies also revealed some logistical issues such as service level agreement issues
(SLA) [43], costing models, charging models [48], what to migrate [15], and cloud
interoperability issues.
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As part of this review, this chapter will focus on the challenges of IT security
accountability. Information security practitioners believe that cloud ownership is the
first “building block” that each organization must implement to improve cloud data
protection. Ko et al. [36] and Lynn et al. [39] believe that cloud accountability is one
of the evolving issues in cloud security and needs to receive the greatest attention.
In addition, scholars also believe that accountability is incorporated directly with all
the other information security challenges outlined above, and has a great impact on
the implemented mechanisms, which in turn ensures responsible decision-making
towards information security management and protection of data [24, 36].

3 Information Security Accountability

The review revealed four main components of Information Security accountability
in relation to Cloud computing service provision, and showed that in order to be an
accountable organisation, the four components should be fully implemented. As can
be seen in the descriptions of these factors, as illustrated in Fig. 4, there are inherent
interactions between the four components (Responsibility, Assurance, Transparency
and Remediation) which means that they should all be addressed simultaneously;
Uniqueness implementing each component is likely to cause failure in relation to IS
Accountability. ISPs who wish to be held accountable should be aware of these four

Fig. 4 The four central components of Accountability in the existing literature
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core elements of accountability and be prepared to demonstrate to customers that they
have achieved them. However, this does not mean that there is a singular method for
implementing all four factors or any individual factor—the nature of the organisation,
its industry context, the type of data collected, the business model, and the potential
risks that data usage raises for clients all have an impact on the method chosen for
implementing these factors [24, 52]. The following section details four different areas
associatedwith accountability. First, the organization and accountability of end-users
are briefly presented. Second, there is a discussion on what accountability means.
Lastly, the conceptual factors for IS responsibility are listed and discussed.

3.1 Organisations and End Users’ Accountability

People will remain the most responsible party in mitigating human risks posed by
malicious tools [2]. There is social responsibility in combating threats and therefore,
all parties should work together to mitigate the risks of malicious threats and that
includes governments, ISPs, end-users, and international bodies.

3.2 What Is Accountability and How Does It Relate to Cloud
Computing and ISMSs

Accountability is a global term that has been used and presented for a number of years
in computer science, finance and public governance, and is becoming more incorpo-
rated into business regulatory programs. However, recently the term accountability
has emerged in terms of a worldwide privacy and data protection framework [55].
The research effort on accountability has produced a considerable number of defi-
nitions. These definitions embody different spheres of accountability research. Both
academics and practitioners have different views and interpretations of account-
ability. For example, accountability in computer science according to scholars is
referred to a limited and imprecise requirement that is met by reporting and auditing
mechanisms [52]. Yao et al. [91], considers accountability as a way of making the
system accountable and trustworthy by the combination of mechanisms. Account-
ability should be approached by having mechanisms that concentrate on a broader
scope of the legal issues [89]. For example, Vedder andNaudts [85] suggested calling
for accountability mechanisms that transcend the mechanisms that are inherent in
regulation. Authors like Jaatun et al. [28] proposed to develop accountability mecha-
nisms thatwould diversify processes, non-technicalmechanisms and tools thatwould
support accountability practices. Rush [61] defines accountability as the reporting
and auditing of mechanisms and obligating an organisation to be answerable for its
actions.
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Vithanwattana et al. [86] identified accountability as the process of tracking users’
activity in a continuous manner while accessing resources in the system. The users
would be tracked against the systems they accessed, which systems theywere granted
access to, what type of information they accessed, the amount of data transferred
during their access, time spent on the system and when they disconnected from the
system.

Muppala et al. [44] refer to accountability as the adherence to accepting the
ownership and responsibility towards all actions in a standardised way as regulated
by an acknowledged organisation such as theOrganisation forEconomicCooperation
and Development (OECD) who published privacy guidelines in 1980. However, Ko
et al. [36] consider accountability as one out of the four components of trust in Cloud
computing. The remaining three are security mechanisms (e.g. encryption), privacy
(the protection of personal or confidential data not to be exposed) and auditability.
A reasonable definition for accountability has been provided by the Galway project
of privacy regulators and privacy professionals. To them, accountability is defined
to as the commitment towards safeguarding personal information with an obligation
to act as a responsible steward by taking responsibility for protecting, managing and
appropriating use of that information beyond mere legal requirements, and to be held
accountable for any misuse of that information [76].

The Centre for Information Policy Leadership in the United States has identi-
fied accountability in relation to privacy as “the acceptance of responsibility for
personal information protection. An accountable organisation must have in place
appropriate policies and procedures that promote good practices which, taken as a
whole, constitute a privacy management program. The outcome is a demonstrable
capacity to comply, at a minimum, with applicable privacy laws. Done properly, it
should promote trust and confidence on the part of consumers, and thereby enhance
competitive and reputational advantages for organisations” [78, 79].

Pearson [53] stated certain conditions need to be met in order to provide an
improved basis of trustworthiness in the Cloud computing environment, which
automatically enhances accountability.

This review uses the definitions of accountability offered by several authors [76,
86]. These definitions cover the central components of accountability namely Trans-
parency, Responsibility, Assurance, and Remediation. For example, organisations
are required to demonstrate a certain level of acknowledgement and assumption of
Responsibility by introducing or having in place appropriate policies and procedures
along with promoting good practices for correction and remediation in case of failure
and misconduct [52]. In addition, in terms of data protection, organisations should
be held responsible for any decision made about the protection of data by report,
explanation, enhancing Transparency, considering liability and be made answerable
for the consequences [44]. Governance and ethical dimensions along with promoting
the implementation of practical mechanisms are all parts of accountability, whereas
legal aspects and guidance should be interpreted for data protection [77]. The above
definitions are used as the basis of this comprehensive review because the definitions
incorporate the protection of organisational assets and personal privacy.
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However, none of these studies has mentioned the role of the ISMS in controlling
all aspects of accountability in Cloud computing. This indicates that the need to
employ an ISMS in order to control all aspects of security challenges in Cloud
computing is a trend in today’s world. Accountability in relation to cloud service
provision needs to be examined and investigated with regards to its integration with
ISMSs.

Therefore, accountability and ISMSs are interconnected with each other, since
both of them are designed to satisfy the same approach towards information security
management and data protection. Their main goals are to ensure the protection of
organisational assets and personal privacy regardless of the difference in processes
and procedures followed to achieve each approach.

4 Conceptual Factors

The Centre for Information Policy Leadership has identified accountability as “a
demonstrable acknowledgement and assumption of responsibility for having in
place appropriate policies and procedures, and promotion of good practices that
include correction and remediation for failures and misconduct. It is a concept that
has governance and ethical dimensions. It envisages an infrastructure that fosters
responsible decision-making, engenders answerability, enhances transparency and
considers a liability. It encompasses expectations that organisations will report,
explain and be answerable for the consequences of decisions about the protection of
data. Accountability promotes the implementation of practical mechanisms whereby
legal requirements and guidance are translated into effective protection of data” [77].

Asmentioned previously, this review uses the definition of Accountability offered
by several authors [76, 78, 79]. In particular, these definitions cover the central
components of accountability: Transparency, Responsibility, Assurance and Reme-
diation. These definitions are used as the basis of this review because they incor-
porate the protection of organisational assets and personal privacy. Figure 4 shows
the overall interactions between these four key components in terms of achieving
accountability. It should be noted that the double arrows indicate that the four factors
interact with each other and are not necessarily independent of each other.

4.1 Responsibility

Responsibility in the context of accountability for Cloud computing service provision
is the acknowledgement and assumption of responsibility by CSPs that they have
introduced or have in place appropriate policies and procedures [26]. Responsibility
is achievable by ensuring the existence of obligatory and enforceable written data
privacy policies and procedures that reflect applicable laws, regulations and industry
standards. The accountable CSP should develop, implement and communicate to
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clients a set of data privacy policies that are informed by appropriate external criteria
recognised by laws, regulations or the industry’s best practices [81]. In addition, the
accountable CSP should be prepared to provide clients with [87] and also design
and deploy a set of procedures to implement effective and practical written policies
according to the circumstances of each organisation—such as what data is collected,
how it is used, and how systems and organisations are connected.

Responsibility is considered one of the most important factors of IS Account-
ability to adequatelymanage the relationship betweenCSPs and clients. The account-
able organisation (CSPs) should have a data privacy program in place to establish,
demonstrate and test its accountability. Each organisation should demonstrate a level
of Responsibility and a willingness to be accountable for any misconduct in its
data practices, policies and procedures, which should be implemented based on
external legislative criteria [30], and generally accepted principles or the industry’s
best practices. All policies and procedures must be approved at the highest level
of the organisation, and senior management should demonstrate their commitment
towards motivating Responsibility, which in turn encourages accountability.

4.2 Assurance

Assurance, in terms of Accountability for Cloud computing service provision, is
to comply with governance and ethical measurements along with promoting the
implementation of practical mechanisms that are commonly considered key parts of
accountable processes and procedures [54]. In addition, Assurance is considered as
the main tool of evidence that provides valuable information to risk management
where this evidence would be used by providing confidence to stakeholders that the
qualities of service and stewardshipwithwhich they are concerned are beingmanaged
and maintained appropriately [54]. The following factors are part of Assurance in
relation to accountability for the provision of Cloud computing services:

• Staffing and delegation
• Education and awareness
• Mechanisms to manage IS accountability in the cloud computing environment
• Ongoing risk assessment and mitigation
• Program risk assessment oversight and validation
• Event management and complaint handling
• Internal enforcement.

Appropriately trained personnel will ensure the validity of the CSP’s privacy
programand assign the right resources to the right personnel [77]. Small andmedium-
sized organisations should ensure that these delegations are in line with their specific
activities and circumstances, such as the nature, size and sensitivity of their data
holdings. Once properly implemented, the client-CSP relationship will be enhanced;
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CSPs will provide their employees with appropriate training and be assigned respon-
sibility for the privacy program [30]. Education and awareness is another element of
assurance that improves IS accountability to the CSP.

An effective education and awareness program will ensure that staff of an orga-
nization and on-site contractors are kept informed of data protection obligations.
Such ongoing education and awareness will enhance the CSP’s employees’ capabil-
ities and increase their understanding of the essentiality of protecting clients’ data to
avoid data leakage consequences such as job dismissal. It is clear that this process
will increase the level of trust between clients and their CSPs. The implementation
of a number of CSP mechanisms improves the assurance factor, which increases IS
accountability. Implementingmechanisms directly impacts onmanaging IS account-
ability in the cloud environment. The review identified several mechanisms that,
according to the researchers, support IS empowerment in a cloud computing envi-
ronment [30, 31]. The mechanisms are considered tools and activities to implement
and monitor IS accountability objectives. In addition, Jena and Mohanty [31] have
discussed the importance of cloud auditors being used in online dispute resolutions
(ODR) in the cloud environment where data is remotely controlled as part of the
compliance process during the Remediation stage. The importance of cloud auditors
as an effective mechanism was discussed by Jaatun et al. [30]. For example, mech-
anisms to clarify compliance with respect to extraterritorial legislative requirements
and provide a list of certifications required should be handled by the cloud auditor,
as they are considered to be the main actor to perform audits and certifications, to
monitor accountability levels of cloud providers and to make sure that collection of
implicitly collected data is made transparent [30].

Another aspect of assurance is the constant assessment and mitigation of risks.
CSP and their associated clients agreed that to be an accountable CSP, processes are
needed to understand the related risks to privacy that may occur from the implemen-
tation of new solutions, products, services, technologies or business models. The
results of ongoing risk assessment and mitigation should be taken into account in
the measures taken by the organization to mitigate potential client risks. In addition,
these organizations should further demonstrate how these decisions are taken and
what actions are taken to mitigate the risk. By having such steps in place, including
precise processes and procedures to arrest ongoing risk and mitigation, CSPs will be
perceived positively by clients in terms of accountability, and are likely to be branded
as a trustworthy party. In addition, having a solid program risk assessment oversight
and validation in place enhances the trust and confidence of CSP accountability as it
assures clients that constant reviews are set in place. Ongoing reviews of an organi-
zation’s confidentiality and accountability program need to be considered by clients
andCSPs in order to be viewed as a responsible organization. Thiswill ensure that the
needs of an organization are consistently met through sound data management and
protection decisions that promote and respect privacy outcomes. Information secu-
rity practitioners believe that a review of the exchange of such programs between
PSPs and clients will improve trust and validate CSP programs, which in turn will
lead to a responsible partnership. In addition, security experts believe that imple-
menting complaint management and handling systems is seen as an added value to
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cloud clients. Decision-makers believe that a responsible organisation should put
in place procedures that effectively respond to requests for information, complaints
and data protection breaches [30]. A timely response to any inquiry, complaint or
violation in terms of data protection will establish an image of support between
clients and CSPs, which in turn will strengthen accountability between them. The
matter of support between clients and their CSPs can sometimes become compli-
cated and often leads to contract termination, which means a loss of trust between
clients and CSPs. The in-house application is another assurance factor that enhances
IS accountability in cloud computing environments. IT experts believe that account-
able organisations should have in place methods to enforce internal policy, ensuring
that any breaches to those internal data protection rules by employees—such as IS
Accountability practitioners—property or misuse of data, are subject to sanctions,
including discharge [9, 77]. In this case, this internal application is directly linked
to CSPs and the reinforcement of these aspects of the application will increase the
likelihood that customers choose to use this CSP.

As a whole, assurance and accountability are interrelated. Based on corporate
culture, each organization must establish performance systems to be viewed as
a responsible organization, and the following characteristics represent successful
performance systems: (1) they are consistent with the organisation’s culture and are
integrated into business processes; (2) they assess risk across the entire data life cycle;
(3) they include training, decision-making tools and monitoring; (4) they apply to
outside vendors and other third parties, to ensure that personal data obligations are
met nomatter where the data is processed; (5) they allocate resources in places where
the risk to individuals is greatest; and (6) they are a function of an organisation’s poli-
cies and commitment. In Europe, North America and Asia–Pacific seal programs are
used where they play the role of third-party accountability agents, which provides
external oversight by making Assurance and verification reviews a requirement for
participating organisations.

4.3 Transparency

Toensure transparency in the context of accountability for providing cloud computing
services, a series of issues need to be addressed. The results of each review, including
changes in rules and procedures, should be communicated to customers in a clear
and timely manner [73]. Information should be properly communicated to client
organizations and regulators in a rigorous and cost-effective manner [51]. As part of
this process, the outcome of assessment measures or audits should be reported to the
appropriate employee within a client organisation, and where necessary corrective
action should be taken [27, 49]. Transparency involves reporting and explaining
decisions taken to protect data. It alsomeans that acceptance of liability and remedies
are clearly presented to customers [10]. Transparency between clients and their CSPs
is an essential element towards achieving accountability in Cloud computing, asmost
clients want to know who is handling their data as well as how, where and when it
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is used. Sharing such information between clients and CSPs increases trust, which
increases accountability [30]. A level of transparency must be demonstrated among
clients and organizations. Clients should have rights to the data collected by editing
it. They also have the right to stop using certain data where it is not appropriate or
to correct the data collected where it is inaccurate. However, there may be limits on
disclosing information in certain circumstances.

4.4 Remediation

To implement corrective actions that ensure accountability for cloud service delivery,
there is a need for a range of corrective action processes. According to The Centre
for Information Policy Leadership [84] remediation is “the method by which an
organization provides recourse to persons whose privacy has been put in jeopardy.”
In this context, a responsible organization should use its best practices in remedial
action and redress in the event of failure and misconduct [52, 65]. In addition, an
accountable organisation should have a specific remediation mechanism that suits
each organisation according to their data holdings, and the way the data is used and
appropriated for a specific issue. These mechanisms should be readily accessible to
clients, and the lead organization should be able to handle complaints in an effective
and efficient manner. The redress mechanisms would vary depending on the culture
and the industry. Therefore, decisions about redress should be made locally.

However, these remediation mechanisms would need to be developed in consul-
tation with a range of experts, regulators, civil society, and representatives of
both public and private sector organisations [90]. Corrective actions complement
accounting processes and procedures to ensure business continuity in the event of a
malfunction.When failure occurs, individuals should have access to a recoursemech-
anism. For instance, a third-party agency might be needed to address and resolve the
failure that has occurred. Customers must be aware of the processes and procedures
that must be followed in the event of failure.

5 Conclusion

This review has sought to understand how IS Accountability in Cloud computing can
be conceptualised. Initially, this review used an extensive analysis of the literature
relating to Cloud computing and accountability for information security to develop
a model of the key conceptual elements (Responsibility, Transparency, Assurance
and Remediation) (see Sect. 2.15) relating to this issue. The objective of this review
was to understand what an organization needs to do to achieve IS responsibility
in a cloud context. It should be noted that this differs from information security
because an organization considered to be responsible for information security may
still have corresponding violations. In fact, some aspects of information security
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and accountability, such as remedial actions, may never come into play if such a
breach does not occur. In order to determine if an organization is responsible for
its information security, the first step is to identify and define the core elements of
IS accountability. The review found that these four elements were viewed by IS
accountability practitioners as core elements of IS accountability.

This reviewer provided a more detailed definition of IS accountability based on
the revealed literature. This definition will assist in the research of IS Accountability
by providing a common understanding of the concept. The researcher examined the
meaning of ISAccountability to determinewhether the four components of the earlier
IS Accountability in Cloud model could be expanded. Achieving IS Accountability
is a complex task for any organisation. The first step is to understand the elements
of IS Accountability. It is important to realise that though there are four elements,
the level to which any element needs to be implemented in an organisation, is highly
context-dependent. A level of transparency for an organization with an acceptable
level of accountability may not be sufficient for another organization. Overall, it
needs to be understood, that the four-element model is not prescriptive and that it
must be used in a context-sensitive way that is dependent on the needs of the specific
organisation that is attempting to achieve IS Accountability.
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