
Chapter 14
Resilience, Digital Tools, and Knowledge
Management Systems in the Pandemic Era:
The IHU Strasbourg Experience

Francesca Dal Mas, Maurizio Massaro, Juan Manuel Verde,
Alain Garcia Vazquez, Lorenzo Cobianchi, Mariano E. Gimenez, and
Benoit Gallix

Abstract Disasters like the recent COVID-19 pandemic can benefit from the use of
digital tools and Knowledge Management Systems (KMSs) to manage the emer-
gency and improve the resilience of the system. Such KMSs must prove the quality
of the system, service, situation, and knowledge which is gathered, transferred, and
shared. However, KMSs must cope with the presence of knowledge barriers, which
limit to manage data and information successfully. Our chapter wants to deepen such
a topic through the analysis of the case study of a web application developed by the
IHU Strasbourg, one research and clinical centre, to collect and share knowledge
between the end-users (citizens) and healthcare institutions, decision-makers, and
public entities during the COVID-19 pandemic. Our findings highlight the need to
ensure that not only the KMS possesses the recommended quality standards, but that
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specific features are put in place to cope with the presence of knowledge barriers, and
the need for speed in the information flows to enhance resilience.

Keywords COVID-19 · Resilience · Web Application · Disaster management ·
Knowledge

14.1 Introduction

The COVID-19, caused by severe acute respiratory syndrome coronavirus 2 (SARS-
CoV-2) (WHO, 2020a), was defined as a pandemic by the WHO Director-General
on March 11th, 2020, given its cross-country and cross-continent spread (WHO,
2020b) and probably represents one of the recent biggest disasters followed by a
health emergency. According to Dorasamy et al. (2013, p. 1834), a disaster is “a
social crisis situation, a deadly event, usually unexpected and unanticipated and
cause human suffering”. The definition of disasters includes “significant outbreak of
infectious disease, bioterrorist attack, and other significant or catastrophic events”
(He & Liu, 2015, p. 178) and often are followed by public health emergencies.
Zibulewsky recalls the definition given by the American College of Emergency
Physicians, who outlines a disaster “when the destructive effects of natural or
man-made forces overwhelm the ability of a given area or community to meet the
demand for health care” (Zibulewsky, 2001, p. 144). Recent examples of public
health emergencies encompass the outbreak of H1N1 influenza, the Ebola virus
disease in Central Africa, the SARS (Severe Acute Respiratory Syndrome), the
Marburg haemorrhagic fever, in addition to widespread dysentery, cholera, measles,
encephalitis B, and other conditions after relevant disasters.

When a disaster happens, disaster resilience can be defined as the ability of
individuals, communities, organisations, and states to adapt to and recover from
hazards, shocks, or stresses without compromising long-term prospects of develop-
ment (Hernantes et al., 2017). Knowledge management systems (KMSs) have
proved to help effective disaster management (Dorasamy et al., 2013, 2017),
increasing the ability of the entire system to support resilience (Barbisch & Koenig,
2006; Cobianchi et al., 2020a; Therrien et al., 2017).

This chapter has the aim of investigating the characteristics of a KMS in disaster
management through the use of digital tools to improve the resilience of the system,
employing the case of a platform developed by the Institut Hospitalo-Universitaire
(IHU), a primary research and clinical centre located in Strasbourg, France
(Cobianchi et al., 2020c).
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14.2 Disaster Management, Resilience, and Knowledge
Management Systems

Disasters occur suddenly and demand quick reactions, creating, at the same time,
uncertainty and stress (Dorasamy et al., 2013). Healthcare systems periodically need
to confront and manage crises, like the recent COVID-19 pandemic, the Severe
Acute Respiratory Syndrome, H1N1, and Ebola, plus natural disasters, accidents of
enormous intensity, and terroristic attacks, during which they are required to deal
with exceptional situations without interrupting essential services to the population.

The ability to effectively accomplish this dual mandate is at the heart of resilience
strategies, which means, for healthcare organisations, the need to develop surge
capacity to manage a sudden influx of patients and people in need (Therrien et al.,
2017), offering a timely response (AminShokravi & Heravi, 2020). The aims of
activating surge capacity and, at the same time, maintaining other essential services
require resilience, which can also be defined as “the capacity of a social system
(e.g. an organisation, city, or society) to proactively adapt to and recover from
disturbances that are perceived within the system to fall outside the range of normal
and expected disturbances” (Boin et al., 2010, p. 9).

In this regard, surge capacity can be defined as “the ability to respond to a sudden
increase in patient care demands” (Hick et al., 2008, p. S51), providing “a potential
means to capture and coordinate the commonalities of pandemic and disaster
planning needs in order to generate a model for health systems’ readiness for and
response to a wide range of scenarios” (Watson et al., 2013, p. 82), also involving the
local communities, who are called to cooperate (Adini et al., 2017; Berawi, 2020).
Barbisch and Koenig (2006) have defined the “four S’s” of surge capacity: trained
personnel (staff), supplies and equipment (stuff), beds’ availability and specific areas
in which to treat patients (structure), and policies and procedures (systems).

In particular, systems refer to organisational procedures and specific crisis man-
agement plans able to develop surge capacity development tools (Therrien et al.,
2017). The literature has highlighted how there has been little research on how these
relate to system surge capacity (Therrien et al., 2017; Watson et al., 2013) from a
resilience perspective. Disaster management requires activities like “mitigation, risk
reduction, prevention, preparedness, response and recovery” (Dorasamy et al., 2013,
p. 1834).

Knowledge management can help when a disaster occurs, and a well-designed
KMS can help in handling it. Lacks in KMSs may cause major issues in managing
the emergency (Dorasamy et al., 2013) as well as delays in the transition and
recovery phases (Blackman et al., 2017; Dorasamy et al., 2017). On the contrary,
a well-designed system can contribute to increasing resilience by empowering the
fourth “S” factor (Barbisch & Koenig, 2006).

According to the literature, a well-designed KMS for disaster management should
gather a group of experts together (Abouei et al., 2019; Dorasamy et al., 2017),
allowing an effective platform for sharing prior experience in disaster management,
helping with a timely response (Berawi, 2020; Dorasamy et al., 2013). Experts’
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viewpoints can help to address disaster management issues (Dorasamy et al., 2013)
as well as pre-allocate resources (Arora et al., 2010). Modern systems need to
facilitate more “a robust and flexible creation, storage, sharing and ultimately
dissemination of a disaster-related knowledge base” (Dorasamy et al., 2013,
p. 1850). In this perspective, the literature suggests how such systems can profit
from the avail of social networking ideas driven by web 2.0 architectures to provide a
more vibrant and live use of KMSs in a disaster emergency (Berawi, 2020; Howe
et al., 2011; Huang et al., 2010; Massaro et al., 2020). This includes the use of wikis,
blogs (Linstone & Turoff, 2010), mobile apps, and big data analytics (Reuter &
Spielhofer, 2017; Wang et al., 2020). The ideal KMS should facilitate both infor-
mational and knowledge requirements of different roles run by multiple institutions
and decision-makers (Turoff et al., 2004), coordinating efforts and allowing the
effective sharing of data of various kinds (Shaw et al., 2017).

A successful KMS model (Jennex & Olfman, 2006), which can be applied for
emergencies in a resilience perspective according to Barbisch and Koenig’s “four
S’s” of surge capacity framework (2006), has four critical success factors (Dorasamy
et al., 2017). The first one is System Quality (SQ), and it can be defined as “how well
the KMS performs the functions of knowledge creation, storage/retrieval, transfer,
and application; how much of the knowledge is represented in the computerised
portion of the OM (organisational memory); and the KM infrastructure” (Jennex &
Olfman, 2006, p. 40). When applied to emergency management, the system must
enhance its usability, availability, reliability, adaptability, and response time
(Dorasamy et al., 2017). The second success factor is Knowledge Quality (KQ),
which is about understanding which knowledge the KMS must capture and process.
The third success factor is Service Quality, which allows the KMS to use and benefit
from knowledge in the best possible way, ensuring accuracy, sufficiency, timeliness,
relevance, usability, and comprehension of the possessed knowledge (Dorasamy
et al., 2017). Last but not least, the KMS must ensure enough Situational Quality
(SQ), which deals with the unique features of a certain situation that require various
responses and attitude (Dorasamy et al., 2017).

In general terms, designing and implementing effective KMSs may be difficult
because of the presence of knowledge barriers (Riege, 2005), which limit the
effective sharing and capture of knowledge. The literature identifies potential indi-
vidual barriers (e.g. the fear to share, the presence of various skills and competen-
cies), organisational barriers (e.g. differences in aims, goals, and culture, shortage of
appropriate infrastructure, . . .), and technology barriers (e.g. lack of integration of IT
systems, reluctance to use IT tools, . . .) (Massaro et al., 2012; Riege, 2005). Given
the importance of KMSs to support the management and recovery phase of emer-
gencies, it is thus essential to understand how to develop a proper KMS, ensuring the
presence of key features, and trying to overcome barriers.
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14.3 Case Study

The case study (Yin, 2014) was employed in collaboration with the Institut
Hospitalo-Universitaire (IHU) of Strasbourg, France, a primary research and clinical
centre active in medical education as well as technological transfer, dedicated to
Image-Guided Surgery (Cobianchi et al., 2020c; Garcia Vazquez et al., 2020). Data
were gathered during the months of March, April, and May 2020, through various
sources, like the project plan, the Slack project channel, and online interviews with
several staff members, to ensure validity and data triangulation (Massaro et al.,
2019). All results were verified with the project team and scientific chief, and
principal investigator.

The COVID-19 pandemic has severely affected the healthcare sector (Cobianchi
et al. 2020a, 2020b), and the decision-makers are struggling to find effective
epidemiological tools and aggregate data to rely on (Xu & Kraemer, 2020). The
IHU team decided to answer the call to reduce such a gap, through the creation of a
web software tool. The crisis has forced healthcare professionals worldwide to shift
from individual patient-centred care to more public health ethics (Angelos, 2020;
Ferguson Bryan et al., 2020), to reach more population and give more comprehen-
sive solutions. The aim is to maximise the outcomes for the general population (Dal
Mas et al., 2019) through the use of an easy human-machine tool.

In the absence of pharmaceutical treatments such as vaccines or effective drugs,
non-pharmaceutical intervention (NPI) like social distancing, home isolation of
suspect cases, home quarantine of those living in the same household as suspect
cases, and social distancing of the elderly and others at most risk of severe disease,
enforced by Governments may be the only way to limit the spreading of the virus,
which, without containment, accelerates quickly, like it has happened in China, Iran,
Italy, the UK, Spain, and France (Massaro et al., 2021). The fast spreading (Ji et al.,
2020) shows like health authorities are often informed in a delayed manner of the
development of the epidemic and, in particular, only detect the spread of the virus at
a late stage, especially the minor or moderate forms of the disease (Pisano et al.,
2020). In all the affected countries, web-based applications are developing in an
anarchic way with similar objectives, which can be summarised as follows: (1) to
help patients to make a first own diagnosis (self-assessment); (2) to advise them on
what to do, depending on the epidemiological context of the country and its
healthcare system; (3) to help health professionals to make medical decisions
quickly; (4) to help health professionals to collect data about their patients easily.
Collecting even only parts of the information gathered by all available applications
on the web and from smartphones would probably make it possible to anticipate and
monitor the territorial development of the virus, providing valuable epidemiological
data for the future.

The IHU team, made by physicians, engineers, researchers, and information
technology (IT) experts, decided to design and develop a web-based solution to
federate the collection of data generated by all the web software initiatives that give
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patients and medical doctors access to patient counselling, patient orientation, or
medical decision support.

The first aim of the project was to develop a free, open-source, non-commercial
web-based platform (Dal Mas et al., 2020b; Presch et al., 2020) that allows any team
around the world that is developing or wishes to develop applications to help manage
the COVID-19 crisis to find the resources they need to both collect data and build
their apps, by relying on a comprehensive and rigorous protocol and dataset, which
is updated and validated with the latest scientific and epidemiological results. The
platform allows collecting on a centralised platform all the information gathered to
record it in an open-source format (OpenEHR).1

The second aim was to enable real-time operational reporting for healthcare
organisations, regions, and nations. Such a purpose is consistent with all the Inter-
national and WHO guidelines, which recommend publishing all pertinent informa-
tion in real-time using unique and consistent dashboards, allowing to download the
collected knowledge and data free of charge for scientific or public health purposes
(Xu & Kraemer, 2020).

Moreover, the platform aimed to provide a pre-formatted toolkit, built in a
rigorous and scientific-verified way, through collaboration with the international
clinical community active in the research of the disease so that local initiatives can
quickly publish new web-based applications for COVID while ensuring easy
centralised collection. The derived web applications can be designed using layouts,
languages, and measures, which can translate knowledge (Dal Mas et al., 2020a;
Graham et al., 2006; Lemire et al., 2013; Savory, 2006) in an easier way for the
end-users, but at the same time maintaining the common architecture for homoge-
neous data collection and analysis. The way the platform is built makes it suitable for
any other transmissible flu-based infectious disease.

Also, the web application had to allow supporting frontline physicians and
healthcare professionals in providing healthcare assessment, letting thus
coproduction of the healthcare service together with the patient (Batalden et al.,
2016; Biancuzzi et al., 2019; Elwyn et al., 2020), and involving the communities as
recommended by the literature on healthcare resilience (Adini et al., 2017; Berawi,
2020; Blackman et al., 2017).

Figure 14.1 shows some screenshots gathered from the web application.
The platform should be built around some relevant pillars: the quality of medical

data collection, with particular attention towards all the possible questions, and how
these should be posed; the security and regulatory constraints to comply with GDPR
(General Data Protection Regulation), HIPAA (Health Insurance Portability and
Accountability Act), and all the active regulations worldwide; the implementation,
to ensure full data sharing; and the self-assessment tool generator, to allow
healthcare institutions or government to quickly customise the form, for a better
response of patients.

1See https://www.openehr.org/, accessed May fifth, 2020.
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More details about the application are summarised in Table 14.1, which maps
such characteristics according to the features of a KM system in crisis management
and the potential KM barriers.

Although modern technology can offer pioneering solutions and opportunities to
collect and share knowledge, technological barriers like lack in compatibility can
limit the effectiveness of the KMS. Analysing such aspect, the IHU team decided,
for instance, to use a web-based platform, avoiding the need to download it, and to
create ex-ante protocols and dashboards to process data without any further test,
which may be complicated because of a lack in compatibility.

Organisational barriers make it difficult to incorporate the KMS into the culture of
the institution. Pandemic disaster management requires overcoming any cultural bias
or limit, to ensure that the standard is rigorous and scientific robust. An unknown
disease requires a big effort by the international community, which must share
epidemiological data, clinical recommendations, organisational best practice, and
lessons learned. Ensuring the presence of multidisciplinary experts worldwide
(Dorasamy et al., 2013) can help to update the scientific and clinical dataset and
outcome (for instance, about symptoms and experimental drugs).

Last but not least, individual barriers can also represent a severe obstacle in the
effective use of KMSs. In the IHU Strasbourg case, data is collected from people,
who can also benefit from the app as a coproduced first aid healthcare service.
Ensuring that such knowledge is well-managed, meaning collected and shared, is
essential, especially taken into consideration the different competencies, skills,
culture, and emotional states of the end-users. Translating knowledge (Dal Mas
et al., 2020a; Graham et al., 2006; Savory, 2006) is thus important to reach
the outcome. For this reason, the IHU team made sure that full customisation of
the front-end was possible, in order to select the language, the look of the template,
the way to formulate the questions, the measures according to the local standards (for
example, Celsius versus Fahrenheit). At the same time, the dataset and internal

Fig. 14.1 The web application: screenshots
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Table 14.1 Quality of the knowledge system and sharing barriers

Potential technology
barriers Organisational barriers Individual barriers

System
quality

Web-based platform, no
need to download it
Use of a clear protocol so
that it is going to be clear
for everyone who is using
the app to collect data

Validation by a panel of
experts worldwide
The tool can be replicated
in the future for other
flu-related symptoms

An individual barrier is
the use of internet, for
instance, because of age:
This is why the web is
used instead of a mobile-
phone technology

Knowledge
quality

Collection of collectors to
gather data from other
apps on symptoms
Possibility to build dash-
boards useful, e.g., to
policymakers to work on
policies to define, e.g., the
confinement—Epidemio-
logical data can be
analysed without further
tests or analysis
Allowing to keep track of
mitigation effects, popu-
lation at risk, . . .
Infographic approach and
heatmaps

Data are comparable as
despite the collection
methods, the process is
the same

Use of English for the
community developers
(the starting language
was French); now the
development is doing in
French, English, and
Spanish
Try to use English in an
easy way, using dictio-
naries in the easiest style
possible
The language to the user
can be changed, but still,
all words are
reconnected to the same
concept (like fever can
be said in many ways);
same for measures (like
measuring fever in Cel-
sius or Fahrenheit)

Service
quality

Validation by a panel of
experts worldwide
Synergy of data to create
a worldwide coherent
debate

Situational
quality

Validation by a panel of
experts worldwide. If
there are new symptoms,
the experts will discuss in
a dedicated template for
COVID (e.g. the loss of
taste and smell was not
recognised as a COVID
symptom at the begin-
ning)
Moreover, information
that was relevant at the
beginning later turned
less relevant (like if
someone travelled over-
seas in affected areas)
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architecture should elaborate and aggregate information in a standardised and
rigorous way.

14.4 Discussions and Conclusions

The IHU Strasbourg experience allows highlighting in practice the features of a
KMS which can help disaster management, more specifically during the COVID-19
pandemic, enhancing resilience. The literature has stressed the relevance of KMSs in
crisis management, to share good knowledge in a fast way, through a high-quality
and well-designed system (Dorasamy et al., 2013, 2017). In ensuring the collection,
transfer, and sharing of useful knowledge, some recommendations have been iden-
tified, such as gathering experts and stakeholders (Abouei et al., 2019; Dorasamy
et al., 2013), and using modern technologies like web apps and data analytics to
develop a KMS (Reuter & Spielhofer, 2017; Wang et al., 2020). However, the
development of a KMS for disaster management, which can foster the fourth “S”
factor of the Barbisch and Koenig’s “four S’s” of surge capacity framework, has
specific requirements that must be considered.

First, KMS must be integrated within all the institutions that are managing the
recovery strategy from the disaster. The web platform under development by IHU
Strasbourg allowed us to highlight the importance not only to ensure the quality of
the system, service, situation, and knowledge but also to put in place effective tools
and practical actions to overcome the potential knowledge barriers (Riege, 2005).
Such knowledge barriers may involve both the end-user, but also the institution or
decision-maker that needs to access knowledge to plan the actions to manage the
crisis. When barriers are in place, the knowledge flow is less smooth, and even the
kind of knowledge can be compromised.

Second, speed is a crucial element in disaster management. Being fast, however,
requires the development of a knowledge flow that proceeds fluently. Knowledge
barriers can limit the exchange of essential information and the knowledge applica-
tion to solve specific issues (Riege, 2005). While existing literature focuses on the
characteristics of a KMS, less attention has been paid to the elements that can limit
the knowledge flow and turn into an action paste reduction. In the case of the
COVID-19, considering its deadly rate and its spread capacity, those problems
might end up with severe consequences if not appropriately addressed.

In all, in a situation like the current COVID-19 pandemic, not only the quality of
knowledge matters but also the speed in transferring and sharing knowledge,
information, data among meaningful stakeholders, including the communities,
who appear as central actors in the resilience perspective. Quick actions can prevent
dangerous results. Ensuring that enough tools are put in place to avoid knowledge
barriers can thus help the KMS to allow fast knowledge sharing and rapid responses
to the crisis.

Our chapter contributes to the knowledge management theory by addressing the
features of a KMS for disaster management to foster resilience, including the need to
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overcome the knowledge barriers to ensure effective implementation in a galaxy of
institutions involved in the recovery and the speed in the information flows. Thus,
the implications of our study may be useful for practitioners, which may consider our
results while designing their KMSs to increase their surge capacity.

Acknowledgements This research was partially support by Investissement d’avenir ANR-10-
IAHU-02.
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