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Preface

A city is not gauged by its length and width,
but by the broadness of its vision
and the height of its dreams. 

Herb Caen

Nowadays, more than 50% of the world population live in urban areas, consuming 
more than 75% of natural resources, generating approximately 75% of carbon emis-
sions and 50% of global wastes, and consuming between 60 and 80% of energy 
consumption. The European Union has established a target to become climate-
neutral by 2050, and the clean development and resilient planning of cities represent 
a solution towards the sustainable future of our society.

In the last decades, the renewable energy revolution and ICT-based sustainable 
solutions determined the boost of clean electricity and pollution reduction, improve-
ment of citizens’ lives, transformation of urban environment and regulatory struc-
tures, and transformation of cities towards smarter cities where citizens and 
sustainability are at the core. New business models are burgeoning in smart cities, 
fostering economic prosperity, social wellness, and environmental sustainability so 
as to comply with the EU targets for current cities. Such ambitions towards smart 
cities are not free of challenges, as designing a new smart city is much simpler than 
going to incorporate new technologies into an already built urban space.

This book focuses on a holistic approach for decision-making towards designing 
smart cities that require energy and sustainable development, smart infrastructure, 
and social involvement. The book provides an integrated, sustainable, and multidis-
ciplinary approach for transition of urban areas into smart cities.

This book consists of 14 chapters grouped in 3 parts.
The first part of the book is dedicated to energy and sustainable development and 

consists of five chapters. Chapter 1 introduces the readers to smart cities, the subject 
matter of this book, and approaches the role of citizens as main drivers towards the 
transformation of cities into smart ones. This can be achieved by adapting the cities 
to the ongoing changes of inhabitants’ needs through a holistic and resilient vision 
which harmoniously unites the actors in the urban context. In Chap. 2, the 
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integration of photovoltaic installations in a new smart city landscape is analyzed 
considering the near-zero energy buildings and positive energy districts. The 
building-integrated photovoltaics at building level and at community/district level 
are analyzed, together with the challenges of photovoltaic installations integration. 
Chapter 3 describes active participation of consumers in smart cities in demand-side 
response programs and potential sustainability strategies. Consumer participation is 
required for sustainability to use smart cities technologies to holistically cope with 
their necessities. The chapter ends with the relationship between energy transition 
and involvement of smart consumers, and due to the concentration of inhabitants, 
the cities tend to be representative of the energy sustainability for the whole country. 
Chapter 4 provides an analysis of security and privacy challenges in smart grids. 
The architectures of smart grids for smart cities are described. The threats and 
attacks on Internet of Things–enabled smart grids are presented. Digital substation 
in smart grids is investigated from the point of view of possible attacks. A security 
pyramid is presented for analyzing the threats on a smart grid substation in Norway.

In Chap. 5, the smart lighting systems for smart cities are presented. The smart 
lighting should lead to energy savings, without reducing the quality of lighting ser-
vices, and preservation of traffic and pedestrian security as well as customer well-
being. A transformation is ongoing towards a human-centric lighting system, with 
optimum balance between efficiency and quality of light.

The second part of the book, consisting of five chapters, is dedicated to the smart 
infrastructure of smart cities. Chapter 6 describes the role of geoinformation and 
communication technologies in managing a smart city. The use of available data for 
developing innovative geoinformation services can lead to real-time information 
about the needs of the inhabitants in the city. Chapter 7 provides the framework for 
investigating future forms of citizen involvement within urban planning activities. 
The detailed characterization of existing urban planning software is realized and 
highlights the potential of these participatory tools to generate social and economic 
impacts. Chapter 8 summarizes the key indicators for developing smart cities, under 
pandemic threats, using artificial intelligence. A model to be used in policy-making 
processes as starting point for discussion among various stakeholders and citizens is 
proposed. Chapter 9 provides new business models for the charging of electric vehi-
cles with smart infrastructures, a key component of smart cities. The blockchain 
technology creates scenarios of high interest in the electric mobility industry applied 
to the different actors participating in this market. Chapter 10 resumes the holistic 
view of transportation system in Africa cities, together with renewable energy 
sources in the future smart cities, towards improvement of developing countries in 
this territory. Smart cities, with the help of sustainable mobility, will foster the 
improvement of quality of life of populations in Africa.

The third part of the book, consisting of four chapters, describes the social 
involvement in smart cities. Chapter 11 describes the factors that influence the 
development of smart cities and the results of the empirical study on a large number 
of European cities. The levels of the smart cities are related to the geographical loca-
tion of the cities and the gender of the governors. Chapter 12 describes the impact 
of social media in smart cities, the technologies interfering into social life, and 
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assessment of public governance role regarding social media. Both quantitative and 
qualitative analyses of digital social media in smart cities are described in detail. 
Chapter 13 provides a framework for evaluating the real participation of citizens in 
smart cities, and the case study of Washington D.C. provides interesting informa-
tion. Content and discourse analysis are used for assessing citizen-centric rhetoric. 
Chapter 14 describes the results of sociological surveys on the measurement of 
indicators related to the use of smart city technologies and governance in Romania 
for identifying how smart government ideologies are correlated with the satisfaction 
of inhabitants and prioritization towards improved quality of life.

This book analyzes the current developments and active technology advance in 
main aspects of smart cities, both in engineering and social aspects, with contribu-
tions from qualified experts in the field of study, with many applications for profes-
sionals and decision-makers in urban communities, local governments, industry, 
and students/researchers in academia.

This book can become a focal point not only for the scientific community, thus 
identifying beyond state-of-the- art modification for rendering the projects concrete, 
but also for the ones that would have to take decisions to make current cities smart 
cities, considering also the cultural and social particularities.

The content of this book can be arranged in different ways to cope with the 
requirements and interests of graduate teaching in development and transformation 
of cities towards smart cities.

The Smart City should not be seen as a technological project, based only on 
enabling technologies, but as a synergy between conscious citizenship and inclusive 
governance.

To create sustainable cities, a clear holistic vision is needed with an eye to the 
future, conceived under the paradigms of equity, sharing, participation, sustainabil-
ity, and livability.

The concept behind this book is to give the readers, such as decision-makers, 
urban planners, and in particular citizens, a systemic, holistic vision, capable of 
holding together the various challenges that the urban context is facing: economic, 
environmental, and also social.

Bucharest, Romania� George Cristian Lazaroiu

Bergamo, Italy� Mariacristina Roscia

Bucharest, Romania � Vasile Sebastian Dancu   
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Chapter 1
Smart Citizens for Realizing Smarter 
Cities

Mariacristina Roscia, Mihnea Costoiu, and George Cristian Lazaroiu

Abstract  The cities of the future will be urban ecosystems in which cultures and 
identities can interact thanks to intelligent infrastructures and interconnections, 
equipped with widespread intelligence, through devices capable of constantly and 
continuously collecting data.

However, cities are not only technology, transport, economy, and data exchange, 
they are above all people, who live in the city and which will be intelligent only in 
relation to what it can simplify and improve the quality of life of those who live 
there. Therefore, before building smart buildings, sustainable mobility systems, and 
infrastructures, it is necessary to “build” a smart citizen, who is able to use technol-
ogy to create well-being, culture, social inclusion, and participatory safety, in a 
holistic approach.

The role of citizens becomes so fundamental for the city of the future that is 
intelligent and sustainable, citizens who become many “nodes” of a network, where 
the exchange of data, linked to its behavior, movements, and habits, can finally 
become an added value and not just a simple exchange of information useful to a 
few, but to the whole community represented by the cities themselves.

Cities are, in fact, in an advanced growth phase centered on the service economy 
characterized by the diffusion of digital technologies and up-to-date ingenious orga-
nizational models. These favor the implication in policy processes, through the cre-
ation of data sharing structures, to outline the policies for intervention.

The pandemic has highlighted that the urbanization phenomenon is extremely 
important related to global and local connections between population, ambient, and 
development, to the point that any reflection on elaborating possible models of sus-
tainable development causes questioning of the future of cities globally.
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The governance in the new cities should be founded on a strategic development 
vision that accounts both the overall flows space and the local space of physical 
spaces, in order to find a dynamic equilibrium between the contradictory expres-
sions of values and the interests of the many subjects who live and operate there.

This is the reason why data accessibility and reliability are of particular impor-
tance in the smart city, which can be provided in a conscious way by citizens with a 
view to collaboration and sharing of objectives, in such a way as to discover and 
enhance the city itself, thus involving civic culture and social capital.

In any case, the city cannot and must not be considered only the application of 
technology, and above all it must not dominate the interest and well-being of citi-
zens, who must be the subjects capable of shaping the city without being over-
whelmed; it will be the Smart Citizens who are changing cities and not the other 
way around, adapting them to the needs that will change over time, this will only be 
possible if it is possible to have a holistic and resilient vision, which brings harmony 
between all the components of an urban context.

Keywords  Holistic and resilient vision · Smart citizens · Urban policy · Smart 
cities · Citizen participation · Urban planning

�Introduction

The desire for aggregation and sharing is the basis of man, and given the forecast 
that in 2050 the population living in urban zones is envisaged to arrive at 6.7 billion, 
equal to about 66% of the world population, it is fundamental to rethink urban 
contexts.

Urbanization represents an opportunity: cities attract talent and investments, and 
the concentration of people favors a faster expansion of knowledge and a higher rate 
of innovation and encourages the development of infrastructure.

The same cultural customs are influenced by life in the city, but at the same time, 
urbanization also has a negative side: congestion and pollution are growing, due to 
smog and the production of waste, and above all there is desocialization and an 
increase in costs. In the absence of planning and rules, urban growth becomes the 
cause of multiple vulnerabilities, and cities have grown without an efficient order.

Hence, there is a need for a new city model, defined as a “smart city,” but before 
being considered smart, given its definition, it is also necessary to rethink the con-
cept of the city itself, in order to define what can be truly smart. It is obviously not 
the simple technology applied to an urban context. For too long, different disci-
plines have been kept at a distance, as if the engineering aspect could not be touched 
by the social, inclusive, and economic aspect, so every part of the whole remained 
disconnected.

This is why there is a need to review the city in a holistic way; the purpose of this 
book is to provide a general harmony to all the parts that make up the life of man in 
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cities. The first requirement is to increase the quality of human life in a sustainable 
city context.

The city has been considered by different authors, from different perspectives, 
whether they are engineers, architects, economists, psychologists, politicians, citi-
zens, etc., as a fundamental element of community life.

The concept of “ideal city” can already be found in Plato’s ideas, where absolute 
geometries and radial and checkerboard urban structures come together to create 
real cities. We must go back to the Italian Renaissance to speak of the definition of 
“ideal city,” where the aim is to make the organization of urban spaces more ratio-
nal: man was placed at the center of the system, and the environment in which he 
lived was also revolutionized. For the first time in history, the concept of “ideal city” 
became a real city, projecting its enormous influence on contemporary urban 
planning.

The search for efficient, organized, and well-functioning cities has been carried 
on through the centuries by many great modern and contemporary architects around 
the world. We remember some great exponents of world culture who report the 
concept of the city, who defines “the city as a projection of society on the territory, 
the city is a social totality or a society considered as a totality, including its culture, 
its institutions, its ethics, its values, in short its superstructures, including its eco-
nomic basis and the social relations which constitute its proper structure” (Biagi 
2019, 13). “The city is ‘a space-time’ and by means of this dimension we can model 
an ideal type.”

Through the concept of the “right to the city,” we want to create the “city for citi-
zens” by revitalizing participatory urban civil societies (Douglass and Friedmann 
1998, 156).

While several works investigate the issues and dilemmas associated with such a 
grassroots urban participation policy, others also recommend its construction, 
spreading, or transformation in intensifying restructuring processes (Brenner et al. 
2009, 176).

For architect Le Corbusier, his ideal city is understood as a new urban environ-
ment called the Ville Verte, (green city), a city in nature, but full of inhabitants and 
full of activities and social relations. Architecture and urban planning must neces-
sarily provide answers to industrialized society; they must recreate a relationship 
between economic needs and human needs that contributes to the finding of a ter-
ritorial balance for the city.

Today, the ideal city has been transformed into a smart city, which translates the 
concept of the ideal city into something that, thanks to technology, can be achieved, 
remembering that the ultimate goal must be the well-being of the citizen who lives 
it and capable of changing himself, adapting to the new lifestyles over time.

1  Smart Citizens for Realizing Smarter Cities
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�View of Smart Citizenship as an Active Key of Smart Cities

Many works compare Lefebvre’s concept of the “right to the city” (Brenner et al. 
2011, 54). This catch-phrase resonates as the desire to create the “city for citizens” 
by energizing the participatory urban civil societies (Douglass and Friedmann 
1998, 156).

Smart city deploys and efficiently uses the local resources (including but not 
limited to the social, cultural, and financial capital, the natural resources, and infor-
mation and technology) to:

•	 Improve the life quality of its population, commuter workers, students, and other 
visitors.

•	 Significantly improve its resource-efficient use and decrease impact on the ambi-
ent and augmenting resilience.

•	 Build a green and innovative-driven economy.
•	 Promote a good local democracy.

Although there is no univocal definition of the concept of smart city, aspects such 
as digitization, inclusion, quality of life, and sustainability are fully included in this 
term. Therefore, a city is smart when it is capable to support a good quality of life 
and a social increase of citizens and businesses, optimizing the resources and spaces. 
The starting point is the construction of a strategic, planned, and organic vision, 
linked to the ability of an institutional body to capture the potential of a territory and 
evaluate it from a long-term perspective. A smart city is therefore not only able to 
reduce emissions, increase the efficiency of buildings, reduce waste of resources, 
and produce clean energy but can also be digital because it processes data and shares 
information; it is able to create new knowledge. It also has a history and a culture, 
and its inhabitants have a proactive role since they must possess an ecological sen-
sitivity that leads them to adopt virtuous behaviors, consistent with the goal of sus-
tainability. The smart city manages resources in an intelligent way, envisages to 
become economically sustainable, and is careful with the life quality and citizen 
needs, also thanks to the level and type of services offered. In short, it is an attractive 
and sustainable territorial space that keeps pace with innovations and the digital 
revolution.

Smart city systems have emerged as an important response to the challenges of 
resource-efficient use, city economic development, and sustainability. This new 
way of experiencing the city will change the intersections between physical and 
social resources. Cities are more and more required to provide more services, to 
concur in a worldwide economy and to provide well-being to the population in a 
sustainable way. Thus, cities need to become smarter. However, it seems clear that 
the vision of a smart city in a purely technological key is not feasible and is indeed 
deeply connected to the dimension of smart citizenship.

It will be necessary to make possible the democratic and participatory process of 
citizens, through algorithms applicable to platforms, a key element of technology 
based on smart cities, created specifically to integrate the code of behavior of smart 
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citizens, in order to obtain not only efficient services but also effective in terms of 
improving the quality of life in an urban environment.

The increasingly evident use of new communication and information technolo-
gies has profoundly changed the processes of citizen participation, with consequent 
risks of homologation, isolation, flattening of contacts, and exchanges, as evidenced 
even in times of pandemics.

It should be remembered that in addition to the global network, there is a net-
work of people who, with their relationships, contribute to social interaction, a key 
element of the Smart City (Taylor and Lodato 2019, 35).

So technology, IoT, and ICT will be an opportunity to review not only the way in 
which decisions or votes are made, but also the way in which we inform and inter-
act, in order to make decisions collaboratively, based on rules that guarantee not 
only the majorities but also the minorities and the continuity of the democratic 
structure.

Hence, a new concept of intelligent citizenship is born, developing in a conscious 
context in which the rules that intelligent citizenship will give itself will no longer 
be lowered from above but incorporated into the code of the platforms that will 
emerge from the citizens’ initiative and will have important consequences on the 
quality of smart cities under construction.

However, much attention must be paid to the inclusion of citizens in the process 
of making decisions and planning processes for smart cities, since a citizen, who is 
capable of using technology, responsible, and capable of the right information to 
allow their participation in an authentic way, is needed.

With this in mind, it must be remembered that end users, in urban areas and 
beyond, are no longer mere consumers but prosumers who must be increasingly 
enabled to interoperate with smart grids, smart home systems, smart metering, and 
blockchain. These new methods of energy transition are slowed down by the inac-
tion of the prosumers, who at the moment remain passive elements in a system that 
is constantly evolving and which instead requires active communities.

�Smart Education for Citizens

The success factor of a technological innovation therefore also lies in the degree of 
acceptance by the consumer. This degree of acceptance can be fostered through an 
active participation of the end user in the initial stages of realization of the techno-
logical device, as demonstrated by studies based on user-oriented and participatory 
design, which confirm the importance of involving the consumer right from the 
stage planning and drawing of the devices, in order to make them easier to use 
(Davidoff et al. 2006, 19).

Based on these considerations, it is evident that the understanding of the indi-
vidual and group behaviors within the living environments and the home is funda-
mental, as the failure to consider these factors could lead the consumer to perceive 
the introduction of innovation in daily life as a “threat,” which will affect their daily 
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life to the point of touching the dimension of individual freedoms (Hargreaves et al. 
2010, 6111).

The term smart citizens has now become known and widespread, and we cannot 
ignore this key element to have smart cities that are really usable, but we must ask 
ourselves the question on how to train them and how to educate a citizen who is 
aware and socially useful. .

It is not a simple task because, in fact, there is nothing precise or standardized, 
and each city has different needs, in relation to its geographical position, ethnic 
traditions, economic development, etc. Cities are constantly evolving, and new 
approaches are needed. Training the citizens of the future will not only mean chang-
ing physical tools and teaching them how to use emerging technology; the educa-
tion system must be able to prepare citizens for future challenges, offering the 
development of skills and knowledge (Sutterlin et al. 2011, 8137).

It is necessary to implement the teaching experience with themes increasingly 
linked to the use of IT tools, such as cloud computing, open source, and 3D anima-
tions, also in relation to the issues of privacy, big data, open data, participation in the 
democratic process, and awareness of information, which must be the basis of new 
forms of learning.

We must be careful not to underestimate the question of time, since the world is 
linked to new pervasive technologies such as IoT, ICT, smart city, and electric 
mobility, which change rapidly, and there is the risk of chasing obsolete knowledge 
such as the Achilles paradox and Zeno’s tortoise.

The risk is not to provide sufficient tools to make the citizens of the future truly 
smart, able to be the discriminating element of the cities that must necessarily be 
created, since they will become the focus of most of the population, who will con-
centrate precisely in them.

It is necessary to start from education at all levels, to prepare the urban commu-
nity for the cultural and social change that technology lends itself in bringing and 
integrating learning with the process of creating smart citizenship, making both the 
public and the public sector interact privately to pursue a common goal. If you want 
to create a useful Smart City, there must be smart citizens able to operate on it, an 
intelligent community created from education at all levels to ensure maximum 
social inclusion and the determination of a new urban community. From this per-
spective, a further mission of the school can be glimpsed, which will have to train 
digital, connected, and collaborative citizens (and the pandemic has shown how this 
is the only element that allows not to create social disparities, isolation, cultural 
depression, alienation), determining a new way of being a community, where the 
strength will be in the high number of elements carrying skills, ideas, abilities, and 
experiences that can lead to innovative processes for an urban future suitable for 
new generations.

The latter is an element that is often overlooked; we often think of the present 
generation without considering the young people, who will represent the users of 
what is being achieved today. Young people are almost automatically excluded from 
any decision-making process, while it appears essential to integrate them into the 
process of planning and conception of future smart cities. This must be remedied 
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quickly, through teaching and collaboration between private and public sectors and 
the involvement of the entire community starting from childhood.

�Smart Citizens Indicator

In recent years, there have been several approaches in order to establish what a 
smart city is, through standards, codes, indicators, definitions, matrices, and key 
elements.

What can be the strategies and/or the standard model, based on guidelines, to 
create the smart urban community? Would it be possible to think that the process of 
creating smart citizens could be homologated?

Indicators are used for decision making. The results of indicators, be they single 
indicators or multi-indicator-based assessments, should reach relevant deci-
sion makers.

It is clear that progress over time is important to users of city indicators. 
Therefore, the city indexes should be elaborated to be quickly included in the city 
program for the collection of regular surveys and statistics. The result of the indica-
tors’ collection process should be included in the city planning processes.

Other groups like research institutes and companies use indicators for projects 
and for city. For the citizens, the indicators’ values can lead to the better understand-
ing of complex projects and their impact. Thus, indicators to quantify and to protect 
the human rights and the performance of social basis of the cities are developed 
(Marsal-Llacuna 2017, 563).

In these same years, many initiatives have been developed at national and local 
level, such as the Canadian Index of Wellbeing (CIW), the measurement of the 
Gross National Happiness Index in Buthan, and the Measures of Australia’s 
Progress, while in the United Kingdom the Measuring National Well-being (MNW) 
program, which has developed “a shared and reliable set of indicators that citizens 
can turn to to understand and monitor national well-being”; these models can be the 
starting point for the definition and construction of smart cities through the degree 
of satisfaction and livability of citizens.

	(a)	 Canada has introduced an index, the Canadian Index of Wellbeing (CIW), 
which serves to provide a parameter that regularly certifies the quality of life of 
Canadians – at national, provincial, and local levels – to contribute to social 
change, which has for objective the well-being of the population at the center of 
political decisions. An initial analysis and calculation of the CIW was carried 
out in the years preceding the COVID event, and the next report will be in 2021; 
certainly the pandemic will have determined considerable variations. It will be 
interesting to verify in which category or domain, the COVID event, but this 
comparison will certainly be of great support to be able to understand what has 
changed in citizens’ expectations and therefore move in that direction, helping 
policy makers to make conscious choices with respect to the definition of a new 
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standard of “quality of life” for Canadians. In particular, the CIW has been 
structured in order to track changes in eight categories or domains of the quality 
of life, including:

	1.	 Community vitality

This domain relates the quality of life to the urban communities to which it 
belongs.

It serves to give an index on what is happening in the neighborhoods, for exam-
ple, on how safe you can feel, if you are integrated or engaged in community activi-
ties or rather if you are socially isolated.

The vitality of the community has two main dimensions: social relationships 
with the sub-dimensions on social participation, social support, community secu-
rity, and social norms and values with the subdomain on attitude on the community.

	2.	 Democratic commitment

This category quantifies the participation in the democratic processes of the vari-
ous political organizations. Obviously, this factor is crucial as the population of an 
urban context, which has a large amount of democratic involvement and being able 
to participate freely in political activities, can formulate their opinions and share 
political knowledge.

In this way, through the participation of citizens, democratic values are sup-
ported at all levels of government; it allows to build a climate of relationships and 
trust, which leads to a true democracy, based not on pre-election commitment but 
continuous throughout the mandate.

The sub-dimensions are the following:

–– Participation.
–– Communication.
–– Leadership.

	3.	 Education

As already mentioned in the paragraph on training smart citizens, education is a 
key fundamental element for every citizen worldwide and is a mirroring of our 
capacity to interact and have resilience in the society. This indicator is the basis of 
other indicators such as democratic participation, living standards, and health; it is 
not seen only as a domain linked to the acquisition of notions and classical educa-
tion, but rather in consideration of informal learning; this is because smart commu-
nities encourage the thirst for knowledge at all ages and stages, and therefore some 
less conventional indicators of lifelong education are used.

The sub-dimensions are the following:

–– Social and emotional expertise.
–– Basic educational comprehension and expertise.
–– Global academic accomplishment and involvement.

	4.	 Environment

M. Roscia et al.
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This serves to identify trends in the existence and utilization of natural resources 
in Canada’s ambient. This domain is not only analyzing the environment sustain-
ability but investigates the natural local resources, their variation in time, and the 
impact on the environment. The sense of this choice arises from the consideration 
that the well-being of human beings also depends on the state of the environment. 
Finally, accessible energy and materials, clean air and water, surface of wild areas, 
variety of species, and the resources play a fundamental role, so it appears to be an 
indicator that acts on various aspects.

	5.	 Healthy population

This domain deals with measuring the state of health, lifestyle, and behavior of 
citizens and the factors that affect the health system; this is to evaluate whether the 
various aspects of human well-being are improving or worsening; and after the 
pandemic event, it will likely have a significantly changed value and importance, 
compared to pre-COVID.

The dimensions of the state of health were considered:

–– Personal well-being.
–– Physical and mental health conditions.
–– Life duration and mortality.
–– Functional well-being.

The dimensions as lifestyle and behavior and public health and healthcare quan-
tify the factors influencing our well-being and are often influenced by public poli-
cies and health actions.

	6.	 Leisure and Culture

The sphere of leisure and culture serve to define the interaction with the extracur-
ricular activities, arts, and culture. Active participation has a positive effect on com-
fort by adding to better body health and raising opportunities to socialize, relax, and 
learn new things. Another important domain is understanding the benefits of these 
activities: why people involve in the activities and what needs are fulfilled. The third 
is the free time utilization or its significance for people related to quality of life. The 
last component involves the supplying of cultural possibilities.

	7.	 Living Levels

This domain quantifies the value and spreading of income and well-being, ana-
lyzing poverty shares, income variations, job market safety and profession quality, 
and subsistence safety. It also considers basic necessities such as food, security, and 
reasonable housing.

The main income indicators are grouped into four components:

–– Medium and median income and well-being.
–– Income and spreading of well-being.
–– Variability of income.
–– Economic safety.
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	8.	 Time Utilization

The time utilization domain indices measures the spending of time, how this use 
is felt, what influences the use of time, and how this time is influencing our well-
being. It is composed of four dimensions, which together provide the sensory expe-
rience of time:

–– Time.
–– Timing.
–– Rhythm.
–– Temporality.

This dimension is composed of indexes that accounts the period used for certain 
activities and the specific moment during the day. This implies how people can 
decide on the utilization of their time and the intensity in using it.

An important factor in the process of constructing the indicators was the “bottom 
up” procedure, for the creation of the eight domains and the criteria for choosing the 
indicators: in fact, the researchers started by listening to candidate citizens to iden-
tify what is important for the quality of their life.

	(b)	 Another interesting experience was developed by the Center for Bhutan Studies 
(CBS), which proposed the development of indicators and collected in the 
Gross National Happiness (GNH), to quantify the progress and happiness of 
local society (Gross National Happiness. 2017). There were nine areas identi-
fied that contribute to people’s well-being:

	 (a)	 Earnings.
	 (b)	 Health.
	 (c)	 Education.
	 (d)	 Governance.
	 (e)	 Environment.
	 (f)	 Time utilization.
	 (g)	 Quality of life.
	 (h)	 Cultural attractiveness.
	 (i)	 Community strength.

The GNH index measures well-being holistically and looks at each person’s 
GNH profile, using key well-being indicators grouped into nine domains. Each of 
the nine domains has the same weight. Within the domains, the weights of the indi-
cators are different and identified, as shown in the examples in Table 1.1.

A profile is realized for each person, and the indicators are evaluated leading to 
a GNH score measuring the satisfaction level of the specific person.

	(a)	 Statistics were obtained in 2002  in Australia collecting data on the society, 
economy, and ambient to release information on the local progress and adjust 
the decision making for social, economic, and environmental areas’ improve-
ment (Australian Bureau of Statistics 2012).
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	(b)	 In Germany, the federal government considers well-being as a guiding principle 
for the definition of the policies it pursues, just like the economic, social, and 
ecological objectives. The government believes that in order to be effective, the 
policy must contain the various aspects of well-being and the interrelationships 
between them, but also of businesses and industry, of society, and, last but not 
least, of each individual citizen, as the well-being that is not synonymous with 
the individual pursuit of happiness.

Table 1.1  Gross National Happiness (GNH), Center for Bhutan Studies

Domain Indicators Indicator weight

Psychological well-being Life satisfaction 1/3
Positive emotion 1/6
Negative emotion 1/6
Spirituality 1/3

Health Self-reported health status 1/10
Number of healthy days 3/10
Disability 3/10
Mental health 3/10

Time utilization Working hours 1/2
Sleeping hours 1/2

Education Literacy 3/10
Schooling 3/10
Knowledge 2/10
Values 2/10

Cultural diversity and resilience Artisan skills 3/10
Cultural participation 3/10
Native language speaking 2/10
Code of conduct 2/10

Good governance Political participation 4/10
Services 4/10
Governance performance 1/10
Fundamental rights 1/10

Community vitality Donation (in time and money) 3/10
Safety 3/10
Community relationship 2/10
Family 2/10

Ecological diversity and resilience Wildlife destruction 2/5
Urban issues 2/5
Environment responsibility 1/10
Pollution 1/10

Living standard Income per capita 1/3
Assets 1/3
Housing quality 1/3
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The welfare indicator system in Germany uses twelve dimensions and forty-six 
indicators to assess key parts of welfare. There are also other topics that include 
liberty, justice, migrant integration, welfare ratio between urban and rural, and sus-
tainability. In principle, all dimensions and indexes are considered balanced impor-
tant. All dimensions of welfare are important from the point of view of good 
governance (Helliwell et al. 2015, 40).

	(c)	 The Hong Kong Quality of Life Index was first developed by the Chinese 
University of Hong Kong in 2003 for quantifying the well-being of the local 
population using twenty one indicators across social, economic, and ambient.

	(d)	 In Europe, Switzerland developed sixteen indicators to determine if the country 
is realizing improvements toward sustainable development.

These are just some examples of the possibility of being able to measure citizen’s 
smartness through the concept of well-being; the latter has been parameterized and 
evaluated in different ways, with different elements in common, such as education, 
participation, and inclusion rather than just technological skills. .

In reality, it remains fundamental that it is necessary to measure what interests 
the people themselves, in order to obtain indicators, which, in relation to the type of 
citizen, can give the correct and appropriate indications to create a smart city as the 
citizens themselves wish.

�Conclusion

If the citizen will be regarded just as a customer or consumer, then the work of poli-
ticians will result in an efficient, low-cost service provider. The government can be 
influenced by other interests and citizens, losing trust, and the democratic relation-
ship with institutions will get used to passivity and ignorance.

It must become clear that not focusing on people can lead to less utilized sys-
tems. Furthermore, the most stimulating and relevant part would be missing: the 
connection of people with high technology influences their well-being directly or 
not, so if you focus exclusively on technology, without a holistic, complementary 
view on the social, it is entirely possible that you will arrive at solutions that are not 
really as effective – nor as fair – as they should be.

As long as political considerations and choices are translated into a technological 
solution, with the dystopian vision that can solve problems autonomously, ignoring 
human capital, there will be no smart city, no well-being, and no evolution.

Unfortunately, there is a lot of commercial impact and the apparent inability for 
decision makers to correctly visualize this situation. Perhaps we need to point out 
that intelligence lies in the degree of citizen involvement, which cannot be provided 
through technology alone.

The creation of technology platforms will contribute to the equity of urban social 
systems. This, however, is a large period that would increase participatory planning 
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process that involves experimental, educational, and people mobilization, and 
research and policy activities within a project will be shared.

A smart city without an intelligent community is unthinkable, but “smart” defi-
nitely does not imply solely the possibility to quickly solve engineering and math-
ematical problems as human needs are of a completely different kind. For example, 
if you want to solve the problem of pollution or waste, it is not enough to have 
efficient systems or innovative separate collection systems if only a small group of 
people use them.

The concept therefore returns that technology is necessary but not sufficient and 
must be subservient to the well-being of the community and with the strong element 
of inclusive participation.

The way citizens’ voices can be heard (e.g., through well-being indicators) and 
make a difference in planning processes, called “collaborative turning point”, can 
be the true basis of smart citizens for smart cities.

The responses of citizens of different countries, in relation to smart cities, can be 
very different, also in relation to the degree of progress of the urban context in 
which one lives. It is clear that when the transport systems already work well, it will 
not represent a fundamental element to find your own well-being.

In general, however, it can be concluded by saying that the most important guide-
lines for smart citizens include realization of innovation, improved public transport, 
friendly environment, increased education development, clean energy, infrastruc-
ture and digital services, better city control, realization of local businesses, and new 
employment and preservation of natural resources.

Cities need to be reviewed in a broad, non-sectorial perspective, in a holistic 
approach and, as Lefebvre wrote, “dealing with everyday life means changing it” 
and that “the city must be understood as a work of art,” just like its citizens.
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Chapter 2
Integrated Photovoltaics: An Opportunity 
for Urban Decarbonization

Laura Aelenei  and Alessandra Scognamiglio 

Abstract  The need for shifting to urban renewable energy integration and use is 
critical when the goal is decarbonizing the global energy system. Due to cities’ 
integrating framework, the energy transition in urban environment towards renew-
able energy can be achieved in all end-use sectors, not only in power but also in 
heating, cooling and transport. Solar energy integration in urban environment can 
contribute to the transition towards low-carbon energy systems with reference to the 
city operation and the city life, promoting on-site energy production and enhancing 
self-consumption, if integrated into the overall building/district energy system and 
coupled with electric or thermal storage.

In the first part of this chapter, the authors present the smart city approach as an 
integrator of smart energy solutions and associated solutions as, for example, the 
Positive Energy District model together with several initiatives and networks work-
ing in the development and implementation of the PED model. The second part of 
the chapter is dedicated to the Integrated Photovoltaic (PV) systems as a key param-
eter towards decarbonization using solar energy. The state of knowledge of PV inte-
gration from building level and pioneer examples are presented.

The chapter is ending with identification of the key challenges of PV integration 
in smart city context.

Keywords  Integrated photovoltaics · Urban decarbonization · Positive Energy 
District
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�I. Smart City: The Integrator of Smart Energy Solutions

�Introduction

According to Renewables in Cities 2019 Global Status Report (REN21-2019),1 cit-
ies are responsible for around two-thirds of global final energy use, and conse-
quently, cities account for an estimated 75% of global carbon dioxide (CO2) 
emissions. Thus, the need for shifting to urban renewable energy integration and use 
is critical when the goal is the decarbonizing the global energy system. Due to cit-
ies’ integrating framework, the energy transition in urban environment towards 
renewable energy can be achieved in all end-use sectors, not only in power but also 
in heating, cooling, and transport.

In 2015, United Nations Member States adopted the 2030 Agenda for Sustainable 
Development, which presents 17 Sustainable Development Goals (SDGs), with the 
main objective of setting a global framework and partnership towards a sustainable 
transformation of the society and its financial, economic and political systems. 
Between the proposed goals, cities play an important role (Goal 11) towards sus-
tainability and resilience in the urban areas. On the other hand, the European Union 
(EU) fully recognizes the significance of sustainable development and aims to make 
Europe a global role model in energy transition by setting targets on greenhouse gas 
reduction, renewable energy production and energy efficiency for 2020 and 2030, 
which can pave the way to the long-term goal of a climate neutral economy by 
2050.2 With 40% of energy consumption and 36% of CO2 emission allocated to EU 
buildings sector, the large-scale deployment of energy efficiency measures and 
renewable energy integration and use are seen as a key factor towards the climate 
neutral strategy of built environment transformation. Since 2010, with the publica-
tion of EPBD recast,3 Europe has made significant progress in building level inno-
vations as seen in the development of Net Zero Energy Buildings (NZEBs). 
However, in order to fulfill climate neutral targets by 2050, there is a need for scal-
ing up solutions and strategies applied from building level to the district level and 
city level.

1 Renewables in cities 2019 global status report, https://www.ren21.net/wp-content/
uploads/2019/05/REC-2019-GSR_Full_Report_web.pdf
2 European Commission. (2018). A European strategic long-term vision for a prosperous, modern, 
competitive and climate neutral economy. Communication from the Commission COM(2018) 
773 final.
3 European Union. (2010). DIRECTIVE 2010/31/EU on the Energy Performance of Buildings 
(recast). Official Journal L153, pp. 13–15.
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�Positive Energy Districts

New solutions reach visibility in the stimulation of the energy transition in urban 
context as, for example, the initiative on Positive Energy Blocks (PEB) in 20164 
promoted by the European Innovation Partnership on Smart Cities and Communities 
(EIP-SCC). This initiative promoted the concept of PEB, a connected neighbouring 
building that actively manages their energy consumption and the energy flow 
between them and the wider energy system generating more primary energy than 
what they use annually.

In June 2018, the Strategic Energy Technology Plan (SET Plan) of the EC started 
a new Action 3.2 ‘Smart Cities and Communities’ with the main objective of devel-
oping integrated and innovative solutions for the planning, deployment, and replica-
tion of Positive Energy Districts (PEDs).5 This pioneering concept of PEDs is built 
on the paradigm of smart cities in the way that the city district is in fact an aggrega-
tor of the smart integrated solutions per sector and disruptive technologies and can 
be considered a systematic approach towards a sustainable urban transformation. 
According to SET Plan Action 3.2, the main targets of PED model implementation 
are (i) to bring smart energy systems capable of handling, in a smart way, buildings’ 
energy demands with variable renewables and energy storage in order to meet the 
target of a smart NZEB; (ii) to develop the necessary interfaces and disruptive tech-
nologies that guarantee the connection and interaction between buildings, the urban 
energy system and the users; and (iii) to provide information and data on demon-
stration of the smart technologies and their impact on built environment energy 
optimization.

�Initiatives on PED Urban Transformation

After the publication of the SET Plan Action 3.2, many initiatives have started 
working on the topic of PED with the objective of supporting the development and 
implementation of at least 100 PED by 2025. Although the initiatives adopted dif-
ferent working plans and strategies, there exist a common basic understanding about 
the holistic approach of this concept of PED, and this includes the implementation 
of energy efficiency measures and strategies in different PED sectors and the inte-
gration and use of renewable energy systems in PED environment to offset the PED 
energy demands. Complementary to this, the system energy flexibility should assure 

4 EIP-SCC. (2019, September 01). Initiative on Positive Energy Blocks. Retrieved from https://
eu-smartcities.eu/initiatives/71/description
5 SET-Plan Temporary Working Group 3.2. (2018, June). SET-Plan ACTION n°3.2 Implementation 
Plan: Europe to become a global role model in integrated, innovative solutions for the planning, 
deployment and replication of Positive Energy Districts. Retrieved from https://setis.ec.europa.eu/
system/files/setplan_smartcities_implementationplan.pdf
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the integration and interaction between PED systems, local grids and users. 
Moreover, the concept of PED should take into account inclusiveness aspects and 
non-technological aspect as, for example, social innovation and economic, environ-
mental and regulatory aspects. In the following, three examples of initiatives on 
PED will be shortly described.

�EERA (European Energy Research Alliance) JP (Joint 
Programme) on Smart Cities

EERA Joint Programme Smart Cities (EERA JPSC)6 is one of the initiatives (joint 
programme) of the European Energy Research Alliance. Its mission is to contribute 
to research and innovation in smart cities – both in the development of fundamental 
research, innovation and co-creation with city and industry partners and in showcas-
ing the importance of research and innovation in a field that is more and more prone 
to high-TRL (Technology Readiness Levels) demonstration projects. As such, dur-
ing the last 10 years, EERA JPSC adapted its work plan according with European 
Research Needs and Politics regarding the energy in cities.

Since 2018, EERA JPSC adopted its work plan in order to support the strategy 
and mission of SET Plan Action 3.2 and to support the development and implemen-
tation of PEDs in Europe. The program proposed by EERA JPSC is structured in 
five strategic modules such as the following: Module 1 Towards European Positive 
Energy Cities, Module 2 PED Labs, Module 3 PED Guides and Tools, Module 4 
PED Replication and Mainstreaming and Module 5 Monitoring and Evaluation.

�PED-EU-NET Positive Energy District European Network

COST Action 191267 project was started in 2020 within the framework of the 
European Cooperation in Science and Technology (COST), a funding organization 
for the creation of research networks, called COST Actions. This COST Action on 
PEDs has as main objective and mission to tackle the main challenges related to 
PED development by calling on relevant stakeholders in academia, industry, cities 
and communities to actively participate in the open innovation process that tran-
scend disciplinary, administrative and hierarchical borders. The backbone of this 
COST Action lies in the network of dedicated participants, who will not merely 
share know-hows and exchange ideas but will work together to pool resources, 
experiment new methods, undertake challenging missions, co-create original solu-
tions, advance science and build capacity. The structure of this COST Action takes 

6 https://www.eera-sc.eu/strategic-research-agenda.html
7 https://www.cost.eu/actions/CA19126/#tabs|Name:overview
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reference to the ‘Pathway towards PEDs’ outlined in the SET Plan Action 3.2 
Implementation Plan. The structure of the four-year work plan is illustrated in 
Fig. 2.1.

�IEA-EBC-Annex 83 Positive Energy District

This project starts in 2020 as well under the framework of International Energy 
Agency (IEA) and Energy in Buildings and Communities Programme (EBC). The 
aim of Annex 838 is developing an in-depth definition of PED and the technologies, 
planning tools and planning and decision-making process related to Positive Energy 
Districts. Experience and data to be used in the Annex will be gained from demon-
stration cases. The structure of the project is illustrated in Fig. 2.2.

All these initiatives together with Horizon 2020 framework have the main scope 
of implementing the PED concept in European cities.

8 https://annex83.iea-ebc.org

Fig. 2.1  Work plan structure, COST Action 19126

Fig. 2.2  Work plan structure of the Annex 83
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�II. Solar Energy: Key Parameter Towards Decarbonization – 
Integrated Photovoltaic Systems

While the first step towards decarbonization still relies in the adoption of energy 
efficiency strategies and measures, the integration of solar energy in buildings, 
urban grid and transportation is a key parameter towards zero or positive energy 
balance.9 Regarding built environment, enabling large scale deployment of Net Zero 
Energy Buildings, it can be achieved with the integration of solar technologies, 
especially PV as Building Integrated Photovoltaic (BIPV) solution offering huge 
opportunities for new buildings and as retrofitting solutions in particular in facade 
applications.

On the other hand, towards the mitigation of CO2 emissions in the transport sec-
tor, electric and electrified vehicles are an effective and attractive option. Although 
the application of solar technologies in the transport sector is still quite limited, the 
potential is increasing, and one of the identified challenges is the PV integration into 
the transport sector to facilitate improved energy and environmental conditions. 
Solutions of infrastructure-integrated photovoltaic (IIPV) infrastructure has been 
applied in many sectors including transport not always urban (e.g. on top of parking 
lots for electric, highway sound barriers, greenhouses and aquaculture farms, street 
lighting).

In the following, some of these PV-integrated solutions will be addressed as the 
state of knowledge and also future challenges.

�Built Environment Integration: Building Integrated 
Photovoltaics (BIPV)

�State of Knowledge

Building Integrated Photovoltaic (BIPV) is already considered an emerging solar 
power generation technology due to its multifunctionality as integrated building 
component assuring promising returns in efficiently capturing solar energy, 
improved energy efficiency and thermal comfort in buildings, generating electricity 
in building footprint. After a long period of intensive studies, this technology has 
gained visibility over other traditional solutions, and their market acceptance has 
been influenced by the progress in PV technology development in which respect its 
performance and cost and also has gained attention of the architects and leadings 
real projects. Moreover, the interest in these applications and technologies have 

9 Aelenei, L., Petran, H., Tarrés, J., Riva, G., Ferreira, A., Camelo, S., Corrado, V., Šijanec-Zavrl, 
M., Stegnar, G., Gonçalves, H., Magyar, Z., Salom, J., Polychroni, E., Sfakianaki, K., (2015). New 
Challenge of the Public Buildings: nZEB Findings from IEE RePublic_ZEB Project, Energy 
Procedia, 78: 2016–2021. DOI: https://doi.org/10.1016/j.egypro.2015.11.195

L. Aelenei and A. Scognamiglio

https://doi.org/10.1016/j.egypro.2015.11.195


23

been driven also by political framework and legislation, in particular by the direc-
tives Directive 2010/31/EU and the present Directive 2018/84410 aiming to lead the 
construction section to build high performance new and retrofitted buildings to 
achieve nearly zero or net-zero energy balances.

The integration of solar energy system such as BIPV systems is a key aspect for 
further development of NZEBs and deployment at large scale.

During last 20 years, the building integration of solar energy systems has been 
studied in different design and corresponding techniques, according to geographical 
location and local climatic conditions and the use of buildings. In the last years, the 
attention is paid not only in improving solar technologies but also in the integration 
methods in order to improve the system efficiency and at the same time to fulfil 
architecture requirements. There is a common understanding that the key parame-
ters that should be considered in the design of building integrated solar systems are 
integration and the type of integrated building element, the operation mode, the 
application and service.

�Integration at Building Level

As previously referred, the studies regarding integration of photovoltaics solar sys-
tems in buildings indicate that a proper design and integration in building elements 
(roof and walls) can substantially improve their efficiency.

According to the publication on the building integrating issue,11 the BIPV can be 
found integrated as external building envelope element such as curtain wall, sun-
shading and balconies or effective integration when the BIPV can assume the func-
tion of a structural element (walls or roofs). These systems can be integrated also in 
roofs as solar tiles or in combination with skylights.

An important design issue that should be taken into account in the parametriza-
tion of these systems and in order to improve their efficiency is the consideration of 
an air gap formed between the PV panels and structural building envelope element. 
This air gap for one hand permits that the PV panel is ventilated naturally or 
mechanically and so can keep its efficiency compared with the case when the PV 
panel is simply added to the building envelope and so can produce overheating of 
the panel and lowering its efficiency. This kind of system is usually identified as 
BIPV/T, Building Integrated Photovoltaic/Thermal, which is generating not only 
electricity but also heat obtained in the conversion process and transported through 
the system air gap inside the building and successfully recovered by natural or 
mechanical ventilation and used for heating interior ambient or released outside in 
the cooling period. The air cavity of a BIPV/T has a crucial role in the overall 

10 Directive 2018/844, https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:3201
8L0844&from=EN
11 Aelenei, L., Pereira, R., Ferreira, A., Gonçalves, H., Joyce, A., (2014). Building Integrated 
Photovoltaic System with Integral Thermal Storage: A Case Study, Energy Procedia, 58: 172–178. 
DOI: https://doi.org/10.1016/j.egypro.2014.10.425
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system performance, and its geometry and dimension could highly influence the air 
flow, heat transfer and efficiency.

Different types of integration and their respective functions have been studied 
according to their final application.12 Integrated solar systems are designed to dis-
place the traditional building components totally or partially, assuring a cross-
functional role. Building Integrated Photovoltaic/Thermal was firstly designed and 
used in north climate architectures where the climatic conditions present a high 
solar radiation and high temperature gradient between indoor and outdoor tempera-
ture. A pioneer example is the ÉcoTerra residential house in Quebec, Canada12.

ÉcoTerra has a 55 m2 Building Integrated Photovoltaic/Thermal (BIPV/T) col-
lector on the upper part of the roof. The outer layer of the roof consists of 21 amor-
phous silicon photovoltaic modules, each having an area of 2.1 m2, a power rating 
of 136 W and a nominal efficiency of 6.3%. The total PV array peak capacity is 
2.86 kW (direct current). This has the dual benefit of superior architectural integra-
tion and providing protection to the upper end of the modules using the roof cap. In 
sunny heating period, during the day time, the thermal energy released in the con-
version process heated the air inside the BIPV/T roof system, and the hot air is col-
lected and conducted to the interior of the house, by natural convention. In sunny 
conditions, the air temperature can increase by up to 40 °C from inlet to outlet of the 
collector.

Years later and due to the buildings’ new legislation requirements, e.g. nearly 
zero energy buildings and design trends, these application starts spreading as an 
integrated solution in buildings located in other geographical area with different 
climatic conditions; in South Europe countries, the BIPV/T technology is being 
designed also for a good functionality in cooling period. Different aspects and chal-
lenges were addressed regarding the integration of BIPV/T in Mediterranean cli-
mate, where through experimental1314 or numerical15 analysis the authors try to 
better design and apply these kinds of systems according to the buildings’ needs and 
climatic conditions.

An example of such system is illustrated below which belongs to Solar XXI 
office nZEB building, located in Lisbon (Figs. 2.3 and 2.4).

The integration of photovoltaic systems in Solar XXI was a first priority in the 
building design, since the project stage. Being a demonstration building and a case 

12 Smith, M., Aelenei, L., (2017). BIST Classification and characterization. In: A.S. Kalogirou, ed., 
Building Integrated Solar Thermal Systems, Design and Applications Handbook, 1st ed. COST 
Action TU1205, pp. 7–21.ISBN 978-9963-697-22-9.
13 Bot, K.; Aelenei, L.; Gonçalves, H.; Gomes, M.G.; Santos Silva, C. (2021). Performance 
Assessment of a Building-Integrated Photovoltaic Thermal System in a Mediterranean Climate—
An Experimental Analysis Approach, Energies 14 (8), 2191, https://doi.org/10.3390/en14082191
14 Lourenço, J.M.; Aelenei, L.; Sousa, M.; Facão, J.; Gonçalves, H. (2021). Thermal Behavior of a 
BIPV combined with water storage: an experimental analysis, Energies 2021, 14(9), 2545; https://
doi.org/10.3390/en14092545
15 Bot, K.; Aelenei, L.; Gomes, M.G.; Santos Silva, C. (2020). Performance Assessment of a 
Building Integrated Photovoltaic Thermal System in Mediterranean Climate—A Numerical 
Simulation Approach. Energies, 13, 2887.
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study in the field of renewable energies, ‘solar photovoltaic’ alongside ‘solar ther-
mal’ (active and passive) was an integral and fundamental part of its design. Several 
challenges surrounded this option. The integration of the photovoltaic modules was 
done to facilitate the use of their generated thermal heat in winter, as in the case of 
BIPV/T designed in north climate conditions. The vertical cavity created between 
the photovoltaic modules and the building structure is naturally ventilated, and the 
heated air inside the cavity is used for space heating purpose during a sunny day in 
heating period or evacuated to the exterior environment to avoid overheating during 
cooling period. BIPV/T system installed in Solar XXI building facade include at the 
superior and inferior part interior and exterior ventilation vents in order to permit 
the air circulation with the interior environment (heating period) or exterior environ-
ment (cooling period) as it can be observed in Fig. 2.5.

Fig. 2.3  Solar XXI. (Gonçalves, H., Camelo, S., Horta, C., Graça, J. M., Aelenei, L., Oliveira 
Panão, M., Joyce, A., Rodrigues, C., Ramalho, A., Rocha e Silva, A., (2010). SOLAR XXI Em 
direção à energia zero/Towards zero energy, LNEG, Laboratório Nacional de Energia e Geologia, 
IBSN: 978-989-675-007-7)

Fig. 2.4  SOLARXXI building, Lisbon, photo by Helder Gonçalves
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A photovoltaic system was designed to be integrated into the south facade of the 
building with about 100  m2 of multicrystalline silicon modules, totalling about 
12 bkWp of direct supply of electricity to the building.

�Integration at Community/District Level

There already exist several projects where building photovoltaic are successfully 
integrated at district level. One of the first projects is the Net Zero Energy Buildings 
Cluster: Plus Energy Settlement, Freiburg, Germany, designed by Rolf Disch 
(Fig. 2.6).

The Plus Energy Settlement in Freiburg is an example where the zero energy 
balance is achieved in the frame of an estate. Some of the 59 built terrace houses 
have a positive, others a negative primary energy balance. The 59 terrace houses are 
made up houses with positive energy balance and others with negative energy bal-
ance, while the overall average is positive. The efficient row houses are covered 
with 3150 m2 of roof top integrated PV generators. The heat is supplied by district 
heating. The efficiency of the houses is based on the Passive House concept, and a 

Fig. 2.5  BIPV/T Solar XXI building façade. (Gonçalves, H., Aelenei, L., Rodrigues, C., (2012). 
‘SOLAR XXI: A Portuguese Office Building towards Net Zero-Energy Building’, REHVA 
Journal, ISSN: 1307-3729)
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consequent (urban) planning for shadow-free south orientation, position and shape 
of the buildings11.

In the new context of Positive Energy Districts, the integration of renewable 
system plays a key role, so in the following chapter, the challenges of PV integration 
will be addressed.

Fig. 2.6  Fully roof-integrated BIPV design at the Plus Energy Settlement, Freiburg, Germany, 
(Aelenei, L., Waldren, D., Aelenei, D., Cúbi, E., Wittchen, K., Kim, J., (2017). Net ZEB case study 
buildings, measures and solution sets. In: F.  Garde, J.  Ayoub, L.  Aelenei, D.  Aelenei, and 
A. Scognamiglio, ed., Solution Sets for Net Zero Energy Buildings, Feedback from 30 NZEBs 
worldwide, 1st ed. Wiley-Ernst & Sohn. ISBN 978-3-433-03072-1). (Photos by Laura Aelenei)
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�III. Key Challenges of PV Integration

The considerations that have been done so far allow to frame the use of photovolta-
ics in a new smart city-related landscape. This new perspective implies that the 
concept of BIPV needs to be updated so as to include all the possible needs typical 
of a building in a smart city.

Focusing solely on the energy perspective, the wide use of renewables has 
changed the energy scenario, and in consequence our conventional, centralized sys-
tem of energy generation is going to be replaced by a ‘web’ of energy generation 
systems, to be managed in the appropriate way to ensure a good performance of the 
energy grid, and the appropriate energy savings.

According to this perspective, the city can be seen as a complex system where 
the energy demand interacts with the energy generation from different renewable 
systems, which produce energy at different times and in different ways. A crucial 
role is played by the development of solutions and approaches that enable for 
matching the building energy demand and the offer from the grid.

Before going any further, it is worth to describe in a systemic, inclusive frame-
work the hierarchy existing in the smart city environment, according to which the 
different exchanges of energy and information happen. The holistic approach named 
as smart city has been stimulating the development of new guide concepts for the 
city development, such as the ‘smart community’, that participates in the city devel-
opment process through a wide use of ICT technologies and connectivity.

The novelty of the smart city approach relies in seeing from a unique perspective 
several aspects related to the city functioning, which were seen as separated ones 
until the recent past. The result is a vision of the city as a complex system of inter-
connected networks (transport, energy, buildings, lighting. Social relationships, 
water and waste, etc.).

Three different levels can be used in describing a possible smart city scheme.
The first level is the ‘city government’: the whole government and decision sys-

tem of the city. This includes many topics: security, risks monitoring (food and 
environment), services for the citizens (e-Government), urban planning as well as 
transport planning and management. At this level, decision support systems are the 
most relevant methodologies of approach.

The second level can be defined as ‘city operation’; it includes all the aspects for 
the management of the urban services in real time. It includes therefore the net-
works for the distribution of energy, water and waste, but also other grids like the 
buildings network, the public lighting network, the communication network and the 
security network. For each of these networks, city utilities (actors) operate to ensure 
the correct management and functionality of the networks. The smart city approach 
implies a complex city infrastructure that control and manages all the other net-
works. This smart urban infrastructure is made of sensor networks (related with 
buildings monitoring, mobility, air quality, etc.) and data transmission systems, 
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coupled with a system of servers for collecting, elaborating and distributing (open 
data, cloud computing) the data and for sending them towards the vertical applica-
tion of the different utilities that manage the networks. Thanks to this hybrid struc-
ture, the utilities are able to operate directly on the data on the resource demand 
(‘resource on demand’) by connecting themselves to the adjacent domains which 
have an influence on the demand (e.g. public lighting and traffic). This way the 
infrastructure costs are shared among the different utilities.

The third level can be defined as ‘city life’. It is the whole system of services that 
are used by citizens in the everyday life. At this level the main issue is the smart 
community, that is, information accessibility, public involvement in the city devel-
opment, participation and social inclusion. The main topics are public health, edu-
cation, culture, security and privacy; the technologies used are the ones that enable 
advanced systems of communication between the citizen and the city itself, between 
the citizen and the structures of the city and between different citizens. This kind of 
communication can happen in the urban context (smart phones, tablets, PC, urban 
interaction) or in the buildings (smart homes, smart appliances, digital school, 
e-health, etc.).

PV can contribute to the transition towards low-carbon energy systems with ref-
erence to the city operation and the city life, promoting on-site energy production 
and enhancing self-consumption, if integrated into the overall building/district 
energy system and coupled with electric or thermal storage. Nevertheless, in order 
to allow the advancement of PV in the smart city direction, there is a need for devel-
oping suitable devices able to guarantee data exchanges between energy production 
and consumers to adequately manage received information to consequent actions 
decision.

In Fig. 2.7, main integration domains are illustrated, where PV plays, for multi-
faceted reasons, a crucial role.

From the perspective of interconnected domains of Fig.  2.7, it is possible to 
design an urban pattern, reducing energy consumptions due to a widespread ground 
use, such as transports and energy carriage. Moreover, it is possible to place renew-
ables in the whole cluster, such as buildings’ surfaces or suitable urban areas, in 
order to supply energy for the entire cluster and reach the net zero energy balance.

This paradigm shifts need some new research. In the approach of positive energy 
district or smart city, there is a general specific need for controlling the operation 
and maintenance of the PV system. that means the continuous monitoring and the 
use of predictive measures in order to match continuously the energy demand with 
the PV production and for guaranteeing the energy exchanges among different sys-
tems. This translates into matching on-site available renewable sources, i.e. through 
BIPV (choice of the most suitable surfaces; continuous monitoring, predictive mea-
sures), and to effectively use the locally produced energy in the different energy 
balance domains (i.e. integration of PV systems in DC networks). Moreover, con-
sidering the high number of RES-based systems that inject energy into the grid, at 
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the smart grid level, all exchanges have to be controlled (development of forecasting 
tools) and managed16,17 and new grid approaches have to be developed and adopted.

Different solutions and grid ancillary services (AS) have been proposed. For 
example, DC microgrids implementations are considered as promising architecture 
to ‘embed’ VERs avoiding their energy introduction in the national grid. PV and 
wind sources are locally managed to frequency instabilities mitigation and virtual 
inertia service provision.

PV can represent the most suitable technology for connecting several distributed 
PV generators, thanks to the scalability of such technology and to the fact that PV 
can guarantee to distribute intelligence at the level of the single elements of the 
network as well as at the cluster level. It has to be considered that deep introduction 
of variable energy resources (VERs) in the main AC grid will contribute to 2030 and 
2050 energy targets, but some high risks and problems have to be suitably faced. In 

16 A. Scognamiglio, M. Annunziato, G. Graditi, Nearly Zero Energy Buildings, Smart Grids and 
Smart Cities: concepts for our cities of tomorrow, Proceedings of ZEMCH 2012 International 
Conference, (edited by) M.  Noguchi, ZEMCH Network 2012, ISBN: 978-0-9574189-0-5, 
pp. 707–713.
17 A. Scognamiglio, G. Adinolfi, G. Graditi, E. Saretta, Photovoltaics in Net Zero Energy Buildings 
and Clusters: Enabling the Smart City Operation, Energy Procedia, Volume 61, 2014, Pages 
1171–1174, ISSN 1876-6102.

Fig. 2.7  PV in the context of enlarged smart city perspective
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fact, lack of inertia, frequency stability and low short circuit power represent critical 
issue to mitigate in order to guarantee grid continuity and availability.

In this regard, PV offers the opportunity for DC-based grids, as PV generation is 
DC based. Considering that many sources and systems in the integrated grid are DC 
reliant, this suggests that DC grids coupled with storage systems can offer solutions 
that avoid transformation losses (local grids) which can also enhance self-
consumption, avoiding problems related to the connection with the smart grid. DC 
microgrid implementations are considered as promising architecture to ‘embed’ 
VERs, avoiding their energy introduction in the national grid. PV and wind sources 
are locally managed to frequency instabilities mitigation and virtual inertia service 
provision18.

Ways to improve the current generation and distribution of electricity via demand 
side management (DSM) and storage systems, e.g. through multi-level optimization 
model, which incorporates energy demand scheduler (DS) and energy storage 
(ES),19 have to be developed, too.

Smart inverters provide voltage support and quality of supply at point of com-
mon coupling of the RES systems meeting the connection and operational require-
ments of the operators, and hybrid inverter solutions including the smartness of the 
system infrastructure can offer maximum use of local resources for the collective 
benefit of the system and the connected users (e.g. solving the mismatch due to 
several variable ‘energy behaviors’).

In a few words, PV can be a key technology for aggregating energy communities 
and advanced distributed controls in hierarchical set-up with the grid. Thus, a sec-
ond paradigm shift in the way to consider PV, namely, BIPV, can be envisioned: 
from PV as a ‘design factor’ aimed to realize NetZEBs to PV as a ‘common thread’ 
in the smart city able to create connection and aggregation amongst buildings, clus-
ters and energy communities so as to optimize the energy functioning of the smart 
city itself and its interaction with the smart grid.

In order to succeed in developing PV, there are many challenges to face; these 
may be related to decision support systems in the planning process or to specific PV 
technology features and related strategies and tools.

In general, the use of simulation tools that enable to include in the modelling 
environment energy generation, load matching, heating and cooling demand, 

18 Giovanna Adinolfi, Vincenzo Galdi, Vito Calderaro, Giorgio Graditi, Maria Valenti, DC 
microgrids for grid instability mitigation and virtual inetrtia ancillary service in 2030 scenarios; 
International Conference on Applied Energy 2020, Nov 29–Dec 02, 2020, Bangkok, Thailand 
(in press).
19 Kai Zhuo Lim, Kang Hui Lim, Xian Bin Wee, Yinan Li, Xiaonan Wang, Optimal allocation of 
energy storage and solar photovoltaic systems with residential demand scheduling, Applied 
Energy, Volume 269, 2020, 115116, ISSN 0306-2619, https://doi.org/10.1016/j.
apenergy.2020.115116
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daylighting and economics is crucial. Moreover, in a decarbonized scenario, there 
will be a paradigm shift from traditional sources of energy that are easily quantified 
to sustainable ones that are difficult to predict as they depend on many variables, i.e. 
the solar availability. In the case of PV, the production, given a certain system, 
depends mainly on meteorological conditions, whereas in the case of BIPV, there is 
a higher complexity due to the fact that the BIPV and its subcomponents can have 
different orientations.

Storage and flexibility at all levels are of growing importance transforming 
demand into a key enabler for optimal use of resources bringing the end users into 
prime providers of flexibility.

At the level of the city government, the planning process should use decision 
support systems for choosing the appropriate areas/surfaces for installing PV in 
view of achieving the optimal energy production and to support self-consumption. 
Moreover, the choice of the surfaces where to install PV is relevant, as an appropri-
ate choice of tilt and azimuth angles can orient the production in a way suitable for 
offsetting local demands all day long, avoiding peaks and enhancing 
self-consumption.20

Among the other challenges mainly very focused on PV technology and vision 
development, there is the development of control systems for grid feeding, self-
consumption and local storage together with the standardization of the interopera-
bility of such control systems (energy-matching), which is based also on 
digitalization, modularization and prefabrication of BIPV.

To give some insights of the PV-oriented challenges listed above, reference will 
be made to the EU-funded energy matching project and adaptive and adaptable 
envelope RES solutions for energy harvesting to optimize EU building and district 
load,21 coordinated by EURAC (IT), as an effective synthesis of what was 
described above.22

The project (2017-2022) is coordinated by EURAC; it aims at maximizing the 
RES harvesting in the built environment by developing and demonstrating robust 
solutions to efficiently capture the on-site available RES through adaptive active 
building skin technologies and to effectively use the locally produced energy within 
the building and district concept, in the framework of an overall matching between 
energy and business vision. The expected results include versatile Click&Go sub-
structure for different cladding systems, solar window package, modular appealing 
BIPV envelope solutions and RES harvesting package to heat and ventilate. Such 

20 G.  Lobaccaro, S.  Croce, C.  Lindkvist, M.C.  Munari Probst, A.  Scognamiglio, J.  Dahlberg, 
M. Lundgren, M. Wall, A cross-country perspective on solar energy in urban planning: Lessons 
learned from international case studies, Renewable and Sustainable Energy Reviews, Volume 108, 
2019, Pages 209–237, ISSN 1364-0321, https://doi.org/10.1016/j.rser.2019.03.041
21 https://www.energymatching.eu
22 Maturi et al., 2019: Energy Matching project, Adaptive and adaptable envelope RES solutions for 
energy harvesting to optimize EU building and district load. Proceedings 36th EUPVSEC, doi.
org/https://doi.org/10.4229/EUPVSEC20192019-6BV.4.13
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solutions are integrated into energy-efficient building concepts for self-consumers 
connected in a local area energy network (energy LAN). This is designed to fulfill 
comprehensive economic rationales, through the energy harvesting business 
enhancer platform. Operational strategies of the energy LAN are driven by the 
building and district energy harvesting management system. Then, an optimization 
tool enables the best matching between local RES-based energy production and 
building load profiles and simplifies the energy demand management for the energy 
distributors.

Some results of this project are already available, and they are summarized in the 
following. A building side control system has been developed, and it is able to 
improve the performance for a building cluster with energy storage, electric vehi-
cles, and considers the flexible demand shifting ability of electric vehicles. The 
study results show that the developed control can increase the cluster-level daily 
renewable self-consumption rate by 19% and meanwhile reduce the daily electricity 
bills by 36% compared with the conventional controls.23

A study has been performed that analyzes the effectiveness of one optimization 
approach and matches it against traditional dimensioning methods.

Three design methods are described and compared to an ideal design: the mini-
mum capacity required by the current Italian law, the PV capacity whose annual 
cumulative production equals the cumulative demand of the building and an optimi-
zation technique using a constant energy demand.

The methods were all tested on a residential building located in Firenze (Italy).
The results show that the optimization approach outperforms the other methods 

despite the simplified input data, by leading to an improvement of NPV (Net Present 
Value) up to 85% compared to the other methods and can achieve >93% of the 
actual optimum. In countries where net billing (or net metering) incentives are still 
in place, the optimization technique is not so vital.24

The topics related to the key challenges of the use of PV in the smart city vision, 
due to the overlapping of different thematic issues and spatial domains, are investi-
gated under many different calls of EU-funded projects.6, 7, 8

The analysis of the results of some of the running projects supports some first 
preliminary conclusions in identifying the existing implementation barriers, such as:

	(a)	 The difficulty in promoting not yet mature technologies in the building sector, 
which is by nature very conservative

23 Pei Huang, Marco Lovati, Xingxing Zhang, Chris Bales, A coordinated control to improve per-
formance for a building cluster with energy storage, electric vehicles, and energy sharing consid-
ered, Applied Energy, Volume 268, 2020, 114983, ISSN 0306-2619, https://doi.org/10.1016/j.
apenergy.2020.114983
24 Marco Lovati, Mattia Dallapiccola, Jennifer Adami, Paolo Bonato, Xingxing Zhang, David 
Moser, Design of a residential photovoltaic system: the impact of the demand profile and the nor-
mative framework, Renewable Energy, Volume 160, 2020, Pages 1458–1467, ISSN 0960-1481.
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	(b)	 The interoperability among different digital solutions, platforms and hardware
	(c)	 An appropriate legislative and normative national framework that allows mech-

anisms for the collective self-consumption (e.g. energy communities)25

25 Information given to the author of the paragraph by David Moser, Coordinator of research group 
Photovoltaic Energy Systems, Eurac Research, Institute for Renewable Energy. Right now this 
research group is involved in a number of EU-funded project that well demonstrate the crucial role 
of PV in the smart city context. These are Build Heat, standardized approaches and products for 
the systemic retrofit of residential buildings, focusing on heating and cooling consumptions attenu-
ation (www.buildheat.eu); 4RinEU; robust and reliable technology concepts and business models 
for triggering deep renovation of residential buildings in EU (https://4rineu.eu); cultural-E, climate 
and cultural-based solutions for plus energy buildings (https://www.cultural-e.eu); energy match-
ing and adaptive and adaptable envelope RES solutions for energy harvesting to optimize EU 
building and district load (https://www.energymatching.eu); stardust, holistic and integrated urban 
model for smart cities (https://stardustproject.eu); infinite, industrialized durable building envelope 
retrofitting by all-in-one interconnected technology solutions (https://cordis.europa.eu/project/
id/958397); Matrix, Modular Big Data Applications for Holistic Energy Services in Buildings 
(https://cordis.europa.eu/project/id/101000158).
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Chapter 3
Smart Cities Consumers in Search 
of the Potential Sustainability

Manuel Villa-Arrieta and Andreas Sumper

Abstract  Due to the increase in the urban population concentration, cities can be 
considered representative of the energy consumption and the energy sustainability of 
their countries, and, therefore, sustainability depends on the energy consumption 
behavior of the urban population. In the first urban agglomerations, primary energy 
resources (renewable) were transformed locally to supply a relatively low demand 
for energy. However, with the increase in demand, centralized energy facilities that 
took advantage of non-renewable energy resources were required. The use of these 
energy resources has caused the loss of energy sustainability. Parallel to the objec-
tive of solving environmental problems through the use of renewable energy 
resources in decentralized generation facilities, the smart city strategy seeks to opti-
mize the power system and make operation more flexible by empowering the con-
sumer. However, just as sustainability depends on the urban population’s consumption 
behavior, the effectiveness of smart cities depends on the active participation of con-
sumers. Faced with increased demand and the need to obtain a clean and uninter-
rupted energy supply, the recovery of potential sustainability depends on the 
consumer taking advantage of the technological deployment of smart cities and 
becoming a smart consumer. Based on studies on demand-side response, electrifica-
tion, and energy self-consumption in cities, this chapter addresses the effectiveness 
of smart cities. The conclusions highlight the fact that energy sustainability is not 
inherent in smart cities: it depends on the consumer participation. Therefore, the 
effectiveness of smart cities must address the design of incentives for the participa-
tion of the population from a holistic approach and be linked to the heterogeneity of 
consumers and circularity in the efficient management of resources.
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Keywords  Demand side response · Smart consumers · Nearly zero energy cities

�Introduction

This chapter is based on the doctoral thesis “Energy Sustainability of Smart Cities” 
(see Villa-Arrieta 2019) and is comprised of studies that the authors have previously 
published. Our intention is to use this chapter to extend the conclusions of the said 
thesis and contribute to the study of smart cities with a single concise piece. In this 
introduction, the importance of cities in the energy transition is discussed. Then, the 
mechanisms that these urban areas use to contribute to energy sustainability are 
identified, and in the following sections, these mechanisms are discussed before 
presenting the results and conclusions of this research.

�The Importance of Cities in the Energy Transition

Cities are home to more than half of the world’s population (United Nations 2018) 
and consume between 60% and 80% of the world’s total energy production. Because 
energy is responsible for two-thirds of total greenhouse gas (GHG) emissions 
(OECD/IEA, IRENA 2017), urban areas emit 75% of global CO2 emissions (pri-
mary GHG) (United Nations Environment Programme (UNEP) 2012). As seen in 
the United Nations projections for up to 2050 (projections before the COVID-19 
pandemic), if the current urban population growth trend continues, global urbaniza-
tion will represent 67% of the total population (United Nations 2013), and cities 
will demand a more significant amount of energy.

Covering this energy demand with the current model based on fossil resources 
will increase GHG emissions, and the consequences of global warming will put the 
planet’s environmental sustainability at risk (IPCC 2018). Therefore, guaranteeing 
the security and quality of the energy supply to provide urban services using the 
planet’s resources will pose an enormous challenge in terms of our ability to man-
age and restore the natural assets upon which all life depends (OCDE 2012).

The rhythm of the technological change of the systems for transforming primary 
energy to final energy has marked the pace of development and economic growth of 
cities. This final energy, mainly consumed as electricity, has improved the quality of 
life for humanity in the modern era but has led to the environmental consequences 
mentioned above. As seen in Fig. 3.1 (which includes data from after the 1973 oil 
crisis), electricity consumption has a more significant correlation with urban popu-
lation growth rather than with the total population growth. It can be concluded, 
therefore, that GHG emissions are linked to urban energy consumption.

To address this problem, the world’s leading economies have launched an energy 
transition process to move from the current economic model to one that is decarbon-
ized and competitive. (The relationship between the COVID-19 pandemic and the 
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energy transition has been studied by (Quitzow et al. 2021) and concludes that this 
crisis has deepened the gap between the countries that are leading the global energy 
transition and those which are progressing more slowly, which exacerbates the 
existing imbalances in an uneven energy transition landscape.)

The mechanisms to promote the energy transition are to decentralize and make 
the power system more flexible in order to save energy, increase energy efficiency, 
and replace the use of fossil energy with renewable energy. The flexibility of the 
system involves monitoring it in order to adjust the energy demand to the intermit-
tency that characterizes renewable energies. Decentralization seeks to take advantage 
of distributed energy resources and bring generation closer to where energy is used.

This means that solar energy plays a remarkable role, given the uniformity of its 
distribution on a global scale (Check et al. 2015). Therefore, cities play a fundamen-
tal role in the energy transition process (Kammen and Sunter 2016), despite being 
the source of a worldwide environmental problem. Within cities, buildings use 
31.43% of the total energy consumption, which is more than industry, transport, and 
other consumptions (International Energy Agency (OECD/IEA) 2018). In addition 
to focusing on energy consumption, buildings have a high margin of action to 
increase energy savings, energy efficiency, and the use of renewable energy through 
energy self-consumption. Flexibilization of the energy system also seeks to empower 
consumers so that through demand-side response (DSR) mechanisms, this agent 
can expand its participation in the power market.

�Smart City and Energy Sustainability as Strategies

From a development of the society’s point of view, advancing in the energy transi-
tion will lead to the sustainability of energy supply: reducing the negative impact of 
energy consumption on the environment will allow us to ensure the well-being of 
future generations. In this sense, there is a global consensus in defining the smart 
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city concept as a critical strategy to address energy transition in cities and achieve 
energy sustainability (IRENA 2016).

Both the studies of energy sustainability and smart cities are extensive (EIB, 
UPM 2017; Sustentable Citiess Index. Sustainable Cities Index 2016; World Health 
Organization. The Rise of Modern Cities 2010). Energy sustainability is a field of 
knowledge which has been studied in depth. Similarly, smart cities has attracted the 
economic interest of the technological, industrial, and service sectors as well as 
governmental and supranational organizations in search of the competitiveness of 
cities and as a strategy to face climate change (Caragliu et al. 2011; Bakici et al. 
2013). In this sense, there are several methodologies for assessing smart cities 
(rankings or benchmarking of cities as in the studies (IESE Business School 2014; 
JLL and The Business of Cities 2017) and the energy sustainability of cities (see 
International Telecommunications Union 2019).

The smart city strategy seeks to guarantee the efficacy of the energy service in 
cities to provide other services and efficiently manage available resources (energy 
and economic resources and infrastructures) (Villa-Arrieta and Sumper 2019a). The 
synergies between smart technologies (smart grids, distributed generation facilities, 
and smart meters) will make it possible to provide the energy service that citizens 
require as well as efficiently manage the resources needed to provide them (Lund 
et al. 2017). In particular, the deployment of smart meters in households and the 
energy self-consumption of nearly or net zero energy buildings (n/NZEB) will 
increase energy saving and efficiency and make the most of the local renewable 
energy resources (International Energy Agency (IEA) 2017a; International Energy 
Agency (IEA) 2017b; Ackermann et al. 2001).

In terms of sustainable development, sustainable energy is a source of the devel-
opment and growth of societies and seeks a balance between economic, social, and 
environmental variables (Council HR and Germany 2007). According to the World 
Energy Council (WEC), energy sustainability at a country level relies on a balance 
between three pillars: energy security, energy equity, and environmental impact 
mitigation (Kim et al. 2013). The inclusion of smart technologies will allow involv-
ing those who take part in the management of the cities to find the balance between 
the these three pillars. Figure 3.2 shows the energy transition characteristics needed 
to meet the energy demands of a growing world and urban population: the smart city 
and energy sustainability concepts are constantly being evaluated to achieve the 
decarbonization targets.

�Scalable Study of Energy Sustainability

The main contribution of the studies addressed in this chapter is the analysis of the 
scalability of urban energy sustainability up to the country level (see Fig. 3.3), as a 
new evaluation approach based on the hypothesis that cities tend to be representa-
tive of the country’s population, energy consumption, and GHG emissions. Due to 
the trend of an increasing population concentration in cities, it can be argued that 
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urban centers are to be representative of energy consumption and are responsible for 
GHG emissions. It can therefore be concluded that energy sustainability of cities is 
representative of the energy sustainability of their countries.

Based on a close relationship between the smart city and energy sustainability 
strategies, the cities’ capacity to advance in energy saving and the use of solar 
energy resources are described below. The objective is to explain the contribution of 
smart technology elements to the increase of energy efficiency and urban self-
consumption of cities, both of which are critical components of the energy transi-
tion to combat climate change.
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�Activation of Energy Saving

One of the drawbacks of electricity from solar energy is that solar radiation is maxi-
mal when many homes are empty, and household electricity usage peaks when there 
is no solar radiation. However, through DSR and the use of smart meters, consumers 
exercise active management over their demand. This is a process in which the 
response to energy information feedback (price signals, gamified plans, or environ-
mental information) can be reflected in the decrease of peak demand (peak clip-
ping), the change of consumption from the peak periods to the off-peak periods 
(load shifting), or in the energy-saving (strategic conservation). Therefore, with the 
deployment of smart meters, it is possible to activate the measures of DSR (see 
Fig. 3.4): the flexibility of the power system depends on the data around consumers 
(Kim et al. 2013).

The replacement of electromechanical meters with electronic ones is the first 
step in the process of empowerment, so that more meaningful and better informa-
tion concerning energy consumption that leads to changes in the energy manage-
ment of households can be collected (Barbu et al. 2013). Although end users were 
passive actors of the power system until now, with the introduction of new services 
that allow more significant involvement of consumers, users have begun to be an 
essential part of the use and management of energy.

Although the DSR peak clipping and load shifting measures offer specific advan-
tages to achieve flexibility in power systems, strategic conservation is the set of 
saving efforts that modify the load curve in its entirety. Regarding the DSR of the 
residential sector, this conservation strategy groups households’ efforts to change 
their consumption patterns in response to consumption and/or price signal. The 
results studied in this section focus on the study of this measure because it is one of 
the main energy strategies of countries or regions dependent on external energy.
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�Experimental Results of the Strategic Conservation

It would seem that the use of smart meters would allow consumers to manage their 
demand more efficiently (Frederiks et al. 2015). However, unless users are proac-
tive, it will not be possible for them to take advantage of the opportunities provided 
by new technologies. Domestic energy consumption is mainly based on routines 
and habits that are difficult to change. Therefore, it will be necessary to deepen the 
technical, psychological, social, and economic aspects that allow consumer partici-
pation and behavior adjustment (Batalla-Bejerano et al. 2020). This is precisely the 
field in which researchers from different disciplines seek to identify the aspects that 
determine consumer participation through empirical studies.

To explore this, a review of empirical works that have tried to quantify the results 
concerning energy savings has been carried out. This review analyzes 116 empirical 
studies on the strategic conservation of the DSR (to see results on peak clipping and 
load shifting, see (Batalla-Bejerano et al. 2020)). These studies, comprised of sur-
veys (S), analytics (A), experiments (E), and simulations (L), looked at the indirect 
and direct feedback of information related to electricity consumption through smart 
meters. Indirect feedback includes electric bills and consumption readings, and 
direct feedback consists of the use of additional technologies such as smart meters 
(digital) that make it easier for users to check their consumption and participate in 
energy-saving programs. According to the results, households respond to the provi-
sion of direct and indirect information by using less electricity.

Figure 3.5 and Table 3.1 compile these results. The installation of smart meters 
alone in households does not guarantee the reduction of electricity consumption in 
the broad spectrum of their socioeconomic conditions, and it is necessary to take 
advantage of digital technology to ensure that households understand and react to 

Direct 
feedback

• In-home Display (IHD)
• Web/Mobile Apps

SC

Indirect
feedback

• Electric bill
• Consumption reading

Demand
Response

Smart 
Meter

Smart 
Meter

1)
2-2.9% 2)

8-19% 3)
20%

1)
2-20%

Demand
Response

2)
21-25% 3)

32%

Fig. 3.5  Results on strategic conservation (SC) of the empirical works reviewed. Note: See 
Table 3.1. (Source: Adapted from Villa-Arrieta 2019)
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Table 3.1  Strategic conservation results using indirect and direct feedback

Indirect feedback
Figure 
3.5 [Reference] Country (Methodological approach) Result

1) (Allcott 2011) US (E-A) 2.0%; (Ayres et al. 2009) US (E) 2.1%; (Anderson and Lee 
2016) US (E-L) 2.2%; (Schwartz et al. 2013) US (E-S) 2.7%; (Allcott and Rogers 
2012a) US (E-L) 2.6 and 2.9%*

2) (Gans et al. 2013) Northern Ireland (E) 11–17%; (Asensio and Delmas 2015) US (E) 
8–19%

3) (Bariss et al. 2014) Latvia (E) 20.0%; (Poznaka et al. 2015) Latvia (E-S) 23.0%
P (Allcott and Rogers 2012b) US (E); (Ek and Söderholm 2010) Sweden (E); (Laicane 

et al. 2013) Latvia (S); (Lossin et al. 2016) Switzerland (E-S); (Kang et al. 2012) South 
Korea (S); (Rausser et al. 2018) Ireland (S); (Qingbin Wang 2016) US (S)

Direct feedback
Figure 
3.5

[Reference] Country (Methodological approach) Result

1) (Reeves et al. 2015) US (E-S) 2.0%; (Quintal et al. 2013) Europe (E-S) 2.0%; (Fenn 
et al. 2012) Germany (E-L) 3.0%; (Rettie et al. 2014) UK (E-S) 3.0%; (Schleich et al. 
2011) Germany and Austria (E-S) 3.7%; (Erickson et al. 2013) US (E-S) 3.7%; 
(Schleich et al. 2012) Austria (E-S) 4.5%; (Spagnolli et al. 2011) Europe (E) 5.0%; 
(Schleich et al. 2017) Austria (E) 5.0%; (Houde et al. 2012) US (S-E-S) 5.7%; (Bager 
and Mundaca 2017) Denmark (E) 5–7%; (Stinson et al. 2015) Scotland (E-S) 7.0%; 
(Shimada et al. 2014) Japan (E) 7.6%; (van Dam et al. 2010) Netherlands (S-E-S) 7.8%; 
(Grønhøj and Thøgersen 2011) Denmark (S-E-S) 8.1%; (Peschiera and Taylor 2012) 
US (E) 8.8%; (Schultz et al. 2015) US (E) 7–9%; (Jain et al. 2013a) US (E-L) 10.0%; 
(Nye et al. 2010) UK (E-S) 5–10%; (Chen et al. 2015) US (E) 11.0%; (Anderson et al. 
2017) South Korea (E) 14.0%; (Gosnell et al. 2019) UK (E) 4–12%; (Alahmad et al. 
2012) US (E-S) 12.0%; (Wood and Newborough 2003) UK (E) 15.0%; (Chen et al. 
2014) US (E-S) 20.0%; (Delmas and Lessem 2014) US (E) 20.0%

2) (Maan et al. 2011) Netherlands (E) 21.0%; (Laicane et al. 2015) Latvia (E-L) 6–23%; 
(Adnane Kendel 2015) France (E-S) 23.3%; (Bager and Mundaca 2017) Denmark (E) 
7–25%

3) (Costanza et al. 2012) UK (E-S) 5–32%; (Petersen et al. 2007) US (E-S) 32.0%
P (Peschiera et al. 2010) US (S-E-S)*; (Foster et al. 2010) UK (E-S); (Strengers 2011) 

Australia (E-S); (Karjalainen 2011) Finland (S); (Brewer et al. 2011) US (S-E-S); 
(Ellegård and Palm 2011) Sweden (E-S); (Petkov et al. 2012) Australia (S); (Chiang 
et al. 2012) UK (E); (Chen et al. 2012) US (E-L); (Oltra et al. 2013) Spain (E-S); (Chen 
et al. 2013) US (E-L); (Jain et al. 2013b) US (E-L); (Loock and Staake 2013) 
Switzerland (E); (Buchanan et al. 2014) UK (S); (Schwartz et al. 2015) UK (E-S); 
(Bager and Mundaca 2015) Denmark (E); (Mogles et al. 2017) US (E-S)

Source: Adapted from Villa-Arrieta (2019)
Notes: US, United States; UK, United Kingdom; P, positive result; S, surveys; A, analytics; E, 
experiments; L, simulations
* Two experiments
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the direct feedback of energy information. Empirical evidence shows that it is pos-
sible to reduce electricity consumption by up to 32% using such means.

�Electrification and Self-Consumption in Cities

�Electrification

As described previously, the deployment of smart technologies will allow cities to 
increase electricity generation from renewable sources to decarbonize the economy. 
However, according to the WEC, energy sustainability depends on the balance 
between energy security, energy equity and the mitigation of environmental impact. 
Therefore, given the intermittence of renewable energies and depending on the 
characteristics of each country and city (possibly similar between regions), “smart” 
electrification without energy storage technologies may lead to an imbalance in 
energy sustainability in that, although environmental benefits are possible, energy 
security could be at risk.

To help address this issue, the researchers studied the effect that electrification 
may have on countries’ energy sustainability using the ETI’s interactive Pathway 
Calculator tool. This tool can be used to determine what is necessary to improve the 
ranking position and understand the impact of policymaking on achieving a sustain-
able energy future (World Energy Council 2017). Figure 3.6 presents its elements. 
The procedure followed involved setting the tool variables to maximum and mini-
mum values in order to identify the variation in the energy sustainability result of 
the 125 countries of the ETI 2017. This exercise was the first step to determine the 
photovoltaic (PV) generation capacity of cities of these countries, which will be 
addressed in the section below.

According to the results obtained, countries could obtain better energy sustain-
ability by reducing energy imports and increasing the diversity of the electric gen-
eration and the diversity of the primary energy (PE) supply (see Fig.  3.7). This 
indicates that the use of local energy resources, such as PV electricity generation, 

Energy 
Trilemma 

Index
(WEC)Energy equity

Energy security

Environmental 
sustainability

Concentration (reduced diversity) of total primary energy supply

Change in energy consumption in relation to GDP growth

Import dependence

Concentration (reduced diversity) of electricity generation

Access to electricity (% population)

Industry electricity price (US cents per kWh)

CO2 intensity (kCO2 per US$)

GHG emissions from energy sector (MtCO2e)

Fig. 3.6  Structure of the indicators of the Pathway Calculator of the World Energy Council 
(WEC). (Source: Adapted from Villa-Arrieta and Sumper 2019a)
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would lead to the improvement of energy sustainability of the 125 ETI-2017 
countries.

�Photovoltaic Energy Self-Consumption Capacity of Cities

As mentioned above, cities are at the center of the energy transition. Given the uni-
formity of the solar resource, cities have the capacity to generate electricity near the 
same consumption points. By deploying PV systems, cities can cover part of their 
electricity demand and contribute to the use of local energy resources in their coun-
tries. Thus, PV generation is the leading technology to move toward the energy 
sustainability of cities.

To advance in this field, the contribution of urban PV generation to the energy 
sustainability of the ETI 2017 countries (see Villa-Arrieta and Sumper 2019a) was 
studied. The process was as follows:

	1.	 Calculate the PV generation capacity of the rooftops of the most populated cities 
of the ETI 2017 countries (183 cities of 123 countries) taking the usable area of 
the Barcelona rooftops, global tilted irradiation data, and a 16% efficiency for 
PV panels as a reference.

	2.	 Calculate the distribution of the electricity generation mix of the studied coun-
tries with data from the International Energy Statistics of the US Energy 
Information Administration (EIA) (Meyer 1991), and calculate CO2 emissions 
using emission factors from International Energy Agency (IEA) 
(Ecometrica 2011).

	3.	 Calculate how much fossil fuel and nuclear and hydroelectric generation (in that 
order) was replaced by solar power and the increases in the country’s renewable 
energy generation without increasing the balance of its electric mix.

	4.	 Calculate the Herfindahl-Hirschman Index (HHI) with the generation values 
obtained from each source within the electric mix in order to obtain the concen-
tration of the generation in a single source (high HHI result).

	5.	 Normalize the results of HHI (0–100) to compare them with the values pub-
lished for each country in the 2017 ETI results.

Worst Same Better N/A

0% 50% 100%

Diversity of the electric mix

Diversity of the PE supply

Import dependence

0% 20% 40% 60% 80% 100%
Maximization 

0% 20% 40% 60% 80% 100%
Minimization

Fig. 3.7  Result of energy sustainability by variation of critical indicators. (Source: Adapted from 
Villa-Arrieta and Sumper 2019a)
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The results of this showed that the 125 ETI 2017 countries vary the concentration 
(reduced diversity) of electricity generation by an average of −15.94% due to the 
hypothetical increase in their urban PV generation. This would have an impact on 
the reduction of 56.31% of the electric power generation from fossil fuels and con-
sequently on the reduction of 64% of the CO2 emissions of these countries. The use 
of the local solar resource would allow these countries to improve their sustainabil-
ity due to the reduction of the dependence on energy imports. Although the diversity 
of the primary energy supply would be reduced in some countries (toward concen-
tration), increased consumption of renewable resources would allow them to reduce 
CO2 emissions. Table 3.2 summarizes the results obtained.

From the results, two groups of countries were identified: one group of countries 
that increases the diversity of electricity generation and another that reduces it. In 
the former, the increase in PV generation allows 87 countries to diversify the elec-
tricity mix by up to 43% concentration. On the contrary, 38 countries increase the 
concentration of the electricity mix to 97%. Although in both cases, following the 
ETI definition, as environmental protection improves, energy security can be put at 
risk. It should be noted that the second group of countries is made up of countries 
with a large proportion of hydroelectric generation in their mix, which is a technol-
ogy with low intermittency.

Table 3.2  Average results of the effect of the diversification of the electric mix with urban PV 
generation in the ETI 2017 countries

Indicator Initial value Result

Number of countries analyzed 125 125
Average concentration* of electricity generation 
(0–100)

66.41 N/A

… after the urban PV generation (0–100) N/A 55.16
Average variation [%] N/A −15.94
Number of countries that diversify electricity 
generation

N/A 87

Average variation of concentration* [%] N/A −42.44
Number of countries that concentrate electricity 
generation

N/A 38

Average variation of concentration* [%] N/A 44.73
Average variation of the consumption of fossil fuels 
[%]

N/A −56.31

Average variation in CO2 emission [%] N/A −64.00

Source: Adapted from Villa-Arrieta and Sumper (2019a)
Note: * Reduced diversity
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�An Economic Evaluation of the Use 
of Self-Consumption Capacity

Energy self-consumption is the strategy that seeks to take advantage of the local 
renewable generation capacity. In the case of cities, although each of them has dif-
ferent characteristics, any use of local energy resources will reduce the consumption 
of primary external energy of fossil origin. In this sense, energy-importing countries 
will be able to equilibrate their energy balance with energy self-consumption in 
their cities. This type of distributed generation includes nearly/net zero energy 
buildings (n/NZEB), which are dependencies of consumers. Therefore, the advance 
of energy self-consumption in cities and consequently the reduction of energy 
imports in the countries, if it were to be the case, depend on the investment of con-
sumers in n/NZEB.

In order to study the advancement of n/NZEB in cities from the investment point 
of view, the authors previously carried out technical-economic simulations with an 
evaluation model of self-consumption in buildings scalable to study self-
consumption in cities (nearly zero energy cities, NZEC). The results of these studies 
are presented below.

�Evaluation Model

The model, called nZEC-EATEP (see (Villa-Arrieta and Sumper 2019b)), allows 
evaluating the economic performance of the energy self-sufficiency process of cit-
ies. Also, it enables to jointly assess distributed generation facilities, or n/NZEB or 
neighborhoods with energy surpluses (positive energy neighborhoods). Figure 3.8 
conceptualizes its methodology, which is based on the relationship between the 
energy transition, the urban energy transition, the increase in the consumption of 
local energy resources to the detriment of the external ones due to the advance of the 
n/NZEB, and the economic calculation of the future value of this process.

�Case Study: Barcelona

The objective of this study was to analyze the scope of the investment in the PV 
self-consumption of buildings in order to promote prosumer communities. The 
model included 82,652 buildings and simulated 37 years (2013–2050) of energy 
and economic performance: in 38,700 (34.7% of 238,213 buildings with PV genera-
tion capacity data), the investment of six packages of energy rehabilitation measures 
and PV self-consumption (prosumer’s buildings) was studied, and in 43,952 the 
investment in PV generation (PV extra generation) was studied. Cross-referencing 
with public data on the city, the PV generation capacity of the 82,652 buildings, the 
electricity consumption of the prosumers, and the investment cost in the energy 
rehabilitation measure packages were identified as well as the electricity 
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consumption of buildings extra PV generation (PV_Extra). Table 3.3 summarizes 
these results.

With the nZEC model studied, the city has the ability to reduce up to 9.68% of 
its primary energy demand, which means a reduction of up to 12.25% in energy 
costs and up to 11.43% in emissions of CO2. The total investment required to 
achieve these savings includes the initial value and the replacement of the PV sys-
tems and the rehabilitation measures. This investment can be 1.32 times the total 
energy cost of the city in the same 37 years of evaluation.

Energy model

Nearly/Net 
Zero Energy 

Buildings

Nearly Zero 
Energy CitiesExternal energy 

resources

Consumers

Local energy 
resources

Prosumers
Prosumers with Storage

Producers
Producers with Storage

Urban Energy Transition

ygrene
cirtcelE

Year 0 Timeline

Global Investment 

Global Energy Cost

Global Running Cost

Economic model

Global Cost:

t = 0 t = 1 t = n t = T Final Value

Data from
nZEC-Model

MWh x Tariff
MWh x Tariff

MWh x Tariff

Fig. 3.8  Technical-economic evaluation of nearly zero energy cities (nZEC). (Source: Adapted 
from Villa-Arrieta and Sumper 2019b)

Table 3.3  Number of buildings and electric energy consumption of nZEC model for Barcelona

No. of 
buildings

Electric energy consumption 
[GWh/Year]

Prosumers 38,700 969.363
Consumers (domestic, commercial and 
services, and other services

N/A 3225.927

PV_Extra 43,952 N/A
Total 82,652 4189.32

Source: Adapted from Villa-Arrieta and Sumper (2019b)
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�Results

The results of the studies summarized in this chapter have demonstrated the remark-
able capacity that cities have to contribute to the energy sustainability of their coun-
tries with the deployment of smart technologies. Table 3.4 summarizes the results 
obtained:

Regarding the activation of the energy-saving capacity of cities, the results com-
piled from the empirical works reviewed showed the importance of the feedback of 
energy information to reduce electricity consumption in the residential sector: the 
provision of direct and indirect information helps households to use less electricity 
(see Batalla-Bejerano et al. 2020). Regarding electrification capacity, reducing the 
concentration of electricity generation would allow 113 of the 125 countries from 
different economic regions of the world to obtain a better balance in their security 
of supply, energy equity, and environmental protection. If this electrification pro-
cess in introduced and incorporates the use of the PV generation capacity of the 
rooftops of the buildings of their cities, these countries could improve sustainability 
thanks to the reduction of the dependence on energy imports (see Villa-Arrieta and 
Sumper 2019a). In the specific case of a study city, taking advantage of this electric-
ity self-consumption capacity through distributed generation, the creation of pro-
sumers and positive energy neighborhoods helps reduce primary energy consumption 
and CO2 emissions with the joint investment in energy rehabilitation measures of 
buildings (see Villa-Arrieta and Sumper 2019b).

This means that energy sustainability and smart city strategies would allow for 
progress in the transition toward a decarbonized economy. Uniting the pillars of 
these strategies, it can be argued that smart technologies enable cities to be effective 
in the provision of urban energy service, efficiently managing available local 
resources to achieve a balance between energy security and equity and environmen-
tal protection. However, according to the results described above, without consumer 

Table 3.4  Compilation of results

Capacity of… Countries Cities Results

Energy saving >19 >19 Reduction of between 2% and 32% of electricity 
consumption

Electrification 125 N/A 113 improve energy sustainability
PV self-consumption 
in cities

125 183 • All countries reduce on average 64% of CO2 
emissions.
• 87 countries diversify the electricity mix up to 
43% concentration

nZEC 1: Spain 1: 
Barcelona

With 34.7% of the buildings with PV generation 
and 16.2% of prosumer buildings:
• Reduction of up to 9.68% in primary energy 
demand.
• Reduction of up to 12.25% in energy costs.
• Reduction of up to 11.43% of CO2 emissions.

Source: Adapted from Villa-Arrieta (2019)
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participation, it is not possible to save energy or take advantage of the energy self-
consumption capacity of cities through investment in buildings with almost zero 
energy consumption. Figure 3.9 summarizes the dependency between these layers 
of the energy transition.

�Conclusions

The studies compiled in this chapter have been based on the study of the scalability 
of energy sustainability through the smart city technological strategy, from the level 
of buildings to that of a country. This study approach is a novel proposal to address 
the fact that due to the increase in the concentration of the urban population, cities 
tend to be representative of the energy sustainability of their countries. Smart tech-
nologies are crucial elements to keeping the balance between energy security, 
energy equity, and environmental sustainability of cities and their countries. The 
energy effectiveness of smart cities is the efficacy provision of urban energy service 
and the efficient management of resources around distribution systems. Smart cities 
allow the urban population to participate in its own sustainability, which in the con-
text of the current energy transition process means empowering the consumer in 
terms of their demand to make operating the system more flexible and to optimize 
the efficient management of the local resources.

Of course, there are drivers that encourage consumers to participate in the 
achievement of global social and environmental goals, such as the sustainable 
development goals. However, based on specific incentive strategies for responsible 
consumption, consumers will exercise their participation in smart cities and in the 
market, helping the sustainability of local geographic frameworks that will ulti-
mately have an impact on global sustainability. As discussed in this chapter, the 
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information incentives to activate the demand-side response and the possibility as 
an incentive of pouring surplus energy into the grid in self-consumption systems are 
specific strategies that have an impact on energy sustainability. However, this is the 
particular case of the energy sector, and the incentive for responsible consumption 
is broader.

There are three main conclusions that can be drawn from this chapter. The first is 
that energy sustainability is not inherent in smart cities: it depends on the participa-
tion of the consumer to be effective in this city model. Thus, energy sustainability 
must be activated at an urban level to include consumers in the management of 
demand and consumption of local energy resources. Passing this responsibility on 
to consumers makes them smart consumers, or smart city consumers (SCC) at a city 
level. The SCC is, therefore, the future of energy sustainability and, consequently, a 
promoter of sustainable development. The philosophy behind the existence of the 
SCC is to encourage responsible consumption: that is, to promote the efficient use 
of resources (energy and other) and the effective acquisition of products and ser-
vices with a positive impact on society and the environment.

The second conclusion is that the difficulty in reaching the SCC sustainability 
potential is related not only to the difference between the systems that exist in cities 
(different economic activities, mobility systems, types of buildings, urban charac-
teristics, etc.) but also with the heterogeneity of consumers. Not only do cities have 
building owners but they also have tenants, the elderly, the student population, and 
short-term residents. Therefore, the decarbonization of the economy must go beyond 
technological innovation and address social innovation to include the heterogeneity 
of consumers and their different living conditions. Similarly, there must be regula-
tory innovation in addition to social and technological innovation in markets where 
there are regulatory barriers that prevent disruptive new business models within the 
energy transition. The objective is to obtain incentives, instruments of empower-
ment, and protection mechanisms for different types of consumers.

The third conclusion is related to the political implications that emerge from the 
conclusions above. There is a very clear need to design policies, enablers, monitor-
ing metrics, and incentives for energy sustainability with a holistic and bottom-up 
approach to the economy and society, from consumers to countries. Just as sustain-
ability is transversal to all economic activity, incentives to participate in sustain-
ability must also be transversal to the economy, interconnecting different sectors 
and objectives. In this regard, two new topics must be addressed in the SCC: the 
decentralization of the administration and traceability of information through 
Blockchain technology and the inclusion of energy in the transformation toward 
circularity of the economy to maximize the use of resources, including the reintro-
duction of waste in the production chains. The design of incentive mechanisms for 
consumers that include the advantages of Blockchain technology to be able to cross 
sector borders within the framework of the circular economy will be the focus of 
future research by the authors.
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Chapter 4
Security and Privacy Issues in IoT-Based 
Smart Grids: A Case Study in a Digital 
Substation

Doney Abraham, Sule Yildirim Yayilgan, Mohamed Abomhara, 
Alemayehu Gebremedhin, and Fisnik Dalipi

Abstract  Smart Grid is one of the increasingly used critical infrastructures that is 
essential for the functioning of a country. This coupled with Internet of Things (IoT) 
has huge potentials in several areas such as remote monitoring and managing of 
electricity distribution, traffic signs, traffic congestion, parking spaces, road warn-
ings, and even early detection of power influxes as a result of natural disasters, 
safety failures, equipment failures, or carelessness. Despite the advantages of Smart 
Grids, there are security threats, privacy concerns, and several open challenges 
related to Smart Grids. This chapter seeks to provide a review of the security and 
privacy perspectives inherent in IoT-enabled Smart Grids. Firstly, the chapter 
explores the functionalities of Smart Grids as opposed to a traditional grid. Next, the 
chapter provides an overview of Smart Grid architectures followed by positioning 
IoT concept into Smart Grid with a focus on architectures. Then, the proposed 
approach for identifying threats and attacks in IoT-enabled Smart Grid, namely, the 
security pyramid, is presented. Lastly, we work on identifying the possible threats 
and attacks in the digital substation use case.

Keywords  Smart grid · IoT · Security · Privacy · Attacks · Threats · Cyber-
physical systems

D. Abraham (*) · S. Y. Yayilgan · M. Abomhara 
Department of Information Security and Communication Technology, Norwegian University 
of Science and Technology, Trondheim, Norway
e-mail: doney.abraham@ntnu.no; sule.yildirim@ntnu.no; mohamed.abomhara@ntnu.no 

A. Gebremedhin 
Department of Manufacturing and Civil Engineering, Norwegian University of Science and 
Technology, Trondheim, Norway
e-mail: alemayehu.gebremedhin@ntnu.no 

F. Dalipi 
Department of Informatics, Linnaeus University, Växjö, Sweden
e-mail: fisnik.dalipi@lnu.se

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-85566-6_4&domain=pdf
https://doi.org/10.1007/978-3-030-85566-6_4#DOI
mailto:doney.abraham@ntnu.no
mailto:sule.yildirim@ntnu.no
mailto:mohamed.abomhara@ntnu.no
mailto:alemayehu.gebremedhin@ntnu.no
mailto:fisnik.dalipi@lnu.se


58

�Introduction

The world is increasingly moving toward an Internet of Things (IoT) age, and the 
importance of cyber-physical systems is ever rising (Zanero 2017). IoT support 
numerous applications in different domains such as power grids, transportation sys-
tems, health care, water supply, oil and gas distribution, and telecommunications 
that are crucial for the operation of society (Sanislav and Miclea 2012). Since the 
critical infrastructure of a country such as energy, food, transport, telecommunica-
tions, health care, banking, and finance depends on the previously mentioned 
domains, its security and privacy are of utmost importance. Smart Grids based on 
IoT and data technologies have revolutionized the way power grids are built as 
opposed to traditional grids by providing features such as self-healing, bi-directional 
communication, feedback, and disaster recovery plans (Shabanzadeh and 
Moghaddam 2013). Introduction of IoT to Smart Grids has made the power grids 
even more reliable and can be used to monitor electricity generation, protection of 
transmission line, and ability by consumers to monitor usage by smart meters to 
name a few (Al-Turjman and Abujubbeh 2019; Fadlullah et al. 2018). Globally, IoT 
is estimated to have a total economic impact of around USD 11 trillion by 2025 (Jha 
and Sahoo 2020; Ménard 2017). Since IoT is a collection of different types of smart 
devices, it is also vulnerable to different types of security and privacy threats 
(Boroojeni et al. 2017). Some research works already focus on security and privacy 
challenges in IoT-integrated Smart Grids (Asghar et  al. 2017; He and Yan 2016; 
Komninos et al. 2014; Stellios et al. 2018; Tan et al. 2017; Wang and Lu 2013). In 
this chapter, we provide a review of these challenges.

The remaining parts of the chapter are structured as follows: section “Overview 
of Smart Grid: Architecture” explains the overall architecture of a Smart Grid and 
shows the National Institute of Standards and Technology (NIST) conceptual model. 
An overview of IoT and its integration in Smart Grids with some proposed architec-
tures are shown in section “IoT in Smart Grid”. Further in section “The Proposed 
Approach for Use Case Analysis: The Security Pyramid”, the security pyramid for 
analyzing use cases is proposed. Section “A Case Study: Digital Substation” focus 
on applying and explaining the use of security pyramid on a digital substation use 
case. Conclusions are drawn in section “Conclusions”.

�Overview of Smart Grid: Architecture

This section focuses on the overview of Smart Grid and its building blocks. It 
describes the architecture and shows the differences between traditional power grids 
and the advantages of Smart Grids.

A traditional power grid is one of the most complex critical infrastructures that 
have been ever built (Pagani and Aiello 2013). It consists of different parts like 
operations center, power generation plants, transmission towers, and power 
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distribution centers which are physically connected by cables and wires (Saleem 
et al. 2019). The main functions of a power grid are electricity generation, transmis-
sion, and its distribution. Electricity is mostly generated utilizing central power 
plants using different energy sources and then transmitted to different load custom-
ers through high voltage lines. This in turn is distributed to consumers using distri-
bution centers at a lower voltage (Ali 2013). Transmission and distribution of 
electricity are owned by power companies which make profit from the consumers. 
The electricity and information flow in a traditional power grid are unidirectional 
(Saleem et al. 2019) which results in lack of flexibility, lack of information sharing 
to customers, and control mechanisms that respond slowly in the event of power 
failures or attacks to the power grid. Traditional grids also lack self-healing and self-
restoring capability in case of a down time (Fang et al. 2011). Additionally, due to 
the high usage of electronic devices, traditional power grids have a large amount of 
wastage of resources due to inefficient distribution of electricity, lack of monitoring 
and communication, and inadequate methods to store energy. All these coupled 
together has led to the introduction of Smart Grids.

Smart Grids enable the integration of both cyber and physical systems in the 
sense that Information and Communications Technology (ICT) is integrated with 
power networks to enable generation, transmission, and distribution of electricity in 
a more efficient manner (Yu and Xue 2016). The following are some key features 
and characteristics of a Smart Grid (Jain 2016; Paul et al. 2014):

	1.	 Information and electricity flow are bidirectional.
	2.	 Robust and uninterrupted power supply as Smart Grid has self-healing capabili-

ties that enable real-time state monitoring to analyze faults and respond to them.
	3.	 Integrates modern advanced sensor technology, measurement technology, com-

munication technology, information technology, computing technology, and 
control technology.

	4.	 Optimizes asset utilization and operates efficiently by reducing the cost of opera-
tions and investments. This is done by aptly managing power loss and improving 
power efficiency.

	5.	 Operates resiliently against attacks and natural disasters.
	6.	 Interoperable as it enables logical grouping of standards among diverse compo-

nents of the Smart Grid.
	7.	 Enables active participation by customers, new products, services, and markets.

�The NIST Conceptual Model of Smart Grid

The main domains in NIST conceptual model as described by (Cunjiang et al. 2012) 
are as follows:

	1.	 Power Generation: This is the domain where energy is generated in large quan-
tities from different sources like wind, hydro, solar, biomass, etc., and converted 
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to electricity. These are normally linked straight to transmission systems that in 
turn offer applications smart in nature.

	2.	 Transmission: Electricity is transmitted from the sites of bulk generation to long 
distances to the substations of areas where electricity demand is higher.

	3.	 Distribution: This is the domain where electricity is distributed to customers.
	4.	 Consumer: This is the domain where the electricity is consumed, managed, and 

generated in some cases (e.g., smart houses with solar panels). Consumer domain 
is subcategorized into individual houses, commercial/building, and industrial 
complexes with varying energy needs for each of these categories.

	5.	 Service Provider: This provides services to business processes of power system 
producers, customers, and distributors. These are utility services such as elec-
tricity billing, managing customer accounts, management of energy use in 
homes, etc.

	6.	 Operations: Operations domain ensures continuous functioning of the power 
system. The typical applications of operations domain are network operation 
monitoring including breaker and switch states, fault management (identifica-
tion of faults, informing customers, coordination), maintenance and construction 
(inspection, cleaning, and adjustment of equipment), customer support for pur-
chase, provision and troubleshooting of power system services, etc.

	7.	 Markets: This is the domain where power grid assets are traded. The supply/
demand and prices are exchanged in this domain.

The following section focuses on the integration of IoT in Smart Grids.

�IoT in Smart Grid

IoT in broad terms are all devices that are interconnected and communicate over the 
Internet (Hanes et  al. 2017). IoT devices are broadly scattered with low storage 
capability, processing capabilities that can improve performance, security, and reli-
ability. Some examples of IoT devices are smart mobile phones, smart fridge, smart 
meters to measure power consumption, automobiles, and smart buildings, to name 
a few (Abdul-Qawy et al. 2015; Hanes et al. 2017). Figure 4.1 shows a high level 
overview of IoT features (Xia et al. 2012). It shows a communication dimension 
that can be maintained by anyone irrespective of the location of the person.

IoT technology has an important role in building Smart Grid infrastructure.
Some of its usages are as follows (Ghasempour 2019):

	1.	 Monitoring electricity generation in power plants that operate with coal, wind, 
solar, and biomass. It can help calculate the energy demands of customers and 
store energy accordingly. This facilitates efficient use of energy at a later stage 
when demand is higher.

	2.	 Monitoring and protecting power transmission lines, controlling the devices 
(e.g., temperature, current, voltage sensors) used for transmission and assessing 
the power consumption.
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	3.	 From a consumer point, IoT have various uses like smart meters to monitor 
power usage, control charging of electric vehicles, schedule the energy use 
among IoT devices in a household, and ensure the continuous connectivity 
across networks.

Table 4.1 shows some of the IoT architectures utilized in Smart Grids which vary 
in layers they are built of. The proposed architectures are either three or four lay-
ered. Architecture 1 has three layers, namely, perception, network, and application 
layer (Ghasempour 2019; Mauri et al. 2016; Ou et al. 2012). Perception layer col-
lects data using various sensors, tags, and readers. Network layer maps data gath-
ered by perception layer to different communication protocols using wired or 
industry standard wireless networks. The industry standards include 3G, 4G, 5G, 
broadband, Zigbee, or Wi-Fi, and these further transmit data to application layer 
that can monitor the IoT devices in real time. Application layer contains an applica-
tion structure that can compute and process information and enable interfacing and 
integration.

Architecture 2 has four layers, namely, perception, network, cloud management, 
and application layer (Ghasempour 2019; Viswanath et al. 2016). Here, the percep-
tion layer consists of two additional layers that include a thing layer comprised of 
different IoT sensors, tags, readers to sense, control, collect data, a gateway layer 
comprised of microcontrollers, and displays that control elements connecting to the 

Fig. 4.1  IoT features

Table 4.1  IoT architectures in Smart Grid proposals (Ghasempour 2019)

Layers/
architectures Architecture 1 Architecture 2 Architecture 3 Architecture 4

Layer 4 Application Social Master station system
Layer 3 Application Cloud 

management
Application Remote 

communication
Layer 2 Network Network Network Field network
Layer 1 Perception Perception Perception Terminal
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thing layer. As in previous case, the network layer transmits data from perception to 
application layer which in turn can provide services to consumers like manage 
energy pricing. Cloud management layer stores and analyzes data and also man-
ages users.

Architecture 3 in Table 4.1 has four layers: perception, network, application, and 
social layers (Ghasempour 2019). The social layer integrates and regulates various 
IoT applications in terms of laws and regulations relevant for IoT devices, govern-
ment, and public management. Architecture 4 in Table 4.1 has a terminal, field net-
work, remote communication, and master station system layer (Ghasempour 2019). 
The terminal layer consists of remote units, smart devices, and smart meters; differ-
ent communication channels like optic fiber, Wi-Fi, Zigbee, etc., for field network 
layer; 3G, 4G, 5G or wired communication from the remote communication layer; 
and control systems for Smart Grids for master station layer.

Even though IoT technologies are being adopted in Smart Grids, there are secu-
rity and privacy challenges which need to be addressed. Communication in IoT-
enabled Smart Grids is conducted over the open Internet which is already vulnerable 
to cyber attacks (Aloul et al. 2012). Various approaches, measures, and recommen-
dations are proposed in the literature to tackle these challenges (Dalipi and Yayilgan 
2016; Parra et al. 2019; Sadiku et al. 2017). Besides, the diversity of devices and 
applications in Smart Grids adds up to the complexity of handling these challenges. 
In order to leverage the full capability of IoT integration, there is a need to clearly 
understand and locate these challenges in IoT-enabled Smart Grid. Based on the 
literature and in cooperation with partners of digital substation (DS) projects, we 
have identified several challenges (Ahmed et al. 2019; Andrea et al. 2015; Bekara 
2014; Chen et al. 2017; Dalipi and Yayilgan 2016; Gunduz and Das 2020; He et al. 
2017; Karimipour and Dinavahi 2017; Khan and Salah 2018; Li et al. 2019; Ni et al. 
2017; Qureshi et al. 2020; Rice and AlMajali 2014; Rodriguez-Calvo et al. 2018; 
Salpekar 2018; Tian et  al. 2018; Valea et  al. 2019; Whitman and Mattord 2011; 
Yamada et al. 2018; Zhang et al. 2019).

�The Proposed Approach for Use Case Analysis: 
The Security Pyramid

In this chapter, we propose the security pyramid (Fig. 4.2) as an approach in identi-
fying and analyzing threats and attacks in case studies of IoT-enabled Smart Grid. 
First and foremost, such an identification and analysis require setting the security 
objectives that stakeholders of an IoT-enabled Smart Grid e.g., digital substation, 
prioritize to comply with (peak of the pyramid). Next, in the middle layer of the 
pyramid, threats and attacks categories which particularly fall under the set objec-
tives are identified. As the last step, in the bottom layer of the pyramid, actual threats 
and attacks which are identified for each attack and threat category are defined for 
the case study in hand.
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�Security Objectives

In a power grid, the effective security objects and their descriptions are provided in 
this section. We assume the same security objectives hold for the IoT-enabled Smart 
Grid. NIST has defined certain criteria to maintain the security and privacy of Smart 
Grids. These are confidentiality, integrity, and availability (CIA) principles (Harvey 
et al. 2014). Confidentiality is information protection from access without a proper 
authorization. Integrity is the assurance of information not being modified without 
authorization. Availability guarantees that data, applications and resources are avail-
able to authorized users whenever they need them.

�Threat and Attack Categories in IoT-Enabled Smart Grids

In the previous sections, we have referred to the importance of ensuring security and 
privacy of Smart Grids. Besides, IoT devices are particularly vulnerable to security 
and privacy threats. In this section, we provide a summary of the threats and attacks 
that are likely to occur in Smart Grids, in IoT-integrated Smart Grid architectures, 
and in stand-alone IoT architectures and the IoT devices in them.

Data Manipulation

These are the types of data integrity threats where unauthorized users aim to mis-
lead the Smart Grids toward making wrong actions. For example, an adversary can 
illegally manipulate a smart meter in order to modify energy consumption to 
decrease cost during the peak demands (Bekara 2014). Another example is when an 
attacker accesses an unprotected substation and uses his/her own device to influence 
the communication among substation assets. This way, attacker is able to inject 
false data into the communication channels.

Fig. 4.2  The proposed 
security pyramid
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Solution  In the examples given above, data integrity is affected (Karimipour and 
Dinavahi 2017; Tian et al. 2018). We need to ensure that the communication chan-
nels, whether in a substation, in an IoT infrastructure, or in IoT devices (such as 
smart meters), are not manipulated or compromised by unauthorized parties. One 
method of ensuring integrity of Smart Grids is implementing different kinds of 
intrusion detection algorithms in order to prevent data manipulation attacks (Chen 
et al. 2017; Whitman and Mattord 2011). Machine learning based models and other 
false data filtering schemes should be researched, developed, and applied to detect 
such attacks in Smart Grids. This in turn will help to achieve sufficient data integrity 
levels (Ahmed et al. 2019; He et al. 2017; Ni et al. 2017).

Unauthorized Access of Data

It is important that data is available only to authorized users throughout the entire 
communication process in Smart Grids. It is very critical that data collected via IoT 
sensors will not be used to uncover information to anyone except for the Smart Grid 
operators. Otherwise, the confidentiality of data is lost.

Solution  For the purpose of achieving confidentiality of data, data acquisition 
frameworks which are confidentiality assured, secure key management, access con-
trol, and trust management mechanisms are proposed (Zhang et al. 2019). Providing 
integrity and encryption of the data from IoT devices used by consumers ensures 
confidentiality (Valea et al. 2019).

�Attacks Due to Unauthorized Access of Users or Devices

Attacks Due to Unauthorized Access of Devices to IoT-Enabled Smart Grid

It is important that only authorized devices and applications can be connected to 
IoT. For example, all the laptops located in a digital substation should be authorized 
to connect to digital substation, whereas any other laptops which are in the digital 
substation accidentally or on malicious intentions should not connect to the digital 
substation. The process of authentication ensures that information distributed in the 
Smart Grid network is legitimate.

Solution  Authenticity of devices is an integrity problem. The identity of any IoT 
device being used in context should be timely authenticated in order to escape any 
potential manipulation of the system. Nevertheless, in the time-sensitive and traffic-
intensive nature of IoT-based Smart Grid communications, authentication of data 
and object (e.g., smart meter) is an intricate mission, and more research is needed in 
this direction (Rice and AlMajali 2014; Salpekar 2018). Still, if the authenticity of 
the devices is guaranteed but the user accesses more than what he/she is authorized 
for, then the confidentiality is compromised (elevation of privilege). Elevation of 
privilege is a big threat of “insider users.”
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Attacks Due to Unauthorized Access of Users to Devices

Data and network objects, such as smart meters, transformers, and cables are avail-
able only for authorized users and services upon request. Authorized access can 
occur due to many facts such as failure of a device, user getting access because of 
elevation of privilege, errors in the access control mechanisms and policies, loss of 
device or use of fake device in the system, etc.

Solution  Authorization and access control is a solution here. Granting access privi-
leges to Smart Grid devices and functionalities can significantly reduce the proba-
bility of unauthorized and malicious access to network devices. As indicated in the 
literature, restricting access to objects through, for example, role-based access con-
trol (RBAC) (Sandhu 1998) or/and attribute-based access control (ABAC) (Hu et al. 
2013) can enhance the system reliability by eliminating potential cyber threats 
(Dalipi and Yayilgan 2016). Since the controlling of IoT-enabled Smart Grid is per-
formed remotely over the open Internet, access control mechanisms are instrumen-
tal in order to prevent and restrain users or devices access in the network.

In a complex and interaction-intensive IoT-enabled Smart Grids, it is vital to 
enforce security and privacy objectives among different types of objects, layers, and 
applications (Andrea et al. 2015). Trust is an assured reliance on a claimed identity, 
and an assured reliance comes in the form of authentication/authorization. 
Authentication/authorization can in turn be used to prevent unauthorized access. 
Providing trust management to millions of IoT devices and ensuring trusted gover-
nance of IoT device ownership remain as one of the open issues for future research 
to be addressed.

Threats on the Privacy of Customers

Smart Grid network resources contain private information of millions of users, 
including energy consumption and consumption patterns of users. Such information 
not only can be used for marketing purposes but also could provide clear indications 
to intruders about the whereabouts of the consumers.

Solution  To ensure privacy and protection of personal information from unauthor-
ized access or misuse, securing access to data for IoT-enabled Smart Grids should 
be enforced by constantly adapting encryption mechanisms and privacy preserva-
tion schemes.

�Attack and Threat Types

Depending on the use case, the actual attacks and threats are identified, and they are 
linked to the attack and threat categories in the middle layer. Particularly, a close 
cooperation is required with the stakeholders of the case study in order to be able to 
identify the assets and the attacks and threats that can occur along these assets.
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�A Case Study: Digital Substation

In this section, we examine digital substation as a case study for identifying possible 
threats and attacks in this particular critical infrastructure. A digital substation is 
both a physical and soft infrastructure. Below are the three steps followed in the 
case study.

�Step 1

All the three security objectives, confidentiality, integrity, and availability, are rec-
ognized and acknowledged by the stakeholder of a digital substation. Even though 
a digital substation composes of a generic infrastructure, we particularly focus on 
the digital substations in Norway within the scope of the ECoDiS (Engineering and 
Condition monitoring in Digital Substations) Project.1 There are three pilot sites in 
the project from Norway: Furuset substation owned by Statnett SF-Statelig Foretak, 
Hafslund, and Skagerak substations.

�Step 2

All the attack categories from the previous section are valid for examination for 
digital substation, particularly for our pilots, namely:

	1.	 Data manipulation
	2.	 Unauthorized access of data
	3.	 Attacks due to unauthorized access of users or devices
	4.	 Attacks on the privacy of customers

�Step 3

In our previous work (Khodabakhsh et al. 2020a; Khodabakhsh et al. 2020b), we 
have identified some attacks and developed a generic map of these attacks in digital 
substation pilots as shown in Fig. 4.3. The identified assets in this digital substation 
pilots are SCADA (Supervisory Control and Data Acquisition), Gateway, IED 
(Intelligent Electronic Device), HMI (Human Machine Interface), Communication 
Network, MU (Merging Unit), Switch and NCIT-CT&VT (Non-conventional 
Instrument Transformers-Current and Voltage Transformer).

Now we will link each of the identified attacks in the map into categories in the 
middle layer of the security pyramid, by listing each asset and clarifying how each 

1 https://www.sintef.no/en/projects/2019/ecodis/
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asset is identified under one or more of the attack and threat categories of the middle 
layer. These are elaborated in the following section.

�Smart Grid Threat and Attack Categories vs. Attacks on DS

	1.	 SCADA: Malware software can be designed to steal/copy data from devices, 
and it does not only manipulate the data. In this case, if a malware managed to 
access data for unauthorized access, then the privacy of the users is violated. If 
users gain an unauthorized access to a device, then they might take a control of 
the system, e.g., taking control of SCADA system. Manipulated software will 
produce manipulated data. Changing control data can stop functionality in the 
system. Access to data storage can lead to data manipulation. For example, if 
you manage to access data in servers, you can change anything there. The type 
of sensory data in a SCADA system can be temperature values from transform-
ers, humidity of the devices, etc.

	2.	 Gateway: Attackers can use DoS attack on gateways to make system resource 
and system functionalities unavailable. We relate this to unauthorized access of 
users to devices.

	3.	 IED: One of the ways an attacker can gain unauthorized access to IEDs is using 
brute force attack. An attacker can then access the data in RAM of the IED, and 

Fig. 4.3  Revised version of the map of possible attacks in digital substation from (Khodabakhsh 
et al. 2020b)
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depending on type of data in the RAM, privacy may be influenced. The attacker 
can also stop the device functionalities by manipulating different data parame-
ters. For example, modifying the messages from IEDs can mislead the operators 
about the actual state of DS.

	4.	 HMI: By gaining access to HMI, an attacker can take control of the physical 
devices, stop the device functionalities, and also gain access to RAM data. 
Depending on the type of data in RAM, it can also influence privacy.

	5.	 Communication Network: Depending on the type of data listened to in the 
network traffic, data privacy may be influenced. This can be caused by Man-in-
the-Middle (MitM) attack. A DoS attack here can make system resource and 
system functionalities unavailable. We relate this to unauthorized access of users 
to devices.

	6.	 MU: By gaining access to MU, an attacker can control different functionalities 
in the MU. Data received from NCIT can also be manipulated with this attack.

	7.	 Switch: The switches on the station bus and/or process bus can be controlled 
with this attack. If the attacker manages to manipulate the traffic in these 
switches, he might gain unauthorized access to data. The attacker can then, for 
example, redirect traffic to the server.

	8.	 NCIT-CT&VT: The attacker here can gain access to different data from the sen-
sors like current or voltage measurements and can physically damage the devices. 
Once the access is gained, then different values in the sensors can be manipu-
lated causing disruptions to services and sending incorrect values further to other 
devices in the substation.

The results of the above categorization are shown in Table 4.2. The classification 
on the table will be used to identify the risk of these attack goals. Based on this 
identified risks and in coordination with the project partners, we plan to mitigate the 
risks based on their priorities.

�Conclusions

In this chapter, firstly we have given an overview of Smart Grid architectures. Next, 
we discussed how IoT is integrated into Smart Grid with a focus on layered IoT 
architectures. Understanding and locating such attacks in a digital substation as a 
case study are essential in protecting Smart Grids. Consequently, through such 
understanding, analysis, confidentiality, integrity, and availability of data in Smart 
Grids can be maintained. For that reason, we introduce the security pyramid as a 
proposal for examining and analyzing attacks and threats in IoT-enabled Smart Grid 
use cases. For a given use case, pilot digital substations of the ECoDiS project in 
Norway, we have outlined attack and threat types that are likely to occur in IoT-
enabled Smart Grids using the security pyramid. Further works will involve (but not 
limited to) generating normal data based on the DS architecture as in Fig. 4.3 and 
then simulating various DS attacks listed in Table 4.1. As part of future work, there 
will also be studies conducted on the different methods to detect these attacks.
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The following abbreviations are used in this manuscript:

CIA	 Confidentiality, integrity, and availability
CT	 Current transformer
DMS	 Distribution Management Systems
DoS	 Denial of service
DS	 Digital substation
ECoDiS	 Engineering and Condition monitoring in Digital Substations
EMS	 Energy management systems
HMI	 Human Machine Interface
ICT	 Information and Communications Technology
IED	 Intelligent electronic device
IoT	 Internet of Things
MAC	 Mandatory access control
MitM	 Man-in-the-Middle
MU	 Merging Unit
NCIT	 Non-conventional Instrument Transformers
NIST	 National Institute of Standards and Technology
RAM	 Random Access Memory
RBAC	 Role-Based Access Control
SCADA	 Supervisory Control and Data Acquisition
VT	 Voltage Transformer
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Chapter 5
Smart Lighting Systems for Smart Cities

Georges Zissis, Pascal Dupuis, Laurent Canale, and Nazim Pigenet

Abstract  Artificial light absorbs 13–14% of the world’s electricity annual produc-
tion. Today, we are witnessing a transition from the conventional “analogue” light-
ing technologies toward “digital” lighting. Smart lighting will become the backbone 
for smart cities and homes. The objective is switching to smart human-centric light-
ing driven by both “efficiency” and “quality of light.” Next-generation street light-
ing systems should provide the “Right Light” with the best efficiency and quality, 
when and where it is needed. This chapter will highlight all the above-mentioned 
issues and will focus on the future of lighting systems and their contributions to the 
sustainable development of smart cities.

Keywords  Smart lighting · Lighting systems · Light-emitting diodes · Solid-state 
lighting · Visual light communication · Social life · Vulnerabilities · Urban space

�Artificial Lighting Evolutions and Revolutions

Humans cannot live normally without the possibility to light-up habitat and its sur-
roundings. Our poor night vision and primitive fear of the night translate into an 
imperative need to use artificial light to illuminate our environment. It is impossible 
to imagine the evolution of our society and, more generally, of our social life with-
out the possibility of enlightening ourselves “at will.” Therefore, from the very 
dawn of human civilizations, it has been understood that fire and heated or 
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incandescent objects emit light that can be used for lighting purposes; artificial 
lighting has been discovered. Since then, to satisfy human needs, the energy demand 
for producing artificial lighting has witnessed a tremendous increase reaching up to 
2% of our annual primary energy use. More precisely, following Zissis (2021) in 
2019, artificial light production absorbed around 2900 TWh of electricity, corre-
sponding to 13–14% of the world’s electricity annual production.

Further, since the control of fire by humans, lighting technology has co-evolved 
for millennia with our species; Fig. 5.1 summarizes this co-evolution and shows the 
way forward to the next decades.

The first technological revolution occurred toward the end of the nineteenth cen-
tury with the invention of “electric light.” This allowed humans satiating their need 
to “light-up” on demand, by replacing technologies based on the consumption of 
substances that were more hazardous. Since then, artificial lighting has been the 
subject of a continuous and fascinating technological evolution; twentieth-century 
scientists and development engineers worldwide created such a wide range of light 
sources and lighting solutions for every application.

The advent of the first oil crisis in the early 1970s gave the opportunity to gov-
ernments to realize that lighting is responsible for huge energy consumption and 
that a non-negligible part of that was just squandered. The concepts of energy effi-
cient lighting and of rational use of energy were born. Compact fluorescent and 
halogen lamps appeared, and for the first time, sensors (developed independently a 

Fig. 5.1  Evolution of artificial lighting technology through ages and the way forward to light-
ing 4.0 era

G. Zissis et al.
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few decades earlier) were integrated with more or less success to the lighting 
systems.

The third revolution in the domain of lighting came at the end of the twentieth 
century with the invention of the blue light-emitting diode which paved the way for 
the production of electric light by solid sources of light (SSLs) and more precisely 
conventional light-emitting diodes (LEDs) and organic light-emitting diodes 
(OLEDs). The arrival of SSLs, with efficiencies that today far exceed those of the 
old technologies, has had a direct effect, the decrease in electricity demand for light-
ing (19% in 2000 decreased to 15% in 2015 to less than 14% today). However, this 
revolution has a “secondary” effect because it has also paved the way for the era of 
“digital light” which will allow the quantity and quality of light to be adapted 
according to its use and the needs of its user without compromising its well-being 
and health. On the one hand, “human-centric” lighting can be seen as part of this 
digitalization. From the other hand, “connected lighting” is rapidly developing and 
consists on networking light sources with sensors to better serve human needs with-
out squandering energy and harming the environment. This is the point that we 
are today.

Lighting 4.0 consists on integrating smart human-centric lighting into a larger 
network known as the “Internet of Things” allowing interactions not only between 
technological components but also with the end user who can express its needs. In 
this concept, the light will become the product that offers services, and the con-
nected lighting system will be a major component of an intelligent system where the 
user is an actor. This is a radical transformation that will imply a fundamental para-
digm change of the lighting industry and its economic model. This revolution is 
imminent.

�City Lighting: The Present

Nowadays, artificial lighting is literally “submerging” the urban environment. As 
shown in Fig. 5.2, artificial light in the cities has different usages ranging from street 
lighting to architectural/monument lighting and from transport lighting to signage, 
without omitting different “non-lighting” applications like the lighting of urban hor-
ticultural units for plant growth, water, air purification/sterilization appliances, etc.

In fact, the diversity of usages can be explained by the fact that artificial lighting 
in urban spaces fulfills distinct functions:

•	 It allows the urban space users (pedestrians or motorized) to see correctly the 
environment and that way to locate and to identify as soon as possible objects, 
other persons, animals, etc., with less incertitude or error.1

1 Usually, in daylight conditions, humans can identify a shape within 100 ms and recognize an 
object/person within 400 ms.

5  Smart Lighting Systems for Smart Cities
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•	 It allows being seen and, eventually, be identified by other urban space users or/
and surveillance systems.

•	 It contributes to secure traveling by any means across the urban space because it 
allows locating potential obstacles and other passive or active hazards in the 
vicinity of the user.

•	 It allows urban space users to feel secure. In a well-lit environment, humans feel 
secure because they can (or at least they think so) recognize rapidly objects, 
persons, obstacles, and potential dangers or aggressive behaviors. Another way 
round, evolving in dark space (know or worse unknown) induces anxiety and 
stress. All in all, nobody is really ready to go down a dark alley in an unknown 
gruesome neighborhood.

•	 It incites users to communicate between them. This can be seen as a direct con-
sequence of the fact that when someone feels secure, it is inclined to exchange 
with unknown people that seem friendly around him/her.

•	 It contributes to appreciate the space and that way (1) to find the way and to be 
oriented by locating and recognizing “cardinal points” and (2) to appreciate 
beauty and architectural style.

•	 It has the power to enhance impressions and to make the city more attractive 
and fancier. That way, the city attracts people at the right moment and at the right 
place. A Franco-Suisse architect, Le Corbusier,2 said, “…Architecture is the 
skillful, correct and magnificent play of volumes assembled under the light…”.

•	 Last, but not the least, it contributes to create ambiance, or “mood,” in the urban 
spaces. This creates emotionally stimulating environments and appealing atmo-
spheres that attract and satisfies the expectations of modern city users.

2 Charles-Édouard Le Corbusier, 1887–1965

Fig. 5.2  Artificial lighting cities has many different usages

G. Zissis et al.
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Worldwide, cities absorb more than 70% of the world’s energy supply today, and 
this quantity is growing over time.   Further, beyond the fact that the human popula-
tion is increasing with an average annual rate of 1.09%,3 cities attract more and 
more people. United Nations (2018) estimates that the populations of the world’s 
cities with 500,000 inhabitants or more grew at an average annual rate of 2.4%. The 
projections show that by 2050, two-thirds of the world’s population will be con-
densed in urban areas.

Considered since the post-war II period as a necessity, a means of security, and 
attraction or enhancement, we witness a phenomenal rise of public lighting. There 
are currently 317 million total streetlights in the world. Following Northeast Group 
LLC (2017), this number will grow to 363 million total streetlights by 2027. That 
said, city lighting is responsible for roughly 250 TWh of electricity per annum and 
the release of more than 100 million metric tons of greenhouse gas in our atmo-
sphere. Without coordinated action undertaken rapidly by national governments, 
this quantity will grow not only due to the population increase but also by the fact 
that city authorities and also private establishments (or even individuals) are using 
more and more light to “be seen” and attract people. Today, as shown in Fig. 5.3, 
more and more cities are “shining in all colors” for a large part of the night, and cit-
ies are visible from the space; this is not the best thing to do.

This growth is no longer sustainable, and a drastic reduction in energy consump-
tion is required.

Beyond the above cited facts, street lighting impacts seriously industry as well as 
public finances. Concerning industry income, based on recent data, Statista reported 
in 2019, following van Gelder (2020), the value of the global outdoor lighting 

3 This average has been calculated by using the following data from www.worldometers.info: 
world population growth per year in 2020, 1,05%; 2019, 1,08%; 2018, 1,10%; and 2017, 1,12%.

Fig. 5.3  Our cities are “shining in all colors” for a large part of the night (Photo G. Zissis, 2019)

5  Smart Lighting Systems for Smart Cities
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market amounted to about US$ 10.7 billion and forecasted to rise to US$ 23.8 bil-
lion by 2030. Concerning impact on public finances, let’s take as an example what 
happens today in France: nearly ten million lamps light-up the French cities for an 
installed power for lighting of 1.26 GW.  Following the French Illuminating 
Engineering Society AFE (2019), beyond large cities, lighting an average rural 
municipality in France accounts for about 50% of its energy bill that represents up 
to 25% of the municipal budget.

Hence, beyond the economic and energy resources it absorbs, the artificial light-
ing of urban spaces today overflows its objective by polluting earthly nights to the 
point that the stars “extinguish” the night sky of our modern megacities and impacts 
seriously the fauna and flora with serious consequences on our ecosystem.

�Smart City Lighting: The Future

As has been explained in the above paragraph, this growth is no longer sustainable, 
and a drastic reduction in energy consumption is required. However, even if there is 
space for achieving important energy savings, urban/street lighting should continue 
fulfilling several additional functions like traffic and pedestrian security as well as 
on the end user’s well-being, without omitting that artificial “architectural/scenic” 
lighting plays a very important role to the city beautification and “invites” people to 
visit the city and its stores/restaurants/bars/theaters contributing to the local econ-
omy and social life.

During the last decade, solid-state lighting challenges conventional technologies. 
In particular, LED has turned into a game changer beating conventional technolo-
gies in all aspects. Decreasing the cost of LED lights and increasing reliability are 
some of the major factors driving their adoption by cities. In the short term, the 
largest LED street lighting markets will be North America, Europe, and South Asia, 
with adoption being driven by cities looking to reduce high energy and labor costs.

That way, following Griffiths (2017), in 2012, 10% of new public streetlights 
were LED-based, but this figure rises to 80% in 2020. The Northeast Group LLC 
(2017), estimates that across 125 countries, 264 million LED streetlights will be 
added over the next ten years, reaching a penetration rate of 89% by 2027. Further, 
Northeast Group LLC (2016), the same analyst group has identified more than 1000 
unique LED streetlight projects in over 90 countries.

However, switching to LED technology alone will not be enough to meet cities’ 
energy-demand abatement targets contributing to be in-line with international 
engagements as expressed by Paris agreements. Adaptive, interoperable lighting 
solutions are needed to bring savings to the next level, facilitated by connecting 
LED lamps with a central management system over the Internet. These networked 
street lighting systems allow operators to monitor and regulate light levels in unprec-
edented ways, resulting in increased energy savings and lower operational costs. As 
Griffiths (2017) predicted, the 50% energy savings that are realized by switching to 
LEDs increase to 80% when connectivity and a central management system are 
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added. All in all, experts believe unanimously that “smart lighting” technologies 
will help to achieve those ambitious targets and even going beyond. However, even 
if the path toward the future seems clear, several points have to be clarified.

The first one to be clarified is the definition itself of “smart lighting.” Even if 
this seems surprising, today it is very difficult to find in the literature a compact and 
coherent definition. For this reason, the authors decided to propose the following 
definition:

A smart lighting system principal function is to produce, at any moment, the 
right light: where it is needed and when it is necessary. It should adapt the quantity 
and quality of light to enhance visual performance in agreement with the type of 
executed tasks. It must guarantee well-being, health, and safety of the end users. It 
should not squander passively the resources of our planet and limit actively the 
effects of light pollution on the biotope, or any other impacts on the environment. 
Ideally, the system could offer additional services (geo-localization, data connectiv-
ity, etc.) to the end users through different communication protocols.

That said, such smart-lighting system must fulfill a number of requirements:

•	 Optimizing visual performance by adapting dynamically the light quantity, light 
distribution in space, and light quality (CCT, IRC, spectrum, etc.)

•	 Avoiding any visual disturbance (glare, light flicker, strobe effects, shadows, 
etc.) that can compromise end user’s security and well-being at any moment.

•	 Reducing always energy consumption of the installation incorporating, when 
possible, renewable energy sources without compromising the above conditions.

•	 Respect normative requirements of any kind without compromising the above 
conditions.

•	 Limiting actively the effects of light pollution on the ecosystem and biotope and 
respecting that new sky-protection legislations or standards.

•	 If necessary, providing additional services to end users and relaying information 
via visual communication or other channels.

Such a system is designed to create emotionally stimulating environments and 
appealing atmospheres. On the one hand, visual cues in the design of a space aid the 
interactions with surroundings. On the other hand, the use of the right artificial light 
to illuminate objects in a space while minimizing its negative effects such as glare 
and low contrast is always beneficial. Figure 5.4 illustrates the ideal smart lighting 
system configuration that integrates all the above requirements.

The intelligence degree of a smart lighting system can be measured in terms of 
collected, analyzed, and then used and/or transmitted information. To make the sys-
tem intelligent, it is first necessary to equip it with sensors capable of acquiring the 
relevant information and then process it rapidly. For instance, at a first glance, it 
vital is to detect street occupancy.

There are many ways to detect street occupancy, which are trade-offs between 
sensitivity and costs. One of the more ubiquitous consists in capturing pictures of 
the pathway in the vicinity of the lighting pole and, by image processing, to detect 
moving targets. In that case, the input sensor is a wide-angle low-resolution mono-
chrome camera operated from a USB link. However, image analysis requires a 
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significant amount of computing resources. With respect to the constraints of sim-
plicity and economy, one option is to use embedded calculators based upon a 
system-on-chip architecture, built in a similar way to Raspberry Pi devices. This 
approach is called “edge computing”: the analysis is performed locally, at the edges 
of the network, without the need to concentrate all the video streams to a central 
analysis platform. The input images are segmented according to contrast. The algo-
rithm detects the most frequent pathways, which permits over time to differentiate 
between sidewalks and road. Then it is able to isolate a reduced number of BLOBs 
(binary large objects) and tries to associate a category with each BLOB: pedestrian, 
bicycle, motorcycles, cars, and animal. The pedestrian category can be further 
refined to detect people with a stroller, person using a wheelchair, person with 
strange trajectory, etc. However, the system is strictly respecting privacy; thus, it 
does not have the capacity to perform facial recognition or mineralogical plate reso-
lution. An important aspect is tracking BLOBs’ motion: cars are expected to stay for 
a short duration in the field of view, bicycles and motorcycles are slower, and of 
course pedestrians are the slowest. Animals have a more erratic behavior. However, 
pedestrians have also the particularity to be able to appear or disappear “out of 
nowhere,” i.e., coming from or entering a nearby building. The algorithm should 
also discard parasitic information like tree branches moving in a periodic fashion 
under heavy winds; night butterflies and mosquitos orbiting around a lamp, or event 
rain drops moving downward. Further, the camera can estimate luminance level, 
and that way it acts as a twilight detector when the sky is overcast during the day-
light period.

Fig. 5.4  The ideal configuration of a smart streetlighting system, Zissis (2021)

G. Zissis et al.



83

The next level is being able to use that information to control the local lighting 
conditions in standalone mode. To this end, the system contains specific interfaces 
to change the light level on the street/pedestrian area. The most used protocols are 
analog 1-10 V and open access DALI.4 The objective is to adjust the light at any 
situation. Even if cars are moving faster than pedestrians, their motion can be antici-
pated, and the final result will be a light bubble centered on the target and moving at 
the same speed, whereas other lighting poles stay in off or standby position. Of 
course, the system has to be resilient to ensure that the street will be always lit when 
necessary. Thus, when the control system detects fault conditions in the sensor or in 
the data treatment, it is setting the associated lamp to operate at its full power during 
the programmed working hours (an astronomical clock can be used). This way, in 
case of hardware or software issues, the basic functionality of the lamp, which is to 
illuminate the street, is fulfilled. In addition, flash memory cards can store the oper-
ating system status and the operating logs, and that information can be used for 
maintenance issues.

The occupancy detection precision and reactivity of the system can be largely 
enhanced by exchanging information between adjacent sensors; thus, information 
transmission capacities are necessary: short-range high-speed transmitters can be 
used for inter-device data exchanges complemented eventually by long-range low-
speed transmitters to transmit street occupancy statistics to a central station. Data 
transmitted to the central station can be used in a deep learning process to create and 
adapt usage scenarios that can be used to operate the system in a predictive mode 
that increase the end-user satisfaction. For example, when a bus approaching a 
given bus-stop at a given time, the flow of pedestrians in the surrounding streets can 
be anticipated, and the system can illuminate the paths accordingly. The possibili-
ties are endless.

Further, lighting infrastructure can be used, among others, as a basis for (a) envi-
ronment monitoring and protection of biotope; (b) electric vehicle charging; (c) 
Wi-Fi or LiFi provider for Internet nomad devices connectivity; (d) digital signage, 
public communication, and alerts broadcasting; (e) localization services especially 
in underground premises and tunnels; and (f) remote meter reading and analytics at 
the edge.

By using a central or, better, a cloud-based management system, it is possible to 
implement auxiliary functions which will be detailed later. All in all, communica-
tion capacity is a cornerstone for a smart lighting system. For instance, a smart 
lighting system can be used for connecting communicating objects thanks to visual 
light communication (VLC) and LiFi functionalities. Objects can communicate 
between them or/and a central system. VLC/LiFi offers a large band-pass to allow 
large data flows.

Smart lighting can be used in public areas to increase the sense of security of 
people. In fact, as explained in the first part of this chapter, safety in everyday life is 

4 For drivers supporting the new DALI-2 protocol, bidirectional access is provided, meaning the 
controller can access the electrical data (power and current) from the lamp driver.
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improved by overcoming barriers such as dark areas at night without being in obli-
gation to squander energy for illuminating empty spaces, for instance, elder people, 
which can enhance their participation in public life. Connected smart lighting can 
reduce vulnerabilities as it can recognize social alarms, hazardous citations, and 
accidents and broadcast information to vulnerable public space users (i.e., elder or 
disable people). More, anectodical, smart lighting poles can be used to fight against 
urban crimes: A large lighting company signed an agreement with STT to incorpo-
rate the gunfire shot sensors into their LED street lighting systems. That way, 
Griffiths (2017) said that the system can broadcast in real-time alerts to emergency 
and dispatch centers, patrol cars, etc.

A communicating lighting system also permits to regulate traffic using VLC/LiFi 
which can be used for communicating from car to car or/and from city infrastructure 
to car. This information can be used to adjust trajectories, reduce speed, adjust traf-
fic lights phase and duration, and prevent collisions. Transfer signals information to 
cars may include traffic lights situation in the neighborhood, speed limits, conges-
tion, closed roads, etc. It can reduce car roaming for parking. Locating a parking 
spot in a city is a time-consuming and polluting action. Smart lighting poles can 
locate available parking spots and broadcast information to driver’s mobile phones 
or directly to smart cars.

That way, in smart cities, the so-called smart street lighting will become a cate-
gory of “smart connected urban objects” forming the basis of a dense mesh that can 
be used for various applications and services. Indeed, both traditional lighting poles 
and more advanced smart lighting installations have the potential to act as a smart 
city platform, enabling a range of other smart city applications through the integra-
tion of data collection devices such as sensors, cameras, and detectors of any kind.

Looking closer to all these transformations implies that illumination will become 
a sub-function in a more complex ICT (Information Communication Technology) 
system, which will be a sub-system in the Internet-of-Things (IoT) global system. 
Light will be the vector of new services and the carrier of dataflows that will spawn 
additional products. This is a fundamental paradigm change that will push the light-
ing industry to recast its economic models, and it will contribute to the rise of the 
ICT industry. However, this radical change of paradigm could hide some dangers: A 
fully smart system able to recognize situations/actions and/or people, that can col-
lect and transmit data, could become a privileged target of hackers who are looking 
for various types of information that can compromise individual privacy or who are 
searching a “get way” to more sensitive city systems for serving any type of crimi-
nal actions. For sure, smart lighting emmergence is fully depending on cyber-
security development to defeat any kind of attacks.
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�Harnessing Energy Demand Through Smart Lighting Systems

As has been explained in the above paragraphs, highly efficient street lighting sys-
tems are one route to help governments reduce energy demand in line with the 
international agreements for the environment. A way to achieve that is dimming-
down light when streets are less crowded or empty during late night time following 
the analysis of the information gleaned by the various sensors. Further, it has been 
demonstrated that photopic luminance does not correlate well with perceived bright-
ness and by suggesting to adopt the quantity of light, and its spectrum at any 
moment’s demand was pioneering the smart lighting concept (Zissis 2006). Today, 
with the use of light-emitting diodes incorporated to smart lighting systems, this 
saving potential can be multiplied by factor of 5 to 7 as shown in the next paragraphs.

To illustrate the benefits of implementing smart lighting systems in our cities, we 
intentionally chose to discuss, through an example, the reduction of energy demand 
as a function of the “smartness degree” of the system.

In this example, we are evaluating the energy savings and environmental impact 
of large-scale lighting systems through various usage scenarios. This example is 
applicable for lighting systems for cities with more than 10,000 inhabitants. Taking 
into account that in urban configuration we have in average one lighting pole per 10 
inhabitants we conclude that our simulations should be carried out for a system with 
N = 1000 lighting points.

However, if 1000 lighting points are necessary for getting the desired illumina-
tion conditions with legacy technologies, we expect that it could be possible, by 
adjusting the geometry and photometry using LEDs, to get similar lighting condi-
tions with some less or few more lighting poles. Thus, we decided to run our simula-
tions with a variable number of lighting poles ranging from 600 up to 1200.

Both reference and smart lighting systems are equipped with astronomical clock 
in order to switch on and off the system following the sunset and sunrise time. In our 
model, the night duration is calculated by the sunset and sunrise times as obtained, 
using the codes developed by McClain (1998) for NOAA5 based on astronomical 
algorithms proposed by Jean Meeus, as function of the geographical position in the 
globe. It should be noticed that in any case the full annual operating duration never 
exceeds 4300 h.

In our example, the reference system is set by using classic high-pressure sodium 
(HPS) technology, with either (1) ferromagnetic ballast without dimming nor sen-
sors or (2) electronic ballast with dimming capacities but without sensors. The char-
acteristics of the reference system are given in Table 5.1:

The considered smart lighting system is based on LEDs coupled with electronic 
ballast/driver6 and sensors. We can obtain the average nominal power of the LEDs 
lights assuming:

5 NOAA the US National Oceanic and Atmospheric Administration
6 Following CIE lighting glossary, the term ballast is usable for both discharge and LED technolo-
gies; however, the term driver is also acceptable for LEDs only
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	1.	 Luminous flux directed toward the street should be the similar to that obtained 
by the reference system (16,000 lm x 0.65 DLOR).

	2.	 LED fixture orients all useful flux toward the street (ULOR = 0%) as requested 
by regulations for the reduction of pollution of the skies.

	3.	 High-quality optics for the fixture (global fixture efficacy of 90%).
	4.	 An average lamp-fixture luminous efficacy of 120  lm/W (following IEA-4E-

SSL Annex (2019), this corresponds to the 15% top-products found in the mar-
ket in 2020). Under these assumptions, the average LED power is found to be 
equal to 95 W.

The system has dimming capacities, and the lower dimming level can be as low 
as 10% of the nominal power. Total system extinction is also possible if necessary, 

Table 5.1  Reference lighting system configurations

Basic configuration  �� Type of lamp: High-pressure sodium (luminous flux 16,000 lm).
 �� Fixture with DLOR 60%.
 �� Type of ballast: Ferromagnetic.
 �� Dimming capacity: No.
 �� Lamp nominal power: 150 W.
 �� Ballast losses: 11,5% of the lamp’s nominal power (17 W).

Enhanced 
configuration

 �� Type of lamp: High-pressure sodium (luminous flux 16,000 lm).
 �� Fixture with DLOR 65%.
 �� Type of ballast: Ferromagnetic.
 �� Dimming capacity: Yes, maximum level 50% of nominal power.
 �� Lamp nominal power: 150 W.
 �� Ballast losses: Variable as function of consumed power as shown in 

Fig. 5.5.

Fig. 5.5  150 W Electronic ballast losses as function of the dimming level (100% = nominal)
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during a predetermined time slot. In order to better analyze system capacities, we 
decided to decouple various system capacities (the “smartness degree”) and study 
them independently. This assumption leads us to elaborate four different scenarios.

�Scenario 1

The smart lighting system operates all night without extinction periods, no dim-
ming, and no sensing capacities. This is the most pessimistic scenario correspond-
ing to a business-as-usual case (BAU). The annual energy consumed is given by 
Eq. (5.1):

	
E N P P Tn b n� �� � 	

(5.1)

where N, the number of poles in the lighting scheme; Pn, the nominal lamp 
power, in W; Pb, the nominal ballast loss, in W; Tn, the night duration, in h.

�Scenario 2

The smart lighting system operates a part night. The extinction period is fixed every 
night from 01:00 till 05:00.7 No dimming and no sensing capacities. The annual 
energy consumed is given by eq. (5.2):

	
E N P P T Tn b n ex� �� � �� � 	

(5.2)

where Tex is the annual extinction duration, in h.
This configuration is well adapted for rural or suburban lighting systems when 

the use of road/pathways is very seldom.

�Scenario 3

The smart lighting system operates all night, but it can be dimmed at various levels 
and various time slots. Extinction is possible for a given time slot, and no sensors 
are coupled with the system. We defined the following sub-scenarios (Table 5.2):

The annual energy consumed is given by Eq. (5.3):

7 Extinction must be allowed by national regulations and/or standards.
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where Td;i is the operation duration under the ith dimming level, in h; Di is the 
dimming level, in %; Pi is the input power under the ith dimming level (Pi = PnDi/100), 
in W; Pb(Pi) are the ballast losses under the ith dimming level, in W. It is worth to 
note here that dimming must be operated with care in order to avoid impact on the 
illuminance horizontal uniformity on the macadam level which is potentially 
undesirable.

�Scenario 4

The smart lighting system operates all night in standby condition. It is punctually 
activated, pole-by-pole, when an event is detected by the sensors (e.g., pedestrian, 
vehicle). Each lighting pole is equipped with a sensor (camera) with a power con-
sumption of 3 W and transmitters consuming an additional 1 W.

Each event is characterized by the event duration, τev; during that period, the 
system is operating at full power (it can be done successively pole-by-pole if neces-
sary). In our simulations, we consider that a typical event duration is approximately 
3 minutes. The number of events per hour, nev, is the main input parameter (this can 
be fixed or variable).

Table 5.2  Extinction/dimming sub-scenarios implemented

Scenario 3a  �� Single level dimming.
 �� Dimming from 01:00 to 05:00.
 �� Dimming level: 25% of the nominal power.
 �� No extinction.

Scenario 3b  �� Single level dimming.
 �� Dimming from 01:00 to 05:00.
 �� Dimming level: 50% of the nominal power.
 �� No extinction.

Scenario 3c  �� Single level dimming.
 �� Dimming from 01:00 to 05:00.
 �� Dimming level: 75% of the nominal power.
 �� No extinction.

Scenario 3d  �� 2-level dimming
 �� Dimming 50% at from 11:00 to 01:00 and from 05:00 to 06:00.
 �� Dimming 75% at from 01:00 to 04:00 and from 05:00 to 06:00.
 �� No extinction.

Scenario 3e  �� 2-level dimming and extinction
 �� Dimming 50% at from 11:00 to 01:00 and from 05:00 to 06:00.
 �� Dimming 75% at from 01:00 to 02:00 and from 04:00 to 05:00.
 �� Extinction from 01:00 to 04:00.
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We distinguish two cases: (1) the system is switched off between two successive 
events, or (2) the system is maintained at a minimum standby level between two 
successive events. This leads to the following two sub-scenarios (Table 5.3). The 
system reaches a saturation level if the product nevτev is higher than 1 hour; then the 
system operates at full power continuously.

The annual energy consumed is given by Eq. (5.4):
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where Dsb, standby dimming level, in %; Psb, the standby state consumption 
(Psb = PnDsb/100); Pb(Psb), ballast losses under standby dimming level, in W (this 
quantity is set to zero in the case of extinction); Tf, operation duration under full 
power with Tf = nev τev, in h; Td, operation duration under non-zero dimming with 
Td = Tn-Tf, in h; Psc, sensors and transmitter power consumption, in W (operating all 
night, switched off in daytime).

�Results and Discussion

This section shows the main results obtained by these simulations. Figure 5.6 shows 
all simulations together.

Figure 5.7 shows the additional annual energy savings (in %) compared to the 
reference system (basic configuration) for the different scenarios presented in the 
previous section. Here, the number of lighting points is set equal to 1000.

It can be seen that even under the most pessimistic BAU scenario (n°1) the sys-
tem can achieve more than 35% energy savings. This is due to the fact that installed 
LED power per pole is much lower than standard HPS lamps.

Scenarios that allow dimming (scenarios 3) can achieve important additional 
energy savings; however, some of them are less efficient than simple extinction dur-
ing the off-peak hours in the city (scenario n°2).

In all cases, lighting systems equipped with sensors are the most efficient (sce-
narios 4a and 4b) provided that saturation conditions are not reached at any time. In 
case of saturation, scenarios 4 are less efficient than scenario 1 because the power 
consumption of sensors and transmitters has to be added to the lamp consumption.

Figure 5.8 shows the influence of the number of lighting poles under the different 
scenarios. It can be seen that in the case that a higher number of poles is necessary 
for achieving desired lighting conditions, it is possible to maintain a high level of 

Table 5.3  Extinction/dimming sub-scenarios implemented

Scenario 4a  �� Extinction between two successive events.
Scenario 4b  �� Dimming at 10% of the nominal between two successive 

events.
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Fig. 5.6  Energy savings for all mentioned scenarios as function of the number of lighting points

Fig. 5.7  Annual energy savings, in %, compared to the reference system (basic configuration) 
[N = 1000 poles]
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energy savings by using smart lighting system capacities (dimming and sensors). 
We can also observe that for scenarios 4 (use of sensors), the energy consumption is 
almost independent on the number of lighting poles.

The most important conclusion that can be drawn from this exercise is that smart 
lighting systems with high smartness degrees can achieve more than 90% energy 
savings when replacing legacy street lighting in cities. However, in some cases, it is 
preferable adjusting the smartness degree following the usage of the system, other-
wise the energy savings will vanish and in the worst case overconsumption can 
occur. Scenarios that allow dimming can achieve important additional energy sav-
ings; however, some of them are less more efficient than simple extinction during 
the off-peak hours in the city.

Further, an equilibrium between initial installation cost increases rapidly with 
smartness degree and achieves cost savings on the city’s energy invoice. 
Overestimating the smartness degree of the installed system can lead to an impor-
tant return on the investment periods that cannot always be affordable for a given city.

It should be noticed here that the above model excludes the power consumption 
linked to data harvesting and associated data centers. This can be a critical issue for 
the next years, and it should be included in the simulations, but for the moment, it is 
difficult to do so due to missing information and experience. On the opposite, cou-
pling smart lighting systems with renewable sources and using the right business 
model can reduce energy costs for the city even if the initial investment is heavier.

Finally, it should be kept in mind that all the above discussion is based on a single 
parameter: the energy savings and the associated ownership cost models. In reality, 
a smart lighting system has many additional advantages including reduction of the 

Fig. 5.8  Additional energy savings, in %, compared to the reference system (basic configuration) 
as function of the number of lighting points
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pollution of the skies, protection of vulnerable people in the city, and possibility to 
offer additional services to citizens. All these effects have to be included to a global 
efficiency evaluation of the system, but these metrics are for the moment missing; it 
should be developed and adopted rapidly.
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Chapter 6
The Role of Geoinformation 
in the Development of Smart Cities

Dariusz Gotlib and Robert Olszewski

Abstract  The issue of smart cities is multifaceted. It includes humanistic, social, 
natural, and technical issues. It touches upon problems of philosophical, sociologi-
cal, economic, political, management, and technological nature. The complexity of 
this issue precludes us from discussing or analysing all these aspects. Therefore, we 
will only focus on the role of geoinformation and ICT in managing a smart city. 
However, when considering the role of geoinformation technologies in the develop-
ment of smart cities, we do not forget that technology is supposed to serve the 
inhabitants, and not vice versa, to determine their way of life or to decide where 
they should go for a walk or where to eat or sleep. In our opinion, it is not possible 
to achieve a smart city level without access to comprehensive, accurate, and up-to-
date information about space and tools enabling the transformation of ‘raw’ data 
into spatial information and knowledge. Most of the decisions made in the city have 
a spatial context, just as most modern information systems need access to spa-
tial data.

Today, open data are widely available (especially for large cities), which is a 
stimulus for developing innovative geoinformation services. The tools used today to 
process big data – e.g. data commonly available in social media, cloud computing – 
allow for obtaining useful real-time information about the needs and expectations of 
inhabitants, their migration within the city, or potential threats.

Appropriate use of geoinformation and innovative geoinformation technologies 
in city management will allow to obtain highly satisfactory results and gain an 
advantage over cities unable to use this potential. Appropriate actions in this respect 
may contribute (as one of many components) to increasing the ‘intelligence’ of an 
urban organism.
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�Introduction

The creation, development, and operation of smart cities is a multi-faceted issue 
covering humanistic, social, natural, and technical aspects and involving problems 
of philosophical, sociological, economic, political, managerial, and technological 
nature. However, what plays a unique part in modern cities’ functioning are the 
technologies; it is currently impossible to achieve the goals established for smart 
cities in the areas mentioned above without them. A smart city is a city that skilfully 
uses available technologies as a driving force. According to the BSI PAS 180:2014 
specification, a smart city implies ‘the effective integration of physical, digital and 
human systems in the built environment to deliver a sustainable, prosperous and 
inclusive future for its citizens’. In Manville et al. (2014), a smart city is defined as 
‘a city seeking to address public issues via ICT-based solutions on the basis of a 
multi-stakeholder, municipally based partnership’.

The scope of technologies essential for a smart city is enormous: from materials, 
energy, transport, construction, and environmental technologies to the information 
and communications technologies mentioned above. This chapter focuses only on 
one technological area, namely, geoinformation. In the authors’ opinion, it is a cru-
cial area due to its horizontal and integrative nature. Geoinformation is of particular 
importance for the operation of a smart city. Most of the data and city resources are 
directly or indirectly related to the Earth’s surface (georeference). The location of 
various buildings or the entire city plays a crucial role in its functioning; it can 
stimulate or hinder its development. A city’s spatial relations with its surroundings 
influence economic and social processes. They condition the movement of people, 
develop local communities of inhabitants, and influence the sense of comfort and 
the city’s image. The location of a city encourages (or discourages) investors and 
tourists. The spatial relations within the city are just as important: topography, com-
munication network, spatial arrangement of the water and sewage, telecommunica-
tions, gas, and electricity infrastructures; the distribution of buildings and green 
areas; the distribution of educational, cultural, sports, and healthcare facilities; and 
the vicinity of residential and industrial areas, all affect the residents’ quality of life 
as well as the city’s economy (Gotlib and Olszewski 2016a, b).

It means that geoinformation may play an integrative role in the functioning of 
city systems, and the role of geoinformation technologies is not only to provide 
information on the location of objects and phenomena in space (e.g. in the form of 
cartographic visualisation) but also spatial data mining and acquiring spatial knowl-
edge essential for the effective operation and development of the city.

Thanks to a 2D, 3D, or 4D map (understood as a model of space), it possible to 
discern relationships that are difficult to discover in any other way. A map can be an 
excellent interface to a large amount of data. It also helps ordinary residents as well 
as decision-makers to improve their understanding of phenomena in the city. 
Moreover, a map becomes the basis for the operation of many systems and robots; 
its recipients or users are no longer just people. Without a precise model of space, it 
is hard to imagine the development of autonomous systems, e.g. driverless cars or 
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drones autonomously carrying out many essential tasks. Obviously, in the end, the 
beneficiary is always a person.

One should emphasise that creating a smart city is an ‘organic’ process (as the 
development of the city itself). The construction and development of a sustainable 
urban ecosystem and the implementation of innovative e-services based on new 
technologies should all be considered imponderables in the field of smart city devel-
opment. In a particular way, perfecting the methods of acquiring geoinformation 
related to the development of the Internet of Things (IoT) and developing methods 
of machine learning and spatial data mining predestine geoinformation technolo-
gies play a vital role in shaping smart cities.

The concept of creating a smart city based on access to geoinformation enables 
effective delivery of technological, organisational, and management models as well 
as new legal regulations in order to launch, support, and continually develop the city 
in relation to:

–– Material urban infrastructure (transport, information, communication, energy, 
water, etc.) and the environment

–– Efficiency in the consumption of material and organisational resources
–– Social activities and interactions based on a sustainable model of life, work, 

education, mobility, security, accessible and open administration, etc.
–– Partnership-based social capital

It is impossible to implement such tasks without access to comprehensive, accu-
rate, and up-to-date information about space or tools that enable transforming ‘raw’ 
data into spatial knowledge or information.

Still, many cities do not fully exploit the potential of geoinformation technolo-
gies. There may be several reasons behind this, but these two seem the most 
significant:

–– A lack of appropriate (up-to-date, reliable, and available) resources of spatial data
–– Siloed (vertical) management of urban resources, including spatial data

The first case is becoming rarer with the recent rising popularity of spatial data 
acquisition technologies, including satellites, aeroplanes, drones, networks of sen-
sors in a city (IoT), cars, and even people using smartphones. Increasingly, often, 
these data are made available under open data licenses. Access to the data stimulates 
the development of innovative geoinformation services, in line with the idea of ‘citi-
zens as sensors’ (Goodchild 2007). Citizens themselves create some of these data as 
volunteered geographic information (VGI). Some are obtained by processing large 
data sets commonly available on social media. Thanks to sharing the data using 
cloud storage, it is easily possible to provide the data to the interested people, insti-
tutions, and companies as well as obtain valuable real-time information on resi-
dents’ needs and expectations or potential threats.

Siloed management of urban resources is the second factor harming the effi-
ciency of using geoinformation. Various organisational units create and use official 
spatial data without commonly accepted strategies for shared data use or coherent 
plans for creating systems based on open and universal platforms. Such plans may 
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serve as the basis for much more effective use of geoinformation through their inte-
gration with other data and systems. Changes are already occurring in this respect, 
but only the cities that introduce them faster are likely to win the race to become smart.

The recent (2014) work of such organisations as the British Standards Institution 
(BSI) and ISO led to creating several documents meant to guide or organise creating 
smart city-type solutions, for example, BSI PAS3 180, BSI PAS 181, BSI PAS 182, 
PD 8100, PD 8101, ISO 37101, and ISO 37120 (Bielawski and Gotlib 2016).

When defining the role of spatial data and geoinformation technologies in the 
creation and development of a smart city, ISO geographic information standards 
(19,100 series) and Open Geospatial Consortium (OGC) studies are essential. 
Regional guidelines and good practices are also emerging, such as those connected 
to the implementation of the INSPIRE Directive in Europe. Although it is worth 
noting that no universally recognised standards in using geoinformation in a smart 
city have been established, many modern cities take extensive measures to use geo-
information effectively.

Spatial information analysis, for instance, provided the basis for the plans to cre-
ate two currently developed smart cities: Songdo in South Korea and Masdar City 
in the United Arab Emirates. Advanced spatial data analyses are essential for 
improving the existing urban agglomerations, generally regarded as smart cities’ 
flagship solutions: London, New  York, Amsterdam, Barcelona, Singapore, and 
many other metropolises, e.g. Warsaw or Poznań.

Using spatially localised information to create, operate, and develop smart cities 
in various aspects and areas has been the subject of many scientific publications. 
Thompson (2016), Bhattachary (2017), Laurinia and Favetta (2017), Popov et al. 
(2017), Azri (2018), and Inajit et al. (2018) analysed the issue of spatial planning 
and the acquisition of spatial knowledge based on the analysis of data collected by 
various social organisations and institutions. The publications by Wang (2014), 
Homainejad (2015), Mahavir and Bedi (2017), and Olszewski et al. (2019) addressed 
the issues of residents’ mobility, developing geoinformation societies in smart cit-
ies, modelling social behaviour, preserving cultural heritage, and acquiring spatial 
knowledge based on data from stationary and mobile sensors that are part of the 
so-called Internet of Things. Spatial information also provides the foundation for 
many analyses connected with the planning and monitoring of energy networks in 
smart cities, as exemplified by the research presented in (Kim et al. 2012).

Appropriate use of geoinformation and innovative geoinformation technologies 
in city management facilitates obtaining highly satisfactory results and gaining an 
advantage over cities that cannot use this potential (Gotlib and Olszewski 2016a, b). 
Appropriate measures in this area may be one of many components that contribute 
to augmenting the ‘intelligence’ of the urban organism.

Singapore’s example should be particularly interesting in this respect. Through 
consistent implementation of the long-term regional development policy supported 
by modern information and communications technology and geoinformation analy-
sis, this city-state with an area of 716 km2 and a population of up to six million 
achieved the status of a metropolis that fulfils all the requirements for a smart city. 
Singapore has been implementing the ‘Smart Nation’ project since 2014, and its 
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assumptions have exceeded the mere optimisation of the city transport through an 
IoT network of sensors. Most of all, the project aims at providing comprehensive 
geoinformation services for residents. The use of up-to-date geoinformation, a net-
work of stationary and mobile sensors, edge computing technology, and machine 
learning methods supports both the health protection of residents (especially 
seniors) and the development of modern business services that employ spatial data.

�The Impact of ICT on the Development of Smart Cities

Although it is crucial to view smart cities’ development holistically and, thus, the 
perceived quality of life is of the utmost importance, the degree to which advanced 
technologies are used unquestionably influences smart cities’ development. The 
functioning of a smart city has rested on changing the ‘systemic’ paradigm, which 
dominated the second half of the twentieth century, in favour of the ‘network’ 
approach prevailing in the early twenty-first century. ‘Network’ in this sense covers 
not only strictly technological solutions but also social ones. Data transmission in 
networks and universal communication both imply developing an open information 
society, which simultaneously stimulates smart cities’ development. In the techno-
logical sense, the basic ICT technique used to develop smart cities is indeed a net-
work, both fixed and wireless. The expectation for both types of networks is to have 
a high bit rate, i.e. the ability to transmit a large number of bits per second (bit/s) 
(Muraszkiewicz 2016). Not only does employing the network approach enable real-
time data transmission, but it also improves city management and the operation of 
service-providing businesses, and it increases social participation. Collaboration in 
the ABC triangle (Administration-Business-Citizens) supported by information and 
communications technologies (using geoinformation) facilitates the improvement 
of information flow and the development of a local community that shapes a 
smart city.

This collaboration also requires technological support to enable the collection 
and analysis of urban spatial big data. A set of methods and tools collectively called 
big data is one of the latest ICT techniques with particularly great potential from 
smart cities’ perspective. The volumes of such sets, often multimedia, are measured 
in petabytes and exabytes (Muraszkiewicz 2016).

Such data are generated by telecommunications networks systems (also spatially 
localised), medical equipment systems (e.g. MRI), meteorological systems, com-
mercial network information systems, or geoinformation systems. According to the 
report by McKinsey Global Institute, big data techniques encompass a new genera-
tion of technologies and architectures designed to extract informational values from 
very large volumes of various data through rapid data acquisition (Fig. 6.1), knowl-
edge discovery, or analysis. This approach explicitly presents the main purpose of 
maintaining and processing huge data resources: analysing and exploring data (data 
mining) and transforming them into knowledge (knowledge discovery).
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A developing network of city sensors that are part of the Internet of Things leads 
to a significant increase in the volume of urban data. Analysing them and creating 
variants of forecasting models of the city’s operation and development requires 
using traditional data processing methods and advanced artificial intelligence meth-
ods, including machine learning algorithms (mainly deep-learning neural networks). 
Huge sets of ‘teaching’ examples collected by individual cities facilitate developing 
traffic control systems or optimising waste management that uses artificial intelli-
gence methods. Having access to powerful analytical tools that operate on a huge 
amount of constantly generated data enables decision-makers to understand the 
city’s phenomena and, thus, optimise various processes, aided by modern data visu-
alisation methods using advanced 3D graphics and animation technologies. The 
outcome of access to data, their processing, and visualisation are the so-called digi-
tal twins, i.e. digital maps of cities on which one may carry out complex simulations 
(Fig. 6.2).

Presenting the surrounding reality in a virtual world by building a 3D model of a 
city creates unique possibilities for analysis, simulation, and visualisation. The 
vaster the part of intangible and invisible data surrounding us every day in the real 
world, e.g. air pollution level or noise propagation in the ‘urban jungle’, the more 
valuable these possibilities are (K. Leszek 2016).

Three conceptual and technological trends for smart cities’ development and 
operation seem particularly noteworthy: the aforementioned digital twins, the 
Internet of Things, and processing or accessing of data in the cloud. The possibili-
ties opened up by modern technology for collecting huge resources of information 

Fig. 6.1  Visualisation of a large set of spatial data (point cloud) obtained in the laser scanning 
process LIDAR. (Source: OPEGIEKA Company)
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by IoT city sensors enable effective traffic control or optimisation of city transport, 
planning mass events, counteracting a pandemic, and warning residents about 
increased air pollution, flood risk in cities, etc. These solutions are at the stage of 
wide implementation (especially in the Far East, in Shanghai, Singapore, or Tokyo), 
or at the stage of subsequent studies Zanella et al. (2014), Dustdar et al. (2017), 
O’Dwyer et al. (2020), and Al Solami (2021).

Fig. 6.2  Three-dimensional vector model of the city. (Source: Fotokart company)
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The idea of digital twins and their use as decision-support tools in creating and 
developing a smart city emerged at the beginning of the twenty-first century. At the 
heart of this approach lies creating a digital copy of an existing or a planned city in 
the form of an advanced model (Fig. 6.2). These models use both detailed spatial 
data and information on the operation of urban processes: public transport, garbage 
disposal, ways of spending free time by residents, etc.

Analyses done on digital twins enable testing many alternative city management 
variants and predictive ‘WHAT-IF?’ analyses. However, conducting such analyses 
requires building extremely detailed spatial data models and keeping them up-to-
date; it also requires the collaboration between specialists and the integration of 
social, economic, planning, and geospatial knowledge. There are many examples of 
effective implementation of solutions using the idea of a digital twin in smart cities’ 
development. Dembski et al. (2020) described an example of using a digital twin to 
model a smart city’s operation on the example of the city of Herrenberg in Germany. 
O’Dwyer et al. (2020), White et al. (2021), and Raes et al. (2021) also conducted 
similar studies.

Another crucial in information and communications technology is storing and 
sharing data in the cloud. It enables a large number of users to have access to shared 
data resources at the same time, significantly decreases data redundancy and thus 
facilitates data analysis, ensures data security, and facilitates the flexible use of the 
computing power of hundreds or thousands of computers, depending on the needs 
(high scalability). More than ever, in terms of organisation, it enables the collabora-
tion between various stakeholders in the city. On the one hand, such solutions pro-
vide new opportunities and, in certain important aspects, increase data security; on 
the other hand, if poorly implemented and managed, they may pose new threats. 
Especially in smart and hyper-connected ‘digital cities,’ cybersecurity issues must 
be given priority.

Other important technological solutions for smart cities’ operation are universal 
access to smartphones with fast wireless data transmission, universal Internet access 
points, miniaturised GNSS receivers and evolving indoor positioning systems, edge 
computing, and access to large sets of geospatial data in the cloud. Artificial intel-
ligence techniques are also growing in importance.

�How ‘Smart’ Are Smart Cities

Classifying or assessing smart cities stems from formulating the concept of a smart 
city. One of the first rankings defining the ‘smartness’ of modern cities was the so-
called Vienna Ranking that considered six basic factors. The nature of currently 
developed classifications is rather advisory, indicating the appropriate developmen-
tal direction for a given city that is significant for a specific agglomeration. When 
assessing the level of implementation of a smart city concept, one should consider 
the method and scope of applying ICT and geoinformation. Such are the criteria 
presented, e.g. in the paper (‘Smart Governance in the Capital City of Warsaw with 
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the use of ICT and Geoinformation Technologies’). The authors of the research 
regarded the criteria of ‘the “smartness” of the IT system’ and ‘the use of geoinfor-
mation’ as particularly important in analysing existing solutions. When evaluating 
‘the “smartness” of the IT system,’ two specific criteria have been proposed:

	1.	 The degree of connection with other systems:

–– Systems logically linked to other systems and sharing data
–– Independent systems or systems minimally dependent on other systems

	2.	 The degree of the functional and algorithmic complexity of a system:

–– Complex systems equipped with advanced applications and algorithms (e.g. 
artificial intelligence) that enable the implementation of at least the basic 
characteristics of the ‘smartness’ mentioned above

–– Systems that perform tasks without any ‘smart’ characteristics

In the opinion of the authors of the research, ‘the use of geoinformation’ criterion 
is also essential for evaluating the systems’ potential because the majority of city 
systems have, or may have, a spatial reference. Thus, geoinformational identifica-
tion may serve as the basis for creating an integrated platform for target ICT sys-
tems comprising the starting point of a smart city.

�Spatial Data Sets and Geospatial Analyses

City dwellers have ever-higher requirements for the quality of life. Growing needs 
coincide with the development of ICT technologies and the emergence of modern 
digital services, and with increased vehicular traffic, air pollution, increasingly fre-
quent adverse weather phenomena, and the intensification of various threats, includ-
ing terrorist ones. Performing advanced spatial analyses and making appropriate 
administrative and business decisions require knowledge of the location of objects 
and phenomena, both those located on the ground and above/below the ground.

City dwellers expect, among others, the relevant services to react quickly and effi-
ciently to threats such as accidents, floods, damage caused by storms, vandalism or 
terrorism, convenient and nearby public transport, and public services within reach. It 
is no longer enough to plan a city’s development intuitively or spontaneously and have 
ad hoc reactions to events. Achieving these goals in a complex urban organism requires 
using precise spatial models of cities together with a wide range of specialist data.

This type of analysis entails collecting spatial data in multi-year  cycles (e.g. 
flood risk of varying severity) and real-time analytical operations on data from sen-
sors, video monitoring, or citizens’ reports, e.g. 112 calls. The most important types 
of spatial data needed in urban information systems include:

	 1.	 Records of towns, streets, and addresses
	 2.	 City corporate limits and the limits of other territorial divisions, e.g. tax offices, 

fire departments, statistical regions or census areas, and constituencies
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	 3.	 Geographical names, e.g. housing estates, parks, rivers, and other physio-
graphic objects

	 4.	 The course and parameters of roads, railway tracks, cycle lanes, and sidewalks
	 5.	 Data on the organisation of road traffic (road signs and the resulting graph 

describing the permissible traffic)
	 6.	 Location of public transport facilities, e.g. bus and train stations, airports, air-

ports, harbours and marinas, public transport stops
	 7.	 Location and parameters of buildings
	 8.	 Location and parameters of other engineering structures, e.g. bridges, viaducts, 

embankments, masts
	 9.	 Location and parameters of underground, above-ground, and overhead techni-

cal infrastructure, e.g. a power grid, a water and sewage network, a gas network
	10.	 Information on land cover, e.g. the range of water, tree and shrubbery cover, 

buildings, grasslands, rocky areas
	11.	 Information on soils and land use
	12.	 Ranges of geological divisions
	13.	 Topography (information on the topographical relief)
	14.	 Ranges of divisions of local land-use development plans
	15.	 Ranges of protected natural areas
	16.	 The location of tourist attractions and national heritage sites
	17.	 Location of facilities important for residents and visitors to the city, e.g. head-

quarters of companies and institutions, restaurants, shops, supermarkets, whole-
salers, industrial plants

	18.	 Location of objects important from the point of view of the city’s economy, e.g. 
ranges of economic zones, landfills, points of raw materials extraction or reloading

	19.	 Location of medical facilities
	20.	 Location of educational institutions
	21.	 The location of sensors and video monitoring cameras and individual sensors’ 

specification (e.g. air pollution, water contamination, etc.)

The study Gotlib and Olszewski (2016a, b) includes a list of examples of selected 
applications for this type of geospatial data:

	1.	 Searching for and presenting the best areas for development
	2.	 Supporting spatial planning, social geoparticipation, the process of landscape 

protection and consolidation that considers landscape values, etc.
	3.	 Supporting the processes of project settlement in investment processes between 

various companies managing municipal infrastructure
	4.	 Creating effective management systems for municipal real estate, including the 

support of photovoltaic panels installations and other elements of renewable 
energy sources

	5.	 Supporting the processes of crisis management, emergency services, public 
safety and security services, and intelligence agencies

	6.	 Supporting tourism management
	7.	 Assisting public transport passengers
	8.	 Supporting video monitoring systems
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The analysis of collected information is the basic goal of building urban spatial 
information systems, enabling the comprehension of the regularities in the spatial 
distribution of phenomena and their interdependencies, accelerating the computa-
tional process, facilitating decision-making support, etc. One should emphasise that 
the integration or (at the minimum) cooperation of individual urban systems using 
geoinformation is essential. Performing complex spatial analyses and using, e.g. 
algorithms and machine learning methods are only effective when the authorities 
implementing the concept of a smart city depart from the traditional siloed approach, 
favouring horizontal solutions that enable synergy.

Most modern geoinformation applications allow for the construction of hierar-
chical spatial analyses and the creation of complex analytical diagrams and multi-
criteria modelling. To analyse big data stored in municipal offices’ organisational 
units, it is also possible to use artificial intelligence methods (e.g. neural networks, 
decision trees, or genetic algorithms) to construct and evaluate complex develop-
ment models.

Below are examples of spatial analyses performed in modern cities:

	1.	 Analyses of flows of public transport passengers, pedestrians, and cars to devise 
an optimal road network development plan, change timetables, and avoid threats.

	2.	 Calculation of visibility ranges from selected positions, lines or areas that may 
be useful, for example, in spatial planning or the operation of services such as 
the police (including anti-terrorist units) (Fig. 6.3a, b)

	3.	 Shade analysis to plan the location of buildings and selection of places for pho-
tovoltaic installations

	4.	 Calculation of the travel time to the selected object from any other point in 
the city

	5.	 Creation of distribution maps of various phenomena based on source data 
obtained at measuring points

	6.	 Socio-demographic analyses, e.g. selecting areas inhabited by people with the 
highest purchasing potential for a specific type of service or production activity

	7.	 Detection of areas at risk of landslides
	8.	 Calculation of air flows to determine the city’s ventilation corridors
	9.	 Calculation of ranges of a potential flood wave (Fig. 6.4)

Another example of employing geoinformation may be the Integrated Traffic 
Management System implemented in Warsaw, which combines traffic lights (556 
adaptive traffic control signals) at intersections and traffic control. Based on a net-
work of cameras and sensors, the system detects the traffic volume and adjusts the 
traffic light phases accordingly.

Virtually, every department of the city hall, municipal police, police, and munici-
pal companies either uses or should use this type of analysis. Cities pursuing the 
title of a smart city strive for more complex informational connections between 
public bodies, commercial entities, or non-governmental organisations. Thus, it is 
even more important to have effective access to harmonised spatial data sets.

It is worth noting that most of these analyses should use 3D models. The era of 
2D models paved the way for the era of 3D and 4D data that make it possible to 
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generate the elevation information and the temporal variability of a given phenom-
enon. 3D spatial databases allow designers to create realistic visualisations of real-
ity, making it easier to assess, for example, the development potential of a given 
urban concept (Fig. 6.5).

Fig. 6.3  a, b Analysis of area visibility on the model of the city. (Source: geoportal.gov.pl)
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Fig. 6.4  Map of flood risk for a part of Warsaw city. (Source: geoportal.gov.pl)

Fig. 6.5  Digital twin of Poznań, Poland. (Source: Board of Geodesy and City Cadastre GEOPOZ, 
http://sip.poznan.pl/model3d/#/)

6  The Role of Geoinformation in the Development of Smart Cities

http://geoportal.gov.pl
http://sip.poznan.pl/model3d/#/


108

A 3D model is not just a modern mock-up of a city; it constitutes a city’s spatial 
information system. It facilitates interactive simulations that are understandable to 
both engineers and ordinary residents (Katarzyna Leszek 2016). Using a 3D model 
may accelerate decision-making processes in the city and, thus, counteract threats 
more effectively.

Land management is another process in the city that requires 3D models. It 
becomes a huge challenge in modern and developing cities, especially when there is 
a shortage of space and when implementing large infrastructure projects under and 
above the ground (subway, viaducts, construction of additional storeys). The possi-
bility of dividing the existing cadastral parcels’ space vertically and assigning prop-
erty rights to them is one of the basic benefits of introducing the 3D cadastre system 
(Karabin 2016). Many global research and implementation projects on 3D cadastre 
focus on issues related to the visualisation of spatial objects; this tendency is visible 
when analysing the topics of the papers at periodically organised workshops on the 
3D cadastre (Delft 2001), (Delft 2011), (Schenzhen 2012), (Dubai 2014). The 
International Federation of Surveyors (FIG) has already developed a 3D cadastre 
conceptual model: it is a Land Administration Domain Model (LADM, ISO 19152: 
2012) (Karabin 2016). Without introducing a 3D cadastre based on advanced spatial 
data models, there may be a significant slowdown in cities’ development, and some 
potential urban improvements will not have a chance to be implemented. It is espe-
cially important in the cities aspiring to become smart.

The possibilities for accessing and analysing geospatial data currently seem lim-
itless, and the results depend only on the quality of the data and the analytical 
tools used.

�Smart City Spatial Data Infrastructure (SC-SDI)

Conducting the analyses described above requires both data harmonisation and 
interoperability of the IT tools used. What is needed are organisational and formal 
as well as technological solutions. A solution may be implementing the concept of 
Smart City Spatial Information Infrastructure (SC-SDI) modelled after the idea of 
national spatial data infrastructures (NSDI). Its technological basis may be a tech-
nological solution, hereinafter referred to as the Integrative Geoinformation 
Platform (IP-GeoCity). The authors of this publication presented this idea for the 
first time the expert analysis entitled ‘Objectives of the SMART CITY program in 
the capital city of Warsaw’ commissioned by the Digitisation Bureau of the Warsaw 
City Hall (Comtegra 2017) and mentioned in the publication (‘Smart Governance in 
the Capital City of Warsaw with the Use of ICT and Geoinformation Technologies’).

In this paper, the Integrative Geospatial Platform is understood as the modern 
system that uses advanced geoinformation methods and technologies. Such a sys-
tem may play an integrative role for domain-specific IT systems, presenting the 
information contained inside against a 3D city model and many other (official and 
social) data on space. The developed geospatial platform should be integrated with 
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the cadastral system, the geodetic record of the utility network, land-use planning, 
data from the flood protection system, road data banks, traffic monitoring systems, 
and public transport systems, as well as data on the natural environment, and loca-
tion of commercial facilities, healthcare facilities, tourist attractions, security-
related events, etc.

The primary functional tasks for IP-GeoCity are as follows:

	1)	 Displaying information on the city’s space from many data sources: the geodetic 
and cartographic resources, public institutions resources, resources of commer-
cial companies, and social media resources.

	2)	 Providing an interface for accessing spatial data about the city, in particular, their 
display and joint analysis by providing programming interfaces, e.g. API.

	3)	 Making it possible to implement the so-called spatial services, e.g. geocoding, 
searching for the optimal route to drive or walk to a specific object, making a 
cross-section of the terrain, calculating the number of people in a given area, 
determining the visibility of the terrain and objects from a given place, calculat-
ing the distance and area, and calculating the time availability of given places. 
Figure 6.6 shows the general idea of integrating different systems.

As mentioned above, the concept of SC-SDI implementation cannot be limited 
only to technological solutions. The success of this type of solution depends on the 
simultaneous introduction of relevant organisational and formal regulations. The 
National Spatial Data Infrastructure (NSDI) is a good example of this type of solu-
tion in various countries; legally established, it ensures the harmonised development 
of spatial data resources. In Europe, INSPIRE exemplifies such infrastructure. Some 
of the solutions proposed in NSDI may apply to SC-SDI implementation; further-
more, both infrastructures should be connected and coherent. Below are the primary 
organisational and formal assumptions proposed in this regard:

	1.	 City spatial data resources are part of the NSDI. It is necessary to define a set of 
georeferenced data and their relation to the georeferenced data at the national 
level. In this context, georeferenced data are primarily topographic data, land 
and property register data (cadastral data), data from the register of borders, 
geodetic records of utility networks, records of towns, streets and addresses, and 
geographic nomenclature. The fundamental georeferenced data resource should 
be a 3D topographic database with models of buildings at LoD3 (Level of Detail) 
and key public buildings at LoD4. A digital terrain model (topography), a digital 
land cover model, and collections of orthophotomaps from aerial and satellite 
photographs should constitute the database’s integral elements. In the future, a 
3D cadastre system may become an extremely significant element.

	2.	 In the city’s organisational structure, it is important to indicate the ‘leading bod-
ies’ responsible for supplying IP-GeoCity with various detailed and specialised 
data on the city. The leading bodies’ role should be ensuring appropriate geocod-
ing of the data at their disposal, ensuring the correct use of shared reference data 
resources, and harmonising their data with other data administrators.
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All the data mentioned above must be visible to users in the form of one 
coherent city map of the digital twin 3D model; they must match, i.e. maintain 
their spatial relations and remain available for homogeneous spatial analyses. 
However, this does not mean that one common database managed by one entity 
retains all the data. These resources may have a high degree of autonomy pro-
vided the application of common standards for data sharing and exchange.

	3.	 It is necessary to adopt common technological standards for sharing spatial data 
and require the systems to develop accordingly.

	4.	 It is necessary to define the scope of open data available to all interested parties 
free of charge and without restrictions on use.

Fig. 6.6  The process of integrating various systems: from autonomous systems to systems con-
nected through integrative platforms
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The aim of the proposed concept of the Integrative Geoinformation Platform is 
to enable the interaction of many information systems in a city. Simultaneously, this 
type of solution may enable the creation of many innovative products, greater stan-
dardisation of systems, and reduction of their operating costs.

It is important to collect and process data from many registers and open data 
resources to implement the smart city idea. The essence of a smart city, however, 
lies not only in the integration of existing IT systems, registers, and databases but 
also in the creation of innovative solutions that, by achieving synergy, will enable a 
distinct and continuing improvement of urban infrastructure and social interactions 
(Gotlib and Olszewski 2016a, b).

�Geoinformation and Social Aspects

According to the authors, the development of technology and implementation of 
modern IT solutions, such as geoinformation infrastructure, big data, cloud comput-
ing, social media, or geoinformation services, should, above all, simultaneously 
stimulate social development (Olszewski and Wieszaczewska 2016).

Using appropriate and diverse communication and consultation techniques that 
include as many groups of interested parties as possible may shift the centre of grav-
ity and reframe a ‘smart city’ into a ‘learning city.’ The term ‘learning city’ indi-
cates its processual nature that changes depending on the inhabitants’ internal 
needs, in a dialogue between all parties interested in developing the metropolis 
(Olszewski and Wieszaczewska 2016).

It is noteworthy that the process of even the most complex data analysis carried 
out in the city hall is currently limited to the processing of ‘hard’ data, e.g. official 
data or data from the network of city sensors. Social geoparticipation and the result-
ing cooperation, co-decision-making and co-management, require employing active 
forms, such as dedicated geo-surveys – surveys with the capability of indicating 
places in space. Using modern geoinformation technologies and ICT tools to create 
geo-surveys and advanced 3D modelling methods, at times with augmented reality 
elements, is a necessary but insufficient component of engaging the residents in a 
smart city. What is crucial to change passive and atomised individuals into an open 
information society, creating a vision for the development of the capital in the pro-
cess of social participation, is the liberation of social energy.

�Summary

Whether it is a digital spatial database or an analogue form, a map is an excellent 
platform for presenting a city’s past, present, and future; thus, it is a useful decision-
making support tool. Most of the key decisions in a city are related to the location 
of objects and phenomena in space. A map is not just a spatial model of the city; 
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thanks to appropriately applied geoinformation technologies, it can be an extremely 
effective interface for accessing various urban data.

Building a digital twin model of a city and conducting advanced, multi-variant 
analyses on its basis enables performing a detailed and reliable analysis of many 
alternative solutions and selecting the optimal one. It is important to emphasise that 
multi-variant analyses of urban spatial big data require adequate IT infrastructure 
and artificial intelligence methods to acquire spatial knowledge from data, which is 
particularly significant due to the growing importance of the Internet of Things and 
the expansion of the IoT network of city sensors.

Building an integrative geospatial platform (as one of the elements of a city’s 
complex information system) may greatly facilitate the collaboration between many 
organisational units of the city and citizens, the implementation of the idea of par-
ticipatory support for investment planning, and solutions enabling the residents to 
determine participatory budget allocation, support the process of making economic 
decisions, and increase the level of security.

In the authors’ opinion, it is vital to pay attention to the difference between a 
modern city (in the colloquial sense) and a smart city. A ‘modern’ city is a city that 
implements various new organisational, technical, and financial solutions in a tradi-
tional manner. In contrast, in a smart city, various solutions are built and imple-
mented in an integrated manner, achieving synergy by integrating interoperable 
systems and services that compose a smart city’s ecosystem.

Extensive use of geoinformation, which may constitute a platform integrating 
city systems, is also important for implementing the idea of a smart city. Likewise, 
the collaboration between local authorities, residents, and companies providing 
modern information services is of key importance. Thanks to the potential of urban 
spatial big data, clearly defined modern geoinformation services may be the driving 
force behind smart cities’ development and may constitute a development tool help-
ing a local community to progress towards a geoinformation society.

When considering the role of geoinformation technologies in the development of 
smart cities, we do not forget that technology is supposed to serve the inhabitants, 
and not vice versa, to determine their way of life or to decide where they should go 
for a walk or where to eat or sleep. In our opinion, it is not possible to carry out the 
above-mentioned tasks set out for a city striving to become smart without access to 
comprehensive, accurate, and up-to-date information about space and the tools 
enabling the transformation of ‘raw’ data into spatial information and knowledge. 
Most of the decisions made in the city have a spatial context, just as most modern 
information systems need access to spatial data.

Today, open data are widely available (especially for large cities), which is a 
stimulus for the development of innovative geoinformation services. The tools used 
today to process big data – e.g. data commonly available in social media or cloud 
computing – allow for obtaining useful real-time information about the needs and 
expectations of inhabitants, their migration within the city, or potential threats.

In the authors’ opinion, the implementation of the smart city idea does not con-
sist only in the implementation of advanced technological solutions but also in the 
intelligent use of information resources and infrastructure in all spheres of city 
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activity. The essence of a smart city is to create innovative solutions that will allow 
achieving a lasting improvement of urban infrastructure and social interaction 
through obtaining the synergy effect.

Acknowledgements  We want to express our gratitude to Comtegra S.A. company for the invita-
tion to implement the project, the development of a detailed inventory of the systems in Warsaw, 
and effective cooperation, and to the Warsaw City Hall for their substantive cooperation and grant-
ing us access to the materials.

Works Cited

Al Solami E (2021) Replication-aware secure resource administration scheme for Internet of 
Things-smart city applications. Trans Emerg Telecomm Technol 32(3):e4200. https://doi.
org/10.1002/ett.4200

Bielawski B, Gotlib D (2016) Techniki komunikacyjne i informacyjne dla inteligentnych miast. 
In: Gotlib D, Olszewski R (eds) Smart city. Informacja przestrzenna w zarządzaniu inteligent-
nym miastem

Dembski F, Wössner U, Letzgus M, Ruddat M, Yamu C (2020) Urban digital twins for smart cities 
and citizens: the case study of Herrenberg, Germany. Sustainability 12(6):2307. https://doi.
org/10.3390/su12062307

Dustdar S, Nastić S, Sćekić O (2017) Smart cities. Springer, Cham
Goodchild MF (2007) Citizens as sensors: the world of volunteered geography. GeoJournal 

69:211–221. https://doi.org/10.1007/s10708-007-9111-y
Gotlib D, Olszewski R (2016a) Możliwości wykorzystania informacji przestrzennej i technologii 

geoinformacyjnych w zarządzaniu nowoczesnym miastem. In: Gotlib D, Olszewski R (eds) 
Smart city. Informacja przestrzenna w zarządzaniu inteligentnym miastem

Gotlib D, Olszewski R (2016b) Wprowadzenie. In: Gotlib D, Olszewski R (eds) Smart city. 
Informacja przestrzenna w zarządzaniu inteligentnym miastem

Homainejad AS (2015) With geospatial in path of smart city. ISPRS Ann Photogram Rem Sens 
Spat Inf Sci XL-7/W3:1381–1387

Inajit A, Ploeger HD, Van Loenen B, Van Oosterom PJM, Van Oosterom P, Dubbeling D (2018) 
Designing open spatial information infrastructure to support 3D urban planning in Jakarta 
smart city. Proceedings of the 6th International FIG 3D Cadastre Workshop

Kim SA, Shin D, Choe Y, Seibert T, Walz SP (2012) Integrated energy monitoring and visualiza-
tion system for smart green city development: designing a spatial information integrated energy 
monitoring model in the context of massive data management on a web based platform. Autom 
Constr 22:51–59

Laurinia R, Favetta F (2017) About external geographic information and knowledge in smart cities. 
ISPRS Ann Photogram Rem Sens Spat Inf Sci XLII-4-W3:51–58

Leszek K (2016) Technologie i koncepcje tworzenia modeli 3D miast. In: Gotlib D, Olszewski R 
(eds) Smart city. Informacja przestrzenna w zarządzaniu inteligentnym miastem

Mahavir, Bedi P (2017) Integration of existing information systems as a spatial eDemocracy tool 
for smart cities in India. In: Vinod KT (ed) E-democracy for smart cities. Advances in 21st 
century human settlements. Springer, Singapore, pp 369–390

Manville C et  al (2014) Mapping smart cities in the EU.  European Parliament, Directorate-
General for Internal Policies, Policy Department A: Economic and Scientific Policy 
(Brussels). http://www.europarl.europa.eu/RegData/etudes/etudes/join/2014/507480/
IPOL-ITRE_ET%282014%29507480_EN.pdf

6  The Role of Geoinformation in the Development of Smart Cities

https://doi.org/10.1002/ett.4200
https://doi.org/10.1002/ett.4200
https://doi.org/10.3390/su12062307
https://doi.org/10.3390/su12062307
https://doi.org/10.1007/s10708-007-9111-y
http://www.europarl.europa.eu/RegData/etudes/etudes/join/2014/507480/IPOL-ITRE_ET(2014)507480_EN.pdf
http://www.europarl.europa.eu/RegData/etudes/etudes/join/2014/507480/IPOL-ITRE_ET(2014)507480_EN.pdf


114

Muraszkiewicz M (2016) Wybrane standardy i normy dotyczące tworzenia systemów inteligent-
nych miast. In: Gotlib D, Olszewski R (eds) Smart city. Informacja przestrzenna w zarządzaniu 
inteligentnym miastem

O’Dwyer E, Pan I, Charlesworth R, Butler S, Shah N (2020) Integration of an energy management 
tool and digital twin for coordination and control of multi-vector smart energy systems. Sustain 
Cities Soc 62:102412

Olszewski R, Wieszaczewska A (2016) Geopartycypacja społeczna z wykorzystaniem nowocz-
esnych technologii geoinformacyjnych. In: Gotlib D, Olszewski R (eds) Smart city. Informacja 
przestrzenna w zarządzaniu inteligentnym miastem

Olszewski R, Pałka P, Turek A, Kietlińska B, Płatkowski T, Borkowski M (2019) Spatiotemporal 
modeling of the smart city residents’ activity with multi-agent systems. Appl Sci 9

Popov M, Fedorovsky O, Stankevich S, Filipovich V, Khyzhniak A, Piestova I, Lubskyi M, 
Svideniuk M (2017) Remote sensing technologies and geospatial modelling hierarchy for 
smart city support. ISPRS Ann Photogram Rem Sens Spat Inf Sci IV-5/W1:51–56

Raes L, Michiels P, Dalianis T, Adolphi T, Tampère C, McAleer S, Kogut P (2021) DUET: a 
framework for building secure and trusted digital twins of smart cities. IEEE Internet Comput. 
https://doi.org/10.1109/MIC.2021.3060962

White G, Zink A, Codecá L, Clarke S (2021) A digital twin smart city for citizen feedback. Cities 
110:103064

Zanella A, Bui N, Castellani A, Vangelista L, Zorzi M (2014) Internet of things for smart cities. 
IEEE Internet Things J 1(1):22–32

D. Gotlib and R. Olszewski

https://doi.org/10.1109/MIC.2021.3060962


115© The Author(s), under exclusive license to Springer Nature 
Switzerland AG 2021
G. C. Lazaroiu et al. (eds.), Holistic Approach for Decision Making Towards 
Designing Smart Cities, Future City 18, 
https://doi.org/10.1007/978-3-030-85566-6_7

Chapter 7
Tools for Citizen Engagement in Urban 
Planning

Elie Daher, Mohaddeseh Maktabifard, Sylvain Kubicki, Régis Decorme, 
Burak Pak, and Rachel Desmaris

Abstract  Engaging citizens in urban planning has the potential to generate effec-
tive ideas to reinvent our cities. Particularly, designing easy to grasp and effective 
tools for co-creating meaningful urban spaces remains a significant challenge and 
an emerging need. Such tools that can involve the community in an intelligent man-
ner are in strong demand. It is, however, required to design, develop, and implement 
well-executed engagement tools that open the horizons of evaluating and respond-
ing to urban-related problems while involving city councils, architects, ICT devel-
opers, and urban planners. In this chapter, a framework aiming to investigate future 
forms of citizen involvement within urban planning activities is prefigured. It 
addresses the research aim to present and discuss technology-driven civic engage-
ment in the planning process via a toolset and the outcomes of a market study for 
this tool. Furthermore, it identifies and discusses the gaps between four main exist-
ing groups of urban planning software; physical planning tools, physical/civic 
engagement tools, civic scenario planner tools, and data analysis methods and how 
to bridge these gaps. In addition to these, it highlights the potential of such urban 
planning participatory tools to generate possible socioeconomic impacts and con-
cludes by assessing (1) the degree to which the technology creates an inclusive 
environment to exchange and implement urban planning related ideas and (2) the 
extent to which such tools could lead to an integrated and coherent engaging method 
for citizen engagement.
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�Participation in Urban Planning

The word “participation” gained popularity and attention during the late 1960s 
(Pateman 1976). Participation was not only popular in the political context; it also 
gained a wide importance in the design of products. “Community design” involves 
different aspects of collective activities such as “community planning and architec-
ture, social architecture, and community participation” (Sanoff 2000; Toker 2007; 
Sanders and Stappers 2008). This approach has emerged from the fact that the mis-
management of the physical environment is a major factor contributing to social ills 
(Barcellini et al. 2015). In participatory design, the roles of different stakeholders 
and profiles involved in the design are different. The end-users who play a passive 
role in the conventional and traditional design process are given the opportunity to 
express their preferences, share knowledge and feedback, and, therefore, play an 
important role in concept development (Sanders and Stappers 2008).

In Participatory Design (PD), the process is responsive, which means that the 
designers collect and consider the end-user’s feedback related to their design output, 
but the end-users are not fully empowered or in control of this process (Cimerman 
2000). However, the concepts and methods of PD and co-creation vary widely 
among different studies in social science and according to the field of application 
(politics, design, etc.). Since the beginning of 1960s, a variety of methods has been 
established to improve the participation of both end-users and stakeholders in the 
design process to bridge between the needs and the output (Abras et  al. 2004). 
Various research and books have stressed the necessity of engaging end-users and 
other relevant stakeholders in the design of their designed and built environment 
(Horelli n.d.; Kanji and Greenwood 2001; Butler et al. 2007).

In the following section, we explore the different waves of participation in urban 
planning in the western countries’ context during the last 50 years. The extended 
waves of participation are based on different research (Arnstein 1969; Kelly 2001; 
Claridge 2004; Miessen 2017a; Meeus and Pak 2018).

�1968–1990s Emergence of Participation

In the early 1960s, the role of communities in the built environment gained a con-
siderable importance with some architects and urban planners. In Great Britain, the 
idea that the public should participate was first raised in the early 1960s with the 
British architect John Turner. His ideas were developed through a number of articles 
and publications where he was putting emphasis on the role of households in the 
architectural design process (Turner 1963). Turner developed an influence approach 

E. Daher et al.



117

related to the self-help housing and role of the community in the design process. 
John Habraken was another writer and Dutch architect who developed his ideas 
about participation and the role of the user in the design process in the early 60s. His 
idea for a flexible design approach to housing was published in a book so-called 
Supports and demonstrated in practice in the mid-1960s. A different component in 
the community engagement in the built environment was related to the planning 
approach in the urban spaces (Davidoff 1965). This approach was based on 
Community Design Centers assisting citizens on a number of issues related to archi-
tecture and urban planning. Sherry Arnstein, based on the experimentations of this 
approach, has created a ladder of participation which is still used as reference for 
community participation nowadays (Arnstein 1969).

In the 1970s, the Scandinavian countries started to research the role of the user 
in the design process and the development of projects. The “collective resource 
approach” idea developed new innovative strategies for workers to influence the 
design and the use of new technologies in the workplace. It attempted to empower 
“trade unions and workers at the local level” (Kraft and Bansler 1994).

In the 1980s, there was a new wave to change and find alternatives to the top-
down design approaches. Several activities, particularly driven by non-governmental 
organizations, were leading the change to a bottom-up approach (Kelly 2001; 
Claridge 2004). The 1980s witnessed as well flourishing of activities, particularly 
among non-government organizations (NGOs) in seeking alternatives to top-down 
outsider-driven development. The emphasis was on participatory appraisal and 
analysis in rural communities. In the 1990s, the participation approach continued to 
be an important element in the design process, and it became synonymous with 
sustainable development.

�Early 2000s Emergence of e-Participation and Crowdsourcing

In the recent two decades, the use of information and communication technology 
(ICT)-based participation tools and methodologies for urban planning has gained 
traction. In order to provide urban stakeholders with platforms for involvement, 
many technology-enabled participatory tools, approaches, and applications have 
been developed (Gün et al. 2019). Today, the employment of ICT-based participa-
tion platforms for addressing urban issues is gaining traction as governmental 
authorities consider innovative ways to provide novel, open, and democratic com-
munication channels.

To start with, the e-participation era is an important period in the short history of 
this field, which emerged in the 2000s. E-participation involves ICTs to engage non-
designer groups with diverse backgrounds, expertise, ambitions, and positions in 
diverse collaborative design activities throughout the design process (Sanders et al. 
2010). This method enables non-expert end-users and lay-persons who are not tra-
ditionally involved in urban planning, research, and design to participate in design 
processes. ICT-based engagement platforms, in this sense, are digital arenas for 
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retrieving, analyzing, visualizing, and sharing information, expertise, and alterna-
tives that serve to social causes and policy challenges (Desouza and Bhagwatwar 
2014). Particularly, 3D modelling software and games offer new opportunities for 
civic engagement in urban planning. These complex and interactive software solu-
tions allow spatial configurations and data to be visualized, accessed, and interacted 
with representation formats convenient for novice participants without any planning 
or spatial design expertise.

Among the ICT-enabled participation paradigms, crowdsourcing is a recent 
approach emerged in the 2010s which dominated the field in the last decade. 
According to Saxton et al. (2013), crowdsourcing refers to a certain form of out-
sourcing tasks to a specific mass of users: it is a sourcing model where organizations 
use Internet technologies to track and employ the efforts of a virtual crowd to carry 
out designated tasks. By using online platforms to harvest the wisdom of the crowd 
and make use of the collective intelligence of multitudes of users, crowdsourcing 
opens up a whole slew of possibilities for urban planning and government and non-
profit applications (Brabham 2010).

Since the emergence of crowdsourcing as a dominant ICT-enabled participation 
paradigm in the 2010s, starting with the English-speaking countries, a variety of 
platforms have been put in action to address urban issues in different parts of the 
world. Among those, the frequently referenced platforms were FixmyStreet, 
OpenPlans, CitySourced, and Neighborland. The empowerment capacity of these 
crowdsourcing platforms are found to be quite limited since these enable limited 
information exchange and idea sharing, located in the lower rungs of the ladder of 
citizen participation (Pak and Verbeke 2013). From the perspective of bottom-up 
spatial design and planning, these platforms lack the necessary tools and capabili-
ties to enable a wide range of stakeholders to co-create urban plans or designs since 
they mainly aim at collecting feedback from the users (Pak and Verbeke 2013).

An in-depth study of 25 crowdsourcing platforms in Europe, chosen from a total 
of 106 platforms (Gun et al. 2020), showed that the vast majority (77%) of the plat-
forms strive for one-sided information sharing, the lowest degree of empowerment 
on the participation scale introduced by Senbel and Church (2011). Hardly 12% of 
systems, including Maptionnaire, MinStad, and Smarticipate, aimed to allow end-
users to build their own goals and ideas. According to this study, BetriReykjavik, 
BlockByBlock, FindingPlaces, Quakit, ZO!City, and Unlimited Cities were among 
the few cases that allowed users to engage in the co-creation of urban plans and ideas.

The limitations and challenges of the use of crowdsourcing platforms in urban 
contexts have been covered in several studies focusing on real-world cases, and 
these were not only restricted to lower levels of design empowerment. Two early 
analytic studies found that crowdsourcing platforms mainly benefited people with a 
greater level of education and wealth (Helsper 2008). Later research revealed that 
crowdsourcing platforms can be influenced by existing social and spatial inequali-
ties such as the digital divide, the inability of disadvantaged citizens to access the 
Internet to utilize platforms, lack of skills such as map and plan interpretation 
required to use platforms effectively, and variations across interest groups in terms 
of age, social position, expectations, ethnicity, and economic level (Evans-Cowley 
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and Hollander 2010; Desouza and Bhagwatwar 2014; Vicente and Novo 2014; Pak 
et al. 2017).

The overrepresentation of the privileged parts of the (Western) society on crowd-
sourcing platforms is prominent and a major problem according to Bryson et al. 
(2013, p. 29). These particular users can be profiled as male, middle-aged, political 
techies, and sensitive to urban and neighborhood issues. Overrepresentation can 
potentially happen when exclusive groups produce more content, reports, ideas, and 
feedback, echoing the well-document exclusion issues in face-to-face civic plan-
ning practices; however, in crowdsourcing, this can happen on a far larger scale 
(Bryson et al. 2013).

These findings imply that crowdsourcing might increase inequality in terms of 
both representation and cause unjust socio-spatial effects (Pak et al. 2017). When 
used uncarefully, crowdsourcing techniques may unavoidably exacerbate socio-
spatial inequality in our cities. Therefore, it is of utmost importance for crowdsourc-
ing practices to make sure the concerns of disadvantaged groups (digital illiteracy, 
language hurdles, and immigrant origins) are representatively addressed. 
Communities where the majority of the population is immigrants and underedu-
cated, for example, are unable to adequately report concerns in their neighborhoods, 
putting them at danger of degradation, whereas well-educated high-income citizens 
profit from the crowdsourcing platform. This can lead to large socio-spatial dispari-
ties over time which serves against the democratic and egalitarian principles behind 
participatory planning (Pak et al. 2017).

�2010s Emergence of Critical Spatial Practice as an Alternative 
to Participation

In a critique on Jane Rendell’s approach (Gallo and Pellitteri 2018) to critical spatial 
practice limiting it to the expansion of the spatial to the artistic frontier, Miessen 
argues for the staging of a reorganized relationship, combining a re-thinking of 
existing disciplines with the production of a new body of recognizable work 
(Miessen 2017b). Critical spatial design aims to go beyond architecture as a physi-
cal construction and explore the construction of alternate realities, criticizing exist-
ing protocols, and generating new protocols for this venture “reflective practicum in 
designing” (Schön 1987). In parallel to this line of thought, Awan, Tatjana Schneider, 
and Jeremy Till (Awan et al. 2013) describe their three major criticisms toward the 
notion of “architectural.” The first argument condemns the architectural obsession 
with buildings and objects as its primary location. An object-oriented and a tempo-
ral regard to architecture neglects the occupation of the building, its temporality, and 
the relation to society and nature. This resonates with Manzini’s (2015) argument 
that design – in general – needs to be redefined as he notices a shift away from the 
tangible object toward services, experience design, and organizational structure.
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Breaking free from prevailing modes of urban-architectural design requires the 
establishment of a working practice exploiting the productive encounters between 
different disciplines (De Smet et al. 2019). While being about a network, our critical 
spatial practice represents itself as a networked practice.

This involves developing the participants’ capacity of reflecting-in-action and 
reflecting-on-action as a crossbencher and going off autopilot actions; in other 
words, instead of blindly following and repeating what is learned in the past, ques-
tioning the existing protocols within the field of architecture with the will to develop 
new critical practices is set-forth. The “crossbench practitioner” (Miessen 2017b) is 
describing “a participator who is not limited by existing protocols, and who enters 
the arena with the will to generate change.” This requires participants to get out of 
the comfortable boundaries of traditional expertise in architecture, toward the 
unknown, the intentional and skillful mastering of incompetence in the ocean of 
practices. Critical spatial practice in this context is a form of participatory action 
research. The participants combine their role of agent of change with one of 
researcher and therefore commit themselves to reflexivity, paying attention to the 
process of action and reflection as they unfold.

Critical spatial practice provides a testing ground for phenomena, methods, and 
tools as elements of a transdisciplinary framework. This is also the staging of a 
reorganized relationship, combining a re-thinking of existing disciplines with the 
production of a new body of recognizable work. At the same time, research and 
design consortiums have developed similar characteristics: new emerging alliances, 
defining new partnerships, focusing on new ways of transdisciplinary thinking and 
setting up new kinds of joint professional or academic projects.

�Benefits and Importance of Participation in Urban Planning

Community design engagement is about involving the citizens and the civic organi-
zations in the design of a project. It does not only consist of sharing information and 
telling people what is done and what is decided, but it has to be a two-way informa-
tion sharing (activity, task, process). In general, this process is about gathering citi-
zens’ and civic organizations’ preferences, viewpoints on what needs to be achieved, 
priorities, and significance and including them in the design process.

The importance of participation in the design process has been the subject of dif-
ferent research studies and is well established in the literature. Al-Kodmany (1999) 
recognized different benefits from participation, stating that participation gives a 
stronger sense of commitment and increases the users’ satisfaction regarding the 
design solution, by providing realistic expectations of outcomes (Al-Kodmany 1999).

Additional viewpoints enlarge the choices of possible design solution spaces and 
improve the value of the ultimate decision (Kelly and Van Vlaenderen 1995; Kelly 
2001). The more opinions collected during the process of design and while plan-
ning, the more probable the end product will address the concerns of the community 
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(Bamberger 1991). Sharing additional viewpoints and ideas leads to better facilita-
tion of actions and activities with a higher potential for generating ecological and 
sustainable solutions (Price and Mylius 1991).

Experts and decision-makers recognize that the community, using the designed 
and planned spaces, has a close link with this space, while they do not often have 
this relationship with the planned spaces. This close relationship provides knowl-
edge that should be considered leading to a better decision.

Participation is recognized to encourage the sense of responsibility and concern 
to solve the issues and problems in planning (White 1981). It also ensures that the 
requirements and needs of the community are being considered.

�Limitation and Issues of Participation

The limitations and issues of community participation in the design process has 
been also a subject of different research, and different authors criticized it. These 
limitations and issues must be considered whenever a design process project is to be 
implemented with a participatory approach. Obstacles that can be encountered with 
the participation may include: being time consuming, increasing the financial costs, 
no guarantee of successful result, professional superiority, uncertainty about the 
results of public involvement, lack of transparency, empowering specific partici-
pants, and the mistrust between the communities and experts (Cleaver 1999; Sanoff 
2000; Miessen 2017b; Mubita et al. 2017).

Many researchers claimed that community participation tends to be a time-
consuming process (Towers 1995; Irvin and Stansbury 2004). In the latest cited 
reference, the authors have recognized that in some circumstances, the community 
participation can be time-consuming and may be costly and ineffective (Irvin and 
Stansbury 2004). According to them, the community participation in the design 
process is more expensive than if done by a single expert. The implication of com-
munity in the design of a program became a frequent process and is now rarely 
questioned. However, Cleaver (Cleaver 1999) claimed that participation does not 
always lead to the requested solutions or result. Therefore, according to his research, 
there is no guarantee that the requested criteria of the community are considered in 
the final solution.

�Urban Planning Through Different Design Processes

Urban planning is defined in theory as a space focusing on physical geometries, 
association, and organization of different urban functions with the purpose to shape 
human activity (Carmona 2010). Urban planning addresses the development, 
design, exploitation, and use of land spaces for human activities purposes. It is also 
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related to social aspects with a purpose to improve human life at the social, cultural, 
and environmental levels (Sandercock 1997). As a terminology, the “Urban 
Structure” refers to the “pattern” or “arrangement” of the urban spaces considering 
streets, blocks, buildings, landscape, and open spaces (Llewelyn and David 2007). 
Mougthin defines urban planning as “the method by which man creates a built 
environment that fulfils his aspirations and represents his values” (Moughtin et al. 
2003). He also claims that the city is an “element of people’s spiritual and physical 
culture” and the “central to the study of urban design is man, his values and 
aspirations.”

The process used to build and conceive urban environments has an importance in 
providing viable and maintainable communities (Katz et al. 1994) and ensuring that 
the goals of the urban structure are satisfied. Multiple studies have discussed the 
design processes and action stages of urban design practices. Again, Moughtin et al. 
(2003) agreed that following a critical evaluation of alternative solutions, the 
decision-making processes in urban planning are not linear; according to him, they 
represent a progression loop between the multiple stages; therefore, they can be 
called iterative processes (Moughtin et al. 2003).

Different approaches for urban planning were proposed as well (Roberts and 
Greed 2001; Moughtin et al. 2003; Boyko et al. 2005; Dias et al. 2014; Carmona 
2015) focusing on the idea that urban planning is a sequential series of connected 
decisions. Each sequence has a description of actions and detailed level of deci-
sions. This sequence is detailed as “analysis, synthesis, appraisal, and decision.” 
The decision level is repeated for each design stage in this sequential series 
(Moughtin et al. 2003). Roberts and Greed (Roberts and Greed 2001) defined the 
urban planning process in four sequences; the process starts by defining and analyz-
ing the problem; it continues by conducting surveys and different analysis activi-
ties. Following these analyses, the planning team develops opportunities and ideas. 
In the later stage, strategies and options are assessed for the decision-making 
process.

After this review of urban planning traditional process, we can conclude that the 
main components and interventions in a traditional urban planning process are 
related to: (1) collection of needed information; (2) general study, identification of 
problems, and investigation of possible solutions; (3) development of solutions; and 
(4) decision-making and communication (Fig. 7.1).

Collection of 
information

• Surveys
• Site visit
• Analysis

General Study
• Problems

• Investigation
• Opportunities

• Possible solutions

Development of 
solutions

• Further development of 
solutions

• Analysis and iteration

Decision-making and 
communication

Fig. 7.1  Urban planning main design components
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�The Emergence of Computational Techniques in the Urban 
Planning Processes

Modern planning practices and theories encourage methods involving different 
actors in the urban planning process. The different stakeholders usually have a vari-
ety of objectives, values, and aims to accomplish (Mosadeghi et  al. 2015). The 
applications to quantify the objectives of the stakeholders have increased with dif-
ferent approaches based on computational procedures and techniques that allow 
handling varied data and inputs. In this direction, computer-based applications 
applied to urban planning started to emerge in the daily practice of professionals. In 
particular, a high increase in computer-aided parametric design applications han-
dling urban planning can be noticed.

�Parametric Design Modelling

Parametric design modelling was used, in several studies, as both a “generative 
tool” and a “control function” enbaling the creation of flexible geometries based on 
a set of input parameters defined in algorithmic formulas (Schumacher 2008; Daniel 
et al. 2011).

In these applications, many research groups suggested a parametric model to 
establish the plots and the building shapes with consideration to parameters related 
to density, proportion, and alignment. As for the control function, the design was 
assessed in relation to environmental features such as light, noise, wind, etc. With 
such approaches, the designers have a possibility to modify the urban structure and 
pattern, preserving the relationships between the different geometrical components 
and controlling the assessment of desired features.

Research coupling urban design with parametric design methods increased dur-
ing the past 20 years. These are including different techniques for optimizations and 
generations of urban spaces with different simulations and iterations. The research 
reported below arised from a search conducted in Google Scholar with keywords 
related to the association of parametric/urban planning and generative design/urban 
planning.

These applications deploy different technologies and methods to generate and 
produce urban spaces and urban structure patterns. They are based on powerful 
parametric and simulation capabilities or also on artificial intelligence capabilities 
to help designers in their urban design process.

In this context, computer-aided parametric tools provide a flexible and smart 
framework for the generation of urban composition. The generation of urban 
blocks is driven by associative and parametric approaches. These studies showed 
that there is a potential in applying computer-aided parametric design tools to the 
urban planning application. Some of the studies also showed a potential to 
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implement a participatory approach. It should be mentioned that these applications 
were in most cases based on presenting parametric applications as (Dongyoun 
et  al. 2011; Steiniger et  al. 2016; Schubert et  al. 2017; Chowdhury and 
Schnabel 2018):

	1.	 A communication tool to inform the end-users about the design solutions
	2.	 A controlling tool to control performance simulation of the solutions proposed
	3.	 A generative tool to allow the generation of urban blocks based on different input
	4.	 A tool or a methodology to capture the end-users’ preferences as input parame-

ters capable of influencing the design outcomes in few applications

The use of computer-aided parametric tools allowing a simulation and optimiza-
tion of design solutions enables a performance-driven design process. Important 
aspects in the participation through a performance-driven design process are the 
following:

	1.	 The need to have a clear and understandable interface as a common base for 
discussion and participation

	2.	 The need to identify the design stages where participation of end-users will 
make sense and will be beneficial

	3.	 The need to identify the methods and means of participation in the design process

Urban planning applications developed with computer-based parametric design 
tools, as already shown previously, are emerging in the practice of architects and 
urban planners (Cockey 1955; Schumacher 2008; Da Silva and Morim 2010; Saleh 
and Al-Hagla 2012; Muther and Halles 2015; Wang et al. 2015; Sabri et al. 2019). 
These applications are evolving and changing to answer different challenges related 
to urban planning. The functions of these applications vary from sharing informa-
tion on the selected environment to discussions between end-users and other con-
cerned stakeholders. The modalities of participation in urban planning remain 
complex to implement in the design process from different points of view, such as 
the time and cost. In the following sections, we explore these problems and identify 
ways to answer these issues.

�Toward Digital Twins of Cities

Among the latest computational trends, digital twins are gaining a strong interest. 
The paradigm enables the coupling of the smart cities approach to 3D urban visual-
izations and is being developed to tackle urban planning, urban management, the 
implementation of smart systems, and several other applications ranging from tech-
nological deployment in cities to the co-creation of citizen-centric services. Among 
a wide number of initiatives, some of those digital twins are already in the first 
stages of their actual operation, such as in Helsinki (Finland) (Ruohomaki et  al. 
2018), Barcelona (Spain), Amsterdam (Netherlands), and others. Interestingly, such 
initiatives rely either on public, private, or both investment models and provide a 
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wide range of data and applications, ranging from access to cities’ open datasets to 
high level of consultation with citizens. These cutting-edge technologies develop 
rapidly and serve the purposes of cities development, while encompassing various 
goals including sustainability and carbon neutrality, well-being, and health as well 
as inclusiveness or equity.

�Geodesign

The geodesign approach provides a multidisciplinary design framework and set of 
tools for exploring issues with a multi- and transdisciplinary view (Steinitz 2012). 
It consists of resolving the conflicts between the diverse points of views. This 
approach can be applied to different design planning processes and in particular in 
the urban planning application where it can be considered as a powerful tool to sup-
port the decision-making process when dealing with conflicts and issues. Carl 
Steinitz’s geodesign framework uses a series of questions which guide the different 
participants of different discipline through the process of design (Fig. 7.2).

Fig. 7.2  The series of questions to guide the participants through the process of geodesign. 
Courtesy Carl Steinitz (Steinitz 2012)
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�Key Indicators of Urban Planning Performance Enabled by 
the Computational Techniques

Those above-mentioned goals significantly adressed through urban planning proj-
ects as well as through the management and operation of urban areas require the 
capability to assess and benchmark the decisions made.

A variety of initiatives address this requirement, from various perspectives:

	(a)	 The planning of urban districts requires engineering-driven simulations to eval-
uate energy and water consumption, wind, solar gains, or even comfort.

	(b)	 The development of smart cities’ technology needs a careful monitoring of citi-
zens’ acceptance.

	(c)	 Overall, the environmental impacts of territorial development and policies 
claim for high-level models.

This section presents some initiatives that set the scene in terms of criteria cov-
ered in the design framework. In order to insure the well-being and comfort for the 
inhabitants, it is important to allow them to choose and prioritize their needs in 
terms of performance. When the inhabitants are inputing their needs and objectives, 
these needs have non-physical characteristics, which mean that the inhabitants are 
more concerned by the performance of the urban space rather than by its physical 
and geometrical properties. However, these objectives are driven as well by physical 
parameters of the built environments that define its environmental assessments.

�Environmental Evaluation of Urban Planning Projects

Urban planners are facing a growing demand for high performance projects in terms 
of control and reduction of environmental impacts. The environmental assessment 
evaluation in urban planning is time-consuming and usually based on ratios, as 
actual detailed values are lacking. Different variables and parameters need to be 
considered (e.g., land use, density, socioeconomic level, accessibility, transport, air 
quality, water quality, noise level, sunlight, radiation, shadow. Etc.). Many tools, 
shown later in this chapter, allow the experts and urban planners to handle the com-
plexity of the data to enable producing alternative solutions with a higher environ-
mental performance. Environmental evaluation of urban planning is now possible to 
conduct easily with the latest technologies and tools (sensing technologies, GIS, 
simulation tools, etc.). This helps in producing more accurate environmental evalu-
ation in complex urban planning situations and in consequence to produce better 
urban cities.
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�Resiliency and Environmental Impacts Evaluation of Cities and Territories

Comprehensive frameworks appeared in the last decade to support decision-making 
in relation with cities’ development. The EU Reference Framework for Sustainable 
Cities provides a set of 5 dimensions and 30 objectives “promoting a European 
vision of tomorrow’s cities.”1 It enables policy makers, professionals, and citizens in 
monitoring project development while crossing several dimensions, including spa-
tial, governance, social, economic, and environment.

Besides pure urban planning, a strong focus is put on the ability to monitor, ana-
lyze, and react to adverse event affecting urban systems. According to the Resilient 
Cities Network,2 “urban resilience [is] the capacity of a city’s systems, businesses, 
institutions, communities, and individuals to survive, adapt, and grow, no matter 
what chronic stresses and acute shocks they experience.” Among others, the City 
Resilience Framework3 is a “unique framework developed by Arup with support 
from the Rockefeller Foundation, based on extensive research in cities. It provides 
a lens to understand the complexity of cities and the drivers that contribute to their 
resilience.”

Also, the so-called Doughnut economics principles, defined by Kate Raworth 
(Raworth 2010), propose a doughnut-shaped visual framework [illustrating] a safe 
space between “planetary boundaries” and “social boundaries” in which “humanity 
can thrive.” Interestingly, this model enables applications beyond the scope of urban 
planning and even cities’ managements, providing the capability to upscale the 
approaches at territory or even national levels, encompassing a variety of goals 
(Fig. 7.3).

�Participation-Based Design Process Framework

To answer the gap between the actual applications used for urban design and the 
participation of end-users in the design process, the authors propose a conceptual 
framework reflecting the main steps of urban planning process and associated meth-
ods to engage the community in the process. The developed design process covers 
the different design stages of a traditional urban planning process and includes 
various levels of participation of the community/citizen/end-users and different 
stakeholders. The parametric capabilities integrated in the developed design process 
enable nonlinear interactions, loops, and modifications which help in creating more 
iterations and exploring more possibilities.

The framework is composed of three interactions covering different design 
stages of urban planning traditional process. This framework is supported by 

1 http://rfsc.eu/european-framework/
2 https://resilientcitiesnetwork.org/what-is-resilience/
3 https://www.rockefellerfoundation.org/report/city-resilience-framework/
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different devices and tools which are associated with various levels of participation. 
This conceptual framework is characterized by recommendations of the visualiza-
tion to enable a better understanding of the design project.

�First Interaction: Problem Formulation and Objectives Setting

This interaction covers the stages of the urban planning where the objectives includ-
ing the physical and non-physical criterions are set. In this interaction, the rank of 
the criteria is defined including distinctive features in terms of priorities and needs 
with the citizens. The criteria needed to explore the suitability of the selected land 
are defined to help in the site’s actual conditions’ identification based on previous 
studies and comprehension of the constraints. These studies and analysis should be 

Fig. 7.3  Doughnut model. (Source: Oxfam; Sayers and Trebeck 2015)
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based on collected data related to the site or simulations based on different simula-
tion tools. The ranking of objectives can be obtained by conducting different sur-
veys or by a direct participation of participants in the design process (Fig. 7.4).

At the end of this interaction, a decision-making process should be conducted to 
pass to next steps of the framework. The steps of this interaction are the following.

�Step 1: Selecting the Site, Establishing the Current, and Actual Conditions 
of the Site

This step consists of the selection and identification of the potential of a selected 
site. It considers the selection of the site and the gathering of related information 
which can be performed based on the actual data gathered or different simulations 
using computer-aided parametric design tools.

�Step 2: Defining Land Constraints and Establishing Criteria 
for the Suitability of the Land Use

In this step, experts can perform the analysis of the site according to distinctive 
features and criteria (noise simulation, daylight simulation, proximity, mobility 
simulation, etc.). This will help in creating a diagnostic of the actual conditions of 
the site which will be considered in the generation of the different alternatives.

Interaction 1

Problem
formulation 

And
Objectives 

setting

Type of possible participation

Mean of participation

Delegation, Consulation

Tangible table, Projection screen

Input

Depending on the 
objectives, experts 
will fix the input 
parameters and 
constraints.

03

Human
related

Setting
objectives

Setting priority
objectives. They
can be related to 
physical and non-
physical factors

02
Problem
formulation01

Participants Representors, Users (surveys) Representors, Users (surveys)

Delegation, Consulation

Tangible table, Projection screen,

No participation in this step

-

-

Format of information

Setting problems
to be solved in 
the design 
process

Graphical and numerical Graphical participative interface Modelling interfaces

Fig. 7.4  First interaction of the framework
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�Step 3: Setting and Ranking Objectives and Values

Setting priority objectives with end-users, inhabitants, and experts is conducted in 
this step of the first interaction. Objectives should be adapted to the local needs and 
grounded to each situation. They can be related to energy, well-being, mobility and 
other performance indicators, proximity, and area needed. Citizens and end-users 
can also translate the objectives with different weights of importance according to 
their evaluation and preferences. In this step, citizens can rank the objectives based 
on their preferences. Ranking the objectives can also be done by surveys (indirect 
participation).

�Second Interaction: Dependencies 
and Requirements Generation

This interaction corresponds to the exploration of the suitability use for the selected 
site. Indeed suitability analysis is a logic methodology to analyze the score of fitting 
features. In our case, the suitability analysis is performed to define the relation 
between the urban functions to distribute in the site and the features of the site based 
on fuzzy logic. The end-users can explore in this step, the site criteria and suitability 
use. A methodology is defined based on algorithmic formulas where the end-users 
will be exploring the suitability impact of the requirements. After the exploration, 
and since urban planning is typically concerned with assembling, organizing, and 
locating activities and land-use in the space, the end-users can explore the organi-
gram of the different functions and the suitability of the organizations. The steps in 
this interaction are the following (Fig. 7.5).

�Step 4: Site Criteria Diagnostic Communication

This step will focus on the requirements of the program function for the site. We 
invite in this step the end-users and delegation to discover the diagnostic of the site 
according to the criteria that have been set previously. The main objective of this 
step is to communicate the results of these criteria to make the analysis more under-
standable to the end-users. End-users can discover the diagnostic related to the cri-
teria such as the daylight, the proximity of some crucial point, distance from noise, 
and distance from pollution sources.
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�Step 5: Site Exploration and Recommendation of Suitability Land Use

After the diagnosis of the site, and since we mentioned previously that we encour-
age a better communication and exploration process for urban planning rather than 
an optimized process, this part focuses on the exploration of the suitable land use 
according to the criteria. The main objective is to communicate and exchange 
between the different participants. The system will be generating recommendations 
and percentage of fulfilment of each land use in the selected site.

�Step 6: Site Allocation and Recommendation of Fulfilment for Functions

This part will identify the organigram and distribution of the suitable land use in the 
selected site. Recommendations will also be made by the system to ensure that the 
criteria needed as required by the end-users are still respected. Participation of the 
citizens is particularly important in this stage and will be enabled through multiple 
devices, tools, and surveys.

Diagnostic

04
Experts to prepare the 
diagnostic of the project 
to enable a more 
understanding of the 
project according to 
different indicators

Dependencies
and 

requirements
generation

Exploration

05
This part allows the 
users to explore 
possibilities, ideas
and concepts with a 
simultanious
assessement.

06
Organigram

After the exploration 
of the different 
indicators, the spatial 
configuration will be 
assessed. 

Delegation

Tangible table

Representors

Information, delegation Delegation, information

Tangible table Tangible tables, screens

Representors, Users Representors

Mean of participation

Participants

Format of information

Type of possible participation

Graphical dashboards, maps Graphical dashboards Maps, statistics

Interaction 2

Fig. 7.5  Second interaction of the framework
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�Third Interaction

This interaction is related to the generation of the urban pattern and buildings’ 3D 
geometry typology. An optimization of the building typology is addressed in this 
interaction in order to experiment different solutions and alternatives. This interac-
tion enables end-users to explore different types of urban patterns and urban 3D 
geometry generation. The steps in this interaction are here reported in Fig. 7.6.

�Step 7: Urban Structure Pattern

Urban structure is the underlying geometry of city form. This step defines the use 
pattern in the designing of the street networks and layouts. The professionals based 
on the input set in the two first interactions define this entry. Recommendations are 
based on cultural and other predefined parameters.

�Step 8: Urban Typology

This step will focus on the typology and form of the building envelope. Different 
design strategies are developed to enable the creation of the 3D envelope. This step 
considers different criteria, objectives and constraints. The parameters responsible 
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Fig. 7.6  Third interaction of the framework
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for the 3D generation are the maximum height and depth of the building, central 
court, type of the building generation and number of floors.

�Step 9: Urban 3D Generation and Exploration

For each iteration of the design, end-users can analyze the performance indicators 
and compare between different iterations. In this interaction, the participation is 
enabled by giving the opportunity to understand and accept the solutions proposed. 
In this step, the generation and optimization of the 3D typologies is based on the 
requirements set by the end-users and the constraints defined by the experts (steps 
1, 2, and 3 from the design framework).

�Computer-Based Parametric Tools for Urban Planning

For urban planning to be effective, it is essential to approach it with a strategic lens, 
in order to clearly set goals, measure progress, and define and execute steps of a 
project. In this regard, a variety of urban planning software tools are designed to 
align the planning strategy with progress and support experts in the process of com-
municating, designing, simulating, analyzing trackable aspects of planning, and 
reporting.

In this chapter, a deliberate focus is put on the parametric computer-based sys-
tems, allowing for the search of solutions instead of drawing and/or simulating it.

To understand the strengths and weaknesses of these software systems, a descrip-
tive and qualitative review of the main existing urban planning software tools is 
needed. This section addresses the requirements that such systems should meet; 
gives an overview of the four main existing groups of urban planning software tools, 
communication tools, designing tools, performance simulation tools, and data anal-
ysis tools; and details the devices that can be used to strenghten engagement and 
participation.

�Requirements for Urban Planning Participatory 
Parametric Tools

�Flexibility

The flexibility in the computer-aided parametric tools can potentially facilitate 
exploring different design strategies and different variations in the design solutions. 
A flexible design process helps in reducing the top-down design approach, and it 
can be enabled by giving the possibility to the end-users to set their inputs and com-
pare different solutions through a participative process. The degree of the flexibility 
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to modify and explore different design solution is defined by a certain range for the 
value of the input parameters. These values should be defined in advance depending 
on their types.

�Easiness to Use and Visualization

From the perspective of the experience of the designed project, the visual explora-
tion in a computer-aided parametric tool should be easy. Hence, the creation of this 
model can be difficult especially when dealing with complex geometries. Modelers 
should deliver parametric models in which users only need to manually move slid-
ers to perform variation on the design or proceed to an automatic generation of 
design solutions.

Moreover, the results (geometries and associated simulations) should be pre-
sented in a way that is understandable for non-experts. The numerical values and 
results of the simulations should be meaningful for them so they can foresee the 
evaluations and impacts that are presented. To achieve it, software solutions might:

	1.	 Present a comparative assessment of the different design solutions and their 
performance.

	2.	 Translate the simulation values into more visual understandable indicators with 
a color range to indicate if the values are acceptable of not.

	3.	 Present the simulation results with graphical icons and representations giving 
more meaningful understanding of the features of indicators being simulated.

�Input and Shared Knowledge

Making the participation accessible in different design scenarios implies:

	1.	 Collecting and understanding the needs and requirements of a group of end-
users. These needs can be collected and explored with different devices; these 
devices enable the end-users to input their requirements and preferences. These 
tools should not only facilitate the experts to collect the end-users requirements 
but also integrate these requirements in the design solutions proposed.

	2.	 Creating a shared information and knowledge between different actors to create 
a transparent design process by allowing the exchange of information and knowl-
edge between experts and end-users in both directions.

�Other Architectural Considerations

Deploying such tools on projects obviously faces more usual constraints associated 
with BIM and GIS tools. Indeed, besides being available, the datasets must comply 
with requirements associated with the purpose of their usage. In particular, urban 
planning requires territorial data that can either be public (e.g., cadastral GIS, often 
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providing open data), private (information on properties and land use, energy con-
sumptions), or even data owned by public administrations but not disclosed (e.g., 
technical services).

It might be mentioned that such systems should rely on various sets of siloed 
data, thus requiring decentralized system architectures, and offer services via API 
interfaces connecting the underpinning systems. Moreover, relying on data stan-
dards is proven to facilitate this kind of architectures, especially when deployed 
ad-hoc for a given project. In relation with urban planning, CityGML (cities) and 
IFC (buildings) standards are applicable.

�Existing Software Tools for Urban Planning

More and more systems are available on the market to support urban planning initia-
tives. This section attempts to describe those software tools developed and accessi-
ble in the market. The methodology underpinning this review includes a classification 
of the main existing software tools in the market, conduct of interviews with rele-
vant stakeholders, and organization of an interactive online seminar to further pres-
ent and assess the results achieved (Fig. 7.7).

As part of this process, identified tools were classified into four main groups, 
namely, (1) communication tools, (2) designing tools, (3) performance simulation 
tools, and (4) data analysis tools. A given tool can belong to several of these groups.

�Communication Tools

Guiding an urban development within a new or existing community while consider-
ing public and environmental welfare is among the main responsibilities of experts 
active in planning fields. Convenience, efficiency, equitability, and sustainability are 

Fig. 7.7  Classification of the tools’ positioning (type of consultation/stage of consultation)
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among factors that promote longevity and reduce the risk of disasters in a certain 
urban context. With urban planning software tools focused on communication 
among stakeholders, co-design, co-creation, and co-working methods are gaining 
momentum, resulting in creative approaches that consider broader design aspects 
from various perspectives. The objectives of these growing communication-based 
civic engagement/data platforms used in the public planning process revolve around 
connecting, engaging, reminding, and inspiring stakeholders via different methods 
while building trust by collaborating across teams and inviting public feedback. 
Collaborating with citizens, to better understand their preferences and aspirations, 
sustaining engagement by organizing events, distributing follow-up surveys, and 
raising awareness all address the unified goal of finding out what a place and its 
people can tell us.

Communication software tools within urban planning have the power to trans-
form how planning and real estate teams connect with the community by empower-
ing citizens to share feedback with the help of such tools. These two-way 
conversations are divided into four steps.

	1.	 Idea collection: gathering suggestions per theme in a certain urban context and 
starting a discussion from there. Aggregating different information in an entire 
environment and answering the question of – “what happens if you build here? 
What will the impact be?”

	2.	 Comments and votes: letting citizens react by voting for launched discussions 
and commenting on the ideas.

	3.	 Surveys and Polls: collecting the feedback of citizens on a list of defined 
questions.

	4.	 Scenario planning: offering citizens the opportunity to pick between several 
options that are aligned with the policies of the neighborhood to be further stud-
ied and implemented.

�Designing Tools

Urban planning software tools operating within the physical design process steps 
are primarily used to build initial sketches and masses of building forms within an 
urban environment (e.g., Archistar and Spacemaker in Fig. 7.7). The output of these 
tools will eventually operate as the foundation of final products such as three-
dimensional models, technical details (quantities, drawing sheets, and construction 
details), presentations, and walkthroughs. Along with the analytical and design 
skills and experiences of experts, these tools assist the planners in assigning differ-
ent land uses and calculating urban control indicators such as floor area ratio or the 
required number of parking lots.

One of the advantages of using designing and modeling is the fast-learning curve 
and their wide compatibility with other software tools. This group of tools is bun-
dled with additional software or plugins which serve different goals such as enhanc-
ing the quality of final product layout, interactive presentations, and real-time 
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visualization and animation software. Furthermore, their compatibility with report 
creating and plan to graphics converting tools provide advanced design modeling 
potentials.

�Performance Simulation Tools

Another important software tool group in urban planning is performance simula-
tion. Performance simulation is widely implemented in automotive, aerospace, and 
multiple other industries. However, its adoption in urban planning and construction 
has been limited compared to the other fields, due to the lack of affordable tools, as 
well as the specialized knowledge required to successfully use simulation. It is 
important, however, to emphasize the emergence of cloud-based tools and their 
strength in reducing such barriers. Fluid flow simulation and finite element analysis 
hold great promise for the architecture, engineering, and construction (AEC) indus-
try, giving architects, planners, and engineers the ability to predict, optimize, and 
plan the performance of buildings in the early stages of the design process both 
independently and within an urban neighborhood.

Efforts to make simulation affordable and accessible for everyone are turning 
this technology into a no longer impossible task for urban planners. Online plat-
forms specifically designed for performance simulation and analysis of neighbor-
hoods make simulation widely accessible for planners and users. Below are 
examples of types of analysis that urban planners can achieve with the assistance of 
performance simulations.

	1.	 Simulate the application of urban policies: urban policies, such as densification 
(infill) or urban expansion (landfill), transportation systems, reforestation, risk 
mitigation, energy and water efficiency measures, and construction of new urban 
services such as schools, hospitals, parks, and other civic spaces can be simu-
lated and measured by the assistance of performance simulation tools focused on 
policies and their impacts. Such tools identify which policies will help urban 
areas in reaching their goals, by applying different indicators, including water, 
energy and land consumption, infrastructure and municipal services costs, inter-
section and population density, greenhouse gases emissions, green areas per 
capita, proximity to job opportunities, and urban amenities. Results are orga-
nized in sets of presentable scenarios for further data-driven analytics.

	2.	 Optimize thermal comfort: air velocity, temperature, and humidity can be accu-
rately predicted and analyzed with the help of wind flow analysis streamlines 
and fluid flow simulations, allowing architects, planners, and engineers to visual-
ize the airflow and evaluate temperature gradients, air distribution, or veloc-
ity plots.

	3.	 Organizational performance simulation: Combination of design experience with 
digital technologies forecasts the social, economic, and environmental impacts 
of development within an urban context. Such simulations result in urban plan-
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ning and design strategies that deliver sustainable spatial, land use, and transport 
networks based on land value modeling and organizational performances.

	4.	 Decision support for urban energy simulation: Such simulations indicate the 
energy demand of a neighborhood, respecting the occupants’ behavior and 
accounting for a range of commonly used heating, ventilation, and air condition-
ing systems. Determining the energy supplies issued from renewable sources, 
including the radiation exchange, is driven by a specific urban context generated 
by a range of commonly used energy conversion systems.

�Data Analysis Tools

Mostly accessible as open platforms, data analysis tools are used by planning pro-
fessionals and experts active in data science domains. Statistical analysis on geopro-
cessing models enables users to test and predict the behavior of an urban environment 
and solve complex scenario problems subjected to different conditions. Such tools 
use scalable numerical methods that can calculate mathematical expressions despite 
complex loading, geometries, and material properties.

Population movement, transport modeling based on data science, and big data 
within an urban context have the potential to present a flexible and transparent 
approach to enable stakeholders to exploit the potentials of urban networks. Below 
are examples of areas that data analysis tools are used to increase the resilience and 
adaptability of infrastructure.

	1.	 Built environment: Assess existing conditions and land use down to the parcel 
level with urban, environmental, and mobility data.

	2.	 Community resilience: Analyze and intersect vulnerabilities and policy interven-
tions at the city or neighborhood level.

	3.	 Climate and hazard risk: Evaluate the impacts of climate change and natural 
hazards on urban contexts and infrastructure.

�Devices Enabling Participation

�Tangible Devices

The applications based on tangible user interface (TUI) require a specific input out-
put device called a tangible table-top device. It is accompanied by a minimization 
of interactive diversities reduced to the components such as the screen and interac-
tion to what can be achieved with a mouse or keyboard (Ishii 2007). According to 
Ullmer and Ishii (Ishii and Ullmer 1997), tangible interfaces contribute in giving a 
physical and virtual form to digital information while using physical artefacts to 
control the “computational media” (Fig. 7.8). An early example of a TUI from the 
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1990s is the metaDESK (Fig. 7.9) in which the user could interact with a map of the 
MIT campus.

This technology provides a collaborative environment enabling the visualization 
of the data on a table-top. Adding physical shapes to the displayed information and 
to the controllers (sliders, inputs, etc.) enhances the human ability to identify the 
solutions and to control the related objects (Rodrigues et al. 2012). Digital environ-
ments such as tangible table-top combined with physical objects are important tools 
to improve a transparent design process (Ishii and Ullmer 1997). Tangible table-top 
systems can be foreseen as a participatory technology that helps to increase the 

Fig. 7.8  From GUI to tangible user interfaces (Ishii and Ullmer 1997)

Fig. 7.9  MetaDESK (Ishii and Ullmer 1997)
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engagement of end-users and community in urban planning (Maquil et al. 2008; 
Wagner et al. 2009).

�Augmented and Virtual Reality

In architecture, 2D and 3D modelling tools now complement traditional paper 
sketches, drawing, and physical models. In addition to this, CAD tools allow the 
simulations of architectural projects. Virtual and augmented reality are considered a 
technique that is used to explore architectural projects. Virtual and augmented real-
ity demonstrated a way to merge physical and digital artefacts by using virtual pro-
jection. Augmented and virtual reality started to appear in the architecture, 
engineering, and construction industry (Ben-Joseph et al. 2001; Morton 2001; Shen 
et al. 2002; Rodrigues et al. 2012; Danker and Jones 2014; Figen Gül and Halıcı 
2015). Their main purpose of virtual and augmented reality is limited to improving 
the visualization of 3D models.

Nowadays, the urban designers and planners are also experimenting several 
innovative solutions for city and urban environmental visualization in virtual or 
augmented reality (Ben-Joseph et al. 2001; Hanzl 2007; Kaftan et al. 2011; Cirulis 
and Brigis 2013; Chowdhury and Schnabel 2018; Gun et al. 2020). These solutions 
are providing urban visualization allowing merging real cities with virtual three-
dimensional (3D) buildings, with the objective to improve the immersion into urban 
planning solutions (Cirulis and Brigis 2013). From this perspective, a research proj-
ect has demonstrated that virtual reality (VR), when properly used, allows a mean-
ingful participation of the community or end-users (Gordon and Koo 2008). Other 
benefits for the application of VR and AR in urban planning were related to the time 
saved in the design process and the presentation of realistic solutions (Shen et al. 
2002). These research studies showed the potential of computer-aided parametric 
tools when coupled with other tools and devices (Unity3D, ESRI CityEngine, tan-
gible interface, etc.) to help experts in the decision-making of urban development 
with limited or a low-level focus on participatory approaches. The participation 
remains in these cases limited to information or consultation levels. However, 
despite the visualization function provided by these technologies, the main issue is 
to find how to use augmented reality to allow participation in the urban process.

�Conclusion

In this chapter we have traced the evolution of participation approaches and tools in 
urban planning and how these aim to address key planning performance indicators 
at different planning stages. Based on this, we elaborated on different types of tools 
for civic engagement in urban planning: physical planning tools, physical/civic 
engagement tools, civic scenario planner tools, and data analysis methods. Major 
gaps have been identified among these tools, as well as the necessity to bridge them. 
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Building on this discussion, a framework for participative performance-driven 
urban planning is introduced, as an innovative method that aims to explore novel 
forms of citizen involvement within urban planning activities. The results of a 
benchmark of a wide range of tools using types and stages of consultation and the 
KPIs they address are then presented. This study revealed the degree to which the 
digital tools create an inclusive environment to exchange and implement urban 
planning-related ideas and the extent to which they could lead to an integrated and 
coherent engaging method for citizen engagement.

The framework starts first with identification of the key components to be 
included in terms of (1) the design process, (2) the participatory interactions to be 
implemented in the design process, and (3) the devices and tools to allow the partici-
pation. The framework presented in this chapter addresses the need to develop 
methods and tools to support the performance-driven design process with different 
levels of participation and end-users’ feedback to be integrated in the decision-
making processes for urban planning. The review of the existing tools supporting 
the urban planning have identified a gap between the participatory approach and the 
urban planning. The existing tools and platforms for urban planning are encourag-
ing a top down design process and only allowing a lower level of participation. The 
modalities of participation used in architectural practice were mapped with the lad-
der of participation of Arnstein (1969). In Fig. 7.10, we show the possible modali-
ties of participation used in architectural project with a map to the level of 
participation allowed by these modalities.

The developed framework should be considered as critical tool aiming to enhance 
civic engagement in urban planning processes.

This framework aims to break free from prevailing participation going off the 
top-down and autopilot process. It presents a theoretical and technological 
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Fig. 7.10  A ladder of participation for performance-driven design. (Adapted from Arnstein (1969))
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framework for including end-users’ feedback and criteria in the urban planning pro-
cess while also enabling the integration of social criteria, where the end-users are 
able to input, adjust, and define their own preferences and requirements in a partici-
pative approach.

This framework is a digital shift from a traditional design process to an experi-
ence design where the use of different participatory devices allows a better under-
standing of the design solutions which also keeps a transparent relation between the 
input and the solutions.

Another aspect enabled by the framework is the creation of a meta-design as a 
focused “solution space” and iterations that satisfy the needs and requirements of 
the end-users. The benefit of meta-design model is in the ability given for the 
designers to accommodate changes and modifications in the design that can be 
asked by the end-users with less time and effort and a guarantee that the require-
ments are still considered in the iterations. Another benefit of the meta-design model 
is the ability given to the end-users to assess, investigate, and compare between 
different iterations for the design solutions.
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Chapter 8
Making Opportunities for Developing 
Smart Cities Using Artificial Intelligence

Mimica Milošević, Dušan Milošević, and Ana Stanojević

Abstract  Smart Cities are one of the non-exclusive layers of modern social policy, 
circular economy, and urban development and the subject of contemporary society 
and scientific researchers. The significant lifestyle changes have invoked us to think 
to build more sustainable and Smart Cities, the ones able to withstand the rapid 
evolution of our surroundings. This chapter aims to explore key indicators as the 
opportunities for the development of Smart Cities in a pandemic COVID-19 using 
artificial intelligence. It provides a theoretical overview of scientific insights into the 
development and application of the Smart City concept, listing possible obstacles. 
In the identification of key indicators that are important prerequisites for the devel-
opment of a Smart City, multi-criteria decision-making (MCDM) were applied: 
analytic hierarchy process (AHP), triangular fuzzy analytic hierarchy process 
(FAHP), triangular interval type-2 fuzzy sets (IT2FS), trapezoidal FAHP, and trap-
ezoidal IT2FS as methods of fuzzy logic. Based on six groups of the criterion, and 
a large number of sub-criteria, the dominant indicators were singled out as the 
development of the legislative and strategic framework of the Smart City platform 
and its application in the COVID-19 pandemic circumstances, as well as the stan-
dardization of ICT and ICT management. The presented model could help in the 
policy-making process as the starting point of discussion between stakeholders, as 
well as citizens in the final decision of adoption measures and best-evaluated 
options.
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�Introduction

Although the centers of culture, science, and education, cities are increasingly men-
tioned in a negative context compared to rural areas. They are in the public focus, 
primarily due to the problems that accompany urban environments – from being the 
biggest environment polluters to being the biggest energy consumers (Moser et al. 
2014). The increased needs of contemporary man in the context of comfort, high 
standard of living, and financial security have significantly contributed to the con-
centration of population in cities, shifting from rural to urban areas, but also attract-
ing migration to economically developed areas, even outside the borders of the 
country where people used to live. The consequences caused by the continuous 
urbanization process, neglect of care for the surroundings, and irrational consump-
tion of resources, some of which endanger the quality of the environment, are just 
some of the problems that urban areas face (Wang et al. 2020). Rigorous lifestyle 
changes have prompted us to consider innovative ways in creating a more sustain-
able society, able to withstand the rapid development of our environment. Qualitative 
management based on sustainable strategies, accountability, transparency, citizen 
participation, and reducing emissions, energy efficiency, waste management, and 
mobility are significant factors in ensuring sustainable progress (Salvioni and 
Almici 2020).

The Smart City concept is one step toward it. Smart Cities are a subject of con-
temporary society and scientific researchers since they have become one of the non-
exclusive layers in modern social policy conducting, circular economy, and urban 
development. The Fourth Industrial Revolution and digitalization are a prerequisite 
for all planned activities in the managing framework of urban environments, their 
sectors, and infrastructure. In the search for solutions that will accelerate the moni-
toring of urban processes, improve infrastructure systems, and simplify daily activi-
ties, information-communicative technologies (ICT) are becoming an important 
tool in creating future technical patents and smart grids (Monzon 2015).

The planet has become a global market in which countries compete in innovation 
and sustainability of created technological products, personnel expertise, scientific 
achievements, and strong companies. The Smart City model varies from country to 
country, depending on the different political, social, and economic factors. While 
developed countries are proud of inventions that use sensors and artificial intelli-
gence, require almost no manual human control, and make extensive use of avail-
able resources, many developing countries are still nowhere near strategies that 
accurately implement the Smart City concept in future urban development.

The whole world is currently actively committed to the fight against the pan-
demic caused by the COVID-19 virus, and this disorder temporarily reduces devel-
opment plans in creating smart environments. Simultaneously, the pandemic is 
increasingly fostering reflections on developing existing digital infrastructure more 
innovatively and the search for smart solutions that will help, both in the long-term 
way to eliminate the virus and in the short-term when it comes to treating patients. 
The pandemic has shifted boundaries in the way we think about sustainable future 
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development and has significantly changed priorities in creating sustainable living 
environments.

This chapter examines the opportunities for developing Smart Cities using artifi-
cial intelligence. It provides a theoretical overview of current scientific insights on 
the development and implementation of the Smart City concept, providing a discus-
sion of possible barriers. The research tries to identify crucial indicators as signifi-
cant prerequisites for Smart City development using multi-criteria analysis. Given 
the complexity of the problem we are investigating and its multidimensionality, we 
opted for the application of the AHP method, triangular FAHP, triangular IT2FS, 
trapezoidal FAHP, and trapezoidal IT2FS as the methods of fuzzy logic.

The chapter is structured as follows. In the next section, the Smart City concept 
from idea to reality, defining indicators for the formation of Smart City, is presented. 
The third section gives the relation between Smart City and artificial intelligence. 
The fourth section assesses new COVID challenges for urban areas and COVID as 
a catalyst for Smart Cities. The fifth chapter deals with the methodology of fuzzy 
numbers and analysis, a tool of artificial intelligence in the selection of key indica-
tors. The sixth chapter gives numerical results, and the seventh contains discussion 
and recommendations. The conclusion is in the last section.

�Smart City Concept: From Idea to Reality

In response to the growing challenges of urbanization, the Smart City movement 
connects urban theories with new scientific and technological achievements, offer-
ing solutions to contemporary urban problems. Developed in the 1990s in the USA, 
the concept was first mentioned in the context of “growing cities in a smart way” 
and promoting the “compact city” model to prevent agglomeration growth of urban 
spaces and develop an awareness of environmental issues (Wey and Hsu 2014). In 
that sense, experts dealing with urban planning have recognized important indica-
tors in creating new and remodeling existing urban areas, which are still considered 
the main postulates of urban development (Kotharkar et  al. 2014; Al-Shouk and 
Al-Khfaji 2018):

•	 The formation of mixed-use urban centers
•	 Differentiating motor traffic from a pedestrian in a narrow city ​​center and other 

public areas promoting pedestrian movement and the use of bicycles as a means 
of transport, promoting healthy living and reducing emissions

•	 Socioeconomic diversity of the population with planning that offers all social 
classes the same urban conditions and facilities, without the possibility of 
gentrification

•	 Efficient use of all resources.

Linking the epithet “smart” to the city, as the core from which sustainability must 
be drawn, happened in 1994 (Dameri and Cocchia 2013). Since the EU started using 
the “smart” label in 2010 to qualify sustainable urban development projects, the 
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concept has moved to a wider application (Susantia et al. 2016). “Smart” devices, 
applications, roads, phones, lights, and buildings have become part of our everyday 
life. Internet search has completely suppressed the importance of libraries as institu-
tions (Koca-Baltić and Momčilović-Petronijević 2020), sensors built into phones 
inform us about weather-meteorological conditions, applications for free parking 
space, the arrival time of public transport, and traffic route that is less loaded (Park 
et al. 2018).

Technological development has pushed the boundaries when thinking about 
smart sustainable cities. Innovative solutions have become a tool to gather the infor-
mation that would help detect current urban problems. Besides, they can be a suc-
cessful tool to improve urban sectors and infrastructure. With the notion of a Smart 
City, artificial intelligence has developed to justify the innovative solutions, reached 
with the creativity and knowledge of man, but also with the application of devices 
and robotics (Voda and Radu 2019). Smart City has materialized in the film industry 
and seen through the automatization, the application of aircraft, and the replacement 
of humans with robotic power.

The interpretation of a Smart City in the literature is different – from represent-
ing entities completely dependent on modern technologies to a form of sustain-
able city that has a clearly defined planning strategy, quality management, good 
communication between government and citizens, and the “intelligent” way for 
self-improvement and resilience (Stratigea 2012; Milošević et al. 2021a). There is 
no precise definition of a Smart City. According to Hall (Mosannenzade and 
Vettorato 2014), “a city that monitors and integrates conditions of all of its critical 
infrastructure, including roads, bridges, tunnels, rail, subways, airports, seaports, 
communications, water, power, even major buildings, can better optimize its 
resources, plan its preventive maintenance activities, and monitor security aspects 
while maximizing services to its citizens” can be considered as the smart one. 
Generally accepted (Li et al. 2019), “the city can be considered as smart when 
investments in human and social capital, and traditional (transport) and modern 
(ICT) communication infrastructure fuel sustainable economic growth and high 
quality of life, with a wise management of natural resources through participatory 
governance.”

According to different authors and studies, a Smart City represents:

•	 A global movement developed parallel with the Fourth Industrial Revolution and 
reflected largely in the scientific field of urbanism and spatial planning 
(Bibri 2019).

•	 A city, usually of medium size (100–500 k inhabitants) (Lazaroiu and Roscia 
2012), created by various actors: government, public-private partnership, inves-
tors, IT and other types of companies, and scientists but also the citizens 
themselves.

•	 A sustainable system that improves the quality of life in the city, urban water, 
energy, transport, construction, and infrastructure management sectors (Talari 
et al. 2017).

M. Milošević et al.



151

•	 A product of the Internet of Things (IoT) platform, which uses big data, artificial 
intelligence platforms, sensors, and applications to improve existing urban envi-
ronments (Yadav et al. 2019).

•	 Livable urban area, with a high degree of resistance to current changes (Milošević 
et al. 2019). Technological innovations within the development of a Smart City 
in different segments of everyday life can be systematized as follows (Milošević 
et al. 2020a; Milošević et al. 2017; Milošević et al. 2021b):

•	 Technological innovations in education – the creation of online educational plat-
forms for distance learning, digital book and lecture formats, online knowledge 
testing.

•	 Technological innovations in healthcare – the creation of an integrated informa-
tion system, development of telemedicine, providing medical care online, moni-
toring the patient’s condition using GPS bracelets.

•	 Technological innovations in housing – construction of “smart” homes, applica-
tion of “smart” energy-saving devices, kinetic furniture, control of heating, cool-
ing, air conditioning systems using sensors.

•	 Technological innovations in mobility  – GPS applications for tracking traffic 
jams, available parking spaces, and public transport, automated starting of motor 
vehicles, “smart” transport logistics, and “smart” services.

•	 Technological innovations in architecture  – digitization of cultural heritage, 
application of augmented reality software to investigate the characteristics of 
monuments that were previously demolished, application of modern software for 
detection of endangering the stability of existing structures, application of GIS 
and BIM systems for preserving and restoring architectural heritage in 
urban areas.

•	 Technological innovations for environmental monitoring – monitoring of water 
and energy consumption, innovative systems for the conversion of one form of 
energy into another.

•	 Technological innovations in culture and tourism – virtual sightseeing, digital 
presentation of the tourist offer.

•	 Technological innovations in governing – e-government and e-portals for com-
munication with citizens, digital public administration, and services. The devel-
opment strategy is a precondition for transforming the existing city into a “smart” 
one. In creating a platform for Smart City development and finding new oppor-
tunities to overcome barriers, there are different levels at which “smart” solutions 
can be implemented. Degree from general to more specific is proposed, starting 
from the development of the real estate, through the development of basic infra-
structure, to improving life services and lifestyle.

Levels represent an attempt to introduce a hierarchical approach to the develop-
ment of a Smart City concept as follows (Milošević et al. 2019):

•	 Development of real estate – includes implementation of spatial and urban plan-
ning, considers the needs of citizens, geolocation plans, and urban development 
of the city in terms of basic needs for accommodation and life.
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•	 Development of basic infrastructure – the task is to develop the infrastructure for 
contemporary life and business, electricity, water, CT infrastructure, gas, sewer-
age, and road network.

•	 Development of “smart” infrastructure – the task is to add sensor systems and 
ICT, so the original infrastructure is transformed into a “smart” infrastructure 
that is capable to collect and analyze all the data for higher levels of management.

•	 Improving life service – development of classic and “smart” infrastructure and 
opportunities that can provide advanced services for citizens and organizations 
in the urban area.

•	 Improving lifestyle – a high standard of living provides low levels of pollution, 
acceptable economic costs, and higher living needs, as well as meeting individ-
ual needs with lifestyle, art, and culture

�Defining Indicators for the Formation of Smart City

According to Griffing (Giffinger et al. 2007), a Smart City defines six dimensions: 
“smart” governing (A), “smart” economy (B), “smart” citizens (C), “smart” livabil-
ity (D), “smart” mobility (E), and “smart” environment (F). Each dimension of a 
Smart City refers to several indicators that must be taken into account when creating 
Smart City development strategies.

Smart governing (A) refers to indicators related to planning and the legal frame-
work for the implementation of management procedures. This group of indicators 
includes various forms of management and coordination of processes and actors in 
the city, with continuous monitoring of problems, and work on attempts to combat 
them and overcome them by new plans and strategies. Smart governing implies col-
laboration between different actors at different levels of the hierarchy, of which the 
most important is the relationship between government and citizens and the devel-
opment of governance models that combine centrally defined regulation with 
actions and citizen participation (Glasmeier and Christopherson 2015; Mellouli 
et al. 2014).

It also refers to management in the ICT sector and the development of design and 
implementation of innovative solutions, as well as enabling transparent access to all 
data and services by citizens. Participatory decision-making within the framework 
of urban planning is extremely important for the management of smart environ-
ments. These factors are introduced as follows:

•	 Development of a legislative and strategic framework of Smart City platform and 
its implementation in COVID-19 pandemic circumstances – A1

•	 Standardization of ICT and ICT management – A2

•	 Public-private stakeholder partnership with active citizen’s participation – A3

•	 Higher data openness and transparency – A4

Advances in technology follow the economic progress of the area. Smart econ-
omy (B) as one of the drivers of Smart City development in developing countries 
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indicates economic factors related to financial analysis of investments and returns. 
Market growth, its productivity, and transformation, entrepreneurship, primarily 
created in the field of innovation and development of the IT sector, as well as vari-
ous forms of financing from state and private budget funds aimed at designing and 
implementing new solutions and placing them on the national and international 
market, are the subject of numerous studies (Anand and Navio-Marco 2018; Sujata 
et al. 2016). Smart economy obtains:

•	 Entrepreneurship and innovation – B1

•	 ICT sector development and job opportunities within it – B2

•	 Higher funding for design and implementation of local and national “smart” 
solutions and initiatives – B3

•	 Higher commercialization of innovative technologies assessment – B4

•	 Higher technology competition on the national and international market – B5

•	 Higher external funding for the Smart City platforms – B6

•	 Development of e-commerce and e-business platforms – B7

•	 Flexibility and market transformations – B8

For the development of smart governing and smart economy, human capital is 
recognized through a group of indicators of smart citizens (C). Smart Cities need 
smart citizens who live in harmony with technology. The studies most often empha-
size the importance of citizen participation in the activities of the urban area to cre-
ate some support for current strategies for the development of a Smart City (Batty 
et al. 2012; Monfaredzadeh and Krueger 2015). The following indicators related to 
smart citizens were selected:

•	 Higher awareness level in the community – C1

•	 High level of qualification and education – C2

•	 Expressed flexibility, creativity, and openness to innovation – C3

•	 Public confidence in modern solutions – C4

•	 Higher citizen engagement – C5

•	 Social and ethnic diversity – C6

Smart livability in Smart Cities includes improved standards in many segments 
of everyday life (Lin et al. 2019; Sofeska 2017) and relates to:

•	 Personal safety – D1

•	 Affordable housing – D2

•	 Utilities, resource availability, and infrastructure equipment – D3

•	 Job opportunities for all – D4

•	 Improvement of the health, education, tourism, and culture sectors – D5

•	 Regulation of privacy data – D6

•	 Social integration – D7

The smart mobility should include indicators that indicate cooperation and inter-
connection of all available modes of transport and infrastructure, fast exchange of 
information and data, and complete user orientation. They include (Cassandras 
2017; Stephanedes et al. 2019):
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•	 ICT infrastructure integration – E1

•	 An innovative transportation system that favors non-motorized vehicles – E2

•	 Local and international accessibility – E3

Concern for the environment indicates various indicators necessary for sustain-
able development, as well as environmental imperative in the development of Smart 
Cities (Chen and Han 2018; Dostal and Ladanyi 2018). Smart environment includes 
different ways for energy-saving and natural resources protection:

•	 Sustainability consideration – F1

•	 Environment protection and quality monitoring – F2

•	 Urban recycling – F3

•	 Use of renewable energy sources – F4

•	 Construction of energy-efficient and smart facilities – F5

•	 The decrease in energy consumption associated with new technologies – F6

•	 Management and protection of the natural resource – F7

�Defining the Success for the Development of a Smart City

The successful transformation of cities into smart ones, and the further development 
of cities that already have the epithet smart, will result if the significant success fac-
tors of digital transformation are used, namely, people, processes, and technologies. 
The concept of a Smart City exists in recent decades, but so far, only a few ideas 
reach the stage of realization in terms of the public service that the city provides to 
its citizens. There are many reasons, but the omissions have mainly been attributed 
to infrastructure mismatches and legal barriers. It is necessary to hold wide-ranging 
postulates for any initiative, in the concept of a Smart City, to overcome this practice 
(Milošević et al. 2019):

•	 It is necessary to continuously engage citizens in creating and establishing a 
vision, using digital technologies, social networks, media.

•	 Wishes should not replace the defined project framework, and it is necessary to 
set measurable goals and choose appropriate indicators.

•	 The lean methodology should be applied wherever possible, especially if the 
development of new expansive infrastructure is needed.

Guided by Smart City postulates, it is necessary to harmonize the ambitions of 
local authorities. The process can be successful if the following conditions are 
obligatory tasks:

•	 It is necessary to choose the relevant indicators of Smart City development. This 
choice determines the quality of the results of the transformation process achiev-
ing benefits for citizens.
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•	 In the Smart City establishing process, the responsibility and the ability to make 
quick decisions are capital to succeed. The initiative must have a powerful politi-
cal consensus within local authorities.

•	 It is necessary to define the goals and enable continuous evaluation and 
quantification.

•	 The public-private cooperation model, especially of society, universities, and 
local government, could be a success guarantee when identifying the mutual 
benefits, and the economic effects are significant.

•	 In practice, the use of opportunities for Smart City development and long-term 
sustainability of all planning segments have to be achieved.

•	 Citizens as service users can provide valuable data, ideas, and comments such 
they are significant participants in a Smart City.

There are three steps to implementing a Smart City strategy moving forward:

	1.	 They need to have a vision of what they want to deploy.
	2.	 They have to make sure they have a monetization plan as to which areas they 

want to digitize: schools, universities, hospital.
	3.	 They have to understand how to monetize this.
There is no need to constantly define Smart Cities and continue with the topic if it 

includes resilience or learning. It is necessary to focus on supporting government 
business and meet all kinds of economic, environmental, and social goals, using 
technology in the best way.

�Smart City and Artificial Intelligence

Artificial intelligence (AI) is increasingly present in everyday life, which facilitates 
an accelerated lifestyle. In some routine tasks, AI makes life simpler and can make 
daily life in the city relieve, while consistent implementation and acceptance by the 
citizens are necessary. In the age of uncertainty and complexity that lies ahead, the 
continued adoption of AI is expected to continue and thus its impact on the sustain-
ability of our cities (Yigitcanlar and Cugurullo 2020). The benefits of artificial intel-
ligence are becoming more and more apparent thanks to the development of Smart 
Cities. The synergy of artificial intelligence and Smart City leads to the improve-
ment of city life and the facilitation of human lives because that is their common 
goal. People are not even aware of how much artificial intelligence is present in their 
lives. A large amount of data generated in a Smart City would be useless without the 
use of AI.  AI processes and analyzes data generated from machine-to-machine 
interaction in the context of Smart Cities, intelligent stores, and city infrastructure. 
There are countless smart apps in the city where AI can play a significant role: from 
improving traffic through smart parking management to the secure integration of 
autonomous vehicles and shuttles. Artificial intelligence is one of the main seg-
ments of Smart Cities and raises the city to a whole new level. AI collects a large 
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amount of data to make recommendations, predict future events, and help make 
decisions. The future of Smart Cities is expected to be closely linked to AI use and 
will be present in almost all areas of the urban community, from traffic situations to 
citizen safety. Some research shows that respondents perceive artistic intelligence 
as a significant aspect influencing Smart City development (Voda and Radu 2018). 
The technology used has intended for people who use the technology, and the user 
experience is not universal, but everyone experiences it differently. The goal is for 
citizens to use the devices regardless of their education and technological knowl-
edge. Significant opportunities are the intersection of AI development with Smart 
City development in theory and practice (Khan et al. 2018).

Big data as a part of artificial intelligence contributes to making the next deci-
sions, determining the necessary resources, and identifying critical places thanks to 
the large amount of data it collects. Thanks to using AI in Smart Cities, it makes life 
easier for people; saves electricity; reduces exhaust fumes, the number of traffic 
accidents, and the number of thefts; and contributes to the quality of life in various 
areas. The application of artificial intelligence must be reliable. To safely implement 
AI respecting ethical principles and law, it is necessary to meet some requirements. 
The first requirement is human action and supervision, which provides that the sys-
tem does not compromise human autonomy. It is imperative to provide an opportu-
nity for people to intervene, although it is not always possible and desirable. The 
systems must be safe, accurate, and reliable, and technical stability and security 
should ensure safety checks at all times. Privacy and data management have guar-
anteed at all stages of the AI life cycle, and access to data involves a certain level of 
control. Transparency allows the user to explain the work of artificial intelligence. 
The application of artificial intelligence must affect social and environmental well-
being in such a way as to promote the sustainability and ecological responsibility of 
the system and must take into account social performance as a whole.

�COVID as a Catalyst for Developing Smart Cities

In 2020 the planet faced a new challenge that affects cities and completely changed 
our lives. The global pandemic caused by the COVID-19 virus forced us to make 
changes. Social distance has caused a shift from face-to-face to online communica-
tion and affected various aspects of urban life. A huge number of people all over the 
planet work from the space of their homes, while students continue their education 
mostly on the principle of distance learning. Living spaces are becoming working. 
It changes people’s daily habits and creates the need for better organization of space 
and activities. The lack of socialization, as well as the impossibility of intimacy-
closeness, significantly disturbed the mental health of people, affecting the personal 
dissatisfaction of citizens, but also insecurity and increased fear of health and life.

Most countries are in lock-down, closing their borders to visitors and introducing 
a limited movement of citizens. Restaurants, hotels, malls, spas, gyms, theaters, and 
museums have been out of order for months. This significantly influenced the 
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economic downturn, causing job losses and the bankruptcy of smaller family busi-
nesses. Many states have also limited the number of people who gather outdoors, so 
city parks, squares, and other public areas are almost empty. The public transport 
reduces, while a healthy lifestyle, walking, and cycling are increasingly being pro-
moted, raising the question of the future creation of urban solutions for public 
spaces. The need to create virtual activities that would occupy people’s free time is 
recognized.

Developing Smart Cities are facing economic recovery, considering the huge 
budgets currently focused on helping citizens, small businesses, and the healthcare 
system, investing in medical equipment, drugs, and vaccines to immunize the popu-
lation (Allam and Jones 2020). The reduction of the finance aimed at the technology 
innovation projects must be overcome by a more precise urban strategy. The ques-
tion of the real possibilities for implementation of the sustainable “smart” solution 
in nearly future arise. Table 8.1 gives an overview of COVID challenges for Smart 
City development.

Firstly, it seemed that the concept of a Smart City threatens to stagnate in a 
COVID pandemic. Many governments have used the global situation as an advan-
tage. Moving jobs to living spaces, and shifting business meetings, sales, shopping, 
education, entertainment, information to the online mode, there is a need to improve 
existing digital technology systems and develop new smart solutions. Paradoxically, 
social isolation has necessitated digital connectivity. Work and studying from home 
have caused the need for more online data, fewer system failures, faster networking, 
secure systems, easily accessible web portals, and high-quality available data 
(Abusaada and Elshater 2020).

COVID pandemic demonstrates how cities are resilient in crises when the exist-
ing database, information, and digital infrastructure enable. An increasing number 
of ICT companies offer platforms for learning and communication between 

Table 8.1  COVID challenges for Smart City development

Governing Economy
Limited access to certain services Financial crisis
The need for different city management Job loss/bankruptcy
The need for stronger ICT management Redirecting funds to healthcare
Mobility People
Reduced public transport Increased need for ICT professionals
Reduced international transport The need for health workers
The need for urban solutions that promote pedestrian and 
bicycle traffic

The need for new scientific advances

Livability Environment
A sense of fear and insecurity The need to preserve natural 

environments
The need to reorganize the healthcare and education 
sectors

Development of smart sustainable 
solutions

The need to renew culture and tourism
Lack of social integration
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teachers and students, for business and other meetings, overcoming the barrier set 
by the lack of social gathering and travel. “Smart” applications are used around the 
world as a form of sending information to citizens when they may go outside their 
homes, as a way of communication between citizens and police authorities. Due to 
the impossibilities or limited possibilities of travel, but also visits to museums, the-
aters, and other cultural institutions, digitalization has enabled online transmission 
of numerous performances, film premiers, and virtual tours of museums and famous 
buildings around the world from the comfort of home.

COVID has become a powerful catalyst for the development of a Smart City. The 
application of “smart” solutions in the direct suppression of the pandemic is of 
importance. Artificial intelligence has enabled the production of “smart helmets” 
equipped with thermal cameras to detect potentially infected in the United Arab 
Emirates (Smart City Transformation in a post-COVID world 2020). The Australian 
government has launched the COVIDSafe App to track the contacts of the infected 
(Smart City Transformation in a post-COVID world 2020). Similar applications 
have been developed in the United Kingdom (England, NHS Test and Trace; 
Scotland, Test and Protect; Wales, Test, Trace, Protect; Northern Ireland, contact 
tracing service) (https://www.adalovelaceinstitute.org/blog/uk-contact-tracing-
apps-the-view-from-northern-ireland-and-scotland/ n.d.). These applications use 
the principle of informing the citizens on a positive test, by asking them to log in to 
the application, leaving data and names of all persons with whom they had close 
contact. Many other platforms created by the urban health system management sec-
tor enable interactive daily monitoring of cases of infections, making online reports 
with data streamed on case numbers, age, gender, place of residence, and vaccina-
tion system, as well as the number of recovered, dead, and tested.

The pandemic has become a polygon for testing technological possibilities and 
moving the existing boundaries of digitalization. Due to the citizen’s distrust of 
governance and new technologies, there is a need to protect personal data. At the 
same time, we must not neglect the transparency of events and the engagement of 
citizens in the management of cities. On the other hand, the impossibility of meeting 
and talking live and discussing current issues may still be detrimental to the devel-
opment of Smart City strategies, so there is a need for these projects to be fully digi-
tized. Many online urban and architectural competitions encourage citizens to give 
their vision of post-COVID urban environments and thus offer new urban, architec-
tural, technological, and other types of solutions that nurture partial social distanc-
ing, without reducing the quality of life in cities.

The pandemic has provided a new perspective on the way we plan our infrastruc-
ture. It depends on our abilities to re-invent and refine Smart City models to adapt 
to the precarious situation we are facing today. One option is an upgraded Smart 
City model – Smartp City (p = pandemic ready). Smart City concepts must consider 
the following ways to resolve an uncertain situation:

•	 Touchless delivery of goods and food items
•	 Smart supply chain set up
•	 Touch-free inspection of patients
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•	 Wireless inspection of civic violations
•	 Tackling cybercriminals and fake news
•	 Online education and examination infrastructure
•	 Touch-free sanitation and waste management
•	 A blockchain-enabled citizen tracking system
•	 E-voting infrastructure
•	 Smart intensive care units and isolation wards

The flexibility of the Smart City model is imperative. If the upgraded models are 
not synchronized and fail to adapt to new situations, the overall effort will fail 
further.

�Methodology: Fuzzy Numbers and Analysis

In this paper, in addition to the crisp numbers used in the Analytic Hierarchy Process 
(AHP) method (Saaty 1980; Selimi et al. 2018; Milošević et al. 2016), triangular 
and trapezoidal fuzzy numbers are used when applying the Fuzzy Analytic Hierarchy 
Process (FAHP) (Srdjević and Medeiros 2008; Kahraman et al. 2014). The fuzzy 
number is a special fuzzy set F = {(x, μF(x)), x ∈ ℝ} where μF(x): ℝ → [0, 1] is a 
continuous function. The triangular fuzzy number (TFN) is denoted with 
T l m u� � �, ,  (Milošević et al. 2020b). The membership function for TFN is:
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In the trapezoidal FAHP method, trapezoidal fuzzy numbers (TrFN) denoted 
with M l m m ul h� � �, , ,  are used (Ozkok 2019). The corresponding membership 
function is now
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(8.2)

If ml = mh, the trapezoidal fuzzy number is reduced to the triangular fuzzy number.
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The laws for operations for an arbitrary two trapezoidal fuzzy numbers 
M l m m ul h

1 1 1 1 1
� � �, , ,  and M l m m ul h

2 2 2 2 2
� � �, , ,  are like in (Oztaysi 2015):

	
 M M l l m m m m u ul l h h

1 2 1 2 1 2 1 2 1 2
� � � � � �� �, , , 

	
(8.3)

	
 M M l u m m m m u ll h h l�

2 1 2 1 2 1 2 1 2
� � � � �� �, , , 

	
(8.4)

	
� ��M M l l m m m m u ul l h h

1 2 1 2 1 2 1 2 1 2
� � � � �� �, , , 

	
(8.5)

	
 M M l u m m m m u ll h h l

1 2 1 2 1 2 1 2 1 2
 � � �,   , ,

	
(8.6)

	
kM kl km km kul h


1 1 1 1 1
� � �, , , 

	
(8.7)

	
M l m m un n ln hn n

1 1 1 1 1
� � �, , , 

	
(8.8)

The operations for triangular fuzzy numbers are similarly defined.
Interval type-2 fuzzy sets (IT2FS) have been introduced in which the required 

number of computational operations is significantly reduced compared to T2FS 
while maintaining the good features possessed by T2FS. This chapter presents a 
comparative study of the FAHP with both independent approaches.

Type-2 fuzzy number (T2FN) is defined as a fuzzy set G  =  {((x, u), μG(x, 
u)) ∀ x ∈ X, ∀u ∈ Ix ∈ [0, 1], 0 ≤ μG(x, u) ≤ 1} where Ix denotes an interval in [0,1] 
(Chen and Lee 2010). Interval type-2 fuzzy number (IT2FN) is a special case of 
T2FN when the membership function is μG(x, u) = 1.

The trapezoidal IT2FN is represented with

	

�� � � � � � �M M H M H M M H M H MU U U L L L� � � � �� � � � � �� �� �: ,
1 2 1 2

, , ;, ;, 

	

(8.9)

where M l m m uU U l U h U U� � � � �� �, , ,  and M l m m uL L l L h L L� � � � �� �, , ,  are 

TrFNs, while H M H MU U
1 2
 � � � �, , H M L

1
� �  and H M L

2
� �  represent the middle 

left and middle right vertex heights of the upper and the lower trapeze,  

respectively (see Fig. 8.1). Heights H MU
1
� � , H MU

2
� � , H M L

1
� �  and H M L

2
� �  

belong to the interval [0,1]. For two trapezoidal  

IT2FNs, �� � � � � � �M M H M H M M H M H MU U U L L L
1 1 1 1 2 1 1 1 1 2 1
� � � � �� � � � � �� �; ; , ; ; �� �  and 

�� � � � � � �M M H M H M M H M H MU U U L L L
2 2 1 2 2 2 2 1 2 2 2
� � � � �� � � � � ��; ; , ; ; ��� �  arithmetic opera-

tions are as follows:
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Fig. 8.1  Graphical 
representation of 
trapezoidal IT2FN

Similarly, the triangular IT2FN can be represented as follows:

	

�� � � � �T T H T T H TU U L L� � �� � � �� �� �; , ; .

	

(8.16)

In formula (8.16), T l m uU U U U� � �, ,  and T l m uL L L L� � �, ,  are TFNs, while 

H TU
� �  and H T L

� �  are triangle heights of the upper and the lower triangle, 

respectively. Like in the trapezoidal case, heights H TU
� �  and H T L

� �  belong to 

the interval [0, 1]. Arithmetic operations for the triangular IT2FNs are similar to 
arithmetic operations for trapezoidal IT2FNs.
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Tables 8.2, 8.3 and 8.4 give the linguistic meanings of triangular and trapezoidal 
fuzzy numbers and triangular and trapezoidal IT2FNs.

Comparison matrices
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are constructed first for all considered preference criteria. In formula (8.17), aij, 
i, j = 1, 2, …, n is a crisp number in the AHP method or corresponding triangular 

Table 8.2  Crisp value, TFN and TrFN with linguistic variables

Crisp Value TFN TrFN Linguistic variables

1 (1,1,3) (1,1,1,3) Equally important (EI)
2 (1,2,3) (1,1.5,2.5,3) Intermediate value (I1)
3 (1,3,5) (1,2,4,5) Weakly important (WI)
4 (3,4,5) (3,3.5,4.5,5) Intermediate value (I2)
5 (3,5,7) (3,4,6,7) Fairly important (FI)
6 (5,6,7) (5,5.5,6.5,7) Intermediate value (I3)
7 (5,7,9) (5,6,8,9) Strongly important (SI)
8 (7,8,9) (7,7.5,8.5,9) Intermediate value (I4)
9 (7,9,9) (7,9,9,9) Absolutely important (AI)

Table 8.3  Definition of interval type-2 fuzzy scale of the linguistic variables for the 
triangular IT2FN

Triangular interval type-2 fuzzy scale Linguistic variables

(1,1,3;1) (1,1,2;0.9) Equally important (EI)
(1,2,3;1) (1.5,2,2.5;0.9) Intermediate value (I1)
(1,3,5;1) (2,3,4;0.9) Weakly important (WI)
(3,4,5;1) (3.5,4.4,5;0.9) Intermediate value (I2)
(3,5,7;1) (4,5,6;0.9) Fairly important (FI)
(5,6,7;1) (5.5,6,6.5;0.9) Intermediate value (I3)
(5,7,9;1) (6,7,8;0.9) Strongly important (SI)
(7,8,9;1) (7.5,8,8.5;0.9) Intermediate value (I4)
(7,9,9;1) (8,9,9;0.9) Absolutely important (AI)
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fuzzy number T , trapezoidal fuzzy number M  triangular IT2FN ��T , and trapezoi-

dal IT2FN ��M in FAHP.
The aggregation of different experts’ opinions is calculated by the averaging 

method. Based on the linguistic assessments of k experts, for triangular numbers, 
their fuzzy presentation ei = (li, mi, ui), i = 1, …, k are obtained. The corresponding 
aggregated crisp value has then calculated by the formula
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rounded to the nearest integer. Similarly, in the case of trapezoidal numbers, based 
on the opinion of experts e l m m u i ki i i

l
i
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i� � � � �, , , , , ,1  crisp value has calculated 
by the formula
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rounded to the nearest integer. The corresponding linguistic value of the aggregate 
opinion, in both cases, is obtained from Table 8.2.

After that, the consistency index CI
n

n
�

�
�

�
max

1
 and consistency ratio CR CI

RI
=  

are calculated. The value λmax represents the maximal eigenvalue of the comparison 
crisp matrix A, RI is known random index, while n is the dimension of the matrix. If 
CR  <  0.1, the comparison matrix is consistent and the estimates of the relative 
importance of the criteria are counted as acceptable. Otherwise, when CR ≥ 0.1, 
experts must correct their assessments.

For assigned aij the geometric mean of each row is calculated as follows:
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(8.18)

According to that, fuzzy weights of each criterion are obtained

Table 8.4  Definition of interval type-2 fuzzy scale of the linguistic variables for the 
trapezoidal IT2FN

Trapezoidal interval type-2 fuzzy scale Linguistic variables

(1,1,1,3;1,1) (1,1,1,2;0.9,0.9) Equally important (EI)
(1,1.5,2.5,3;1,1) (1.5,1.75,2.25,2.5;0.9,0.9) Intermediate value (I1)
(1,2,4,5;1,1) (2,2.5,3.5,4;0.9,0.9) Weakly important (WI)
(3,3.5,4.5,5;1,1) (3.5,3.75,4.25,4.5;0.9,0.9) Intermediate value (I2)
(3,4,6,7;1,1) (4,4.5,5.5,6;0.9,0.9) Fairly important (FI)
(5,5.5,6.5,7;1,1) (5.5,5.75,6.25,6.5;0.9,0.9) Intermediate value (I3)
(5,6,8,9;1,1) (6,6.5,7.5,8;0.9,0.9) Strongly important (SI)
(7,7.5,8.5,9;1,1) (7.5,7.75,8.25,8.5;0.9,0.9) Intermediate value (I4)
(7,9,9,9;1,1) (8,9,9,9;0.9,0.9) Absolutely important (AI)
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The defuzzified values in the FAHP methods are obtained using the center area 

method (Do et al. 2015). In the case of triangular fuzzy number T l m u� � �, , , the 

defuzzified value is 
1

4
2l m u� �� � . When M l m m ul h� � �, , ,  is a trapezoidal fuzzy 

number, the defuzzified value is 
1

4
l m m ul h� � �� �.  For the triangular IT2FN, 

denoted by ��T  and given by (16), the defuzzified value is 
1

8
2 2l u l u H T m H T mU U L L U U L L� � � � � � � � �� �  , and for the trapezoidal IT2FN, 

denoted by ��M and given by 9� � , the defuzzified value is  
1

8
l u l u H M m m H M m mU U L L U l U r U L l L r L

� � � � � � � � � � �� � � � � � � � � �� �� � 

.

�Results

In this section, we have applied the methods outlined in section “Methodology: 
fuzzy numbers and analysis”. Tables 8.5, 8.6, 8.7, 8.8, 8.9, 8.10 and 8.11 give fuzzy 
matrices of criteria and sub-criteria comparison obtained from experts. Based on the 
obtained value of CR  <  0.1, one can conclude that all comparison matrices are 
consistent.

In Table 8.12, the indicators are ranked using the AHP method, triangular FAHP, 
triangular IT2FS, trapezoidal FAHP, and trapezoidal IT2FS as the methods of fuzzy 
logic. The ranking results are shown in Fig. 8.2.

The obtained results show that, in this case, the use of AHP and FAHP methods 
does not prioritize the same indicators. Comparing the finally ranked indicators 
using the AHP method, triangular FAHP, triangular IT2FS, trapezoidal FAHP, and 
trapezoidal IT2FS as the methods of fuzzy logic, all applied methods favor as the 
most crucial indicators for developing Smart Cities: development of a legislative 
and strategic framework of Smart City platform and its implementation in COVID-19 
pandemic circumstances (A1), standardization of ICT and ICT management (A2), 
and entrepreneurship and innovation (B1). The results of applying the AHP method 
slightly over the FAHP methods favor the ICT sector development and job 

Table 8.5  Pairwise evaluation matrix of criteria, CI = 0.00827004, CR = 0.00666939

A B C D E F
A EI I1 WI WI I2 I2

B 1/I1 EI I1 I1 WI WI
C 1/WI 1/I1 EI I1 I1 I1

D 1/WI 1/I1 1/EI EI I1 I1

E 1/I2 1/WI 1/I1 1/I1 EI EI
F 1/I2 1/WI 1/I1 1/I1 1/EI EI
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Table 8.6  Pairwise evaluation matrix of sub-criteria A, CI = 0.0034543, CR = 0.00383811

A1 A2 A3 A4

A1 EI I1 WI WI
A2 1/I1 EI I1 I1

A3 1/WI 1/I1 EI I1

A4 1/ WI 1/I1 1/EI EI

Table 8.7  Pairwise evaluation matrix of sub-criteria B, CI = 0.0140206, CR = 0.0099437

B1 B2 B3 B4 B5 B6 B7 B8

B1 EI I1 I1 WI I2 I2 FI FI
B2 1/I1 EI EI I1 WI WI I2 I2

B3 1/I1 1/EI EI I1 I1 WI I2 I2

B4 1/WI 1/I1 1/ I1 EI I1 I1 WI WI
B5 1/I2 1/WI 1/WI 1/I1 EI EI I1 I1

B6 1/I2 1/WI 1/WI 1/I1 1/EI EI I1 I1

B7 1/FI 1/I2 1/I2 1/WI 1/I1 1/I1 EI EI
B8 1/FI 1/I2 1/I2 1/WI 1/I1 1/I1 1/EI EI

Table 8.8  Pairwise evaluation matrix of sub-criteria C, CI = 0.0289418, CR = 0.0233402

C1 C2 C3 C4 C5 C6

C1 EI I1 WI WI FI SI
C2 1/ I1 EI I1 I1 I2 I3

C3 1/WI 1/I1 EI EI WI FI
C4 1/WI 1/I1 1/EI EI WI FI
C5 1/FI 1/I2 1/WI 1/WI EI WI
C6 1/SI 1/I3 1/ FI 1/FI 1/WI EI

Table 8.9  Pairwise evaluation matrix of sub-criteria D, CI = 0.014781, CR = 0.0111977

D1 D2 D3 D4 D5 D6 D7

D1 EI I1 I1 WI I2 FI FI
D2 1/I1 EI EI I1 WI I2 I2

D3 1/I1 1/EI EI I1 I1 I2 I2

D4 1/WI 1/I1 1/ I1 EI I1 WI WI
D5 1/I2 1/WI 1/WI 1/I1 EI I1 I1

D6 1/FI 1/I2 1/I2 1/WI 1/I1 EI EI
D7 1/FI 1/I2 1/I2 1/WI 1/I1 1/EI EI

opportunities within it (B2) compared to public-private stakeholder partnership with 
active citizen’s participation (A3). According to importance, the higher data open-
ness and transparency (A4) has the same rank for all applied methods. Triangular 
IT2FS slightly favors indicator personal safety (D1) compared to indicator higher 
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awareness level in the community (C1). Further, the AHP method favors personal 
safety over ICT infrastructure integration (E1).

�Discussion

Мulti-criteria decision analysis (MCDA) is necessary to identify key indicators 
developed to create optimal conditions for the cities’ evolution into smart ones. The 
obtained results may differ from each other regarding the research aspect, the exis-
tence of an appropriate strategy for creating a Smart City, or the degree of its appli-
cation in practice.

Previous research has mainly focused on urban areas that, by their characteris-
tics, have implemented urban policies and implemented technological advances and 
strategies that are already classified as a positive example of Smart City development.

Our research as a case study takes cities that are in the process of developing to 
become smart. These cities are often part of developing countries, and therefore the 
preconditions for the development of Smart Cities are often not oriented toward a 
particular urban sector, which is recognized as underdeveloped and needs to be 
improved but is a problem of a broader nature and requires through the parallel 
development of different sectors.

The proposed methods rank the criteria, using all available information to take 
advantage of opportunities and overcome barriers to the development Smart City 
concept. By precise implementation of the applied methods, the following signifi-
cant indicators have been obtained.

The eight most significant Smart City indicators are given in Fig. 8.3.

Table 8.10  Pairwise evaluation matrix of sub-criteria E, CI = 0.00914735, CR = 0.0157713

E1 E2 E3

E1 EI I1 I2

E2 1/I1 EI WI
E3 1/I2 1/WI EI

Table 8.11  Pairwise evaluation matrix of sub-criteria F, CI = 0.0280297, CR = 0.0212346

F1 F2 F3 F4 F5 F6 F7

F1 EI I1 WI WI I2 FI SI
F2 1/I1 EI I1 I1 WI I2 I3

F3 1/WI 1/I1 EI EI I1 I2 FI
F4 1/WI 1/I1 1/EI 1/EI I1 WI FI
F5 1/I2 1/WI 1/I1 1/I1 EI I1 I2

F6 1/FI 1/I2 1/WI 1/WI 1/I1 EI WI
F7 1/SI 1/I3 1/FI 1/FI 1/I2 1/EI EI
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Our research shows that, without the satisfactory legislative and strategic frame-
work of the Smart City platform and its implementation and challenges, Smart City 
development will not be possible.

A clear vision and course of development of urban areas have to be accompanied 
by appropriate strategic and planning documents. Simultaneously, it implies the 
implementation and standardization of IC technologies, i.e., the introduction of 

Table 8.12  The final ranking of sub-criteria

AHP Triangular FAHP, IT2FS Trapezoidal FAHP, IT2FS

A1 0.16535 A1 0.14588 A1 0.15216 A1 0.14465 A1 0.15117
A2 0.09543 A2 0.08682 A2 0.08956 A2 0.08644 A2 0.08924
B1 0.08452 B1 0.07871 B1 0.08058 B1 0.07855 B1 0.08044
B2 0.05436 A3 0.05741 A3 0.05597 A3 0.05714 A3 0.05583
A3 0.05115 B2 0.05178 B2 0.05279 B2 0.05174 B2 0.05275
A4 0.05115 A4 0.04820 A4 0.04857 A4 0.04827 A4 0.04861
D1 0.04137 E1 0.04554 E1 0.04446 E1 0.04541 E1 0.04441
E1 0.04113 C1 0.03992 C1 0.03962 D1 0.04151 C1 0.03952
C1 0.03811 D1 0.03909 D1 0.03951 C1 0.03975 D1 0.03951
B3 0.03320 B3 0.03701 B3 0.03609 B3 0.03711 B3 0.03618
B4 0.03320 B4 0.03306 B4 0.03294 B4 0.03328 B4 0.03308
D2 0.02580 C2 0.02788 C2 0.02712 D2 0.02817 C2 0.02705
D3 0.02580 E2 0.02783 E2 0.02653 E2 0.02806 E2 0.02671
F1 0.02483 D2 0.02671 D2 0.02649 C2 0.02775 D2 0.02647
C2 0.02429 C3 0.02572 C3 0.02540 C3 0.02565 C3 0.02536
C3 0.02429 D3 0.02438 D3 0.02459 F1 0.02395 D3 0.02460
E2 0.02354 F1 0.02390 F1 0.02398 D3 0.01995 F1 0.02402
F2 0.01629 C4 0.01778 C4 0.01695 D4 0.01818 C4 0.01709
D4 0.01582 D4 0.01696 D4 0.01643 C4 0.01796 D4 0.01661
C4 0.01503 F2 0.01618 F2 0.01612 F2 0.01626 F2 0.01618
B5 0.01469 B5 0.01568 B5 0.01525 B5 0.01590 B5 0.01541
F3 0.01003 C5 0.01159 F3 0.01097 D5 0.01177 F3 0.01104
F4 0.01003 F3 0.01143 C5 0.01086 C5 0.01166 C5 0.01092
D5 0.00988 E3 0.01123 E3 0.01048 F3 0.01151 E3 0.01060
C5 0.00909 D5 0.01079 D5 0.01038 E3 0.01139 D5 0.01050
C6 0.00909 C6 0.01064 F4 0.01015 C6 0.01073 F4 0.01023
E3 0.00898 F4 0.01038 C6 0.01013 F4 0.01049 C6 0.01020
B6 0.00764 B6 0.00763 B6 0.00758 D6 0.00815 B6 0.00762
F5 0.00623 C7 0.00692 D6 0.00662 B6 0.00769 D6 0.00666
D6 0.00617 D6 0.00686 C7 0.00653 C7 0.00695 C7 0.00656
D7 0.00617 F5 0.00669 F5 0.00647 A1 0.14465 F5 0.00654
C7 0.00555 C8 0.00635 D7 0.00613 A2 0.08644 D7 0.00617
C8 0.00555 D7 0.00623 C8 0.00609 B1 0.07855 C8 0.00613
F6 0.00410 F6 0.00461 F6 0.00437 A3 0.05714 F6 0.00444
F7 0.00214 F7 0.00219 F7 0.00214 B2 0.05174 F7 0.00215
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Fig. 8.2  Weights of key indicators for Smart City

Fig. 8.3  Key indicators of opportunities for the development of Smart City using AI
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“layers” of technological infrastructure through all levels of urban space as a sys-
tem, in a way that has been precisely defined by the institutional framework, urban 
and planning regulations. The management of innovative technologies is related to 
the development of the ICT sector in the local and regional economy and the devel-
opment of innovations within entrepreneurial activities (opening companies, pro-
duction of smart devices and sensors, etc.). The expansion of urban development 
strategies for Smart Cities and the ICT sector requires the support of appropriate 
actors, as indicated by the dominant ranking of indicators obtained in this research. 
A public-private partnership, achieved through collaboration between urban gov-
ernment, local government, representatives of educational and scientific institu-
tions, ICT experts, relevant planners, urban planners, architects and other engineers, 
private investors, and non-profit organizations, with active citizen participation, is a 
significant planning segment.

Given the role and importance of AI in a Smart City, to maximize the benefits of 
AI, it is necessary to use the following recommendations:

•	 To achieve close cooperation between the public and private sectors, between 
government organizations and citizens, and between universities and businesses 
to ensure the development of the necessary artificial intelligence technologies 
and their acceptance naturally.

•	 To create programs to inform citizens about the benefits and risks of using infor-
mation and communication technologies, including artificial intelligence, by the 
level of education, age, and interests.

•	 Delineate through regulations the responsibilities of developers and users of arti-
ficial intelligence technologies.

•	 Conduct rigorous research about the side effects of ubiquitous sensors on human 
health and disseminate the results.

The role and participation of citizens in creating and improving the live environ-
ments are of particular significance because the planning process enables problem 
identifications that citizens face every day and the implementation of solutions that 
provides them with higher quality and standard of living.

Legislative and strategic framework for smart city development, with appropriate 
private-public partnership, citizen participation, development, and management of 
the ICT sector and infrastructure, is particularly important to align with the chal-
lenges of the COVID-19 pandemic. During the pandemic, cities turned to network 
tools and collaboration tools, digital communications platforms, and rapid develop-
ment to move employees into virtual environments. The following stages in the 
continuum are budget reduction, economic slowdown, and return to growth. The 
final stage should involve cloud and infrastructure optimization, service deploy-
ment, and data analysis to help make decisions relevant to the future. The efforts of 
Smart Cities must rely on the digitization of data and content management. Without 
it, cities cannot get real-time insight into the data.

The ranking of indicators is carried out by taking into account the circumstances 
caused by the pandemic spread. This research is one of the contributions that can 
make decision-making easier for decision-makers.
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�Conclusion

Rigorous changes in the way of life in cities, which are happening every day, have 
made us think of ways to build a more sustainable society, one that will be able to 
resist the rapid development of our environment. The question is whether the exist-
ing model of the smart city is agile enough to cope with a situation similar to a 
pandemic. It also depends on our abilities to re-invent and refine Smart City models 
to adapt to the precarious situation we are facing today.

In this chapter, we explore the possibilities for the development of Smart Cities 
relying on AI. The theoretical background is primarily an attempt to explain the 
most important aspects and challenges of a Smart City. The task was to provide a 
theoretical overview of current scientific insights into the development and applica-
tion of the Smart City concept, developing a discussion of a possible obstacle. In 
terms of applied methodology, the contribution lies in the comparative application 
of AHP methods, triangular and trapezoidal FAHP methods, and the corresponding 
hybrid IT2FS methods in the field of Smart City development. The research identi-
fies crucial indicators as significant prerequisites for the development of the Smart 
City. By defining indicators of the Smart City formation, the concept of a Smart 
City, from idea to reality, is presented by emphasizing the symbiosis between the 
Smart City and AI and AI’s role in Smart City development.

COVID’s new challenges for urban areas indicate that an analysis of the current 
situation and quality of life indicators, a long-term vision of the city, and measur-
able goals are necessary. Human society must think and live more smartly, not only 
because of the pandemic but also because of globalization, environmental catastro-
phes, and overcrowding in general. This research is an attempt to model the concept 
of a Smart City in a pandemic using AI. Based on six criterion groups and thirty-five 
sub-criteria, the main dominant indicators were the development of a legislative and 
strategic framework of the Smart City platform and its implementation in COVID-19 
pandemic circumstances, standardization of ICT and ICT management, entrepre-
neurship and innovation, public-private stakeholder partnership with active citizen’s 
participation, and higher data openness and transparency. Making opportunities for 
developing Smart Cities can be achieved with well-defined goals with transparent 
regulatory frameworks. This research could be the basis for further research efforts 
relying on results related to the main indicators, proposed levels, and key tasks.
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Chapter 9
Blockchain and Smart Charging 
Infrastructure of Electric Vehicles

George Cristian Lazaroiu, Mariacristina Roscia, Virgil Dumbrava, 
and Korhan Kayisli

Abstract  The rapid spread of electric vehicles will be one of the key elements for 
the transition to sustainable energy and at the same time will lead to the reduction 
of air pollution in cities. Obviously, the forecast estimates of the demand for elec-
tricity will have to be reconsidered and above all the functioning of the electricity 
grid and the two-way energy exchange methods, also to ensure that everyone is 
aware of this opportunity. The remodeling of electric mobility must therefore be 
reconsidered to reduce renewable energy costs, increase the flexibility of the smart 
grid, and make EVs available to the greatest number of prosumers, even in shared 
mode. Another point to consider is the implementation of the charging points, con-
sidering the risk that if not carefully controlled and increasing the peak load in the 
smart grid, and proper planning of the charging stations is necessary to avoid net-
work congestion; for example, if a large number of electric vehicles were charged at 
the same time, it could lead to an excessive increase in costs, due to an increase in 
unnecessary available power. In this, smart grids have a fundamental task, to obtain 
new models for managing energy flows, recharging EVs, and related cost profiles.

Another crucial factor, supporting this evolution toward electric mobility, will be 
the ability to generate business models, which, in addition to supporting the needs 
of food and a profit for the supply of ancillary services and power systems, will also 
have to support the needs of EVs fleets, considering vehicle and battery consump-
tion. Then, it will be necessary to analyze factors such as the charging time, the 
duration, and the state of the battery, since, in the case of shared fleets of electric 
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vehicles, an operating model is established “on demand,” with an energy market 
that involves fluctuations cost and therefore appropriate charge-discharge, which 
reduces the life of the batteries.

Finally, since a battery of an electric vehicle alone would not be able to bring 
advantages to the network, it is necessary that they are aggravated, as in shared 
systems, or that there are many electric vehicles in circulation, whose owners want 
to provide the transfer of service energy from the battery to the grid, in exchange for 
a fiscal or economic advantage. This chapter aims to analyze scenarios for a new 
electric mobility, an integral part of Smart Cities.

Keywords  Charging infrastructure · Blockchain · Electric vehicle · Smart grid · 
New business models

�Introduction

A pillar of Smart Cities is certainly sustainable mobility, a crucial factor for reduc-
ing pollution and improving the quality of life. This aspect becomes even more 
relevant, if we consider that the cities are already densely populated, and it is 
expected that in the next 2 years 70% of the inhabitants will live in urban contexts.

The synergy between the use of electric vehicles and Smart Cities is two-way 
and represents an opportunity for the management of smart grids in an efficient way, 
considering all the elements of randomness, such as renewable sources and smart 
appliances in smart homes, which interact with the electricity grid.

The German Center for Solar Energy and Hydrogen Research (ZSW) estimated 
that around 5.6 million of EVs were circulating globally in 2019. Mobility related 
to electric vehicles is evolving very dynamically; China and the United States rep-
resent the largest markets, with about 2.5 million and 1.2 million of EVs, respec-
tively. Around 300,000 electric vehicles were sold in Europe in 2019, approximately 
double compared to 2018. If from 2040 only electric-powered vehicles were to be 
produced and sold, it can be estimated that more than 1 billion EVs can circulate 
by 2050.

Electric vehicles can thus constitute an electricity storage capacity, equal to large 
power plants. However, to allow this diffusion, intelligent charging models will 
have to be used that can manage energy flows, to balance the demand in peak load 
moments, which would entail an investment advantage for distributed generation 
from renewable sources, which is well suited combined with the fact that vehicles 
normally for 90% of their life are parked, these periods of inactivity, combined with 
storage systems, will represent a flexibility of the network, which are the basis of 
business models and which must fall into frameworks regulatory.

Electric vehicles integrated into smart grids, through Internet of Things (IoT), 
information and communication technologies, and blockchain open economic sce-
narios that should be carefully supported and regulated, also from the point of view 
of privacy.
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�Electric Vehicle Dynamic Market

The size of the global electric vehicle market is expected to grow from 4,093,000 units 
in 2021 to 34,756,000 units by 2030; Japan and South Korea have also strengthened 
the market for their EVs, thanks to the intervention of governments, which, through 
the widespread diffusion of electric charging systems, deadlines and taxes for ICE-
type vehicles, have induced consumers to purchase electric vehicles.

The growing demand, linked to the need for zero emissions, has led politicians 
and decision makers to new support policies through tax reductions, incentives, and 
investments for charging stations, which always remains the crucial issue and which 
could leads to a halt in sales, after a first general enthusiasm. Obviously, almost all 
activities, in the COVID 19 period, even that linked to electric mobility, had to wait 
for the revocation of the lockdown periods, to resume its distribution process; how-
ever, it was one of the sectors that lost the least, since the demand for EVs also in 
2020 has grown all over the world and at the same time many countries have 
equipped themselves to introduce more charging stations.

Many factors affect the distribution of EVs, for example:

–– The spread of recharging stations, to reduce the risk of anti-exit range
–– Battery performance and costs
–– Access to the smart grid
–– The business models implemented to provide the consumer
–– An economic return in the face of battery sharing
–– User acceptance of new vehicle types
–– Political will

Electric vehicles have very low emissions, are very efficient, can be recharged 
from home, and are eco-sustainable, making their diffusion easier. The batteries, 
which is about 70% of the weight of an EV, are the most important and most expen-
sive part, as they supply power to the electric vehicle engine; the battery manage-
ment system (BMS) manages the output and the charging-discharge of the battery; 
then it will be possible to establish how much electricity should flow through the 
battery at what speed; the on-board chargers are used to convert alternating current 
into direct current, into low voltage, also to avoid overheating.

The on-board instruments guarantee vital information to the driver, as well as 
manage the battery, also in terms of autonomy in relation to energy consumption 
and the type of driving of the driver.

Governments will have to pay close attention to the standard of charging infra-
structure; for example, Europe, the United States, and Korea use CCS; Japan uses 
CHAdeMO; and China uses GB/T.

Charging stations can only be compatible with a certain type of voltage: AC sta-
tions provide a voltage of 120 V AC and 240 V AC, while DC charging stations 
provide fast charging via 480 V AC.

It is known that one of the key limits to the diffusion of electric vehicles is access 
to recharging points; therefore, also the charging infrastructures in the workplace is 
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essential to accelerate the adoption of electric mobility; in fact the charging stations 
in companies, in the workplace, can represent a valid solution both for those who 
cannot have a column at home yet and because parking times are long. Obviously it 
will be necessary to provide a valid tariff, with affordable prices, which make the 
driver choose to recharge his car at work.

To reduce polluting emissions, at least locally, i.e., in cities, due to transport 
systems, the sale of electric vehicles is being encouraged, especially those of the 
PEV type, or plug-in, that allow the driver to still use the ICE-type engine, com-
bined with the electric one, to overcome the anxiety range, i.e., the fear of not being 
able to recharge the car in time. This is a fundamental step, as long as there is no 
widespread distribution of the charging infrastructures on the roads, which give 
consumers confidence. The various governments around the world are therefore 
implementing various support policies to push the consumer to purchase (Alahmad 
et al. 2016, 1).

�Smart Charging and Impact of EV on Electricity Systems 
in Smart Cities

Smart charging must be able to receive, process, and respond to the signals of the 
energy system managers or the actors of the energy system, as they must highlight 
when it is the right time to charge or discharge the batteries of the EVs, in relation 
to the specificity of each system, power supply, and generation profile. For example, 
where it is possible to have charging systems with a solar base, to make the most of 
the production, which will be in the hours between 11 am and 3 pm, it will be appro-
priate that they be located in the workplace or in the presence of commercial 
premises.

If, on the other hand, they are linked to the wind-type source, it will be necessary 
to make an assessment linked to the territory, rather than to the time slot. In this way 
it is possible to have fleets of vehicles, which with their batteries can create a con-
siderable capacity for storing renewable electricity.

With smart charging, it will be possible to have a control of the charging and 
discharging process, through different prices for the charging operations, encourag-
ing the consumers to shift the charge from peak to off-peak periods. Complex 
approaches will be needed for the provision of ancillary services and real-time grid 
balancing (Lazaroiu and Roscia 2019a, b, 371).

By 2030 the electric vehicles that will be able to draw energy from the electricity 
grid could be about 160 million; this will lead to congestion of the network at the 
local level, if the recharge were uncontrolled. For example, for the United Kingdom, 
in 2035 about ten million EVs are expected, and this would lead to an increase of 
about 3 GW, with uncontrolled recharging, for the evening demand (IRENA 2019). 
If it is possible to control it, the increase would only be of 0.5 GW, (see Fig. 9.1) 
drastically reducing investments to upgrade the network. Furthermore, intelligent 
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recharging would lead to an increase in demand by 7 GW in the hours with the low-
est price ranges, flattening the load curve, to the advantage of installed power.

The charging process can be carried on with slow battery chargers (< 22 kW) in 
single-phase (3–7 kW) or three-phase configuration (11–22 kW), with fast chargers 
(50 kW–100 kW) and ultra-fast chargers (>150 kW) in direct current supply sys-
tems. The charging time varies from around 10 min to more than 10 h in case of 
single-phase charger

A key element will be the assessment of the impact of slow or rapid recharging 
on the electricity grid, in order to appropriately choose the places to install the 
recharging systems, i.e., in areas with low demand impact and low levels of 
congestion.

Another factor that could affect it is in the areas where it is installed in a high 
diffusion of electric heating, even if, precisely because of this presence, they can 
already be robust networks with a high dimension, which could already represent a 
natural installation point for recharging systems, with already adequate cables and 
power (Tayarani et al. 2019, 1; Khaki et al. 2019, 15).

The charging technology is mature to respond to market demands, but they 
have a cost:

•	 The fast charging infrastructures require strengthening the electrical supply 
equipment.

•	 The electronic equipment are more expensive in a charging station, as well as 
cooling equipment and protection devices.

•	 If small section charging cables are chosen, their active cooling is required.

The congestions in the mains supply can occur, and a factor should be considered 
for the electric vehicles to charge simultaneously; the value of this factor depends 
on the size of the distribution network. In networks with high share of renewable 
energy sources, the charging processes can be prioritized to overlap the production 

Fig. 9.1  Public charging points for electric vehicles in Europe
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from renewable energy sources. Various national codes are in place all over the 
world, and the distribution operators must comply with the admissible bandwidth 
for variation of frequency and voltage. Thus, in distribution networks with high 
share of electric vehicles, excursions of voltage and frequency can occur, and the 
operator is required to make further investments to accommodate these vehicles.

�Public Policies Impact and Incentives

The penetration of electric vehicles, until now, has been possible thanks to the sup-
port of governments, through incentives to purchase electric vehicles. In terms of 
economic incentives, Germany, Norway, and the Netherlands have increased inter-
nal combustion engine (ICE) vehicle taxes and at the same time granted tax breaks 
or exemptions for electric vehicles. The United Kingdom, Italy, and France have 
introduced one-off incentives for the purchase of an electric car. The United States 
and Norway preferred to use non-monetary incentives, such as the ability to use 
carpool lanes or preferential lanes, to avoid traffic. However, these policies can only 
have a temporary value, as it would not be possible to give the possibility of access-
ing the preferential lanes to all electric vehicles, when the numbers are at the open-
ing of the ICE vehicles.

Therefore, government incentives and tax cuts on electric vehicles are a starting 
point to launch the market, even if those with an EV pay about 38% less tax than an 
ICE-type vehicle. However, these measures are not sufficient. The public charging 
stations of electric vehicles will be equipped with a two-way smart metering and 
communication system, in order to provide information on prices, both to system 
operators and to prosumers. Another crucial factor in these systems is that they 
should be harmonized across countries.

Many factors are influencing the electrical demand in the smart grids with elec-
tric vehicles: the availability of charging infrastructure and the users’ acquisition of 
charging services, the charging profiles for the batteries, the electrical generation 
time and the influence of the electrical grid, and the technological developments in 
electric vehicles.

In distribution networks, the public charging sockets should be electrically avail-
able all day long, all week days on an open and non-discriminatory base for all 
customers, and should give information on the applicable prices; standard protocols 
for charging should be available between vehicle, charger, and management sys-
tems, for example, with blockchain.

For fostering the integration of electric vehicles, the decision makers should con-
sider incentives for acquisition and use of electric vehicles, should plan sustainable 
urban mobility and dedicated parking spaces, should decrease registration fees, and 
should give access to limited traffic areas.

The tariffs must be harmonious and transparent to avoid disparities, and there-
fore not based only on kWh consumption but also on recharge duration to determine 
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the vehicle owner to move and to allow another driver to travel toward the electric 
charging (Lucas et al. 2018, 1).

Various incentives for electric vehicles are applied in Europe, and the different 
cases are reported in Table 9.1.

The strategies to incentivize the electric vehicle market must in general consider 
that they are first and foremost systems for mobility and not to decrease load peaks 
and network regulation; therefore, it remains the enabling factor for the economic 
link of electric vehicles with different types of columns: charging, data manage-
ment, and measurement. The recharging of electric vehicles will impact the distri-
bution grid, which will determine various network investments (including cables 
and transformers) and will be linked to the types of the onsite network, to the distri-
bution system operators (DSOs), and to the possibility of using the production from 
renewable energy sources (RESs).

Targets vary by country, and the Paris agreement for climate preservation plays 
an important role in guiding countries’ commitments on reducing the emissions 
generated by the transportation sector; in fact the governments of Norway, Germany, 
France, Spain, the Netherlands, and the United Kingdom have deadlines set for ICE 
car sale bans.

Furthermore, as it is clear that charging stations need to be widespread, there is a 
lot of pressure on installation at residential level, in workplaces, and in public places 
such as shopping centers.

�New Business Models for EVs Recharge

The market for sustainable mobility, in particular electric, is very fragmented and 
includes:

•	 Sale of electric vehicles, of the hybrid or pure electric type
•	 Electricity sales, both from private and public partners
•	 Sale of services related to mobility, such as fleet management, shared cars, data 

collection and analysis, support for recharging, and management of recharg-
ing systems

•	 Installation and maintenance of columns and stations for electric recharging
•	 E-price: interoperability between different operators, for the purchase of energy
•	 Services related to the smart grid, intelligent charging, discharging, peak load 

management, etc.

An emerging business model is that which involves the integration of both the 
sales service of the EV and electricity.

Currently, top-up prices are not used to prevent grid load peaks or to determine 
recharging overlap with the production from RESs. The rates are defined by the 
aggregators because individual prosumers do not have yet the possibility of making 
single transitions on the local network energy market.

9  Blockchain and Smart Charging Infrastructure of Electric Vehicles
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To facilitate the electric mobility, it must be considered as a service both for the 
fleets and for the shared vehicles. Car sharing and carpooling have already changed 
the habits of drivers, who are starting to consider their cars to be no longer true, 
especially in big cities, and mobility as a service (MaaS) will increase with digitiza-
tion. This leads to the acquisition of data for forecasting analysis on the use of 
electric vehicles, optimizing the recharging schedules and avoiding them in the 
moments of peak load, and at the same time delivering services to prosumers like 
recognition of bonus tokens or cooling/heating of the free car function to the various 
habits of the drivers.

Since the services related to electric mobility are not centralized, with on demand 
services, the mechanisms linked to blockchains (BC) can be used for market opera-
tors, which can represent the solution for the optimized management and schedul-
ing of charging, linked to the needs of the smart grid. Prosumers will have real-time 
access to advice on prices and economic transactions related to the energy market, 
to choose if and when to charge/discharge car batteries. The charging methods can 
be divided by category by time, one-off, flat rate or by kWh, you can also think of 
creating rates for family groups or companies, exactly like the rates of telephone 
operators.

Prosumers will have the possibility to recharge from different suppliers, integrat-
ing with additional services like parking, car sharing, etc. Thus, it will be possible 
to generate dynamic contracts where prices follow the real-time trend of energy, 
generated with a platform that calculates cash flows, designed to use the blockchain 
register controlled through a mobile app. All members of this network can monitor 
and control all transactions due.

Car batteries will be able to give a quick response useful for some ancillary ser-
vices, even if the power capacity is limited. Thus, a single electric vehicle cannot 
deliver these services for a longer period required to supply the system, but electric 
vehicles such as fleets transform into a VPP (virtual power plant) with a fast answer 
and ability to deliver services for the time needed.

Boundaries are due:

•	 Safety, so as not to compromise electric vehicles.
•	 Interoperability standards for electric vehicles to recharge from different 

operators.
•	 Privacy, blockchains are public records, and information on the location and 

movements of users must be confidential.

Since flat tariffs do not guarantee any type of incentive for intelligent charging, 
dynamic tariff plans must be designed, in such a way that they favor intelligent tran-
sitions, i.e., prices fluctuate according to the demand and supply of electricity. The 
setting of prices must be so dynamic, as to also consider the driving behavior of the 
drivers, e.g., some are willing to pay extra for the availability of the charging station.

There are charging station operators, electric vehicle drivers, RESs producers, 
smart grid managers, parking operators, etc.; the dynamic definition of tariffs should 
account all the interests and also advantageous for drivers, but this could be a major 
limitation to the penetration of electric vehicles (Lazaroiu et al. 2020, 363).
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�Blockchain for EV Literature Review

The possibility of introducing storage systems to reduce electricity has always been 
seen as a possible scenario to compensate for the variability of electricity produc-
tion, especially with the massive introduction of renewable sources (Manjunatha 
et al. 2013, 1; Doukas et al. 2013, 1). First, a typical summer-winter load profile for 
UK domestic customers, in which 100 customers were referenced, was assessed 
(Putrus et al. 2009, 827).

With this research activity, different scenarios are evaluated:

	(a)	 Uncontrolled home charging
	(b)	 Non-peak domestic top-up
	(c)	 Charging planning

In case a), it was imagined that uncontrolled domestic recharging has no possi-
bility of controlling the scheduling of loads. This will induce users to power their 
loads, in this case electric vehicles, as soon as they return from work to their homes, 
approximately around 6 pm. An example of charging optimization for electric deliv-
ery vehicles based on dynamic programming is formulated in Skugor and Deur 
(2014, 1). An example of an analysis of the impact that charging can have on the 
electrical grid was highlighted in a regional design application for the city of Los 
Angeles, conducted in Jiang et al. (2016, 1). The goal is to present the monitoring 
of the actual charging behavior of electric vehicles of owners of 64 electric vehicles 
(divided into 5 brands and with 8 different models) and charging stations at the Los 
Angeles Department of Water and Energy for just over a year. What previously 
reported in the literature concerns in the specific context of electric vehicles and its 
different charging methodologies; the scope of the blockchain is subsequently 
reviewed. Hertz-Shargel and Livingston (2019, 32) treats blockchain as new and 
perhaps even adaptive financial instruments, as they can take on a precise value in 
cases where multiple actors are involved; it remains to be verified whether the vari-
ous technical, privacy, and security considerations necessary to manage it effec-
tively bring about such a situation. For the management of demand response 
programs in smart grids, a decentralized solution was proposed in Pop et  al. 
(2018, 1).

The elements of the smart grid were integrated with a blockchain architecture 
and obtained smart contracts to guarantee the expected levels of energy flexibility, 
the validation of DR (demand response) agreements, and the balance between 
demand and production. A methodology for processing power consumption and 
processing overheads using Bitcoin BC has been proposed by Dorri et al. (2017, 618).

Integration with a smart home was analyzed as a representative case study. 
Andoni et al. (2019, 143) analyzed various academic and industrial sources, so as to 
be able to present a vision of the fundamentals of BC technologies, considering 
system architectures and distributed consensus algorithms, which represent critical 
components for the performance of all BC matrix ecosystems. They also illustrated 
several energy use cases, with a careful analysis of the advantages and 
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disadvantages that BC technology solutions are handling for each application. The 
use of CBs was also the basis of a decentralized control mechanism, for regulate 
flexibility on smart electricity grids, proposed by D’Oriano et al. (2018, 39).

To improve power system data security against cyberattacks, a blockchain-based 
distributed data protection framework was proposed in Liang et al. (2019, 3162).

Using the distributed security features of BC technology, used in the Bitcoin 
cryptocurrency exchange, it is possible to improve the self-defense capabilities of 
power systems against cyberattacks. A blockchain-based system that has the char-
acteristics of guaranteeing origin, transparency, and immutability is thus applied to 
smart grid systems. This also helps in the numerous inconsistencies between con-
sumers and electricity companies, on the use of electricity and the corresponding 
bills. Thanks to smart metering, consumers/prosumers can finally know the real 
amount of energy consumed and also know which appliances consume them the 
most and in which time slots (Gao et al. 2018, 9917; Lazaroiu and Roscia 2019a, 
b, 337).

An innovative approach to smart grids’ electric vehicles management was pre-
sented in Samuel et al. 2019, 1) A system in which the drivers themselves are trans-
formed into prosumers, participants of a Smart Grid Community (SGC) is presented. 
Thanks to electric vehicles, they can exchange energy in case of network need or 
buckling (Samuel et al. 2019, 1).

A demonstration of a clever and privacy-protecting data aggregation system was 
evaluated in Zhitao Guan et al. (2018, 82). Alladi et al. (2019, 1) analyzed the com-
mercial implementations of BC applied to the smart grid and addressing the integra-
tion of these two technologies.

�Blockchain

Blockchain technology allows the creation, coordination, and synchronization of a 
distributed database, consisting of blocks containing the transactions that took place 
between the nodes of a network. Its decentralized structure of databases defined 
according to blockchain technology is particularly suitable for the control and 
implementation of economic processes in  local power grids such as Microgrids. 
Through smart contracts and so-called DApps (decentralized applications), it is pos-
sible to implement automated peer-peer trading mechanisms (P2P) whose object of 
exchange is represented by energy.

The growth of distributed generation based on renewable sources is exponential, 
leading to innovative grid configurations such as nanogrids and microgrids.

To fully utilize the potential, local market mechanisms must be introduced in the 
individual smart districts.

This entails the need for specialized solutions for energy transactions and deliv-
ery of services between all the players in the blockchain energy system, no longer 
based on centralized logic, but with distributed and horizontal information. The 
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backbone of the BC is the reliability of the transactions as once a certain transaction 
has been entered; it cannot be modified or canceled.

The use of blockchain technology within electricity grids, along with other fac-
tors, could contribute to the evolution of the latter toward the smart grid model. This 
term defines a network that incorporates information and communication technolo-
gies (ICT) into every aspect of the generation of electricity, minimizing the environ-
mental impact, reducing costs, and improving reliability, service and efficiency.

Blockchain technology provides a level of trust by integrating business interests 
between charging service providers, utilities, and electric vehicle drivers. 
Furthermore, the BC allows the creation of a shared register of data, a single source 
of information of primary importance to facilitate interactions, a safe and reliable 
market in which transactions can be facilitated without intermediaries through smart 
contracts.

The advantages of applying BC are especially evident in the peer-to-peer sector:

–– Optimization: to monitor the consumption and to control the quantities 
and prices

–– Automatic execution: smart contract to reduce time, costs, and control
–– Transaction costs: possible cost reduction thanks to the presence of third parties 

(brokers)
–– Exchange energy: prosumers in the same district
–– Security: information is spread across multiple nodes, making a cyberattack 

more difficult.

Further analysis is necessary in relation to the security of the IoT device, which 
will have to collect data from the system.

Blockchain is a distributed ledger technology (DLT) allowing to record and share 
data across multiple archives (ledgers). Each of them has the same data records and 
are managed and controlled by a distributed network of computer servers, 
defined nodes.

BC technology is a system that uses an encryption method and mathematical 
algorithms to build and control an ever-growing data structure – data that can be 
added and from which existing data cannot be removed – and takes the form of a 
chain of “transaction blocks,” which works like a distributed ledger (Houben and 
Alexander 2018, 1).

The BC data can only be updated if there is consent between the various actors 
in the system and, when new data have been entered, they cannot then be removed. 
It is a technology that can be written only once and more times; in this way a regis-
tration is verifiable at every single transaction. There are risks of serious bugs in the 
software used on top of the blockchain and as some companies have already been 
able to verify, it is not the definitive resolution to many technological issues 
(Mearian 2020).

Members of a distributed ledger compete to complete and add new blocks. The 
blocks affect what follows through a unique hash code that serves to identify both 
the block and its content, so if there are changes in the content of a block, the hash 
code of the previous block will then be modified.
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To manage the content of each individual block, the hash codes of all previous 
blocks must be changed, an operation that requires time and energy.

This organization is known as “cryptographic hashing” and serves to contain the 
risk of cyberattacks. Together with cryptographic hashing, BCs use different algo-
rithms to create blocks that ensure, in real time, that the communication network 
is secure.

The following are the algorithms most used by the BC currently.

	1.	 Proof of Work (PoW)

To defend themselves against attacks, the BCs use the “proof of work,” the con-
sensus algorithm underlying the blockchain network. The reason for using PoW is 
to slow down the generation of new blocks.

Therefore, within the distributed register, each member will have to solve com-
putational problems, which however require time for a new block to be added to 
the chain.

However, the problems should not be overly complex, as in that case generating 
new blocks would take too long, transactions would not be processed, and the net-
work flow would be blocked. If the problem does not have a well-defined resolution 
time, generating new blocks would be virtually impossible. PoW imposes several 
limits on the actions that can be taken on the network, and an efficient attack would 
require a lot of time and incredible computing power. Therefore, although attacks 
on a blockchain are in theory possible, in practice the results would be disappoint-
ing and the costs extremely high, because to manipulate the content of a block, it is 
necessary to modify the content of the subsequent blocks in the chain.

For example, proof-of-work calculations to add a new block to the chain for a 
bitcoin take 10 min. In case of malicious activity, making changes to the block is 
only possible if the hacker performed proof-of-work and would modify the contents 
of a block and entire precedents.

A hacker must be able to modify more than 51% of the consensus network to 
take care of adding blocks, but it would take incredible computing power to control 
the entire BC. If this information reaches the rest of the users, the network is con-
sidered compromised and promptly abandoned.

The complexity of this problem is the function of the number of users, the avail-
able computing capacity, and the network demand. The hash of each block contains 
the hash of the previous block, increasing security and preventing all sorts of com-
puter breaches (see Fig. 9.2).

	2.	 Proof of Stake (PoS)

However, the mining process requires highly specialized machines, capable of 
solving extremely complex algorithms in a short time. These devices are very 
expensive and consume large quantities of electrical network, further driving up 
prices. This is a dangerous threat to the decentralization of the system, as a reduced 
portion of users can afford this investment.

In PoS, the physical process through which supercomputers compete with each 
other to solve complex mathematical problems, i.e., mining, is replaced by a system 
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in which the so-called validators guarantee the validity of the operations carried out 
by pledging a portion of their cryptocurrencies (so-called stake). The blocks in PoS 
systems, unlike PoW blocks, are not extracted (mining) but coined (forge). In order 
to become validators, nodes must deposit a share of their cryptocurrencies within 
the network, engaging it as a sort of guarantee or security deposit. The deposited fee 
cannot be used or spent (Pilkington 2015, 1).

This can potentially lead to faster BCs with lower electricity consumption and a 
lower chance of an attack (Nguyen et al. 2019, 85,727).

PoS systems also seem to be able to favor the nodes with greater economic 
resources, making the richest of the network rich. However, the greater the stake 
deposited and the greater the chances of being selected as a validator, this parameter 
is not the only one to be taken into consideration by the algorithm which, in any 
case, consists of a random component, such as a wheel needle luck, and it is not 
possible to know with certainty in which area of ​​the wheel it will stop, but obviously 
the greater the area (stake) possessed by a node, the greater the possibility that the 
needle will stop in that area, but this eventual inequality is counterbalanced by the 
presence of preferential criteria, a sort of weights affixed to the needle, which guide 
its direction.

In addition, PoS is a more environmentally friendly technology, as it does not 
need to power powerful mining machines, greatly reducing energy consumption. 
Even if the proof of stake to date is not yet particularly widespread and is not used 
by the main existing blockchains, thanks to its potential and the advantages it entails, 
it is establishing itself as a preferential consent method, highlighting the abuses and 
shortcomings of it now. The PoW method can be overcome (Nair and Dorai 
2021, 279).

	3.	 Delegated Proof of Stake (DPoS)

The Delegated Proof of Stake (DPoS) consensus algorithm was proposed by 
Daniel Larimer in 2014. Bitshares, Steem, Ark, and Lisk are some of the cryptocur-
rencies that use the DPoS algorithm.

A DPoS uses a “voting system,” in which interested parties delegate their work 
to a third party: they can vote for delegates, who protect the network for them. 

Fig. 9.2  Implementation of blockchain algorithm

G. C. Lazaroiu et al.



189

Delegates are also called witnesses and are tasked with reaching consensus during 
the generation and validation of new blocks. The voting capacity is proportional 
with the number of coins of each user.

The voting system may vary function of the project but, generally, each delegate 
formulates an individual proposal that network users can evaluate before choosing 
who to vote for. The rewards obtained by the delegates are distributed proportion-
ally to the respective voters.

Hence, the DPoS algorithm realizes a voting system that directly depends on the 
reputation of the delegates. If an elected node does something wrong or doesn’t 
work efficiently, they are quickly kicked out and replaced by a new delegate. As for 
performance, DPoS blockchains offer greater scalability, managing to process many 
more transactions per second (TPS) than PoW and PoS (Ferdous et al. 2021, 14).

The DPoS consensus algorithm is considered to be a more democratic and effi-
cient version of its predecessor, the PoS, both of which require fewer resources and 
are more sustainable and environmentally friendly than PoW. DPoS is a technology 
with higher speed, large transaction rates, and reduced power consumption (Castor 
2017). Unfortunately, DPoS algorithms are vulnerable to centralization given the 
small number of witnesses (see Fig. 9.3).

�Electric Mobility Blockchain

The electric vehicle market is increasing exponentially, this has generated the need 
for innovative tools to mitigate network congestion, manage the priorities of EVs 
charging, etc. The BC allows to record in a transparent and immutable way the data 

Fig. 9.3  Blockchain platform distributed ledgers
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of the sensors of a vehicle in a decentralized network; the smart contracts will allow 
to process and implement the data in an insurance plan, which together with a black 
box BC, will help to solve the disputes after an accident.

The insurance solutions will be peer-to-peer, flexible, and convenient, both for 
customers and for insurers, with the possibility of determining the payment to the 
customer in cases where an insurance event occurs.

One of the main issues inherent in electric mobility is the mechanism for recharg-
ing as quickly as possible for the needs of drivers, but at the same time without 
congesting the electricity grid, causing further critical issues in peak loads.

Therefore, a new method has been proposed to charge EVs with fuzzy logic and 
using the PoS algorithm. Determining the connection of a car to the SG, at a time 
instant, cannot return only 0 and 1, function of off/on connection. It also contains 
the various intermediate states of truth like, for example, the result of choosing the 
charging moment for the electric vehicle. This one might not be right or wrong in a 
strict sense, but, for example, 0.476 right. The use of fuzzy logic appears to be the 
most appropriate, as it is closest to the brain’s way of reasoning. The fuzzy logic 
tool deals with uncertainty. The fuzzy theory allows a mechanism for transforming 
linguistic constructs such as “many,” “low,” “medium,” “often,” “few.” In general, 
the fuzzy logic gives an inference structure enabling appropriate human reasoning 
capabilities. The utility of fuzzy sets is in their capacity to model uncertainties or 
ambiguous data facing in real life (Sivanandam et al. 2007, 2).

By aggregating data, it is possible to provide a series of partial truths that further 
aggregate into higher truths that can cause certain further results.

Using BC-PoS technology, members with a higher stake will be picked in each 
turn to forge their block and earn the prize. This results in the members with the 
most stakes or cryptocurrencies ruling the hole network.

Fuzzy logic in Matlab can be handled very easily thanks to the fuzzy logic tool-
box; it provides a complete set of functions for designing and implementing various 
fuzzy logic processes. The main fuzzy logic operation includes fuzzification, 
defuzzification, and fuzzy inference. They run through various functions and can 
also be realized using the graphical user interface. Many applications can be real-
ized using the Simulink “fuzzy logic controller” block available in Matlab-Simulink 
toolbox (Sivanandam et al. 2007, 2).

In the case study, concerning electric mobility, the merit nodes are chosen on the 
basis of their status.

Three thresholds to take advantage of the fuzzy logic were evaluated as follows:

	1.	 SoC: charge status of the electric vehicle
	2.	 Load profile (kWh) of the charging station where the electric vehicle is connected
	3.	 Energy production (kWh) from RES

EVs with lower SoCs and load profiles, with higher RESs in their charging loca-
tions, are more likely to be chosen as the preferred node for charging in the follow-
ing round due to their higher weights. The membership functions are assumed to 
have a Gaussian distribution of the inputs (thresholds), since the thresholds are not 
uniformly dispersed as illustrated in Figs. 9.5, 9.6 and 9.7.
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The individual charging infrastructures have a different load profile, and the pri-
ority of each EV in the single socket to which they are connected is evaluated based 
on the load profile, SoC, and RES.

Later, when each member has agreed on the preferred nodes and the transaction 
has been executed, a copy of the generated block is transmitted to all nodes due to 
the inheritance of BC technology operation.

In the decision-making process for charging-discharging electric vehicles, the 
charging profile of the charging locations and the energy from RESs present in that 
charging area play a decisive role. If there are high demands for electricity, fleets 
will avoid charging the EVs, to reduce the risk of grid congestion. Furthermore, 
since with the enormous amount of energy produced from renewable sources, at the 
same time (as with solar energy), there would be a potentially harmful situation for 
the equipment installed on the electricity grid. Thus, to manage this problem, the 
unused energy can be accumulated in electric vehicles and storage installations 
present at homes or in the grid.

Thus, the method presented above was applied in two different scenarios.

	1.	 First scenario

Exploiting the fuzzy logic, at the start of each round (every 5 min), fuzzy weights 
between 0 and 1 will be produced for each participant belonging to the network, 
based on their SoC, load profile, and RESs.

Higher weighted members will appear as preferable nodes in the distributed led-
ger and will be given permission to link their blocks to the chain. Afterwards, the 
modified block will be sent to all participants and only after verification will it be 
added thus to the chain.

The blocks hold the hash code of the previous block, the identifying information, 
and the power demand of the corresponding EV. The charging of the EVs, in this 
scenario, is charged in a fair way, based on their status, and is not causing problems 
to the smart grid.

	2.	 Second Scenario

A slightly modified algorithm is used compared to the previous one.
The choice consent mechanism remains the same, but instead to vote the nodes 

with the highest weights, at each turn those with fuzzy weights above the average of 
all the weights of the net will be chosen. Hence, electric vehicles, which resulted in 
higher than average fuzzy weights, enable block forging, resulting in the charge 
permit. The possibility of having a fuzzy weight that can exceed the fixed threshold, 
to make the process democratic and transparent, as per BC technology, is distributed 
evenly over all the network nodes. Thus, when a node is loaded, the fuzzy weight 
associated with it in the next turn would be smaller determined by the higher SoC 
of that ones that did not have a chance for charging. At this point, the possibility of 
grid congestion during high demand periods and decreases of voltage levels would 
be smaller if electric vehicles in the grid were in the grid. The knot selection mecha-
nism in each round is shown in Fig. 9.8.
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�Dynamic Pricing Through Blockchain Technology

Blockchain technology allows you to have safe and economic transactions, acting 
as distributed databases capable of having a growing list of data records (blocks). 
Transactions are ensured by nodes, which are basically computers, which can also 
be managed by future prosumers on the network, exactly as is happening for 
BitCoins, without the need for third parties to guarantee the correct transaction, 
which in this case would take the name of RESCoin, digital currency linked to RES 
production. Given the possibility of contributing to the balancing of the network, 
with the batteries of electric vehicles, instead of contributing to the imbalance, there 
would be a compensation for the prosumer, with the RESCoins managed by the 
blockchain in an individual wallet for each driver. Figure 9.9 shows a schematic of 
the business model (Lazaroiu and Roscia 2018, 1196).

The open public network (unpermissioned ledgers) does not have a “property” or 
a key actor. The objective is to permit each member (nodes) of the network to give 
a contribution to update the data on the ledger and to have all the copies of opera-
tions or to have the identical copies of all approvals through consent.

With this BC application, no member will be able to block a transaction, and it 
will be added to the ledger once the consensus has been obtained among all the 
nodes of the blockchain. This is thanks to the fact that the network confers immuta-
bility of all documents or transitions, which require high security in terms of con-
sent, such as smart energy contracts (RESCoin) (see Fig. 9.10).

Thus, the blockchain protocol should contain in the ledger the period between an 
offer is formulated and the request acceptance (real-time clock (RTC)). The RTC 
should always remain appropriate with the average confirmation time for reducing 
the computing requirements. The ledger should have a data storage (by 8 to 32 
bytes per transaction), the transaction value (that varies with the characteristics of 
the transaction), and the transaction fees (not to interrupt the network from unnec-
essary transitions, and a penalty of the transition if this one does not succeed). The 
total hash rate is the processing capacity of the RESCoin network, and greater the 
hashing power, the larger is the security and resistance to attacks.

The framework for the blockchain dedicated to EVs is shown in Fig. 9.4, where 
the various “participants” can be highlighted, who can both sell and buy energy, in 
this specific case only from renewable sources, in relation to the fact that the energy 
offered is greater or less on the sales market; at the moment in for the following 
quarter of an hour (clock), a specific price is defined, (RESCoin for kWh), which 
can be accumulated in a virtual money box/wallet or are spent, again through BC 
(Lima 2018a, 1; Lima 2018b, 106).

The meeting point is linked to the fact that the incentives are of a public nature, 
while the charging stations are of private individuals, who want to earn, to obtain an 
affordable price for all the players in the intelligent electric mobility sector.

The protocol used must be designed to “be lightweight,” i.e., to minimize the 
quantity of data to be stored in the BC. For this reason the “offers” are kept for a 
defined period of time, which gives the possibility to the driver/prosumer of an EV 
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to accept, but, after the time deemed acceptable, the process will be interrupted and 
the offers must be reshaped, such as an auction (Knirsch et al. 2018, 71).

The participants can be both the direct users or owners of the electric vehicles, 
and the managers of the charging stations themselves, as each of them is part of the 
blockchain structure, using parameters, as for an app on a smartphone, for example, 
“ID Name,” “email,” “wallet,” “smartphone number,” etc.

Fig. 9.4  Layout of the proposed blockchain scheme

Fig. 9.5  Variation of degree of membership with SoC
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Fig. 9.6  Variation of degree of membership with load profile

Fig. 9.7  Variation of degree of membership with RES
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Fig. 9.9  Scheme of the business model

Fig. 9.8  Choosing mechanism in each round

Fig. 9.10  Blockchain EVs framework
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�Conclusions

Electric vehicles are rapidly replacing ICE vehicles, as can be seen from the large 
number of models that all car manufacturers are placing on the market and which 
today, despite the pandemic, is one of the leading economic sectors.

The initial boost, given by the desire to reduce pollution especially in cities, has 
determined a challenge that cannot be missed; therefore, the market must be created 
with a strong synergy between public and private. The policies to support electric 
vehicles must make it possible to obtain cost affordability with ICE vehicles and 
provide services (such as recharging) so that drivers consider them comparable or in 
any case not inferior to those who use ICE vehicles. While there is a decrease in 
costs, the implementation of the smart charging infrastructure is the main element. 
If joint community and policy actions are genuinely taken to realize standards, 
interoperability, and safe transitions via blockchain technology, smart charging will 
shift from promise to practice by 2030.

The aspects of the future mobility system linked to the massive introduction of 
electric vehicles were considered, from a technical, economic, and political point of 
view, which are the basis of the decision-making skills of politicians.

The goal is to introduce an innovative public (but above all also private) business 
model where there is no discrimination. In this business model, the use of electric 
vehicles is encouraged in all charging stations as if they were parking lots. The busi-
ness model is encouraging reduction of charging periods and monetization of the 
EVs charging transferred to the grid in the event of a peak load or recharging during 
periods with high productions from RESs based on a safe, transparent, and reli-
able model.

Blockchain creates scenarios of great interest in the mobility field, from its sim-
plest forms (a vehicle – multiple owners with ownership management in charge of 
the platform) to the more complex forms of integrated mobility (management of a 
mobility coin for the payment of heterogeneous vehicles and means of transport). 
The numerous actors who are part of it (multiple transport service providers, users/
citizens, value-added service providers, builders, financial institutions, insurance 
companies, public transport, supply/recharge networks, etc.) could interoperate 
having the blockchain platform as guarantor of the immutability of ownership 
records and use, to operate in a simple way (single interface), secure (immutability 
of the records of the trips/services used), integrated (the record of the trip/service 
used allows the relative cost to be calculated in real time by activating the reim-
bursement to the service provider), and quick to follow changes to the ecosystem 
(e.g., new services/actors).
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Chapter 10
Smart Mobility in Africa

Alexandra Catalina Sima, Mariacristina Roscia, Claudia Laurenta Popescu, 
Mihai Octavian Popescu, and Jacques Jansen

Abstract  The urban population of Africa is increasing exponentially compared to 
Europe, and in fact it is forecasted that the urban inhabitants will grow by 62% until 
2050. Nowadays, more than 30% of the population does not have access to electri-
cal and thermal energy. The Global Sustainable Development Goals have set estab-
lished worldwide access to sustainable energy by 2030. At this particular historical 
moment, in Africa, equitable, sustainable energy and responsible energy industries 
should be promoted to ensure access to clean energy for the population but also to 
services such as transport systems and the water. The World Bank reports “that a 
country’s growth in measured gross domestic product is directly curtailed by poor 
public transport infrastructure.” Access to these key elements is essential to reduce 
deficit and drive economic development, and a sustainable approach is also needed 
to plan energy services and smart mobility. Africa will become “the next big mar-
ket” determined by fast rise of emerging economies. The smart cities, thanks also to 
sustainable mobility, will represent the key element in Africa to ensure improved 
quality of life for Africans, decreased energy use, and environmental influence, 
bringing benefits globally. Fundamental in the ongoing development countries and 
beyond will become the implementation of smart grids and Internet of Things (IoT), 
electric vehicles, and charging systems, the spread of the 5G network, a new holistic 
vision of the territory where the user is transformed into a hub, and being a pro-
sumer and a user of new technologies, thanks to the renewable energy widespread 
throughout the territory (solar, hydroelectric, wind). The number of electric vehicles 
in Africa has the potential to significantly increase by 2030, and the challenge will 
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also be in charging infrastructure, powered by grid-connected or off-grid renewable 
solutions, in step with market interests. This chapter wants to give a holistic view of 
the transportation system in African cities, so that decision makers and future 
research can build smart cities that can give real opportunities for improvement for 
developing countries such as Africa. A key consideration is the challenge of know-
ing what needs to be developed first; there are so many priorities to be addressed, so 
it is not clear to the decision makers themselves, to politicians, on what needs to be 
focused, even in terms of investments, and yet, this effort could be the most effective 
way for Africa to seize the opportunities that technology can offer, guaranteeing 
their position as the energy supplier of tomorrow, all over Europe.

Keywords  Africa · Electric mobility · Smart grids · Sustainable development

�Introduction

The world economic forum describes the future of energy as one that would con-
sider the long-term carbon goals to relieve the current negative environmental 
impact as in Africa the air pollution has high impact on human health (2013 Bank 
World). This would mean the installation of renewable energy sources at homes and 
businesses. In essence, causing the decentralization of electricity generation and 
subsequently decentralization of filling stations. Electric vehicles would be 
recharged at home from their own generated systems. Decentralized energy would 
require that the home become “smarter” to effectively manage energy to all the 
demands. Smart homes would not only manage their resources but would also man-
age occupants’ lives, entertainment, and comforts. Optimally managed smart homes 
would from a bottom-up approach help in achieving the goals of smarter cities, 
goals of maximizing energy and the optimum usage of the available resources and 
infrastructure such as the management of traffic from electric vehicles on the roads. 
The smart mobility which is diffused worldwide will be integrated in the transport 
infrastructure.

The World Bank emphasizes that “a country’s growth in measured gross domes-
tic product is directly curtailed by poor public transport infrastructure,” and the 
emerging markets have the opportunity to change the future for the next generations 
by rethinking and redesigning their transportation.

The concept of a sustainable city became global in 1990 (Sorensen et al. 2014, 
10), although there is still no clear definition of what defines urban areas as really 
sustainable (Herbert 2004, 45). Cities have various characteristics: number of popu-
lations; urban services like water, electrical energy, education, and health; so as to 
transform cities by integrated systems available to all for increasing life’s quality 
((Satterthwaite 1997, 1667; Timothy et al. 1991, 15). This must be guaranteed by 
economic and social policies for the sustainable development (Anastasiadis and 
Metaxas 2010, 64).
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About 70% of the world inhabitants will move to urban area by 2050 which will 
lead to the development of cities (UN 2019). This is expected majorly in countries 
under development, which will face an exponential growth over the following 
decades. Between 1990 and 2005 the urban population increased with 1.2 mil/week, 
which is 165 k per day, and this value is expected to double (WHO 2010, 4). The 
African cities had the highest increase determined by economic necessities.

Africa continent will reach 2.4 billion people in the following decades, and this 
will bring more and more needs and requirements in cities and village areas. The 
fully connected smart cities will be planned to improve the quality of life, distribut-
ing energy, water, and health, creating jobs, redeveloping the territory, managing 
demographic challenges, reducing emissions, promoting green sources, and redis-
tributing the richness.

The centric element of smart cities will be the citizen and thanks to the IoT will 
ensure information from various objects to obtain data, for the management of the 
SC, this without any proprietary software favoring a hardware supplier. The fast-
increasing urban population puts a strain on the transport and energy infrastructure. 
In 2015, 1.5 million electric and plug-in hybrid vehicles were adopted worldwide, 
and Africa is the continent that is urbanizing very fast, by 4% each year compared 
to the 2% world average.

Electric vehicles offer the potential to reduce pollution, improve the environ-
ment, and also create new job opportunities; obviously, this needs to be supported 
by a network of electric charging stations large enough to meet the growing number 
of electric vehicles. Rooftop solar panels can be installed all over Africa, enabling 
the location of electric vehicle charging stations, thanks to the abundant supply of 
sunlight. One challenge Africa will face is electric load and capacity, with electric 
vehicles putting additional pressure on the electricity grid. Therefore, intelligent 
vehicle-to-grid charging systems are fundamental to maximize energy 
optimization.

�Africa Energy Sector

Africa requires to install more than 7GW of new generation annually to meet 
demand (Foster and Briceno-Garmendia 2010, 2) or up to a tenfold increase in gen-
eration to meet the requirements by 2065. Some data indicate that demand will grow 
by 30% by 2050.

The largest electricity producer, South Africa, is facing a supply crisis. Many of 
the existing generation plants are outdated or lack sufficient maintenance and exces-
sive failure rates. Of the installed capacity of 58,195 MW, power generation has 
decreased by 8.8% since 2010. Availability factor went from 71.9% in 2018 to 65% 
in 2021 and around 20% in total over the past 20 years.

In the rest of the SSA, the installed capacity remains relatively low. After South 
Africa, the countries with the highest installed capacity are Nigeria with 12,522 MW 
(although only around 3000  MW of these are almost every day), Ghana with 

10  Smart Mobility in Africa



202

4399 MW, Ethiopia with 4244 MW, Kenya with 2819 MW, Democratic Republic of 
Congo with 2677 MW, Zimbabwe with 2240 MW, Botswana with 920 MW, and 
Senegal with 864  MW; Chad has 125  MW of installed capacity, Rwanda has 
218 MW, and South Sudan generates 130 MW.

There is therefore a huge disparity between the generation capacity and the rural 
nature of many communities, meaning that about 600 million inhabitants have 
energy access. The main among these are South Sudan (5.1% access), Chad (6.4%), 
and Burundi (6.5%). Currently, one-third of the African population has no access to 
electricity, as shown in Fig. 10.1.

In some countries like Egypt and South Africa, the electrical power system is 
supplying the designated customers, but in other countries, the population access to 
an electrical network is about 20%, with some countries having only a 5% value. 
Thus, classic fueled generators and remote grids are in place.

The Africa energy sources are gas and oil in North and West parts of Africa, 
hydropower in Central and Eastern Africa, and coal in South Africa. The integration 
of renewable energy sources is increasing. The hydropower has high potential in 
sub-Saharan Africa, but only 45% is used which represents a share of this resources 
(Juld et al. 2005, 2990). Other resources could be solar and biomass which are used 
in residential facilities and not for large-scale energy production (Deichmann et al. 
2011, 215).

In Africa, the element of distributed generation is consolidated; in fact, domestic 
and solar systems have been used for many years for rural electrification, and this 
makes it easier to implement distributed energy, especially solar photovoltaics, in 
urban and rural centers. This leads to more efficient and low cost power generation, 
effectively creating prosumers naturally and reducing carbon emissions.

Electricity costs remain high, the costs for generation with diesel ranges from 
0.35 $/kWh to more than 1 $/kWh on islands in the Pacific and some remote loca-
tion on the continent. Thus, the generation capacity is not enough to cover the 
growth demand and low security of supply. Unfortunately, despite the considerable 

Fig. 10.1  Population without access to electricity
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distribution of renewable energy, these sources are heavily underused, like solar 
energy, hydrogeneration in many countries, and wind on coasts. The smart cities can 
represent a resilient and dynamic organism.

Electricity consumption in Africa will double by 2030 to 1012 TWh (IEA 
2010) and requires a concrete extension of electricity infrastructure (Parshall et al. 
2009, 2395). The IEA estimates that for ensuring worldwide access to electrical 
energy by 2030, additional investments in energy sector of 35 billion dollars /year 
will be required, a large share being needed in Africa.

�Smart Mobility in Africa and the Needs of Smart Cities

The global electric vehicle (EV) market is evolving and growing rapidly both thanks 
to new technologies (resulting in ease of use and reduced costs) and the urgent need 
to tackle climate change, which is leading countries to, globally, the elimination of 
vehicles with internal combustion engines (ICE). Consequently, automakers are 
increasingly designing EVs, with a multi-billion dollar sale, thanks also to tax 
incentives. By 2030, electric vehicles are projected to account for 35% of global 
vehicle sales.

The electric vehicle market across Africa is very promising, increasing investor 
interest and engagement in the sector and the momentum for growth. National and 
urban governments are including bold electric vehicle targets in their plans to 
decrease greenhouse gas emissions. Private sector investors and developers are 
exploring market opportunities in more countries, and global change will lead to 
more used electric vehicles entering the African market. At the moment, however, 
electric cars are still very little widespread in most of Africa. In South Africa, con-
sidered the largest electric vehicle market on the continent, only 1000 electric vehi-
cles were purchased in 2019, out of more than 12 million vehicles on South Africa’s 
roads, as can be seen from Fig. 10.2, and even fewer electric cars are in the market 
function in most other African countries.

The cities represent the main point for worldwide sustainability, and they need to 
get smart as fast as possible to reduce energy infrastructure costs. For the mobility 
sector, the energy need is linked to the diffusion of transportation in the cities’ area 
and thus has high impact on the utilization of energy. The realization of smart cities 
requires optimization of electrical systems by integrating as much as possible 
renewable energy sources for increasing efficiency and security of supply. The lack 
of stability and capital investments and inadequate infrastructures currently limit 
innovations, while investments could be made, which, by attracting capital, would 
lead to the strengthening of the networks already built on smart grids, offering 
important possibilities for Africa. There are, however, several issues that African 
countries need to address to be able to reap the benefits of the electric vehicle 
movement.
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The main areas toward African Transformation are the following:

	1.	 “Smart governance”: this is the first element; without the political will to turn 
the page, Africa will not be able to seize the opportunity that technologies can 
offer: facilitating the rural electrification project, balancing the electricity costs, 
supporting the management and development of demand policies to realize the 
use of distributed resources and the interoperability of nowadays grids with the 
future ones, and bringing to the realization of smart grids.

	2.	 The redesign of distribution grids to make use of smart metering and smart 
reclosers to improve security of supply and power quality reliability indices, 
fulfilling the requirements for village electrification with minimum costs toward 
smart villages (Fletcher and Strunz 2007, 791).

	3.	 Disruptive technologies: it is necessary to start from the implementation of 
disruptive technologies for the optimization of interoperability and development 
of solutions for the needs of electrification (Welsch et al. 2013, 336). The distri-
bution on the large territory will be different at regional and national level, in 
order to satisfy the requirements and goals of the various companies and the 
various local markets. ICT already contributes to about 7% of Africa’s GDP, 
which is above the world average. ICTs will provide the ability to change the 
businesses and government in Africa by driving innovation and economic 
growth. The diffusion of the Internet is at 17% below the 28% world average. In 
addition, there are African countries where the population have access to a cell 
phone rather than water or electricity. The need for high-speed broadband and 
the introduction of smart meters for electricity exchange possibilities are parts of 
the goals to make smart cities in Africa.

	4.	 Renewable energy leads above all to a reduction in pollution and cost (fuel 
costs), especially in remote areas on the continent (Teravaninthorn and Raballand 
2009). Using locally available renewable energy sources improves the security 
of supply, which is critical to supporting the growth of enterprises and industrial 

Fig. 10.2  Electric vehicle stock share evolution in South Africa
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customers dependent on electricity. There are currently insufficient incentives in 
Africa to switch to a sustainable energy, and so photovoltaic production is not 
cost-effective for most consumers.

	5.	 Smartphone: Africa has a mobile telephony market, after South Asia, which has 
developed better than in other globe areas, as for 300% per year in Cameroon 
and Kenya. On average, the distribution of smartphones has reached more than 
72% across Africa. The physical infrastructure for telephony is lacking in almost 
all African countries. The World Bank and the African Development Bank indi-
cate more than 650 million new mobile phone users in Africa, more than Europe.

	6.	 Smart urban infrastructures are required to be sustainable, with the citizens 
involvement increasing. Sustainable urban infrastructure should not in-charge 
governments with debts almost impossible to return or end users with high cost-
ing tariff and must not negatively impact the ambient. Thus, the reduction of 
carbon emissions during construction and operation should be done. The trans-
portation infrastructure should be resilient as much as possible. The different 
transportation systems are function of territory development, and the energy 
requirements must be tailored function of the cities and needs of the inhabitants.

	7.	 Smart grid (SG): African electricity could be guaranteed by distributed 
resources, in particular renewable energy units. This capacity could be optimized 
by using smart meters, accounting for the variable production of renewable 
sources. Smart grids can reduce a deeply felt problem in Africa by identifying 
areas of illegal interception and network leaks, which end up burdening costs 
and therefore end users (Welsch et al. 2013, 336). With these intelligent grids, 
any connected electronic device can communicate the energy consumed or pro-
duced in real time. From the analysis of the information collected, decision sup-
port is created, allowing a more efficient energy system (Dlodlo et al. 2014, 95). 
A bidirectional system can be generated, strategically positioned, and connected 
to a cloud, capable of managing the data acquired from different sources, for the 
analysis and decision making of power flows in real time. The solar and wind 
production forecasts in Africa leads to a better utilization of “green” generators, 
and end users and industry can shift their gaily operation to periods when they 
can make maximum use of these resources. The complex development of smart 
grids in Africa is dependent on territory economical and political differences, the 
requirement to supply village areas.

�Rethinking Smart Mobility in Africa

It is estimated that 80–90% of vehicles imported into Kenya are second-hand, and 
policy makers must work to ensure that Africa does not become a landfill for pollut-
ing vehicles but rather grows its electric vehicle market. However, this will not be 
enough since, despite the improvement in battery technology and charging, with an 
even greater distance traveled, and the reduction of associated costs, the main obsta-
cle to the electric vehicle sector in Africa, as well as in Europe, is the lack of 
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electricity and reliable infrastructure. Electric vehicle charging stations are rare and 
found only in large urban centers, so a well-planned network of charging stations 
with sufficient energy capacity is needed. Furthermore, in many African countries, 
the electricity grid is already under great pressure and will require significant invest-
ments in grid capacity and grid integration to manage the demand for electric mobil-
ity. Intelligent and electric transport services will not develop without an extensive 
and secure network of access to electricity in their area of business. Finally, it is 
highly unlikely that the demand for electric vehicles will increase if we consider the 
current electric grid model, which is inefficient and with frequent voltage drops.

Synergy must be understood between the incentives for the growth of smart 
grids, the use of renewable energy, and the use of electric vehicles; the growth of 
these sectors at the same time will allow broad-spectrum benefits in the African 
continent. There needs an enabling policy toward electric vehicles, targeted invest-
ments, and market incentives that will lead to the growth of smart grids and provide 
energy storage solutions for solar PV, wind, hydro, and other renewable and clean 
energies with the natural development of the electric vehicle market.

With the development of intelligent charging of electric vehicles via cloud-
connected devices, excess energy from electric vehicle batteries can be fed back 
into the grid. Some companies in South Africa are already integrating vehicle-to-
grid (V2G) technology which enables bi-directional charging, enabling electric 
vehicles to help stabilize the power grid during peak electricity demand; most nota-
bly, the national e-Mobility program plans to bring fast chargers and V2G function-
ality into the smart grid ecosystem.

Some interesting and successful projects are listed below:

	(a)	 Mobility for Africa is a women-led start-up that provides small farmers with 
electric tricycles to transport their produce from farm to market and is partner-
ing with Rift Valley Energy to harness energy from hydroelectric plants, and 
some charging points will use containerized photovoltaic solar systems.

	(b)	 Zembo is an electric motorcycle start-up in Uganda. In just 2 years, more than 
200 electric motorcycles have been sold to boda-boda taxi drivers and has cre-
ated over 15 battery change and solar charging stations in Kampala. Zembo 
partnered with SafeBoda, a local racing call app with a reputation for trustwor-
thy drivers, to facilitate their entry into the market.

	(c)	 NopeaRide (and EkoRent) is the continent’s first 100% electric taxi service. 
The company operates a small fleet of electric vehicles and charging stations 
located throughout the city, with drivers and customers accessing the platform 
via a mobile application. The new charging stations will be implemented effi-
ciently and economically using data derived from Nopea applications (both 
drivers and passengers), Nopea vehicles, and charging stations and by monitor-
ing traffic flow and popular travel routes. The EkoRent model is highly repli-
cable, and it is expected that by enabling the company to expand its offering in 
Nairobi, the project will attract private investment in electrification of private 
and corporate transportation in the cities of the region.

A. C. Sima et al.
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Another central node for electric mobility in Africa is represented by the type of 
cables, which, with intelligent charging devices, will provide both power and com-
munication. The IEC 62893 and EN 50620 standards specify and recommend the 
cable types and test methods that must be followed. This is a fundamental aspect, as 
the cables will have to withstand particularly stressful environmental conditions: 
most of the charging stations for electric vehicles are outdoors, exposed to consider-
able temperatures, and with cables that are subject to high volumes of energy; as a 
result, devices can get extremely hot. To ensure the imminent increase in charging 
demand for electrified vehicles, the use of approved cables at charging stations is 
required to protect charging infrastructure.

A further development key is the implementation of measurement. While smart 
metering is not always necessarily fit for purpose, in many cases it is an efficient and 
effective way to handle large load consumers. For other classes of consumers, pre-
paid meters have proven very effective in increasing revenue collection and reduc-
ing non-technical losses. Unless utility companies get revenue metering and 
management as part of their business law, they will continue to operate with cash 
flow insecurity, diverting attention from the business of providing safe, secure, and 
affordable energy for consumers.

�Strategical Challenges for E-Mobility in Africa

In a city with high density of population, a good solution for sharing electric vehi-
cles is to have a high number of vehicles for the inhabitants. In this way, the offer 
incidence as the number of vehicles over the number of kilometers to be served is 
sufficient to cover the time-shifting of the demand.

When this ration is more than 60%, up to 90%, the” free floating” can be intro-
duced. This approach is not working for lower ratios as there are a limited number 
of vehicles available to customers, and the user cannot find a vehicle in the vicinity.

Considering the emissions of pollutants, a taxation based on contribution to pol-
lution would lead to the adoption of electric vehicles. A medium size electric vehi-
cle pollutes, from its production until the final use, less a fuel vehicle. In France, the 
sharing of electric vehicles is highly diffused as the charging infrastructure and 
reserved parking are available but at high costs. Many cities are currently not highly 
served by electric vehicles, but the transportation models based on electric vehicles 
will be different in the future.

Thus, for low-density environments, it would be useful to consider a seasonal 
strategy in particular in tourist-based areas as the demand is irregular. In case of 
increased demand for electric vehicle sharing, the charging infrastructure and trans-
portation development must be done coherently. Thus, the operating environment 
and the management model must account for:

–– The separation of pollutant energy sources
–– The reduction of dependence on local energy grid
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–– Using communication systems to enable use of “electric vehicle sharing”

The strategical implementation of these actions can be done in three stages:

–– Year 2021: to integrate communication model of the free flow managed by a 
main processor with intelligent algorithms for vehicle-to-vehicle (as illustrated 
in Fig. 10.3)

–– Up to 2024: this strategical implementation is illustrated in Fig. 10.3 and can be 
implemented in rural and island locations. A model can be set up to realize the 
energy management such that to program the charging process to use clean 
energy for the electric vehicles sharing services and thus to improve the manage-
ment algorithms and to benefit from vehicle-to-grid (V2G), grid-to-vehicle 
(G2V), Internet-to-grid (I2G), and Internet-to-vehicle (I2V). In this way, a fur-
ther protection of the environment and a higher degree with respect to the main 
supply (influence of charging infrastructure on the network, optimization of the 
energy mix, power quality) can be achieved. The setting of information and com-
munication technologies is a requirement for managing service models in 
medium and large density scenarios, involving vehicles, grids with renewable 
energy sources, and storage systems, charging stations’ infrastructures. A real-
time communication on different layers can be achieved for charging, traffic and 
parking information, and interoperability with other transportation means. A 
possible model of electric vehicle sharing is proposed and illustrated in Fig. 10.4.

–– Up to 2035: the introduction of modular-open source vehicles, small capacity 
batteries and reduced sizes for future environment protection, wireless charging 
diffused on traffic routes and associated with fixed smart charging stations will 

Fig. 10.3  Model of free flow managed by a central processing algorithm
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lead to a cost reduction, low impact on the main supply, and environmental pro-
tection (Roscia et al. 2016, 1120).

�Conclusion

By 2030 the population of Africa will reach about 1 billion citizens, with six cities 
having more than ten million inhabitants. The jet points in Africa are the develop-
ment of infrastructure, energy systems, technology, and mobility, with a vital role 
from the governments. The energy production and consumption, the displacement 
of materials and people, and traffic vary in time all over the territory and can be 
measured by adequate sensors and controlled through networks in real time. By 
interconnecting buildings, vehicles, power plants, and city lighting, the cities will 
become “smart.”

Africa is growing exponentially, and the widespread use of smartphones will 
determine an improvement of services toward sustainable, augmented quality of 
life. The smart grids are a core element of smart cities and will facilitate voltage 
control, reactivation of power compensation, and reduction of distribution losses. A 
better planning integrated with disruptive technologies will change the cities not 
only in Europe but also in Africa. The final objective is to change the cities in a 
sustainable, well-being, secure and resilient. The future urbanization of cities and 
the urban influence on energy demands require a holistic approach for the manage-
ment of the sustainable energy systems integrated with the various services offered 

Fig. 10.4  Model for sharing electric vehicles
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in smart cities (e.g., electric mobility). This challenge will foster the economic 
improvements in Africa with the help of public administrations, universities, and 
companies.

The digitization of the energy sector in Africa is the road to significant changes 
and efficient management of electricity grids, and another key element will be the 
Internet of Things, which, with the addition of sensors to the network, will allow for 
better analysis and storage of data, to better manage energy flows. The realization of 
smart cities in emerging countries from Africa is a long-term objective requiring 
political decisions, planning, innovative leadership, and important investments. 
This set of elements can be difficult to implement even in Europe and represents a 
challenge worldwide.

Political decision makers must pay close attention to this energy transition, as the 
lack of or wrong use of technologies could have a disastrous effect on the ability to 
make the electricity grid intelligent and therefore to provide services such as electric 
mobility, which, without an adequate infrastructure digital, is likely to fail.
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Chapter 11
Sustainable Smart Cities: The European 
Case

María Teresa Nevado Gil, María Pache Durán, Luísa Cagica Carvalho, 
and Inna Sousa Paiva

Abstract  Smart cities are emerging all over the world and are a promise to combat 
various problems currently faced by cities. This context makes smart cities a rele-
vant topic for research. This study aims to identify which factors influence the 
development of sustainable smart cities. The empirical study uses a sample with 73 
European cities and applies a multiple linear regression. The results suggest differ-
ences between smart cities in Europe, such as smarter cities are located geographi-
cally in the western region and are governed by women. This study provides an 
academic and empirical study on smart cities and contributes to a better explanation 
of a still under explored theme.

Keywords  Smart cities · Europe · Sustainability · Factors

�Introduction

In recent decades, the concept of ‘smart city’ (SC) has been gaining more and more 
importance in the literature regarding international policies (Albino et  al. 2015). 
The unceasing growth of cities and improvements in quality of life have been key 
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elements for the future of society. Cities play a key role in social and economic 
aspects around the world and have a notable impact on environmental problems 
(Mori and Christodoulou 2012). For this reason, smart cities work in networks with 
the aim of promoting political and social efficiency, allowing economic, political, 
urban, cultural and social innovation (Carvalho 2017), nurtured by growing popula-
tion flows that seek opportunities in cities for work and personal growth. In addi-
tion, they produce various business opportunities, allowing collaboration between 
different public and private sectors (Nevado et al. 2020). According to the United 
Nations (UN), in 2050, the world population will have increased by two billion 
people, with 70% living in urban areas. According to the UN, this increase in the 
population in cities may be a problem, since cities consume 75% of the world’s 
energy and produce 80% of greenhouse gases. Despite this, cities favour innovation, 
knowledge and creativity, which is why a balance must be sought between social, 
economic and environmental aspects, as well as that of the citizens themselves. 
According to the European Parliament (2014), smart cities are classified according 
to six main dimensions: smart economy, smart governance, smart mobility, smart 
environment, smart people and smart living (Villarejo 2015).

Upon reviewing the literature, we found various studies on the definition, cre-
ation and use of indicators for the measurement and evaluation of smart cities 
(Nevado et al. 2018). Therefore, various approaches, objectives and methodologies 
can be found to diagnose and classify smart cities. Although there are no cities yet 
where urban systems and services are interconnected, many cities around the world 
have already become smart and sustainable. Information and communications tech-
nologies (ICTs) are responsible for accelerating the process for a city to become 
intelligent, thus fulfilling one of the 17 Sustainable Development Goals (SDGs) of 
the UN (De Guimarães et  al. 2020), specifically SDG 11, whose objective is to 
achieve sustainable cities and communities. In this way, the aim is to create cities 
that reduce environmental impact, in addition to reflecting on models of access to 
resources, resource and energy management, transportation, etc. (Longo et al. 2014; 
Patsakis et al. 2015).

In 2012, the European Commission (EC) carried out a specific initiative for the 
development of smart cities called the ‘Association for European Innovation on 
Smart Cities and Communities’ (EIP-SCC) (https://eu-smartcities.eu/), which 
brings together cities, industries, small and medium-sized companies and financial 
and research entities with the aim of improving life in cities through more sustain-
able integrated solutions through concrete challenges of the city through different 
political areas and ICTs. For its part, the IESE Center for Globalization and Strategy 
is worthy of highlighting; it annually produces a ranking through the Cities in 
Motion index where it analyses the level of development of 174 cities in 80 coun-
tries in nine dimensions (Berrone and Ricart 2020). The smartest cities in the world 
are London, New York and Paris. Globally, Europe continues to dominate the rank-
ing, with 27 cities among the 50 smartest in the world, followed by 14 cities in 
North America, five in Asia and four in Oceania.
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In this context, this study focuses on SC, due to the importance that these cities 
have for the economy and sustainable development, and aims to identify the factors 
that may favour their development. To do this, and based on the objectives of the 
European Union (EU 2014), which include developing and redeveloping smart cit-
ies and communities, we use data from the Cities in Motion index (CIMI 2017) for 
73 European cities.

To achieve the proposed objectives, a multiple linear regression of the levels of 
smart cities is proposed. The analysis of the factors influencing the development of 
sustainable SCs is at a relatively early stage of development. That is why our study 
contributes to the existing literature on regional development and smart cities and, 
in our case, in the European context. The work is structured as follows. After this 
introduction, a review of the literature on the regional development of SCs is carried 
out, from which the hypotheses of the study are drawn. Later, the methodology 
used, the descriptive analysis and the results obtained are given. The work con-
cludes by summarizing the main aspects of the current problems and future chal-
lenges of smart cities.

�Literature Review

Although there are many definitions of the ‘smart city’, to date there is no globally 
accepted definition (Al Nuaimi et al. 2015). According to Meijer and Bolívar (2016), 
there are three different types of definitions of ‘smart city’: smart cities understood 
as cities that use smart technologies themselves (technological approach), smart 
cities understood as cities with smart people (focus on human resources) and smart 
cities as cities with smart collaboration (governance approach). Therefore, there is 
no single model to frame a smart city or a one-size-fits-all concept (O’Grady and 
O’Hare 2012). In the literature review, multiple concepts can be found, among 
which the one defined by Caragliu et al. (2011, p. 70) stands out:

‘We believe a city to be smart when investments in human and social capital and tradi-
tional … a city to be smart when investments in human and social capital and traditional 
(transport) and modern (ICT) communication infrastructure fuel sustainable economic 
growth and a high quality of life, with a wise management of natural resources, through 
participatory governance’.

The term appears for the first time in the 1990s. Here, the term pays special attention 
to the importance of ICTs with respect to modern infrastructures within cities 
(Meijer and Bolívar 2016). One of the first organizations to focus on the study of 
smart cities was the California Institute for Smart Communities, with the aim of 
seeing how a city could be designed to implement ICTs (Alawadhi et  al. 2012). 
Years later, the Center of Governance at the University of Ottawa criticized this 
idea, as it was too technique-oriented (Albino et al. 2015). Despite this, the concept 

11  Sustainable Smart Cities: The European Case



218

of ‘smart city’ spread in the early years of the twenty-first century and is a phenom-
enon that has been growing to this day. Thus, authors such as Nam and Pardo (2011) 
focused on investigating the meaning of the term ‘smart’ in this context, under-
standing this as a system adapted to the needs of users. Others like Harrison et al. 
(2010) stated that the term ‘smart city’ refers to ‘instrumented, interconnected and 
intelligent city’, understanding intelligence as the inclusion of complex analysis, 
modelling, optimization and visualization services to make better operational deci-
sions. Some, for their part, postulate that the smart city concept often acts more like 
a label (Van den Bergh and Viaene 2015; Glasmeier and Nebiolo 2016).

Organizations such as the UN or the European Union (EU) coincide in pointing 
out the main feature of smart cities: the use of ICTs in managing the challenges of 
cities with the purpose of improving the living conditions of the citizens who live in 
them and promoting their personal development. Thus, the OECD Oslo Manual 
(EUROSTAT 2005) highlights the role of innovation in ICT sectors by providing a 
set of tools to identify consistent indicators, setting up an analysis framework for 
researchers on innovation in cities. Authors such as Hollands (2008) emphasize that 
smart cities require not only the use of ICTs but also the contribution of different 
groups of people, collecting what smart cities are (smart people and governance) 
and what they intend to achieve (economy, mobility, environment and smart life). 
For their part, the International Telecommunications Union (ITU) and the United 
Nations Economic Commission for Europe (ECE) also add the concept of ‘sustain-
ability’: ‘a smart and sustainable city is an innovative city that uses ICT to improve 
the quality of life, the efficiency of urban operations and services and competitive-
ness, while ensuring that the needs of present and future generations are met with 
respect to economic, social, environmental and cultural aspects’.

As a result of all the above, it can be affirmed that the concept is extremely 
complex, and, in addition to the physical infrastructure, includes the human and 
social factors which are essential for its existence (Aguilera et al. 2013). In this 
way, many researchers have separated the concept into many characteristics and 
dimensions (Albino et al. 2015). In the review of previous literature, we found dif-
ferent classifications of the dimensions associated with different aspects of human 
life that partly affect common characteristics of smart cities. Giffinger et al. (2007) 
identify four components of the smart city: industry, education, participation and 
technical infrastructure. For Komninos et  al. (2011), smart cities are associated 
with four dimensions: the application of a wide range of electronic and digital 
technologies; the use of ICTs to transform life and work; the integration of ICTs 
into the infrastructure of cities; and the union of ICTs with people to generate 
innovation, learning and knowledge. Since then, the list has been expanding, iden-
tifying six main components (Giffinger and Gudrun 2010): smart economy, smart 
society, smart governance, smart mobility, smart environment, and smart well-
being, which Lombardi et al. (2012) associate with different aspects of urban life 
(see Table 11.1).
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�Design of the Investigation

�Sample Selection

The selected population is made up of 73 European cities whose levels of smart cit-
ies for the year 2017 were studied and classified by the IESE Business School, one 
of the most important business schools in the world, which in recent years has pub-
lished an index of cities which is objective, exhaustive, comprehensive and guided 
by the criteria of conceptual relevance and statistical rigour. The 2017 edition of 
CIMI includes 180 cities, 73 of them capitals, representing 80 countries. The breadth 
of the project establishes the CIMI as one of the city indexes with the broadest geo-
graphic coverage available today. In addition, to calculate the index, the authors 
included 79 indicators that provide a comprehensive view of each city.

CIMI has empirically validated the conceptual model developed from 79 indica-
tors that provide a complete vision of each city, grouped into ten key dimensions to 
determine its efficiency: economy, human capital, technology, environment, inter-
national impact, social cohesion, mobility and transport, governance, urban 

Table 11.1  Dimensions of Smart Cities

Dimensions of 
a smart city

Related aspects 
of urban life Objectives

Smart 
economy

Industry Achieve greater competitiveness and productivity in cities, 
based on innovation and the creation of a strong, dynamic and 
sustainable economy, through the use of ICTs by companies, 
the promotion of entrepreneurial initiative and the promotion 
of creativity, in direct relation to the knowledge-based 
economy

Smart people Education Focus on society and human capital as a fundamental integral 
part of the city whose society has ‘learned to learn’, carrying 
out actions to prevent excessive energy consumption and 
pollution. The aim is to enhance the quality of life in the city, 
making it more competitive and sustainable

Smart 
governance

E-democracy Centre the management of the city itself with participation and 
transparency towards the citizen. The aim is to improve the 
quality and efficiency of the services provided by public 
administrations through digitized processes, generating a 
transparent and rapid access to public information

Smart 
mobility

Logistics and 
infrastructure

Ensuring the accessibility and sustainable mobility of 
transport and communication through the use of ICTs. In 
addition, it must ensure public access to the internet for all its 
citizens

Smart 
environment

Efficiency and 
sustainability

Achieve environmental sustainability, optimizing energy 
consumption and managing resources efficiently

Smart living Safety and 
quality

Offer a higher level and adequate use of services, improving 
the quality of life of the population, creating a virtuous circle 
of economic and social Well-being

Source: Own elaboration from Lombardi et al. (2012)
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planning and public management. All the indicators are linked to a strategic objec-
tive that leads to a new form of local economic development: the creation of a global 
city, the promotion of entrepreneurship and innovation, among others.

�Methodology

To achieve the objective of this study and following Laswad et al. (2005), Moura 
et al. (2014) and Alcaraz-Quiles et al. (2015), among others, we propose a multiple 
linear regression of the CIMI and the ten dimensions that make up the index, based 
on three variables: gender, geographic location and political ideology. Thus, an 
explanatory analysis is carried out in order to identify the factors that affect smart 
city levels in European cities. All estimates will be made using SPSS software 
version 20.

�Model Specification

To carry out the contrast of the hypotheses raised in previous sections, multivariate 
regression techniques were used. Through a multiple linear regression, using the 
ordinary least squares (OLS) method, the following models were estimated, one of 
the global index for the 73 European cities (CIMI) and the rest with the values of 
each of the ten dimensions of which the CIMI is composed.

	
ICMI Gender Localization Ideologyj j j j j= + + + +β β β β ε0 1 2 3 	

	
D Gender Localization Ideology1 0 1 2 3j j j j j= + + + +β β β β ε

	

	
D Gender Localization Ideology2 0 1 2 3j j j j j= + + + +β β β β ε

	

	
D Gender Localization Ideology3 0 1 2 3j j j j j= + + + +β β β β ε

	

	
D Gender Localization Ideology4 0 1 2 3j j j j j= + + + +β β β β ε

	

	
D Gender Localization Ideology5 0 1 2 3j j j j j= + + + +β β β β ε

	

	
D Gender Localization Ideology6 0 1 2 3j j j j j= + + + +β β β β ε
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D Gender Localization Ideology7 0 1 2 3j j j j j= + + + +β β β β ε

	

	
D Gender Localization Ideology8 0 1 2 3j j j j j= + + + +β β β β ε

	

	
D Gender Localization Ideology9 0 1 2 3j j j j j= + + + +β β β β ε

	

	
D Localization Ideologyj j j j j10 0 1 2 3= + + + +β β β β εGender

	

Likewise, an error term (Ɛ) has been incorporated, which collects the incidence that 
the indices have on the effects not explained by the independent variables.

�Results and Discussion

Table 11.2 shows the results related to the effect that the gender of the governing 
person, the geographical location of the cities and the political ideology of the rep-
resentatives of the government of a city have on the smart city level of European 
cities, and on each of its dimensions. As can be seen in Table 11.2, the global model, 
where the influence of the proposed variables on the total smart city level is mea-
sured, has an explanatory power of 45.7% for a confidence level of 99% (value of 
p < 0.01). Of the three proposed variables, gender and geographic location are sta-
tistically significant for a confidence level of 95% and 99%, respectively, and are 
negatively associated with the dependent variable. With respect to the gender vari-
able, this indicates that European cities governed by women reach better positions 
in the smart cities ranking than those governed by men. Although the literature 
suggests some differences between men and women in governance, studies on lead-
ership and gender in CIs are still in their early stages. For this reason this study 
provides relevant and novel information on one of the factors that favours the devel-
opment of smart cities, the gender of the governing party.

On the other hand, regarding the geographic location variable, the results con-
firm that European cities belonging to the western region occupy the best positions 
in the smart cities ranking. We can therefore affirm that there is a significant rela-
tionship between the levels of smart cities and the region to which European cities 
belong. These results are consistent with the literature since, as referenced above, it 
identifies Western Europe as more prosperous and more industrialized than Eastern 
Europe. For its part, the political ideology of the rulers of European cities lacks 
econometric relevance. However, these results are contradictory to the works of 
other authors such as those of Prado-Lorenzo et al. (2011), who obtained evidence 
that the political ideology of the ruling parties affected the sustainability of cities. 
Specifically, they concluded that a leftist ideology negatively affects the develop-
ment of cities.
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In relation to the models of the levels of smart cities in each of the ten dimen-
sions, it can be observed that, in general, they have a low explanatory capacity 
(between 10% and 20%), except for the economy, governance and urban planning, 
which reach high percentages (46%, 64.4% and 36.4%, respectively) for confidence 
levels of 99% (p values <0.01). On the other hand, in general terms, two of the three 
selected factors have an important effect on each of the dimensions of the IQ levels. 
The gender of the person who rules in European cities affects the dimensions repre-
sented by the economy, human capital, the environment, international projection, 
social cohesion, governance and urban planning. The same occurs with the variable 
‘Region’, which affects eight of the ten dimensions. European cities concentrated in 
the western region obtain better results as smart cities in the dimensions that affect 
the economy, human capital, technology, international projection, social cohesion, 
mobility and transport, governance and planning urban.

Finally, the variable political ideology lacks explanatory capacity in all dimen-
sions of the smart city level except urban planning, where it reaches a significant 
level at 95% confidence (p = 0.018). According to these results, a left-wing ideology 
in the governments of European cities would favour their positions in the ranking in 
terms of the sustainability of the environment and its inhabitants.

Taking the results obtained for these 11 models into account, we can conclude 
that the gender of the person who governs and the geographical situation of the city 
favour the SC levels of European cities.

�Conclusions

This work has allowed us to obtain empirical evidence and contribute to the genera-
tion of knowledge about smart cities, given the lack of research with this orientation 
so far. Thus, an existing gap in the academic literature is covered, since the analysis 
of the factors that influence the development of smart cities is in a relatively early 
stage of development, making study of it necessary and interesting.

Regarding the analysis of the associated factors, evidence has been found that 
shows that the levels of smart cities are related to the geographical location of the 
cities and the gender of the governors. However, it has not been possible to verify 
any type of association with the political ideology of the governing team. We can 
conclude, therefore, that those cities located in the western region obtain better 
results as CI. The same occurs with cities governed by women, which achieve the 
best results in the smart cities ranking. Finally, the fact that city government repre-
sentatives have conservative or progressive ideologies does not seem to be decisive 
for cities to reach high positions in the ranking.

Finally, we point out that this study highlights the need to develop future lines of 
research, among which we propose to expand the sample in order to carry out com-
parative analyses at the level of countries and continents, as well as to analyse the 
reasons and motivations that may lead to cities obtaining high of smart city levels.

M. T. N. Gil et al.
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Chapter 12
Public Governance of Digital Social Media

Sergei Kamolov and Alexandra Smagina

Abstract  The process of digitalization is an inherent part of modern world society. 
Social relations face long-term deep changes fuelled by the spread of network para-
digm and infrastructure of digital social media. The scope and penetration of the 
digital network society is so powerful and dramatic that any advanced public gover-
nance must have a clear understanding of this phenomenon and even elaborate com-
prehensive system of interinfluence for the sake of the citizens’ interests – we call it 
a phenomenon of digital social twin.

Post-pandemic social architecture will rely greatly on social media which helps 
to maintain governmental control, to support business value and to provide for com-
mon people communication. Digital communication networks are becoming major 
mean to offset the risks of social distancing and other unseen challenges in social, 
economic, political and personal terms. Therefore, in the following chapter, we 
focus on the very dialectic nature of social media in smart cities concept through the 
analysis of key pros and contras of technologies interfering into social life, assess-
ment of the public governance role with regard to social media and synthesis of 
applied logic that smart cities may use to retrieve maximum public value from digi-
tal communication platforms.
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�Introduction

Digital social media in its essence become social digital twin representing therefore 
not just a virtual phenomenon, but rather a complex substance, which needs to be 
governed as closely and effectively as any natural (analogue, offline) social com-
munities. In this chapter, we state that digital social media in the era of smart cities 
cannot be studied as an infrastructural or communicative matter, i.e. functionally. It 
cannot be detached from its origins – the community itself. Moreover, we insist that 
the discussion of the possibility and approaches to the governance of the social 
media by public authorities has for a long time already surpassed the limits of pro-
saic issue of censorship. Traditional types of regulations (i.e. licensing) do not suf-
fice the complexity of the matter which appeals for a thoughtful policy providing to 
the citizens both the freedom of self-fulfilment and the security in wide meaning of 
this term.

Unlike other types of digital twins (smart grids, BIM, intellectual control cen-
tres), digital social media (DSM) carry a property of less degree of predictability, 
but much greater degree of return influence, placing the matter of digital social 
media governance to a particular agenda of smart communities and demanding a 
particularly new set of measures, tools and professional competences from the pub-
lic authorities.

We start our analysis with the study of the dialectical nature of the social media 
phenomenon. The systematization of theoretical fundamentals of network society 
and quantitative and qualitative analysis of digital social media points to the fact 
that DSM evolve into a primary matter of public governance in smart communities. 
In the second part, we present actual data indicating the level of the pervasiveness, 
power and complexity of DSM and derive the double-edge approach to this phe-
nomenon. We also elaborate the constructive side of the DSM – the concept of digi-
tal social twin as the meaningful core of connected societies. The outline of the 
forms and methods of the DSM public governance, presented in the algorithmic 
way, suitable for applied use by local or regional authorities concludes this chapter.

�Methods

The methodological basis of the study consists of paradigmatic, systemic, structural-
functional and logical analysis methods, conceptualization and forecasting. When 
working with data, the method of content analysis and logical-linguistic analysis 
were used, followed by formalization of the obtained information.

S. Kamolov and A. Smagina
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�Results

The very concept of smart society is built on the principle of digitalization – the 
introduction of an increasing number of technological tools into everyday life. 
When an information and technology come to the force, a change in relations and 
interconnections between people and surrounding objects inevitably occurs. 
Nowadays, DSM have become an effective means of social interaction since they 
preserve the essence of people’s relations and at the same time represent a product 
of technical progress.

Quantitative analysis of current tendencies in DSM evolution reflects the trend 
towards the ubiquitous dissemination of online platforms in the near future. 
Qualitative examination shows that DSM wide functional coverage contributes to 
social transformation into online communities. This phenomenon explains the dia-
lectical nature of online interactive platforms, which, on the one hand, may serve as 
convenient tool for facilitating public services provision. On the other hand, the 
advantages of DSM are used for ill-intentioned purposes such as cultivation of anti-
social sentiments. In order to respond to existing challenges, both traditional forms 
and alternative methods of public governance should be applied. As dominating 
legal forms of regulation are ultimately reduced to licensing (prohibitions and cen-
sorship per se), new approaches are developed which presuppose the equal presence 
of the public governance in DSM with other users.

Despite the extensive list of methodological approaches of public administration 
in the sphere of social media, the current political agenda is narrowed to locally 
focused actions rather than comprehensive policies. The results of the research let 
us assert that the development of digital social media as a society’s digital twin at 
the applied level means the extensive development of recommender systems of pub-
lic governance – which is the matter of a separate study.

�Theoretical Fundamentals

The world is now moving to a so-called network paradigm, which along with tech-
nical progress and digitalization of every sphere of life leads to emergence of smart 
community. The gradual shift towards a new paradigm is changing the very basic 
social processes including social interaction which is being performed through tech-
nologies serving as a mediator between people. The primary role of this mediator 
belongs to DSM that are an organic component of smart communities and are seen 
as a functional base in a knowledge and technology paradigm.

DSM are a multidimensional substance defined as online platforms, the content 
of which is formed in an interactive format by all its participants. Such platforms 
include social networks, online mass media, blogs, microblogs, thematic portals, 
instant messengers, video hosting and forums. Conceptually, our understanding of 
DSM is based on different assumptions:

12  Public Governance of Digital Social Media
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–– In terms of communication theory, DSM are determined as an ambiguous term 
that unites various online technologies on the Internet that allow users to com-
municate and interact with each other (Gillen 2009).

–– Another approach highlights the principle of general participation, stating that 
DSM are any Internet projects in the web 2.0 format, the content of which is 
formed by the users themselves in social networks, blogs, podcasts, websites, 
Internet forums, Wiki, video hosting, print, online and mobile products 
(Chumikov 2014).

–– From the point of social responsibility, the defining feature of DSM is so-called 
UGC  – user generated content which is generated not by the creators of the 
platform but by its users which considerably changes the whole paradigm of 
social responsibility (Grygiel and Brown 2019).

–– According to socio-cultural approach, DSM are communication technologies 
that allow maintaining connections between people, as well as personal and cul-
tural networks to which they want to belong (Schejter and Tirosh 2012).

Basically, the discussion on DSM is built around their initial structure – network, 
which may be regarded from different scientific perspectives:

–– In philosophical understanding, the concept of ‘network’ is examined in terms of 
‘knowledge resource’, place, role and meaning of information flows in the social 
structures, considering them an important foundation of the ‘coming post-
industrial society’ (Drucker 1993; Machlup 1962; Bell 2004). The considerable 
contribution to the issue were made by constructivists, who devoted their works 
to the problems of dissemination and perception of information, communication 
systems, self-organization, the principles of circularity and organizational isola-
tion and autopoietic and cognitive systems (Tsokolov 2000).

–– In the field of late cybernetics (or post-cybernetics), the concept of ‘networks’ is 
based on the postulate of information interaction and influence, where signs and 
information semantic systems play a crucial role (Solomatin 1989).

–– The systemic approach argues that network is a technical phenomenon of new 
communication technologies, the morphology of which is associated with the 
idea of information as knowledge that generates constructive changes in the sys-
tem, the characteristics of its capabilities and the probability of further events 
(Nazarchuk 2008).

–– The idea of a network paradigm formed the basis of the network society theory 
(Van Djik 1991; Castells 1999; Craven and Wellman 1973; Simmel 1996). The 
definitions and concepts described in the writings of these authors are vividly 
embodied in ‘digital life.’

Interactive social platforms are defined through their various features and given 
their vital role in terms of social interaction. The principal function of DSM as tech-
nical tool is to mediate social contacts in emerging smart society, which is theoreti-
cally founded on the network paradigm.

S. Kamolov and A. Smagina
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�Discussion

DSM are characterized through a number of quantitative and qualitative features. 
Quantitative parameters reflect the scale of DSM proliferation, population penetra-
tion and geographic distribution, as well as users’ characteristics (time users spend 
on platforms, age of users). These figures help evaluate the significance of digital 
social media at different social levels (global, national, individual).

In qualitative terms digital social media may be classified according to their ori-
gins and consequently their aims. Furthermore, DSM as a social phenomenon is 
characterized by features usually inherent to traditional society including social 
involvement. Users of the platforms are being engaged in certain collective pro-
cesses similar to how people are involved in real-life activities. One of the most 
controversial matters is the representation of different actors on the online platforms 
with their corresponding goals.

�Quantitative Analysis of Digital Social Media

Currently, there are hundreds of social media which account for over 4 billion users 
worldwide (Statista Global Consumer Survey 2020a, b). They range from local use 
applications and special solutions designed for particular company employees to 
global digital giants uniting nations across the world. The group of majors are rep-
resented by Facebook, YouTube, WhatsApp, WeChat, Instagram and TikTok with 
the first most popular having more than 2,7 billion active users every month (see 
Table 12.1). The second and the third leading places are split between YouTube and 
WhatsApp with 2 billion active users as of October 2020. The most of these compa-
nies were launched in the early 2000s and have been growing and gaining popular-
ity since then. The exclusion has come from China, where TikTok was founded in 
2016 getting almost 0,7 billion users for the past several years.

Every large DSM is operated in the web and has a mobile version. That is why 
the proliferation of social media is related to the availability of access to mobile 
Internet.

Table 12.1  Most popular social networks worldwide as of October 2020, ranked by number of 
active users (in millions)

№ Name of DSM Number of users (mln) Initial release

1. Facebook 2701 2004
2. YouTube 2000 2005
3. WhatsApp 2000 2009
4. Weixin/WeChat 1206 2011
5. Instagram 1158 2010
6. TikTok 689 2016

Open source: Statista Global Consumer Survey (2020a, b), Schejter and Tirosh (2015)
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The most involved DSM users live in Asia (see Table 12.2). With about 926 mil-
lion users from China in 2020, an estimated number in 2025 reaches 1,1 billion 
from this country alone and approximately 490 million from India. As for the other 
countries, the United States get the fourth position with 223 million in 2020 and 243 
predicted in 2025.

Social networking is one of the most popular activities of citizens enabling them 
to keep in touch with friends as well as to catch up with the news. On average, 
Internet users spend over 140 min per day surfing social networks (Statista Global 
Consumer Survey 2020a, b).

In the recent years, Russia is one of the countries demonstrating high level of 
involvement in DSM. This country has the largest number of DSM users among all 
European countries that carry the following distinguished details: 78% of Russian 
Internet users have accounts on social networks, which is more than in the USA 
(75%), Germany (56%), Sweden (74%) and France (49%) (Lebedev 2018). In terms 
of demographic characteristics, the share of Internet users aged 12 to 24 in Russia 
amounted to 97,1% in February–November 2020. On average, 95,six million peo-
ple, or 78,1% of the country’s population over 12, used the Internet in Russia at least 
once a month. Daily, 87, 1 million people, or 71,1% of the Russian population, went 
online. Internet penetration in Russia among the younger population (up to 44 years 
old) in 2020 exceeded 90%, and among the youngest Russians (12–24 years old) 
approached 100%. Among the population 45–54 years old, 84.2% of Russians used 
the Internet at least once a month, and among the oldest residents of the country 
(55+ years old) only half – 49.7% use the Internet (Mediascope Web Index 2019).
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�Qualitative Analysis of DSM

One of the core qualities of DSM is the establishing communicative and emotional 
connection among users. Online interactive platforms have considerable prerequi-
sites for becoming the basis for lasting relations in the form of community. In fact, 
the scope and complexity of DSM structures, inter-influence that evolves between 
real and virtual communities, allow us to formulate a hypothesis of DSM as a digital 
twin of traditional societies.

Nowadays, social involvement as a phenomenon, which is a fundamental attri-
bute of social media, is realized in a multidimensional system community. According 
to meso-level, a community consists of a certain number of individuals who are 
united by common interests. They also strive to achieve mutual goals and are to 
some extent willing to sacrifice their personal benefits (time, contacts) for the good 
of the group.

Interaction through DSM allows conversion of the physical contacts and meet-
ings into a digital format. Nonetheless, everyone identifies the digital portrait (or 
digital twin) of a member with an original one. The definition of contacts is trans-
forming and is currently understood as joint streaming, meetings and conferences in 
Zoom, Skype services, etc., whereas ‘likes’ and ‘reposts’ reflect and demonstrate 
group support and complicity in the life of an individual.

Similar to traditional reality, a community in virtual world has its boundaries and 
should be considered as a group: the so-called publics, channels and pages. 
Moreover, the access to these communities can be either closed or free, depending 
on the level of openness of the community to the ‘others’ and the ‘society’.

DSM have significantly changed not only interaction but also decision-making 
procedures, as this process is now often carried out in digital format. Today social 
involvement in smart communities is basically exercised through digital social 
media. The provision of public services via social networks, for example, the 
debates on traffic in a district or on the environmental issues both at the municipal 
and federal levels, proves the effectiveness and efficiency of decision-making pro-
cess online. The coronavirus pandemic forced some governments even to hold elec-
tions via Internet. The DSM are recognized as a convenient means in decision-making 
process, and their role in this sphere is rising fast.

Digital social media include a broad array of technologies of a different mor-
phology. Basically, they may be classified to four types according to the 
functionality:

–– Messengers (e.g. WhatsApp, Facebook Messenger, WeChat)
–– Social networks (such as Facebook, Vkontakte)
–– Analogue media (converting into digital format and usually associated to the 

phenomenon of prosuming  – simultaneous production and consumption of 
content)

–– Special-purpose platforms (for music content sharing, professional local net-
works, electronic governments)

12  Public Governance of Digital Social Media
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DSM may differ according to the actors or entities using them. The variety of 
stakeholders is important, since it predefines the purposes social media serve for. At 
the moment, the most influential groups of social-economic actors are citizens, 
businesses, NGOs and governments. Social media may enable the formation of the 
networks among these actors, yet their role in the process has received little atten-
tion. However, this is the DSM which play the role of transnational knowledge 
network providing organizations, authorities and people with information useful in 
addressing shared problems (Wukich et  al. 2017). The groups of the actors pre-
sented in DSM pursuing diverse goals are systematized in Table 12.3 below.

The analysis of quantitative parameters demonstrates that DSM are a global phe-
nomenon involving all the population of the world having access to the Internet. The 
cheaper the technical devices, the more people start social networking. DSM imply 
a wide range of technologies with different functional coverage, which contribute to 
social involvement reflected in communities built online. Social involvement is the 
highest level of social maturity represented by citizens’ networking, which is 
defined or calculated by the number of people involved in decision-making. All the 
features mentioned above precondition the controversial position of DSM in mod-
ern reality. On the one hand, they are considered to be a convenient tool for mitigat-
ing problems and improving living standards of the society. On the other hand, 
global character of proliferation of these platforms seems scary as they are not 
restricted by anyone.

�Destructive Essence

Digital technology in identified as one of the major risks for the humanity (Global 
Risk Report 2021). This phenomenon embraces digital inequality, defense vulner-
ability, cyber security and socially dangerous behaviour promoted via 
DSM. Destructive behaviour of DSM users takes the roots in the digital format, 
crystalizes in digital communication, which eventually may lead certain people to 

Table 12.3  DSM goals and actors matrix

Core goal Social goal Individual goal Applied goal

Citizens Self-realization and 
communication

Find ‘soulmates’ Organize 
leisure time

Use for work and 
business

Business Generate profit Collect and monetize 
big data

Develop and 
scale business

Search for talents

NGOs Social impact 
resolution

Search for activists Create 
issue-related 
networks

Propagate the 
ideas

Government Achieve common 
societal goals

Collect and research 
big data to adjust the 
policy

‘Measure’ 
social 
sentiment

Facilitate the 
provision of 
common services

Compiled by the authors
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actions in real-life dimension. With almost unrestricted content flow, digital plat-
forms are becoming a tool for unacceptable materials distribution that may directly 
or indirectly contribute to social instability.

The so-called destructive content carries a negative message, implicitly pushing 
an individual towards generally dangerous actions or self-harm. It often starts in the 
form of rude humour – cruel jokes about death, murder and suicide. A targeted user 
can be exposed to the scenes of violence – physical, sexual, psychological – and 
images of illegal activities, such as drug use. Influenced by the destructive materi-
als, the user becomes the object of direct psychological control by the distributors 
of these materials.

The involvement of users in socially destructive movements is a multi-phase 
process, and each of the stage may be examined separately. The primary impact on 
consciousness is carried out via certain techniques without a person noting that he 
or she is being involved in something extraordinary. At this moment, mental and 
psychological state of the individual is of vital importance. If a person favours an 
aggressive behaviour, he or she is more likely to pay attention to materials that are 
destructive in their essence and will be interested in membership in respective 
groups. Gradually, such person joins a number of violation-driven communities 
with the participants prone to deviant behaviour.

In marketing this method and mechanism is called ‘the funnel of engagement’ 
and reflects the sequence of stages of immersing a user in the environment of 
destructive content in virtual reality with the subsequent transition into objective, 
that is, demonstration of destructive behaviour in real life.

The graphic representation of the funnel of engagement is as follows (Fig. 12.1):
The level 1 of the funnel of engagement characterizes the stage at which a social 

media user joins groups of broad thematic coverage, publishing materials for the 

broad thematic coverage groups

narrower groups

private groups

private 
communication

real actions

Fig. 12.1  The funnel of engaging in destructive behaviour in social media (Compiled by the 
authors)
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widest possible audience. The content of such communities is usually accessible 
and understandable for everyone. However, among the jokes that seem harmless, 
materials with a destructive bias are concealed, for example, jokes about violence. 
Thus, the destructive content and the communities distributing it are attached with 
positive and attractive colouring. The share of such destructive messages may 
amount from 10% to 50% among in the total number of posts (Digital Hygiene 
2019). There are no calls for any real action in these communities at this stage.

An interested user enters the second-level communities of engagement funnel. 
Such groups narrow the scope and plot of published content and focus on the prefer-
ences of their audience. Thus, they exert impact on the psyche of targeted audience. 
Each group is devoted to specific topics, and potential members join one of many 
according to the interests. The content is concentrated but has no direct calls to any 
actions yet.

After having been at the second level, gradually becoming the participants of the 
movement, users begin to perceive its culture and certain attitudes, follow the rules 
and understand a hierarchy established in such groups. They are considered ready to 
move to a new level, into private groups, where the regulation is more stringent and 
conducted by administrators. In addition, the procedure of joining implies the 
approval; it is not voluntary. Such groups heavily rely on recommender mechanism 
as they could potentially encourage users of open groups to explore relationships 
with unknown others by focusing on contact recommendation (Van Osch and 
Bulgurcu 2020). In order to remain a member of the community, it is necessary to 
demonstrate commitment on the regular basis participating in proposed activities, 
for example, challenges, voting, photo sharing, etc. Furthermore, there appear spe-
cific roles, hierarchy of power and signs of the subculture. The participants of such 
groups feel like being chosen; this impression is supported by different kinds of 
rewards.

The activities in these groups are organized with techniques and methods of 
manipulating users’ minds to suggest specific ideas. The content is selected given 
the requests of participants and remains clear only to the ‘dedicated’ people. At this 
stage, it can be argued that users have propensity for destructive behaviour. There 
are also links to private chat rooms and channels in which participants are involved 
through various means of drawing attention and calling them to join private chats 
where instructions of real actions are distributed; most often dates and places of a 
crime-type action are recommended.

The fundamental difference between the funnel of engagement in destructive 
movements in social media from engaging in a destructive movement in objective 
reality is in the mechanism people get membered. In real life a person makes 
acquaintance with one of the participants and only then is accepted by the other 
members of the movement, whereas in virtual reality the user first adjoins a move-
ment and then proceeds to personal interaction with followers.

This difference is important because new members are recruited faster and more 
effectively: the initial audience coverage is wider, which means that more people 
are likely to join as the large number of followers seems credible. Social media 
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appear an effective platform for involving people into destructive behaviour online 
that gradually passes on to offline.

The society faces the problem of destructive content distribution via DSM that 
results in dangerous actions of people in the real life. ‘The funnel of engagement’ 
scheme implies gradual immersion which starts with drawing attention to detrimen-
tal jokes and results in action dangerous for the person and his or her surroundings. 
In fact, this is the other side of the coin of social involvement which is opposite to 
the smart one. Instead of uniting in communities aimed at well-being enhancing, 
DSM may contribute to society devastation.

�Constructive Essence

Despite the risks accompanying DSM, they still must be regarded as opportunities 
especially in the frameworks of smart city concept. Digital social platforms are use-
ful mechanisms of citizens’ involvement in public problem detecting, agenda set-
ting and participation in decision-making process. A profound approach towards 
DSM application suggests delegating a number of functions of the state to the plat-
forms and even providing them with wider rights.

An interactive Internet space may serve as a thermometer of social wellbeing and 
tension for the government. The sentiments of citizens are broadcast on forums, 
blogs and social networks – on any platforms where involvement of the audience is 
available. Thus, the Internet reflects everything that happens in society (a concept of 
the so-called sociology one-to-one). Comprehensive monitoring systems of citi-
zens’ satisfaction (CMS) – smart systems of social networks monitoring and con-
tent analysing  – serve for these goals (Kamolov and Smagina 2019). Such 
implementation is designed to show the correlation between local decisions and 
people’s perception of them. CMS functionality includes:

–– Measurement of the citizens’ attitude towards the effectiveness of the implemen-
tation of public programs

–– Classification of regions by level of satisfaction with the quality of public 
management

–– Geo-tagging of problems within the implementation of public programs in 
the regions

–– Automatic determination of responsible departments and the history of budget 
allocations related to specific geo-tag

As a result of the integration of social media and budget information within the 
CMS a universal tool for decision-making is shaped. Thus, clustering messages on 
a thematic and geographical basis allows focusing on relevant and important issues 
tied to their geographical location. The system allows decision-makers to determine 
the responsible authority and the causes for the citizens’ dissatisfaction in real time. 
Analytical breakdown of the reviews into positive and negative lets identify a cor-
relation between them and assess the quality of the implementation of decisions 

12  Public Governance of Digital Social Media



238

taken. The thematic distribution of messages allows geo-localization of the prob-
lems revealed by Internet users and immediate actions to protect the legitimate 
interests of citizens. The rating system of local authorities implemented in the sys-
tem enhances the effect of users’ liability towards it as they are more likely to 
believe the rated or at least assessed information (Kim et al. 2019).

Another advantage provided by DSM for the smart communities’ governments 
is an opportunity to transfer several functions to the online mode. A number of spe-
cific applications are already developed in order to improve citizens-government 
integration: online receptions, tele-consulting, online education and digital health. 
Nowadays, the concept of digital government is on the agenda that includes a full-
fledged integration of DSM into the network of self-interacting neuro-computer 
systems and Internet of things. The basic principle of the digital government implies 
elimination of the intermediary, which allows citizens and enterprises to directly 
connect to government systems, thereby eliminating the asymmetric distribution of 
information and significantly reducing corruption risks in the provision of public 
services. The so-called Facebook assessment index shows that communication 
strategy of local authorities on social networks among other things determines its 
popularity and citizens’ liability to them (Miranda et al. 2018). Thus, DSM have 
become one of web-integrated services, implying the integration of electronic cross-
services with a high level of transparency for citizens.

DSM as a social twin per se is becoming a part of a broader concept of digital 
twin of a nation often referred as a private virtual state (Fountain 2020). Digital 
platforms let governments operate on a global scale even with limited resources. 
Moreover, they contribute to electronic services provision to the citizens across the 
whole globe. Since digital platforms are represented almost in each country although 
without having their physical office, they may serve as embassies or consulates. The 
absence of territorial binding gives them an opportunity to act globally irrespective 
of jurisdiction.

Thus, DSM at the global level provide people with significant opportunities that 
can be advantageous for different stakeholders. Among others, the government gets 
the most considerable benefits which when combined upgrade the state to a new 
quality level. It is gradually transforming to the digital form transferring its activi-
ties and services to the online mode. Nowadays, the era of digital state is coming 
with social networks as the core element organizing interaction between the govern-
ment, citizens and business. The appropriate social media strategy applied by 
authorities contributes to higher interaction rate, engagement and awareness 
(Prasetya et al. 2019). DSM are playing a significant role in the emergence of the 
private virtual state free of physical boundaries and jurisdictions. In fact, they 
enhance globalization eliminating common barriers and facilitating the government 
functions performance.
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�Traditional Forms of DSM Governance

From the moment DSM have emerged until developed into giants of the internet 
space, the state has been defining its attitude towards them. Against the backdrop of 
the growing platforms success, it seemed that they have stayed under control. Today 
the platform owners have at least technological capacity to dictate their own rules to 
the users (Isaak and Mina 2018), leaving the state without full-fledged immediate 
leverage to manage them.

The time lag between technological process and law-making has preconditioned 
the problem of lack of control. The speed of the Internet environment emergence 
has been outpacing the elaboration of corresponding regulatory frames. The plat-
form owners have benefited from legal gaps and acted in the conditions of the 
absence of formal regulations. The faster the development of social media pro-
ceeded, the more the state ‘lagged behind’ in attempts to limit this development or 
at least influence it in some way.

The governance of the sphere of DSM is based on the set of forms and methods 
which are the subject of this part of the research. In the forms that are defined as 
external, typified expression of the practical activities of state bodies and officials in 
terms of formation and implementation of managerial goals and functions (Ohotskij 
2016), there exist legal and organizational forms.

Currently, legal forms are dominating in the field of DSM governance. They may 
be divided into several categories depending on the sphere of regulation:

–– Confidentiality
–– Personal data protection
–– Intellectual property rights
–– Antitrust legislation
–– Electronic public services
–– Freedom of expression
–– Public opinion shaping
–– Political and electoral issues
–– Protection for children on social media

A comprehensive legislation of supranational character aimed at the regulation 
of data collecting and operating has been actively developing during the past decade. 
The General Data Protection Regulation, often referred to as the GDPR, was 
adopted in 2018 based on the European Union Data Protection Directive 95/46/EU 
(1995) (General Data Protection Regulation 2018). The GDPR is regulating the 
activities of the companies established in the EU and processing personal data (i.e. 
subsidiaries located in the European Union). The GDPR is also applicable to orga-
nizations which activities is related to the provision of goods or services to EU 
personal data subjects. For example, websites available in the EU in the language of 
a member state are subject to this rule. The regulation is also applied to organiza-
tions related to monitoring the behaviour of personal data subjects.
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However, the implementation of legal forms in the field of information security 
and personal data does not guarantee the comprehensive security. There is another 
sensitive problem which may be disclosed by all who once entered any social media. 
The GDPR and similar documents are aimed at protection of rather tangible matters 
as data, whereas the content of social media may impact directly on people. In the 
current conditions of unimpeded distribution of destructive content in the network, 
the security of users is challenged. Despite the number of different regulating acts, 
none of them may ensure that a user would not face uncomfortable posts logging in 
his or her account. The first steps in the regulation of the Internet space over the past 
two decades have already been taken by different countries. Awareness of the need 
to regulate human activity, as well as other actors in the open spaces of virtual real-
ity, was developing gradually. This can be traced to the periods of the emergence of 
various legal acts in the jurisdictions of the countries of the world.

In the United States in 2000, the Children’s Internet Protection Act 2000/
American Library Association Act (Children’s Internet Protection Act (CIPA) 2020) 
was introduced to filter Internet content in schools; in the United Kingdom in 2003, 
the Law on Electronic Communications (Communications Act 2003) was imple-
mented, which oversees the creation of an independent regulator of communication 
space; Japan passed the ‘Act on Development of an Environment that Provides Safe 
and Secure Internet Use for Young People’ (Act on Development of an Environment 
that Provides Safe and Secure Internet Use for Young People 2020), which controls 
providers of mobile Internet services to young people; the Russian Federation 
implemented the Federal Law ‘On the Protection of Children from Information 
Harmful to their Health and Development’ (Federal Law On the Protection of 
Children from Information Harmful to their Health and Development 2020), which 
provides for the categorization of information products and the ban on its dissemi-
nation among children; in South Korea in 2015 appeared the Enforcement Decree 
of the Amended Telecommunications Business Act (Enforcement Decree of the 
Amended Telecommunications Business Act 2020), obliging parents to install spe-
cial Internet content filters on children’s smart phones. In 2018, in a joint communi-
qué, the United Kingdom and France agreed on a joint action plan (United 
Kingdom – France Summit Communique) to increase the effectiveness of identify-
ing and removing content that regarded as terrorist, radical or hateful.

The legal form of regulation is dominating; however, its shortcomings are getting 
clearer. The legal acts are reduced to censorship and mostly aimed at protecting 
content consumers rather than stopping destructive content production. An efficient 
management should be aimed at both reasons and consequences prevention. Thus, 
the legal form of regulation is to be complemented with institutional and organiza-
tional ones which will constitute a comprehensive approach of DSM governance.
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�Alternative Methods of DSM Governance

Based on the concept of digital social twin of traditional society, the DSM gover-
nance mechanism may be exercised on the basis of techniques of power-control 
influence aimed at streamlining public relations within established boundaries.

In contrast to traditional society, its digital twin requires specific governance 
methods due to several reasons. Firstly, DSM are too large, ephemeral and dispersed 
to be managed by common regulatory instruments. Traditional regulating processes 
are not able to provide an adequate response to modern complex global matters such 
as DSM. Globalization has led to the point when it is not always possible to adopt 
national laws regulating the activities of social media effectively in all countries. 
The inability of nation states to manage social media on a global scale is sometimes 
called ‘regulatory vacuum effect’ (Weber and Newell 2014.).

Secondly, DSM are a complex global network with a large number of multi-level 
nodes, the size of which makes impossible to exercise governance simultaneously 
and almost everywhere. The essence of social media is an aggregate that may be 
managed only with the help of aggregated approach that would reach each element 
of the network.

Thirdly, a close dependence of political agenda on the activity of social media 
users. One of the most significant features of DSM is considered user-generated 
content (UGC). The unification of people sharing content launches certain collec-
tive processes which stimulate a political potential which is capable to challenge the 
public governance system in terms of scope, coverage and access to citizens. The 
speed of information distribution in the network and the synchronization of many 
processes may cause unexpected effects with the government unable to response all 
the challenges.

These distinguishing features of DSM cause the discussions on the alternative 
regulating methods which may not be attached to a certain common methods clas-
sification and based on the principle of state involvement in DSM, equitable partici-
pation in digital life with other users of social networks. Such approach comprises 
the methods of monitoring the processes occurring online, collecting, aggregating 
and interpreting data from DSM, forecasting and modelling users’ behaviour and 
stimulating digital platforms to impose their internal rules and codes of conduct.

First of all, such strategy involves monitoring of communication and content 
sharing on social networks and transferring interaction with the citizens to the 
online mode. In an ideal scenario, the government does not only monitor the pro-
cesses but also participate in them as an entitled member, thus staying tuned and 
taking measures locally if necessary.

An extended strategy also includes working with the obtained data, modelling 
users’ behaviour as well as forecasting the agenda based on the analysis of opinions. 
However, this set of methods has its own disadvantages primarily related to the eth-
ics issues. On the one hand, monitoring can help to adapt the political course in 
accordance with the needs and requirements of citizens. On the other hand, social 
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media monitoring involves analysing messages of individuals on virtual platforms 
that they can perceive as an intimate space (Bekkers et al. 2013).

In order to keep the processes occurring online under surveillance legally, the 
government has to come in to DSM. In the information society, the state transfers a 
part of its activities to the online mode, gradually converting into e-government. 
Some scientists insist on the new ontological understanding of this phenomenon, 
which they call web-ecology or ecosystem (Helmond 2013). The online govern-
ment ecosystem also includes government social media account.

A ‘self-regulation’ mode of DSM is regarded as one of the effective methods to 
improve governance in this sphere. In this case, a digital platform acts as a legislator 
and compels everyone who wants to become its user to follow the rules. Such a 
prospect may be also beneficial for the platform. Firstly, it can build up its reputa-
tion and attract new users. Secondly, trust and loyalty to the platform will increase, 
and thirdly, it is likely to become a source of legalizing rules. It is especially impor-
tant, since the policy changes implemented by a company may be potentially taken 
as a model at the national level. This seems to be significant advantage due to the 
differences in national legislations. At the same time, companies are able to deter-
mine the rules independently in accordance to the jurisdiction.

Another method is the principle of redistributive justice which facilitates the 
contribution of the public goods (Schejter and Tirosh 2015). Properties of social 
media should not be limited in any way; citizens must enjoy a wide access to the 
media. DSM become a source of the information never available before: for exam-
ple, the population of remote regions or minority groups media can draw attention 
of the government to their problems through DSM. In this context, social networks 
sustain natural balance giving voice to those who have not been heard before the 
digital era.

In conclusion, traditional form of legal regulation adopted in DSM is applied: 
data protection, cybersecurity and prevention of sensitive content distribution. New 
approaches are developed which presuppose the equal presence of the state on DSM 
with other users: full-fledged participation of the government in the online life with 
the ultimate goal to forecast the agenda and to model people’s behaviour based on 
the analysis of DSM content. Digital platforms themselves may be regarded as gov-
erning bodies since they are those who define the code of conduct and are able to 
force users to obey it. Finally, an approach based on redistributive justice theory 
presupposes the minimum control since it contradicts the very essence of informa-
tion society nature. To conclude, it might be the system of check and balances that 
could be implemented for efficient governing of DSM, which is initially based on 
the legal form of regulation and would be further developed with the help of alterna-
tive governance methods.
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Chapter 13
Citizen-Centrism in Smart Cities: Reality 
or Rhetoric?

Nina P. David and Thomas S. Benson

Abstract  Smart cities have often been portrayed as cities that effectively utilize 
information and communication technologies to tackle many contemporary urban 
issues, such as dwindling economic growth, lack of sustainability, and poor citizen 
participation. Following critiques of overly top-down and technocratic urban gover-
nance, smart cities have re-branded themselves as citizen-centric, promising 
enhanced citizen participation. However, few studies have examined whether this 
citizen-centrism rhetoric materializes into reality. In this chapter, we first provide a 
comprehensive review of extant literature on smart cities and citizen participation. 
Next, we develop a framework for evaluating whether smart cities are using citizen 
participation mechanisms in reality or if it is indeed just rhetoric. We apply this 
framework to a case study of a smart city, specifically Washington D.C., to demon-
strate its usefulness.

Keywords  Citizen-centrism · Citizen participation · E-participation · Smart cities 
· Urban governance · Washington DC

�Introduction

In recent years, many cities have adopted strategies to transform themselves into 
“smart cities.” To achieve such a transformation, cities often espouse the importance 
of citizen participation as central to urban-level decision-making and the formula-
tion of smart city initiatives. In turn, this has led many cities to emphasize their 
“citizen-centric” approach to tackling urban issues, such as sustainability, housing, 
and infrastructure (Joss et al. 2017, 30; Pereira et al. 2017, 528). Given the dearth of 
literature on citizen-centrism, the rhetoric warrants investigation to examine whether 
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it follows through into reality. To this end, methodologically, this chapter reviews 
extant literature on citizen participation, e-participation, and smart cities. A frame-
work is then devised to determine whether smart cities are truly citizen-centric, as 
they often proclaim.

Theoretically, this chapter contributes to urban studies by establishing a concep-
tual and evaluative framework to assess citizen-centric claims in smart cities. 
Empirically, this chapter employs the aforementioned framework in a case study of 
a smart city, specifically Washington DC from 2014 to 2021. Methodologically, to 
test the citizen-centric rhetoric, content and discourse analysis methods are used to 
examine Washington DC’s Smarter DC website, as well as two official city docu-
ments: (i) Washington DC’s DC Smarter Business Challenge Strategic Plan (2014) 
and (ii) Washington DC’s Smart DC Vision (2016). Analysis of the website and two 
documents unveils the clear use of citizen-centrism as a narrative. The following 
analysis of e-participation mechanisms then illustrates that the rhetoric does not 
meet reality, and this is in line with current literature.

�Theoretical Background

�Smart Cities

Academics and professionals continue to debate what exactly constitutes a “smart 
city” and how to operationalize it. This debate largely revolves around the identifi-
able characteristics of smart cities (e.g., smart buildings, environmental protection, 
digitalization of government services, high Internet speed) (EasyPark 2019; Tomor 
et al. 2019, 13; Wong and Welch 2004, 275), the goals of smart cities (e.g., greater 
efficiency, interconnected infrastructure, sustainability, higher quality of life) 
(Washburn et al. 2010, 2; Ahvenniemi et al. 2017, 242; Meijer and Bolívar 2016, 
401), the role of citizens in smart cities (e.g., big data, active participants) (Vanolo 
2014, 887; Meijer and Bolívar 2016, 404), and how to conceptualize smart gover-
nance (e.g., co-production, collaborative, citizen-centrism) (Arnstein 1969, 289; 
Kneuer 2016, 673; Ruhlandt 2018, 2).

One guiding structure to identifying smart cities comes from Vanolo (2014, 887), 
who highlights: (1) a smart economy, (2) smart mobility, (3) smart governance, (4) 
a smart environment, (5) smart living, and (6) smart people as the key aspects of 
smart cities. Other scholars have identified similar dimensions, with focus on inter-
connected infrastructure for improved mobility (Washburn et al. 2010, 2), enhanced 
education as essential for smart citizens (Wiesmeth et al. 2018, 1), and environmen-
tal sustainability (Ahvenniemi et al. 2017, 242). Additional characteristics that help 
to identify smart cities include the establishment of a long-term, city-wide vision 
and the existence of several smart initiatives. In the case of the former, this discerns 
genuine smart cities from those that use the “smart city” brand to induce investment 
as part of a neoliberal strategy without aspiring to achieve the goals commonly 
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associated with smart cities (e.g., enhance quality of life, sustainability). For the 
latter, this separates smart cities from short-term urban innovation projects.

Of the six characteristics identified by Vanolo (2014), two are of particular 
importance for this chapter: smart governance and smart people. Vanolo (2014, 887) 
suggests smart governance is “related to participation in decision-making processes, 
transparency of governance systems” and that smart people are linked to “participa-
tion in public life.” In our conceptual and evaluative framework, we build upon 
these dimensions to incorporate additional academic literature to provide a fuller 
picture of smart governance and citizen participation in smart cities. However, prior 
to establishing this framework, it is appropriate to explore the “citizen-centrism” 
narrative that has dominated recent smart city literature since the “co-” turn (“col-
laboration, co-production, co-creation, and co-design”) (Schliwa 2019, 154).

Finally, in light of the literature outlined above, we define a smart city as a city 
that uses a citizen-centric urban development and governance strategy facilitated by 
technology to improve, overall, sustainability. With this definition and Vanolo’s 
identifying structure (including our additional characteristics), urban practitioners 
and scholars can perceive smart cities as being on a continuum of smartness, 
whereby cities vary in the degree to which they can be considered smart. By satisfy-
ing the above definition and structure, the smart city brand is understood as one that 
needs to be earned (Hollands 2008, 316).

�Citizen Centrism, Participation, and Governance

The term “citizen-centrism” appeared in the early 2010s, and smart cities were often 
implicated as being “overly technocratic and top-down in orientation,” “paternalis-
tic,” and “neoliberal” (Cardullo and Kitchin 2019, 2, 6). That is, in practice, smart 
cities continued to be governed by elites who made decisions on behalf of citizens, 
and citizens were more often than not treated as consumers and users. In response 
to these critiques, smart cities have engaged in a “re-branding exercises” creating 
initiatives and programs that claim to be “citizen focused” or “citizen engaged,” 
though these have, in turn, been critiqued as an “empty signifier[s]” aimed at quiet-
ing critics without any fundamental changes to governance itself (Cardullo and 
Kitchin 2019, 2). There are opportunities, however. Through information communi-
cation technologies (ICTs), many citizens around the world have more opportuni-
ties than ever before to have their voices heard through “new channels of 
communication” (e.g., “smartphones,” “social networks,” and “web-based media 
sharing platforms”), and these channels can challenge the conventional “top-down 
paradigm of governance and agenda-setting in cities” (Razaghi and Finger 2018, 
686–687). In conjunction with the fact that many people are moving into cities – 
and this trend is expected to continue – there is also an opportunity for urban gov-
ernments to boost urban democracy through e-participation (Castelnovo et al. 2016, 
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725).1 The turn to citizen centrism, in practice, places citizens at the heart of smart 
urban governance and recognizes that citizens are “bearers and users of local knowl-
edge and expertise” (Tomor et al. 2019, 3).

Theoretically, citizen engagement has come to be recognized as one of the cor-
nerstones of democracy and governance in general and smart governance in particu-
lar (David 2017, 73; Castelnovo et  al. 2016, 731). Conceptual models of smart 
cities, today, include citizens as central players, a key component, or at the very 
least one of the dimensions of smart cities. For Albino, Berardi, and Dangelico 
(2015), for example, citizens are the protagonists of the smart city. For Chourabi 
et al. (2012, 2289), “people and communities” are one of eight factors that charac-
terize smart cities. For Lombardi et al. (2012, 138), smart people and smart gover-
nance are two of the six key dimensions of smart cities. This leads Castelnovo et al. 
(2016, 729) to conclude that “[p]articipatory governance and citizen involve-
ment…are key concepts in many smart city frameworks and even researchers that 
do not give governance such a central role in smart cities at least include it as one of 
the dimensions that should be targeted by smart city initiatives.”

But what is the connection between citizen participation and governance, par-
ticularly smart governance? Vanolo (2014, 887) directly links citizen participation 
to smart governance, by defining smart governance as “participation in decision-
making processes, transparency of governance of systems, availability of public 
services and quality of political strategies.” Tomor et al. (2019), in an effort to artic-
ulate what smart governance for sustainability might look like, describe citizen par-
ticipation as one of the three essential components – a building block – of smart 
governance. For Castelnovo et al. (2016, 3), collaborative governance is an essential 
component of smart governance. They describe collaborative governance as collec-
tive decision-making processes where stakeholders are directly involved in co-
design[ing], co-decision [making], co-production, and co-evaluation. Similarly, 
Meijer and Bolívar (2016, 400) describe smart urban collaboration as the “wide-
spread adoption of a more community-based model of governance” facilitated by 
new technologies and a network of actors (Meijer and Bolívar 2016, 400). 
Participation by stakeholders, including citizens, is considered active – rather than 
passive – and is argued to foster knowledge creation, exchange, and innovation, and 
open data (Meijer and Bolívar 2016, 402). Razaghi and Finger (2018, 681) frame 
smart urban governance as a problem-solving approach to fill-in the “incoheren-
cies” of conventional urban governance structure, and this is done by acknowledg-
ing the need for collaborative governance as “no single actor can have the necessary 
knowledge, expertise, power, and resources to tackle [urban issues] … alone.” 
Moreover, Ruhlandt (2018, 2) argues that smart urban governance entails “connect-
ing all forces at work” to facilitate “decision-making” to achieve optimal urban 
outcomes in terms of “socioeconomic and environmental performance.”

1 The United Nations anticipates that, by 2050, about 66% of the world’s population will live in 
urban areas (UN 2018).
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If citizens are an essential component of smart governance, then how would 
government, in reality, better enable citizen participation in decision-making? We 
acknowledge that simply providing opportunities to participate might not result in 
participation itself. Citizens might need to be empowered to participate. There 
might be issues with equity, in terms of citizens’ capacity to participate (e.g., access 
to technology, and information). Further, participation might not guarantee sustain-
able outcomes on the ground. Nevertheless, whether government is serious about 
citizen engagement is a good place to start. Here, we focus on citizens, not in their 
capacity as consumers of governmental services, but rather as participants in deci-
sion-making processes. To this end, this chapter focusses on two aspects: the extent 
to which governments invest in institutional development and concurrently provide 
opportunities for citizens to participate in decision-making.

�Institutional Development

Institutional development can be defined as the design of citizen participation pro-
cesses, where appropriate, to allow for genuine citizen participation (Bryson et al. 
2013, 24; Ferilli et al. 2016, 97). This recognition of institutional development is 
both explicit and implicit in extant e-participation and e-government literature.2 
Current urban governance literature explores the importance of citizens placing 
trust in government institutions. This trust can be developed from increased trans-
parency of decision-making processes, improved procedural justice, and citizen 
access to deliberation (David 2017, 75–76). To this end, it is crucial to “institution-
alize policies and procedures” that will “promote” citizen participation (David 
2017, 86; Bonsón et  al. 2015, 59). Institutionalizing such policies also serves to 
guard against the “risk of technological determinism” as smart urban governments 
subsequently recognize that there is more to citizen participation (e-participation in 
particular) than technology (Castelnovo et al. 2016, 728). Therefore, institutional-
izing citizen participation as part of smart city governance means that participation 
is emphasized, prioritized, articulated, and planned for in the formal documents that 
outline smart city-related visions and goals.

2 E-government can be narrowly defined as “any way of using information and communication 
technology (ICT) to improve the relationship between governments and constituents, businesses, 
and other governmental agencies” (David 2017, 77; Bonsón et al. 2015, 53). E-participation can be 
defined as “the process of engaging citizens through ICTs in policy, decision-making, and service 
design and delivery in order to make it participatory, collaborative, inclusive, and deliberative” 
(David 2017, 78).
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�Opportunities for Participation

In terms of opportunities for citizen participation, we use Arnstein’s ladder of par-
ticipation and Cardullo and Kitchin’s (2019, 5) scaffold of smart citizen participa-
tion as a foundation to develop a framework that enables us to effectively probe and 
assess citizen participation mechanisms. The framework is captured by Table 13.1.

At the bottom of our framework, both manipulation and therapy are non-
participation (Arnstein 1969). Here citizens might be used as data points for prob-
lem definition, they might be users of governmental infrastructure and services, and 
the goal of participation might be to “educate.” While it is problematic when non-
participation is used as a substitute for participation, it can have significant benefits 
when thought of as one of the many rungs of the ladder with the aim of building 
civic capacity to participate. Use of ICTs might be in the form of Big Data, e-report-
ing mechanisms, webinars, and so on. At the middle of our framework are Arnstein’s 
(1969) informing, consultation, and placation. Here, the government might be inter-
ested in keeping citizens informed, soliciting their feedback, and providing some 
opportunities of influence (e.g., virtual council and town meetings, online surveys, 
e-voting, dashboards, open data portals, etc.). ICTs could be used in this middle 
section, to expand access to information and expand opportunities to provide feed-
back and participate. Genuine citizen participation – which can legitimize urban 
governments  – can be understood as the top three rungs of Arnstein’s (1969, 
289–290) ladder of citizen participation: partnership, delegated power, and citizen 
control. Here, ICTs can be used to promote collaborative problem-solving and deci-
sion-making (e.g., civic tech platforms, citizen-owned apps).

We acknowledge that technology alone cannot answer questions regarding pri-
vacy, anonymity, lack of digital skills, unequal access to social media, security of 
personal information, low levels of trust of governmental institutions among citi-
zens, inadequate access to the Internet, or low citizen participation (David 2017, 
90–92; Johnson and Halegoua 2014, 64–71). However, as shown in our framework, 
ICTs can play a role in all sections and rungs of the ladder. For example, even in the 
bottom and middle sections, ICTs can be used to improve the flow of information 
(Tomor et al. 2019, 11), and this improved flow of information can help build the 
public’s capacity to participate (Tomor et al. 2019, 14). ICTs can be deployed to 
assist citizens in understanding “technical information,” provide them with access 
to “information typically available only to experts,” and make it “more convenient 
for citizens to access information from the comforts of their home or workplace” 
(Bryson et al. 2013; 30; Kim and Lee 2019, 1031; David 2017, 81).

ICTs also benefit urban governments enabling them to publish “huge amount[s] 
of information” for “relatively low cost[s]” (Bonsón et al. 2015, 52). Social media 
can provide a “secondary or supplemental source of information and communica-
tion,” which Johnson and Halegoua (2014, 65) argue is appropriate for “today’s 
hybrid, digital-physical public space” (Bonsón et al. 2015, 52). Vragov and Kumar 
(2013, 446–447) go as far as to claim that technology can “aid a peaceful transition 
from thin democracies” (limited citizen participation) to “strong democracies” 
(strong emphasis on citizen participation). Through the delivery of information, 
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Table 13.1  Framework – E-participation in smart cities

Form and level of 
participation

Citizen role 
and power

Discourse/
Framing

Process and 
communication

E-participation 
mechanisms

Citizen 
power

Citizen 
control

Leader, 
decision-
maker

Rights, 
social/
political 
citizenship, 
commons

Process: 
Inclusive, 
bottom-up, 
collective, 
autonomy, 
consensus-
building, 
negotiation, and 
bargaining

Citizen-owned 
and operated 
civic apps

Communication: 
Two-way

Delegated 
power

Decision-
maker

Online forums, 
hackathons/civic 
hacking, living 
lab projects, 
smart city 
advisory 
committee, 
discussion 
forums, civic 
technology 
platforms (e.g., 
neighborly)

Partnership Co-creator Participation, 
co-creationCo-designer

Co-producer
Tokenism Placation Proposer Process: 

Top-down, civic 
paternalism, 
stewardship

Smart city 
advisory 
committees, 
e-tools to propose 
alternative city 
initiatives

Communication: 
Can be two-way 
communication 
but is 
predominantly 
one-way 
communication

(continued)
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ICTs can also help facilitate “transparency” and “accountability” (Castelnovo et al. 
2016, 726; David 2017, 79; Pereira et al. 2017, 529).3 Therefore, ICTs can greatly 
facilitate the creation of the building blocks of legitimate participation: informing 
citizens of their “rights, responsibilities, and options” (Arnstein 1969, 285). ICTs 

3 Transparency can be defined as providing, at a minimum, “making available meeting minutes, 
ordinances, plans, updates on implementation of plans and ordinances, government invest-
ments…governmental activity at large…and data” (David 2017, 79). Accountability can be under-
stood as including “aspects of fiscal transparency where government provides budgets and 
justifications for how money was spent, by whom, for whom, and the expected impacts of those 
investments” (David 2017, 79, 81).

Table 13.1  (continued)

Form and level of 
participation

Citizen role 
and power

Discourse/
Framing

Process and 
communication

E-participation 
mechanisms

Consultation Participant Civic 
engagement

E-surveys, 
E-access to 
council meetings 
(with 
participation), 
E-feedback, 
E-voting, social 
media, emails

Informing Recipient, 
learner, 
consumer

Websites, 
E-access to 
council meetings 
(without 
participation), 
E-newsletters, 
E-access to 
council meeting 
agenda and 
minutes, social 
media, emails, 
blogs, 
dashboards, open 
data portals

Non-
participation

Therapy User, 
consumers, 
data-point, 
supporters

Stewardship, 
technocracy, 
paternalism

Process: 
Representation, 
communication: 
One-way

E-report urban 
issues, live in a 
smart building/
district, citizens 
as big data 
(consensual), use 
of ICTs (e.g., 
webinars) to 
educate citizens

Manipulation E-report urban 
issues, citizens as 
big data 
(non-consensual)
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can also allow governments to expand the range of participation mechanisms from 
those that require in-person attendance to those that are more flexible in terms of 
time and commitment. This, in turn, has the potential to bring into the public sphere 
those who might typically be underrepresented in policy processes (e.g., young 
people, working parents with children).

That said, despite the increased use of ICTs, many urban governments have yet 
to fully utilize it to enhance citizen participation. Instead, they have often focused 
solely on the provision of data and information – singular efforts to boost transpar-
ency and accountability – and this process treats citizens as passive observers, rather 
than citizens who are actively engaged in decision-making processes in advance of 
decisions being made (Pereira et al. 2017, 548; David 2017, 77). Passive observers 
become “mere recipients of information” without their views being taken into seri-
ous consideration by urban authorities (Tomor et al. 2019, 9). This results in citizens 
being “accustomed to being treated as clients and not partners,” further underscor-
ing the aforementioned notion that neoliberalism underpins the smart city concept 
(Bonsón et al. 2015, 59). This is likely the result of urban governments being unwill-
ing to “share power with citizens” (giving up their autonomy) or their “lack of 
understanding, capacity, and expertise” to wholly incorporate citizens into urban 
decision-making processes (Tomor et  al. 2019, 9). Nonetheless, without genuine 
citizen participation, citizen participation risks being relegated to “cosmetic forms 
of involvement” and “empty ritual[s]” (Ferilli et al. 2016, 99; Arnstein 1969, 282). 
This is increasingly problematic in smart urban governance as Tomor et al. (2019, 
19) highlight: ambitions for genuine citizen participation in smart cities frequently 
remain “within the realm of rhetorical phrasing.” This underscores the need for a 
critical examination of citizen-centrism rhetoric in smart cities to truly determine 
whether the rhetoric matches reality.

�Methodology

Our methodology focusses on developing a holistic approach to assessing citizen-
centrism claims in smart cities. Thus, the objective of the case study is to evaluate 
claims of citizen-centrism, and citizen participation mechanisms. Our approach 
employs content and discourse analysis – the latter of which forms a novel approach 
to assessing citizen-centrism rhetoric, especially in first asking whether such rheto-
ric exists, rather than presuming it is an inherent aspect of smart cities. The content 
analysis includes an examination of existing academic literature, city indexes and 
reports, and official city documents and webpages explicitly related to the case study.

The conceptual and evaluative framework (see Table 13.1) assists in highlighting 
key linguistic markers of interest (e.g., narratives, discourse) within the citizen-
centrism phenomenon. For the purpose of this study, citizen-centrism forms the 
narrative, as it is a discursive process through which aspects of smart cities (e.g., 
citizen participation) are “foregrounded or backgrounded, filtered-in or filtered-out, 
and through which strategic targets are realized” (Zhang and Orbie 2019, 2). Such 
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narratives are created and sustained by discourse and may be shaped by a range of 
actors, such as the media, the scientific and policy community, non-governmental 
organizations, citizens, and political officials and leaders (Zhang and Orbie 2019, 
7). For this study, the citizen-centrism rhetoric as a narrative further conveys the 
significance of citizen participation as the purported foundation and glue that binds 
together the varying dimensions of smart cities.

Additionally, to explore the phenomenon of citizen-centrism in smart cities, a 
case study approach is used. This particular research method was selected because 
of its ability to allow sufficient analysis of the breadth and depth of citizen-centrism 
rhetoric and citizen participation mechanisms. Washington DC was selected given 
that it has a smart city strategy – Smart DC – as well as existing smart city initiatives 
that have been implemented. Washington DC is also considered to be an exemplar 
smart city by many recent city indexes and reports (see Table 13.2).

The content and discourse analyses are of official city documents and webpages 
that are publicly available on Washington DC’s smart city website.4 Analysis spans 
a period of 2014 (the year when Washington DC first floated the smart city concept) 
to 2021 (the time of writing). Thus, analysis of citizen-centrism rhetoric was con-
ducted on two crucial documents: (1) DC Smarter Business Challenge Strategic 
Plan (2014) and (2) Smart DC Vision (2016). The Comprehensive Plan (2020) for 
Washington DC is currently being updated and, therefore, was not considered in 
this study.

In each document, a search was conducted for key terms that can be attributed to 
citizen-centrism. For example, “participation” (including variants, e.g., “partici-
pant,” “participate,” etc.) was used to denote the emphasis placed on citizen partici-
pation, and “citizen(s)” and “resident(s)” (aggregated) were used to depict the 
emphasis placed on the integral role played by citizens in urban governance (e.g., a 
bottom-up governance model) or as a target audience of urban government (e.g., a 
technocratic, top-down governance model). Additional keywords – often attributed 
to smart cities – included “inclusivity” (and its variants), “collaboration” (and its 
variants), and “stakeholder(s).” The context for each keyword was assessed to deter-
mine whether it was inclusive of citizen participation as opposed to, for example, 
collaboration strictly between the urban government and private enterprises. Thus, 

4 See https://smarter.dc.gov/.

Table 13.2  Washington DC as a Smart City – Rankings (2018–2020)

Publication date City index/report Global/domestic Ranking

2018 Arcadis: Citizen centric cities Global 39/100
2019 EasyPark: Smart cities index Global 16/100
2020 IESE: Cites in motion Global 15/174
2020 IMD: Smart City index Global 12/109

Notes: “Domestic” is understood as within the USA and its overseas territories; Arcadis 2018; 
EasyPark 2019; IESE 2020; IMD 2020
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it is argued that the greater the number of aforementioned keywords, the greater the 
rhetoric.

Then, to test whether the citizen-centrism narrative is rhetoric or reality in 
Washington DC, we turn to an assessment of e-participation mechanisms used in 
Washington DC’s smart city strategy by using the 2014 and 2016 documents (e.g., 
contact city officials through social media, report urban issues electronically, attend 
city council and committee meetings virtually, etc., as demonstrated in the frame-
work). To continue to evaluate citizen participation post-strategy (2016 onward), we 
analyze citizen participation in existing smart city initiatives by identifying the 
number of “public engagement” markers on smart city initiatives on the Smarter DC 
website.

�Case Study: Washington DC

Washington DC has a population of 705,749 (2019) and a land area of 61.05 sq. mi 
(2010) (Census Bureau 2019). In terms of governance and city officials, Washington 
DC has a mayor (Muriel Bowser, 2015–present),5 a city council, an Open 
Government Advisory Group, 40 Advisory Neighborhood Commissions, 12 com-
mittees, an open data portal, and numerous advisory committees (DC Council A 
2021). Each of these governance components provide mechanisms for citizen par-
ticipation (e.g., attending and participating in meetings, contacting city officials) 
and are not necessarily unique to smart cities. These aspects are also not unique to 
Washington DC, despite its status as the national capital of the USA. There are two 
exceptions, however. Unique to Washington DC, legislation approved by city coun-
cil is subjected to congressional review whereby congress has the opportunity to 
disapprove of the legislation and prevent it from becoming law. That said, in the 
47 years since Washington DC’s first elected city council was established via the 
Home Rule Act of 1973, about 5000 legislative acts have been transmitted to con-
gress and only 3 have been disapproved. Washington DC’s budget also requires 
congressional approval. While these exceptions are noteworthy distinctions of the 
policy-making process, they do not affect our data or the scope of our analysis 
because we focus our chapter on the already adopted public-facing aspects of DC’s 
smart city strategy to distinguish reality from rhetoric (a focus on “what” rather than 
“why”) (117 Cong. Rec. HR411 2021; DC Council B 2021).

DC’s characteristics including a large population size – the presence of a smart 
city vision, and, for the sake of comparable citizen participation features, the pres-
ence of a mayor, city council, and advisory committees, council meetings being 
open to the public, meeting minutes, and agendas (Wirth 1938, 116) – will allow 
future scholars to make for comparisons with other smart cities. Comparable smart 
cities have been identified by the smart city indexes and reports presented in 
Table 13.2.

5 ‘Present’ being March 2021
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�Results and Discussion

�Citizen-Centrism Rhetoric

The differences in frequency of the aforementioned keywords for each source 
appears in Table 13.3.

In the DC Smarter Business (2014) document, there is no mention of citizen 
participation – zero recorded instances of citizen/resident, other than a single refer-
ence each to “citizenship” and “residential homes” (irrelevant). Discussion of stake-
holders, inclusivity, collaboration, and participation – language in line with smart 
urban governance literature – is, expectedly (given the title of the document), lim-
ited to businesses, landlords, non-profits, and urban government representatives 
(Greenspace and Eco-Coach 2014, 3, 5). The extent to which these stakeholders 
participated in the formulation of Smart DC Vision (2016) is unclear, and the “Action 
Plan” in the DC Smarter Business document was limited to “sector leaders,” thus 
raising questions from the outset regarding the degree to which citizens would par-
ticipate  – if at all  – in the development of Washington DC’s smart city vision 
(Greenspace and Eco-Coach 2014, 17).

Collaboration with businesses within the DC Smarter Business document was 
envisaged as “forming critical partnerships with key stakeholders and media,” 
“engaging major donors and sponsors,” employing “gamification” strategies, clear 
“communications,” and “creating an Advisory Council to provide input into the 
direction and content of the program” (Greenspace and Eco-Coach 2014, 3). Few 
details are provided about the advisory council, other than that businesses – not citi-
zens – would be the participants and that the council would be established in Fall 
2014 (Greenspace and Eco-Coach 2014, 13–14). No current details can be found for 
this, suggesting the council was established and subsequently disbanded or was 
never established. Nonetheless, these participation mechanisms and partnership 
efforts underscore exclusionary practices in the development of Washington DC as 
a smart city, with no opportunities for citizen to participate. To this end, the 

Table 13.3  Differences in Word Frequency in 2014–2021 Washington DC Urban 
Government Sources

DC Smarter Business 
Challenge Strategic Plan 
(2014)

Smart DC 
Vision (2016)

Smarter DC Website 
(aggregated) (2021)

Participation 102 6 2
Citizen(s) and 
resident(s)

0 34 (8 + 26) 5 (4 + 1)

Collaboration 6 13 6
Inclusivity 4 1 3
Stakeholder(s) 10 10 2

Note: The first numerical figure in parentheses represents the frequency of “citizen(s),” whereas 
the latter represents “resident(s)”
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citizen-centrism narrative is not supported as the rhetoric is not employed in the DC 
Smarter Business document. However, the exclusive focus on businesses does por-
tray Washington DC as potentially utilizing the smart city brand as a neoliberal 
strategy to induce investment.

In the Smart DC Vision (2016), the citizen-centrism narrative is emphasized 
through the repeated use of “citizen(s)” (appearing eight times) and “resident(s)” 
(appearing 28 times). This finding is in line with extant literature that finds many 
self-proclaimed smart cities, use their smart city strategies, to stress citizen-centrism 
(Spil et al. 2017, 127; Levenda et al. 2020, 353; Przeybilovicz et al. 2020, 12). In 
Washington DC’s vision, engagement is primarily paternalistic, top-down, and tech-
nocratic. This is demonstrated through a closer examination of the context-specific 
discourse analysis. Notably, “[s]mart citizens are empowered citizens,” whereby 
citizens can engage in “new smart infrastructure” that will “enable resident and visi-
tor feedback … [and] diffusion of information” (DDOT 2016, 3). Smart citizens are 
also referred to as “[s]mart users,” thereby reflecting the transformation of citizens 
into “data products” and “consumer[s],” which is arguably underpinned by the 
“neoliberal conception of citizenship that favors consumption choice” (DDOT 
2016, 3; Cardullo and Kitchin 2019, 2–6). The same notion is later repeated in the 
district department of transportation aspiring to “nimbly engage citizens” by 
“identify[ing] and proactively respond[ing] to the needs of its users” through a “reg-
ular flow of rich, meaningful data” (DDOT 2016, 4).

The strategy comprises multiple “Vision Element[s],” one of which is “Connected, 
Involved Citizens” (DDOT 2016, 17). The “Smart DC Approach” to this vision is 
“[c]rowdsourcing and deep public engagement in transportation management pro-
cesses,” which is reflective of the citizen-centrism narrative and indicative of poten-
tial efforts to enhance citizen participation mechanisms (DDOT 2016, 17; emphasis 
added). However, existing and proposed investments further stress how entrenched 
this narrative – within Washington DC’s vision – is in rhetoric. For example, invest-
ments include open data, free public Wi-Fi, transit web portals, as well as “[u]ser-
generated data” from these investments (DDOT 2016, 17). It is important to 
highlight here that user-generated data is not considered inherently “bad,” but that 
the critique rests with treating citizens as data products, as opposed to citizens that 
could actively participate  – given the opportunity  – and share their knowledge, 
insights, and expertise with urban planners in a city that they live and/or work in.

In relation to the use of “participation” (and its variants), this discourse seldom 
appears in the context of citizens in the Smart DC Vision. There is an acknowledge-
ment that citizens will not necessarily “need a smartphone to participate in the 
smarter city,” but how is not outlined, which arguably illustrates additional rhetoric 
relating to inclusivity (DDOT 2016, 3). Another instance of ambiguity is in the men-
tion of the government’s open data portal, whereby “all the software and algorithms 
developed … will be open source and available for public participation” (DDOT 
2016, 8). In this case, it appears that the government considers transparency, in and 
of itself, to amount to citizen participation. This is later clarified, in that the govern-
ment “hopes” the open data will foster “greater public participation and collabora-
tion” by being grounded in principles including “transparency, collaboration, 
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openness, and discoverability” (DDOT 2016, 14). While transparency is undoubt-
edly a step toward genuine citizen participation, it is reflective of citizen participa-
tion – at least in the context of open data – being in its infancy in Washington DC.

Moreover, the vision highlighted an aspiration to “deploy a platform that will 
provide all users the ability to provide feedback, test new technologies, and improve 
movement of people, goods, and services within the city” (DDOT 2016, 26; empha-
sis added). Citizens are, again, referred to as “users,” and the “broad [citizen] par-
ticipation” here is reactive as citizens are providing feedback after the initial 
decision-making has taken place (DDOT 2016, 26). This reinforces the perspective 
that Washington DC, as a smart city, is underpinned by “a neoliberal ideology and 
corporate interests” as it “circumscribe[s] a particular role for citizens” – seemingly 
passive observers that act as data products (Cardullo and Kitchin 2019, 10).

Discussion of partnerships and stakeholders in the vision were limited to a triple 
stakeholder model, featuring only universities, regional institutions, and private and 
non-profit entities (DDOT 2016, 20–21). In terms of creating this vision, there are 
no mentions of workshops, meetings (open to the public), consultations, or any kind 
of citizen-facing communication. The single use of “inclusive” refers to collabora-
tion across urban government agencies and sectors, thus further cementing the lack 
of citizen participation (DDOT 2016, 1). Somewhat ironically, this inclusivity is 
aimed at capitalizing on the “best practices for city governance and management,” 
and the document later adds that citizens “will not be constrained by the capabilities 
of government agencies” (DDOT 2016, 1, 3). Therefore, it can be argued that the 
Smart DC Vision (2016) is underpinned by neoliberalism as it adopts a civic pater-
nalism mode of governance. Washington DC’s urban government is focused on pro-
viding services to residents who are treated as consumers and data products and 
play little to no role in the urban governance structure, including the formulation of 
the smart city vision itself.

�Citizen Participation Mechanisms

While the analysis above focusses on citizen participation in the establishment and 
planned implementation of the 2014 and 2016 urban strategies, it is also important 
to assess the post-2014 (DC Smarter Business) e-participation mechanisms – given 
the centrality of technology, ICT-enabled governance, and e-government to the 
smart city concept – within the broader urban governance structure and setting. The 
availability of specific e-participation mechanisms is essential in determining the 
extent to which citizens can participate in Washington DC’s smart urban governance 
structure. Table 13.4 reflects these participation mechanisms, which is in line with 
existing an literature that has assessed social media (Spil et al. 2017; Przeybilovicz 
et al. 2020), open data portals (Spil et al. 2017; Levenda et al. 2020), and e-surveys 
(Levenda et  al. 2020). To add to this list, we examine whether citizens have the 
capacity to watch city council meetings electronically (live or not), whether they 
participate in city council meetings electronically (e.g., typed or verbal comment), 
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whether citizens can watch previous (archived) meetings, whether a smart city-
specific website exists, whether feedback can be given on this website (by citizens) 
in relation to smart city initiatives, whether electronic access to meeting agendas 
and minutes exists, and whether previous meeting agendas and minutes exist 
(archived).

The capacity to contact city council members and the mayor via email provides 
a direct opportunity for citizens to engage with city officials. However, the avail-
ability of email, in addition to the capacity to contact city officials via social media 
(Twitter, Facebook, and YouTube), does not indicate the degree of responsiveness – 
a key aspect of transparency (Pereira et al. 2017, 532; David 2017, 80). Nevertheless, 
this is a form of e-participation available to Washington DC citizens. Further reflect-
ing on transparency, Washington DC citizens enjoy access to city council meetings 
(live and archived), city council meeting agendas and minutes (current and archived), 
access to an open data portal (feedback can be provided), and access to a smart city-
specific website that features previous, current, and planned smart initiatives. 
Although transparency – on par, in this instance, with Arnstein’s “informing” – is a 
“good first step,” the capacity for genuine citizen participation and meaningful dia-
logue is limited (Arnstein 1969, 280).

Applying the evaluative framework to e-participation mechanisms that are pres-
ent in Washington DC – demonstrated by Table 13.4 – the majority of mechanisms 
adopt one-way modes of communication and are tokenistic in form. Our framework 
diverges from Cardullo and Kitchin’s (2019, 8) framework as we not only acknowl-
edge that social media can operate as a means for citizen “consultation” but also as 
a mechanism of inquiry, thereby also constituting “informing.”

Email can serve the same twofold purposes and is – like social media – a one- or 
two-way mode of communication, depending on responsiveness. Other 
e-participation mechanisms demonstrate tokenism (informing) and one-way com-
munication, such as watching live and archived meetings electronically, a smart 
city-specific website, and e-access to current and archived meeting agendas and 
minutes. These mechanisms allow citizens to keep updated with urban affairs but 
provide no opportunities for genuine citizen participation (citizen power). 
Furthermore, the open data portal is, in and of itself, another form of tokenism 
(informing) by granting citizens access to urban data. However, this portal can also 
be construed as another form of tokenism (consultation) by giving citizens the 
opportunity to provide feedback (two-way communication) on the portal. If feed-
back is refined, then the e-participation is noticeably minimal, but it could be a form 
on non-participation (manipulation) if citizens’ feedback is not incorporated – an 
“illusory” form of participation that is uni-directional in communication (Arnstein 
1969, 284).

In addition, there is evidence of non-participation. As the Smart DC Vision 
(2016) makes clear, citizens are treated as “users” of services, thereby relegating 
them to two forms of participation: first, citizens are consumers of urban services, 
such as transportation (consumerism: choice), and, second, citizens are a source of 
big data by which to non-consensually provide Washington DC with a “regular flow 
of rich, meaningful data” (non-participation: manipulation) (DDOT 2016, 4). The 
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non-consensual aspect helps to distinguish citizens from those who consensually 
and willingly serve as data products (consumerism: choice), such as cyclists in 
Glasgow using an app to play the role of “sensors, supplying information to the 
service providers” to assist in reworking the city’s “cycle lane network” 
(Przeybilovicz et al. 2020, 14). The capacity for citizens to provide feedback on the 
“new smart infrastructure” presents another tokenistic (consultation) mechanism 
for citizen participation (DDOT 2016, 3). Citizens can also use 311 – a service to 
report urban issues (by call or text), such as potholes, broken streetlights or meters, 
illegal dumping – which is a form of non-participation (therapy).

The lack of e-surveys (e.g., to consult citizens, receive feedback, develop ideas), 
the lack of any ability to participate in meetings electronically, and the lack of any 
mechanism to provide feedback on smart city initiatives on the smart city website 
(this is limited to businesses) demonstrates the limited ability for citizens to partici-
pate in the smart urban governance structure in Washington DC. This critique is not 
just limited to the lack of e-participation mechanisms, but also in relation to the lack 
of two-way communication and participation mechanisms regarding the develop-
ment of the DC Smarter Business (2014) and Smart DC Vision (2016). Such a lack 
of genuine participation mechanisms suggests that the citizen-centrism narrative 
adopted by Washington DC in its Smart DC Vision (2016) is, indeed, rhetoric.

Additional e-participation mechanisms, as listed in the framework, that were 
noticeably absent in Washington DC include: (i) citizen-owned and operated civic 
apps (citizen control); (ii) a smart city advisory committee (depending on level of 
power, delegated power/partnership or placation); (iii) an e-tool to propose smart 
city initiatives (placation); (iv) e-newsletters (informing); (v) a smart building and/
or district for residents (choice)6; (vi) hackathons; (vii) living lab project(s)7; (viii) 
an online forum8; and (ix) e-participation in city council meetings. Of all of these, a 
smart city advisory committee with “genuine bargaining influence” (partnership) 
could allow citizens to have a stake in the continued development of Smart DC 
(Arnstein 1969, 289). Through this advisory committee, citizens can work with city 
officials to create genuine participation mechanisms (electronic or otherwise), and 
although the committee is not, in and of itself, an e-participation mechanism, it can 
provide two-way communication and showcase e-participation mechanisms (e.g., 
meetings could be held electronically).

Further examination of the development of Washington DC’s smart city brand 
and strategy reveals additional information on the lack of citizen participation. On 
the Smarter DC website, citizens cannot provide feedback on smart city initiatives, 
and of the 27 initiatives listed, only six featured markers for “Public/Market 

6 While a ‘Smart EcoDistrict’ has been planned, it remains in the conceptual stage of development. 
See https://smarter.dc.gov/Detail.aspx?Id=29
7 An “Urban Living Labs” project exists but is only in the planning stage of development and has 
yet to involve any citizen participation, given the absence of a “Public/Market Engagement” 
marker. See https://smarter.dc.gov/Detail.aspx?Id=25
8 A website for “Washington DC Message Boards” exists, but there is no indication that it is owned 
and operated by the Washington DC urban government. See https://www.dcmessageboards.com/
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Engagement.”9 Despite the absence of any details regarding whether citizens par-
ticipated (e.g., if it was only corporations) and the degree to which they were able to 
“participate” (e.g., a workshop, consultation, informational campaign), it is clear 
that input from citizens has – for the most part – not been requested nor expected. 
This is in spite of rhetoric used on the website that the smart city strategy is being 
“guided through community engagement” that is “inclusive” and “foster[s] a sense 
of shared ownership and collaboration.”10 In Washington DC’s own admission, cul-
tivating a “Smarter city requires transparent and engaging governance, culture of 
participation…and empowered and active citizenry”11 – none of which, in relation 
to the smart city brand, seemingly rings true.

These findings  – a self-proclaimed and accredited smart city that employs 
citizen-centrism rhetoric without achieving genuine citizen participation mecha-
nisms (especially e-participation mechanisms) – are in line with the literature on 
citizen participation in smart cities and their respective smart urban governance 
structures. Spil et al. (2017, 127–129) find, overall, in three smart cities in Germany 
(Berlin, Hamburg, Enschede) that citizen participation is limited: open data portals 
are underutilized and more useful for businesses than citizens; collaboration 
between businesses, universities, and government often excludes citizens; and 
social media responsiveness is limited due to budgetary constraints. Levenda et al. 
(2020, 353) examine Calgary as a smart city and find that, despite the use of in-
person consultations with citizens, workshops, and direct testimony to the city 
council, citizen participation remained largely tokenistic, and businesses were given 
more opportunities to participate. They also found that citizen-centrism rhetoric 
often remains rhetoric in smart cities as the neoliberal stronghold over local govern-
ment continues to be firmly in place, and participation is frequently tokenistic 
(Levenda et al. 2020, 355).

Moreover, Goodman et al. (2020) assessed citizen participation in the City of 
Guelph, the Region of Waterloo, and the Mohawk Council of the Akwesasne (MCA) 
and found evidence of citizen-centrism rhetoric in the first two. They noted that 
opportunities for citizen participation are usually limited to informational exercises 
and pre-determined courses of action as the top-down governance structure persists 
(Goodman et al. 2020, 421). Przeybilovicz et al. (2020, 12) analyzed three cities: 
Curitiba, Glasgow, and Utrecht. They found that the urban governments largely 
treated citizens as data products, provided few opportunities for participation, and 
sought feedback (reactive) on smart initiatives. Although some feedback was incor-
porated, it is worth acknowledging that citizens are infrequently given the opportu-
nity to participate from the outset in terms of developing smart initiatives, thereby 
further depicting an ongoing theme – top-down, technocratic governance and civic 
paternalism (Przeybilovicz et  al. 2020, 14). Other scholars have recognized the 
technocratic nature of smart urban governance and neoliberal underpinning of the 

9 See https://smarter.dc.gov/FeaturedProjects.aspx
10 See https://smarter.dc.gov/
11 See https://smarter.dc.gov/
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smart city brand, despite recent efforts to shift away from these critiques and toward 
a more citizen-centric model of governance (Joss et al. 2017, 32, 40; Schliwa 2019, 
155; Cardullo and Kitchin 2019, 6; Ghose and Johnson 2020, 340).

However, there is some cause for optimism. Levenda et al. (2020, 349) identified 
partially successful e-participation in Calgary with the establishment of its “Engage 
platform” – an “online portal for citizen participation” – and this “increased the 
number of comments on any project,” and the enhanced participation contrasted 
greatly with few attendees of similar in-person events. They also find that investing 
in particular participation mechanisms, as opposed to a broad range of mechanisms, 
yielded better rates of participation as it became less of a “tickbox” strategy and 
more about ensuring meaningful dialogue (Levenda et al. 2020, 352). E-surveys can 
also be useful for urban governments for examining citizen opinions and priorities, 
and these can, subsequently, be turned into policy and law (Levenda et al. 2020, 
354). For Goodman et al. (2020, 424–425), citizen participation in MCA was inter-
active (e.g., citizens placing stickers on a map to indicate their desires), informa-
tional, and accessible (e.g., monthly newsletter with “forthcoming opportunities for 
engagement” and contact information), provided inclusive access (e.g., a rideshare 
program, and the provision of hot meals), and refined ideas for an app based on citi-
zen input.

�Conclusion

This chapter has analyzed citizen participation in Washington DC and has dissected 
the use of rhetoric in two official city documents and the city’s official smart city 
website, as well as several e-participation mechanisms. As demonstrated – through 
application of the conceptual and evaluative framework – Washington DC did not 
offer genuine citizen participation mechanisms in line with the smart city rhetoric 
and narrative of citizen-centrism. The e-participation mechanisms are limited to the 
provision of information electronically, including city-level data, and watching 
meetings live – none of which constitute genuine citizen participation. Further, civic 
paternalism and top-down, technocratic governance remain prevalent due to the 
neoliberal underpinning of the city. This “paternalism,” for Arnstein, is one of the 
“most significant roadblocks to achieving genuine levels of participation” (Arnstein 
1969, 284).

Second, e-participation mechanisms like watching meetings live and accessing 
the open data portal treats citizens as passive consumers of information (transpar-
ency) that may create better-informed citizens, but the crucial question is, to what 
end? Without genuine bargaining influence to challenge the status quo or propose 
alternative ideas, citizen participation will remain limited, tokenistic, and uni-
directional. Citizens ought not to be treated as “mere recipients of information,” and 
the re-branding exercise of smart cities with the citizen-centrism narrative ought not 
to be employed to “silence detractors or bring them into the fold while keeping the 
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central mission of capital accumulation and technocratic governance intact” 
(Cardullo and Kitchin 2019, 2, 10).

Third, the findings presented here are, as aforementioned, in line with the litera-
ture on citizen participation in smart cities. However, whereas most current research 
examines in-person citizen participation mechanisms (e.g., consultations, work-
shops, council meetings), this chapter focuses largely on e-participation mecha-
nisms. This chapter also makes headway in that there is very little literature on 
citizen participation in Washington DC, despite its highly ranked status as a smart 
city, in addition to being capital of USA. Nevertheless, in-person citizen participa-
tion mechanisms in Washington DC also warrant additional analysis to further 
probe the extent to which Washington DC allows for genuine citizen participation, 
as well as the notion of “consent” in e-participation mechanisms that employ the use 
of citizens as data products.

Finally, in addition to the common government-sanctioned mechanisms for citi-
zen participation highlighted in this chapter, there has been a notable increase in 
citizen-led demonstrations and protests in recent years across USA. Notable exam-
ples include Black Lives Matter, the Women’s Marches, March for Our Lives, the 
Keystone XL and Dakota Access Pipeline protests, White Nationalism, and Climate 
Marches (including school strikes). How these demonstrations and protests were 
facilitated or co-produced by technology – such as social media – is becoming an 
increasingly important question in the digital age, especially in the context of smart 
cities where city officials need to navigate cyberspace regulations and privacy rights 
(Wilkins et al. 2019; Boulianne et al. 2020). To shine a light on this, scholars ought 
to explore how technology is playing a role in the co-production of demonstrations 
and protests.
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Abstract  Most often we refer to the smart city technologies as ways to increase 
quality urban life. But, is this the main interest? We can assume the idea that smart 
city is really the need of the future urbanistic, but there are still few questions about 
the place it occupies and the citizen in this technologically integrated system, in 
addition to the fact that he will be the final beneficiary: 1. Can technology now meet 
all human needs? 2. How will this digital cohabitation work? The author followed 
in several sociological surveys on national urban population samples, conducted in 
2018 and 2021, the measurement of indicators related to the use of smart city tech-
nologies and governance in Romania aiming to identify how smart government ide-
ologies are correlated with the satisfaction of individuals and their prioritization in 
terms of urban quality of life. One of the conclusions of the studies shows that when 
we talk about smart cities, we focus too much on technology. However, rebuilding 
cities means from a sociological perspective bringing people together and restoring 
trust and participation in common life. This can be the final goal, and we should see 
how we put technology at the service of this goal.
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�Introduction

In the literature, most references to the concept of smart city are focused on how the 
elements of technology increase the quality of life. But, can technology now meet 
all human needs? We don’t believe that, at least for the argument that needs and 
expectations change quite quickly. Another essential question is how will this digi-
tal cohabitation work? For now, we know that social networks are everywhere, but 
they do not create sociability but rather determine an isolation of individuals.

The smart city topic needs to be contextualized in relation to important topics to 
assess the broader framework of quality of life, such as the values, beliefs, norms, 
and behaviors related to the environment and technology; satisfaction with dwelling 
and the neighborhood and mobility habits; knowledge about the smart city concept 
and the local projects, attitudes toward local projects, and the expected projects 
outcomes; and attitudes toward technologies and actual behavior.

Speculations about the effects that the COVID-19 pandemic will have on the 
future development of cities seems, at first sight, to give a greater chance only to 
policies based on digital applications, without any precautions. Social distancing 
will require digital applications to avoid crowds in urban spaces or at work. On the 
other hand, urban sociology studies on the effects of the crisis on the population 
show that the biggest lack felt in isolation or lockdown was precisely the face-to-
face social contact, the relationship with the other or the hugs.

A study conducted in Romania,1 one year after the onset of the pandemic, 
revealed that the effects on the social relationship and sociality were most severely 
felt, although the penetration of mobile communications technology is very high. 
Against the background of restrictions and social distancing, the need for socializa-
tion was strongly affected in the first pandemic year: over half of Romanians (54%) 
felt more the need to contact a loved one, and 43% felt the need to talk with some-
one dear. Almost three quarters (71%) of the study participants said that during this 
period they met much less with friends. Analyses show that the need for contact is 
present in greater proportions among women, young people and people up to 
50  years, and low-educated respondents but also those with higher education or 
among those living in cities. The impact of COVID-19 on the psycho-emotional 
state of Romanians is significant. According to the sociological survey, one of ten 
Romanians went through anxiety in the last 7 days, almost daily, 13% felt sad or 
hopeless, 14% could not control their worries, and 14% felt that they no longer have 
the interest or pleasure to do something. We still do not know what influence the 
data collected during the pandemic for post-COVID-19 development will have, but 
we can suspect that, beyond digital surveillance applications and those of 

1 The Romanian Institute for Evaluation and Strategy – IRES, “One year of COVID-19 in Romania. 
The impact of the pandemic on the Romanians quality”, 2021, February 12–15. Representative 
sample for the adult population in urban Romania: 1.115 individuals. Maximum tolerated 
error ± 2,9%. Available at: https://ires.ro/uploads/articole/ires_1-an-de-covid-19_impact-calitatea-
v i e t i i _ s o n d a j - d e - o p i n i e _ c . p d f ? f b c l i d = I w A R 3 E Q - 
JfJHAOUh0lO3DYxvv3Y4hBjDCmIs7sqvNTpyxgE7Ov6VsnV72nC88
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organizing spaces and urban mobility flows, there will be many implications to 
humans of the smart city.

Certainly, to a large extent, the pandemic will be a lubricant for smart cities 
(Kunzmann, 2020), but the sustainability of development we believe will bring the 
requirement of strong connection to the specific needs of communities, not just for 
technological urbanization projects. Urban sociology and various pandemic studies 
show that public power gained a growing role during this period, to the detriment of 
urban planners or bottom-up initiatives. Research has shown that resource manage-
ment during COVID-19 by policymakers led to a resurgence of symbolic thinking, 
with a pillar of “institutional magic” and rethinking the emotion-risk couple in gov-
ernment decisions (Brown, 2020).

�Transforming Cities

When analyzing modernity, most analysts believe it is the result of urbanization, or 
that urban civilization brings with it a new civilization, a new culture, and new val-
ues. Even the emancipation of the individual was a utopia that not only early com-
munism but many others used to link it to urban space and to the birth of the industry 
and the proletariat.

In a worldwide successful work, Urban Express (Nordström and Schlingmann 
2015), Kjell Nordström, and Per Schlingmann launched the idea that the future 
belongs to the cities and to women. The city has become the natural environment of 
the people, the authors say, and it will be the most important form of organization in 
the future because it already has greater power than the nation states. Obviously, 
these types of postmodern utopias are based on many data and statistics. Two cities 
in Russia account for 30% of Russia’s GDP, London for a quarter of UK GDP,2 and 
Bucharest and the adjacent area for almost 30% of Romania’s GDP.3 In 2050 it is 
estimated that nearly 75% of the world’s population will live in cities, and the con-
centration will be astonishing: 50% of the population will occupy only 1% of 
Earth’s area.

The social consequences of smart city operations were not still studied by soci-
ologists or psychologists. Massive migration to jobs (Silaghi and Ghatak 2011) has 
emptied rural areas and killed traditional rural communities (Sandu and de Jong 
1998). However, large urban concentrations are increasingly difficult to manage and 
organize rationally. The creation of the great peripheries of the cities of millions of 
inhabitants in many parts of the world seems to be a good model for the decomposi-
tion of the Western city model (Dear and Flusty 1998) and the emergence of a dys-
topian end for the civilized world: huge neighborhoods with mountains of rubbish 

2 See https://ceoworld.biz/2018/12/28/gdp-rankings-of-the-worlds-largest-economies-2019/
3 See https://cnp.ro/user/repository/prognoze/prognoza_profil_teritorial_decembrie_2016.pdf
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and thousands of people on the streets, delinquency and violence all the way, a 
landscape that does not show civilization or modernity.

In the centers of cities where the poor were pushed to the outskirts and to the 
out-of-town industry, today are only the bright showcases of the big brands and 
alongside the tourists, an invasion of foreigners who seem to make the heart of the 
cities even colder for most of their inhabitants (Bärnthaler et al. 2020).

The city is no longer a topos of dwelling, but a ball of traffic flows (Aalbets and 
Gibb 2014).

Connectivity becomes the main feature and premise of urban life and governance 
(Olazabal et al. 2018). However, smart city connections and technologies will not 
make cities more homogeneous and neither more egalitarian nor cohesive, with 
more consolidated identities.

The sea of connections and possible virtual spaces will increase inequalities, as 
there will be a problem of access to them (Mausom and Choudhary 2017). A young 
man in the poor neighborhood can have a laptop and a smartphone, but these cannot 
replace the education and diploma or other resources he or she needs to build a 
career or to make a step forward in their family; sociologists consider that it should 
be the case (Pantazis et al. 2006).

The city is a segmented world (Harriso 2010), with many speeds and so it will remain.

If we look, for example, in a model city like Singapore, we see that intelligent 
mechanisms will not increase the number of jobs for the poor or democracy, even if 
some authors seek to demonstrate that citizens will be able to propose solutions and 
will be able to transmit them continuously, supervising in some way all of the spaces 
(Seta et al. 2017).

The possibilities of limiting individual liberty (Colema 2003) and overseeing indi-
viduals (Coleman 2005) will increase exponentially, and thus individual auton-
omy and freedom of choice will be reduced.

Already today, in many cities around the world, when going through a store area, 
window displays warn you on your phone over the offer, or when entering a mall, 
the phone can connect to intelligent devices that manage to monitor your route and 
access different personal data (Deakin et al. 2011).

The social consequences of smart city operations have not yet been studied by soci-
ologists or psychologists, even in recent articles (Sandel 2017).

Generally speaking, smart cities are talking about ways to increase the quality of 
urban life (Lombardi et al. 2012). But, is this the main interest? We can move on to 
the idea that smart city is really the necessity of the urban future, but there are still 
few questions about the place the citizen occupies in this technologically integrated 
system (Cardullo and Kitchin 2019), besides being a beneficiary.

However, we can assume, as some sociologists do today, that we have a rather 
commercial strategy (Pellicer et al. 2013) but also a power strategy (Castells, 2016). 
The interest of service providers is unquestionable, and those who decide what is 
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needed will have more and more power over the urban system. Proximity policy or 
participatory practices are replaced by an entrepreneurial (Calzada and Cowie 
2017), technocratic design, a “top-down” kind.

�Smart Cities = Happier People?

The fascination for technological innovation will turn citizens into technology con-
sumers, but are they the only needs of the citizen to achieve the feeling of well-
being or happiness?

The need for intelligent services is not the first option of those who appreciate the 
quality of living or the temptation to choose another city. In Romania, for example, 
if half of urban residents do not want to move at any price, the first option of the 
other half is to move to the country and not to a big city where there are much better 
services. Similarly, among the inconveniences of city dwelling mentioned by 
Romanian citizens, there are many things impossible to integrate in smart city opti-
mization: increased cost of living (as a rule, technology increases costs), stress, lack 
of cleanliness, lack of green spaces, the difficulty of finding a place to live.

Centralized numerical control of infrastructure, equipment and services, urban 
planning optimization, intelligent controlled infrastructure, heating, and urban 
lighting are things that become more and more real, but it does not exhaust the 
human requirements for choosing a city.

Can technology now respond to all human needs?

We do not believe that, at least for the argument that needs and expectations 
change quite quickly (Van Cott 1985).

An essential question is how will this digital cohabitation work? For now, we 
know that social networks are everywhere, but they do not create sociability and 
rather lead to isolation of individuals. It’s true, the Internet and everything it brought 
comes with a numerical utopia that has changed in a very short period of time a part 
of our world (Williams and Edge 1996). However, it is still a utopia. At the heart of 
this utopia is the idea that information can fundamentally change cities in safer and 
more rationally organized spaces, but the essential element is services. Smart city is 
almost synonymous with system optimization (Mohamed et al. 2017). But, will the 
logic of system optimization take on the whole logic of development without human 
creativity, just maximizing functional performances?

Slowly, cities will be less and less differentiated and become more and more 
similar; they will lose their “specialization” and their charm that makes them unique 
places with unique experiences. Becoming “cities without character” (De Frantz 
2007), a sort of “system of systems,” will no longer need the input of the inhabitants 
to give them the charm and the uniqueness of community and cultural experiences, 
suffering a cultural and individual deactivation (McCornack 2012). The city also 
lives through social memory imagery; it is imagined and imaginable, and so it can-
not only be reduced to the quality of services. At no time, the stiffness of 
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super-optimized service systems will have the power to strengthen or “optimize” 
the sense of belonging to the community.

Numerical technologies seek to unify, to bring everyone and everything to the 
same denominator, to the same formulas. It leads to impoverishment and to the 
blocking of the transformation force that the diversity and tensions of its manifesta-
tions in a community have.

There will be technical changes that will increasingly lead to the need for stan-
dardization through computer programs to reduce the elements of the random and 
weakness of human individuals, so that the temptation to push social management 
toward technocratic utopia will be growing (Zukin 1998). More and more changes 
in collective behavior will be required, so that the culture will become senseless, 
and the system of values will suffer modifications. The control over the individual 
and the violation of privacy will increase (Allam and Newman 2018). Concerns 
about Big Brother have so far supported the fantasy of a great writer or the totalitar-
ian practices of fascism or communism. Now there is also technical support, but 
also an ideology that postulates that digitalization and technology are generally neu-
tral. In addition, terrorism has brought back the need for security and surveillance 
not only of public spaces but also of individuals (Tzezana 2016). Personal data 
gathered through the surveillance cameras or the continued geolocalization of the 
individual may be a threat to freedom. Data can be used for profiling but also for 
surveillance. It is necessary to build procedures for mandatory anonymization but 
also for a strict regime of use of big data and open data systems.

Numerical technologies are already being seen to limit direct relationship and 
social interactions (Choudrie et  al. 2013). Starting from informatization of the 
administration (“contactless” technology) and through surrogate participation 
through social networks or online consultation of citizens, the city loses its social-
izing force and direct interaction practices that create and sustain culture, identity, 
and the desire to communicate to transform social practices or even services through 
social innovation and co-participation.

We are hearing more and more often, with good reason, discussions about the 
harmfulness of electromagnetic waves on health through lots of cases of electro-
hypersensitivity (Vizcaya et al. 2017). The city is becoming more and more a place 
bombed from all directions by such cannons with magnetic waves.

The more digital the city, the more vulnerable it is from the perspective of cyber-
terrorism, knowing that the most integrated and strongest systems are the most 
vulnerable (Kitchin & Dodge 2019).

In a world where hackers from Râmnicu Vâlcea or Arad, small cities in Romania, 
enter into NATO or Pentagon systems (Alcantara 2013), there is a worry that road 
traffic guidance systems can be pirated and a simple altered display of traffic signs 
or signaling can cause disasters in the chain, so that we can only give a simplistic 
example; it is always possible, notwithstanding the disruption of public lighting 
systems or electricity supply systems.
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Beyond that, the new lifestyle in cities will accentuate what today is called nomo-
phobic syndrome, that is, addiction to smartphone (Gupta 2019).

If today’s studies show that over half of smart technology owners experience this 
syndrome, that the fear of being out of the network, staying without battery, or los-
ing the phone, so feeling the fear of leaving the connection, a greater dependence on 
the technology will be able to “remodel” a number of other components of social 
and individual behavior.

There are many other questions we have to answer, without, however, rejecting 
the technology.

�Who Are the City Owners?

Do we want inclusive cities or cities that practice exclusion (Beall 2002)?

Analyses show that less and less the mass of the inhabitants are owners. The habitat 
is pushed further out of the cities – for the benefit of corporations and office build-
ings (Brenner et al. 2009). What place does the habitat occupy in the general econ-
omy of a city (Bastons and Armengou 2016), in the minds of the citizens and in their 
expectations regarding the future of the city?

When we talk about smart city, we put more emphasis on technology. However, 
rebuilding cities means from a sociological perspective bringing people together 
and restoring trust and participation in the common life (Lee et al. 2014). This may 
be the main target, and we should see how we put technology in the service of 
this goal.

Another fundamental question is, “who serves this type of intelligence”? Does it 
serve the people or the decision-makers or the administrators (Khan & Dambruch & 
Peters-Anders & Sackl & Strasser & Fröhlich & Templer & Soomro, 2017)? We 
believe that at this point in time, the way we think the intelligent city focuses on 
administration rather than on empowerment of the inhabitants, the citizens. Through 
smart city, we might think about how to return the cities to the people, how to get 
them out of the hands of their mayors and politicized projects, corporate oligarchy 
(Sadowski and Pasquale 2015), or even invading tourists (Concilio et al. 2016).

In this way, cities will not only cease to resemble each other, regain the charm 
and plurality of solutions, but also the city’s governance will be easier. Solving citi-
zens’ requests online can be fascinating, but the total disappearance of the clerk will 
not facilitate rapid solutions to problems that cannot be coded in software proce-
dures and solutions. The counter at the desk had a role other than automatic. Let’s 
see what people’s aspirations (Aljoufie and Tiwari 2017) are and start from them to 
build the smart cities of the future.

There is no question that the cities of the future need intelligence and technology, 
but they will become truly intelligent when they can accumulate the intelligence of 

14  Smart City, the Citizen Response and the Social and Human Need: Some



274

the people in the city, as Saskia Sassen, professor of sociology at Columbia 
University, asserted.4

Cities will, in particular, need the living intelligence of their inhabitants and their 
emotions, their sense of living at home, and being responsible in any behavior more 
than artificial intelligence (Capdevila and Zarlenga 2015).

The happy ones in the small towns. The need for conviviality.

People in small towns say they are happier than those in big cities. It seems a 
paradox because in smaller cities there are lower wages, urban infrastructure is 
weaker, cultural infrastructure is less developed, and smart city elements are almost 
non-existent in Romania, at least.

It is true that in large cities happiness is a variable dependent on income level but 
also on human capital (Florida et al. 2013); studies of metropolitan economic per-
formance have found that human capital is a strong predictor of regional economic 
outcomes including incomes.

Half of Romanians in urban areas do not want to move from the city where they 
currently live, the degree of conservatism being higher among residents of small 
towns, women, and the elderly,5 and the other half would accept a migration to rural 
areas. The big, technological city, with many smart city elements, does not attract. 
The disadvantages of living in the city concern concrete and non-functional aspects 
such as pollution, lack of parking spaces, increased cost of living, and lack of clean-
liness. Also, traffic and road infrastructure and waste management are aspects of the 
quality of urban life assessed negatively by Romanian citizens.

When asked if the administrations in their cities are open to accept proposals 
from citizens or if they have projects for the development of the city, opinions are 
rather diffuse: most respondents have positive opinions about the attitude of the 
administration or are placed in the area of neutrality. More than half of Romanians 
admit that they have not had any initiative or proposal aimed at improving the qual-
ity of life in the city where they live.

About a third of urban Romanians have heard about the notion of smart city, and 
four out of 10 are optimistic about the chances that the city where they live will 
become a smart city in the coming 10 years. Although 6 out of 10 Romanians in 
urban areas have a smartphone, few use it to access applications or features that can 
make life easier in cities.

In the IRES study conducted in 2018, even if 84% of Romanians believe that 
cities will be more digitalized in ten years, still 59% hope that they will be better 
thought out so that people can live together. However, digitization will not achieve 
this requirement; what we see at least so far is that cities are increasingly exclusive, 
not inclusive.

4 See https://www.livemint.com/Specials/m21w1rzMM8KpbE9KO1iFVK/Redefining-notions-of-
urban-intelligence.html
5 See https://www.researchgate.net/publication/325319651_Perceptii_si_atitudini_privind_ 
calitatea_vietii_urbane_in_Romania
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Even though technology has been considered a panacea for the global and local 
challenges of urban development today, sociological research is increasingly show-
ing that it is not enough (Santoso and Kuehn 2013). Conviviality strengthens social 
cohesion and harmonizes coordination between individuals, groups, and institutions 
in web communities, for example, in digital cities (Caire 2009). Conviviality is also 
a condition for social interactions but also a tool for the internal regulation of social 
systems.

�Conclusions

Today, there are already practices of using social intelligence design to model con-
viviality for digital cities (Amsterdam, Helsinki), but it is necessary to integrate in 
the design of digital city applications, the necessary protection mechanisms against 
potential negative parts of conviviality, such as deception, domination, group frag-
mentation, and reductionism. Best practices and guidelines for the design of social 
intelligence systems should include issues such as ensuring the views of all parties, 
in order to avoid crushing one party to another. These experiments try to build a 
virtual conviviality (Ameripour et al. 2010), but the subjects of our research refer to 
real conviviality, as meeting and sharing experiences face to face. All the more 
important is the need for direct social contact, as the COVID-19 pandemic has 
strengthened this need to reunite people in common spaces and reduce spatial 
distances.

If the definitions for smart cities, but also the practices, are diverse, we believe 
that it is normal for the types of queries, when we make projects, to be as integrated 
as possible and to bring specialists from many fields. Our interrogative approach 
was placed somewhere in the area of ​​the need for the participation of social sciences 
specialists in order to be able to achieve at least two qualities of the future smart 
cities: human smart cities and sustainability.

We believe that the “intelligence” of a city is not a property in itself and none that 
is immanent to the technology used, but it is built in the triad governance – citizen 
participation – technology. Technology dependence can deprive citizens of the skills 
that make a community resilient to unexpected risks.

Now technology and its followers are developing their own dynamics in which 
the technological imagination works only by virtue of pragmatic and utilitarian 
desideratum, without asking for feedback from the beneficiaries who are citizens. 
Thus, the social dimension of technologicalization is little studied, although it 
includes important elements: culture and cultural capital, social capital, relationship 
infrastructure, identity capital, creative practices, cultural traditions and practices, 
and other elements.

The city is a complex socio-technical structure in which it is impossible to har-
monize everything. Here can come the role of governance and citizens’ participa-
tion. Especially in this crisis caused by the COVID-19 pandemic, there is an 
important need to rethink socioeconomic development models to make them more 
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related to the new social needs, especially related to territorial viability and social 
inclusion (Bencardino and Greco 2014), but also the need for social contact to com-
bat isolation stress (Kim and Jung 2021). The paradigm of the human intelligent 
city (Concilio et al. 2014) projects the idea that future cities must bring more sus-
tainable services, based on the collaborative nature of anthropocentric networks 
leading to the emergence of new partnerships of social actors interested in solving a 
problem unsatisfied societal.

Social scientists can provide data to show how we can, through smart technolo-
gies, build more inclusive, efficient, and sustainable projects, but especially models 
that stimulate social innovation. That is not just smart cities, but smart 
communities.
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