
CHAPTER 7

Economic Mechanisms of Regulation
of Innovative Industrial Technologies

in the Post-COVID Age

Tatiana V. Skryl, Marina Gregoric, and Andrey Yu. Markov

Introduction

The development and modernization of the industrial sector of the
economy is one of the priorities of the state policy of the Russian Federa-
tion. Currently, many industries are dependent on imported components,
which refer to high-tech products developed and manufactured abroad.
The criterion of successful development of the Russian economy is the
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creation of a developed manufacturing and processing industry with
strong export potential, consisting of innovative business units which
receive the bulk of income from the sale of high-tech products (Brac-
cini & Margherita, 2018; Rojko, 2017).

Being the embodiment of disruptive technologies and taking advan-
tage of innovative industrial technologies, the industrial complex finds
itself at the core of the industrial revolution 4.0, offering a wide range of
economic opportunities and challenges. It is also a solid growth point for
the global economy, especially in the post-industrial era (Konina 2021a,
2021b; Konina et al., 2021). The global economy already relies heavily on
the industrial sector. Many solutions enable communication, navigation,
mobility, weather forecasting, and have proven indispensable, enabling
virtual productivity and understanding and monitoring the effects of
disaster during a pandemic. Industrial goods and services are used by
users from insurance, energy, agriculture, telecommunications, defense,
and security. In addition, the industrial economy contributes to the devel-
opment of new technological advances: quantum superiority (including
quantum communications), autonomous vehicles.

High-tech industry is at the core of a vital part of the economy and
is seen by many experts as a vehicle for the economy as a whole, the
proper design of economic regulation mechanisms will have a positive
effect on economic growth, including productivity growth based on the
introduction of innovative industrial technology.

As the economy becomes increasingly digital, the demand for solutions
from the industrial sector will steadily increase. The digital economy is
estimated to be worth more than $1 trillion by 2040.

The digital economy has a synergistic effect, as investment in innovative
industrial technology leads to scientific advances and more data collected,
which in turn leads to further scientific advances.

The development of a digital economy based on the introduction of
innovative industrial technologies is becoming extremely relevant at the
present time, as it has the potential to take a leading role in the recovery
of the global economy.

Methodology

The expediency of industrial policy, forms, tools and institutions of its
implementation were considered in the works of economists domestic and
foreign authors D. Bell, J. Galbraith, G. Murdal, D. North, L. I. Abalkin,
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S. Y. Glazyev, D. S. L’vov, V. I. Maevsky, V. M. Polterovich. Modern
interpretations of the new industrialization, digital economy, and mecha-
nisms for regulating the spread of innovative industrial technologies can
be found in the works of V. V. Akberdina, R. S. Grinberg, S. S. Ivanter,
G. B. Kleiner, V. S. Osipov, E. M. Primakov.

The transition to a digital economy is a significant restructuring of
the economic system using new digital industrial technologies (Akberdina
et al., 2018, 2020). It leads to a fundamental rethinking of the existing
structure and changes in all processes, allows the creation of new formats
for working with economic actors, such as consortia, and adapting prod-
ucts and services to the needs of a particular economic agent (Maevsky
et al., 2016; Polterovich, 2018). The result should be the achievement
of key results of economic efficiency, optimization of costs, and improve-
ment of the quality of the provided service or produced product (Allen,
2017; Castells & Himanen, 2002; Krugman, 2003).

But unprecedented measures to curb the spread of COVID-19 have
corrected the implementation of the transition to the digital economy
and had a negative impact on the Russian economy and industrial produc-
tion in particular. According to the Ministry of Economic Development,
Russia’s GDP declined by 3.3% in the first 3 quarters of 2020. And at
the end of the year, the decline in industrial production in Russia reached
2.9% (Sarkis et al., 2020).

It should be noted that the Russian economy and industrial sector had
problems with growth even before the epidemic. This was due to both
structural problems and the energy crisis. Today, the situation is exac-
erbated by a drop in demand for energy resources (which make up a
significant part of the export earnings of the Russian economy) and gaps
in the supply chain (Skryl & Osipov, 2021). In the first two quarters of
2020, energy prices fell by 18%. Now the situation has begun to improve,
as production is gradually resuming its work, the lifting of the quarantine
has dramatically increased transport activity, as air transportation accounts
for about 7% of the total consumption of petroleum products (Oztemel &
Gursev, 2020).

A crisis of any nature shows how important and valuable reliable and
readily available data is to assess impacts, develop responses, monitor
and support their implementation to mitigate negative impacts and
accelerate recovery. Satellite imagery, navigation, and communications
supported decision-making and increased the transparency of the impact
of government responses during the pandemic (Casalino et al., 2020).
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The COVID-19 crisis and the measures taken by governments to
control the spread of the disease had a major impact on most sectors
of the economy, including industry. The main problems for the indus-
trial sector are the introduction of telework, shutdowns of industrial
plants and start-ups, outages, loss of activity in connected sectors, supply
chain disruptions, payment delays, increased costs and reduced demand,
resulting in lower income and productivity levels and increased costs.
Long-term threats to the sector could be low demand, changes in
government policy, and reduced budgets.

According to ESPI, 40–50% of workers in the European industrial
sector were working remotely in the second quarter of 2020. Some satel-
lite operators switched almost entirely to telecommuting. Employees had
to adjust to the new work environment, while employers were quick to
develop IT infrastructure and other necessary facilities to enable telecom-
muting. Still, 44% of employees showed some degree of productivity loss
(Degli Esposti et al., 2021).

The UK reports that 47% of companies have experienced a drop in
international demand and 44% of companies are operating below full
capacity, while 52% of companies have postponed or abandoned plans
to expand internationally or to attract foreign investment (PwC, 2020).

Public-private partnerships, widely used in industrial infrastructure,
have been threatened by a weak private sector. Industry did its best
to mitigate the negative effects of the pandemic and ensure business
and plan continuity. Government customers met payment schedules and
ensured stable and predictable demand, which had a positive impact on
the upstream segment, while the commercial (about 33% of EU revenues)
and export segments were subject to higher levels of uncertainty (ESPI,
2020). Commercial actors expected revenue losses ranging from 15 to
30% (Ivanov et al. 2020).

The industry has been particularly vulnerable to the current crisis due
to the fact that most workers in the sector are employed directly in
production, and the work is often difficult or impossible to do remotely
(Hess, 2013). In addition, given the specifics of the industry, it is not
always possible in principle to ensure social distance at workplaces in
manufacturing plants, warehouses, logistics, etc. (Guo et al., 2018). The
negative consequences of the crisis were especially pronounced in the
energy, automotive, and aviation industries (Galushkin et al., 2019). Due
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to the spread of the COVID-19 epidemic around the world, manufac-
turers of cars, electronics, and aircraft are facing problems related to the
availability of raw materials and components.

The OECD estimates that each month of forced prolongation of
restrictive measures will result in an additional decline in industrial
production equal to a 2-percentage point reduction in annual GDP
growth (UNCTAD, 2020).

If at the macro-level we will see a decrease in GDP due to the
prolonged introduction of restrictive measures limiting economic activity,
then at the micro-level the accumulated losses of companies will only
increase in the context of a slowdown in trade growth due to growing
trade contradictions and border closures in the near future.

In the context of the pandemic, the Government of the Russian Feder-
ation has developed a number of economic mechanisms to support the
private sector, namely the introduction of tax vacations, preferential loans
for the payment of wages, etc. All these measures theoretically should
lead to an increase in business activity and the growth of real incomes
of the population. In fact, only those enterprises on the list of industries
that are particularly affected by the introduction of quarantine measures
receive these measures. These are mainly the trade and services sectors.
Not a single enterprise, which is part of the real sector of the economy
received these preferences (Resolution No. 434 of the Government of the
Russian Federation of April 3, 2020). This half measure will not bring
much efficiency, because it is the stable operation of enterprises in the
real sector that ensures the course of recovery of the economy as a whole,
since industry and manufacturing occupy the second place in terms of the
number of people employed in the economy. The short-sightedness of
the exclusion of industry from the list of affected industries is especially
evident when considering the indicator of industrial production growth
in the “Forecast of socio-economic development” presented for 2021 and
planned for 2022, 2023. Note that in 2020 industrial growth was—2.9%,
against the stated 3.3% by the end of 2021. It turns out that in a year, the
real sector of the economy should not only recover its values compared
to 2019 (in 2019 growth was 2.3%), but also further increase the growth
rate in subsequent years (AIAA, 2020).

The crisis caused by the spread of the coronavirus infection has wors-
ened the prospects of the Russian economy in 2020–2021 (Table 7.1).
Official statements by officials and the imminent end of the epidemic
(thanks to universal vaccination) make optimistic forecasts for the near
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Table 7.1 Main
macroeconomic
indicators of the Russian
economy

Index 2020 2021a

GDP, billion rubles 106,6 115,0
Industry Production, % −2,9 3,3
Retail Trade, % −4,1 3,0
Gross Investments, % −8,4 3,8
Real Disposal Income, % −4,5 2,6
Federal Budget Balance, % of GDP −3,8 −1,5
Money Supply (M2), % 13,5 9,0

aForecasted values
Source Authors’ processing

future, but qualitative economic recovery growth will be very difficult.
Every crisis leaves its mark and requires an adequate response and support
from the state (Baldwin, 2016). The affected sectors of the economy will
not be able to recover on their own due to the fall in wages and employ-
ment during the crisis, especially in small and medium-sized enterprises.
The global economy is also in a critical condition. According to IMF
experts, by the end of 2020 the world economy will have shrunk by
3%. This figure is much higher than during the global financial crisis of
2007–2008. Therefore, one should not expect a rapid recovery of the
world economy and pull the Russian economy with it (Yankovskaya et al.,
2020).

Results

The raw materials sector of the Russian economy is still the leader in
terms of revenues. In the current crisis, these revenues are distributed
throughout the economy through the budget mechanism, which serves
as a kind of basis for recovery growth (Shumacher et al., 2016). In addi-
tion, it is necessary to launch new economic mechanisms in the field
of regulation of innovative industrial technologies. Otherwise, we will
continue to observe a fading economic dynamic. If short-term industrial
policy measures are now identified, new sources of industrial production
growth must be found in order to continue economic growth. Among
them we can highlight the following (Elder-Vass, 2016; Osipov, 2016;
Shwab, 2017).
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– Automation of production. The introduction of robots, artificial
intelligence, mechanisms of the Internet of Things, etc., into the
production process.

– Reprofiling of production. Due to the aftermath of the COVID-19
crisis, some non-medical companies have begun to produce medical
products such as masks, ventilators and their components, and disin-
fectants. It is worth noting, however, that this is not a long-term
survival strategy.

– Creation and development of industrial centers and clusters oper-
ating on a fundamentally new technological basis and modern
organizational management principles.

– Training and retraining of personnel.
– Close coordination with the public sector, which will regulate the
production of critical products and ensure the interests of citizens.

On the other hand, new sources of growth can carry certain risks for
the country’s entire economy. In particular, I would like to analyze how
the introduction of innovative industrial technologies can transform the
structure of the economic system.

Undoubtedly, the application of innovative technologies has many
advantages. When we talk about innovative digital technologies
(Osipov & Roncevic, 2021), at the household level we mean elec-
tronic goods and services, the transition of people and businesses to
online interaction and online services. The introduction of innovative
industrial technologies is the future, and most importantly, digital tech-
nologies should solve the problem of overcoming the dependence of
the Russian economy on raw material resources. Indeed, the digital
economy can significantly reduce costs by replacing live labor with robotic
labor, improve information support for decision-making, and reduce
the role of office, production, and sales areas. The digital economy is
characterized by the appearance on the market of fundamentally new
products (unmanned cars, artificial intelligence), electronic money, renew-
able energy sources, the development of energy-saving technologies, etc.
Digitalization is the result of the industrial revolution, and by no means
can the fact of technological progress be denied, because in the end it
will contribute to the victory or defeat of this or that particular game.
When digital optimism begins to transform from theory to practice, then
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the country, the company, and even the average consumer face challenges
that many are not prepared for.

Many risks can be predicted and forecasted, and with a good combina-
tion of circumstances, they can also be insured. But in order to do so, it is
important to get the regulatory mechanisms for innovative technologies
right (Curran, 2018; Kagermann, 2015).

One consequence of digitalization is the risk of preserving databases
and protecting personal data from abuse. The right to protect the
personalized sphere from digital fraud and piracy must be understood
and protected. Today, interacting in a multipolar world, many compa-
nies are faced with escalating and increasing information aggression.
Therefore, it is important that the transition to a digital economy is
accompanied by strict rules and regulations and supported by a stable
institutional environment. Effective institutions will also help reduce the
risk of monopolization of digital ownership. Today’s economy shows that
ownership is not always based on an ownership relationship. In most cases
the owner can be separated from the digital resource, and a third party
can regulate access to or even dispose of the resource. Here we are talking
about various electronic services, social networks, and messengers.

Discussions

The innovative industrial technology sector is currently the fastest-
growing job-creating industry. It is erroneous to assume that automation
and robotics carry the risk of losing most jobs, thereby creating an addi-
tional risk of declining incomes. In reality, an innovative industrial sector
will create more jobs than will be cut as a result of digitalization. This
fact is confirmed by the work of many economists, including experts from
the World Economic Forum. But the risk will still manifest itself in the
fact that new jobs will not be distributed evenly throughout the country
but will be concentrated in the so-called high-tech centers. There will be
a high percentage of unemployment in areas where manufacturing and
mining are located, as well as a large share of agriculture.

There is another risk of digitalization—the digital divide. As a rule, a
high level of communication quality (which is a mandatory element of
the transition to digital development) is observed near large cities and
centers (Osipov et al., 2018). In hard-to-reach places, there is still not
even access to broadband Internet. Nor can we deny the existence of
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stagnant industrial centers that are not ready for the transition to new
technologies.

The digital economy requires flexible, highly skilled IT personnel.
Today the share of IT-cadres is negligibly small and amounts to just over
1.5% of the able-bodied population, even though IT-specialty is consid-
ered one of the most popular among job seekers. Every year about 22–24
thousand young IT specialists enter the labor market, but the market
capacity does not meet the requirements of the digital economy. In fact, it
turns out that the labor market is not yet restructured and cannot provide
jobs for IT specialists. The pace of digitalization of the economy does
not match the pace of labor market transformation. (Hendrickson et al.,
2020).

Barriers to personnel training represent the most significant obstacle
to the development of innovative industrial complex in Russia. This issue
was especially relevant after the crisis caused by COVID-19. In the study
the set of barriers can be divided into five main groups of problems.

Lack of qualified personnel is a barrier to development of innovative
industrial complex in 27 out of 85 Russian regions. First, the problem
arises due to the insufficient number of graduates in the field of digital
economy and digital transformation. It should be noted that in this case
the issue of managerial and analytical competencies is crucial.

The implementation of projects for the digitalization of industries
requires a large number of industry analysts, who must form the
requirements for the digital transformation of the industry through the
implementation of digital technologies. Due to the fact that educa-
tional institutions are not focused on training chief digital transformation
specialist and data analysts, specialists are severely lacking. In order to
achieve the indicators of training specialists in the field of information
security it was necessary to organize in 2015–2016 an increased enroll-
ment of students in relevant educational programs. The recommended
sets of specialties and areas of training in key competencies are limited
to information technology specialties, and not all areas of training exist
in the regions. Insufficient admission of applicants to universities in the
field of digital economy and the lack of budgetary places in the specialties
related to information technology and information security are noted in
many regions.

Second, not all existing employees have sufficient skills to support the
digitalization of the economy, and there is also an outflow of special-
ists. In the industrial sector, there is a shortage of state and municipal
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employees with digital competencies at the required level. There is a
shortage of highly qualified specialists in many areas of implementation of
the measures of the national program “Digital Economy of the Russian
Federation” in public authorities at all levels, as well as in high-tech
industries.

The general low level of competence of citizens in the field of infor-
mation technology makes it difficult to digitize various processes and
apply innovative technologies. Many citizens, including members of the
older generation, do not have computer skills, which leads to difficulties
in obtaining various services electronically. Unequal access to technology
among the population in the context of an acute shortage of professional
development courses and training programs does not allow the necessary
level of digital literacy of citizens. There is a problem of a shortage of
people who want to acquire skills in the digital economy.

The lack of educational programs and professional development
courses in the digital economy is a problem in 17 regions. Additional
educational courses and programs in educational institutions are needed
to develop digital literacy for various categories of the population. There
are no programs for the mandatory specialized training of regional
executives in the digital economy. The federal executive authorities are
responsible for comprehensive training in the digital economy. It should
be noted that there are no criteria required to assess the level of training,
as well as a methodology for their application. The absence of a list of
educational programs aimed at developing competencies in the digital
economy does not allow for an objective assessment of the level of training
for the digital economy.

Another barrier is the absence of a fixed list of competencies as part
of the implementation of innovative programs. The absence of certain
criteria for the concept of “digital competencies” does not allow economic
agents to implement measures to achieve the indicators of the national
project “Personnel for the Digital Economy”. There is a difficulty in
the qualitative preparation of training programs for competencies in the
digital economy, in the management of recruitment plans for specialties
in this area, in the preparation of professional development and retraining
programs. Until tools for independent assessment of competencies in the
digital economy are developed, it is currently impossible to assess the
competencies of specialists.
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In addition, it is necessary to outline the problem of employment in
the context of the recommended number of information security special-
ists, as regional organizations do not need such a number of specialists.
This barrier is observed in many regions of Russia, which also lack the
necessary jobs for specialists in this area.

Despite all the difficulties, the industrial sector survived the COVID-
19 crisis quite well. The decline in production was less than expected in
spring-summer of 2020. But investments in industry have not yet reached
the desired level and at the end of the year amounted to more than half
of the total volume of investments in fixed assets. It is planned to further
increase investment activity in the industrial sector. The market growth of
innovative industrial technologies is expected to be 15% (CNES, 2020).

The impact of COVID-19 was mainly focused on manufacturing and
operating activities during the period of restrictions, resulting in finan-
cial pressure on small and medium-sized businesses and program delays.
With a high reliance on government spending, the future of the industrial
sector will depend on changes in regulatory mechanisms for the introduc-
tion and diffusion of innovative industrial technologies. There may also
be ripples from other industrial clusters.

It is worth noting that in integrating industrial technology, space
exploration is the most vulnerable subsector of industry. Navigation,
Earth observation, and satellite production show moderate impact on
industrial development in general, while telecommunications and launch
systems are highly resilient. The space sector is influenced by both macro-
level trends and market forces. It has a significant dependence on the
industrial sector, which is subject to macro-trends. Supply chains in the
space sector are evolving as top-down factors drive the development of
new systems and the creation of new innovative industrial technologies
on the downstream stages. Space exploration is likely to expand through
lower launch costs and technological advances. Mass production of satel-
lites and reusable vehicles will reduce costs. Potentially the cost reduction
could be from $200 million over the last decade to $5 million (currently
$60 million) (ILO, 2020). Green initiatives and the SDGs will create
significant demand for space products.

Conclusion

The industrial sector will continue to be a sector where positive externali-
ties are centralized, offsetting the effects of the interaction of the world’s
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economies. Successful regulation of industrial technology can propel the
industrial sector to the forefront, thereby returning the economy to
prosperous recovery growth.

The proposed industrial technology regulation mechanisms would
allow high-tech companies to dominate the industrial sector by offering
more scalable and innovative solutions with a personalized approach. This
will result in limited entry into the sector and oligopolistic competitive
relationships may develop.

To take full advantage of the fourth industrial revolution, a sustain-
able industrial complex must be built in the economy. State regulation of
industry must be expressed in competent industrial policy, which plays an
important role in the recovery of this sector. Industrial policy is aimed at
economic growth and achieving the sustainability of the digital economy,
including the development of public-private partnerships. A review of
government programs to develop a green economy will create additional
market opportunities in the industrial sector.

Recovery from the crisis is central to regulatory policies worldwide.
The symbiosis of entrepreneurship and technological progress is essential
for industry. As the industrial sector begins to successfully commercialize
the introduction of innovative industrial technologies, the concentration
of production in special zones remains a matter of paramount importance,
since the development of an innovation market must be supported not
only by market forces but also by qualified human resources. The role of
education is to move towards creating a favorable environment for the
growth of human resources potential, building the required competen-
cies, and orienting and adjusting the market architecture so that domestic
companies are globally competitive.
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