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Abstract. Domain name system (DNS), mapping domain names to IP
addresses, is critical to the Internet’s running. However, the centralized
architecture is one of the major criticisms of the current DNS. Many
works suggest introducing the blockchain into DNS, but the existing
blockchain-based DNSs do not support the domain name auction that
is important for the domain name transfer. To solve this problem, we in
this paper propose a blockchain-based sealed-bid domain name auction
protocol by combining the smart contract, the Pedersen commitment,
and zero-knowledge proof. Compared with the previous blockchain-based
auction protocols, our proposal is the first one holding the tx-fairness,
bidding-fairness, bid-guarantee, and fund-privacy at the same time. For
showing its effectiveness, we also give an illustration of our proposal
based on the smart contract system in Ethereum.
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1 Introduction

Domain Name System (DNS) is one of the crucial infrastructures of the Internet.
With its help, people can use the human-readable domain name to visit websites
instead of the hard-to-remember digital IP address [1]. The fundamental part
of DNS is the management of root names and top-level domain names, which
is principally maintained by the Internet Corporation for Assigned Names and
Numbers (ICANN) [2]. This centralized architecture of the current DNS suffers
from many attacks [3], such as the single-point failure and power abuse. One of
the famous incidents of single-point failure on the current DNS is the 2016 Dyn
cyberattack [4]. The failure of DNS provided by Dyn caused major websites,
including Amazon.com, GitHub, Twitter, and Reddit, to convert unreachable
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via their corresponding domain names. To mitigate the above problems, it is
natural to introduce the decentralized architecture into the current DNS.

Meanwhile, with over ten years of development, the blockchain has become
the most famous and successful decentralized architecture. Recently, many
researchers have suggested introducing blockchain into the DNS [5–10]. On the
other hand, the domain name auction is one of the primary ways to obtain the
DNS domain name [11]; however, the existing blockchain-based DNS solutions
cannot provide the functionality of domain name auction as well as expected.

– Namecoin [5], ConsortiumDNS [6], EmerDNS [7], and Blockstack [8] mainly
focus on domain name registration but ignoring the domain name auction.

– Ethereum Name Service (ENS) [9] provides the auction functionality, but it
is only for cryptocurrency addresses, not IP addresses.

– Handshake [10] realizes a sealed-bid domain name auction, where the bid
will not be revealed until all the bids are committed. The main advantage
of a sealed-bid domain name auction is that bidders are more willing to bid
according to the real value of the auction item [12]. However, the last bidder
in Handshake can always win the auction with a reasonable bid since the
current possible highest bid is predictable.

In this paper, aiming at the above challenges, we propose a sealed-bid blockchain-
based domain name auction protocol to realize the domain name transfer in a
fair, secure, and privacy-preserving way. The main contributions of this paper
can be summarized as follows.

– We compile the security requirements for the blockchain-based sealed-bid
domain name auction for the first time, including the tx-fairness, bidding-
fairness, bid-guarantee, and fund-privacy.

– By integrating the account-based consortium blockchain with the anonymous
fund, smart contract, the Pedersen commitment, and zero-knowledge proof,
we propose the first blockchain-based sealed-bid domain name auction pro-
tocol.

– We also give a security analysis to show our proposal satisfies the tx-fairness,
bidding-fairness, bid-guarantee, and fund-privacy simultaneously.

– At last, we give an illustration of our proposal by using the smart contract
system in Ethereum to show the feasibility of our proposal.

The remainder of this paper is organized as follows. In Sect. 2, we give the
system and security models, as well as the design goals in this paper. In what
follows, we give some basic knowledge related to our proposal. After that, we
present our domain name auction protocol and its analysis in Sect. 4 and Sect. 5,
respectively. Section 6 reviews the related works. At last, we conclude this paper
in Sect. 7.

2 Models and Design Goals

This section will present the system and security models for our proposed
blockchain-based domain name auction protocol and identify the properties our
proposal should have.
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2.1 System Model

In our system model, we mainly consider a typical domain name auction scenario,
where we have a domain name owner, multiple domain name bidders, and a
blockchain system, as shown in Fig. 1.

Fig. 1. The system model considered in this paper.

Our system is heavily based on the blockchain system that is an account-
based consortium blockchain. The consensus nodes in the blockchain system
could be the network authority in each government around the world. In other
words, all the countries together, instead of the single entity ICANN alone,
maintain the mapping from domain names to IP addresses. Hence, our system
overcomes the problems caused by the centralized architecture.

All the participants in the blockchain system have at least one account. Every
account has its corresponding fund of an encrypted format, such as fund = gchr,
where c is the amount of the fund, r is a random number, and g and h are random
elements from the underlying finite cyclic group. Furthermore, the blockchain
also records the relationships between the domain name and the account.

When the domain name owner wants to sell his/her domain name, he/she
deploys a smart contract in the blockchain. The domain name bidder can bid the
domain name in a sealed-bid way, particularly the Vickrey auction. The Vickrey
auction allows the bidder to submit the bid and keep the bid secret before all
bids are submitted, and the winning bidder pays the second-highest bid instead
of his/her bid. At the end of the auction, the domain name is transferred from
the domain name owner to the winning bidder.

More detailed information about the underlying blockchain system and auc-
tion types can be found in Sect. 3.1 and Sect. 3.2, respectively.



28 G. Lu et al.

2.2 Security Model

As with other blockchain-based systems [5–10], the blockchain in our system
is assumed to be honest-but-curious. In particular, the blockchain system will
faithfully execute the smart contract deployed by the domain name owner. How-
ever, it is also curious about others’ secret information, including bids’ values
before the corresponding bidders open them and the values of funds the bidders
have.

The domain name owner could be malicious. He/she will try his/her best
to transfer to others the domain names not belonging to him/her or obtain
the money from the bidder without transferring the domain name. The domain
name bidders could also be malicious. They would launch active attacks, such
as manipulating the communication data, to win the auction deviating from the
rules of Vickrey auction or to obtain the domain name without payment.

2.3 Design Goal

This paper aims to design a blockchain-based domain name auction protocol
with the following security properties.

TX-Fairness. The proposal should guarantee that once the domain name
owner transfers the domain name to the winning bidder, he/she can obtain
the corresponding money; vice versa.

Bidding-Fairness. The winning probability of the auction is not related to the
time of bidding. In particular, the late bidding will not bring any advantage
over the early bidding.

Bid-Guarantee. Anyone can verify that the bidder has enough money to cover
his/her bid or not.

Fund-Privacy. No one can deduce how much money the bidder has in the
blockchain system from the auction process.

3 Preliminaries

In this section, we will review some basic knowledge that will be used in our pro-
posal, including the account-based consortium blockchain, auction types, com-
mitment scheme, and zero-knowledge proof for an inequality.

3.1 Account-Based Consortium Blockchain

Blockchain is a technology enabling a group of users to build trust relation-
ships in a decentralized way. Since the invention of the first blockchain system—
Bitcoin [13], many blockchain systems have been proposed with different prop-
erties [14–16]. Generally speaking, the existing blockchain systems can be classi-
fied into three categories: public blockchain, consortium blockchain, and private
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blockchain, where anyone, only a specific group of users, and only a particu-
lar user can be the consensus nodes appending data to the blockchain, respec-
tively. Unlike the existing blockchain-based DNS solutions [8,10,12], we adopt
the consortium blockchain in our system due to its effectiveness and efficiency.
Furthermore, we assume that the consensus nodes in our system are the network
authorities in governments, which may be more realistic.

The consortium blockchain used in this paper belongs to the account-based
style. Every user in this blockchain system has one or more accounts, and
each account is recorded with its possessed fund and domain names. The fund
recorded in the blockchain is with an encrypted format, such as fund = gchr,
where c is the value of the fund, r is a random number, g and h are random ele-
ments in the underlying finite cyclic group, and no one knows logh g. In contrast,
the domain names are recorded in plaintext format since they will be transferred
from one account to another account through the sealed-bid auction.

At last, the consortium blockchain also supports smart contracts, which has
been a fundamental functionality of a blockchain system since the invention of
Ethereum [17]. Particularly, our consortium blockchain’s consensus nodes can
run the Turing-complete program instead of the program’s creator.

Since we in this paper focus on the design of blockchain-based sealed-
bid domain name auction, we omit the details of the underlying consortium
blockchain. One may get such a blockchain from Ethereum with the anonymous
fund and a consensus algorithm for consortium blockchains.

3.2 Auction Types

An auction is a process where people can buy items via the bidding method,
and it usually involves an auctioneer and many bidders. The corresponding seller
typically not appears but delegates the auctioneer to sell the items. Traditionally,
there exist two main types of auctions [18]: open auction and sealed-bid auction.
Every bidder can see others’ bids in the former type and submit the bid to the
auctioneer many times. In contrast, bidders in the latter type can submit their
bids to the auctioneer only once in a private way. After all bids are submitted
in a preset period, the auctioneer will open the bids and decide who the winner
is. Since the sealed-bid auction can lead to a reasonable bid for the auction
item with a higher probability [19], we adopt it in our system. Especially, we
use the special sealed-bid auction named Vickrey auction in our system, where
the bidder with the highest bid wins while he/she only needs to pay with the
second-highest bid. Furthermore, we replace the auctioneer with the blockchain
and assume the blockchain as an honest-but-curious party.

3.3 Pedersen Commitment

As we mentioned before, the auction we apply in this paper is the Vickrey
auction, where the bid should be kept secret before the corresponding bidder
opens it. To realize this process, we make use of the Pedersen commitment [20]
that is widely used in many anonymous cryptocurrencies [21–23].
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A commitment scheme usually contains two stages: commit and reveal. In
the former stage, the sender commits a value to the receiver and reveals it in
the latter stage. It requires that the receiver cannot reveal the committed value
before the latter stage, and the sender cannot change the committed value after
the former stage.

The Pedersen commitment goes as follows. In the commit stage, the sender
sends fund = gxhr to the receiver, where x is the committed value, r is a ran-
dom number, g and h are public parameters from a finite cyclic group with a big
prime order, and no one knows logh g. Later on, the sender in the reveal stage
sends (x′, r′) to the receiver. If fund = gx′

hr′
holds, the receiver accepts the com-

mitted value; otherwise, he/she rejects it. One of the properties of the Pedersen
commitment is homomorphic addition. In particular, given fund1 = gx1hr1 and
fund2 = gx2hr2 , we have that fund1 · fund2 = gx1hr1 ·gx2hr2 = gx1+x2hr1+r2 . The
value of fund1 · fund2 is essentially a commitment to x1 + x2.

3.4 Zero-Knowledge Proof

The bid-guarantee and fund-privacy are the two security properties that our pro-
posal should satisfy. In particular, the bidder in our proposal has the capability to
prove that he/she has enough money to cover the committed bid without reveal-
ing how much fund he/she has. In this paper, we make use of the zero-knowledge
proof for the inequality between two positive integers, which is original from [23].

Given fund1 = gx1hr1 , {fund′
2i = gai·2ihr′

2i}�
i=0, the prover proves that x1 ≥

∑�
i=0 ai · 2i with the knowledge of x1, r1, and {ai ∈ {0, 1}, r′

2i}�
i=0, where g and

h are the same as that in the Pedersen commitment, and � is a positive integer
larger than the bit-length of any possible value of the fund in our system. The
whole process contains the following two parts.

In the first part, the prover proves that x1 =
∑�

i=0 ai ·2i+
∑�

i=0 bi ·2i with the
conditions fund1 = gx1hr1 , {fund′

2i = gai·2ihr′
2i}�

i=0, and {fund′
3i = gbi·2ihr′

3i}�
i=0

by providing a signature corresponding to the public key (h, fund1/(
∏�

i=0 fund
′
2i ·

fund′
3i)). Note that if x1 =

∑�
i=0 ai · 2i +

∑�
i=0 bi · 2i, the prover knows the value

of logh fund1/(
∏�

i=0 fund
′
2i · fund′

3i) = r1 − ∑�
i=0(r

′
2i + r′

3i) and can generate
the signature; otherwise, the prover does not know it and cannot generate the
signature since logh g is kept secret from everyone.

In the second part, the prover proves that all ai’s and bi’s belong to {0, 1} as
follows. Let us take ai as an example. The prover only needs to provide a ring
signature corresponding to the public keys (h, fund′

2i) and (h, fund′
2i/g2

i

). The
ring signature scheme [24] allows the verifier to check the signature’s validity
without revealing the public key corresponding to the real signing key. Note
that if ai = 0, the prover knows logh fund′

2i = r′
2i; and if ai = 1, the prover

knows logh fund′
2i/g2

i

= r′
2i instead; for other cases, the prover does not know

either logh fund′
2i or logh fund′

2i/g2
i

since logh g is kept secret from everyone. As
a result, the verifier can check whether ai ∈ {0, 1} via the ring signature.
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4 Our Proposal

We are now ready to present our blockchain-based sealed-bid auction protocol,
where we have the following four phases: Create the Auction, Commit the Bid,
Reveal the Bid, and Close the Auction. In the first phase, the domain name
owner deploys a smart contract in the blockchain to start the sealed-bid domain
name auction. The bidder would submit his/her bid on the domain name via
the smart contract in the second phase. After that, the bidder would open the
bid in a predefined period. At last, the blockchain would finalize the auction
according to the smart contract. Note that we have four functions in the auction
smart contract, namely Create (Fig. 2), Commit (Fig. 3), Reveal (Fig. 4), and
Finalize (Fig. 5), which are invoked in the four phases, respectively.

4.1 Create the Auction

After deploying the smart contract, the domain name owner invokes the func-
tion Create with (T1, T2, name, σ), where T1 and T2 are the respective deadlines
for committing and revealing bids, name is the domain name for bidding, and
the last value is a signature on the smart contract under the public key cor-
responding to the account possessing the domain name. When the consensus
nodes in the blockchain system receive the function call, they check the validity
of (T1, T2, name, σ) and whether there is no current active auction smart contract
corresponding to name. If all of them are valid, the consensus nodes will run the
rest of the function Create; otherwise, they stop running the function.

Fig. 2. Pseudo-code for the function Create in the auction smart contract.

The pseudo-code of the function Create can be found in Fig. 2. The array
bidder[ ] is used to record the information related to the bidder, including the
public key pk, commitment {fund′

i = gc′
i·2ihr′

i}�
i=0 for the bid, and the values

{(c′
i, r

′
i)}�

i=0 for revealing the bid, where g, h, � are the same as that explained
in Sect. 3. The domain of state is {0, 1}, and 0 and 1 denote the inactive and
active state of the smart contract, respectively.

4.2 Commit the Bid

When the bidder finds some auction smart contract on the domain
name he/she is interested in, he/she invokes the function Commit with
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(pk, {fund′
i}�

i=0, σ, ZKP), where pk is the public key corresponding to one of
the bidder’s accounts, {fund′

i = gc′
i·2ihri}�

i=0 is the commitment for the bid
∑�

i=0 c′
i · 2i, σ is a signature on the smart contract under the public key pk, and

ZKP is the zero-knowledge proof for the statement c ≤ ∑�
i=0 c′

i · 2i ≤ 0. Here, c
is the value of the fund corresponding to pk, and it is recorded as fund = gchr

in the blockchain as mentioned in Sect. 3.1. It is easy to see that we can obtain
ZKP as the steps in Sect. 3.4. When the consensus nodes receive the function
call for Commit, they check whether the array bidder[ ] does not contain pk,
whether it is still in the valid period according to T1, and the validity of (σ, ZKP).
If all of them are valid, the consensus nodes continue running the function Com-
mit; otherwise, they stop running the function. The pseudo-code of the function
Commit can be found in Fig. 3.

Fig. 3. Pseudo-code for the function Commit in the auction smart contract.

4.3 Reveal the Bid

When the bidding phase stops according to T1, the bidder can start to reveal
his/her bid by invoking the function Reveal with (pk, {(c̄′

i, r̄
′
i)}�

i=0), where pk
is the same public key the bidder used to invoke the function Commit, and
{(c̄′

i, r̄
′
i)}�

i=0 are the values used to compute the commitment {fund′
i}�

i=0. When
the consensus nodes receive the function call for Reveal, they check whether
it is still in the valid period according to T2, whether there exist {fund′

i}�
i=0

corresponding to pk in the array bidder[ ], and whether all fund′
i = gc̄′

i·2ihr̄′
i

for i = 0, · · · , � hold. If all of them are valid, the consensus nodes continue
running the function Reveal; otherwise, they stop running the function. The
pseudo-code of the function Reveal can be found in Fig. 4.

4.4 Close the Auction

After the third phase, anyone can deduce who is the winner according to {c̄′
i}

recorded in the array bidder[ ]. In this case, the auction winner will be the one
who invokes the function Finalize. Note that anyone can invoke the function
Finalize. In other words, the domain name owner can invoke the function for
a quicker domain name transfer.

When the consensus nodes receive the function call, they check whether it
is the time to finalize the auction according to T2 and whether the state of the



Blockchain-Based Sealed-Bid Domain Name Auction Protocol 33

Fig. 4. Pseudo-code for the function Reveal in the auction smart contract.

smart contract is active. If both of them are valid, the consensus nodes continue
running the function Finalize; otherwise, they stop running the function. The
pseudo-code of the function Finalize can be found in Fig. 5, where we mainly
deal with three cases for the bidders. The first one is that the bidder failed to
open his/her bid in the third phase, and they will be punished by reducing the
bid from the corresponding fund. The second one is for the winner whose money
of the second-highest bid value will be transferred to the domain name owner,
and the domain name is transferred to the winner from the domain name owner.
The last case is for the ones following our protocol but losing this auction. We
do not need to do anything in this case.

Fig. 5. Pseudo-code for the function Finalize in the auction smart contract.

5 Analysis of Our Proposal

In this section, we will analyze our proposal in terms of security and feasibility.

5.1 Security Analysis

This subsection shows our proposal satisfies the tx-fairness, bidding-fairness,
bid-guarantee, and fund-privacy one by one as follows.
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TX-Fairness. In this paper, we assume that the consensus nodes will faithfully
execute the smart contract in the immutable blockchain. Hence, the codes
in lines 8-11 in the function Finalize transferring the money and domain
name are executed or not executed at the same time. In this case, we have
the tx-fairness immediately.

Bidding-Fairness. To show the bidding-fairness of our proposal, we only need
to show that no one can reveal the bid from the corresponding commit-
ment. Fortunately, we can obtain this claim directly from the security of the
Pedersen commitment.

Bid-Guarantee. It is easy to see that the zero-knowledge proof used in our
system guarantees that the bidder has enough money to cover the bid.

Fund-Privacy. Firstly, fund = gchr won’t leak any information about c, since
there are many pair (c′, r′)’s satisfying fund = gc′

hr′
. Secondly, ZKP won’t

leak the concrete value of c due to the security property of the underlying
zero-knowledge proof. Hence, we have the fund-privacy property.

5.2 Performance Evaluation

In this subsection, we evaluate our proposal’s performance based on our exper-
imental results in terms of off-chain cost and on-chain cost. The prototype we
implement is based on the BigInteger class of Java language and the BigNumber
library of Solidity language for the off-chain and on-chain parts. Furthermore,
we run our prototype in a laptop with Intel(R) Core(TM) i5-1038NG7 CPU
@2.00 GHz, 16 GB RAM, macOS 11.2 operating system, and Java 14, and the
rinkeby test chain of Ethereum for obtaining the off-chain cost and on-chain cost,
respectively. In our experiments, we set the bit-length of the order of g and h as
160, and all experiments are conducted 20 times and the average is recorded.

Off-Chain Cost. The main computational cost for the off-chain part of our
proposal is due to the generation of commitments and zero-knowledge proofs.
In particular, the bidder has to generate a commitment for the fund and a
zero-knowledge proof for a statement. The statement shows that the bidder has
enough money to cover his/her bidding. The experimental results can be found
in Fig. 6. The abscissa represents the values of �, and the ordinate denotes the
computing time. From Fig. 6, “commitA” and “proofGen” denote the commit-
ment commiting and the zero-knowledge proof of fund, respectively. And we can
see that the computational cost is proportional to � as expected, while the cost
is acceptable.

On-Chain Cost. The on-chain cost is mainly due to the gas cost for the on-
chain part of our proposal, especially, the verification of zero-knowledge proofs
in the function Commit and the verification of commitments in the func-
tion Reveal. Here, we ignore the gas cost due to the function of Finalize.
The experimental results can be found in Fig. 7, where “commit”, “proof x”,



Blockchain-Based Sealed-Bid Domain Name Auction Protocol 35

Fig. 6. The off-chain computational cost of our proposal.

Fig. 7. The gas cost of our proposal.

“proof a”, “proof b”, and “open” denote the commitment commiting, zero-
knowledge proofs of x, a =

∑�
0 ai · 2i, and b =

∑�
0 bi · 2i, and the commitment

opening, respectively. From Fig. 6, we can see that the computational cost is also
proportioanl to � as the off-chain cost, while the cost is still acceptable. Note
that the costs for “proof a” and “proof b” are the same since they require the
same execution steps.

6 Related Work

As described in Sect. 4, our proposal is closed to blockchain-based DNS and
blockchain-based auction. Hence, we give related works in two parts respectively.



36 G. Lu et al.

6.1 Blockchain-Based DNS

To solve the traditional DNS’ centralization problem, Namecoin [5], as the first
solution, used blockchain’s decentralized characteristics to realize the decentral-
ized DNS. However, the resulting system is along with some side effects, such
as cybersquatting. The Namecoin team proposed a new solution named Block-
stack [8] by using the virtual chain, distributed hash table, cloud storage, and
other techniques to tackle the above problems. Later on, ConsortiumDNS pro-
posed another solution with better performance on data storage and domain
name resolution. As we know, the domain name auction is one of the typical
ways to obtain the domain name [11]. However, none of the above blockchain-
based systems provide such functionality. In [9], Ethereum officials proposed a
domain name system based on the smart contract to resolve domain names into
Ethereum addresses but not the digital IP address. The Namebase team recently
proposed a blockchain-based DNS, named Handshake, with a domain name auc-
tion protocol [10]. Their auction protocol follows the Vickrey auction, where the
submitted bids are not revealed until all the bids are submitted, and the bidder
with the highest bid wins the auction while paying with the second-highest bid.
However, in their auction protocol, anyone can deduce the possible highest bid
of the submitted bids, which may bring advantages over the latter bidders. In
other words, the auction protocol cannot hold the bidding-fairness property. To
the best of our knowledge, it is still challenging to design a fair, secure, and
privacy-preserving blockchain-based sealed-bid domain name auction protocol.

6.2 Blockchain-Based Auction

Using the secure multi-party computing (MPC) technique, Kasba et al. [25]
proposed the first blockchain-based auction protocol. However, the underlying
secure MPC scheme is of a high level of interactivities, which leads to an ineffi-
cient solution, especially in the blockchain scenario. With the help of the trusted
execution environment (TEE), Yuan et al. [26] proposed an efficient blockchain-
based auction protocol without sacrificing the smart contract’s confidentiality.
Nevertheless, the TEE technique usually demands users to update their hard-
ware, which not everyone can afford. What’s worse, the security of implementa-
tion of TEE is still controversial [27,28]. Blass and Kerschbaum [29] proposed a
new blockchain-based auction protocol still based on the secure MPC technique
with a good performance. Nonetheless, the proposed protocol needs a pre-fixed
bidding order and a semi-trusted auctioneer that is usually unnecessary in the
blockchain scenario. Galal and Youssef [18] proposed an auction protocol over the
Ethereum blockchain. However, it is not as efficient as expected due to the use of
interactive zero-knowledge proof schemes. Furthermore, there is no mechanism
to check whether the bidder has enough money to bid in the proposed auction
protocol. Note that, although there is a deposit in their protocol, this deposit
cannot be used as proof that the bidder has enough money to fulfill the bid.
Recently, Nguyen and Thai [30] proposed a new efficient auction protocol based
on multi-party state channels in terms of storage cost. However, the resulting
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protocol cannot support the sealed-bid auction. Qusa et al. [31] also proposed
a new blockchain-based auction protocol, while the bidder colluding with some
bidders can obtain some advantages over the rest of the bidders. It is fair to say
that a fair, secure, and privacy-preserving blockchain-based auction protocol is
still desired.

7 Conclusion

The blockchain-based DNS is considered one of the most promising decentralized
DNSs. However, the current blockchain-based DNSs fail to provide a suitable
domain name auction protocol essential for the domain name transfer. To fill this
gap, we in this paper have proposed a new blockchain-based sealed-bid domain
name auction protocol. Based on the security assumptions on the underlying
blockchain system, the Pedersen commitment, and zero-knowledge proof, we
have also shown that the proposed auction protocol can proceed in a fair, secure,
and privacy-preserving way.
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