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Abstract. Health organizations are critical cyber-physical infrastruc-
tures. By relying on last technological advances, healthcare organiza-
tions are now able to provide more personalized services through open
and controlled platforms. Unfortunately, these new technologies that rely
on common communication interfaces and standards, enhance security
breaches and exposes hospitals to several threats.

The paper presents an ontology that allows (1) modelling cyber-
physical security concepts in healthcare systems and (2) helps designing
incidents propagation mechanisms by focusing on cyber-physical inter-
actions among critical assets.

Keywords: Critical health services + Cyber-physical assets -
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1 Introduction

Healthcare organizations are complex socio-technical systems with the involve-
ment of humans, business processes and sophisticated cyber-physical systems
(CPS). They integrate cyber and physical infrastructure where patients, their
health and their security are in the center. In CPS, frontiers between cyber and
physical worlds are becoming more and more blurred. Indeed, with the recent
advances in cloud computing, the Internet of Things (IoT) and other information
technologies, the face of healthcare systems is changing. By adopting the usage
of Electronic Patient Records, wearable sensors or in-home remote patients mon-
itoring, healthcare organizations are now able to provide more personalized ser-
vices. This progress induces sharing information about health services, resources
availability (beds and medical personnel) or patients’ data through open and
controlled platform. It also offers new opportunities for new applications such
as disease treatment, medical research, care services, etc. Unfortunately, these
developments rely on common communication interfaces and standards and thus
enhance security breaches exposing hospitals to several threats.

Besides, as healthcare organizations deal with human being health and lives,
damages are mostly more severe. According to the Ponemon IBM data breach
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report [13], healthcare organizations had the highest costs associated with data
breaches with $6.45 million. To increase the efficiency of solutions, it is necessary
to examine all the problem facets.

2 Problem Statement

To a better understanding, we present an example of a cyber-physical attack
scenario. Alike any critical infrastructure, the hospital has a building manage-
ment system, including a network of connected cyber-physical objects dedicated
to building management automation. Connected objects are implemented to
control accesses (camera) or measure some indicators (temperature sensors, fire
detectors, etc.). In a very simplified way, we assume that the temperature man-
agement includes three parts: sensors, PLC (Programmable Logic Controller)
receiving measures and processing data, and actuators such as air cooling or
heating to act on the hospital’s air.

An attacker targets the temperature management system and executes the
following sequence:

1. The attacker identifies the maintenance company operating in the hospital

and gets the technical maintainer email;

He/she sends a spearfishing email;

He/she acquires control of the maintainer computer;

He/she goes to the hospital and steals the access codes to the technical room;

He/she enters the technical room which hosts the building management inter-

faces;

He/she connects to the building management system and identifies the PLC;

He/she simulates a fake temperature sensor indicating low temperature in

different areas;

8. Result: the cooling ventilation system does not start, the temperature rises
excessively in the concerned sectors.

CU N

o

The direct serious consequences on the hospital’s processes are: the unavail-
ability of surgery rooms, patients suffering from injuries can be super-infected
or contaminated by viruses, data-center crashes, leading to the unavailability of
the hosted servers services and of course, hospitals reputation and loss of trust.
The behavior described in the previous example exploits several information on
assets, their vulnerabilities, the protection mechanisms in place, their intercon-
nections as well as the nature of the attack and its ability to propagate.

The purpose of the work presented in this paper is to propose a solution able
to:

— identify the critical assets and their properties;

— evaluate the risk to which they are exposed tacking into account the nature
of assets, their relationships, and the protections in place;

— provide information to help prevent the propagation of incidents in case of
attacks;
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The remaining of the paper is organised as follows: Sect. 3 reports on related
works. Section 4 presents our solution including both knowledge acquisition and
knowledge conceptualisation before concluding.

3 Related Work

Ensuring system’s security and facing cyber or physical attacks raised major
concerns for both practitioners and academics. As commonly known knowledge
bases, we mention the Common Vulnerabilities and Exposures (CVE)!, the Com-
mon Weakness Enumeration (CWE) (See footnote 1), and the Common Vulner-
ability Scoring System (CVSS)?2. In [14], the authors present the Unified Cyber
security Ontology (UCO) that unifies most commonly used cyber security stan-
dards. The NIST institute promotes a more general vulnerabilities ontology [4].

Based on the modeled security breach, we can classify the existing work into
two main categories: risk & threat, and attacks & incident modeling approaches.
For each category, a particular attention is given to ontology-based and health-
care dedicated contributions.

Risk & Threat Modeling Framework. The European Commission reported
a generic classification of threats in which natural hazards are distinguished
from non-malicious man-made hazards and malicious man-made hazards [15]. In
[5], the author present an ontology-based approach that provides classification,
relationships, and reasoning about vulnerabilities and threats.

For physical risk assessments, in [16], the authors present an ontology of
hazards and threats that could affect a critical infrastructure. In the healthcare
field, the work presented in [7], provide an overview of the cyber threats that
jeopardize smart hospitals. In [2], the authors present taxonomies of threats for
healthcare infrastructures.

Attack and Incident Modeling Framework. The MITRE provides the
CAPEC? knowledge base that reports attack patterns in cyber security. In [11],
the authors propose a taxonomy for classifying security incident that focuses on
the cross domain and impact oriented analysis. The work presented in [10], pro-
vide a detection model for events occurring in CPS. In [1], the authors propose
a model-driven framework based on EBIOS [6] and on attack trees method, in
order to identify the critical parts of the systems.

The study of the state of the art shows that the provided standards, knowl-
edge bases, and research contributions differ according to their main objectives:
storing the common vulnerabilities, modeling or assessing risks and threats, or
modeling incidents and their cascading impacts. Despite the escalating integra-
tion of networked cyber and physical components, physical security and cyber
security remain handled separately. A security mechanism should be designed
for the entire system rather than addressing only a part of it [3]. It is important

! https://cve.mitre.org)/.
2 https://www.first.org/cvss/.
3 https://capec.mitre.org/index.html.
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to provide an approach that considers the different aspects of both cyber and
physical security and provides a semantic description of the assets, their vulner-
abilities, and the kinds of threats that could affect them, as well as the incidents
and their cascading effects.

4 An Ontology for Cyber-Physical Security Management

Existing ontology construction approaches [8] present common 3 main phases
that we follow to build our ontology, i.e. knowledge acquisition (Sect.4.1),
conceptualization (Sects.4.2; 4.3), and implementation (Sect.4.4).

4.1 Knowledge Acquisition

This activity involved security experts, either belonging to the hospital staff (end-
users) or other stakeholders by the means of questionnaires and preformatted
files, onsite attack scenarios simulations and discussion workshops for validation.
Afterward, this knowledge is refined based on literature taxonomies and security
standards for better genericity and adequacy with the field practices. During this
process we had to manage 2 main issues: (i) heterogeneity of terminologies:
the interviewed experts came from hospitals belonging to 3 different countries
(France, Italy, and Netherlands), so they use different terminologies, and (ii)
difficulties to get engagement: collecting business experts’ knowledge is a
heavy and time consuming task.

To successfully conduct this process, we collaborate with our partners to
develop 12 security attack scenarios classified into three groups: physical, cyber,
or hybrid, based on the attacks and impacts types. These scenarios are confi-
dential, but the example shown in the introduction, is inspired by one of these
scenarios. For each scenario, we carried out the following actions:

1. Phase 1: identify the list of involved assets, the related risks, and the protec-
tions in place;

2. Phase 2: identify the inter dependencies between assets and the information
about the surrounding infrastructures;

3. Phase 3: collect knowledge about the propagation process and how it is related
to both the nature of incidents and the type of assets.

4.2 SafecareOnto: Assets Identification

An overview of the obtained ontology is shown in Fig.1 with a central mod-
ule said Core ontology and two related and additional modules dedicated to
protection and impact propagation.

The Core Ontology captures the static knowledge about critical assets and
their structural relationships detailed in Table1. An asset is an entity that
someone places value upon. Within healthcare services context, assets could be
business assets such as “personal data” or support assets such as “IT devices”.
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Fig. 1. The conceptual view of SafecareOnto

The Protection Management Module describes protection of assets against
attacks. Each asset could have one or several weaknesses said vulnerabilities
that could be exploited by a threat that is a potential of impairment of an asset.
A protection could be an asset or a policy that protects an asset from threats.
For example, a camera is protection against a threat that is unauthorized access.

The Impact Management Module defines the concepts that are essential
to the computation of impact propagation and provide indicators to help decide
about the suitable countermeasures to face attacks. It relies on Incident and
Impact concepts.

An incident is adverse actions performed by a threat agent on an asset. When
an incident occurs, there is a risk that it propagates to related assets. An
impact is the result of such propagation. This propagation needs to be precisely
qualified and/or quantified to efficiently help decide about the mitigation plans.

4.3 SafecareOnto Conceptualization

During the conceptualisation phase, the concepts and their relationships are
refined. For space consideration, only the asset concept is detailed.

. Asset concept is a subclass of owl: Thing (Asset C T) and is further spe-
cialised into a set of subclasses that constitute a partition of the concept
“Asset” since they have no common instances and that their union completely
covers the concept “Asset” as defined for the domain [9].

e Support Asset concept (SupportAsset C Asset) gathers all the assets
that help the achievement of the hospitals missions. The specialisation
into more precise concepts considers propagation channels.

* IT Asset C SupportAsset
* NetworkedMedical Device C Medical Device = Support Asset
* ete.

e Business Asset (BusinessAsset C Asset) is an asset that is directly

related to the hospital mission such as care processes, personnel, etc.
* Staf fAsset C BusinessAsset
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* BusinessProcess C BusinessAsset
* ete.

Relations Identification. The relationships depict how assets interact in the
healthcare context and what are their properties. We have identified two families
of relations:

— The first one corresponds to concepts Attributes (data properties in OWL):
a staff hasRole, a building hasLevel, a software hasVersion, etc.

Table 1. Structural patterns

Pattern Description

The whole-part pattern assumes that if an incident hap-
pens on a whole, then it could impact its parts. Inversely,
if parts are attacked, the whole could also suffer from
% the consequences of the attack. This pattern applies to

Asset

Building several assets and essentially to assets representing loca-
asset . . .
composed of || F1ODS. In SafecareOnto, they are referred to as Building
assets. the propagation through theses structures are es-
Simple Complex sentially ”physical incidents” such as ”unauthorized ac-
building Asset building Asset

cess”. For example, an intrusion on one floor of a hospital
could potentially affect all the rooms on that floor.

Leads to pattern captures the access and communication

possibilities between assets. This access applies for both

R physical or cyber flows and is materialized through a spe-

‘W‘ cific asset referred to as Access point. As an example we

oA Control could mention a door that allows access from a room to

point another or a port that is a communication end point in

a network. An access point could be one way or bidirec-

tional to represent the possible flow directions explicitly.

leads_to

Controls pattern allows specifying the conditions and
mechanisms for granting or revoking access to assets. The

Asset pattern is composed of three elements: the Controller

AL applies the access policy, the Control point representing

‘ i the access point and the Data representing the policy ap-
%:uires plied by the controller. For example, a smart card based

Control . :
Controller —ssngors— pointr system is composed of: the access rights stored locally or

remotely, door readers to check whether data on the card
is consistent with the policy and the door.

hosts The hosts-content pattern assumes that if an incident

host happens on an asset named host asset then the con-

Asset tent, referred to as content asset could be affected by

content this incident. The structure of the pattern is enriched by

al = Asset.content rules to enhance the validity of the relationships descrip-

a2= Asset.host . . ) . .
(al.category=device AND a2.category=softwar | tion. For example, if the host is a device, IT or medical,

OR
(al.category=device AND a2.category=data) .. a content could be software.
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— The second family of relations results from our analysis of propagation chan-
nels. This analysis revealed that there exist some structural patterns that
help reasoning on propagation of incidents according to their nature (cyber
or physical). We detail some of these patterns in Table 1.

4.4 SafecareOnto Implementation

To implement the ontology, We have used Protégé [12], which is an ontology and
knowledge base editor that enables the construction of domain ontologies,and
comes with visualization packages. Figure2 depicts an extract of the Safecare
ontology designed in Protégé. Here, we present concepts that belong mostly, to
the core ontology like Asset that could be Staff, Device, Data, or Building,
etc. with their links, as for instance, a Device hots Data. Also, we show the
concept Threat, Vulnerability, and Protection that belong to the protection
management module as well as, Impact and Incident that belong to the impact
management module.

Y@ Vuinerablity [ Controller ]———% —«[ OperatingData |
T e ) . -
T — < 1N v
- RN = l Data I [ PatientData I
‘ Thing J | \ ControlPoint
¥ mtopObjectProperty  +
sse = composedOf g X - N [ 1 >
» ® Building @ ccacaiis \ \ Device -
Controller = controls ) \ O~ MedicalDevice
ControlPoint @covers = . NG
v oo = ervenderedsy [ meaet J——f-Sc——— Ay
OperatingData = exploits | -
SIS ot s =
v "“E“ﬁ.f . v mhosts < 4
uildingDevice hostsDat
MedicalDevice : ,,::,:sziw Frolsc'S'rategy
Network = hostsNetwork B
Protetcion = hostsSoftware m Buiding
Software mimpacts / s‘mpleB\i\dn
staff v mleadsTo =3 m g 2
Impact mleadsToAsset ()
V- @lncident = leadsToControlPoint
»® CyberIncident = mitigates ComplexBuikding
» ® PhysicalIncident @ocows
ProtectStrategy = protetcs. ! Physl:allnman B Cyberincident
Threat = requires
Vulnerability muses
(a) Class hierarchy and (b) Ontology Graph

Object properties

Fig. 2. SafecareOnto implementation in Protégé

5 Conclusion and Future Work

Healthcare systems lack a formal knowledge repository to assist security man-
agers for effective security solutions design. In this paper, we propose an
ontology-based model for both cyber and physical security in healthcare sys-
tems able to support incident propagation and mitigation reasoning. Our mod-
ular ontology is built around a core ontology focusing on assets, and comprises
protection and impact propagation modules.
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The knowledge acquisition process conducted with experts provided a busi-
ness domain expert knowledge that we still analyse to construct a decision sup-
port system for risks mitigation. The modular structure of the solution proved
to be very useful as the acquisition of domain knowledge could not be done on
one shot given the variety and geographical spread of stakeholders. The next
step is to develop the protection and the impact management modules.
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