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Abstract. Robustness limits the application of reversible watermarking. To over-
come this weakness, several robust reversible watermarking (RRW) techniques
have been proposed so far. However, most existing RRW methods are unstable
in terms of robustness and reversibility. Then, in this paper, to ameliorate these
disadvantages, a new RRW algorithm is presented. A cover image is first divided
into non-overlapping blocks, and a high pass filter is applied to each block to
generate a histogram which is a Laplacien-like distribution. Then, the watermark
is embedded into the blocks by shifting the generated histogram. Specifically,
the histogram shifting is conducted by modifying each pixel in the block, and
the embedding distortion is minimized based on a new modification mechanism.
Moreover, for blind data extraction and image recovery, a strategy for determin-
ing the parameters used in histogram shifting is also proposed. In this way, more
than 4,096 bits can be reversibly embedded into a cover image with a good visual
quality and sufficient robustness against JPEG compression. The superiority of
the proposed method is verified through extensive experiments.

Keywords: Robust reversible watermarking - Histogram shifting - JPEG
compression - Blind extraction and recovery - Embedding distortion

1 Introduction

Reversible watermarking [1] is a special type of digital watermarking where both the
watermark extraction and the host content recovery can be accomplished without loss at
the decoder side. In the past two decades, many reversible watermarking methods have
been proposed for digital images [2-9]. However, the transmission channel is supposed
to be lossless in these methods, and the watermark extraction becomes a challenge in case
of attack. To overcome this weakness, a new type of reversible watermarking, namely,
robust reversible watermarking (RRW) is proposed [ 10]. By RRW, not only the embedded
watermark but also the original host image can be restored without distortion in a lossless
environment. Moreover, if the marked image is lossily compressed, although the host
image may not be restored exactly, the embedded watermark should be recovered in this
case. Existing RRW methods can be classified into two categories: redundant histogram
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shifting (RHS) based methods and multi-layer watermarking (MLW) based methods,
and representative achievements of RHS techniques mainly include histogram rotation
(HR) and generalized histogram shifting (GHS).

In [10], Vleeschouwer et al. first proposed the HR technique, in which each embed-
ding block is randomly divided into two groups with equal number of pixels, and the
watermark is embedded by modifying the centroid vectors of the two groups, while the
salt and pepper noise is introduced. To deal with this issue, Zou et al. [11] proposed
to modify the average values of the intermediate frequency sub-band in integer wavelet
domain. In [12], Ni et al. improved the method [10] and avoided the salt and pepper
distortion of HR while error bits are introduced for the blocks with extreme values O or
255. And thus, the error correction coding has been exploited in this work. Later on, Zeng
et al. [13] proposed to divide the cover image into blocks to calculate the arithmetic dif-
ference of each block, and introduced two thresholds to embed the watermark by shifting
the arithmetic differences. The performance of this method is better than some previous
works, but the side information for data extraction and image recovery should be send
to the receiver by using an additional communication channel, and thus this method is
not blind. Then, in [14-17], An and Gao proposed several RRW methods to improve
the robustness performance. Especially, in [15], they proposed a new robust reversible
embedding framework based on clustering and wavelet transformation. However, this
method is not blind as well, and the side information is still necessary for the decoder. In
[18] and [19], Coltuc et al. first proposed the MLW technique, and there are two layers
of watermark to be embedded into the cover image: a robust watermark is first embedded
into the cover image to derive an intermediate image, and then a reversible watermark
is embedded into the intermediate image. Most traditional reversible watermarking and
robust watermarking techniques are available for this framework. However, for MLW,
the noise is inevitably introduced to the intermediate image because both the robust and
reversible embedding are applied on the same embedding domain. Then, in [20], Wang
et al. proposed a new RRW technique to separately embed the robust and reversible
watermark into the independent embedding domains to avoid the noise.

Existing RRW methods, including Zeng et al.’s work [13], have the disadvantages of
insufficient embedding capacity and weak robustness due to the large embedding distor-
tion. Based on this consideration, to improve the previous work [13], we propose a new
RRW method in this paper. First, the cover image is divided into non-overlapping blocks
and a histogram is generated by applying a high pass filter to each block. The gener-
ated histogram follows a Laplacien-like distribution. Then, the watermark is embedded
into the blocks by shifting this histogram. Specifically, the method [13] is improved by
minimizing the embedding distortion using a new modification mechanism. In addition,
for blind data extraction and image recovery, a strategy for determining the parame-
ters used in histogram shifting is also proposed. In this way, the proposed method is
reversible without side information at the decoder side, and it provides a significant per-
formance improvement in terms of both visual quality and embedding capacity. Exper-
imental results show that the proposed scheme has sufficient robustness against JPEG
compression compared with Zeng et al.’s method [13].

The rest of the paper is organized as follows. In Sect. 2, Zeng et al.’s RRW algorithm
[13] is briefly introduced, and followed by the proposed scheme described in detail in
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Sect. 3. Then, the experimental results and the comparison with Zeng et al.’s method
[13] are reported in Sect. 4. Finally, the conclusions are presented in Sect. 5.

2 Related Work

In[13], Zeng et al. proposed a new RRW method by using two thresholds. The watermark
is embedded by shifting the arithmetic differences of the divided image blocks.

First, the cover image is divided into non-overlapping blocks of size m x n. Then, a
matrix M sized m x n is introduced to calculate the arithmetic difference of each block.
Specifically, the matrix M is given by

1, if i and j have the same parity
—1, otherwise '

M@, j) = { (D
As an example, a matrix sized 8 x 8 is shown in Fig. 1. After that, the arithmetic difference
of each block, is given by

m

a:Z: C@i, )M G, )), (2)

i=1 j=1

where C (i, j) means the pixel value of a given block C in the location (i, j). For example,
the distribution of « for the Barbara image with block size of 8 x 8 is shown in Fig. 2,
where the vertical axis represents the values of « and the horizontal axis is the occurrence
of a.

11|11 |a]|1]a
a1 |11 fa|1]1]1
111 |11 |a]|1]
a1 |11 ]1]1
t-1| 1|11 ]|-1]1]-
a1 || fal1]af1
11|11 |a]|1]a
a1 |1 |a|1]-1]1

Fig. 1. Matrix M sized 8 x 8.

For the data embedding of a given block C, two thresholds 7,G > 0 are utilized to
shift the value of «. If & > T, it is shifted to the right side by 2G + T to create vacancy.
Specifically, the cover pixel C(i, j) is modified as

C(,j)+ Br, if M(i,j) =1

3
C@,)), otherwise )

C*(i,j) = {

where

mn

4G + 2T
B = [;W @)
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Fig. 2. The distribution of « of the Barbara image with the 8 x 8 matrix shown in Fig. 1.

In this way, one can verify that the value of o will be changed as

m n

YD CUEIM G =a+ B = 2AG+T). 5)

i=1 j=1

That is to say, there is no value inside the range of (T, 2(G + T')] after shifting. Similarly,
if @ < —T, it is shifted to the left side by modifying the cover pixel C(i, j) as

CG,jp+p, MG =-1

C*i. i) = . 6
@) c@,), otherwise ©)
If a € [0, T, the cover pixel C(i,j) is modified as
. C@,)) +wba, it M(i,j) =1
C*(i,j) = 7
(@) C(@,)), otherwise @)
where w € {0, 1}, represents the watermark bit to be embedded and
2G + 2T
p=| 212 ®)
mn
Similarly, if « € [T, 0), the cover pixel C(i, j) is modified as
.. C,j) +wp, it M(i,j) = —1
C*(i,j) = ; . 9
@) { c@,), otherwise ©)

As shown in Fig. 3, the value of « falls into the range of [—7,T] due to the embedding
bit ‘0’, called bit-0-zone. And the value of « is within the range of [T + G, 2T + G] or
[— Q2T + G), — (T + G)) due to the embedding bit ‘1°, called bit-1-zone.

In case of no attack, the extraction is a reverse process, where a bit ‘0’ is extracted
when @ € [—T,T], and a bit ‘1’ is extracted when o € (T,2T + Glorax € [— (2T +
G), — T). Moreover, the cover image can be recovered completely. If « € (T, 2T + G],
the original pixel C(i, j) can be recovered by

C*(i,)) — wfa, it M (i, j) = 1

10
C*(i,)), otherwise (10)

CG,)) = {
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bit-1-zone bit-1-zone

GT GTTGT G

Fig. 3. The distribution of « after watermark embedding.

where w € {0, 1}, represents the extracted watermark bit. Similarly, if « € [-(2T +
G), — T), the original pixel C(i,j) can be recovered and the details are omitted. If
o > 2T + G ora < —(2T + G), the original pixel C(i, j) can be recovered as well
according to Eq. (3) and Eq. (6).

As shown in Fig. 4, when the marked image has been attacked by JPEG compression,
Zeng et al. [13] first find two ranges of [—Adj_0, Adj_0] and [—Adj_1, Adj_1]. Then, the
values of T and G can be calculated by Eq. (11). Finally, the watermark can be extracted
correctly even if the marked image has been attacked by JPEG compression to some
extent.

{T =Adj 0 (11

G = Adj_1 — 2Adj_0

bit-0-zone

bit-1-zone bit-1-zone

Adj 1 Adj.0 Adj.0 Adj_1

Fig. 4. The distribution of « after JPEG compression.

In general, since the value of T is supposed to be sufficiently large to ensure the
robustness. In the experiments of [13], all the pixels are just expanded. Clearly, for this
2
method, the MSE is about 2(Tm+c) Moreover, in terms of reversibility, the values of T
and G are necessary for the decoder to correctly extract the watermark.
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3 Proposed Method

In this section, our proposed method is introduced in detail, which is an improvement of
Zeng et al.’s work [13]. Here, we adopt the notations used in Sect. 2. We first introduce the
proposed data embedding process. The cover image C is firstly divided into a number of
non-overlapping blocks sized m x n. Then, as shown in Eq. (1) and Eq. (2), the arithmetic
difference o of each block is calculated using the matrix M . Next, two thresholds 7 > 0
and G > 0 are selected as parameters for data embedding. Notice that, in our method,
the threshold T is selected such that it is exactly larger than the maximum of « for all
divided image blocks. Finally, the watermark is embedded by shifting the histogram of
a. Specifically, if o > 0, the marked pixel C*(i, ) is modified as

.. Cli,)+wB, it M(@i,j) =1
C*(i,)) = 12
) {C(i,j) — . i M(ij) = — (12
where w € {0, 1}, represents the watermark bit to be embedded and
G+T
B = ’7 —‘ (13)
mn
And if ¢ < 0, the marked pixel C*(i, j) is modified as
.. C@,j) —wp, if M(i,j) =1
C*(i,)) = 14
7 {C(i,j) + o if M(i.j) = — (o

Figure 5 shows the distribution histogram after embedding the watermark. The value
of « falls into the range of [T, T] due to the embedding bit ‘0, called bit-0-zone. While
the value of « is within the range of [T + G, 2T + G] or [- (2T + G), — (T + G)) due
to the embedding bit ‘1, called bit-1-zone. Bit-0-zone and bit-1-zone are separated by
the length G. In this way, after a non-malicious attack such as JPEG compression, the
two areas will not overlap each other so that the watermark can be correctly extracted.
In other words, the proposed algorithm is robust against non-malicious attacks.

Here, by minimizing the embedding distortion, we optimize Zeng et al.’s embedding
method [13] and then propose the embedding algorithm as described above. For T > 0
and G > 0, the two methods both shift « by T + G to embed bit ‘1’ into a divided

image block. In [13], only half of the pixels in the block have changed by |72(T+G)-|.

2(T+G)

After calculation, the mean square error (MSE) is about . While in this paper,

we have modified all pixels in the block by ((TJ’G)_I and then conclude that the MSE

mn
is approximate to (T+G) , only half of the MSE in [13]. In other words, our proposed

algorithm has supenor performance in terms of visual quality.

If the marked image C* is not distorted, as shown in Fig. 5, we can find two ranges of
[—Lim_0,Lim_0] and [—Lim_1,Lim_1] to get the values of T and G. In particular, 7 and
G are initialized to the integer multiple of m x n/2 in our proposed algorithm. According
to that, we can first calculate the value of Lim_1 using the maximum of « for all blocks.
Then, we can obtain the value of Lim_0 according to the number of bits ‘1’ embedded
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Fig. 5. The distribution of « after data embedding.

into the image. Finally, the values of T and G can be calculated by Eq. (15). Similarly,
when the watermarked image C* is attacked by JPEG compression, we can also find
two ranges and calculate T and G according to Eq. (11). In this case, although the cover
image cannot be restored completely, the watermark can be extracted using 7 and G. In
particular, if ¢ € [—T,T], abit ‘0’ is extracted. If « € [-Q2T + G), —T)U(T, 2T + G],
abit ‘1’ is extracted.

{ T =Lim_1—Lim 0 (15)

G =2Lim_ 0— Lim_1

Now consider the case that the marked image C* is not distorted. Not only we can extract
watermark correctly, but also the original cover image C can be recovered without loss.
Specifically, if @ € (T, 2T + G], the original pixel C(i, j) is given by

C*(i,j) — wp, if M(i,j) = 1

C*(i,j) + wB, if M(i,j) = —1" (16)

CG,j) = {
where w € {0, 1}, represents the extracted watermark bit. And if o« € [-Q2T +G), —T),
the original pixel C(i, j) is given by

C @)+ wp, it M3, j) =1

C*(i,j) —wp, if (i,j) =—1" an

C@.j) = {

4 Experimental Results

In this section, three commonly used images including Lena, Airplane and Barbara are
utilized to evaluate the robustness of our algorithm compared with Zeng et al.’s method
[13]. For each image, 100 groups of watermarks are embedded to calculate PSNR and
bit error rate (BER). The BER is given by

We

BER = =% (18)
wp
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where w, indicates the number of bits extracted incorrectly, and wj, denotes the number
of bits embedded into the image.
Figure 6 shows the relationship between PSNR and embedding level 8, where § =

% . To ensure the watermark invisible to human eyes, PSNR should be greater than

38dB [21],1i.e., B < 5. Here, the threshold 7 is decided such that it is exactly larger than
the maximum of « for all divided image blocks, where 7" and G are integer multiples of
m x n/2. For the Lena image with the block sized 8 x 8, we decide that 7 = 128 and
G = 64 such that § is equal to 6, not less than 5. In the same way, thresholds 7 and G
are selected for the Airplane image with the block of size 8 x 8,i.e. T = 160,G = 32.

46
44
42

m 40
Z
= 38
@ 36
34
32
30
2

3 4 5 6 7 8 9 10 11 12
Embedding level

Fig. 6. The relationship between 8 and PSNR.

Specifically, we evaluate the robustness according to the relationship between BER
and g with the same value of PSNR, and the relationship between 1-BER and PSNR
with the same compression strength. With the same value of g and PSNR, the lower the
BER, the stronger the robustness against JPEG compression.

Table 1 shows the BER with compression quality factors of 90, 85 and 80 respectively.
Meanwhile, the PSNR of our algorithm is slightly higher than that of Zeng et al. [13].
Moreover, the values of BER are obviously lower under the same compression quality
factor. That is to say, the proposed algorithm is more robust to JPEG compression than
Zeng et al.’s method [13].

Table 1. Comparison for block size 8 x 8.

Method Zeng et al. Proposed

PSNR = 38.59 dB PSNR = 39.10dB
q 90 85 80 90 85 80
Lena 0.05 0.13 19.65 0 0 0.01
Airplane 0 0.05 24.94 0 0 0.03
Barbara 0.23 0.62 19.89 0 0 0.16
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As shown in Fig. 7, we initialize the JPEG quality to 90%, 80% and 70%. Notice
that when the PSNR value is less than a certain value, the BER is quite low. While the
PSNR becomes lager than this value, the BER increases sharply. Obviously, if the PSNR
value is the same, the 1-BER of the proposed algorithm is smaller. That is to say, our
proposed algorithm outperforms [13] in terms of the robustness.

Lena(q=90) Lena(q=80) Lena(q=170)

o w w0 o
-7 ~ 70 -
o o
ot o
[ Zeng et o] 3¢ Zeng <t 4
50 L J 50 - J
s w0 w % % s w0 2 w4 4 2w m w2 % % s w0 w2 w4 4
Airplane(q=90) Airplane(q=80) Airplane(q=70)

o w o w0 o w0
- 70 ~ 7 ~ 70
o o s
@ @
s ss |

50l | 50 ] 50l J

% % % w0 @ w4 % % % s w w0 @ w4 s s % % % w @ 4 a4

PSNR PSN SN
Barbara(q=90) Barbara(q=80) Barbara(q=70)
100 ol -olok—r—ior—l—k- 1 100 2l 100
o o o
w0 gn gu
o o o
o ® o o
2o =P R
o - 70 B
o o o
@ ©
55 [ Zeng et al] 55
| Proposed
P J P J s0.. J
w w0 w s % s @ 2 w4 w w0 w s % w w0 2 4 w0 % s s wm w0 o 4
PSNR PSN PSNR

Fig. 7. Comparison for EC = 4, 096 bits and different PSNRs.

Figure 8 shows the relationship between BER and g with the same value of PSNR.
In [13], the BER increases sharply in case of ¢ < 85%. The proposed algorithm has
the same phenomenon in case of ¢ < 80%. Therefore, the proposed algorithm is more
robust to JPEG compression.

Lena(PSNR=39dB) Airplane(PSNR=39dB) Barbara(PSNR=39dB)
4 1 5

BER
BER

5 [ Zeng et al
|3 Proposed

ol

5 55 60 65 70 75 8 8 9 95 100

q a q

Fig. 8. Comparison for EC = 4, 096 bits and quality factors.
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5 Conclusions

To overcome the disadvantages of insufficient embedding capacity and weak robustness
of the previous RRW methods, in this paper, a new embedding mechanism for RRW is
proposed. First, the cover image is divided into non-overlapping blocks and a histogram is
generated by applying a high pass filter to each block. Then, the watermark is embedded
into the blocks by shifting this histogram. Specifically, instead of using half pixels in the
block, each pixel is modified to minimize the embedding distortion. Moreover, a strategy
for determining the parameters is proposed to make the method reversible without side
information. Experimental results show that compared with the previous methods, the
proposed scheme has sufficient robustness against JPEG compression.
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