q

Check for
updates

Partially Structure-Preserving Signatures:
Lower Bounds, Constructions and More

Essam Ghadafi®™)

University of the West of England, Bristol, UK

Abstract. In this work we first provide a framework for defining a large
subset of pairing-based digital signature schemes which we call Par-
tially Structure-Preserving Signature (PSPS) schemes. PSPS schemes
are similar in nature to structure-preserving signatures with the excep-
tion that in PSPS schemes messages are scalars from Z, instead of being
group elements. This class encompasses various existing schemes which
have a number of desirable features which makes them an ideal building
block for many privacy-preserving cryptographic protocols. Such schemes
include the widely-used schemes of Camenisch-Lysyanskaya (CRYPTO
2004) and Pointcheval-Sanders (CT-RSA 2016). We then provide vari-
ous impossibility and lower bound results for variants of this class. Our
results include bounds for the signature and verification key sizes as
well as lower bounds for achieving strong unforgeability. We also give
a generic framework for transforming variants of PSPS schemes into
structure-preserving ones. As part of our contribution, we also give a
number of optimal PSPS schemes which may be of independent interest.
Our results aid in understanding the efficiency of pairing-based signa-
ture schemes and show a connection between this class of schemes and
structure-preserving ones.

Keywords: Digital signatures - Bilinear groups + Lower bounds -
Structure-preserving

1 Introduction

Digital signatures are a fundamental cryptographic primitive which besides being
useful in their own right, they are used as an essential building block for various
more complex protocols.

The emergence of pairing-based cryptography has been associated with the
introduction of many pairing-based digital signature schemes. One of the exten-
sively used pairing-based signature schemes is that of Camenisch and Lysyan-
skaya (CL) [16]. The scheme has a number of desirable features which makes it
an ideal building block for various privacy-preserving protocols, including group
signatures, e.g. [10,16], anonymous credentials, e.g. [16], and direct anonymous
attestation, e.g. [20]. Notably, the scheme besides having fully and perfectly ran-
domizable signatures, it is compatible with Pedersen-like commitment schemes
© Springer Nature Switzerland AG 2021

K. Sako and N. O. Tippenhauer (Eds.): ACNS 2021, LNCS 12726, pp. 284-312, 2021.
https://doi.org/10.1007/978-3-030-78372-3_11


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-78372-3_11&domain=pdf
https://doi.org/10.1007/978-3-030-78372-3_11

Partially Structure-Preserving Signatures 285

[41] and thus it is possible to sign committed messages. A recent improvement to
the CL scheme is the Pointcheval and Sanders (PS) scheme [42], which besides
enjoying better efficiency and preserving all of its desirable features, it yields
constant-size signatures regardless of the size of the message. Despite its rela-
tively young age, the PS scheme has been used in the construction of various
protocols. A common feature to the structure of both aforementioned schemes
is that the signer is generic, and when viewing the signature components as an
exponentiation of the respective group generator to a fraction of polynomials,
the denominator polynomials are independent of the message. This is to the con-
trary of other pairing-based schemes, e.g. [11,12,43,45], which even though are
based on non-interactive intractability assumptions, they do not enjoy some of
the desirable features of the CL and PS schemes, e.g. the randomizability of the
signatures, having a generic signer, the ease of being combined with Pedersen-like
commitments, and a short verification key.

The dual-form signature framework [27] was used by [18,27] to obtain (less
efficient) variants of some existing schemes, e.g. CL and PS schemes, whose
security relies on static intractability assumptions.

Structure-Preserrving Signature (SPS) schemes [4] are also pairing-based sig-
nature schemes with the extra requirement that the messages, the verification
key and the signatures consist of only source group elements. Verification of
signatures in those schemes only involves evaluating Pairing-Product Equations
(PPEs) and checking group memberships. Such properties make them compat-
ible with widely-used constructs such as ElGamal encryption [21] and Groth-
Sahai proofs [35] and hence they render themselves as a tool for designing cryp-
tographic protocols which dispense with relying on random oracles [22] despite
the efficiency degradation. SPS schemes have numerous applications, including
group signatures, e.g. [4,38], blind signatures, e.g. [4,24], and anonymous cre-
dentials, e.g. [15,23].

A numerous number of SPS schemes have been proposed in the 3 differ-
ent bilinear groups settings. In the most efficient bilinear group setting, i.e. the
Type-3 setting (cf. Sect.2), existing schemes include [4,5,7,19,29,31,34]. Abe
et al. [5] proved that a Type-3 signature must contain at least 3 bilateral ele-
ments and require at least 2 PPEs for verification. Optimal SPS schemes rely on
security proofs in the generic group model [40,44]. Abe et al. [6] proved that the
unforgeability of an optimal Type-3 scheme cannot be based on a non-interactive
intractability assumption. Ghadafi [31] showed that by restricting the message
space to the set of Diffie-Hellman (DH) pairs (cf. Sect.2) it is possible to cir-
cumvent the lower bound and obtain optimal unilateral signatures consisting
of 2 elements. Such variants provide some efficiency gains for some protocols,
including direct anonymous attestation [13] and attribute-based signatures [39].
Other constructions for this message space include, e.g. [4,28,29,32,33].

Constructions of SPS schemes relying on non-interactive assumptions include
[1-3,8,14,26,36-38]. Chase and Kohlweiss [17] gave a transformation which uti-
lizes pairwise-independent hash functions and the Groth-Sahai proof system [35]
to obtain structure-preserving signatures based on standard assumptions from
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some pairing-based signature schemes for scalar messages. Their transformation
is rather costly as it yields signatures consisting of tens of group elements.

Motivation and Our Contribution. While structure-preserving signatures
and their efficiency are well studied, other types of pairing-based signature
schemes still have some open problems pertaining to their feasibility and bounds
for their efficiency are still lacking. For instance, it is not currently known
whether efficient strongly unforgeable generic-signer schemes with a similar
structure to the CL and PS schemes are possible. Moreover, it is not currently
known whether the recent efficient PS scheme is optimal or whether it is possible
to improve efficiency while preserving all of its desirable features.

SPS schemes might be less desirable than pairing-based schemes for scalar
messages for some applications due to the loss in efficiency. This is particularly
the case for applications where relying on random oracles is tolerated, appli-
cations requiring a stand-alone signature scheme, or applications not requiring
proof systems to hide the message.

Towards a better understanding of the efficiency of pairing-based signature
schemes for scalar messages, we first define a framework for capturing a large
class of such schemes which we refer to as Partially Structure-Preserving Signa-
ture (PSPS) schemes'. Other than the messages being scalars from Z, rather
than source group elements, PSPS schemes have similar properties to structure-
preserving signatures, including having a generic signer and signatures and ver-
ification keys consisting solely of source group elements. We provide different
variants of our definition. More precisely, we define Strongly Partially Structure-
Preserving (SPSPS) schemes and Linear-Message Strongly Partially Structure-
Preserving (LmSPSPS) schemes. The former requires that the PSPS scheme does
not involve the message in the denominator of any of the signature components
whereas the latter additionally requires that the message is embedded in the
signature components in a linear manner. The CL and PS schemes for example
fall into the LmSPSPS class.

We provide various lower bounds and impossibility results for LmSPSPS sch-
emes. More precisely, we prove that existentially unforgeable under random-
message attacks (EUF-RMA) schemes must have at least 2 elements in the sig-
nature and that strongly existentially unforgeable under chosen-message attacks
(SEUF-CMA) schemes must have bilateral signatures consisting of at least 3 ele-
ments. Also, we prove that optimal schemes, including one-time schemes, cannot
have a verification key consisting of fewer than 2 elements. In essence, this proves
that the PS scheme and our new LmSPSPS scheme are optimal in every respect.
In Table1 we summarize our lower bound results for the size of the signature
and compare them to those for structure-preserving signatures.

We also construct optimal one-time sEUF-CMA LmSPSPS schemes with
one-element signatures and a new optimal EUF-CMA LmSPSPS scheme for a
vector of messages. We prove the security of the latter using a new interactive
intractability assumption which we show holds in the generic group model. The

! We remark that such a term was used informally in [31] to refer to SPS schemes
where some message components are allowed to be scalar messages.
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Table 1. Summary of the lower bounds for |o| in the Type-3 bilinear setting. B stands
for bilateral elements whereas U stands for unilateral elements.

Notion # sign queries | EUF-RMA | sEUF-CMA
LmSPSPS (this work) 1 1 1
>1 2U 3B
SPS for unilateral messages [5,7] |1 1 1
>1 3B 3B
SPS for DH pairs [32,33) 1 1 1
>1 20 3B

efficiency of our scheme matches that of the PS scheme [42] whose security also
relies on an interactive assumption in every respect.

Finally, we show a connection between LmSPSPS schemes and SPS schemes
by showing that if a LmSPSPS scheme satisfies an extra requirement which is
that the signature and verification key components in either source group are
disjoint, which for instance is satisfied by the CL and PS schemes as well as our
new scheme, such a scheme automatically yields an analogues SPS scheme where
the message space is the set of Diffie-Hellman pairs. The obtained SPS scheme
has the same key pair as the original LmSPSPS scheme and is unforgeable in
the generic group model. We also show some instantiations of our framework.

Besides being a step closer towards a better understanding of the efficiency
of pairing-based signature schemes, our results uncover a link between LmSP-
SPS and SPS schemes.

Paper Organization. Some preliminary definitions are in Sect. 2. In Sect. 3 we
define PSPS schemes. In Sects. 4 and 5 we present our LmSPSPS constructions.
In Sect. 6 we give our transformation from LmSPSPS to SPS schemes and provide
example instantiations. Finally, in Sect. 7 we give our feasibility results.

Notation. We write y = A(z;r) when algorithm A on input  and randomness
r outputs y. We write y «— A(z) for the process of setting y = A(z;r) where
r is sampled at random. We also write y «— S for sampling y uniformly at
random from a set S. A function v(.) : N — R™ is negligible (in n) if for every
polynomial p(.) and all sufficiently large values of n, it holds that v(n) < (n) By
PPT we mean running in probabilistic polynomial time in the relevant security
parameter. We use [k] to denote the set {1,...,k} and [¢, k] to denote the set
{i,i+1,...,k}. For vectors x,y € Z; we denote by &Y the operation [, =¥

2 Preliminaries

In this section we provide some preliminary definitions.
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2.1 Bilinear Groups

A bilinear group is a tuple P := (G,H,T,p,G,ﬁ,e) where G, H and T are
groups of a prime order p, and G and H generate G and H, respectively. The
function e is a non-degenerate bilinear map e : G x H — T. We refer to G and
H as the source groups whereas we refer to T as the target group. We will use
multiplicative notation for all the groups. To distinguish elements of H from those
of G we will accent the former with ~. We let G* := G\{1g} and H* := H\{1g}.
We limit our attention to the efficient Type-3 setting [25], where G # H and
there is no efficiently computable homomorphism between the source groups in
either direction. We assume an algorithm BG that on input 1%, for some security
parameter x € N, outputs a description of a bilinear groups P.

We call a pair (M, N) € G x H a Diffie-Hellman (DH) pair [4] if it satisfies
e(M,H) = e(G, N). We denote the set of DH pairs by DH.

2.2 Digital Signatures

A digital signature scheme DS over a bilinear group P generated by BG for a
message space M consists of the following algorithms:

KeyGen(P) on input P, it outputs a pair of secret/verification keys (sk, vk).
Sign(sk,m) on input sk and a message m € M, it outputs a signature o.
Verify(vk, m, o) outputs 1 if ¢ is a valid signature on m w.r.t. vk and 0 otherwise.

Definition 1 (Correctness). A digital signature scheme DS over a bilinear
group generator BG is (perfectly) correct if for all k € N

P — BG(17)

(sk, vk) < KeyGen(P)
m «— M

o — Sign(sk,m)

Pr : Verify(vk,m,o0) =1 | =1

Besides the correctness requirement, we require existential unforgeability.

Definition 2 (Existential Unforgeability). A digital signature scheme DS
over a bilinear group generator BG is Existentially-Unforgeable against adaptive
Chosen-Message Attack (EUF-CMA) if for all k € N for all PPT adversaries
A, the following is negligible (in &)

P — BG(1%)
Pr | (sk,vk) < KeyGen(P) ¢ Verify(vk,m*,0%) =1 A m* ¢ Qsign | ,
(J*,m*) HASign(Sk")(P,Vk)

where Qsign is the set of messages queried to Sign.

Strong Existential Unforgeability against adaptive Chosen-Message Attack
(sEUF-CMA) requires that the adversary cannot even output a new signature
on a message that was queried to the sign oracle.
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A weaker variant of EUF-CMA is Fristential Unforgeability against a
Random-Message Attack (EUF-RMA) in which the sign oracle samples a mes-
sage uniformly from the message space and returns the message and a signature
on it. In one-time signatures, the adversary is restricted to a single signing query.

Sometimes it is desirable that signatures are publicly re-randomizable where
there is an algorithm Randomize that on input (vk, m, o) outputs a new signature
o’ on m which is indistinguishable from a fresh signature on the same message.

Structure-Preserving Signatures. Structure-preserving signatures [4] are
signature schemes defined over bilinear groups where the messages, the veri-
fication key and signatures are all group elements from either or both source
groups, and verifying signatures only involves deciding group membership of the
signature components and evaluating pairing-product equations (PPEs) of the
form of Eq. (1).

[ITT e By =1, (1)

where A; € G and Bj € H are group elements appearing in P, m, vk, o, whereas
¢i,j € Z, are constants.

Generic Signer. We refer to a signer that can only decide group membership,
evaluate the bilinear map e, compute the group operations in groups G, H and
T, and compare group elements as a generic signer.

3 Partially Structure-Preserving Signatures

In this section we define a class of prime-order pairing-based digital signature
schemes which we call Partially Structure-Preserving Signature (PSPS) schemes.
Informally, a PSPS scheme is a pairing-based signature scheme for scalar mes-
sages from Zj; for n > 1 where the signature components and verification key
contain only source group elements and the signature components are computed
by raising source group elements to fraction of polynomials involving the secret
key, the messages and the randomness chosen as part of the signing process. We
then define 2 variants of PSPS schemes to capture most of the practical schemes
existing in the literature. First, we define Strongly Partially Structure-Preserving
Signature (SPSPS) schemes which additionally require that the denominator
polynomials used in computing the signature components are independent of
the messages to be signed. Then we define a variant of SPSPS which we refer
to as Linear-Message Strongly Partially Structure-Preserving Signature (LmSP-
SPS) schemes which additionally requires that the numerator polynomials are
linear in the message to be signed. The latter captures a large class of existing
schemes for scalar messages, including variants of the CL and PS schemes.

Definition 3 (Partially Structure-Preserving Signatures). A digital sig-
nature scheme DS over a bilinear group generator BG is Partially Structure-
Preserving Signature (PSPS) scheme if it satisfies all the following:
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e BG(1%) generates a bilinear group description P := (G,H, T, p, G, H,e).

e The wverification key vk consists of P and source group elements (X,Y) €
G+ x HH

e The message space is M :=Zy for some n > 1.

A signature on a message m € M 1is of the form o = (S,T) € G x H”

which is computed by a generic signer by sampling a vector r € Z;}/

a; (sk,m ,r)

independently of the message m) and computing S; = G*i®™") gnd
(indep y g puting

T = H% for some formal multivariate polynomials ai,ag,ﬁj,ﬁ; €
IFp[Xl, s XY, Y My, My, Ry, ..., Ryy] of total degree bounded
by d(k).

Signature verification involves deciding group membership® and evaluating a
set of pairing-product equations of the following form:

v v nwou
P35 M) Py, M)
Iets [T I ey =27 (2)
i=1 j=1 i=1j=1
where p, ;. € Fp[My,..., My,] are multivariate polynomials of total degree

bounded by d' (k) whereas Zy € T is a public constant. In the strict sense, one
can necessitate that Zy = 1.

Definition 4 (Strongly Partially Structure-Preserving Signatures). A
digital signature scheme DS over a bilinear group generator BG is Strongly
Partially Structure-Preserving Signature (SPSPS) if it is partially structure-
preserving and it holds that for all i € [v] and for all j € [V'], the polynomials
o and ﬂ;- are independent of the message.

Definition 5 (Linear-Message Strongly Partially Structure-Preserving
Signatures). A digital signature scheme DS over a bilinear group generator
BG is Linear-Message Strongly Partially Structure-Preserving Signature (LmSP-
SPS) if it is strongly partially structure-preserving and it holds that for alli € [V]
and for all j € [V'], a; and B; are linear in M, i.e. for all k € [n], for alli € [V],
for all j € [V'], the degree of My, in o; and B; is either 0 or 1 and for alln,n’ € [n]
neither of the polynomials contain the monomial My M, .

We now define a subset of PSPS schemes which we call Disjoint Partially
Structure-Preserving Signature (DPSPS) schemes. Informally, a DPSPS scheme
is a PSPS scheme where the spans of the sets of fraction of formal polynomials
corresponding to the verification key and signature components in the source
groups are disjoint.

2 For more generality, we allow membership checks of the forms S; € G* and T] e H*.
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Definition 6 (Disjoint Partially Structure-Preserving Signatures). Let
"/1 i( SK)

fori € [u] and 32’%28 for j € [y'] be the fraction of formal polynomi-
2J

als used to compute the verification key X € G* and Y € H~ (excluding the
default source group generators), respectively. We say a signature scheme DS
over a bilinear group generator BG is a Disjoint Partially Structure-Preserving
Signature (DPSPS) scheme if it is partially structure-preserving and additionally
meets the following requirement:

1K) 91u(SK) 0u(SK,MR) o, (SK, M, R)
(s e o 7y sar )
72,1(SK) ( K) B1(SK, M R) B (SK, M, R) _
" span <{7§,¢(5K)"' . (SK)’ B (SK. M R)" ’5;/<SK,M,R>}> - o

We call a LmSPSPS scheme a Disjoint LmSPSPS (DLmSPSPS) scheme if it
satisfies the above disjointness requirement. Examples of schemes conforming to
this requirement include the PS scheme and our new scheme.

We later show that DLmSPSPS schemes yield equivalent structure-preserving
signature schemes for DH pairs. In our transformation, the disjointness require-
ment ensures that a generic adversary against the SPS scheme cannot feed ele-
ments obtained from previous queries to the sign oracle back into the sign ora-
cle since they do not have a matching component in the opposite source group,
i.e. they do not form DH pairs. This restricts the messages the SPS adversary can
query back into her sign oracle to being constant polynomials, i.e. scalars from
Zy, similarly to the generic adversary against the underlying DLmSPSPS scheme.

4 A New Optimal LmSPSPS Scheme

Here we give a new LmSPSPS scheme for signing a vector m € Zj. The idea of
the new scheme is based on the signature scheme underlying the blind signature
scheme in [30]. The efficiency of our scheme matches that of the PS scheme in
every respect.

Given the description of a Type-3 bilinear group P output by BG(1%), the
scheme is as follows:

o KeyGen(P): Select z,y1,...,Yn-1,2 < Z,. Set X := H*,Y; := HY for
all i € [n— 1] and Z := H?. Set sk := (&, 41,...,yn—1,2) and vk :=

(X,}}l,...,ynfl,Z) € H™ L,
_ r(e+mi+ 57 mivi 1)
e Sign(sk,m): Select r « Z) and set (S, S2) := (G’“,G E )

The signature is o := (51, 52) € G*2
e Verify(vk,m,0): Return 1 if S; # 1g and e(Sa, Z) = e(Sy, XH™ [ Y;™)
i=2
and 0 otherwise.
¢ Randomize(vk,m,0): Select ' « Z) and return o’ := o
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4.1 Security of the Scheme

Correctness of the scheme is straightforward and easy to verify. Also, it is easy
to verify that the scheme conforms to the requirements of a DLmSPSPS scheme.
We now define the following new interactive intractability assumption to which
we reduce the unforgeability of the scheme.

Definition 7 (New PSPS (NPSPS) Assumption). Let P = (G,H, T, p, G, ﬁ,ﬁ)
be the description of a Type-3 bilinear group generated by BG(1%). Let X := H”

and Y := HY for some x,y — Zy . Let (/9\;”;() be an oracle that when queried
r(z+m)

on m € Zp, selects r « Z) and returns the pair (G',G~ v ) € G%. The
NPSPS assumption holds (relative to BG) if for all PPT adversaries A given
(P, X,Y) and unlimited access to (95“7(-), the probability that A outputs a new

(z+m™*) ~
pair (R*,R* v ) € G** for some m* € Z,, which was not queried to O v (-)

is negligible (in k).

The following theorem proves that the NPSPS assumption holds in the generic
group model.

Theorem 1. For a generic adversary A which makes qg group operation
queries, qp pairing queries and qo queries to the Og 5 oracle, the probabil-

2 2 2
ity that A breaks the NPSPS assumption is O(%) where p if the prime
order of the bilinear group.

Proof. Let go be the number of queries to the 0 ¢ v oracle, gg be the number of
group operation queries and gp be the number of pairing queries the adversary
makes in her game. We first prove that no linear combinations of the formal
Laurent polynomials in Z,[R1, ..., Rq,, X, Y*1] yields a tuple that constitutes
a solution for the underlying NPSPS problem.

In the game, we keep 3 different lists Lg, Ly and Lt for the Laurent polyno-
mials corresponding to group elements from groups G, H and T, respectively. At
the end of the game, the total number of (non-constant) Laurent polynomials
used is |Lg| + |Lu| + |L1] < 24 96 + gap + 2q0.

Since both elements in the adversary’s output (R*, S*) are from G, it follows
that r* and s* can only be constructed using linear combinations of the Laurent
polynomials corresponding to elements from G. Thus, we must have that:

2 2 T Ty
3 3 K2
= a, + g by iri + E Cri ( + )
i=1 i=1

Y Yy
. q0 q0 rix rim;
s =as+zbs,m+zcs,¢ +—
i=1 =1 Yy Yy

For the pair (R*,S*) € G*? to be a valid solution, we must have that:

sy =r"x+1r*m* (3)
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Thus, we must have:

do qo0
asy + Z bs.iTiy + Z Cs,i (T3 +1im;)
i=1 i=1

q0 q0 2
T, T rym;x
= a,x + E by iz + E Cri + —
i=1 i=1

Y Y

q0 qo

;X Tim; %

+ <ar+ E br,iri + § Cri <y+ >> m
i=1 i=1

Y

There is no term in y or r;y on the RHS, so we must have as = 0, bs; = 0 for
all 7 € [go]. Thus, we have:

Y

a0 dqo
T Tmy
+ (ar + me‘n + Zcm’(i + = Z))m*
i=1 i=1

qo0 q0 qo 2

;X riym;x
E s i(rix +rim;) = apx + E byirix + E cri + )
i=1 i=1 i=1 y

Y

There is no term 2> on the LHS, so we must have that ¢,; = 0 for all i € [go].
Also, no term in z on the LHS, so we must have that a,, = 0. Thus, we have:

qo q0 q0

*
E Csi (i +1mim;) = g by irix + E by irim
i=1 i=1 i=1

The monomial r;z implies ¢;; = b,; for all i € [go]. Since we must have that
that R* € G*, we must have r* £ 0 and therefore we must have at least a single
value of ¢s; = by ; # 0. The monomial r; implies ¢, ;m; = b, ;m* which means
m* = m; for some i. Thus, the pair (R*,S*) is not a valid new pair.

Thus far we have proven that the adversary is unable to symbolically produce
a valid tuple for a new scalar. What remains is to bound the probability that the
simulation fails. The adversary wins if for any two different Laurent polynomials
F and F’ in any of the 3 lists evaluate to the same value. Note that the only
indeterminate in those Laurent polynomials with a negative power is Y. Thus,
for any Laurent polynomial F' on any of those 3 lists, we can view F' as a frac-
tion of polynomials F' = % for some polynomials F,, € Z,[Ry,...,Rq,, X, Y]
and Fy € Z,[Y]. Note that Zy[Y]| C Z,[Ry,...,Rq,,X,Y]. Thus, the equality
check F(r1,...,r0,7,y,y~ 1) — F'(r1,...,r0,2,y,y~ %) = 0 can be substituted
by checking whether F),(r1,...,r0,2,y)Fi(y) — F(r1,...,70,2,9, ) Fa(y) = 0.
It follows that for F, F’ € Lg we have deg(F,,) < 2 and deg(Fy) < 1. Thus, the
probability that F,(r1,...,70,2,y)Fj(y) — F.(r1,...,70,2,y)Fq(y) =01is < %.
For F,F' € Ly, we have deg(F,,) < 1 and deg(F;) = 0. Thus, the probability
that Fi,(r1,...,70,2,9)Fi(y) — Fl,(r1,...,70,2,y)Fa(y) = 0is < % From this

it follows that for F,F’ € Lg the probability that F,(r1,...,7r0,z,y)F}(y) —
Frlb(rla .- 'aT07x7y)Fd(y) =0is S %
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Summing over all choices of F' and F” in each case we have that the proba-
bility e of the simulation failing for this reason is

¢ < (|£1|)3+ (|£2|)1+ <|£T|>4 2(2+gc +qp +290)*
2 )p 2 )p 2 )p P

2 2 2
Thus, we have that the probability of the simulation failing is O(%).

Since by definition we have that go, gg and g, are all polynomial in £ whereas
logp € O(k), it follows that the adversary’s advantage is negligible. a

IN

The following theorem proves the unforgeability of the scheme.

Theorem 2. The scheme is EUF-CMA if the NPSPS assumption holds.

Proof. Let A be an adversary against the unforgeability of the scheme, we use A
in a blackbox manner to construct an adversary B against the NPSPS assump-
tion.

Adversary B gets (P,X,Y) from her game and chooses y1,...,Yn_1, 1,
cooyQpo1 — Z; and sets Z:=Y and Y; := Y*HY for all i € [n — 1]. B ini-
tiates A on vk := (X,Y7,...,Y,_1, Z). Note that verification key is distributed
identically to that of the scheme.

When A queries the sign oracle on a vector m € Zy, B computes m' =

n -~
my + Y yi—1m; and queries her O ¢ oracle on m' to get a tuple (S1,52) € G.
i=2 ’

B computes S := 525'121':2 =™ and returns o := (S, 55) to A as a signature

on m. This is a valid signature on m w.r.t vk since:

n n
z+mi+ S yi_1m;
! i=2 L > ai_1m;
i=2

e(Sh, Z) = e(S; : S ,Z)
m+m1+‘i Yi—1m;+2z i Qi—1m;
—e(s, =0
7J+7n1+i(y171+a1712)7”i B
= e(Sl =2 ’H)
~ ~m +§:( i—1tai—1z)m;  ~
— (S, XA 2T

=e(Sy, XH™ [ Yi™)-
=2

Eventually, when A halts and outputs her forgery (m*,oc*), B computes

n
m* :=m} + Y yi_1m} and returns (0*, m*’) as her output in her game.
i=2
It is easy to see that if o* = (S7,S53) is a signature on the new vector m*
which was not queried to the sign oracle, c* is a valid NPSPS tuple on the new

scalar m*" which B did not submit to her oracle (55( 7
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We need to handle the case where m* ¢ {m;}’_, but m*' = m/ for some
i € [q] in which case A wins her game but B will not be able to break the
NPSPS assumption since the returned tuple is not on a new scalar that was not
queried to her oracle. Note that A’s view is independent of the y;’s and hence
the probability that this event happens is < % which is negligible. O

5 A New Optimal One-Time sEUF-CMA
LmSPSPS Scheme

Here we give an optimal one-time LmSPSPS scheme for a vector of messages
with one-element signatures and a verification key of size n|G|+ |H|. The scheme
is optimal in every respect.

Given the description of Type-3 bilinear groups P output by BG(17), the
scheme is as follows:

e KeyGen(P): Select w1,...,2n,y « ZJ. Set sk := (x1,...,75,y), vk =
(X1,..., X0, Y) = (G*,...,G* HY) € G" x H.
1+,§f My

i=

e Sign(sk,m): To sign m € Zj;, compute 0 = S := G

e Verify(vk,m, o = S): Return 1 iff (S, Y) = e(G [] X™, H) and 0 otherwise.
i=1

Correctness of the scheme is straightforward to verify. We now prove the one-time

strong unforgeability of the scheme.

Theorem 3. The scheme is sEUF-CMA secure in the generic group model.

Proof. We prove that no linear combinations corresponding to polynomials in the
discrete logarithms of the elements the adversary sees correspond to a forgery.
At the start of the game, the only elements in H the adversary sees are H ,
Y, which correspond to the discrete logarithms 1,y respectively. Note the sign
oracle produces no new elements in H. When queried on a message m, the oracle
14+ > @;m;
will return a signature S = G5 €G. The forgery o* = S* can only be
a linear combination of the group elements from G, i.e. a linear combination of
G, S, X1,...,X,. Thus, we have

(1+me) n
s" =05+ Bg— +Z'Y X

n
For the forgery to be accepted, (s*,m*) has to satisfy s*y = 14+ Y mfa,.
i=1

Therefore, we must have

(1—|—me1) n
o + Bg——— +Z'Y ZTi | Y= 1+Zm Ty
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Therefore, we must have

asy + Bs (1 —|—Zmi;vi> —i—Z"ySixiy =1 +memi

=1 i=1 =1

There is no terms of the form y or a;y for any ¢ € [n] on the RHS, so we must
have that a; = 0 and v, = 0 for all i € [n]. Thus, we have that

=1 i=1

The constant term implies that 35, = 1. The monomial z; implies that 3,m; =
m} from which it follows that we must have that m] = m; for all ¢ € [n] which
means the forgery can only be the same signature on m the adversary obtained

from the sign oracle.

3(n+2+qc+gp)®

The probability of the simulation failing is < 3 ,

2 2 2
ie. O(%). Since by definition we have that n, gc and g, are all poly-
nomial in k whereas logp € O(k), it follows that the adversary’s advantage is

negligible. O

6 From LmSPSPS Schemes into SPS Schemes

In this section we give a generic framework for transforming any disjoint LmSP-

SPS scheme into a structure-preserving scheme for the message space DH".
Let P := (G,H,T,p,G,H,e) be the bilinear group description gen-

erated by BG. Let DLmSPSPS = (KeyGen, Sign, Verify, [Randomize]) be a

(s)EUF-CMA (resp. (s)EUF-RMA) DLmSPSPS scheme. The following trans-
formation yields a (s)EUF-CMA (resp. (s)EUF-RMA) SPS scheme SPS =

(KeyGenSPs, Sign,..,

Verify_,_, [Ra ndomizeSPS]) .

o KeyGen_ (P): Run (sk,vk) < KeyGen(P). Return (skgpg := sk, vk := vk).

. Slgnsps( Keos (M, M), ..., (M, M, ))
o Decompose the PPE equatlons of DLmSPSPS to the following form:

T« I’HY“’”HHHeSuY o T[T B

i=1j=1k=1 =1 j=1
viopoon , v v’ v v n
[TTT I e, zymoenme [Lets JT T o TTTT TT etsi Tyt
i=1j=1k=1 i=1 j=1 i=1j=1k=1

[T et 7% TTTT 1T e Toytoesms = 2,

i=1j=1 i=1j=1Fk=1



Partially Structure-Preserving Signatures 297

o Initialize 2 empty lists E; and Es of triples representing PPE equations.
o For each signature component S; € G of DLmSPSPS:

q ¢ E’ ’” n
S oa bdy iy i (uv Y d, 'rnk>
= i3 Ty Yok

e. . LU
b, 1’] 2,3 r 5]
Yy

* Parse S as G .
* Define the set I C [q] as the subset of indices ¢ where 3k € [n] where
d; jx # 0 and let I := [g]\I. Compute S; of SPS as:

1
’ ”
c. . C.. ’ ’” p' el
Ci gy iy i g e, . el el
s (nga'z v i di g iy Gde i Zbijwlﬂy isd oy isd
i Il Il |V : )’L >
k

icl k=1

o For each signature component T € H of DLmSPSPS:

’ LII

e n
Zz']gl]rl] o+ X dg g my,
k=1 Ik

i=1

- - S, e ®i5 i ing
* Parse Tj as H i .
* Define the set I C [g] as the subset of indices ¢ where 3k € [n] where

d; ik # 0 and let I:= [q]\f Compute T~j of SPS as:

1
’ c//

c, . C. . . ’ N P e’ e’?
T oa; w iy B i ¢ S, @ iy idp G
)

~ ~ v n 11 i,7 z]
7, = (mer LTt )

o For each PPE verification equation of DLmSPSPS
* For each pairing of the form e(S;, Y) 1.0k where a gk 70
- If Y] + H, append (if it does not already exist) S; = M} to S,
replace the pairing with e(S/,Y; ) w56+ and append (if it does not
already exist) the tuple (Si,Sl,Mk) to E;. Note that S; is inde-
pendent of the message my so knowledge of the discrete logarithm
my, is not required to compute S..
- Otherwise, replace the above pairing with e(S;, Mk)a;a\fwk‘.
« For each pairing of the form e(X;, Tj)b;ﬂ,km’“ where b; ; , ;. # 0
- If X; # G, append (if it does not already exist) TJ’ = M,ij to T,
replace the pairing with e( X, T]{)b;vj%k and append (if it does not
already exist) the tuple (T;,Tj7Mk) to Ea. Note that T} is inde-
pendent of the message my so knowledge of the discrete logarithm
my, is not required to compute T’
- Otherwise, replace the pairing Wlth e(My, T ) B.3,0k
* For each pairing of the form e(X;, Y) .tk where d, ek 70
- If X; = G, replace the pairing with e(Mj, Y) dijek,
I X; #Gbut Y = H, replace the pairing with e(X;, Mk)d;‘j,m.
- If X; # G and Y; # H, append (if it does not already exist)
Sis|+1 = M, to S, replace the pairing with e(S‘SHl,Y)dwf k
and append the tuple (S|g4+1, X, M) to E;.
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* For each pairing of the form e(S;, Tj)c’/idvakm’“ where ¢} ; , ;. # 0: Note
that by definition mj, cannot appear in the denominator of S; or Tj.
Also, we must have that at least one of the signature components is
independent of my.

- If S; is independent of my, append (if it does not already exist)
Si = M} to S, replace the pairing with e(S/, Tj)ci)i”-”k and append
(if it does not already exist) the tuple (S}, S;, My,) to E;.

- Otherwise, append (if it does not already exist) TJ’ =M ,zj to T,
replace the pairing with e(S;, T;)Cgﬂlm and append (if it does not
already exist) the tuple (T;,Tj, My,) to Es.

o Verify_ (kaPS, ((My, M), ..., (M,, Mn)),asps): Return 1 if all the following
holds and 0 otherwise:
o All modified PPEs of DLmSPSPS verify correctly.
o For each tuple ¢ in E;, it holds that: e(E;[i][0], H) = e(E1[é][1], E1[¢][2])-
o For each tuple i in Eg, it holds that: e(G, E2[i][0]) = e(Ez][i][2], E2[][1]).
o All signature group membership required by DLmSPSPS verify correctly.
. ((Ml,Ml),...,(Mn,Mn)) c DH™?

Efficiency. What determines the added cost in osps compared to o is dis-
tinct pairings of the form e(Si,Yj)”;«J%kmk where a; ; ., # 0 and Y; # H,
e(Xi,Tj)b;Jvf»km" where b; ; ,; # 0 and X; # G, and e(Si,Tj)C;,J»Mm’“ where
¢; ;ox 7 0 in the verification equations of the DLmSPSPS scheme. Each distinct
pairing of those 3 types adds an extra signature component in H, G, and G/H
depending on which component is independent of the message, respectively, to
osps compared to o. Also, each distinct pairing of any of those 3 types would
add an additional PPE equation involving 2 pairings to the verification over-
head of SPS compared to that of DLmSPSPS. Each distinct pairing of the form
e(X;, Yj)%aex™ where X; # G, Y; # H and di ;o # 0 incurs an additional
signature component in G and an additional PPE involving 2 pairings. Note that
the latter cost is constant for multiple signatures on the same message.

One maintains the same signature size and verification overhead of
DLmMSPSPS (modulo the cost for verifying the well-formedness of the messages
in SPS) when the verification of DLmSPSPS does not involve any pairings of the
above forms. Also, it is easy to see that if the original scheme yields randomizable
signatures, the same applies to the resultant SPS scheme.

6.1 Example Instantiations

We give some example instantiations of our transformation for the sake of illus-
tration. The first example shown in Fig.1 shows how to transform our new
LmSPSPS scheme into an SPS scheme for a vector of messages which also cap-
tures the single-message SPS scheme from [31] as a special case. The second

3 Batch verification techniques, e.g. [9], can speed up this step.
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example shown in Fig. 2 shows how to transform the PS scheme [42] into a SPS
scheme for a vector of messages which also captures the single-message SPS
scheme from [29] as a special case.

KeyGengps (P)
KeyGen(P) Ty Y15y Yn—1,2 < Lp.
Ty Y15y Yn—1,2 < Lp. X :=H"Y;:=HY for i€n—1], Z:=H>.

X :=H*Y; = I;Iy' for i€ [n—1], Z:=H>. Skops 1= (2, {yi }7 31, 2). ks = (X, {Yi}51, 2)
sk = (z, {y:}731, 2). vk = (X, {Vi} 1, 2). Return (skgps, VK ) -

Return (sk, vk). - _
e S (00,50,

—T
Parse ok T, Parse sk, as (@, {yi}i—; ,2)-
arse sk as (@, {vi}isy2) i B P ZX, Gy ar LS = MY for all i € [2,n],

Sp := (G™ My H M) E
Return oy, := (Sl,Sg,Sl 2503 S n)-

r(—Z;,Sl =G, 82 =G
Return o := (S1,52).

Verify(vk, m, o) Verifygpg (Vksps» ((]Wl My), ..., (M, My, )) sps)
Parse vk as (X, {Yi}[_,, ). Parse vk, as (X,{Yi}/ ,Z)

If Sy = 1g V e(S2, Z) # e(Sy, XH™ ﬁ ?17271) Parse o, as (Sl,Sg,Sl 23S n)-
i=2 IfSl—lf*\/e(bll,H);ﬁe(bl ]\I)for:myze[2 n|

V(2. 2) # (51, X010 11 e(87 . ¥im)
Then Return 0 Else Return 1

Then Return 0 Else Return 1.

Randomize(vk, m, o = (S1,52))
r’ <2y, Return o’ := 0"

Randomizesps (Vksps7 ((Ml N 1\”41)., ey (1\'[,,,, ]\7[,,,)) s O'SPS)

r’ 7y, Return o/ =0l .
SPS. SPS

Fig. 1. Transforming our new scheme into a SPS scheme for a vector of messages

6.2 Security

Correctness follows from that of DLmSPSPS and the fact that any added PPE
to the verification of the SPS scheme will verify. We now prove the following
theorem regarding the unforgeability of the obtained SPS scheme.

Theorem 4. If DLmSPSPS is (s)EUF-CMA (resp. (s)EUF-RMA), SPS is
(s)EUF-CMA (resp. (s)EUF-RMA) in the generic group model.

Proof. Since DLmSPSPS is unforgeable, it holds that no generic adversary
against it can obtain a forgery using linear combinations of the (fraction of)
polynomials corresponding to the group elements she sees in the game. We prove
that a generic adversary Asps against SPS does not see any additional group
elements other than what Ap mspsps can see in her game and hence it holds
that no linear combinations of the (fraction of) polynomials Asps sees leads to
a forgery against SPS.

Before the 1st sign query, the group elements Asps sees are the same as
those ApLmspsps can see at the start of her game which include the public key
(X, Y) € G* x H*'. By definition, such a key is disjoint. Now at the first sign

query on a valid message vector ((MM7 Ml,l), ey (Map, Mlm)), it follows that
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KeyGensps(P)
K:Lan(é)yn — Lp. :;éyl: FP’% z %y foriefn]
X: H“L Y; := HYi for i € [n]. ;:;;Suri E:l; {yi\}élzl))v"ksps = (X AYi )
sk = {yz},_1) vk = (X, {Yi} o) srer e
Retum (sk, vk). Signeps (sksps, ((M1 ML), (M, 1\%,,)))
Sign(sk = (z, {yi}i~,), m) Parse sk, as (z, {y: }1_)-

ot 3" My, r(—ZXS.fGrS’lzfj\/I’foriE nJ,
rZy,5 =G, Sz = Gr(c+1§lm v )- v = : Y g
Return o := (S1, S2). S = (G H MY

Return o, := (Sl,Sg Si1r---5S1n)

Verify(vk, m, o) . 5
Verif koo (M1, N11), . .., (M, M) ) |
Parse vk as (X,{Y;},). en ‘j’sps (V sps ) (( 15 /1), i ( : )) Usps)
Parse o as (S1, Sa2). Parse o,,, as (SL,SQJ St n)
n P k s (XL {Yi ).
If Sl — 1G \/ 6(82) H) # e H arse v SPS as ( 7{ }7,—1)

~ . n -
If S1 =1g Ve(S2, H) # e(S1,X) [ e(S{ﬁi,Yi)
i=1

\% e(S{Yi,fI) # e(S1, M;) for any i € [n]
Then Return 0 Else Return 1.

Then Return 0 Else Return 1.

Randomize(vk, m, o = (S1,52))
T LX, 0 =0 Randomizesps ( ps» ((M1 M), ..., (My, Mn)) SPS)

X —
v’ <_Z ’asvs' USPS

Fig. 2. Transforming the PS scheme [42] into a SPS scheme for a vector of messages

the discrete logarithm my ; of the message component (M ;, Mu) for all i € [n]
corresponds to a constant polynomial. The 1st sign query will return a signature
of the form o1 = (S1,T}). By definition such a returned signature still conforms
to the disjointness requirement and thus such a sign query would not generate
any new identical (fractions of polynomials) in groups G and H which Asps can
feed back as a message into a subsequent sign query, i.e. all subsequent sign
queries are on message vectors corresponding to constant polynomials.

We now argue that the additional elements Asps sees could be obtained by
AbLmspsps in her game and hence the former does not have any more advantage
over the latter.

e Additional elements of the form S; = M;* can be obtained by Apimspsps by
calling her exponentiation oracle for G to get S;"*.

e Additional elements of the form T’ M,ﬁb can be obtamed by ApLmspsps by
calling her exponentiation oracle for H to get Tim".

o Additional elements of the form S; = M}" can be obtained by ApiLmspsps by
calling her exponentiation oracle for G to get X;"*.

Since the SPS forgery must be on a message in DH", i.e. the message correspond
to a constant polynomials, and DLmSPSPS is unforgeable, it follows that no
linear combinations of the group elements Asps sees in her game leads to a
forgery against SPS. O

7 Impossibility Results

In this section we provide some feasibility results for LmSPSPS schemes.
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7.1 A Bound on the Number of Signatures for LmSPSPS Schemes

Here we prove, similarly to the case of structure-preserving signatures proven by
Abe et al. [7], that a EUF-RMA LmSPSPS scheme must have for each message
superpolynomially many potential signatures.

Theorem 5. An EUF-RMA LmSPSPS scheme (against ¢ > 1 sign queries)
must have for each message superpolynomially many potential signatures.

Proof. We can write the j-th signature component of the ¢-th signing query as:

el . e ol el .
2 k3 ’ P 2 k2 ’ 9
;w dy Bdr, " (e, +k§1 d; 5 em) ;z Ay i, (e, +k§1 d; 5 emi)

e, . el el e, . el el
Yo, w biy bie,td ~ ~ Yo, w biy bie,

sj=c T o Tof

for some (fixed) a, ;,b, ;,di jx € Zp, ¢ij, €55 € L), C; ;. €] ; € Zgl, ciliel; €
ZZ/ which are independent of m.

If there are only polynomially many potential signatures for a message vector,
there is a polynomial set {r;}>°Y*) from which the randomness vector 7 is cho-

sen. Thus, with probability m we have that the 2 signatures o1 = (S, Tl)

and oy = (Sa, Tg) on 2 random messages vectors my and ms where my # meo,
respectively, were produced using the same randomness vector r, € ZZ/. Thus,
we have that o* = 0’}770"2\/ is a valid forgery on the new message vector
m* = (1 —7)my +ymgy for any v € Z;\{1} and therefore such a scheme is

not EUF-RMA secure. 0

7.2 Impossibility of LmSPSPS Schemes with One-Element
Signatures

Here we prove that an EUF-RMA (aganist ¢ > 1 sign queries) LmSPSPS scheme
cannot have one-element signatures. However, as we show in Sect. 5, one-time
sEUF-CMA LmSPSPS schemes with one-element signatures are possible.

Theorem 6. An EUF-RMA LmSPSPS scheme (against ¢ > 1 sign queries)
must have at least 2 elements in the signature.

Proof. WLOG, let’s assume 0 = S € G. The proof for the case where 0 = T eH
is similar. Since there is only one unknown in the verification equation, i.e. the
signature S, it follows that 1 PPE verification equation is sufficient for such a
scheme. Thus, the scheme would have a verification equation of the following
form:

L ap Y alm i Sl ms
S TI%)" = I [ty =™~z ()

where a;,a’ ,d, ;,d € Z, and Z € T are public constants. By definition, we

7,50 TG

must have that for all k& € [n] that ajy, =0.
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Given signatures o7 = 51 and o5 = S5 on random messages m; and my

. x . 1=v v :
where my # my, respectively, we have that ¢* := o; "o, is a valid forgery
on the message m* = (1 —y)m; + ymy for any v € Z,\{1}. Therefore such a
scheme is not EUF-RMA secure against an adversary which makes 2 (random-

message) sign queries. g

7.3 Lower Bounds for sEUF-CMA LmSPSPS Schemes

The following theorem proves that the signatures of a sEUF-CMA LmSP-
SPS scheme secure against ¢ > 1 sign queries must have bilateral signatures.

Theorem 7. There is no sEUF-CMA (against ¢ > 1 sign queries) LmSP-
SPS scheme with unilateral signatures.

Proof. WLOG let’s assume that the 51gnature is of the form ¢ = § € G”. The
proof for the case where ¢ = T' € H" is similar. Such a scheme would have a
number of PPE verification equations of the following form:

v

woo s ) u' - bpagem)
H Y;) H H e(Xs,Y;) = Zy, (5)

=1

where p, . ,,p,,,, € Fp[My,..., My,] are multivariate polynomials and Z, € T
are some fixed constants.

By definition, the denominator polynomials used in computing the signature
components are independent of the message to be signed. Also, since the sig-
nature is unilateral, i.e. the signature components only appear on the LHS of
the pairings, the numerator polynomials are linear in the randomness vector r
whereas the denominator polynomials are independent of the randomness vec-
tor. By Theorem 5 such a scheme must have superpolynomially many potential
signatures. By querying the sign oracle twice on any message vector m from
the message space, with overwhelming probability we obtain 2 distinct signa-
tures o1 = S7 and o9 = S5. We have that ¢* = a} "oy is with overwhelming
probability a new signature on m for any v € Z\{1}. O

The following theorem proves that sEUF-CMA LmSPSPS schemes with 2-
element bilateral signatures do not exist. This result holds even without the
restriction that the message is linear. This sets a lower bound of 3 bilateral
elements for such schemes.

Theorem 8. There is no sEUF-CMA (against ¢ > 1 sign queries) LmSP-
SPS scheme with 2-element bilateral signatures.

Proof. The signature is of the form o = (S, T) € G x H whereas the verification
key is of the form (X,Y) € G* x H* . As we prove in Lemma 1 in Theorem 9,
1 PPE verification equation is sufficient for a LmSPSPS scheme with 2-element



Partially Structure-Preserving Signatures 303

signatures. Therefore, such a scheme would have a PPE verification equation of
the following form:

w w b
- as - (m) - e - i m)
oS, TT7) 7 e(IT 2. D) e(s. D) [T [ e )™ = 2,
j=1 j=1 i=15=1
where p, ,p, ., € Fy[My,..., M,] are multivariate polynomials, and a;,c € Zj,

and Z € T are some public constants.

If for all j € [], a; = 0 and ¢ = 0, the verification equation is independent
of S and hence by Theorem 6 such a scheme is not secure. Thus, we must have
that either for some j € [¢/] that a; # 0 or ¢ # 0, which we consider below:

e Case a; # 0 for some j € [i/]: Given a signature ¢ = (S,7) on a ran-
dom message m, we compute a new signature on m as o* = (S*,T%) :=
—p2,i(m)  ajtee ya;

aj op Zve2s(m) pooo2e
(S“i*“ Imx, “ 7% HlYZ J ) We have o* # o for any v € Z;.
i—=

i=1
e Case a; = 0 for all j € [¢/] and ¢ # 0: Given a signature o = (S,7) on a
random message m, we compute a new signature on m as o* = (S*,T%*) :=
“w A—)pg i(m)
<Si nmx, - ,T7>. We have that o* # o for any v € Z;\{1}.

i=1

This concludes the proof. a

7.4 Lower Bounds for the Verification Key of Optimal Schemes

We have seen that an optimal (w.r.t. signature size) EUF-RMA LmSP-
SPS scheme must have at least 2 elements in the signature. Here we prove that
a scheme with < 2 elements in the signature cannot have a verification key con-
sisting of 1 element even for the case when signing single messages, i.e. when
n = 1. This sets a lower bound of 2 elements in the verification key for even
optimal one-time EUF-RMA schemes. Note some of our proofs below assume
that the RHS of the PPE equations in Eq. (4) is Zp = 1.

Theorem 9. There is no EUF-RMA LmSPSPS scheme (against ¢ > 1 sign
queries) with signatures consisting of < 2 elements and one-element verification
key.

Proof. We start by proving the following lemma regarding the number of PPE
verification equations required for schemes with 2-element signatures.

Lemma 1. One PPE verification equation is sufficient for a LmSPSPS scheme
with 2-element signatures.

4 Those proofs also hold if the discrete logarithm of Z; in the case Zy # 1t is known.
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Proof. If the scheme has 2 PPE equations, both equations must impose non-
trivial constraint on the signature components as otherwise they can be reduced
to a single equation. Since each PPE equation must involve at least 1 signature
component, we have 3 cases:

e Both equations involve both signature components: This means we have 2
quadratic/linear equations in the discrete logarithm of the signature compo-
nents. Such an equation system have at most 4 distinct solutions implying
that there are at most 4 potential signatures for the message vector which
contradicts the proof of Theorem 5.

e One equation involves both components whereas the other equation involves
one component: In this case, one equation is quadratic/linear involving both
signature components, whereas the remaining equation is linear in one of
the components. By substituting the value of the signature component in
the linear equation into the other equation we end up with one verification
equation that is sufficient for verifying the signature.

e Each verification equation involves a single signature component: Since the
other constants (the verification key, the public parameters (if any) and the
messages) are fixed, we have that each verification equation is a linear equa-
tion in one of the signature components, i.e. each equation is a linear equation
in one unknown. Thus, there is exactly 1 potential signature for the message
vector which contradicts the proof of Theorem 5. O

The following 4 lemmata complete the proof of the theorem.

Lemma 2. There is no EUF-RMA SPSPS scheme (against ¢ > 1 sign queries)
with one verification equation and unilateral signatures and a unilateral verifi-
cation key containing elements from the same source group.

Proof. Let’s consider the case where the signature and the verification key both
belong to group G. The proof for the opposite case is similar. The scheme yields a
signature o = (S1,...,5,) € G¥, has a verification key vk = (X1,...,X,) € G*
where WLOG X; = G, and has a verification equation of the form

v Iz

~ Py ;(m) ~ Py ;(m)
[letsem ™ J[exnm)™ =2
=1 =1

for some polynomials p, ; and p, ;.

Given a signature o = (51,...,5,) on a random message m € Z,, we can
construct a new forgery o* = (S7,...,57) on a different message m* # m
by fixing some i € [v] and computing let S := S; for all j € [v]\{i} and

. () py o (m*) B (M) —pa s (m*)\ P

S = (Sf“(m) 1;[ Sfl’](m) p1s(m”) H1 Xf“(m) pai(m )) SRR (T easy to
J#i j=

see that such a forgery is a valid signature on the message m*. O

Lemma 3. There is no one-time FEUF-RMA LmSPSPS scheme with one veri-

fication equation, one-element signatures and one-element verification key.
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Proof. Note here that we assume that Z = 17. The case where both the signature
and verification key lie in the same group follows from Lemma 2. Assume a

scheme has a signature ¢ = S, a verification key vk = Y and a verification
equation of the following form:

6(5, ‘HalJra/le/aera'Z m) _ 6(G, Hb1+b/1m)~/b2+b/2m).

By definition, we must have that a] = a5 = 0. Note that we cannot have that
a1 = ag = 0 as the equation would be independent of the signature, or b} = b, =
0 as the equation would be independent of the message.

Given a signature ¢ = S on a random message m, we construct a forgery
on m* = ym + % for any v € Z,\{l} as ox = S* :=

(y—1) (b1 bh—b)b3)

G @2*-a*>  §7. This is a valid forgery unless agb) = a;b, which we deal
with below:

e Case agb) = a1by # 0 or by = a; = 0: Given a signature ¢ = S on a random

message m, we construct a forgery o* = S* := G7S; on m* = m + L7 for
2
any y € Z, .
e Case by = ay = 0: Given a signature ¢ = S on a random message m, we can
construct a forgery o* = S* := G7S; on m* = m + 'Yb‘fll forany y€Z;. 0O

Lemma 4. There is no SPSPS scheme with two-element bilateral signatures
and one-element verification key that is secure against a key-only attack.

Proof. Note here that we assume that Z = 1. The signature is of the form
o= (S,T) € G x H whereas the verification key is either of the form ¥ € H or
X € G. We prove the first case but the proof for the second case is similar. The
scheme has a verification equation of the following form:

e(S, gpl(m)f/pz(m)e(G7T)pa(m)e(& T)m(m) — e(G7ﬁps(m)}~/p6(m)).

for some polynomials p; for ¢ € [6]. Given the verification key, we can construct
a forgery on any message m* € Z,, by choosing v < Z) and computing:

_ ps(m*)—vp1(m*) - pe(m*)—yps(m*)

o* = (S*7T*) = (G77H93(m*)+w4(M*) Y p3(m®)Fypa(m™) )

O

Lemma 5. There is no one-time EUF-RMA LmSPSPS scheme with two-
element unilateral signatures and a verification key consisting of one-element
from the opposite source group.

Proof. Note here that we assume that Z = 17. Let’s consider the case where the
signature is of the form o = (51, S2) € G? whereas the verification key is of the
form Y € H. The proof for the opposite case is similar. Such a scheme would
have a verification equation of the form

2
~ . ’ ~ . ’ ~ ’ -~ U
He(si’Ha1,1+ai71mya1,2+ai,2m) _ €(G,Hd1+d1myd2+d2m)'
i=1
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By definition, we must have that either o = a}, = 0 or a; = a, = 0.
Let’s assume the former case. Note that if a;1 = a;2 = 0, the equation is
independent of S; and hence by Lemma 3 the scheme is not secure against ¢ > 1
sign queries. Similarly, if a2 1 = a5 ; = az2 = a5 5 = 0, the verification equation

is independent of Sy and hence by Lemma 3 it is not secure against ¢ > 1 sign

queries.
Given a signature o = (S1,S52) on a random message m, we can con-
struct a new forgery o = (S7,55) on a new message m* # m by setting

Sy =G stl Sy and S == G52 S§S2 where

_ (da(azy + ayym™) — di(az,2 4 apom™)) (m* —m)

%1 a12(az,1 + ahym*) — a1,1(az,2 + ah ym*)
3 (ah1a22 — az1a5.2)(m* —m)
51 a1,2(az,1 + aéylm*) —ai,1(az,2 + a'ggm*)
o5, = (a1,2dy — a1,1dy)(m* —m)
a1,2(az,1 + a/g’lm*) —ai,1(az,2 + algyzm*)
532 — a1 2(a21 + f’fé,lm) —a1,1(a2,2 + a%,zm)
ai2(az,;1 + a271m*) —ai1(az2 + ag,zm*)

Thus, we can find a forgery unless ay (a1 + a5 ;m*) — ay1(azz2 + ahom*) =0
for all m* € Z,. We have 2 cases to deal with the above as follows:

o Case a1;; = a1 = a’2’1 = 0: Note that as stated earlier, if a2 = 0 or
a2 = a’272 = 0, the verification equation is independent of one of the signature
components and hence is not secure. We have 2 cases as follows:

o Case dy # 0: Give a signature o = (51, S2) on a random message m € Z,
satisfying d; + djm # 0, we have that o* = (S5, S5) where

e
—’ya2,2(d1+d’1m*) di+dyim

dy+d’
ST =G 1,241 g Sy =G5,y

is a valid forgery on any m* # m satisfying di +dym* # 0 for any v € Z5.
o Case dy = 0: Given a signature o = (S1,52) on a random message m €
Z), we have that o* = (57, S5) where

.
dg(m—m*)—ym(ag gt+ah ym™) 92,2 (m™—m) *

S; =G wam S, TR s Sy = G7S,

is a valid forgery on the message m* # m for any v € Z,'.
e Case a2.201,1 = 41,2021, CL/2,26L1,1 = 01720,/271 and ai,i # 0: If ai2 = 0, we have
a2 = ap o = 0 and hence we cannot have any of the following cases:
o dy = dfj = 0: Since verification would be independent of the key Y.
o ag1 = ab; = 0: Since verification would be independent of Ss.
o ab, = di = dj = 0: Since verification would be independent of m.
We have that o* = (57, S3) where

a1,2'¥(a2,1d/1—aé,1d1)+a1,1(d2(a/2‘1’7—d'1)+d’2(d1—a2,17))
S;‘ =G ay,1(ay,1dh—aq 2d}) S; =G
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. . % . a11da—ay 2dy e . - ;-
is a valid forgery on m* := Tl —arad The forgery is valid unless a1 2d]
ay,1d5 = 0. We have 2 cases to deal with this as follows:

o Case aj od] = aj1dy = 0: Given a signature o = (S1,.52) on a random

message m € Z,, we have that o* = (S}, 55) where

7'\/(a2’1+a/2Y1m,*)+d'1(Vn*fm) a2,1+a,2=1m

Sri=G S, TSy Sy =G

is a valid forgery on any m™* # m for any v € Z,'.
o Case a1 2d] = a1,1d5 # 0: Given a signature o = (S1,.52) on a random
message m € Zp,, we have that ¢* = (57, 55) where

/
—~yay z(ag 1+ah ym*)+dhay 1 (m*—m) 2,1tezam

Sii=G S, S S5 =GV

is a valid forgery on any m* # m for any v € Z.%.
If it is required that S} € G*, we have to additionally handle the case
that d1a’271 = agd} and dga’l1 = ag1d,. Note that we cannot have that
a5, = 0 as otherwise the signature will either be independent of Sy or m.
We have that given a signature o = (S, S2) on a random message m € Z,,

we have that o* = (S7,55) := (S7,S52) is a valid forgery on any message

« _ azi(y=1+ah ym
m- = Tﬂ for any’}/EZ;;\{l} O
This concludes the proof. a

We have proved that an (optimal) scheme with two-element unilateral sig-
natures must have at least 2 elements in the verification key besides the default
source group generators. An intriguing question is whether, similarly to the
one-time EUF-CMA scheme we give in Sect. 5, an EUF-RMA scheme with two-
element unilateral signatures and a two-element bilateral verification key exists.
We answer this question negatively by proving the following theorem. In essence,
this means the PS scheme and our new LmSPSPS scheme are optimal w.r.t. the
size of the verification key.

Theorem 10. There is no EUF-RMA (against ¢ > 1 sign queries) LmSP-
SPS scheme with two-element unilateral signatures and a two-element bilateral
verification key.

Proof. Let’s consider a scheme with signatures of the form o = (51, 52) € G?
whereas the verification key is of the form (X,Y) € G x H. The proof for the
opposite case is similar.

Such a scheme has a PPE verification equation of the form

2
[[ (i, e tabamposatalam)
i=1
— e(Gd171+dl111de211+d;‘1m’ H)e(Gd1‘2+d/172de2‘2+d/2)2m’ Y).
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By definition, we must have that either aj; = aj, = 0 or ay; = ap, = 0
as otherwise the message features in the denominator polynomial of a signature
component. Let’s assume WLOG that @} ; = a} 5, = 0 as the other case is similar.

Such a scheme is not secure against an adversary that receives two signatures
01 =(S1,1,512) and 03 = (S2,1,S2,2) on two random distinct messages m; and
ma, respectively. We can construct a forgery on a new message m* ¢ {my, ma}
as follows:

/ /

a a a a1 a1 Q@
Define A; = |21 "L 4, = | 721 | and Az = ’ 2,1
az2 Q12 Qg9 01,2 22 Qg2

_ (A1]+]|A2|m1)(m™ —ma2)

Let & = 47 1, [m) (mi—m,) 20
mo —m* mi —m*
Bsy,1 = P Bsy 2 i= P
_Az|(m* — ma 4+ (m2 —ma)a) .
s1,1 ' |A2\(m2 — ml) Vs1,2 = T Vs1,1
s = a1 ows = — ([A1] + [Az[mo)(m” — ma)
’ ’ (JA1] + [A2|m*)(m1 — m2)

We have that o = (S 1= S, 1" Sy 2 515 15”*1 285 = 8125027 is a valid
forgery on any message m* € Z\{m, ma, < |A T 1} satisfying [A;| + |Ag|m* # 0.
Thus, we obtain a forgery on a new message unless |As| = 0 which is dealt with
by the following 3 cases:

o Case a; 1 = 0: We have 2 cases:

o Case aj2 = 0: The verification equation is independent of the signature
component S; and hence is not secure.

o Case a’Q,l = 0: Given signatures o1 = (51,1, 51,2) and o2 = (53,1, S2,2) on
random messages m; and mg, respectively, we have that o* = (S7,53)
where

alz,z(’vzf'y)(”qf"m) alz’g(’vr"*'y)("q*"m)

. QY ql—v 41,2 41,2 *._ Qv _gl=v
S1 = 571591512 So, Sy 1= 5125

is a valid forgery on m* = ym; + (1 — v)my for any v € 7135\{1}-
e Case a’272 = 0 and a;; # 0: Given signatures o; = (S1,1,S51,2) and o3 =
(S2,1,52,2) on two random messages m; and ma, respectively, we compute

aj q (v2=7)(mq1—m3) aj g (v2=7)(m1—m3)

x« . oY aol-vao a1 1 a1, x . oY al—v
ST :=571551"51 2 Sy S5 = 57955

We have that o* = (S7,53) is a valid forgery on m* = ymy + (1 — v)mq for
any v € Z, \{1}.
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o Case a’2,2a1,1 = a172a’271 # 0: Given signatures o1 = (S1,1,51,2) and o3 =
(S2,1,52,2) on two distinct random messages m; and mg, respectively, we
compute

mg—m* my—m* aé,l(vn*777L1)(7n*7'm2) aé‘l(nz*—ml)(nL*fnzz)
§* . §m2—mi gmi—ms ay, 1(my—mg) S, ay,1(my—ma)
1 -—~11 2,1 1,2 2,2
mog—m*  mp—m*

¥ . Qma—m] Qmp—my
S5 = 51,2 52,2

We have that o* = (S7,55) is a valid forgery on any new message m* €
Zp\{m1, ma}.

This concludes the proof. a

References

1. Abe, M., Ambrona, M., Ohkubo, M., Tibouchi, M.: Lower bounds on structure-
preserving signatures for bilateral messages. In: Catalano, D., De Prisco, R. (eds.)
SCN 2018. LNCS, vol. 11035, pp. 3-22. Springer, Cham (2018). https://doi.org/
10.1007/978-3-319-98113-0_1

2. Abe, M., Chase, M., David, B., Kohlweiss, M., Nishimaki, R., Ohkubo, M.:
Constant-size structure-preserving signatures: generic constructions and simple
assumptions. In: Wang, X., Sako, K. (eds.) ASTACRYPT 2012. LNCS, vol. 7658,
pp. 4-24. Springer, Heidelberg (2012). https://doi.org/10.1007/978-3-642-34961-
4.3

3. Abe, M., David, B., Kohlweiss, M., Nishimaki, R., Ohkubo, M.: Tagged one-time
signatures: tight security and optimal tag size. In: Kurosawa, K., Hanaoka, G. (eds.)
PKC 2013. LNCS, vol. 7778, pp. 312-331. Springer, Heidelberg (2013). https://
doi.org/10.1007/978-3-642-36362-7-20

4. Abe, M., Fuchsbauer, G., Groth, J., Haralambiev, K., Ohkubo, M.: Structure-
preserving signatures and commitments to group elements. In: Rabin, T. (ed.)
CRYPTO 2010. LNCS, vol. 6223, pp. 209-236. Springer, Heidelberg (2010).
https://doi.org/10.1007/978-3-642-14623-7_12

5. Abe, M., Groth, J., Haralambiev, K., Ohkubo, M.: Optimal structure-preserving
signatures in asymmetric bilinear groups. In: Rogaway, P. (ed.) CRYPTO 2011.
LNCS, vol. 6841, pp. 649-666. Springer, Heidelberg (2011). https://doi.org/10.
1007/978-3-642-22792-9_37

6. Abe, M., Groth, J., Ohkubo, M.: Separating short structure-preserving signatures
from non-interactive assumptions. In: Lee, D.H., Wang, X. (eds.) ASTACRYPT
2011. LNCS, vol. 7073, pp. 628-646. Springer, Heidelberg (2011). https://doi.org/
10.1007/978-3-642-25385-0_34

7. Abe, M., Groth, J., Ohkubo, M., Tibouchi, M.: Unified, minimal and selectively
randomizable structure-preserving signatures. In: Lindell, Y. (ed.) TCC 2014.
LNCS, vol. 8349, pp. 688-712. Springer, Heidelberg (2014). https://doi.org/10.
1007/978-3-642-54242-8_29

8. Abe, M., Hofheinz, D., Nishimaki, R., Ohkubo, M., Pan, J.: Compact structure-
preserving signatures with almost tight security. In: Katz, J., Shacham, H. (eds.)
CRYPTO 2017. LNCS, vol. 10402, pp. 548-580. Springer, Cham (2017). https://
doi.org/10.1007/978-3-319-63715-0_19


https://doi.org/10.1007/978-3-319-98113-0_1
https://doi.org/10.1007/978-3-319-98113-0_1
https://doi.org/10.1007/978-3-642-34961-4_3
https://doi.org/10.1007/978-3-642-34961-4_3
https://doi.org/10.1007/978-3-642-36362-7_20
https://doi.org/10.1007/978-3-642-36362-7_20
https://doi.org/10.1007/978-3-642-14623-7_12
https://doi.org/10.1007/978-3-642-22792-9_37
https://doi.org/10.1007/978-3-642-22792-9_37
https://doi.org/10.1007/978-3-642-25385-0_34
https://doi.org/10.1007/978-3-642-25385-0_34
https://doi.org/10.1007/978-3-642-54242-8_29
https://doi.org/10.1007/978-3-642-54242-8_29
https://doi.org/10.1007/978-3-319-63715-0_19
https://doi.org/10.1007/978-3-319-63715-0_19

310

9.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

E. Ghadafi

Bellare, M., Garay, J.A., Rabin, T.: Fast batch verification for modular exponen-
tiation and digital signatures. In: Nyberg, K. (ed.) EUROCRYPT 1998. LNCS,
vol. 1403, pp. 236-250. Springer, Heidelberg (1998). https://doi.org/10.1007/
BFb0054130

Bichsel, P., Camenisch, J., Neven, G., Smart, N.P., Warinschi, B.: Get shorty via
group signatures without encryption. In: Garay, J.A., De Prisco, R. (eds.) SCN
2010. LNCS, vol. 6280, pp. 381-398. Springer, Heidelberg (2010). https://doi.org/
10.1007/978-3-642-15317-4_24

Boneh, D., Boyen, X.: Short signatures without random oracles. In: Cachin, C.,
Camenisch, J.L. (eds.) EUROCRYPT 2004. LNCS, vol. 3027, pp. 56-73. Springer,
Heidelberg (2004). https://doi.org/10.1007/978-3-540-24676-3_4

Boneh, D., Lynn, B., Shacham, H.: Short signatures from the Weil pairing. J.
Cryptol. 17, 297-319 (2004). https://doi.org/10.1007/s00145-004-0314-9
Brickell, E., Camenisch, J., Chen, L.: Direct anonymous attestation. In: ACM CCS.
ACM (2004)

Camenisch, J., Dubovitskaya, M., Haralambiev, K.: Efficient structure-preserving
signature scheme from standard assumptions. In: Visconti, I., De Prisco, R. (eds.)
SCN 2012. LNCS, vol. 7485, pp. 76-94. Springer, Heidelberg (2012). https://doi.
org/10.1007/978-3-642-32928-9_5

Camenisch, J., Dubovitskaya, M., Haralambiev, K., Kohlweiss, M.: Composable
and modular anonymous credentials: definitions and practical constructions. In:
Iwata, T., Cheon, J.H. (eds.) ASIACRYPT 2015. LNCS, vol. 9453, pp. 262-288.
Springer, Heidelberg (2015). https://doi.org/10.1007/978-3-662-48800-3-11
Camenisch, J., Lysyanskaya, A.: Signature schemes and anonymous credentials
from bilinear maps. In: Franklin, M. (ed.) CRYPTO 2004. LNCS, vol. 3152, pp.
56-72. Springer, Heidelberg (2004). https://doi.org/10.1007/978-3-540-28628-8_4
Chase, M., Kohlweiss, M.: A new hash-and-sign approach and structure-preserving
signatures from DLIN. In: Visconti, I., De Prisco, R. (eds.) SCN 2012. LNCS,
vol. 7485, pp. 131-148. Springer, Heidelberg (2012). https://doi.org/10.1007/978-
3-642-32928-9_8

Chatterjee, S., Kabaleeshwaran, R.: Rerandomizable signatures under standard
assumption. In: Hao, F., Ruj, S., Sen Gupta, S. (eds.) INDOCRYPT 2019. LNCS,
vol. 11898, pp. 45—67. Springer, Cham (2019). https://doi.org/10.1007/978-3-030-
35423-7_3

Chatterjee, S., Menezes, A.: Type 2 structure-preserving signature schemes revis-
ited. In: Iwata, T., Cheon, J.H. (eds.) ASTACRYPT 2015. LNCS, vol. 9452, pp.
286-310. Springer, Heidelberg (2015). https://doi.org/10.1007/978-3-662-48797-
6-13

Chen, L., Page, D.,; Smart, N.P.: On the design and implementation of an efficient
DAA scheme. In: Gollmann, D., Lanet, J.-L., Iguchi-Cartigny, J. (eds.) CARDIS
2010. LNCS, vol. 6035, pp. 223-237. Springer, Heidelberg (2010). https://doi.org/
10.1007/978-3-642-12510-2_16

ElGamal, T.: A public key cryptosystem and a signature scheme based on discrete
logarithms. IEEE Trans. Inf. Theory 31(4), 469-472 (1985)

Fiat, A., Shamir, A.: How to prove yourself: practical solutions to identification and
signature problems. In: Odlyzko, A.M. (ed.) CRYPTO 1986. LNCS, vol. 263, pp.
186-194. Springer, Heidelberg (1987). https://doi.org/10.1007/3-540-47721-7_12
Fuchsbauer, G.: Commuting signatures and verifiable encryption. In: Paterson,
K.G. (ed.) EUROCRYPT 2011. LNCS, vol. 6632, pp. 224-245. Springer, Heidelberg
(2011). https://doi.org/10.1007/978-3-642-20465-4_14


https://doi.org/10.1007/BFb0054130
https://doi.org/10.1007/BFb0054130
https://doi.org/10.1007/978-3-642-15317-4_24
https://doi.org/10.1007/978-3-642-15317-4_24
https://doi.org/10.1007/978-3-540-24676-3_4
https://doi.org/10.1007/s00145-004-0314-9
https://doi.org/10.1007/978-3-642-32928-9_5
https://doi.org/10.1007/978-3-642-32928-9_5
https://doi.org/10.1007/978-3-662-48800-3_11
https://doi.org/10.1007/978-3-540-28628-8_4
https://doi.org/10.1007/978-3-642-32928-9_8
https://doi.org/10.1007/978-3-642-32928-9_8
https://doi.org/10.1007/978-3-030-35423-7_3
https://doi.org/10.1007/978-3-030-35423-7_3
https://doi.org/10.1007/978-3-662-48797-6_13
https://doi.org/10.1007/978-3-662-48797-6_13
https://doi.org/10.1007/978-3-642-12510-2_16
https://doi.org/10.1007/978-3-642-12510-2_16
https://doi.org/10.1007/3-540-47721-7_12
https://doi.org/10.1007/978-3-642-20465-4_14

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

Partially Structure-Preserving Signatures 311

Fuchsbauer, G., Hanser, C., Slamanig, D.: Practical round-optimal blind signatures
in the standard model. In: Gennaro, R., Robshaw, M. (eds.) CRYPTO 2015. LNCS,
vol. 9216, pp. 233-253. Springer, Heidelberg (2015). https://doi.org/10.1007/978-
3-662-48000-7_-12

Galbraith, S., Paterson, K., Smart, N.P.: Pairings for cryptographers. Discrete
Appl. Math. 156, 3113-3121 (2008)

Gay, R., Hofheinz, D., Kohl, L., Pan, J.: More efficient (almost) tightly secure
structure-preserving signatures. In: Nielsen, J.B., Rijmen, V. (eds.) EUROCRYPT
2018. LNCS, vol. 10821, pp. 230-258. Springer, Cham (2018). https://doi.org/10.
1007/978-3-319-78375-8_8

Gerbush, M., Lewko, A., O’Neill, A., Waters, B.: Dual form signatures: an approach
for proving security from static assumptions. In: Wang, X., Sako, K. (eds.) ASI-
ACRYPT 2012. LNCS, vol. 7658, pp. 25—42. Springer, Heidelberg (2012). https://
doi.org/10.1007/978-3-642-34961-4 4

Ghadafi, E.: Formalizing group blind signatures and practical constructions with-
out random oracles. In: Boyd, C., Simpson, L. (eds.) ACISP 2013. LNCS, vol.
7959, pp. 330-346. Springer, Heidelberg (2013). https://doi.org/10.1007/978-3-
642-39059-3_23

Ghadafi, E.: Short structure-preserving signatures. In: Sako, K. (ed.) CT-RSA
2016. LNCS, vol. 9610, pp. 305-321. Springer, Cham (2016). https://doi.org/10.
1007/978-3-319-29485-8_18

Ghadafi, E.: Efficient round-optimal blind signatures in the standard model. In:
Kiayias, A. (ed.) FC 2017. LNCS, vol. 10322, pp. 455-473. Springer, Cham (2017).
https://doi.org/10.1007/978-3-319-70972-7_26

Ghadafi, E.: More efficient structure-preserving signatures - or: bypassing the type-
I1T lower bounds. In: Foley, S.N., Gollmann, D., Snekkenes, E. (eds.) ESORICS
2017. LNCS, vol. 10493, pp. 43-61. Springer, Cham (2017). https://doi.org/10.
1007/978-3-319-66399-9_3

Ghadafi, E.: How low can you go? Short structure-preserving signatures for Diffie-
Hellman vectors. In: O’Neill, M. (ed.) IMACC 2017. LNCS, vol. 10655, pp. 185-204.
Springer, Cham (2017). https://doi.org/10.1007/978-3-319-71045-7_10

Ghadafi, E.: Further lower bounds for structure-preserving signatures in asymmet-
ric bilinear groups. In: Buchmann, J., Nitaj, A., Rachidi, T. (eds.) AFRICACRYPT
2019. LNCS, vol. 11627, pp. 409-428. Springer, Cham (2019). https://doi.org/10.
1007/978-3-030-23696-0-21

Groth, J.: Efficient fully structure-preserving signatures for large messages. In:
Iwata, T., Cheon, J.H. (eds.) ASTACRYPT 2015. LNCS, vol. 9452, pp. 239-259.
Springer, Heidelberg (2015). https://doi.org/10.1007/978-3-662-48797-6_11
Groth, J., Sahai, A.: Efficient non-interactive proof systems for bilinear groups.
SIAM J. Comput. 41(5), 1193-1232 (2012)

Jutla, C.S., Roy, A.: Improved structure preserving signatures under standard bilin-
ear assumptions. In: Fehr, S. (ed.) PKC 2017. LNCS, vol. 10175, pp. 183-209.
Springer, Heidelberg (2017). https://doi.org/10.1007/978-3-662-54388-7_7

Kiltz, E., Pan, J., Wee, H.: Structure-preserving signatures from standard assump-
tions, revisited. In: Gennaro, R., Robshaw, M. (eds.) CRYPTO 2015. LNCS, vol.
9216, pp. 275-295. Springer, Heidelberg (2015). https://doi.org/10.1007/978-3-
662-48000-7-14

Libert, B., Peters, T., Yung, M.: Short group signatures via structure-preserving
signatures: standard model security from simple assumptions. In: Gennaro, R.,
Robshaw, M. (eds.) CRYPTO 2015. LNCS, vol. 9216, pp. 296-316. Springer, Hei-
delberg (2015). https://doi.org/10.1007/978-3-662-48000-7_15


https://doi.org/10.1007/978-3-662-48000-7_12
https://doi.org/10.1007/978-3-662-48000-7_12
https://doi.org/10.1007/978-3-319-78375-8_8
https://doi.org/10.1007/978-3-319-78375-8_8
https://doi.org/10.1007/978-3-642-34961-4_4
https://doi.org/10.1007/978-3-642-34961-4_4
https://doi.org/10.1007/978-3-642-39059-3_23
https://doi.org/10.1007/978-3-642-39059-3_23
https://doi.org/10.1007/978-3-319-29485-8_18
https://doi.org/10.1007/978-3-319-29485-8_18
https://doi.org/10.1007/978-3-319-70972-7_26
https://doi.org/10.1007/978-3-319-66399-9_3
https://doi.org/10.1007/978-3-319-66399-9_3
https://doi.org/10.1007/978-3-319-71045-7_10
https://doi.org/10.1007/978-3-030-23696-0_21
https://doi.org/10.1007/978-3-030-23696-0_21
https://doi.org/10.1007/978-3-662-48797-6_11
https://doi.org/10.1007/978-3-662-54388-7_7
https://doi.org/10.1007/978-3-662-48000-7_14
https://doi.org/10.1007/978-3-662-48000-7_14
https://doi.org/10.1007/978-3-662-48000-7_15

312

39.

40.

41.

42.

43.

44.

45.

E. Ghadafi

Maji, H.K., Prabhakaran, M., Rosulek, M.: Attribute-based signatures. In: Kiayias,
A. (ed.) CT-RSA 2011. LNCS, vol. 6558, pp. 376-392. Springer, Heidelberg (2011).
https://doi.org/10.1007/978-3-642-19074-2_24

Maurer, U.: Abstract models of computation in cryptography. In: Smart, N.P. (ed.)
Cryptography and Coding 2005. LNCS, vol. 3796, pp. 1-12. Springer, Heidelberg
(2005). https://doi.org/10.1007/11586821_1

Pedersen, T.P.: Non-interactive and information-theoretic secure verifiable secret
sharing. In: Feigenbaum, J. (ed.) CRYPTO 1991. LNCS, vol. 576, pp. 129-140.
Springer, Heidelberg (1992). https://doi.org/10.1007/3-540-46766-1_9
Pointcheval, D., Sanders, O.: Short randomizable signatures. In: Sako, K. (ed.)
CT-RSA 2016. LNCS, vol. 9610, pp. 111-126. Springer, Cham (2016). https://doi.
org/10.1007/978-3-319-29485-8_7

Pointcheval, D., Sanders, O.: Reassessing security of randomizable signatures. In:
Smart, N.P. (ed.) CT-RSA 2018. LNCS, vol. 10808, pp. 319-338. Springer, Cham
(2018). https://doi.org/10.1007/978-3-319-76953-0_17

Shoup, V.: Lower bounds for discrete logarithms and related problems. In: Fumy,
W. (ed.) EUROCRYPT 1997. LNCS, vol. 1233, pp. 256-266. Springer, Heidelberg
(1997). https://doi.org/10.1007/3-540-69053-0_18

Waters, B.: Efficient identity-based encryption without random oracles. In: Cramer,
R. (ed.) EUROCRYPT 2005. LNCS, vol. 3494, pp. 114-127. Springer, Heidelberg
(2005). https://doi.org/10.1007/11426639_7


https://doi.org/10.1007/978-3-642-19074-2_24
https://doi.org/10.1007/11586821_1
https://doi.org/10.1007/3-540-46766-1_9
https://doi.org/10.1007/978-3-319-29485-8_7
https://doi.org/10.1007/978-3-319-29485-8_7
https://doi.org/10.1007/978-3-319-76953-0_17
https://doi.org/10.1007/3-540-69053-0_18
https://doi.org/10.1007/11426639_7

	Partially Structure-Preserving Signatures: Lower Bounds, Constructions and More
	1 Introduction
	2 Preliminaries
	2.1 Bilinear Groups
	2.2 Digital Signatures

	3 Partially Structure-Preserving Signatures
	4 A New Optimal LmSPSPSScheme
	4.1 Security of the Scheme

	5 A New Optimal One-Time sEUF-CMA LmSPSPSScheme
	6 From LmSPSPSSchemes into SPS Schemes
	6.1 Example Instantiations
	6.2 Security

	7 Impossibility Results
	7.1 A Bound on the Number of Signatures for LmSPSPSSchemes
	7.2 Impossibility of LmSPSPSSchemes with One-Element Signatures
	7.3 Lower Bounds for sEUF-CMA LmSPSPSSchemes
	7.4 Lower Bounds for the Verification Key of Optimal Schemes

	References




