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1  �Introduction

Internet of things (IoT) is a term used to describe an environment where billions of 
objects, constrained in terms of resources (“things”), are connected to the Internet 
and interacting autonomously. With so many objects connected in IoT solutions, the 
environment in which they are placed becomes smarter. A software, called middle-
ware, plays a key role since it is responsible for most of the intelligence in IoT, 
integrating data from devices, allowing them to communicate and make decisions 
based on collected data. Then, considering requirements of IoT platforms, a refer-
ence architecture model for IoT middleware is analyzed, detailing the best operation 
approaches of each proposed module, as well as proposes basic security features for 
this type of software. This chapter elaborates on a systematic review of the related 
literature, exploring the differences between the current Internet and IoT-based sys-
tems, presenting a deep discussion of the challenges and future perspectives on IoT 
middleware. Finally, it highlights the difficulties for achieving and enforcing a uni-
versal standard. Thus, it is concluded that middleware plays a crucial role in IoT 
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solutions, and the proposed architectural approach can be used as a reference model 
for IoT middleware. Figs. 1 and 2 describe the IoT methodology.

•	 Security and Surveillance
WSNs are essential components of military command and power, message passing, 
computing, intellect power, monitoring, attacking systems and observations. The 
sensor nodes and devices guarantee observation of enemy, battleground monitoring, 
conflict destruction evaluation, attacking, and nuclear, botanical, and enzymatic 
blast discovery techniques.

•	 Environmental Monitoring
Several WSN implementations in earth science research are covered by environ-
mental sensor networks, associating sensing volcanoes, glaciers, forests, and oceans. 
To recognize slight soil movements and modifications, a landslide detection system 
utilizes WSN in several parameters that happen before or during landslides. 

•	 Health Applications
To observe patient’s physiological data and to trace and detect patients to manage 
drug administration and doctor’s sensor networks are associated in modern health 
care centers. Different uses are found in glucose level detection, organ scanning, 
general health monitoring, and cancer detection. Inside a human body implanting 

Fig. 1  Application of IoT in modern age
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wireless biomedical sensors is promising though great challenges such as ultra-
safety, security, and minimal maintainability of the system are associated.

•	 Industrial Applications
For machinery Condition-Based Maintenance (CBM) WSNs are enlarged as they 
guarantee high cost savings and allow new works. Through wireless sensors, earlier 
inaccessible locality, rotating machinery, dangerous or regulated regions, and 
mobile assets are reached.

•	 Structural Monitoring
Wireless sensors monitors moves inside premises, framework such as flyovers, 
cross over, tunnels and hills, monitor assets remotely, permitting engineering works 
without expensive site visits.

We learn various levels from Figs. 3, 4, 5, 6, 7 and 8.
Any technology available today has not reached its 100 % capability. It always 

has a gap to go. So, we can say that Internet of things has a significant technology 
in a world that can help other technologies reach their accuracy and complete 100 
% capability as well.

Let’s take a look over the major advantages and disadvantages of Internet 
of things.

Advantages of IoT
Internet of things facilitates several advantages in day-to-day life in the business 
sector. Some of its benefits are given below:

Fig. 2  Role of IoT in the twenty-first century
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•	 Efficient resource utilization: If we know the functionality and the way how 
each device works, we definitely increase the efficient resource utilization as 
well as monitor natural resources.

•	 Minimize human effort: As devices of IoT interact and communicate with each 
other and do a lot of tasks for us, then they minimize human effort.

•	 Save time: As it reduces human effort, then it definitely saves out time. Time is 
the primary factor which can save through IoT platform.

•	 Enhance data collection
•	 Improve security: Now, if we have a system where all these things are intercon-

nected, then we can make the system more secure and efficient.

Disadvantages of IoT
As the Internet of things facilitates a set of benefits, it also creates a significant set 
of challenges. Some of the IoT challenges are given below:

Fig. 3  Level 1 architecture of IoT
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•	 Security: As IoT systems are interconnected and communicate over networks, 
the system offers little control despite any security measures, and it can lead to 
various kinds of network attacks.

•	 Privacy: Even without the active participation of the user, the IoT system pro-
vides substantial personal data in maximum detail.

•	 Complexity:  The designing, developing, maintaining, and enabling of large 
technologies to IoT system are quite complicated.

1.1  �Level of IoT

•	 The level-1 system of IoT has a single node/device that performs sensing and/or 
actuation, stores data, performs analysis, and hosts the application. These sys-
tems are suitable for modelling low-cost and low-complexity solutions where the 

Fig. 4  IoT level-2 architecture
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data involved is not big and the analysis requirements are not computationally 
intensive.

•	 A level-2 IoT system has a single node that performs sensing and/or actuation 
and local analysis.

•	 Data is stored in the cloud and application is usually cloud based.
•	 Level-2 IoT systems are suitable for solutions where the data involved is big; 

however, the primary analysis requirement is not computationally intensive and 
can be done locally itself.

•	 A level-3 IoT system has a single node. Data is stored and analyzed in the cloud, 
and application is cloud based.

•	 Level-3 IoT systems are suitable for solutions where the data involved is big and 
the analysis requirements are computationally intensive.

•	 Level-4 IoT system has multiple nodes that perform local analysis. Data is stored 
in the cloud and application is cloud based.

Fig. 5  IoT level-3 architecture
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•	 This contains local and cloud-based observer nodes which can subscribe to and 
receive information collected in the cloud from IoT devices.

•	 These systems are suitable for solutions where multiple nodes are required, the 
data involved is big, and the analysis requirements are computationally intensive.

•	 A level-5 IoT system has multiple end nodes and one coordinator node.
•	 The end nodes perform sensing and/or actuation.
•	 Coordinator node collects data from the end nodes and sends to the cloud.
•	 Data is stored and analyzed in the cloud and application is cloud-based.
•	 Level-5 IoT systems are suitable for solutions based on wireless sensor networks, 

in which the data involved is big and the analysis requirements are computation-
ally intensive.

•	 A level-6 IoT system has multiple independent end nodes that perform sensing 
and/or actuation and send data to the cloud.

•	 Data is stored in the cloud and application is cloud based.
•	 The analytics component analyzes the data and stores the results in the cloud 

database.
•	 The results are visualized with the cloud-based application.

Fig. 6  IoT level-4 architecture
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•	 The centralized controller is aware of the status of all the end nodes and sends 
control commands to the nodes.

A dynamic network infrastructure with self-configuring capabilities is based on 
standard and interoperable communication protocols where physical and virtual 
“things” have identities, physical attributes, and virtual personalities and use intel-
ligent interfaces and are seamlessly integrated into the information network, often 
communicating data associated with users and their environments.

The “things” in IoT usually refer to IoT devices which have unique identities and 
can perform remote sensing, actuating, and monitoring capabilities.

•	 IoT devices can:

•	 Exchange data with other connected devices and applications (directly or 
indirectly)

•	 Collect data from other devices and process the data locally
•	 Send the data to centralized servers or cloud-based application back ends for 

processing the data
•	 Perform some tasks locally and other tasks within the IoT infrastructure, 

based on temporal and space constraints

Fig. 7  IoT level-5 architecture
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•	 Logical design of an IoT system refers to an abstract representation of entities 
and processes without going into the low-level specifics of the implementation.

•	 An IoT system comprises a number of functional blocks that provide the system 
the capabilities for identification, sensing, actuation, communication, and man-
agement (Fig. 9).

The policy of IoT-based smart farming made by different countries for standard-
ization also has been discussed:

•	 Then the challenges that come to improve IoT-based smart farming

1.2  �Discussion of Major Components for IoT-Based 
Smart Farming

Major components of IoT-based smart farming:

•	 Software used in AI
•	 Control unit connectivity
•	 Auto mode

Fig. 8  IoT level-6 architecture
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Automatically sprays the affected area with the help of four latitudes and 
longitudes

•	 Manual mode
Manually instructs the sprayer (right, left, and both) to cover only the affected area
Communication between device is too much fast.
The driver gets full access to all the files with Bluetooth Low Energy (BLE) 

technology providing excellent communication between devices within close 
proximity.

2  �IoT’s Role in Application

For observing various environmental situations, a WSN includes numerous distrib-
uted sensors like motion, sound, pressure, temperature, and images. For further 
mandatory measures in WSNs, data sensation by this sensor is forwarded to the 
fusion center [8, 56, 9, 10]. Communication of data is endangered to various critical 
situations to the base station [21–24]. For example, when the sender transmits the 
data from source node to the destination node to a hacker, it won’t be difficult to 
change the original message which the sensor node received; thus, WSN is not a 
closed system where there are rare reliability considerations such as wires configu-
ration. Judgement considered in the ground of the message is not accurate when the 
fusion center gets in current data [12–20]. Nowadays, WSN is utilized as a process 
in business and industrial implementations [51–55].

Here we will discuss about various types of anomolies in the field of WSN. In 
this transmission, all nodes must link with different nodes and also attach with one 

Fig. 9  IoT architecture
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sensor, each sensor network joining with faithful communication different ports 
situated in the network. It includes radio transceiver and intent antenna operations 
situated in the process application and this antenna managed by the process micro-
controller inserted to that specific process transmission in wireless sensor network 
application process.

Basically, there are four main features and some optional elements in a wireless 
sensor node.

•	 Specific detecting part is inhabited by each sensor node that accommodates an 
A/D converter, and one and various sensors are employed for data acquisition.

•	 Memory is used for storing output where for another information every sensor 
node has a processor, more storage capacity, and a micro-controller.

•	 For transmission of data using wireless medium, an RF unit is utilized.
•	 A particular unit for supplying energy to detectors.
•	 Technique to locate the position conviction.

2.1  �WSNs

By taking the help of MEMS, WSNs obtained worldwide attention which guaran-
teed smart sensor development. Smart sensors have realistic processing and com-
puting resources [49, 48, 26].

Detector nodes detect, estimate, and collect message in surroundings. According 
to a local commitment process, they broadcast detected information. WSNs incor-
porate structured and unstructured types. An unstructured WSN has a heavy sensor 
node cluster and is utilized in an ad hoc manner [27–29, 47]. WSNs are recently 
utilized in below the earth and submarine. According to surroundings, detectors 
have varying problems with some restrictions. Some varieties of wireless sensor 
networks are multimedia, terrestrial, underground, mobile, and underwater. Whether 
in temporary or arranged earlier in temporary network, detectors fall in a target area 
arbitrarily. Many deployment models are optimal placement, grid placement and in 
two dimensional and three-dimensional view planes [30, 31].

In terrestrial WSNs, secure data transmission in heavy surrounding is very much 
essential. Terrestrial sensor nodes deliver data packet to the base station (BS) [46, 
32, 33, 45, 34, 35]. Possessing little battery power and rare facility to recharge, such 
as solar cells, terrestrial sensor nodes have a secondary energy source. Sensor nodes 
must preserve energy. Through multi-hop optimal routing power for a terrestrial 
WSN is preserved, in-network data aggregation, decreasing delays, eliminating data 
concurrency, very small data communication range and utilizing very small duty-
cycle operations [25, 50].

Underground WSNs have several sensor nodes to judge underground situations 
hiding underground or in caves or mines [44, 36, 37]. To send message from detec-
tor point to central station large number of sink point situated on the earth. 
Concerning utilization and conservation of appliances, a wireless sensor network is 
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costlier than a terrestrial wireless sensor network. For secure transmission towards 
lands, stones, dilute substance and inorganic materials holds below earth detector 
points are more costly materials and it should prefer. Underground WSN utilize 
power, planning, and cost considerations such as terrestrial WSNs. For underground 
WSNs, efficiency is very much essential. Underground sensor nodes have very less 
battery energy as compared to terrestrial WSNs and when installed are very difficult 
to recharge or restore a battery. The important motive is to develop a network effi-
ciency for preserving power that is feasible through secure data transmission 
protocols.

2.2  �Characteristics of the Wireless Sensor Network

WSNs have various important features such as little energy, very small-scale sensor 
nodes, energy harvesting, node collapse, node portability, strong environment, rec-
ognized incidents versatility, node diversity, active network topology, large-scale 
deployment, and abandoned functions [38].

WSNs’ important qualities are:

	 2.1.1.1.	 Utilizing batteries or energy harvesting energy utilization restrictions 
for nodes

	 2.1.1.2.	 Potentiality to control with the node collapses
	 2.1.1.3.	 Portability of nodes
	 2.1.1.4.	 Active configuration of a network
	 2.1.1.5.	 Transmission collapses
	 2.1.1.6.	 Diversity of position
	 2.1.1.7.	 Quality of resistance to a severe atmospheric situation
	 2.1.1.8.	 Very easily accessible
	 2.1.1.9.	 Abandoned functions
	2.1.1.10.	 Energy utilization

2.3  �Wireless Architecture

This architecture contains five layers which are described below:
Physical layer: Decreasing the path loss consequence and shading an enlarged 

authenticity is the goal of this layer. This layer enables link setup, bit transmission 
channel, encoding, frequency sensing, signal creation, and inflation.

Data link layer: This layer guarantees interoperability in inter-node connection. 
It can manage error recognition, multiplexing, continuous data delivery, and avoid-
ance of packet loss.

Network layer: The finest route for secure routing is established by this layer. 
This is in control of forwarding a message from a particular point to base station, 
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point to point, point to the Cluster Head, point to sink, and reverse. LEACH and 
PEGASIS protocols relate the techniques to consume power and to increase sensor 
life. WSNs utilize identity-related protocols for routing, LEACH offers cluster-
based data delivery, and PEGASIS is a chain protocol. To generate an efficient rout-
ing protocol, in WSN, a network node performs as a router, and it utilizes 
transmission mechanism. By encryption and decryption techniques, efficient rout-
ing is secured.

Transport layer: This layer links data transmission with outer networks that are 
interrelated to sensor network of the Internet. It is the one of the challenging 
tasks in WSN.

Application Layer: By securing data transmission to lower layers, this layer 
offers complete output. For the application software to receive efficient results, it is 
responsible for management and data cluster and transmission. Security protocols 
in sensor networks (SPINS) enable data integrity, replay conservation, low cost, and 
semantic security (Fig. 10).

Various implementations are encouraged by WSNs: a few are revolutionary, 
whereas various are virtually necessary. The latter’s applications are unbelievable 
target tracking; environment monitoring; oil, water, and gas monitoring; accurate 
farming; providing chain management; systematic health monitoring; transport 
facility; active volcano monitoring; healthcare application [39, 40]; below-ground 
mining; and human job monitoring.

Fig. 10  IoT level [57]
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2.4  �Network Topology Construction Phase 
with Efficient Processing

The procedure of the application in wireless sensor networks is stopped with sen-
sible data process which includes a way of communication in data transmission 
[41–43]. Data communication obtained from warehouse repository with sensible 
data broadcast with compatible data relative with compatible executions in all sen-
sor exist in the wireless sensor network real time application process management 
executions. In this situation of data communication, we reach our goal for construc-
tion in wireless sensor network application development. We retrieve resources of 
the wireless sensor networks, various types of protocols and algorithms were 
evolved with relative data delivery situated in every node termination [4, 5, 11] 
(Fig. 11).

For each sensor nodes exist in the process transmission wireless networks con-
trol topology. We transmit data transmission in commercial technical development, 
in data delivery of the wireless sensor networks exist in the process communication 
based on the quality of the service and other features exist in the processing applica-
tion development. Topology will be modified its structure every time in all data 
delivery with sensible data delivery exist in the wireless sensor network application 
process. In general, secure data delivery can be possible in wireless sensor applica-
tion development but in those data, exist in the delivery process message broadcast-
ing creates a misbehaving nodes packet dropping in sensible data delivery process. 
In given application processes, successful application of packet dropping is an 

Fig. 11  Network topology construction phase with efficient processing
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important issue. In this chapter, to recognize misbehaving nodes in wireless sensor 
network application processes, we suggest expansion of enhanced adaptive acknowl-
edgement schema with sensible data delivery in process transmission of wireless 
sensor network application development processes. To protect the attacker from 
false acknowledgment packets, we enlarge this through digital signature.

2.5  �IoT Agricultural Network Architecture

From the perspective of agricultural application architecture, it was found that cur-
rent research are more concentrated on the gateway hardware, and the embedded 
gateway middleware application is relatively few on the one hand; on the other 
hand, the AIoT data sharing layer’s research is seriously lacking; each application 
system usually sends the perceived data directly to the AIoT application layer; 
therefore, it is difficult to achieve the effect of further guiding to agricultural pro-
duction for the lack of data mining and analysis. Finally, the chapter discussed on 
further research and application direction of the AIoT technology.

•	 IoT Agricultural Platform
The IoT agriculture network includes both the analytics model and cloud model.

•	 Big Data Analytics
Big data analytics largely involves collecting data from different sources, in a 

way that it becomes available to be consumed by analysts and deliver data products 
useful to IoT-based smart farming. The process of converting large amounts of 
unstructured raw data retrieved from different sources to a data product useful for 
smart farming forms the core of big data analytics. It also determines productivity 
and optimal cost analysis. IoT agricultural network platform is based on big data 
analytics. And this network consists of six components mainly:

•	 Farmer
•	 Farming experience
•	 Analysis of big data
•	 Monitoring and sensing
•	 Storage services
•	 Communication protocol and physical implementation

In IoT, this platform provides a backbone on information such as fertility, climate 
condition, how much moisture is present in the air, online crop monitoring, etc.

In recent years, we can say that agriculture is the backbone of India. Farmers 
select a large number of suitable crops, vegetables, and fruits. The plant plays a 
major role as main source of energy and livelihood. In this chapter, we discussed an 
IoT technology-assisted UAV (unmanned vehicle) procedure-based disease predic-
tion system to identify the disease during its creation in the green ground. This 
system emphases on IoT with machine learning mechanisms to accomplish disease 
prediction process in green fields. Imagga cloud is used for the detection of affected 
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leaf. The leaf can be detected by considering the highest confidence tag value as 
well as its threshold value. The IoT-supported UAV model is basically used to trans-
fer many images to the Imagga cloud. This observes the ground at systematic time 
intervals by taking images from the field. In this chapter, a challenge has been pre-
pared to display the affected leaf by taking the help of machine learning technique, 
so that the wastage of agricultural item can be minimized. The chapter prolonged to 
progress a computerized integrated system to monitor the rice during its production 
as well as its post-production activities in a better way. While some creature hosts 
may give their pathogens a steady scope of internal heat levels, plant pathogens are 
commonly significantly more presented to the components. Natural product infec-
tion will in general react to environmental change; however, various collaborations 
occur among host, pathogen, and potential vectors. At times, the activities of land 
administrators may likewise confuse elucidation of environmental change impacts. 
Some biological agents directly or indirectly affect the plant through plant diseases 
[34]. These biological agents are known as pathogens. Some common pathogens are 
viruses, bacteria, fungi, and nematodes. Besides these pathogens, some non-patho-
genic disease may occur when pH, moisture, and climate are altered with respect to 
environment. From Fig. 18, we are able to know the role of UAV in agriculture.

3  �Cloud and Fog Infrastructure for Data Security

Cloud computing infrastructure is composed up of many components such as stor-
age, hardware, networking, and virtualization, each integrated with one another into 
a single architecture supporting various types of important operations. Proper secu-
rity mechanism is required so that the intruder cannot alter any sensitive informa-
tion (Fig. 12).

As cloud computing in agriculture continues to increase, so too will the number 
of questions about it.

Figure 1 describes a secure steganography-based fog as well as mobile edge 
computing environment. Basically, steganography consisted of two main processes, 
namely, embedding process and extracting process. At some point of the embedding 
method, watermark is embedded into the multimedia records (virtual records). The 
original digital data (multimedia content) will be slightly modified after embedding 
the watermark; this modified data is called watermarked data. At the same time as 
in extraction manner, this embedded watermark is extracted from the watermarked 
facts and recovers the original multimedia information. The extracted watermark is 
then compared with the authentic watermark; if the watermark is identical, it effects 
in authenticated data. During the transmission of the watermarked data over the 
public network through cloud or fog, attacker may tamper the data, and any modifi-
cation in the data can be detected by comparing the extracted watermark with the 
original watermark. The proposed quantum steganography system ensures the 
authentication and security for fog cloud IoT users.

A. Behura et al.
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In this chapter, we discussed the role of Internet of things in smart healthcare 
through wireless body area network. There are many existing algorithms that prove 
better performance. Sensors (retina artificial arm chips) [6–8] inside the retina can 
be embedded to help one blind human being to see once more. For WBAN, the suf-
ferers accompanied by heart disease [9], asthma, diabetes, Alzheimer’s, Parkinson’s, 
and so on can be performed. [10]. Inside conventional programs, there is a necessity 
for sufferers for staying inside hospital, yet WBAN confesses these sufferers for 
continuing through usual everyday schedule of them. It mitigates pharmaceutical 
work cost and also foundation cost. Biosensor nodes choose one route which has 
smallest distance towards sink node as well as absorbs small energy. We can inte-
grate WBAN with cloud technology to improve efficiency, larger performances as 
well as utilities as well as greater reliability and so on, even so this will quiet inside 
its advance phase as well as might possess various oppositions as well as practical 
problems [22]. Thus, here we study dual sink technique utilizing clustering inside 
body area network. This is very important at improving duration of network with 
effectively using nodes battery lifetime. Here, we can get optimized result in terms 
of less collision, faster packet delivery rate, and less sensor node failure rate by 
using a nature-inspired algorithm. In the future, we can optimize [42, 43] by select-
ing efficient cluster head through the help of machine learning and Internet of things 
efficiently. We can learn about WBAN from Figs. 13, 14, 15, 16 and 17; Table 1)

•	 Efficient saturated information storing and retrieving: WSNs are visualized to 
give global sensation of data, reserve, and satisfy supplying facility in context 
with global computing. A growing saturated network saving information as well 
as recovery technique has been presented newly for the reason of secure data 
management. Therefore, large experimental attempts have been given in such a 
problem.

Fig. 12  Architecture of security system [2]
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•	 Secure data aggregation: In various applications, for the reason of deducting the 
transmission cost and efficiency expenditure in data collection, the raw data felt 
by each and every sensor should be combined. In this dissertation, we learned 

Fig. 13  Various types of attack

Fig. 14  Representation of various types of cyberattacks
a) Denial-of-Service attack
b) Spoofing and Sybil attacks
c) Jamming attack
d) Man-in-the-middle attack
e) Selective forwarding attack
f) Malicious input attack

A. Behura et al.
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about event boundary detection which is an important form of data collection. 
Therefore, as required by the given applications, data aggregation in WSNs can 
be of different forms. Each different type of data collection may need personal-
ized efficient communication techniques. So, in order to deduct the complexity 
of the protocol stack, general techniques should also be grown. Various research 
should be created along this area.

Fig. 15  Types of attack surface

Internet of Things: Basic Concepts and Decorum of Smart Services
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•	 Privacy-aware security services: Recent security research in WSNs seldomly 
judge privacy problem. Therefore, in various applications, information and net-
work transmission confidentiality can be a large problem. Privacy-aware security 
services should be again enlarged as WSNs are visualized to become more and 
more extensive.

Here we will discuss about various types of anomolies in the field of WSN. These 
anomalies are elaborately classified below:

Fig. 16  IoT architecture for smart healthcare [1]

Fig. 17  WBAN architecture [55]

A. Behura et al.
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Table 1  Difference between IoT security and IoT forensics

Internet of Things: Basic Concepts and Decorum of Smart Services
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Table 1  (continued)
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Fig. 18  Possible disease symptoms on plants with the help of UAV [59]

•	 Attacks on confidentiality and legitimacy: confidentiality and legitimacy of 
transmission paths should be secured by decryption methods from packet replay 
anomalies, eavesdropping, and changes of data packets.

•	 Attacks on network availability: Denial-of-service (DoS) attack are called attacks 
on availability. This chooses all layers of a sensor network.

•	 Stealthy attack against service integrity: the aim of the attacker in a stealthy 
attack is to create the network to receive an incorrect data value. For example, 
through the sensor node, a hacker encompasses detector point and inserts an 
incorrect message.

Having the detector network accessible for its deliberate work is necessary in 
these attacks. DoS attack is very dangerious for WSN should allow day today actual 
problem to our body and security of human being. Any effort to dispose, disturb, 
and ruin the networking system is generally known as denial-of-service. Moreover, 
incidents which eradicate system strength to carry out the involvement can be a 
DoS attack.

The network layer of WSNs is unsafe because of various types of attacks.

•	 Transport Layer Attacks
Transport layer attacks which can be launched in a wireless sensor network involves 
de-synchronization and flooding attacks.

Internet of Things: Basic Concepts and Decorum of Smart Services
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•	 Node Replication Attack
A hacker or intruder appending it’s connecting points with a survived wireless net-
work in this type of attack by replicating identification number with existing sur-
vived point in networking. For a given sensor network, we would like to detect a 
node replication attack, i.e., an attempt by the adversary to add one or more nodes 
to the network that use the same ID as another node in the network. Ideally, we 
would like to detect this behavior without centralized monitoring, since centralized 
solutions suffer from several inherent drawbacks (see Section 3.1). The scheme 
should also revoke the replicated nodes, so that nonfaulty nodes in the network 
cease to communicate with any nodes injected in this fashion. We evaluate each 
protocol’s security by examining the probability of detecting an attack given that the 
adversary inserts L replicas of a subverted node. The protocol must provide robust 
detection even if the adversary captures additional nodes. We also evaluate the effi-
ciency of each protocol. In a sensor network, communication (both sending and 
receiving) requires at least an order of magnitude more power than any other opera-
tion [14], so our first priority must be minimizing communication, both for the 
network as a whole and for the individual nodes (since hotspots will quickly exhaust 
a node’s power supply). Moreover, sensor nodes typically have a limited amount of 
memory, often on the order of a few kilobytes [14]. Thus, any protocol requiring a 
large amount of memory will be impractical [3].

•	 Attacks on Privacy
As spontaneous data assembling through systematic and deliberate deployment of 
sensors is feasible for WSNs, it is at risk to the abundant resources. In a WSN, 
secrecy maintenance of delicate data is an especially very tough challenge. However, 
to obtain sensitive data, a challenger may collect apparently safe data and finds for 
combining information gathered through various detector points.

	 (i)	 In mobile computing and wireless research methodology, WSN is attracting 
more interest over the last decade. Use of wireless network is abundant and is 
increasing a lot such as in strategic battlefield. Anyhow, these networks are 
unsafe to various security threats because of their saturated nature and imple-
mentation in rural areas, which can directly influence their result.

	 (ii)	 In Wireless Multimedia Sensor Networks (WMSNs), various components are 
responsible for the outline in networking system. It is permitted for the 
transmission of many streams of theory. The pattern of a WMSN is basically 
affected by various constituents, which are described in this part.

	(iii)	 There are various necessities to the large area of implementations predicted on 
WMSNs. The availability of inexpensive hardware such as CMOS cameras 
and microphones that can ubiquitously capture multimedia content from the 
environment has fostered the development of Wireless Multimedia Sensor 
Networks (WMSNs) i.e., distributed systems of wirelessly networked devices 
deployed to retrieve video and audio streams, still images, and scalar sensor 
data. WMSNs will enable new applications such as multimedia surveillance, 
traffic enforcement and control systems, advanced health care delivery, struc-
tural health monitoring, and industrial process control. Many of these applica-
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tions require the sensor network paradigm to be re-thought in view of the need 
to deliver multimedia content with predefined levels of quality of service (QoS).

QoS-compliant delivery of multimedia content in sensor networks is a 
challenging, and largely unexplored task. First, embedded sensors are con-
strained in terms of battery, memory, processing capability, and achievable 
overall rate, while delivery of multimedia flows may be a resource intensive 
task. Secondly, in multi-hop wireless networks the attainable capacity of each 
wireless link depends on the interference level perceived at the receiver. 
Hence, capacity and delay attainable at each link are location dependent, vary 
continuously, and may be bursty in nature, thus making QoS provisioning a 
challenging task. Lastly, functionalities handled at different layers of the com-
munication protocol stack are inherently and strictly coupled due to the shared 
nature of the communication channel.

In our work, we look at cross layer design of WMSNs with the unique 
requirements of multimedia content in mind. In recent years, there has been 
intense research and considerable progress in solving numerous wireless sen-
sor networking challenges. However, the key problem of enabling real-time 
quality-aware video streaming in large-scale multi-hop wireless networks of 
embedded devices is still open and largely unexplored. We look at a variety of 
ways to solve some of these problems. With a very lengthy period of time 
flowing, these data is created and need assisted message forwarding. Therefore, 
a powerful base is needed to carry out QoS and evaluate application-specific 
needs. Concerning a union of bounds on power utilization, accuracy, authen-
ticity, delay, tampering, or network lifetime, these demands may exist to more 
domains and can be demonstrated with others.

	(iv)	 Large data flow rate: Generally, video data needs data flow rate which is a 
magnitude greater and carried out with presently obtainable detector. Data 
rates such as one order of magnitude greater may be needed for high-end mul-
timedia sensors, with equivalent energy consumption. So, it requires to be 
supported with a large amount of data with less energy utilization method. 
With regard to UWB (ultrawide band), delivery mechanism appears especially 
favorable for WMSNs.

	 (v)	 Power consumption: In WSNs, Power consumption is a basic involve in tradi-
tional wireless sensor networks. Multimedia applications generate large 
amounts of information, which need efficient data delivery powers with large 
computing.

	(vi)	 Multiple media coverage: In specific video sensors, various multiple media 
detectors have greater sense power. Tiny wireless devices and the enormous 
growth of wireless communication technologies have already established the 
stage for large-scale deployment of wireless sensor networks (WSNs). A typi-
cal WSN consists of a large number of small, low-cost sensor nodes, which are 
distributed in the target area for collecting data of interest. Most of the time, 
WSN is used for monitoring, tracking and event management related applica-
tions. WSN is not a new topic as many inventions have been done and count-
less applications have been successfully implemented.
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Normally, a multimedia sensor device includes a sensing unit, processing 
unit (CPU), communication module, co-ordination sub-system, storage unit 
and an optional mobility/actuation unit. Sensing units usually have two sub-
units: sensors [digital micro cameras, microphones and/or scalar sensors (for 
example, temperature sensors, humidity sensors, fire sensors, pressure sensors 
and gas sensors)], and analogue to digital converters (ADCs). Most of the sen-
sors generate analogue signals which should be converted into digital form by 
using ADCs as these are to be fed into the CPU. The CPU executes the system 
software in charge of coordinating sensing and communication tasks for sig-
nal processing, and it is interfaced with a storage unit. A communication Tx/
Rx module interfaces the device to the network. In many applications, it has 
been observed that around 70 per cent of the battery is consumed for trans-
ceiver processes and the remaining 30 per cent consumption includes compu-
tational tasks, signal processing, co-ordination systems and sensor sub-units.

A coordination sub-system coordinates the operation of different network 
devices by performing various tasks, such as network synchronisation and 
location management. A mobility actuation unit can enable the movement or 
manipulation of objects, like motor, to track the object. The whole system is 
powered by a compact power unit that may be supported by an energy-scav-
enging unit, such as solar cells. Table II gives an overview of the features of 
hardware platforms for WMSNs.

	(vii)	 Connecting other wireless technologies: By corelating regional “islands” of 
sensors through different Wi-Fi schemes, sensor networks must be added. 
Without giving up on the reliability of the performance, this is necessary to be 
secured within each and every individual technology. When the network is 
used for various mission-critical applications, this problem is very dangerous 
like that in a strategic battlefield. In real-life deployment scenarios, accidental 
collapse of nodes often occurs. Traditional security mechanisms with large 
overhead of computation and transmission are impossible in WSNs due to 
resource constraints in the sensor nodes (Table 2 and Figs. 16, 17 and 18).

•	 Irrigation Monitoring System
Older irrigation technologies led to a lot of water wastage, discouraging people to 
take up farming, particularly in a parched area like Dhanbad, despite owning lands 
and forcing them to migrate to other cities for employment. The project will help 
those with less farming skill in coming out with a more proficient way of irrigation 
with the sprinkler system. Temperature, moisture, and humidity readings are con-
tinuously monitored using sensors and are managed by the AgroPro app, which is 
available for download on the Google Play Store.

“The automatic soil monitoring and irrigation system will help farmers tackle 
water management issues and enhance the crop yield thereby generating means for 
their livelihood. We had conducted a survey last September and got to know about 
the problems faced by farmers. This helped us in developing the project to address 
their issues,” said Ranjan. The basic setup costs around Rs 10, 000 for 21, 000 
square feet of land. The solar-powered smart irrigation system aims to provide an 
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Table 2  Comparisons between cloud computing, edge computing, fog computing, and mist 
computing
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IoT solution in automating the watering process using an Arduino-based microcon-
troller and sensors. It is an energy-efficient and eco-friendly system that generates 
electricity from photovoltaic cells to supply water to the plants from water pumps. 
The watering process is driven by the moisture content of the soil using sensors. 
Threshold limits are set for soil moisture sensor to ensure efficient and effective use 
of water resource. The main microcontroller unit controls the system whenever the 
sensor is across threshold value. Also, the system has built-in temperature and 
humidity sensors to monitor the climate condition on a specific environment. 
Another sensor is implemented to measure the water tank level which serves as stor-
age capacity that supplies the water to the system. With the integration of IoT, auto-
mated irrigation can be easily accessed and remotely monitored over a mobile 
application through a wireless communication device. With these smart irrigation 
techniques, it replaces the traditional irrigation system that helps decrease manual 
intervention and mistakes.

4  �COVID Handling Using IoT

To minimize the spread rate of the fatal COVID disease, scientists are trying and 
doing research to identify disease-affected persons. From Figs. 19, 20 and 21, we 
came to know about the architecture of the process, fog computing framework, and 
customer registration process. The number of infected as well as suspected people 
can be found by using this method nationwide. There are many terminologies used 
here, which we will discuss below:

•	 ARC: Automatic Risk Checker (ARC)
•	 CA: Cloud Application

Fig. 19  Application of COVID system overview [58]
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Fig. 20  Fog computing framework [58]

•	 SUDUN: Suspected User Data Uploader Node
•	 UERC: Unique Encrypted Reference Code
•	 RUERC: Rotational Unique Encrypted Reference Code
•	 BLE: Bluetooth Low Energy Technology

5  �Conclusion

IoT is a technology that provides a platform where a network of devices can com-
municate, explore data, and practice information manually to cater to the needs of 
individuals or organizations. Enabling autonomous interaction between the inter-
connected devices and objects gives rise to another emerging interdisciplinary area 
as well as influencing new paradigms on the Internet. Among the other extension of 
IoT, Internet of behavior is the recent one and can be compiled under fields like 
technology, data analytics, and behavioral science.

This chapter’s objective is to explore the concepts and applications related to 
Internet of things with the vision to identify and address its behavioral applications 
focusing into decisions, intensifications, and companionship while using the tech-
nology in healthcare solutions, agriculture and supply chain, industry, and other 
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Fig. 21  Registration process of the user [58]

A. Behura et al.



33

smart applications. Due to this all-in-one embedded nature of IoT and its behavioral 
applications, its architectural design, implementation, operational manageability, 
and maintenance are raising numerous prevalent concerns that serve as challenges 
for researchers and academicians (Fig. 22).
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