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The Means Justifies the End?
Digitalization and Sustainability
as a Social Challenge. A Plea
for an Integrative View

Tim A. Herberger and Jörg J. Dötsch

1 Initial Situation

It is still not so long ago. Even in the second half of the last century, there was no
shortage of forecasts predicting a bright future for workers in the developed world as
a result of the use of new technologies, especially automation: higher productivity
with considerably less working time and, of course, more time for the essential
things of life. Whatever that was. Anyone who dares to take a look at only slightly
earlier prognostic efforts will not be able to avoid a smile in view of the visionary
omnipresent use of the internal combustion engine. And we haven’t even mentioned
the role models assigned to the meaningful use of efficiency and time gained. Be that
as it may, this much is certain: where technical possibilities lead in interaction with
economic and social developments has always been surprising in the end.

The fact that the social sciences have become aware of this phenomenon at all is,
in any case, relatively new in its breadth. This has not only to do with the acceleration
of technical development per se, which is perceptible within less than a generation,
but also with its scope and with the increasing technical and social complexity. The
first decades afterWorldWar II brought reflection on the importance of technology to
a wider audience, which eventually found expression in political movements. Before
then, it did not seem generally required, nor was it widely known, to reflect on,
for example, “the limits to growth” (Meadows et al., 1972) and to perceive global
developments as the result of human action, not human design, in the context of
man-made technology as phenomena affecting everyone. However, today it seems
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that we are less in control of the situation than ever before. The nuclear physicist
and philosopher Carl Friedrich von Weizsäcker saw one of the reasons why man is a
spectator of development and a technical actor at the same time in the fact thatmodern
technology is—still—“untechnical”: because it has not sufficiently understood what
technology actually is, namely a means to an end. He justified the danger emanating
from technology in the atomic age in such a way that until now technology had been
an end in itself or a means to an end of particular interests, of economic or political
power. And he concludes from this in general: “A culture cannot be robust whose
means are by a scale better developed than the consciousness of their ends” (1977,
104, own translation). This statement is perhaps more relevant than ever today, at the
beginning of the digital age, when sustainability is one of the most important issues
worldwide.

However, technical development has not only accelerated even further since then.
Digitalization as applied IT—technology!—brings with it a completely new dimen-
sion. It has exponentially increased the technical possibilities at all levels. And this
can be experienced directly. Digitalization permeates every niche of our perceived
reality. It is not for nothing that it is mentioned in the same breath as the term trans-
formation—and it is immediately apparent to everyone that the two terms are indeed
inseparable. No digitalization without transformation. The pandemic of 2020 has
made it abundantly clear that life without digitalization, at least in the developed
economies, would simply no longer be conceivable. However, this fact is by no
means self-evident.

2 Digitalization, Digital Transformation
and Sustainability—An Attempt at Definition

It has long been recognized that digitalization and digital transformation are among
the greatest challenges facing business and society today. But do we even adequately
understand the processes triggered by this technology? Are we sufficiently aware of
the interrelationships of various social subsystems that are undergoing radical change
as a result of digitalization? Do we know how to use the potential of digitalization
in such a way that it serves the long-term good of our societies and does not take on
a life of its own in the service of particular interests? Or is this technology by a scale
better developed than our consciousness of its ends? This question is neither aloof
nor is it trivial. People around the world are more aware than ever of the fact that they
are facing a whole series of challenges globally, challenges that have been caused
by humans as technical actors, but which have not been planned by anyone. Just
think of the threats to our natural environment, biodiversity and climate. Efforts for
sustainability, the preservation of our natural habitat with all its diversity or climate
protection are high on the agendaworldwide. If digitalization denotes such a technical
option that potentiates the possibilities within different technical and economic fields
and thereby changes societal partial systems, then it is of greatest general interest
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to gain clarity on how to work towards sustainable development. Thinking about
digitalization must include thinking about sustainability.

What does this mean exactly? There is actually no single definition for sustain-
ability. It is a purely relational concept that can in principle be applied to all kinds
of object areas when goals of certain actors have to be brought into a long-term,
balanced relationship with the goals of other actors. Economic goals, such as the
profit intention of companies, can accordingly be evaluated in a context with, for
example, social goals, environmental goals or governance goals (ESG-goals). In this
context, the term goes beyond conceptualizing the circle of stakeholders as broadly as
possible. Nor is it a matter of considering competing goals as complexly as possible,
but rather—also quite selfishly—of integrating the temporal horizon of all stake-
holders as thoroughly as possible: it must be in the interest of every company to still
be able to generate profits the day after tomorrow. The enormously rapid develop-
ment of technology, as we have already briefly theorized above, has made this view
increasingly problematic in times of ever more intense competition and leads to
tensions in managerial decisions (Wasieleski et al., 2021, 6). Sustainability is hence
always about values, organizations, and institutions (see Dedeurwaerdere, 2014, 1).
Sustainability is about awareness (see e.g. Hildebrandt, 2020). And “Sustainable
development” is therefore not by chance an inflationaryly used pair of terms in the
course of the observably massively accelerated global development since the 1980s
at the latest. In the well known “Three Bottom line”-framework sustainability means
a harmony of economic, environmental and social objectives. However, achieving
precisely this harmonybetween three threefields is a challenge in practical implemen-
tation, because it also involves harmonizing the different motivations and interests
of various stakeholder groups (see e.g. Wissenschaftliche Dienste des Bundestages,
2004). In this context, leadership can prove to be an important competence to achieve
this harmonization. It does not seem inappropriate to us to take up the concise defi-
nition of the International Institute for Sustainable Development here as a working
definition: Sustainable development means to meet “the needs of the present without
compromising the ability of future generations to meet their own needs” (IISD,
2020). That sounds nice, and it makes the problem blatantly obvious: a high-tech
start-up of three people will not be able to include all future generations in its daily
struggle for survival; a conglomerate constituted as a stock company will not always
want to. Neither the one nor the other is completely avoidable—but the fact that
digital technology will provide even more acceleration and change in this context is
undisputed. So it’s obvious: digitalization actually only makes an understanding of
the possibilities and necessities of sustainable action even more urgent. But where
to start? If we want to find a meaningful approach, we first need to be clear about
what digitalization actually means.

However, this project still faces considerable difficulties. Even though the current
inflationary use of the terms “digitalization” and “digital transformation” documents
a strong awareness of the problem, they remain vague on the one hand, and on
the other hand there is no uniform nomenclature at all or an appropriate definition
that would enable understanding across disciplines. The relationships between the
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terms remain unclear. The only thing that is agreed upon is that they are particu-
larly important matters. Rather, there is merely a framework of different views and
partial aspects to be differentiated from one another. While digitalization is under-
stood to mean the introduction of new solutions based on digital technologies, digital
transformation addresses the implementation induced by digitalization and the asso-
ciated challenges as well as the changes resulting from digitalization compared to
the initial situation, which ultimately determines the consequences for the stake-
holders also beyond the implementation issue (Herberger & Zoll, 2020; Hess, 2019).
Consequently, digitalization and digital transformation as terms can be placed in a
chronological sequence: digitalization (e.g., of a processmodule step) is the first step,
heralding the change of a state. Digitalization is followed by digital transformation
in the form of a transformation process that ultimately leads to fundamental changes
in a business model (e.g., by replacing activities previously performed by humans
with IT-based processes) and in extreme cases, it can even lead to the obsolescence of
the business model. This, of course, inevitably leads to spill-over effects on societal
systems (Herberger & Zoll, 2020).

How intensively a business model competes in an industry can be illustrated
based on Porter’s “Five Forces”-model (Porter, 1980). The question here is how
digitalization, digital transformation and sustainability are taken into account in this
model. It originally describes the intensity of competition in an industry, which is
determined by the influence of the “threat of substitutes,” “intensity of competitive
rivalry”, “threat of entry”, “bargaining power of suppliers” and “bargaining power of
buyers/customers”. Intuitively, it would be quite obvious to integrate e.g. digitaliza-
tion into themodel as a “new” sixth force as a possible extension of the originalmodel,
since digitalization and the ability of companies to adapt to it as part of the digital
transformation have a lasting impact on the intensity of competition in this industry.
However, this would overlook the fact that digitalization is not a player (force) in
its own right in the competition within an industry or emerges from the interac-
tion of players (forces) as an independent force. Rather, digitalization is a factor by
which all forces or players are equally affected. It is the same with sustainability and
corresponding efforts.

Let us first look at the five forces successively. Digitalization as a form of technical
change is accelerating change both on the supplier side,with a view to the faster devel-
opment of new products, and on the customer side. Customer behavior is changing
faster, and the Internet is making markets more transparent. In addition, uncertainty
is growing in every industry, because superior substitute products can be expected not
only from the best in the industry, but also from companies completely outside the
industry as digitalization progresses. The “threat of substitutes” is growing exponen-
tially and disrupting all conventional concepts of industries. Moreover, sustainability
considerations are increasingly coming under time pressure.

The industry-disrupting power of digitalization is clearly visible to customers, as
there are more and more diverse products from new companies. This clearly shows
that not only has the “intensity of competitive rivalry” grown considerably, leading to
price reductions in many areas and the shrinking of certain industries; the parameter
of the “threat of entry” also has a completely different dimension than it did just a
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few years ago: For tech-giants as google or apple, the automotive industry seems to
be ‘just one click away’.

The parameters of the bargaining power of suppliers as well as the bargaining
power of buyers/customers are also undergoing fundamental change across indus-
tries: new dimensions of market transparency, substitutability and the sheer growth
of digitally well-positioned players are putting tried and tested concepts from theory
and practice under pressure. In the age of the platform economy, supplier-customer
relationships are sometimes based on a completely new foundation.

The fact that this is not merely a shift, but a qualitative change, is made abundantly
clear by the strategy types of differentiation, cost leadership or focus developed in
Porter’s approach: none of the strategies is conceivable without meaningful use of
digitalization. A digitally well-positioned company will master all strategy types,
even if it is foreign to the industry.

Therefore, digitalization, digital transformation and sustainability in economic
activities (e.g. industry competition) are not to be interpreted as “new” forces in their
own right or as an expression of existing forces (e.g. threat of substitutes), but rather
as cornerstones of a canvas in front of which competition takes place. The reason
for this is that all three concepts influence the existing forces in equal measure and
thus change the industry as a whole and also the competition there at the same time,
which is ultimately also due to the fact that both the existing forces and the canvas are
interrelated.

In order to successfully counter these fundamental background changes within
an industry as well as the social spill-over effects, special management areas such
as change management (e.g. Lewin, 1947) and the corresponding leadership effects
(e.g. Kotter, 1996) are receiving increased attention.

3 Our Interdisciplinary Approach

This volume is basically the result of a multi-day international conference held in
Budapest, Hungary, in the fall of 2020 with the generous support of the Hanns
Seidel Foundation at the Andrássy University. In times of pandemic, the conference
became a tangible example of its own subject matter: it took place online, contrary
to the original plan. On the one hand, the conception of the event was aimed at
gaining clarity about the phenomenon of digitalization and digital transformation,
and on the other hand, it had the goal of helping the discourse reach a higher level
of constructiveness in light of the increasingly urgent need for sustainability.

This is a concern of particularly high social relevance. After all, societies can
only achieve sustainability if the awareness of their means is better developed than
the means themselves. However, since digitalization is changing the most diverse
areas of the economy and technology and thus also has an overarching impact on all
social subsystems, this also had a direct impact on the discourse-oriented design of
the event. It is not possible to proceed nominalistically and work through individual
problem areas on the basis of a synthetic concept of digitization. In order to make
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progress here, two things are essential: On the one hand, it is necessary to adopt a
cross-disciplinary perspective in order to capture the complexity of the phenomenon
and to develop meaningful insights from there. On the other hand, it is imperative to
include practice as much as possible to open the protective zone of academic work
to initiate a problem-oriented, fruitful conversation. Accordingly, these two aspects
have been the guiding principles of the present volume, and we hope that it will
not only reflect the vital exchange across borders of the conference, but also further
promote it.

Accordingly, by presenting a selection of the papers submitted for the conference,
this volume aims to address the opportunities and risks of digitalization and digital
transformation for our global economy in a structured manner, taking into account
as many aspects as possible. In concrete terms, this means including micro and
macro level and combining practice and theory in a meaningful way. This also means
creating space for disciplinary different approaches as well as for both, scientific or
practice-oriented contributions. Experts from the field identify and critically analyze
areas of tension and development potential in connection with new business models
and sustainability efforts in our society. This claim results in the structure of the
volume, which covers four subareas:

First, the possibilities offered by the new technologies and the challenge they
pose to public regulation are discussed. Jona Stinner and Marcel Tyrell focus on the
emergence of crypto-currencies, their technical basis, their perception and their role
in relation to traditional currencies. The contribution of Piotr Kasprzak deals with
tokenization of residential real estate assets as an element of the process of a financial
paradigm shift.

The second part deals with the possibilities of digitalization for public welfare.
Martina Eckardt uses an Evolutionary Economics approach to information and
communication technologies for discussing the impact of ICT on policies, poli-
tics, and polities. Jens Geißler’s contribution brings globalization, digitalization and
sustainability in his focus on the role of Digitalization in Providing Health Care and
Health Insurance Coveragein developing countries together.

The third part focuses onmanagement challenges arising from the current changes.
This concerns the key competence of leadership, new requirements and possibilities
for Corporate Social Responsibility and the transformation of public management.
As already indicated above, digitalization is always a very concrete challenge for
management.We have tried to take this into account asmuch as possible by providing
one section for “Managerial Issues in Theory” and one for “Managerial Issues from
a Practical Perspective”. The first section opens with Erik Pelters’ contribution. Enti-
tled Corporate Digital Responsibility, Understanding & Applying, it examines the
ethical dimension implicit in the term “sustainability” from a practical perspective.
Katja Posselt discusses the transformation processes taking place in the field of public
administration and includes the challenge of the COVID-19 pandemic in her review.
Sonja Sperber analyses the connection betweenmanagerial influence and innovation,
which is central to competitiveness in the global economy. The section “Managerial
Issues from a Practical Perspective” provides concrete impressions and considera-
tions froma consistent practical perspective. The object areas discussed here are again
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oriented to the overall concept and come on the one hand from the area of academia
(Jürgen-Matthias Seeler et al.), in which without a doubt a profound change is taking
place, and on the other hand from the practice. Angelika Kölle discusses the latter
and focusses on the question of “Digital Sustainable Leadership”.

Although the fourth section is the last, it should not be understood as the
concluding or closing section. It, too, seeks to express the cross-cutting impact
of digitalization, digital transformation as well as sustainability. This is also what
its title strives for, addressing the multidimensionality of “analytics” in the age of
digitalization. The first contribution by Zoltán Bánhidi, Imre Dobos and Madina
Tokmergenova is devoted to the problem of measuring and ranking the phenomenon
of digitalization—and directs attention to a part of the globe that one associates
only to a limited extent directly with digitalization: Russia. Tim A. Herberger and
ChristophLitke explore the “Impact ofBigData and SportsAnalytics on Professional
Football” by means of a “Systematic Literature Review from a Sports Management
Perspective” and thus also establish the connection between academic systematics
and a section from practice, which inspires masses with an analog game. Daniel
Lorberg and Holger Janusch take an overarching, political scientific perspective with
their contribution “Digitalization, Transnationalization and the Transformation of the
Global Economy: A Historical Explanation” and also contribute an ingredient to the
interdisciplinary recipe of this volume.

As the very essence of this volume, all subsections ultimately contribute to the
creation of an expedient interdisciplinary basis for further research into the concepts
of digitalization, digital transformation and sustainability. It becomes apparent that
these terms do not simply run parallel to one another but are mutually dependent and
ultimately also need to be orchestrated together. Who is the conductor? Ultimately,
this should be all of us, all stakeholders in societal systems, because ultimately, we as
humans will always be the analog anchor and thus the interface between the digital
and analog worlds. The latter, after all, must be managed in a particularly sustainable
manner.
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The New World of Blockchain
Economics: Consensus Mechanism
as a Core Element

Jona Stinner and Marcel Tyrell

1 Introduction

Roughly a month following Lehmann Brothers’ bankruptcy at the peak of the finan-
cial crisis in autumn 2008, a brief article, titled “Bitcoin: A Peer-to-Peer Electronic
Cash System”, appeared in a cryptographic mailing list. Its pseudonymous creator,
Satoshi Nakamoto, envisioned an electronic cash network as an alternative to the
traditional financial system, which at that time faced existential distress (Nakamoto,
2008). Inconspicuous at first glance, the whitepaper paved the road to the first cryp-
tocurrency “Bitcoin”, presently valued with ≈$40,000/BTC (January 2021) and a
market capitalization of nearly $1 trillion.1

Bitcoin is an explicitly decentralized, digital peer-to-peer network, which allows
participants to exchange financial value in the form of virtual currency tokens
(Nakamoto, 2008). Such tokens combine the benefits of a digital settlement infras-
tructure with some qualities commonly associated with cash, including third-party
anonymity, quick payment finality, small transaction costs and mutual exchange
between parties, however, and that is important, without the (direct) involvement of
any intermediary as trusted third party.2

Transferring these properties to a purely digital currency has historically been
challenging, as illustrated by the juxtaposition with cash: First, cash transactions

1 Data from https://cryptoslate.com/coins/, accessed in January 2021.
2 See Narayanan et al. (2016) for one of the earliest comprehensive descriptions of PoW-consensus.
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can be easily processed and verified between any physically present individuals.
Instead, digital accounts are at constant risk of fraudulent access (i.e., cyber-attacks),
requiring enhanced validation processes. Moreover, digital processing needs a medi-
ating provider, who adjusts the accounts according to the initialized transfer and
manages the underlying infrastructure. Second, digital settlement often induces a
delay between goods provision and payment finality.3 This delay exposes the seller
to risks if payment reversibility is a feasible option, whereas cash transactions guar-
antee conclusive compensation. Third, electronic files can be duplicated effortlessly
and at negligible costs. If unrestricted, this allows individuals to inflate the currency at
will and spend amounts multiple times (referred to as “double-spending-problem”)
(Berentsen & Schär, 2018). While central banks have developed anti-counterfeit
features to prove the authenticity of cash, guaranteeing this quality for electronic
money is a non-trivial exercise (Deutsche Bundesbank, 2017).

The advent of modern asymmetric cryptography provided solutions to validate
the legitimacy of digital communication (e.g., Hellman, 2002; Naor & Yung, 1989).
Providers of virtual payment systems employed those innovations to ensure reliable
account access and validate transfers, thus overcoming the first described obstacle of
a trusted validation. But to counteract the double-spending problem, earlier imple-
mentations of electronic cash4 and conventional monetary and payment systems had
to rely on a central intermediary as trusted third party. However, as became apparent
in the cause of the global financial crisis (i.e., the collapse of Lehman Brothers 2008),
centralized systemic relevance of a single or profoundly connected set of entities can
cause undesirable externalities and substantial problems.

In contrast, Bitcoin bypasses the requirement for a trusted third party by (i)
removing the autarchy of a central record keeper in favor of a publicly shared ledger;
and (ii) shifting system stewardship to a set of anonymous and widely distributed
nodes. Record-keeping and transaction settlement in the Bitcoin network is built on
a novel digital infrastructure, termed “blockchain”. A blockchain is a cryptograph-
ically secured, distributed ledger that is copied a thousand-fold across any network
member willing to download and operate it. Each copy of the blockchain stores a
complete history of transactions in an interlocked chain of blocks, according to the
rules of an underling protocol (Nakamoto, 2008).

Some nodes, called “miners”, perform the process of altering the record when
new transactions are initialized in the network. Miners verify and bundle pending
transactions into block candidates in a cryptographically robust way and broadcast
them to the network. Other nodes express their acceptance of a valid candidate, by
appending it to their version of the ledger and continuing on the expanded sequence
(Böhme et al., 2015). This process allows the network to exchange transactions
in a continuously enlarging ledger. However, to provide a solution for the double-
spending problem (and obtain a genuinely decentralized ecosystem) the network
must consent upon a unique state of ownership among the arbitrarily distributed
participants and numerous copies of the ledger. Nakamoto’s core innovation is the

3 In particular, if multiple entities are involved such as in an international money transfer.
4 E.g., DigiCash or e-gold.
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incentive mechanism under which this decentralized process operates (more or less)
frictionless.

Bitcoin’s consensus protocol replaces trust in a central entity’s honesty with cryp-
tographic principles and economic incentives, designed to align participants’ selfish
economic interests with collectively intended behavior. Such a protocol is funda-
mental to the architecture of each permissionless cryptocurrency, but some advance-
ments have been made regarding its specific technical and economical design. In
fact, the invention of Bitcoin initiated the formation of a universe of currently≈2500
cryptocurrencies with significant proliferation and substantial heterogeneity in the
approaches to obtain consensus (Irresberger et al., 2020).

This article aims to illustrate the fundamental structures of two of the prevailing
consensus protocols, namely proof-of-work (PoW) and proof-of-stake (PoS), and
to highlight some important distinctions. In particular, it describes how the rules
stated in each type of protocol enable the members of a self-sufficient cryptocur-
rency to coordinate to and agree on a unique state of ownership. Section 2 describes
proof-of-work, which gained considerable attention as the first functional consensus
protocol in a decentralized ledger technology. Since their evolution is closely
related, Sect. 2 includes Bitcoin as an example of an applied PoW mecha-
nism. Section 3 continues with a short description of one widely discussed alter-
native, the so-called proof-of-stake mechanism. In Sect. 4 we point to some
nonstandard consensus protocols, particularly the group of committee-based-
consensus/Byzantine Fault Tolerance mechanism and provide concluding remarks.

2 Proof-of-Work Consensus

A consensus protocol consists of a set of rules that, when applied collectively,
formalize the conditions under which new transactions are attached to the ledger
of a decentralized payment system. By design, network participants are strongly
encouraged to follow the specified rules, as conformity maximizes individual gains
and is thus in their best interest (Huberman et al., 2017). To understand how the PoW
mechanism of a blockchain creates such a precondition, we examine its constituents
with regard to the most prominent example, the Bitcoin network.

The transfer of virtual currency in the Bitcoin network is organized as follows:
A participant willing to conduct a transaction broadcasts to the network that another
wallet address should be the new owner of a specified amount of Bitcoins. Public-key
encryption guarantees the sender’s legitimacy and integrity of the encrypted transfer
information when the initialized order is distributed among the network members.
Slightly simplified, the underlying principle is based on a cryptographic pair of keys.
The public key identifies a specific Bitcoin address (i.e., comparable to an account
number) and is apparent to all network members. The owner of the address keeps
the private key secretly (i.e., analogous to an account password). When initializing a
transfer, the owner uses the private key to assign a digital signature to the transaction
message before spreading it across the network. Any network member is able to
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decipher the signaturewith the respective public key and inspect or alter the contained
information at will. However, restoring the signature requires the private key, which
is solely known by the owner, rendering the message invalid in case of (malicious)
modifications. Hence, a valid signature proves both the sender’s authenticity and the
immutability of the contained information (Schär & Berentsen, 2020).

To append transactions to the blockchain, miners collect pending messages,
verify the signature’s validity, and include them into a block candidate. In order
to become accepted by other peers (and subsequently be included in their version of
the distributed ledger), block candidates must (i) contain only valid transactions and
(ii) correspond to the target of a difficulty criterion, as explained shortly. The stan-
dardized integration of public-key authenticationmakes it straightforward for miners
to meet the first condition. The second condition, however, intentionally provokes
substantial effort in the form of repeatedly operated hash computations. The devoted
work and associated costs are essential for maintaining the network’s trustworthiness
and security. However, before examining this implication in more detail, the hashing
operation has to be described in more detail.

A cryptographic hash is the output of a one-way function that transforms an
arbitrary length input into a fixed-length value.5 Some properties of hash values
make them particularly useful for the application in cryptocurrencies: First, a hash
value uniquely identifies the input (somewhat analogous to a digital fingerprint).
Even infinitesimalmodifications of the input lead to a substantially and unpredictably
different hash value. Second, hash values are drawn from an astronomically large
distribution of possible manifestations. Hence, it is stochastically implausible to
receive a colliding value for non-identical inputs. Third, hash functions are non-
invertible, i.e., it is infeasible to reconstruct the input if only the hash is visible.
Conversely, due to the quasi-random transformation of the function, it is impossible
to selectively customize the input to obtain a desired output (Al-kuwari et al., 2011).

A critical application of hash functions in the Bitcoin ecosystem is to guarantee
immutability of past transactions. Miners propose a block candidate by hashing its
entailed transactions together with the hash value of the preceding block. Since
each block is interlocked with its predecessor, this forms a tamper-evident chain
of blocks, i.e., a blockchain. Altering any contained information implies changing
the hash values across the entire chain and being notified immediately. However,
multiple branches of the ledgermay emerge, if, for instance,miners integrate different
transactions from the pool of pending ones. That means, different block candidates
will be formed (Biais et al., 2019). Therefore, the protocol restricts the generally
permitted solutions by accepting block candidates only if the corresponding hash
value starts with a certain number of zeros. As wewill describe in the next paragraph,
the number of starting zeros expresses the difficulty of generating the required hash

5 Hash functions exist in a variety of specifications (e.g., SHA-1, mumur32 or MD5). Bitcoin
is based on the hash function SHA256, which assigns a hash value of 64 digits for any
practically length of input. For Instance, the SHA256-hash of the term “Bitcoin” results
in “346f1bd1c9f195e21e81d662123c3c94c9df4fa728223459216f8e3a19862c2d”, while the term
“bitcoin” (notice the small deviation) gives “d67509e37480c61b46c6bfc26f66f6a1884614763f
08db3ab45616c8c3c12983”.
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value. Given the quasi-random nature of hash functions and the current technology
level, brute-force6 is the exclusive strategy to find such a suitable hash value for
appending a block to the Bitcoin blockchain. In practice, miners repeatedly adjust a
random number within the block candidate, called “nonce”, and compute the hash
function until a value appears that fits the hurdle rate set by the blockchain algorithm.
Of course, computational power (and a bit of luck) is the primary determinant of
success (Schär & Berentsen, 2020).

Adding a “difficulty” to the puzzle (e.g., in the form of required zeros) ideally
should lead to the result that a single miner (presumably the fastest) first broad-
casts a valid candidate to the network. Nevertheless, multiple valid versions of the
blockchain may occur, if (i) different miners simultaneously find a suitable hash
value (which is statistically unlikely but happens occasionally) or some network
members decide—for unspecified reasons—not to follow the first proposed solu-
tion. Preventing perpetual disagreement in this context requires a fundamental
consensus rule: For the Bitcoin network, participants consider the most extended
block sequence as valid. Forks (i.e., valid alternative branches of the ledger) may still
exist temporarily if simultaneously proposed candidates result in multiple chains of
equal length. However, since block creation follows a stochastic process, one branch
necessarily exceeds the others sooner or later and is subsequently adopted (Halaburda
et al., 2021).

Considering the longest chain as valid is clearly beneficial for each participant,
who expects other network members to behave accordingly. Obviously, any poten-
tial benefits from working on an incompatible blockchain cannot be utilized and
are therefore worthless, while its operation requires costly computational power. By
proposing a candidatewith a generally accepted hash,miners prove an externally veri-
fiable commitment to the blockchain’s current state. This fundamental principle of
proof-of-workmakes a fraud endeavor prohibitively expensive. For instance, without
mining costs, miners may create undisclosed parallel chains in order to double-spend
currency. If such a private chain is providedwith valid hash values, it is adopted by the
network as soon as it exceeds the publicly shared blockchain, following the longest
chain rule (Savolainen & Ruiz-Ogarrio, 2020). Suppose an attacker with enough
computational power to outpace the honest network uses her currency on the main
chain to purchase goods or services. After receiving the benefit, she publishes a
secretly mined private chain, which is accepted by the network (Eyal & Sirer, 2014).
The attacker makes a profit since she never moved her funds on the private chain,
which allows spending the same amount of currency again (Budish, 2018).

Such an attempt becomes exponentially difficult for any miner controlling less
than 50% of the total computational resources. Nevertheless, when abstracting from
mining costs, expected returns of a double-spending-attack remain marginally posi-
tive even for smaller stakes. Establishing mining costs in the form of proof-of-work,

6 I.e., the enumeration of potential candidates until a solution is found.
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however, dramatically changes this simple calculation to the attacker’s disadvan-
tage.7 A fraudulent miner then has to weight the uncertain return from an attack
against its costs and the profits from honest behavior. Moreover, accumulating the
computing resources required to conduct the described attack with a sufficient prob-
ability creates itself a substantial and irreversible financial burden for any poten-
tial attacker. The essential economic principle to note here is that the blockchain’s
immutability increases with the expenditures incurred for mining (Budish, 2018; Ma
et al., 2018).

To attract a sufficiently large number of contributors willing to incur those costs,
the protocol allocates a reward of currently 6.25 BTC and any attached transactions
fees to the miner, who first appends a generally accepted block to the ledger. Reward
levels bisect approximately every four years (more specifically, every 210,000blocks)
from originally 50 BTC to ultimately zero with a limited total supply of 21 million
BTC. Since mining is permissionless (i.e., anyone can deploy computing power to
mine blocks without any special permission), its market structure is characterized by
pure competition. It follows that the presence of rewards encourages market entry
until expected returns equal the incurring cost. Since only the winning miner (pool)
is rewarded, the mining process is akin to a repeatedly executed tournament with
free entry.

The incentive compatibility of PoW inevitable demands such a computational
contest. However, this consensus design contains some obvious drawbacks: Bitcoin
exhibits low scalability, as analyzed thoroughly by John et al. (2020), and requires
substantial amounts of resources (de Vries, 2018). For instance, Bitcoin’s aggregated
energy consumption for the year 2021 is estimated at around 111.3 TWh—exceeding
countries such as the Netherlands or Austria (Rauchs et al., 2021). For this reason,
several recent projects in computer science have emerged to invent other consensus
mechanisms that are more cost-effective and scalable.

3 Proof-of-Stake Consensus

One of the early developed alternatives, and nowadays still the main contender of
PoW is the Proof-of-Stake (PoS) consensus protocol, which for example is used by
Cardano and Binance Coin (Irresberger et al., 2020).8 The fundamental principle of
the PoS protocol is the following: Instead of relying on competitive forces, as imple-
mented in the PoW protocol, the PoS mechanism authorizes a randomly selected
stakeholder, called “validator”,9 to update the ledger (Saleh, 2020). This means that

7 In particular, fraudulent miners have to take into consideration that the attack probably has an
adverse impact on the market value of the cryptocurrency.
8 Irresberger et al. (2020) document a growth in number and relevance of the PoS blockchains, both
in absolute numbers and also relative to PoW blockchains.
9 Nodes, which are selected in the PoS system to update the ledger are also called “validators” since
their task primarily consists of validating transactions, whereas PoW consensus requires nodes to
repeatedly execute complex hash-computations.
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no incentives exist for validators to engage in a computational contest, which—at
least in principle—for the following reason could threaten or undermine the ability
of the PoS design to generate consensus: Even though the PoS mechanism specifies
that a validator is offered an explicit monetary reward,10 no explicit monetary cost
must be burdened to gain the authority to update the blockchain. Therefore, from
a design perspective, the PoS consensus mechanism does not couple the benefit of
earning the block reward with an explicit cost component—in contrast to the PoW
mechanism. Critics argue that this creates incentives for the validator to always add
a block to the chain, irrespective of whether the update induces perpetual disagree-
ment among users. This is what these detractors call the Nothing-at-Stake problem.
Of course, if true, that would destroy the PoS’s long-run viability because in that
instance an initial disagreement would persist indefinitely (Halaburda et al., 2021;
Saleh, 2020).

This issue is theoretically analyzed by Saleh (2020), who, however, concludes
that the Nothing-at-Stake problem is not valid in general. He makes the following
reasoning: One key component of a PoS blockchain is that such a blockchain
possesses a native coin (token) that must be used to facilitate exchange on that
blockchain. Therefore, a stakeholder of a given blockchain refers to the native coin
holdings of that individual. The PoS algorithm will consider nodes to append to the
blockchain based on the number of tokens they put at stake. Thus, each node will be
selected based on a probability distribution, which depends on the respective amount
of tokens staked. The stakeholder who has most “on stake” therefore also has the
highest probability of being selected to append a block candidate to the blockchain.
The selected node adds the next block and receives the sumof rewards and transaction
fees of the transactions comprising that block (Halaburda et al. 2021).

Saleh (2020) argues that proponents of the Nothing-at-Stake problem implicitly
assume price-taking behavior by a validator, i.e., the validator does not take into
consideration the effect her decisions will have on the native coin value of that
blockchain. However, this seems not to be an appropriate behavioral assumption for
a validator: If the validator chooses to update the blockchain in a way that perpet-
uates disagreement among nodes, she imposes a cost on all stakeholders. Such an
action undermines users’ ability to exchange the native coin since the coins’ ultimate
ownership history cannot be clearly determined. The validator creates a fork. As a
result, the value of the native coin will decrease, given that its usage as an exchange
medium is clearly hampered. Note that by taking such an action, a validator also
imposes at cost on herself. Therefore, if she adds a block to the blockchain in a
manner that leads to persistent disagreement, she herself has to incur a financial cost,
which in term of magnitude depends on her stake in the blockchain. Thus, the stake
might signal a validator’s intent to behave honestly. This means that not only for the
PoW but also for the PoS consensus mechanism, a financial cost is coupled with the
benefit of grabbing the block reward and the transaction fees.11

10 Similar in this respect to PoW consensus.
11 For a similar argument in PoW consensus see Budish (2018).
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A second important implication follows from this argument (Saleh, 2020): By
restricting the access to the blockchain to sufficiently large stakeholders, an equilib-
rium can be induced that generates consensus (Fanti et al., 2019). As previously
mentioned, the cost of updating the blockchain in a way that causes persistent
disagreement increases with a validator’s stake. A sufficiently high minimum stake
requirement as a condition for gaining access to the validator function creates a
situation in which the cost of persistent disagreement outweighs the benefits from
adding “improper” blocks for all validators. The result is an equilibrium, in which
all participants coordinate when updating the ledger to generate consensus (Saleh,
2020). Saleh concludes that using a PoS protocol for a blockchain not only avoids
prohibitive energy consumption but also requires only a modest reward schedule,
without endangering the viability of the consensus mechanism.

Of course, there is an ongoing discussion about whether the analysis of Saleh
(2020) allows an appropriate implementation of PoS consensus. In the interest of
brevity, we do not provide an overview here but refer in the footnote to the existing
literature.12 Instead, we want to point to one very interesting economic implication:
Does the consensus protocol matters for scaling blockchains? John et al. (2020)
investigate this question. On the basis of a model analysis, they indicate that it
depends on the consensus protocol, i.e., either PoW or PoS, whether increasing
the transaction rate has positive or negative effects on the security of the respec-
tive blockchain. In general, increasing the transaction rate (e.g., by extending the
block size to process more transactions) mitigates congestion, resulting in decreasing
transaction fees (Easley et al., 2019). The reason is that agents in equilibrium have
to pay only proportionally smaller fees to obtain a comparable settlement speed
when the processing capacity increases. In PoW blockchains, validators will conse-
quentlywithdraw computational power from the network, as dictated by the incentive
compatibility. In turn, a reduction of the computational power operated in the network
lowers the cost of a successful attack (Budish, 2018) and therefore undermines the
security of a PoWblockchain. It follows that increasing the scale of a PoWblockchain
has a negative effect on network security.

In contrast, lower congestion leads to higher demand in a blockchain operated
via a PoS protocol, which increases the market value of the native coin, i.e., the
blockchain’s cryptocurrency. This, in turn, increases the opportunity costs of an
attack, given that the value of a validator’s stake increases. Therefore, increasing
the scale of a PoS blockchain improves its security (John et al., 2020). The results
show that the design features of the PoS consensus mechanism are qualitatively very
different from the PoWprotocol. The computational power expended by validators of
a PoS blockchain has no effect on its security. This feature makes the PoS consensus
mechanism a particularly interesting alternative.

12 E.g., Gans and Gandal (2019) and Halaburda et al. (2021). Savolainen and Ruiz-Ogarrio
(2020) provide an interesting discussion of miners’ incentives to attack and double spend in
PoW blockchains, which is related to the concept of endogenous coin value in PoS consensus.
By analyzing the occurrence of large mining pools, they argue that static costs (mining) are less
important compared to dynamic incentives (revenue flows) to maintain honesty.
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4 Conclusion

This paper gives an overview of the block building process and principles of different
consensus protocols. We focused our descriptive analysis on the consensus protocol,
which sets the rules for updating a given blockchain. Since consensus, i.e., the agree-
ment on a unique ledger content, is key to the functionality of a decentralized record-
keeping system, a more profound knowledge of these protocols provides a thor-
ough understanding of the comparative advantages of different blockchain designs.
Therefore, we analyzed the two most prominent economic protocols PoW and PoS,
concerning the mechanisms under which the respective network achieves consensus.
Of course, the public blockchain ecosystem consists also of many other alternatives,
for instance, blockchains using hybrid PoW/PoS protocols and so-called Delegated
PoS blockchains.13 Since research on new consensus protocols is an active field,
numerous other blockchain protocols were proposed.

A particularly interesting group are Byzantine consensus-based blockchains, such
as Honeybadger, HotStuff or Tendermint.14 Moreover, the Diem project proposed
by Facebook, which claims “to build a trusted and innovative financial network
that empowers people and businesses around the world”, is based on a blockchain
design using the Byzantine Fault Tolerant (BFT) consensus approach.15 Amoussou-
Guenou et al. (2020) offer a methodology to analyze Byzantine consensus-based
blockchain protocols from a game-theoretic perspective. The protocols are set up
as a committee coordination game between rational and Byzantine players. The
authors specify conditions under which consensus properties are satisfied and show
that coordination failures could be a big problem.

Trust in the record-keeper is themechanism to establish a consensus in a traditional
intermediary based centralized record-keeping system. As a fascinating decentral-
ized alternative, the blockchain could revolutionize our traditional financial system.
However, to live up to these expectations, further research on the viability of different
consensus mechanisms is required. The results described in this paper prove that it
is a worthwhile endeavor.
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Blockchain to the Rescue—Tokenization
of Residential Real Estate
in the Emerging Token Economy

Piotr Kasprzak

1 Token Economics and Decentralized Finance

The coexistence of the Internet and social media with machine learning and artificial
intelligence have led to substantial societal changes, represented by revolutionary
and self-reinforcing platformization of the economy (Kasprzak, 2021). These new
energy regimes (Ryfkin, 2011) have facilitated new economic activities and enhanced
commercial exchange, thus unwinding new social relationships, which require rede-
fined communication to organise and manage the new dynamics. This process is
reflected in a new automated approach to collect and use of data and is changing the
way market participants gather and exchange information (both internally and exter-
nally) including that on ownership. In the new reality, platformization has become
more important than business processes alone. Finding a new, better solution for
enhanced user experience is today’s necessary way to success, which means further
integration of businesses and a constant need for innovation. This paper is based not
only on traditional sources: academic papers, technical reports, white papers, etc.,
but also extends the open discussion on internet platforms.

Development of cryptographic keys and shared ledgers incentivized users to
redefine their interactions based on digital trust. The monopoly of financial institu-
tions (serving as sole trusted third parties to process electronic payments in internet
commerce) ended and a new element—blockchain entered the picture (Nakamoto,
2009). The blockchain, operated by independent servers (nodes), safely stores given
transaction records on a widely distributed peer-to-peer computer network. It has
enabled executing complex smart contracts, requiring multiple parties to approve
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transactions by introducing a multiple signature protocol and has given ground to
another world-changing functionality-tokenization.

Tokenization can be defined as a process of digital storing and transferring crypto-
graphed and digitally signed rights to any asset (or rights to access to any data or
utility) on a distributed ledger where the ownership of these rights can be transferred
via its protocol. In other words, it is a process of representing a given asset as a trans-
ferable unit on the blockchain infrastructure (Ross et al., 2019). It requires consensus
algorithms to ensure replication of the information across nodes, but without central
administration. Consequently, programable smart contracts are collectivelymanaged
by an unlimited network of computers running a designated software.

Almost any asset can be tokenized (Stefanoski et al., 2020). Tokens can have
broad functionalities: from those inherent in money (medium of exchange, means of
account and of storing value) to the representation of access to real assets, or digital
and legal permissions to services and utilities.

Within the theoretical framework of the diffusion of innovations (Rogers, 2003)
i.e. diffusion of technology, is justified to assume, that diffusion of blockchain—
allowing tokenization of various types of assets is imminent as successive groups of
its adopters are growing.

Tokenization may be strengthening expectations of the enhanced customer expe-
rience, intensified by platformization of social relations. The new energy of social
media is contributing to the notion of personal liberation. It is leading to the eman-
cipation of low-income opinion makers, which adds to the invention’s spread in a
vicious circle. The Bitcoin’s popularity and its price boost, are the best examples.
It is the next step in the history of the web-wise world, where “online” is not just
an addition to computer functionality. Blockchain and tokenization have enabled
the appearance of mass-mind blowing concepts, products and ideas, like thousands
of different cryptocurrencies (CoinMarketCap, 2020) or the blockchain banking.
They allowed users to hold digitalized financial assets in their digital wallets, not
only on their computers but also on their mobile phones. Unlimited opportunities
have appeared for new business models, ecosystems, legal frames and other fields of
interest subject to issues of trust and value.

This process is supported by unlimited and freely available opportunities to anal-
ysis and scientific discourse, leading to an emergence of the token economy and
the token economics. One can define it as a combination of the modern defini-
tion of economics—the interdisciplinary social science concerned with description
and analysis of individual human and social actions of production, distribution,
exchange and consumption of goods and services (Collins, 2005), with tokenization,
as the essential invention allowing digital representation of real assets on distributed
ledgers (OECD, 2020), thus exchange and execution of contracts related practically
to all of their physical and legal aspects.

Blockchain technology and cryptocurrency offerings added new ways for people
to create and exchange values within society. Fundamental definitions and rules
governing societies and economic systems have been redefined by uncounted techno-
logical startups. Dynamic advances in technology opened a new field in the financial
system—Decentralized Finance (DeFi).
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Unlikewithin the conventional financial system,DeFi users can engage via decen-
tralized software applications, where an internet connection is the only condition.
It is an entirely digital alternative to banks, insurance companies, stock exchanges,
etc., which exists without traditionally associated structure (offices, bankers, etc.)
and is accessible to anyone with just a mobile device.

Decentralized platforms already allow not only trading digital tokens or curren-
cies, but also lending, borrowing and swapping them, trading margins or yield
farming. Automatization of market making by smart contracts permits matching
of lenders and borrowers without intermediaries. DeFi creates unseen before inno-
vative decentralized financial instruments, like synthetic assets (Synthetix) or predic-
tion markets (Augur). It promotes on-chain exposure to practically any asset class,
e.g. enabling protection against devaluation in the third-world countries (Airtm). It is
giving a strong impulse to the emergence of the digital barter economy of the future.

On June 18, 2019, Facebook announced preparations of its stablecoin infrastruc-
ture. It aims at “modernizing payment infrastructure and creating a core transport
layer for value, that is low-cost, interoperable, and compliant” (the Libra token).
A group of stakeholders (from technology, venture capital, regulatory, telecom-
munication, online marketplace, payment and compliance) already works on the
project.

This groundbreaking venture is taking place in our eyes. Interestingly, Facebook
scaled the project down recently and renamed the coin toDiem.Reasons for the retreat
remain unclear, but the giant’s surrender to objections of the mainstream financial
system seems highly plausible. Nevertheless, after the launch of Diem (predicted
for 2021) and its potential reach to billions of Facebook users with a computer or
a mobile phone, the world will not be the same. After reaching a critical size, such
stablecoins could constrain monetary policy (Assenmacher, 2020). Free access to
private money, of citizens from countries remaining outside monetary unions, might
influence their government’s control over the money supply and put pressure on their
undercapitalized local currencies. Undoubtedly, the situation is serious, and the time
pressure is high.

A tension between Facebook and regulators could cause unwanted administrative
behaviours. It would be a poor prognostics for Bitcoin and the whole cryptocurrency
concept. On the other hand, it might contribute to works around less concentrated
stablecoins, as a widely accepted alternative.

Satoshi Nakamoto started the genesis block of Bitcoin (the first block forming the
chain of connected data) on a small server located in Helsinki, Finland on Saturday,
January 3, 2009, at precisely 1:15 p.m. Eastern Standard time. Most probably, to
timestamp the birth of Bitcoin he has encrypted a message in the block, quoting
this day’s headline from The Times: “Chancellor on brink of the second bailout of
banks”.

This message to posterity is widely interpreted as Satoshi’s warning of fractional-
reserve banking instability and a mission statement for Bitcoin itself-being on the
brinkof thefinancial paradigmshiftworldwide, and the endof the centralizedbanking
(Fig. 1).
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Fig. 1 Satoshi’s hidden message. Source https://commons.wikimedia.org/wiki/File:Bitcoin-Gen
esis-block.jpg

Before the foreseen by its believers, Bitcoin’s recognition as the world reserve
currency, for the sake of this article’s argument, one can read the message differently
and form a thesis that: “Bitcoin” and the blockchain can bailout the incumbent
banking system, rather than replace it.

The banking sector came out from the last financial crisis intertwined with the real
estate sector (acquiring large troubled-property portfolios). Despite the global bailout
of banks, financial intermediation remains expensive and the regulatory approach is
subject to significant political economy and coordination costs, and thus unlikely to
deliver much structural change (Philippon, 2013).

These observations indicate potential reserves existing at the junction of both
sectors. Considering opportunities granted by tokenization, one can assume that real
estate tokenization can capitalize on these reserves and contribute to the banking
sector’s development.

2 Stablecoins, Security Tokens and Oracles

The evolution of the crypto world generates new concepts of digital coins and tokens.
In traditional finance, fiat currencies usually are not backed by any assets but are
controlled by central banks. Typical cryptocurrencies neither have reserves backing

https://commons.wikimedia.org/wiki/File:Bitcoin-Genesis-block.jpg
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their values, nor central authorities powering their prices, which results in extreme
instabilities, damaging their function as means of payment.

Stablecoin is a cryptocurrency pegged to a specified asset (Arner et al., 2020) to
curb its volatility. The following types of stablecoins can be distinguished (based on
characteristics of assets backing them):

1. fiat currency collateralized, where a coin is partly or fully backed by a real-world
currency and can be exchanged to it (e.g. Tether, USDC, PAX),

2. cryptocurrency collateralized (e.g. DAI, Synthetix),
3. tangible asset collateralized (coins backed by commodities, precious metals or

non-fungible asset i.e. real estate, art, etc.),
4. non-tangible asset collateralized (coins backed by intellectual-property-related

assets or royalty payments),
5. subject to the multi-asset-collateral model, in which a mix of different types of

assets is packed and used to decrease their volatility (e.g. $RSV).

Stablecoins may also be backed by algorithmically programmed smart contracts
to compensate for changes in their value, by influencing the coin’s supply. Such
algorithm stablecoins (e.g. AMPL) are not collateralized by any asset but adopt
seigniorage-supply-control mechanism used by central banks.

The security token is a legal concept of a digital unit issued on the distributed
ledger, which satisfies the applicable regulatory definition of a security or a financial
instrument under local law (SIFMA, 2020) or digitally certificates an ownership
interest in an underlying security or a financial instrument issued on a different
platform (e.g. on a traditional register). In this context, it functions similarly to
traditional securities, and the main difference between them is the distributed ledger
listing. The security token can represent a share in traditional listed assets like equity
or bonds and illiquid assets like close-end private placements, real estate, art, etc.

Security tokens are similar to equity shares backed by the blockchain and smart
contracts, i.e. tokenized securities (Smith et al., 2019). Like traditional securities,
they represent digital ownership, allow dividend or interest payments, etc. Unlike
traditional securities, they are entirely programmable.

Security tokens represent the following key features of an underlying asset:

• the virtual description of the asset (or its tokenized attribute) and a fraction of
ownership represented by the token,

• the identity chain of the token owners (allowing investors or third-parties to view
the flow of funds and tokens on a public blockchain),

• rules of legal compliance concerning ownership and transactions (e.g. investor
eligibility or risk profile).

The security token technology significantly improves drafting, issuance, trading
and management of ownership. Security tokens can be programmed not only to
fulfil regulatory requirements. Expanded and redefined fractionalization of owner-
ship allows raising and trading capital through new and innovative financial products,
combining different aspects of a given enterprise. Security Tokens can be divided and
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defined in ways traditional securities cannot (e. g. dividend payment can be related
to preferences of their owner).

Characteristics of different tokens can be joined and traded. They can match
their issuer’s current and future ideas and evolve with them. For example, liquidity
benefits of digital rights expanded by artificial intelligence and machine learning
protocols could allow fractional ownership of combinations of financial returns with
environmental, societal or cultural impact factors.

Utility tokens, providing digital access to a good or a service (EC, 2020), may
serve as tools to support a specific business solution, platform or application. They
give their holders rights to use the service and to influence its platform by voting.

Any security token solution requires a connection to the real world, either to
validate the collateral or to deliver the required information. Usually, it is realized
by a third-party service within the ecosystem—the blockchain oracle connecting
the outside world with the network, by providing smart contracts with off-chain
external data (Beniiche, 2020). It plays the most significant role in the system, as the
information quality and relevance are crucial to the contract execution.

Oracles connect to the blockchain by application programming interfaces (APIs),
i.e. by programs allowing two applications to share information. Different oracle
types are necessary to fulfil a given smart contract requirement. For example, the
information provided by software oracles can be obtained from various databases
and transmitted in real-time. Hardware oracles validate, translate and standardize
physical information into digital data. They can be centralized or decentralized in
so-called trustless solutions, which grant trust without a reliable third party.

Unlike digital signatures, real-world data can be faked or manipulated. As trust-
less execution depends on oracles, secure and trustworthy mechanisms and their
immutability are fundamental to such an ecosystem’s systematic risk. But yet,
they receive few literature contributions, leaving theoretical implications highly
questionable, and a significant research effort is needed (Caldarelli, 2020).

3 Tokenized Real Estate

Globally, real estate (including residential, office, commercial, health, leisure and
industrial properties) is the second-largest asset class after the global debt. In 2017,
theworld’s real estate totalledUSD228 trillion (Savills, 2016). Thoughprofessionally
managed real estate investment market constitutes only a small fraction of this value,
new DeFi solutions and tokenization of real estate assets could narrow the gap.

Real estate tokenization is a process of creating a digital asset (or an asset
structure), which represents a property or a portfolio of properties, on a trading
system within the distributed ledger. Principles of royalty finance and revenue-based
investing (capitalizing on cash flows from lease contracts, resale of the property or
revenues generated by it) base its business model.
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This concept offers numerous benefits:

• possibility of high fractionalization of ownership, limiting entry barriers and
allowing to target new types of investors and developers to reduce the cost of
financing,

• liquidity management of a given property by partial tokenization,
• inclusion of low-income private investors into projects unavailable for them

before, e.g. large commercial real estate projects around the world,
• globalization of offering and marketing, removing geographical barriers in

fundraising,
• peer-to-peer contracts with instant settlements and the blockchain security,

effecting in a lower cost of trading tokens and faster transactions,
• diversification of small investor portfolios in a manner reserved for institutional

investors,
• improved transparency, traceability of transactions and identification of particular

assets or investors,
• uncurbed programmability of smart contracts, allowing implementation of more

complex dynamics of risk balancing.

Nevertheless, the potential of real estate tokenization remains still unrealized for a
larger scale. It also rarely associates with residential properties, whichmay be caused
by unique characteristics of this segment of the real estate market. It is:

1. Local and unique, as each property is different. Residential real estate is highly
inhomogeneous, which makes it difficult to compare and to standardize data.
Currencymovements are important to valuations and comparisons. Single prop-
erties hold characteristics of non-fungibility, which limits their liquidity and
makes the price definition process difficult.

2. Inelastic and imperfect. The elasticity of supply is limited (e.g. due to spatial
constraints) and abrupt (for long investment cycle). The functioning of the law
of supply and demand is limited (especially in imbalances of the market). The
sector is exposed to the asymmetry of information. It is subject to common
government interventions, various restrictions and monopolization of land
supply and trade.

3. Informal, unorganized and non-transparent. Despite the existing formal require-
ments for concluding transactions of transferring ownership rights, their real
value and official price can differ significantly. Access to information about
transaction prices is difficult. Frequent price misrepresentations in concluded
transactions may result frommoney laundering, lowering stamp duties, balance
sheet manipulation, corruption, etc.

4. Expensive and difficult to trade. A real estate project is still a slow, mostly
paper-based, expensive process of setting up its financing and management. It
requires the physical presence of stakeholders, appraisers, signatures, notaries,
etc. Entry barriers are high, as the unit price of real estate is high. Investors are
locked exceptionally long. Direct and indirect investment options are limited,
while banks usually finance residential projects. All of this translates into not
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very sophisticated investment patterns of individual retail investors, who either
buy residential or leisure single real estate or invest in REITs at best.

5. This market is driven by behavioural factors, where collective conservatism is
dominating. Its participants tend to stick to established patterns, even if new
possibilities arise. Pluralistic ignorance (Thaler & Sunstein, 2008) is significant
and herding effects can be observed (Shiller, 2016). Owner-occupied residen-
tial real estate is misinterpreted as an investment. Moral hazard is inherent in
indebted households, the banking sector and the political class (Kasprzak, 2018).

These features are essential to further discussion of real estate tokenization with
the participation of traditional banks. Aside from the benefits of disintermediation
in collaborative housing, free movement of persons and capital due to cross-border
transactions, the blockchain technology will have a significant effect in making tradi-
tional business models obsolete (Nasarre-Aznar, 2018). This article is focused on the
tokenization of single-asset residential property because it can offer the economic
system-wide benefits unless realized outside the banking sector or against it.

4 The Oracle Bank Concept

Even though dedicated platforms already provide tokenization of single-property
projects, large-scale approach towards tokenization of residential property is still a
novelty. The presented concept reflects the synergies and comparative advantages of
tokenization and traditional retail banking.

Besides broad access to financial markets, retail banks hold a privileged and
trusted position in the society, assuring comparative advantages against newcomers
to the retail client business (e.g. by reduced effects of frauds or regulatory fines). Their
bloated branch networks, full of skilledworkforce, offer the potential of knowledge of
the local environment. Verification and implementation of the following assumptions
of the Oracle Bank concept could redefine retail banking in the economy. It should
unfold in the spirit of decentralization, but within the system providing the physical
presence of experts and understanding of unique characteristics of the residential
property market.

• Retail banks acting as the blockchain oracles in residential real estate tokenization
can assure that real-world data is accurate and valuable.

In preparations for tokenization of a single property, it is essential to check its legal
status, physically confirm its state and prepare a professional appraisal.

Blockchain only protects data within the chain, so the quality of information
entering is essential to execute present and future smart contracts. It can only be
accessed and modified by authorized parties. Although highly accurate statistical
and machine learning single-property appraisal algorithms are already available,
a real estate agent’s expertise, local market analysis and a professional appraisal
are still recommended. Banking professionals could fill up this gap, as they operate
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locally and can give reliable estimates. This further integration of the housing finance
business would require only a slight adjustment of their qualifications.

Such information should not be limited to visual confirmation and filing legal or
financial reports, but it should embrace complex data onmaterial, economic, political
and social factors. Most importantly, in a feedback function of the system, it would
include evaluations of their reception by market participants. Furthermore, such a
service would have a repeatable and long-term character.

• The Oracle Bank can act as a trusted partner within the necessary SPV structure,
audit and feedback solutions.

Proper structuring of a given real estate token solution should provide control over the
subject property management and minority interest protection. A simple example:
ownership of a single property is transferred to an entity—the special purpose vehicle
(SPV), by an entry in the land and mortgage register, to allow indirect trading of its
tokens. Another SPV manages the property, maintains its standard, collect rents,
pays local duties, etc. Statutory solutions for both SPVs guarantee the Oracle Bank’s
privileged position of a trusted partner for all stakeholders. Its experts appear not
only as property validators but also auditors of property managers. They contribute
to creating and verifying assessment data to be further digitalized (e.g. by adopting
IoT technologies). Furthermore, basing the system on a distributed in-house network
reduces the chances of data tampering or fraud with a motivational solution (based
on utility tokens).

• TheOracleBank can performwhitelisting of potential investors, set up the primary
marketplace and the secondary trading.

A traditional banking group is already an ecosystem. It can offer licensed and
experienced marketplace structure to property owners and investors.

Such a centralized exchange could adopt functionalities towards transparent
accessibility, by adding mechanisms and solutions specific to decentralized auto-
nomic organizations (DAOs) however drafted for an inner solution.

Security Token Offerings (STOs) organized by the Oracle Bank would combine
a reach of Initial Coin Offerings (ICOs) with the regulatory transparency of Initial
Public Offerings (IPOs), and banks know how to do them.

Single property tokenization promotes the participation of non-professional
investors. Banks are already doing client risk classification, are involved in central
programs, verification for electronic signatures and have enormous customer
databases in the disposal.

The Oracle Bank could act as a market maker for its tokens and also provide
custody services.

Furthermore, concluding from the dynamic development of cryptocurrency
trading, the idealistically postulated disintermediation of financial services remains
a myth. In reality, due to a high risk of losing privately-stored blockchain keys, large
numbers of crypto assets are stored with crypto exchanges and custodians. There
are hundreds of crypto trading platforms, but a bulk of trading happens in a few of



30 P. Kasprzak

them (CoinGecko, 2020). This apparent disintermediation creates significant risks
and trust issues, associated with the custody of tokens. They could be limited if
recognisable financial institutions backed particular solutions.

Assuring high-end trusted assistance in the tokenization process does not only
mean adding new functionalities to existing bank services. Given the mass adop-
tion of different oracle-bank-certified tokens, highly-trusted barter exchange network
would emerge, giving ground to a whole range of businesses related to the real estate
tokenization. Assuming unlimited swapping opportunities for different tokens certi-
fied by oracle banks in their ecosystems (or on higher-level markets) the whole
scheme could be radically more efficient.

5 Potential Hazards of Residential Property Tokenization

Apart from inadequate token backing, unreliable valuations and audit controversies,
which can be easily overpassed by the Oracle Bank, other selected potential hazards
of crypto solutions and residential property tokens can be specified. They refer to the
technical side (structural, legal) and qualitative socio-political constraints, specific
to the residential real estate market. The Oracle Bank concept portrayed in this essay
addresses most of them by offering trust and a systematic, institutional approach.

• Technological flaws, DeFi hacks, scams, smart contract vulnerabilities, and forks.

Even though there are significantly fewer flaws in the blockchain, the ability for
anyone to duplicate open source codes (which dominate the ecosystem) remains a
risk factor. Such an independent development of the source code, with its improved
mathematical model or a smart contract, may generate a competitive solution to the
original and steal its users, creating a so-called fork. It is a threat leading to fragmen-
tation of cryptomarkets and liquidity dumping. Oracle banks trusted by regulators
more than any other participant in themarket could play an important role in standing
to the issue.

• Lack of clear terminology and universal legal structure.

Tokenization still gives rise to concerns from various codes of law and national legal
systems. Clear rules to deal with insolvency risks of crypto custodians are missing
(Haentjens et al., 2020).

Particular solutions for residential property tokenization should be based on inter-
nationally agreed standards, with provisions on public offerings and trading of finan-
cial instruments and securities as a reference. The process requires the cooperation
of national regulators, international standard-setting bodies and courts. As major
banking groups operate across borders, oracle banks would intensify discussions on
residential property tokenization influencing local and political monoliths.
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• Unclear and non-universal local standards and concepts of the Internet whichmay
cause unfair competition.

There is no common concept of world-wide-web. Essential differences exist between
the decentralized and the authoritarian model of internet governance, hacking
and misinformation, or protection for privacy from trolling and data manipulation
(O’Hara & Hall, 2018). The United States and its private sector retain a dispro-
portionate influence over internet technologies, and their commercial interests may
be promoting technological advances motivated by rent-seeking behaviours. These
discrepancies are visible not only between countries, but they also regard different
groups of interest. They can have critical repercussions to tokenization, as it also can
be subject to free riding, exploitation of regulatory loopholes or political pressure of
such groups. The emergence of the Oracle Bank would add ferment to the existing
mix of interests, groups and institutions.

• The asymmetry of information, embezzlement and moral hazard behaviours.

Residential property tokens remind shares of small-cap companies listed on OTC
markets, making them particularly exposed to insider trading issues and asymmetry
of information (e.g. about tenants’ plans or local community initiatives). Untrans-
parent assumptions of particular projects can intentionally be asymmetric. Although
transparency lies in foundations of the very concept of asset tokenization, if unsu-
pervised, bears huge risks of intentional fraud and manipulation or moral hazard
behaviours.Mass tokenization of real estate seems little probable, without large-scale
involvement of the banking sector with its internal regulations, control mechanisms
and certifications. The Oracle Bank acting as a blockchain oracle, auditor, or the
market maker, would guarantee enlarged transparency of information, certified by
its utility tokens. It seems safe to assume that within this recognized financial group,
fraudulent actions would be limited.

• Mass client participation in easily available investment activity may incur an
increase in the systematic risk.

Investment patterns of retail investors can be risky, and susceptible to manipulation,
trend creation and herd behaviours. Some researchers connect the last financial crash
with the introduction of REITs and CMBS structures, and promote illiquidity, as a
defensive force necessary to stabilize real estate prices (Baum, 2020).

One can hardly share this opinion. On the contrary, reasons for bubble-originated
crises lie in progressing concentration, lack of competition and moral hazard
behaviours throughout the system (Kasprzak, 2018). Numerous potential small-cap
deals, being subject to standardized protocols and procedures,would lead to an explo-
sion of automated brokerage solutions, where qualified retail investors could draft
their risk/return preferences and yet unimaginable income scenarios. The Oracle
Bank qualifying retail investors and educating themwould lower the systematic risk.
Additionally, hybrid solutions might allow pegging residential real estate tokens
to qualitative features of a particular property owner, as a bank client. Such an
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approach could redefine the very concept of retail financing and client relations
with the banking system.

• Operation on a living organism can hurt the very concept.

To implement changes to the existing economic system it is necessary to limit vari-
ables, without losing the key idea behind the blockchain revolution. Undoubtedly,
enhanced legitimacy of the tokenization is needed, and the current unconstrained
decentralization will have to be channelled. But, as the direction is not clear, it
can happen at the cost of innovation. Higher pressure is necessary from the private
sector and within governments and various groups of interest. It requires universal
awareness of necessity and inevitability of the ongoing change.

Fierce competition between the financial system and DeFi will only delay and
complicate the transition and should evolve into competition within the financial
system—e.g. between different oracle banks.

Difficult integration of authorities into the transition can provoke enforcement
actions dangerous to the very process and pushing it sideways. Different dynamics of
regulation adjustments in particular countries can cause regulatory arbitrage between
regulated and unregulated DeFi projects. The Oracle Back concept could be an
international bridge of communication, founded by stakeholders being aware of the
necessity of revaluation and redefinition of the housing finance.

Different characteristics of tokens, their role and impact on society still need
to be explored and defined. Undoubtedly, this is and will be a painful learning
process, volatile and based on errors. Shock waves originated by realized hazards
across the whole crypto industry can provoke “bank runs” and massive pullouts of
wallets, hurting solutions unrelated to the troubling case. Nevertheless, their prob-
ability seems lower within the innovation-integrated financial system- promoting
competition, but protecting the blockchain idea itself and its numerous stakeholders.

6 Concluding Remarks

Modern societies face a never-ending and hardly controlled process of imminent
change, where dominant values obtain a new shape, and knowledge and technology
are themajor social powers and sources of their dynamism (Bell, 1973). The educated
and technical class dominates such a society, and service industries contribute to the
economy more than manufacturing. Technological innovation is there a function
of time, and the very process is unstoppable. Tokenization of the economy is such
a process, and one day, ownership rights of all digital and physical assets will be
tokenized, recorded and exchanged via blockchain protocols. Traditional middlemen
will be dismissed, ownership guaranteed, and markets will work smoothly and effec-
tively. But as of today, two obstacles remain -dim trust in apparently disintermediated
trading and the irreplaceable necessity for oracle competence.
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The Oracle Bank can provide solutions to both issues. Existing hazards are
an excellent starting point for drafting formulas needed by issuers and investors
furthermore required and understood by regulators and institutions.

As the blockchain has already allowed mass inclusion of mobile phone owners to
financial services, the real estate tokenization should encourage institutional inclu-
sion in the revolution. The cost of the transition is not the issue. Massive reserves
in profit margins within the present model of real estate financing and trading can
convert into the long-term income of entire societies. The real challenge is convincing
institutional stakeholders to shift from unsophisticated and costly but a fully-fledged
system to the redefined-intermediary involvement. Their retail clients will follow.

Real estate tokens can potentially unlock trillions of dollars in investable asset
value backed by individual property or debt, bringing secondary liquidity to tradition-
ally illiquid markets, allowing automatic operations and setting new paths to alter
the financial landscape. Residential property tokens certified by the Oracle Bank
could drive the irreversible process of the financial paradigm shift but within more
predictable and secure frames. Ability to issue and safely trade such tokens with fiat
currencies, cryptocurrencies and stablecoins or barter with other tokens would open
unlimited options for further innovation, allowing capitalization of hidden reserves,
particular skills, different incentives, anticipated benefits and unthinkable yet oppor-
tunities. In such a scenario, the importance of the banking sector would not decrease
but grow.

In the face of private giant internet platforms’ efforts towards crypto innovation,
the urgent action is necessary, with little time remaining, counted in years or even
months.

The new legal framework is already in preparation. The European Commission
has been working on a single regulation regime for the token ecosystem-Markets
in Crypto-Assets, (MiCA) since 2018. It already is a highly advanced process (as
on September 24, 2020, the EC published this proposition within Digital Finance
Package) even though its implementation by member states is due in 2024. The
single legal framework will not only protect consumers but assure the integrity of
previously unregulated services and markets in crypto-assets. It will encourage both
regulators and companies to apply it in practice and will enable further innovation.
As long as the definitions used will still be relevant and newly emerging hazards
addressed.

There can be institutional resistance, as such tokenization of individual residential
assetsmeddleswith a silent bargainwithin the economic system.With tokenization of
residential assets, popular understanding of safe investing could shift from tangible-
but-illiquid of the past to intangible-but-liquid of the future. It could contradict tradi-
tional bank bias and politically motivated monetary policy. Mass tokenization of real
estate could create alternatives to world currencies and change savings and invest-
ment paradigms because it relates to the largest transitive component of savings for
generations.

Yet unobvious sociological effects of disconnecting social tissue from the tangible
property can also be significant, as the feedback wheel will keep on turning, further
changing modern societies. Open-minded and creative discussion of the concept is
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necessary. Postulates to focus on tokenization of indirect investments, i.e. funds or
REITs (Baum, 2020) represent different logic and may only slow this process down.

Even though the blockchain revolution might seemingly be undermining the
importance of central governance and funding, it could be an opportunity for smaller
countries and their central institutions. It may positively contribute to their global
competitiveness, by fast adoption to the unstoppable processes.

It will be captivating to see how governments and central banks align with the
private sector to ensure a consistent and cohesive approach to the forthcoming
paradigm shift.

Finally, as crypto ideas are strongly associated with the Internet community, inno-
vating primus financial institutions will build their market position in the number-
one segment of the future- belonging to young innovators, with oracle banks as their
redefined, but wanted financial partners.
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The Impact of ICT on Policies, Politics,
and Polities—An Evolutionary
Economics Approach to Information
and Communication Technologies (ICT)

Martina Eckardt

1 Introduction

Information and communication technologies (ICT) are not new. For some decades
now, they have been shaping our everyday lives both as consumers as well as in the
work place. ICT provided us—and are still doing so—with new goods and services
as well as with new ways of producing them. But it is of a rather recent date that ICT
also show a more than trivial impact on the political sphere which is characterized
not by market relations, but by political and that is, collective decision-making.

During the so-called “Arab Spring” in 2011, Twitter proved very prominent in
mobilizing people in autocratic regimes, thus furthering processes of democratization
in the Arab world. It raised a lot of hopes and fuelled a lot of optimism as to the direct
democratic potential of applying ICT in politics. But since then, a lot happened. For
example, thewidespread collection of information by secret services fromdemocratic
states like the UK and the US on other democracies like Germany, France and the
EU show quite the opposite face of ICT. ICT open up new ways of endangering
data privacy, thus also putting civil liberties at risk. In this way, eventually, it also
jeopardizes political rights and thus the basis of democracy.

Assessing the potential influence of ICT on policies, politics and polities is a
complex endeavour because ICT are not a set of uniform technologies, but consist of
a number of separate technological components. To make things even more compli-
cated, these single components are still also in a process of ongoing modifications.
ICT are still notmature technologies, but such that are characterized by ongoing inno-
vations. Since such innovation processes are in turn shaped by economic factors, any
attempt to make a prediction of the overall impact of ICT on politics is doomed to
failure.
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Said that, how then can we proceed? Of course, there is an obvious need to assess
the potential impact of ICT on the political system. Therefore, this paper provides
a clear conceptual approach that assists in analysing and evaluating the on-going
processes of change at the different levels ICT bring about. To this end, we apply
an evolutionary economics approach which enables one to deal with open-ended
innovation processes. Section 2 introduces this approach and applies it to ICT. In
Sect. 3 we discuss ICT in more detail in regard to policies, politics and polities.
We firstly ask what impact ICT have in this respect on policies as the outcome of
the policy-making process under given political institutions. Secondly, we analyse
what influence ICT have on the policy-making process itself, again assuming given
political institutions defining this process. Finally, we also touch the question what
impact ICT have on the underlying constitutional institutions, defining the polity.
Section 4 summarizes and provides an outlook on further research questions.

2 ICT from an Evolutionary Economics Perspective

Evolutionary Economics explicitly deals with the generation and diffusion of inno-
vations (Fagerberg, 2005; Nelson, 1995). As Schumpeter (1952) stated, innovations
include both novel or improved products and services, novel or improved production
processes (incl. technologies/material), novel or improved forms of organization and
novel markets. Carrying out any of such kind of innovation is part of entrepreneurial
activity. This is not confined to “entrepreneurs” as leaders or managers of compa-
nies, but takes place whenever someone (re-)combines known elements in a novel
way. This might be the outcome of a deliberative process, but can also result from
chance—due to the creativity inherent in any human action.Accordingly, innovations
are ubiquitous, leading to the permanent generation of new varieties of products and
services in the economic sphere, but also to new varieties of policies and even to the
permanent generation of novel legal rules generated, for example, in the course of
jurisdiction. Besides this permanent stream of gradual change, there are also more
radical innovations leading to breaks with traditional paths. However, evolutionary
economics shows that even with a radical new technology it takes time until people
have learned how to utilize its potential to its fullest.

In evolutionary economics, often a variation-selection-retention approach is
applied (Fagerberg, 2005; Metcalfe, 1998). It enables one to make statements about
the potential results of such on-going innovation processes, which are characterized
both by chance and intention. With respect to the underlying variation processes one
analyses what impact different forms of innovation systems, for example, have on
generating innovations. But not all innovations are viable. Whether they are adopted
depends on the relevant selection environment. The selection mechanisms in place
decide on which novel varieties “survive”. However, the latter are not superior in
any absolute sense, but only relatively that is, with respect to the selection mecha-
nisms in place at a given time and for a given selection environment. But even for
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such a “successful” innovation to be replicated over time, some kind of retention
mechanism must be in place preventing that its characteristics are “forgotten”.

When applying this approach to markets, companies are the actors generating
innovations in the form stated above by competing for consumers’ buying power.
The relevant market delimits the selection environment, with the kind and inten-
sity of competition defining the selection mechanism. Depending on the market
cycle, market structure and the respective goods and services supplied, competition
can take different forms, like for example competition for price, quantity or quality,
with different outcomes on monopolistic or oligopolistic markets. Consumers finally
decide which goods and services are successful by at the same time rewarding
and punishing companies by (not) purchasing their products. Successful products
“survive” over time in markets, because companies react to the incentives set by
consumers. Companieswhichmakemoneywith their products keep on offering them
over time. In contrast to that, less successful companies change their behaviour. They
might either adopt a variant of the successful products, thus imitating other compa-
nies, or generate novel types themselves. In this way, a process of innovation and
imitation takes place, leading to a steady change in the composition of the products,
but also of the companies in the relevant market.

Technological change proved most important for economic development over
the last 200 years. According to Dosi (1982, 151f.), a technology consists of “a
set of pieces of knowledge, both directly ‘practical’ (related to concrete problems
and devices) and ‘theoretical’ (but practically applicable although not necessarily
already applied), know-how, methods, procedures, experience of successes and fail-
ures and also … physical devices and equipment. … (T)echnology, in this view,
includes the ‘perception’ of a limited set of possible technological alternatives and
of notional future developments.” The different forms a technology can take are,
however, not arbitrary, but constrained by the underlying technological paradigm
(Dosi & Nelson, 2020). It “embodies strong prescriptions on the directions of tech-
nical change to pursue and those to neglect” (Dosi, 1982, 152). Within a given
technological paradigm the actually realized technical solutions constitute a trajec-
tory as time passes. This is “the pattern of ‘normal’ problem solving activity … on
the ground of a paradigm” (ibid.). This whole evolutionary process again is charac-
terized by innovations where “(a)n innovation is typically one step in a sequence of
innovations within a particular technological regime. Post-innovative improvements
play a vital role in increasing the rate of diffusion within existing applications, and
extending the technology to new applications “(Metcalfe, 1988, 562).

When analysing in more detail such processes of technological change, one finds
that there are a lot of different actors and institutions which cooperate (Cimoli et al.,
2020). Complex technologies are the outcome of national systems of innovation
(Chaminade et al., 2018). These are “(t)he network of institutions in the public-
and private-sectors whose activities and interactions initiate, import, modify and
diffuse new technologies” (Freeman, 1987 according to OECD 1997, 10). As a
consequence, there are strong interdependences between technological, economic
and political/institutional change over time.
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Such co-evolution also plays an important role in regard to information and
communication technologies (ICT) (Freeman & Louca, 2002). Fransman (2010,
21ff.), perceives the whole ICT sector as an ecosystem, thus allowing for complex
interactions between a number of heterogeneous agents. According to him, reference
to six functional layers are best suited to describe the current structure of the ICT
sector (see Table 1). The basic layer consists of networked elements which provide
telecommunication equipment as well as computer hard- and software. They feed
into the networks of layer 2 which are increasingly substitutable. With the Transmis-
sion Control Protocol/Internet Protocol (TCP/IP) connection between hitherto sepa-
rate networks became possible, leading to the emergence of new firms offering new
services (layer 3–5). But only with the supply of easy to navigate software (browsers)
(layer 4) the possibility to use different networks over the TCP/IP-interface became
widespread. There is still no sign that the potential of ICT are exhausted, with an
ongoing dynamic generating innovations at each layer on and on. Currently, they
relate to the speed of data processing, innovations in storing and accessing data
(cloud computing and blockchain technologies), novel ways of analysing data (Big
Data, machine learning, artificial intelligence) or gaining and using data (Internet of
Things), to name just a few of the more recent developments. The actors on all these
layers differ. However, there is permanent interaction between them, with market
processes and thus economic incentives dominating.

Although the origin of the ICT system goes back to the emergence of the telegraph
and telephone in the late nineteenth century, it was not until after the Second World
War that important innovations in a number of quite different and back then separate
industries were made. This shaped the ICT trajectory that we experience these days.
But only from 1995 on, a new era started characterized by the widespread use of
the internet (see Appendix 1 in Fransman (2010) for a concise overview of the main

Table 1 The six-layer ICT system

Layer Function with selected sectors

Layer 1 Networked elements
(1) Devices: microprocessors, memories; others
(2) Systems: telecoms equipment incl. routers and servers, computer hardware and

system software, consumer electronics incl. mobile phones, etc.

Layer 2 Network operating
(1) Core network operators: telecom operators (fixed and mobile), TV cable operators,

broadcasters (terrestrial, satellite), others (electricity firms, e.g.)
(2) Access network operators: fixed, cellular mobile, other wireless

TCP/IP Layer

Layer 3 Internet connectivity: internet access and service providers

Layer 4 Middleware, navigation (browsers), search and innovation platforms

Layer 5 Content, applications and services

Layer 6 Final consumption

Source Own composition according to Fransman (2010, 32, exhibit 2.4)
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Fig. 1 Consumers’ role in the ICT system. SourceOwn composition according to Fransman (2010,
39, exhibit 3.4)

technological innovations underlying the ICT sector). In addition, in the current
period consumers acquire a new function as “co-evolving innovators” with respect
to content, applications and services (Fransman, 2010, 50 and Fig. 1). This is quite
in contrast to the traditional role of consumers as passive clients (Fransman, 2010,
50f.).

Traditionally, consumers are primarily a source of revenue for companies, finally
deciding on the success of firms through their decisions on which goods and services
to buy. With ICT consumers assume more and more additional functions. They
become co-producers by providing knowledge and information to suppliers and
finally even assume the function as co-innovators by creating content (see Table
2). “Through its aggregative and interactive properties, its widespread availability
and its low cost and ease of use, the internet has incorporated final consumers as
never before into the innovation process, not only in the ICT ecosystem but in the
economy as a whole” (Fransman, 2010, 51). In the following section we take a closer
look what implications these developments have in regard to the application of ICT
in the political system.

Table 2 The changing role of final consumers

1 As sources of revenue

2 As user-feedback providers (e.g. von Hippel, 1998)

3 As sources of knowledge (e.g. open source software, Wikipedia)

4 As sources of information (e.g. Web 2.0)

5 As content creators

6 As conversers (e.g. social networking, blogging)

7 As activist citizens

Source Fransman (2010, 51, exhibit 3.7) (original emphasis)
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3 The Impact of ICT on Policies, Politics, Polities

Collective decision-making on what goods and services to produce by the state as
opposed to individual decision-making between consumers and producers onmarkets
is the decisive characteristic of the political system in contrast to the economic
system. While Sect. 2 has shown the complexity of ICT, matters become even more
complicated when analysing the impact of ICT on the political system. Therefore, we
proceed as follows. First we ask what impact ICT has on the outcome of the political
system that is on public policies (3.1). In the next step, we analyse its influence
on the political decision-making process, while still taking the underlying political
institutions as given (3.2). Finally, we take a short look also at its potential impact
on the constitutional dimension that is, on the polity (3.3).

3.1 ICT and Policies—From eGovernment to Smart
Government

The public provision of goods and services including regulations (= policies) is the
main output of the political decision-making process. As in regard to goods and
services produced by private companies (eCommerce), ICT are also used by public
bureaucracies. Over the last years the term eGovernment came in use to characterize
this (Promberger et al., 2010). With the ongoing digitalization it is now also referred
to as “digital government” or as “smart government” taking into account the latest
developments (Breier et al., 2017; Kneuer, 2019; World Bank, n.d.); in regard to the
by now widespread use of mobile devices one also finds the term “mGovernment”
(OECD/International Telecommunications Union, 2011).

There exist numerous definitions of eGovernment. According to the EU Commis-
sion (2003, 7) it “is defined (…) as the use of information and communication tech-
nologies in public administrations combined with organisational change and new
skills in order to improve public services and democratic processes and strengthen
support to public policies.” Amore recent definition by theWorld Bank (2015) states
that it “refers to the use by government agencies of information technologies (such
as Wide Area Networks, the Internet, and mobile computing) that have the ability to
transform relations with citizens, businesses, and other arms of government.”

As in the economic sphere, ICT are applied to the interaction between government
agencies (G2G) as well as between government agencies and the citizens (G2C), or
government agencies and businesses (G2B). ICT assist in supplying public goods
and services and regulations. (One way-) Information is provided, for example, by
websites of cities or public agencies. (Two way-) Communication enables citizens
or business to use email or other online communication services for directly inter-
acting with public bureaucracies. Finally, ICT can be used for transactions, too,
that is for complete services delivery (Promberger et al., 2010, 10ff.). A necessary
prerequisite for this is investment in both adequate hardware and software by public
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administrations. This entails the adaptation of given ICT solutions provided by the
industry to the special needs of public actors as compared to private businesses. As
a consequence, innovations are generated which encompass not only content, appli-
cations and services but also require adaptations in the other layers as stated in Table
1. Besides, to successfully implement new technologies in an organization, comple-
mentary organizational changesmust take place. Accordingly, organizational change
and skill development are a necessary supplement. Such innovation processes are
not freely available; they consume resources and take time. As with all innovation,
there is no guarantee for them of being successfully implemented.

Moreover, there is co-evolution of ICT applications in public administrations and
its impact on the public service provision. In the course of implementing ICT to
provide public goods and services, the special needs and restrictions given by public
administrations and their tasks have to be taken into account. Since the same holds
for the technical restrictions provided by ICT, their implementation also has feedback
effects on how to carry out public policies in the future. Accordingly, by adopting ICT
both the technology evolves as well as the way inwhich public goods and services are
provided. In addition, ICT also enable to provide new ways of how the public goods
and services are supplied. Thus, innovation occurs both in the production process as
well as in regard to the public goods and services. The trajectory of ICT application
in public administration is characterized by four stages (Table 3).

Like in the private sphere, ICT in public services also evolves from amore supply-
side perspective to one focussing more and more on the needs and preferences of
the demand-side. Anderson et al. (2015, 30–34) classify this path as going from
government-centric to a fully citizen-centric use of ICT (for more on this see Saeed
et al., 2019).

What impact has ICT when applied to the supply of public goods and services?
One of the main effects of ICT is the resulting strong reduction in information and
transaction costs. This also holds in applying it to public policies. As a consequence,
ICT enables the provision of tailor-made public goods and services which better
match the preferences of the citizens. However, to assess the impact of ICT on public
goods and services, additional criteria both from economics and political sciences
are available. The former refer to the costs for and the quality of producing public
goods with the help of ICT as well as to the rate of innovations generated by adopting
ICT. In regard to the latter, access to the goods and services thus provided (‘digital
divide’), accountability and legitimacy are most important. Implementing ICT in
public policies entail both positive and negative effects, which differ among different

Table 3 Stages of
implementing ICT in public
administrations

1 Billboard stage

2 Partial service-delivery stage

3 Portal stage with fully executable and integrated service
delivery

4 Interactive democracy stage

Source Own composition according to West (2005, 8f.)
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policies, but also for the same policy over the short- and the long-term. Therefore,
no clear-cut overall assessment is possible (For a recent analysis see Stember et al.,
2018).

So far, ICT in public administrations is still mainly used to realize efficiency
effects by substituting analogous modes of providing public goods and services.
However, the newest technological developments like the blockchain technology,
the availability of “big data” for evaluating public policies and artificial intelligence
(including machine learning and cognitive computing) may enable a quite novel way
of producing public goods. It has the potential to fundamentally overhaul the way
public administration works. This includes also a number of profound challenges not
only in regard to data security, privacy issues, but also for how democracy will work
in the future (Demaj, 2018; Guckelberger, 2019; Szostek, 2019).

While these latest technological developments open up the possibility of radi-
cally changing the way public administration works in the future, the application
of eGovernment still shows a very slow rate of diffusion. The current COVID-19
pandemia gives a very pointed picture on the working of ICT applications in Europe
(EU Commission, 2019; United Nations, 2020). Therefore, in the near future, we
will find a simultaneity of efforts to catch-up with mainstream ICT solutions in
public bureaucracies and of experiments with the latest ICT-based developments,
like Open Government Data (Charalabidis et al., 2018). As a result, the unsolved
problems regarding data security, privacy aspects etc. will come to the foreground
showinghow interlinked the technological, economic andpolitical evolution of ICT is
(Dwyer, 2020). In developing countries, eGovernment poses additional challenges,
but opens also further opportunities to increase transparency, strengthen account-
ability and reduce corruption, for example (see the contributions in Alcaide Muñoz
& Rodríguez Bolívar, 2018).

3.2 ICT and Politics—From eGovernance to eDemocarcy
to eParticipation

ICT not only affects public policies, which are one of the main outcomes of the
political process, but this very process of policy-making itself. Governments elected
by the public for a limited time period are themain agent in putting forward legislation
in representative democracies. Accordingly, getting elected is one of the main goals
of political parties.

However, politics cannot be reduced to regular election campaigns. According to
Fig. 2, politics is a process of policy formation in which individual preferences are
aggregated by means of collective decision-making. Only after successfully mobi-
lizing for one’s individually perceived problem, this enters the legislative level. There
it competes with other issues for attention in parliament. Only if its supporters are
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Fig. 2 The process of policy formation. SourceOwn composition according toMeier and Slembeck
(1998)

successful in putting it on the collective agenda, legislationwill be enacted and imple-
mented eventually. For this to happen, not only political parties, but interest groups
and the media play a decisive role, too.

Collective problems differ in regard to the number of people affected and the
degree to which they might raise concerns among voters and/ or the public. When
taking these two dimensions into account, the—simplified—classification in Table 4
holds. Chances are best to be successful in the policy formation process for interest-
group problems with only a rather small group of people being affected, however,
to a high degree, like e.g. trade unions. In contrast to that, chances are poorest for
structural problems where a huge number of people are affected, but only to a low
degree, like e.g. consumer protection or environmental issues.

To analyse innovation and change in politics, the evolutionary economics
approach is useful, too. Like inmarkets, political entrepreneurs play an important role

Table 4 Classification of
collective problems

Degree of concern

Number of people
affected

Low High

Few Elite problem Interest-group
problem

Many Structural
problem

Crisis problem

Source According to Meier and Slembeck (1998, 74) (emphasis
added by the author, M.E.)
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in creating innovations. These also refer both to the outcome of the policy-formation
process (policy innovations as compared to product innovations) as well as to the
process itself of how politics takes place (process innovations). What innovations are
successful depend on the respective selection environment and the resulting selection
mechanisms. In regard to the former, constitutions set the ultimate restrictions under
which the process of normal policy-making takes place. According to Persson and
Tabellini (2002, 481), “(p)olitical constitutions are viewed as incomplete contracts
laying down the rules for how to appoint political decision makers on behalf of the
voters and how to allocate decision-making authority, or control rights, among them.”
Within the scope thus given by a particular constitution, the rules evolve over time,
resulting in the set of selection mechanism in place which define the outer bounds
on how politics is carried out under a given constitution. Both the particular way
in which politics takes place as well as its outcome that is, the different policies it
generates, are characterized by strong path dependences. These ensure a certain kind
of stability over time despite the on-going generation of innovations produced by
political entrepreneurs in the course of policy formation.

Terms like eGovernance or eDemocracy are in use in regard to the impact of
ICT on politics, referring to different effects of ICT on collective decision-making.
According to the UNESCO, eGovernance is characterized by “the public sector’s
use of information and communication technologies with the aim of improving
information and service delivery, encouraging citizen participation in the decision-
making process and making government more accountable, transparent and effec-
tive” (UNESCO, 2013). Following Lindner and Aichholzer (2020, 18) eDemocracy
is “the practice of democracy with the support of digital media in political commu-
nication and participation”, while eParticipation “encompasses all forms of political
participation, making use of digital media, including both formally institutionalised
mechanisms and informal civic engagement”.

ICT affect politics in different ways over its whole cycle (Frissen et al., 2007). For
one thing, ICT are used by already established political parties, interest groups, or
media to support their activities. Thus, ICT are just another means to communicate
with supporters and potential voters to increase mobilization (for the evolving views
on how ICT affects political communication see Coleman, 2009; Neumayer, 2020;
Wei, 2020). To this end applications, content and services are developed to fulfil the
respective tasks in the policy formation process. In this way, ICT is used by parties
also to reach additional voters (i.e. usually younger voters with higher educational
background). Twitter and Facebook, along with the websites of party candidates
and politicians are well-known examples. Besides, electoral campaigns also rely
increasingly on ICT assistance, thus supplementing advertising campaigns in the
traditional print as well as radio and television media. There are some signs that
ICT are favourable for oppositional parties in election campaigns since it is a low
cost instrument for reaching large groups of the electorate. This also seems to hold
in regard to more extremist parties, which are rather at the margin of the political
spectrum. While access to print and TV media seems to be more restricted for them,
ICT provide a low cost alternative for disseminating their points of view (see for
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example Barlai, 2013 on the use of the internet by the extremist right-wing Austrian
FPÖ and Hungarian Jobbik).

In addition to that, ICT also giveway of newactors entering the political arena. The
most prominent example are the Pirate parties. Currently Pirate parties are active in
more than 40 countries, the first was founded in Sweden in 2006 (Wikipedia, 2013a).
Pirate parties’ programmes focus on issues directly linked to ICT like “civil rights,
direct democracy and participation, reform of copyright and patent law, free sharing
of knowledge (open content), information privacy, transparency, freedom of infor-
mation and network neutrality” (Wikipedia, 2013b). Besides, Pirate parties not only
apply ICT for externally mobilizing support (i.e. voters) for their subjects, but for
internal collective decision-making as well. To this end “Liquid feedback” has been
developed, which provides a tool to combine direct and representative democracy
in novel ways for decision-making within the party (Interaktive Demokratie, 2013).
Although Pirate parties had been very successful in some countries and elections,
they realized a sharp decline in popularity among voters, resulting in a loss of repre-
sentation in parliaments as well as active party members (for Germany see Biselli,
2017). The problems they encounter on their way to party formation are a good
example of the limitations of ICT when applied to policy-making.

Many representative democracies also know direct democratic elements, often at
different jurisdictional levels. ICT also lead to a decrease of the costs for mobilizing
people to take part in such activities, like direct democratic referenda or initiatives.
Through the impact on reducing information costs, ICTare, again, ameans to improve
transparency and the knowledge base for people taking part in such votes. By this,
ICT do not have a different effect in regard to direct democratic activities when
compared with representative democratic activities. Aichholzer and Rose (2020)
provide a profound discussion of the different options, ICT tools and digitalization
opens for eParticipation, along the following three functions of political participa-
tion: monitoring, agenda-setting and decision-making. They find that eParticipation
is still most successful regarding monitoring and agenda-setting activities, while less
important in the final decision-making stage (for a prescriptive analysis of eGover-
nance see Suri & Sushil, 2017). All in all, the former utopian hopes according to
which ICT should enable more comprehensive participation of citizens in politics
has now given way to a more differentiated view both at the opportunities as well as
challenges and risks associated with it (Hintz, 2020; Kneuer & Datts, 2020; Ronchi,
2019; Schradie, 2019; Smith et al. 2019).

3.3 ICT, Polities and Regime Shifts

So far, we have assumed the underlying constitution, which defines the basic rules
under which policy-making takes place, both to be democratic and given. However,
in 2021, Freedom House reported the 15th year in series a decline in political
rights and civil liberties including also Western democracies like the U.S. (Freedom
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House, 2021). Shifts between different political systems are a widespread experi-
ence. Usually they entail also changes in the underlying constitutional rules. This
holds in particular when there is a shift from authoritarian to democratic regimes and
vice versa.

With the so-called Arab Spring a wave of protest and a number of regime shifts
took place in the Arab region from the end of 2010 on. The online communication
service ‘Twitter’ gained particular importance in the protests inMoldavia (2009), Iran
(2009/20), Tunisia (2010/11) and Egypt (2011). We are far from fully understanding
the dynamics of revolutionary regime shifts. However, ICT played an important role
in mobilizing the opposition and feeding the resulting dynamics (for an interesting
analysis see Lang and de Sterck 2014). Again, the properties of ICT in reducing
information costs and in providing low-cost communication made it so effective.
However, 10 years later, the outcome of these protests are more than disillusioning
regarding the liberating effects and the potential of ICT to help establish a stable
democratic polity.

In addition to its effects on regime shifts, ICT allow more profound changes
in policy-making in democratic political systems, too. For example, ICT makes
available a much broader set of direct democratic elements. Instead of applying a
(qualified) majority rule in referenda or initiatives, more sophisticated decision rules
could be used at low costs. They could capture individual preferences much better
than it is the casewith the rules currently in place.Again, creating such genuinely new
democratic regime variants requires modifications of the underlying constitutional
rules. While the Pirate parties had been agents aiming for such a change, so far, there
are no majorities for such profound constitutional reforms in sight.

Finally, one has to keep in mind that ICT also entail risks for both political rights
and civil liberties. Due to the decrease in information costs, ICT also reduce the
costs of collecting large volumes of information. This, in turn, increases the risk that
some form of authoritarian states might develop or persist, leading to the generation
of novel dependencies and a reduction of civic freedom and liberties. In addition
to questions of data privacy already addressed above, the issue of state surveillance
comes on the agenda. In particular China’s Social Credit Rating program seems to be
an example of the possibilities of how to restrict personal freedom by ICT led tools
(for an overview see von Bloomberg, 2020 as well as the contributions in Everling,
2020; see Dencik et al., 2019 who analyse the working of data-driven governance
for the UK).

4 Conclusion

The main feature of ICT is to provide information and to communicate it at much
higher speed and at much lower costs over time and space than it was possible
with mere analogous modes of communication. Accordingly, the resulting informa-
tion and communication costs decrease enormously in the areas where ICT are used,
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leading to a decrease in search and transaction costs.Besides,with ICTdigital produc-
tion technologies can be used substituting analogous technologies, bothmanual work
as well as brain-work. Thus, like in the economic sphere, the use of ICT in providing
public goods and services reduces production and transaction costs which may lead
to efficiency gains. Moreover, ICT also influence the political transaction costs of
public policy-making. In addition, ICT could also result in changing the underlying
institutions shaping the political process so as tomake further improvements possible.

As Sect. 2 shows, the development of ICT is a complex one, including a number
of different technologies. The exploration of the underlying technological paradigm
seems to be far from being exhausted. Therefore, also in the near future further inno-
vations are to be expected which might change the current state of ICT completely,
adding additional services and applications to the already existing ones. Accordingly,
it would be misleading to speak about a “digital revolution”. The developments we
experience are the result of an on-going process of gradualmodifications and changes
(‘recombinations of already known elements’ in the Schumpeterian sense), while at
the same time being of a very profound nature, too.

The same holds when it comes to the application of ICT in the political system.
Both in regard to policies, politics and polities the application of ICT lags behind
its use for commercial purposes. This is not surprising when taking into account
that in markets competition between large numbers of companies for consumers’
purchasing power pushes companies’ efforts to use ICT for generating product and
process innovations. In contrast to that, a state has a monopoly when it comes to
supplying public goods and services to its citizens. This is the more so, as there are
only few substitutes available for citizens. Accordingly, the lower rate of innovations
generated by ICT which are applied in the public sphere is not surprising. But since
further innovations in ICT are driven mainly by economic incentives resulting from
its application in the commercial sphere, the resulting spill-overs to ICT application
in the political system ensure an on-going evolution there, too.
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Sustainable Upscaling: The Role
of Digitalization in Providing Health
Care and Health Insurance Coverage
in Developing Countries

Jens Geissler

1 Sustainability and Increasing Demand in the Health
Sector

In a report published by the World Commission on Environment and Development
in 1987, sustainable development is defined as ‘development that meets the needs
of the present without compromising the ability of future generations to meet their
own needs.’1 The document stresses need, but also acknowledges limitations posed
by such environmental issues as climate change, loss of biodiversity, and pollution.
In the health sector the term ‘sustainability’ is often applied in the very narrow sense
of financial sustainability,2 but the relation between environmental challenges and
health3 and waste produced in the medical sector are also factors.4 Conservation
of energy5 and recycling of materials like personal protection equipment6 are only
slowly catching on in the health sector.

In 2015 the United Nations General Assembly agreed upon a set of Sustainable
Development Goals.7 Goal 3 (good health and well-being) focuses on basic health

1 See United Nations (1987).
2 See, for example, Hardcastle et al. (2017).
3 See, for example, van der Vliet et al. (2018).
4 See Carnero (2015). For a literature review on sustainability in the health sector, see Marimuthu
and Paulose (2016). A more recent aspect appears to be the sustainability of the supply chains in
the health sector. See Subramanian et al. (2020).
5 There is currently one hospital in Germany which aims to become a ‘Zero Emissions Hospital’
by 2030. See, for example, KMA-Online (2020).
6 See, for example, Kimberly-Clark (n.d.).
7 See UN (2015).
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needs like reducing the maternal mortality rate, preventable deaths of newborns and
children under five, as well as combating diseases such as AIDS, tuberculosis, and
malaria. One target is to ‘achieve universal health coverage, including financial risk
protection, access to quality essential health care services and access to safe, effective,
quality and affordable essential medicines and vaccines for all.”8 Currently there is
no indication this target will be reached.9

Researchers estimated as early as 2018 that half the world population can be
considered as middle class.10 For this section of the world population—at that time
some 3.8 billion—the question is not only to meet basic health needs, but to benefit
from advanced health services and technologies. While some may argue for limiting
consumerism to achieve sustainability—there is no human right to own an SUV or to
go on long-distance holiday trips—it is difficult to argue that the global middle class
should not have access to the same health services and technologies as people in
industrialized countries. And it is equally difficult to argue that people in industrial-
ized countries should reduce their access to high-standard health services in order to
redistribute resources. So how can sustainability be achieved in a situation where the
poor (rightly) demand access to basic health services, the growing globalmiddle class
(rightly) demand the right to spend more of their resources on health services, and
people in industrialized countries (rightly) demand continued access to high-quality
health care?

There is no simple remedy, only a combination of different measures will help.
Focusing on one of these, I will argue for the role of digitalization in meeting
increasing demand without a corresponding increase in resources.11 IT systems are
often difficult and expensive to design and implement, but the marginal costs of
providing additional services are negligible. This iswhatmakes digital health services
so powerful in achieving universal health coverage.Digitalization can improve access
to health care services, and it can support health insurances in processing large
numbers of claims and payments. Both are essential to upscaling health services
especially in developing countries.

The following section provides a brief discussion of the general role of IT in the
health sector, specifically in relation to quality, access, and efficiency of health care
and services. Section 3 gives examples of IT in the health sector, both in relation to
health care services (e.g., electronic patient records and digital health services), and
in relation to health insurances (e.g. business process automation and self-services
used by insurees). In Sect. 4 I discuss different risks which may prevent digital-
ization from supporting health sector sustainability, like lack of digital literacy and
access which may prevent patients from utilising services, as may nonacceptance
by medical doctors acting as gatekeepers to these services; technical risks which

8 See UNDP (2015).
9 World Bank (n.d.), for example, indicates that out-of-pocket health expenditures have increased
in many regions of the world.
10 See Kharas and Hamel (2018).
11 For a broader discussion on the relation between innovation and sustainable development, see
McGahan et al. (2014).
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are especially large in the design and implementation of large-scale data-exchange
platforms, while financial risks may result from changing regulatory requirements.
Sections 5 and 6 explain how international collaboration can support health sector
digitalization, and what role governments have in setting the regulatory framework.
In the concluding Sect. 7 I argue for an approach to digitalization in the health sector
based on organisational needs and capabilities. This will ensure that digitalization
can actually fulfill its role in supporting the sustainability of health sectors especially
in developing countries.

2 The Role of IT in Satisfying the Demand for Health Care

IT systems are usually characterised by rather high initial costs, resulting from the
initial development and from setting up the infrastructure to run them. There are also
considerable costs inmaintaining and running the systems, aswell as adapting them to
changing needs. The actual number of users, however, is a minor cost factor because
of scalable cloud infrastructure services which make it easy and rather inexpensive
to ‘grow’ the infrastructure in line with the number of users. Once the system has
been set up, expanding the user base is inexpensive. This is important in terms of
both the availability of staff and the costs of running a health care system.

Practically all areas of the health sector, including health insurance, are highly
labour intensive. Lack of staff or the lack of financial resources to pay for staff are
major obstacles in meeting health care demand. The health care demands of the poor
and the growing middle classes cannot be met by simply hiring as many staff as in
industrialized countries. Even in industrialized countries there is strong pressure to
increase the efficiency of health care systems.

IT in the health sector includes awidevariety of technologies and systems.Broadly
speaking, these fall into three areas. All three are relevant for health care services,
as well as the administrative services provided by health insurances.

• Quality of care/services (e.g., higher level of accuracy in diagnostics)
• Access to care/services (e.g., video consultations or online service centers)
• Efficiency of care/services (e.g., through automation of procedures).

There is a certain interdependence between the three. For example, better diagnos-
tics of (potential) tumors not only constitutes an improvement in the quality of care
but will also increase efficiency in terms of treatment resources well spent. Likewise,
improved access to specialist care through video consultations will also increase the
quality of care provided.

It is quite challenging to assess and compare the status of health sector digitaliza-
tion in different countries. In its Smart Health Systems project, the German Bertels-
mann Foundation developed an index that takes into account not only the political
system and digital health governance but also digital health infrastructure and the
actual implementation of digital health services. The benchmarking of 17 primarily
European countries (as well as Canada, Israel, andAustralia) shows Estonia, Canada,
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andDenmark in the top spots, while France,Germany, and Poland received the lowest
score.12 A similar approach is the Global Digital Health Index (GDHI), a tool which
helps countries benchmark andmonitor their investments in digital health. In the first
GDHI annual report, the 22 participating countries are ranged in five digital health
maturity phases. OnlyMalaysia is ranked in the highest maturity level 5, while Sierra
Leone, Uganda, Afghanistan, Pakistan, and Lao PRD have reached level 2.13

In the context of sustainability, the focus is on digital health systems which either
fully replace human resources or through which human resources can be used in
a much more economical way. Examples for this are illustrated in the following
section of this text, without attempting to give a full overview of health-related IT.
Most examples are from Germany, complemented by some from other, especially
developing, countries.

3 Examples of IT in the Health Sector

3.1 Access to Information by Patients

People turn to available and trusted sources when they need information about
medical issues. This information (often based on personal experience or coming
from a family member) is used to decide if professional support is needed. Today, the
internet has become a major source of this information, and especially ‘Dr. Google’
plays an important role.14 But the main criterion for presenting content at the top
of the Google list is not necessarily the quality of the content. Additionally, there is
usually too much information rather than too little,15 and much of it is directed more
to health care professional than to patients. To address this gap, the GermanMinistry
of Health launched and funds the ‘National Health Portal’ website, populated with
patient-oriented content created by a teamof independent health care professionals.16

This kind of information can improve the efficiency of health care systems.
Patients can make an informed decision to seek professional care, thus reducing
the number of unnecessary consultations and saving resources for the necessary
ones. And it can reduce the risk of seeking professional care too late which may lead
to complications and much higher demand for medical care.

The challenges in setting up such systems are less related to technology than to
content andmarketing. Establishing the professional consensus for treatment options
is notoriously difficult, although this may be easier in the case of basic everyday
medical needs. Secondly, the information must be presented in a way which is easily

12 See Thiel et al. (2018).
13 See Mechael and Edelman (2019), p. 12.
14 See Waschinski (2019)
15 For a list, albeit incomplete, of English-language sources, see HCF (n.d.).
16 See Nationales Gesundheitsportal (n.d.).
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understandable for nonprofessionals without compromising the quality of content.
And thirdly, the information must be easy to find considering the vast number of
sources on the internet. To address this, the German Ministry of Health has only
recently begun to collaborate with Google. The material from the National Health
Portal is presented in separate ‘Knowledge Panels’ which are visually separated from
the usual search results.17 In this way, the National Health Portal can use Google’s
large user base to reach its target audience. In terms of sustainable upscaling this
means that the number of users may grow exponentially without a corresponding
increase in the costs of running the portal.

3.2 Digital Health Services

Providing better access to information is certainly a positive step, but its impact on the
resources needed for treatment is limited. It would be quite different if digitalization
could be used not only to inform about diseases, but to treat them. Advances in
artificial intelligence (AI) are rapidly increasing the treatment options of such digital
health applications.Germanywas—tomyknowledge—thefirst country to establish a
standardprocess for the accreditationof digital health apps—and their reimbursement
through health insurance. Previously, reimbursement had been through individual
health insurances for individual applications. Now, all insurees of the social health
insurance system have access to an increasing number of applications which health
care providers can prescribe and their insurance will reimburse. Inclusion in the
benefit package depends on proof of medical benefits (similar to pharmaceuticals) or
benefits in terms of patient empowerment and self-management, for example. Since
early 2020, the start of the new process, 43 companies have sought approval for
their digital health applications.18 As of December 2020, six have been approved,
covering tinnitus, insomnia, obesity, arthritis, and different types of phobias.19

It remains to be seen which range of diseases will at some point be treatable by
digital health applications. The new approval and reimbursement process inGermany
currently acts as a stimulus for the development of new applications, offering the
prospect of access to a fully funded market of about 75 million potential customers.
Indications from the approval process suggest that digital health apps are not focused
on a small number of use cases but cover an extensive range of diseases. Digital
health services will not replace the traditional health care system. But they may offer
additional treatment options for an increasing number of diseases. And since they
are digital, they can be offered to increasing numbers of patients without increasing
the need for additional health care staff.

17 See BMG (2020). Currently, there are Knowledge Panels for more than 160 diseases covered by
the National Health Portal.
18 See BfArM (n.d. a).
19 See BfArM (n.d. b).
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3.3 Access to Information by Health Care
Provider/Insurance

Data plays an important role in the health sector. Data is generated and stored in
the process of diagnosis and treatment: to document services provided, to determine
the patient’s insurance status and eligibility to receive certain services, and to verify
claims either by patients or health care providers. Much of this data is generated
at one point by one institution and used at a later point by another. With increasing
digitalization of the health sector, more data is generated (e.g., by diagnostic imaging
systems), must be stored, transferred, and made available to a user at the right point
in a specific business process. Electronic records management systems are used to
achieve this. Depending on the specific situation and data, the health care providers,
the patients, or a health insurance—or all of them—could use electronic records.

In the context of sustainable upscaling, electronic patient records management
systems serve different functions. For diagnosis and treatment, for example, the
timely access to all available information prevents duplication of diagnostic activ-
ities, thus saving physical and human resources. For patients, they support patient
empowerment and informed decision-making by giving them real-time access to
all their health records. For health insurances, they save labour otherwise used for
storage and retrieval of files and they are the basis for automating business processes.
Digitalization can also be important in training health care staff. Digitalized training
materials can be made available to larger numbers of training participants, including
those in remote locations.

The data stored in electronic patient records also supports the further development
of digital health services based on AI. The more data available in a digital and ideally
well-structured form, the better the prospects of using AI-based systems to detect
patterns in the data. Today, AI is successfully used in highly specific tasks like
dermoscopic melanoma image classification.20 But with more data stored in digital
form and with further advances in AI technologies, AI-base solutions will become
more available in a wider range of complex tasks in diagnostics and treatment.

3.4 Automation of Business Processes

When health insurance coverage increases, it increases both the number of insurees
and the number of health care services covered. The result is an exponential increase
in the workload for health insurance. A simple calculation may serve to illustrate
this:

20 See Brinker et al. (2019).
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Insurees 1 million 2 million 3 million

Claims per insuree 1 per year 2 per year 3 per year

Workload of health insurance 1 million claims 4 million claims 9 million claims

Each claim must be verified by the health insurance. The following graph shows
what this includes.

The time and skill required to verify the claim depend on the number and
complexity of procedures involved. They may be very simple (an outpatient visit) or
extremely complex (major surgery). Quite likely, as the benefit package increases,
the number of complex procedures will increase as well. In any case, the administra-
tive burden on health insurance will be immense. Covering this purely by increasing
the number and qualifications of the workforce will not be viable. This is where the
automation of business processes comes in: an IT system can electronically check
data the providers submit electronically. This can be any individual or all aspects
of the verification process indicated above. It can also be either for all claims of a
certain type or only for selected ones. The systems are typically built up over time,
i.e., starting with simple claims and/or only selected verification steps, all the way
to a more or less completely automatic verification process. There will always be a
certain number of claims which cannot be verified automatically. These are routed
to staff members for manual verification.21

There are no standard figures to indicate what degree of automation is possible.
Practical experience shows it depends verymuch on the complexity of the verification

21 See Geissler (2017) for a detailed discussion on the automation of business processes in health
insurances. In Geissler (2018) I argue that (almost) fully automated health insurances are generally
possible.
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process and on the organizational capacities of the health insurance. But very
generally speaking, automation rates between 65 and 95% are possible. Looking
at the example above, one can calculate which automation rate would be required to
manage increased coverage with the same number of staff (assuming that the original
workload was handled without automation).

Workload of health insurance 1 million claims 4 million claims 9 million claims

Automation rate (%) 0 75 88.9

3.5 Administrative Self-services

The increased number of health care users and health insurance members will also
increase the number of routine administrative requests hospitals and insurance must
deal with, like making appointments, changing addresses, storing payment data or
questions about available services. Without digitalization, staff members answer
these requests, either in service centers or via a telephone hotline; both are rather
labour intensive. Of course, there are very specific requests which do require the
attention of a qualified staff member. But digital self-service systems can cover most
of the above-mentioned routine issues, for example, through online service centers.
Essentially, these are password-protected websites which registered users can access
to update personal information or submit data relating to claims or other services.
This not only saves resources for the hospital or health insurance, it can be a service
to insurees or patients who don’t have to travel to service centers or write letters.

Chat bots are currently less commonly used in the health care and health insurance
sector but are certainly a way to augment call center staff in the future. Like online
service centers, they are not meant to fully replace human staff at call centers but
primarily to handle routine activities. Both online service centers and chat bots can
play an important role in the sustainable upscaling of health care systems. Both
are examples of digital systems which—once set up—can handle large volumes of
transactions without an increase in staffing.22

3.6 Robotics

Robotics is the replacement of physical labour by machines. The more complex
the activity, and the less standardized the sequence of movement, the bigger the
difficulties in implementing robotics solutions. In health care—in a hospital, for
example—most activities involving the patient’s body have a high level of complexity

22 See Geissler (2018) for a more detailed discussion of changes and strategic challenges for health
insurances by digitalization.
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and a low level of standardization. After all, all patients have special medical needs
and specific physical characteristics. For this reason, examples of robotics at the point
of patient care are rare. And even some systems which are usually called ‘robotics’
are more accurately speaking systems to support and guide the physical movement of
the surgeon, without actually replacing themovement.23 The surgery systemDaVinci
is one example. There are pilot projects to replace nursing staff by robots in order
to meet increasing demand. But there is very little evidence that existing robots can
perform nursing activities. Only in support activities like transporting food, linen,
or medication from service areas to the wards do robots currently play a larger role.
In an example from a German university hospital, autonomous systems replace the
labour of about a hundred staff members.24

These examples illustrate that robotics is certainly no solution to shortages of
nursing or medical staff. This is due not only to the lack of available systems, but
also to the extremely high costs and liability issues in case of malfunction. Even so,
there are some areas in the health sector where robotics does play a role, as the current
Corona pandemic shows. The upscaling of test capacities could only be achieved by
using automated lab systems.25 And the production of hundreds ofmillions of vaccine
doses likewise depends on the automation of production processes.26

4 Risks and Risk Management

4.1 Digital Literacy and Digital Access

There are numerous hurdles preventing patients from using digital health services,
especially in developing countries. For this paper, only a short summary of these
hurdles is possible. The key point is that all the obstacles must be overcome—even
one is enough to prevent the utilization of digital health services.27

• Literacy: Most digital health services are based on written language. However,
especially in areas with low literacy, it would be possible to put more emphasis
on pictures, speech or videos.

• Access to hardware: Generally, a simple smartphone is sufficient to access digital
health services. Without one, access would be severely limited.

• Access to electricity: Power outages may be a problem in remote locations, but
smartphones have batteries which should be able to cover the periods without
electricity.

23 See Intuitive Surgical, Inc. (n.d.).
24 See Fuest (2018).
25 See Wiener Zeitung (2020).
26 See Macdonald (2020).
27 See van Deursen and van Dijk (2015), p. 380f for a more general discussion of the digital divide.
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• Network access: Most digital health services will require internet access. For very
simple services (e.g., those based on text messaging) very limited internet access
would be sufficient. But for more advanced services (e.g., video consultations or
tutorials) much more data and better connectivity would be needed.

• Digital literacy: Users will most likely have to choose between different digital
services.Making informed decisions requires a good understanding of how digital
services work and how data is used.

All aspects (except, perhaps, basic literacy) are equally relevant for health care
practitioners and for patients.

One should certainly be careful in trying to apply the findings about the digital
divide drawn from studies done in industrialised countries to the situation in devel-
oping countries. Nonetheless, one should certainly consider the work of van Deursen
and vanDijkwho found that in theNetherlands, youngermenwith higher educational
levels and higher income are, over all, most likely to have better digital access.28 If
this is the case in developing countries—and there is little to suggest that it would
be different—then there is a great risk that investment in digitalization of the health
sector would actually increase disparity in access to and use of health services. This is
not an argument against digital health services but more of a call to consider program
design as a way to explicitly address the causes for the digital divide.

4.2 Nonacceptance by Health Care Providers

Health care providers act as gatekeepers in terms of market access of health care
innovations. With pharmaceuticals, for example, even if regulators and the insurance
have approved them, a medical doctor still needs to prescribe them. The same is
true with innovative diagnostic or other treatment options. Digital innovations in the
health sector face the same hurdle. Even if they are technically available and have
regulatory approval, they may still not gain widespread use if health care providers
do not accept them.

Health care providers will probably not integrate digital solutions into their treat-
ment if they perceive a given solution as increasing their administrative workload.
For example, when health care providers are required to upload documents into a
patient’s digital health records, rather than just storing them in their own IT system
or on paper. Only a high degree of usability and integration in existing systems and
workflows will ensure acceptance. Ideally, digital systems should even reduce the
administrative workload. A problem-based approach is the most likely option to
lead to positive results: addressing the deficiencies health care providers deal with
every day in managing their practice and caring for patients. IT systems will only be
accepted if they help to solve real-life problems.

28 See van Deursen and van Dijk (2015), p. 388.
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Another aspect to be considered is payment. If health care providers see the use of
digital tools (e.g., providing video consultations) as additional workload, there must
be a corresponding reimbursement. New activities like explaining the workings of
a digital health application must also be included. After all it is quite likely that if
health care providers prescribe digital health applications, they will also be asked by
their patients when they need support.

4.3 Technical Challenges

The level of technical challenges depends on the type of application. In implementing
(and perhaps adjusting) standardized applications with limited integration in digital
data-exchange networks, the challenges are quite limited. Many applications such as
video consultations have been around for a long time. The challenges are greater for
customized systems in larger institutions like health insurances or hospitals where
the IT systems are used not only to store and process data but also to manage work.
Weaknesses in business process management (e.g., in terms of documentation and
standardization of processes) will make it that much more challenging to implement
adequate IT systems.

Thegreatest challenge—and risk—is the design and implementationof large-scale
data-exchange platforms. The level of risk depends on the number and heterogeneity
of users. The large number of users (hundreds of hospitals, thousands of health
care providers, millions of patients/insurees) with very different technical capacities
and professional expectations will make it very difficult to create a common under-
standing about what the system is supposed to do and how it should be set up. And
this type of system can never be off-the-shelf. One can learn from the experiences
of other countries, but it is not possible to simply implement an existing system.

4.4 Financial Risks

It is extremely difficult to estimate the costs of custom-made IT systems, and there
is no direct relation between the costs of a system and the benefits it brings. The
normal paradigm of ‘pay more and get more’ does not necessarily work, as the
recent development of Corona tracing apps shows. The technical requirement was
for an application which helps trace personal contacts and informs people at risk of
having contact with a person infected by Covid-19. Based on media reports, actual
development costs in Germany were e20 million, ten times as much as in Switzer-
land, Austria and Norway. In Iceland and Italy, companies and free-lance developers
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developed the apps for free. One IT consultant in Germany estimated potential devel-
opment costs ate450,000 based on standard rates.29 TheUK spent about £35million,
including about £10 million for a version which was later abandoned.30

Clearly, very similar features can result in vastly different costs. One reason is
that there are different requirements (e.g., in terms of data protection and intercon-
nection with other systems), in addition to the contracts negotiated with the devel-
opers/service providers. Another factor is time: it will certainly cost considerably
more to develop a system in a short time span. Changes in regulatory requirements,
(e.g., in terms of data protection) will also lead to increases in costs.

5 International Collaboration

It is certainly more difficult to transfer digital health systems from one country to
another than—say—use pharmaceutical products in another one. But considering the
high initial costs of developing digital solutions and the low costs of extending the
use to additional users, international collaboration can be especially beneficial. We
can identify different types of collaboration in the digital health sector, ranging from
exchange of information and experiences and adoption of international standards
like SNOMED CT31 to international collaborations in which tools are developed
and shared. There are networks of digital health institutions at the global level and
in different regions of the world. The WHO plays an important role in this regard
and in 2019 established the Department for Digital Health and Innovation which has
produced two guidelines on the topic: Recommendations on Digital Interventions for
Health System Strengthening32 andDigital Implementation Investment Guide.33 One
of the largest nongovernmental international networks is the International Society
for Telemedicine and eHealth (ISfTeH) which aims to facilitate the international
dissemination of knowledge and experiences in telemedicine and eHealth.34 The
mapping of regional and national associations in the field of digital health would be a
subject for a separate paper. Tomention only two very active regional initiatives, there
is the Asia eHealth Information Network (AeHIN)35 and the European Connected
Health Alliance (ECAlliance).36

There are fewer international initiatives where actual digital solutions are jointly
developed. This is due to the need for localized solutions in line with specific require-
ments, regulations and needs. The most remarkable and successful one is probably

29 See Bott and Gill (2020).
30 See Downey (2020).
31 See SNOMED (n.d.).
32 See WHO (2019).
33 See WHO (2020).
34 See ISfTeH (n.d.).
35 See AeHIN (n.d.).
36 See ECHA (n.d.).
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the District Health Information Software 2 (DHIS2), an open-source, web-based
health management information system platform which is in use in 73 low- and
middle-income countries. The Health Information Systems Program (HISP) at the
University of Oslo manages the development of the core DHIS2 software. HISP is a
global network of 13 in-country and regional organizations, providing direct support
toministries and local implementers of DHIS2.37 A similar althoughmore recent and
smaller collaboration is openIMIS, an open-source software for managing health-
financing systems like health insurances. Features include enrollment of insurees,
patient verification at the point of service and claims management.38

6 The Role of Governments

The successful use of digitalization in the health sector is never a bottom-up activity. It
requires a strong regulatory framework and strong institutions. Setting up and main-
taining digital health solutions require political leadership and legislative activities.
To achieve data exchange between different institutions, there needs to be regula-
tion on semantic and syntactic interoperability. For this reason, the German federal
government recently acquired a license for the international SNOMED CT standard
and passed legislation requiring the use of this standard in digital health activities.39

But the need for legislation goes much further, including standards on data security,
licensing of products/services, reimbursement for digital health services, and patient
rights. Apart from legislation, there is also a need for governance structures—insti-
tutions bringing together the different players in the digital health sector. This can be
public companies in charge of setting up and maintaining digital health systems at a
national level,40 or networks of experts and stakeholders to stimulate innovation.41

The political framework is critical to successful digitalization in the health sector,
both in a positive and negative sense. Strong political leadership can boost develop-
ments. This is certainly the case with the German Minister of Health who has made
digitalization one of his policy priorities from the very start of his tenure in 2018,
stimulating a pace of progress so far unknown in Germany. Conversely, a lack of
political leadership will most likely prevent much meaningful progress. Even worse,
inconsistency in regulatory requirements or the selection of projects based on the
possibility of political prestige rather than on the needs of the health sector will lead
to large expenditures and little actual benefits for patients or providers.

37 See DHIS2 (n.d.).
38 See openIMIS (n.d.).
39 See Krüger-Brand (2020).
40 The German example would be the company gematik. See gematik (n.d.).
41 In Germany, this function is performed nationally by the health innovation hub which was set up
in 2019; see BMG (n.d.).
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7 Conclusion and Best Practices

Covid-19 has been a catalyst for the digitalization in the health sector. The pandemic
has stimulated the use of video consultations, electronic prescriptions, contact
tracing, and monitoring of health care resources like hospital beds.42 Not all inno-
vations piloted during these special times will necessarily withstand the test of time.
First experiences show that the use of video consultations will not remain at the level
achieved during the height of the pandemic. But in a ‘new normal,’ digital health
applications will certainly play a more important role than before. The crisis has
also stimulated international networks in the digital health sector.43 Without being
cynical, the pandemic came at the right time as far as digitalization of the health
sector is concerned: systems to help fight the pandemic were already available or
rather easy to adjust in a short time.

Buildingon the extensive experience of health-sector digitalization beforeCorona,
one can draw conclusions for the time after the pandemic. There should be a focus
more on standards and interoperability of individual systems, rather than trying to
cover large parts of health-sector needs in a few large-scale IT systems. This will
reduce the complexity of the systems and provide more flexibility in adjusting to
changing needs and technological developments. Modular systems are also more
open to development and maintenance by local or regional IT ecosystems. They have
the flexibility and knowledge of the local situation and needs to design, implement,
and maintain acceptable solutions.

Taking a needs-based approach means starting from the real-life challenges in
the health sector and developing solutions for these challenges. High-tech solutions
will not be accepted if they are not in line with the actual operational needs. This
is especially the case in the health sector where medical professionals will act as
gatekeepers to digital innovations. If they do not see the benefit of the innovations,
the new tools will most likely not gain widespread acceptance and use.

Existing institutionsmust take up and implement newdigital solutions. It is impor-
tant to consider the managerial capacities of these institutions. One should neither
try to solve managerial problems through IT, nor should weak institutions be over-
whelmed by large IT systems. The development of new IT systems (e.g., digitaliza-
tion and automation in health insurance) may be a starting point to clarify business
processes and procedures. But that will take time, and it will certainly delay the
implementation of IT systems.

Digitalization in the health sector holds significant promise to delink the increase
in health care demand from the poor and the growingmiddle classes around theworld
from the use of resources in the health sector. Better access to information and new
digital treatment options will reduce needed resources in health care delivery, while
the automation of business processes will support the upscaling of health insurances.
Considering the limited application of robotics in the health sector, more health care

42 See, for example, Deutsches Ärzteblatt (2020); GTAI (2020).
43 See, for example, ISfTeH (2020) for a collection of Covid-19 information and resources.
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users will always mean an increase in health care staff and resources. But IT will
play an important role in achieving the sustainable upscaling of the health sector in
order to achieve universal health coverage.
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Corporate Digital Responsibility—
Understanding and Applying

Erik Pelters

1 Introduction

In January 2020, German universities were rumored to be handling digitalization
leisurely (Füller, 2020). Due to the corona pandemic, universities were forced to
switch from classroom teaching to digital teaching in the 2020 summer semester
in order to reduce the risk of infection. A lack of basic (technical) requirements,
didactic gaps and legal uncertainty regarding the implementation of digital exami-
nation formats are examples of the challenges universities had to take on. However,
the effort was worth it: In Germany, approximately 76% of the courses were offered
despite the online semester (Stifterverband für die Deutsche Wissenschaft, 2020).
The digitalization boost triggered by the pandemic shows what is possible when the
need for digitalization meets the will of implementation. But digitalization in univer-
sities does not mean saying goodbye to classroom teaching. This would reduce the
didactic added value gained through personal exchange. The teaching of the future is
based on analog and digital hybrid forms—so called “blended learning approaches”
(Auricchio & Káganer, 2015: 32).

Following the new institutional economics approach, universities—like other
institutions—are subject to information asymmetries that must be taken into account
when developing a holistic digital university strategy. A prerequisite for a solution
that will continue to exist in the further course of the digitalization process is to
combine considerations on digitalization with sustainable efforts. So far, there have
hardly been any considerations in literature on the compatibility of digitalization,
digital transformation and sustainability and the examination of their interdependen-
cies. It is obvious that a triad of these areas has enormous potential to meet two of the
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driving changes in the world: the digital penetration of economy and society paired
with an increasing understanding that we have to change our way of life to reduce
negative impacts on our planet. To this end, the first research question examines how
digitalization can be reconciled with an existing theoretical sustainability construct.

RQ1:How can digitalization be integrated into an existing theoretical sustainability
construct?

On this basis, the scenario technique of the German Federal Ministry of Justice
and Consumer Protection (BMJV) is presented to help individuals and organizations
to independently develop and reflect on possible opportunities and risks of digital
change. This particular scenario technique was chosen because of its simple but
versatile application possibilities. Since the examples exclusively derive from the
corporate context, the second research question examines whether the scenario tech-
nique can be transferred to other contexts. Using universities as an example in this
article was chosen because the backlog that universities have with regard to digi-
talization is compounded due to the lack of concrete starting points for developing
a sustainable digitalization strategy. The scenario technique provides this starting
point. In advance, the transferability of the technique to the university context must
be tested. Hence, the second research question is:

RQ2: Can the BMJV’s scenario technique be transferred to the university context?
This article is structured as follows: First, digitalization and digital transformation

is explained with reference to the university context. Second, an existing model of
sustainability is introduced and further developed by integrating the challenges and
responsibilities of the digital age. As a next step, the emerging model forms the
basis for showing what is meant by CDR and how organizations can meet their
digital responsibility in the future. For this purpose, with the help of the BMJV’s
scenario technique, a practical implementation instruction is provided, the universal
applicability of which is proven by the transfer to the university context. After taking
reference to the underlying limitations of this paper, it presents implications for
further research in the CDR area and practical starting points not only for universities
but any organization. The paper concludeswith a brief outlook on the challengesCDR
in general and universities in particular need to overcome in the future.

2 Digitalization and Digital Transformation of Universities

Digitalization no longer only refers to technologies that convert analog files into
digital ones. Nowadays, digitalizationmainly describes processes as well as the tech-
nologies and devices required to control these processes. Digitalization ensures that
information can be used and processed digitally, whereby activities being converted
or integrated into digital processes and being carried out completely or largely auto-
matically (Hüther, 2020: 12). These processes are fueled by data that is fed by as
large quantities as possible. Thereby, digital technologies lead to diverse potentials
that can be used in new ways.
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The continuous consequences and effects of digitalization control the digital trans-
formation which is characterized as “the creation and resulting change in market
offers, business processes or models that result from the use of digital technology”
(Nambisan et al., 2017: 224).1 Digital transformation is forcing companies to rethink
the role and value of data in their business models (Brownlow et al., 2015). In most
cases, a fundamental change in the organization’s underlying mindsets, systems,
and tools is required to reposition the organization partly or as a whole (Gupta,
2018). According to Oswald and Krcmar (2018: 7–9) digital transformation is: (1)
inevitable: For some challenges of social and economic developments solutions can
only be developed with the help of the innovative use of digital technologies; (2)
irreversible: The cost–benefit ratio of new technologies is constantly improving and
displacing existing technologies from the market; (3) fast: Continuous ongoing and
new developments are essential in order not to be overtaken by other market partic-
ipants; (4) insecure: The dynamics with which digital technologies are developing
makes it difficult to predict which technologies will be built on in the future. Due to
its characteristics, the digital transformation is changing the way in which organiza-
tional added value is created. Furthermore, the characteristics show that a rejection
or an insufficient examination of digitalization will inevitably lead to organizational
failure sooner or later. It is nearly impossible to resist the digital transformation
process. On the contrary, as a continuous change process, digital transformation
permeates all areas of society (Fig. 1).

The illustration shows that through the use of digital technologies, all interest
groups benefit from the newly created exploitation potential and new technologies.
They are developed by science institutions and companies to satisfy social needs.
The state assumes a regulatory and promotional function depending on the expec-
tations within society. Changes in expectations, in turn, force science institutions
and companies to develop new solutions. This leads to a continuous and incessant
advance of the digital transformation process (Arntz et al., 2020: 47) that is reshaping
people’s professional and private lives.

Universities—as bodies of science—are also affected by the digital transforma-
tion process, leading to changes in teaching, learning and research methods. The use
of electronic data processing in universities has been common practice for years as it
supports e.g. administrative processes or e-learning. As the transformation process
progresses, new forms of use and application potentials for digital tools in the indi-
vidual areas of the university system are constantly opening up, so that digital tech-
nologies permeate the entire university system.2 As the switch from classroom to
online teaching in the corona crisis illustrates, the boundaries between administrative
processes and digitally supported teaching and learning techniques blend into one
another. The blurring of this classic border leads to a change in the university as a
place of learning, which harbors opportunities, risks and requirements for all actors

1 A classic example is the change in the music and media industry due to the development from
analog sound carriers to streaming portals.
2 In the past the use of digital media was limited to the provision of lecture and exercise materials.
Today, forms of self-determined, interactive, cooperative and action-oriented learning are available.
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Fig. 1 Digital transformation (Reproduced from Kofler 2016)

within the university environment. The digitalization and networking of educational
processes open up new access and dissemination possibilities for knowledge and thus
potential for diversifying courses and tapping into new target groups.3 This requires
the establishment of a digital infrastructure with regard to the equipment including
technical components and their service facilities as well as the infrastructure that
enables the use of new digital media. At the same time, this transformation harbors
the risk of shaking the very foundations that make up the quality of universities
such as being a place for critical thinking, personal exchange and networking, as
well as the transfer of scientifically substantiated knowledge. These are factors that
live from physical presence and analog structures (e.g. lecture halls, libraries, shared
workspaces). The didactic added value of physical exchange cannot be replaced by
any form of online teaching. Consequently, a major challenge for university digital-
ization is to combine digital teaching and learning scenarios with analog infrastruc-
tures in a blended learning solution and to develop them evenly so that new potentials
are linked with existing strengths (Kannenberg & May, 2014: 10). Digitalization is
not limited to individual areas of application (e.g. studies and teaching), it requires
an overall strategic consideration in the university system. This consideration goes
far beyond the purely technological aspects, since the changed requirements for
the university system not only affect the underlying processes but also the actors

3 Due to the temporal, didactic and spatial diversity of digital formats, the compatibility of family,
work and further education is improved.
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who move within the university context. Consequently, in addition to economic and
educational considerations, social and cultural perspectives should also be included
into the strategic orientation. Coming back to Kofler’s diagram (Fig. 1), clearly all
actors (including universities) are an inevitable part of the digital transformation.
Therefore, not only the desire, but also the demand for a responsible handling of
innovations becomes evident. This requires digitalization and digital change to be
developed with respect to the concepts of sustainability and responsibility.

3 Changes in the Concept of Sustainability
and Responsibility in the Digital Age

The classic model of sustainability aims to use finite resources responsibly, so that
current and future generations can lead a life in dignity and according to their needs
(Hauff, 1987: 46–47). By now, the model has evolved into the three-pillar principle
of sustainability according to which sustainable development can only be achieved
if ecological, economic and social considerations are taken into account (Enquete-
Kommission Schutz des Menschen und der Umwelt, 1998: 24).4 (Fig. 2).

There is disagreement in literature about the arrangement and interdependencies
of the individual pillars with one another, whether all three levels should be treated
equally or if there is a priority model (Kleine & v. Hauff, 2009: 33).5 For this, Pufé
(2017: 110–115) compared several models with the sustainability triangle emerging

Fig. 2 Models of sustainability (Reproduced from Pufé, 2017: 110–115)

4 Ecological considerations on the moderate use of natural resources (e.g. resource conservation,
emission reduction, preservation of ecosystems, minimization of risks), economic considerations
to ensure long-term company security (e.g. increase added value, efficient satisfaction of needs,
high innovation potential, no accumulation of debts), social considerations to ensure the “good
life” (e.g. cooperation, solidarity system, equal rights, job security).
5 In the scientific discourse, a distinction ismade between “weak sustainability” and “strong sustain-
ability”. In the case of “weak sustainability”, ecology, economy and social affairs are treated equally,
while “strong sustainability” sees ecology as a prerequisite for social affairs and social issues as a
prerequisite for economy.
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as the preferred model. The three-pillar model is subject to the criticism that the roof
of sustainability could already be supported by two pillars, so one pillar could easily
be omitted. The intersection model is popular but suggests that one pillar can be
neglected if this deficit can be offset by corresponding added value within the other
two pillars. The sustainability triangle basically corresponds to the middle of the
intersection model, but does not allow any other solution than the equal integration
of all three pillars in order to achieve sustainable development in the long term.
Hence, the model of the sustainability triangle will be used in the further course.
Regardless of any criticism, literature largely agrees that a society can never develop
sustainably if it is based solely on one of these pillars.6

The concept of Corporate Social Responsibility (CSR) is also based on the pillars
of sustainability. The classic CSR approach generally describes a company’s respon-
sibility for sustainable management in economic, ecological and social terms. It
serves as a basis for companies to voluntarily bring social and ecological concerns
into harmony with their economic value creation (European Commission, 2011: 7).
With digitalization and the associated innovation dynamics as well as the networking
of various new products and services, social phenomena arise that have not been
taken into account in the previous concept of CSR. An example is the development
of assistance systems in automobiles that use artificial intelligence to increasingly
intervene on driving behavior and thus raise completely new questions regarding the
responsibility dilemma when accidents can be traced back to technical malfunctions.
It therefore makes sense to add a digital component to the model of sustainability,
in order to answer the questions of what responsible corporate behavior looks like
in a digital world and who takes responsibility for what and to whom. Moreover, the
diagram by Kofler proves that digitalization permeates all areas of life—and thus all
three pillars of sustainability. Hence, the mere addition of a fourth pillar is insuffi-
cient. Instead, a holistic integration of digitalization across all pillars is required. The
three-pillar principle must be taken into account both in the physical and in the digital
living environments. If this succeeds, a successful (theoretical) compatibility of digi-
talization and sustainability can be achieved that forms the prerequisite for corporate
social responsibility to develop into corporate digital responsibility (Fig. 3).

6 There is more of a tendency to expand the model to include other pillars (e.g. culture, politics).
These extensions of the model have played a subordinate role in the literature so far.
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Fig. 3 From CSR to CDR (Own proposal for solution based on the sustainability triangle and the
configuration concept of Dörr, 2020: 40)

4 Corporate Digital Responsibility

Corporate Digital Responsibility (CDR) complements corporate responsibility and
partly rethinks it by describing principles of corporate responsibility in the digital
transformation7. This refers to voluntary entrepreneurial activities that are intended
to help shape the digital world for the benefit of society (Thorun, 2018: 176).8 Like
CSR, CDR is ahead of positive law and closes digital responsibility gaps where
the legal basis ends or has not yet arrived.9 This also includes “questioning technical
developments and, if necessary, setting limits” (DeloitteGmbHWirtschaftsprüfungs-
gesellschaft, 2020). In addition to paying attention to digital sustainability in the sense
of the responsible use of data (Stuermer et al., 2017), CDR also considers the social,
economic and ecological effects of digital corporate actions in the world (Esselmann
& Brink, 2016: 38–41; Thorun, 2018). The driving force behind CDR is the sharp-
ening of the sense of responsibility for the effects of digital transformation processes
and the associated opportunities and risks for different interest groups (Gärtner &
Heinrich, 2018: 176). Combining the interests of different actors is the basis for the
existence and perception of CDR. A requirement for the compatibility of interests is
to give all members of society the opportunity to actively participate in technological
progress and in the process itself. This is the only way to meet the complex require-
ments of digitalization and the expectations of users—e.g. in terms of data protection
and transparency. This can protect consumers in the digital world and improve their
digital self-determination, creating trust so that innovative technological applications
can successfully establish themselves and enrich our lives.

7 For example, companies have to consider the social effects of digital products and services as
early as their development and ensure that they are compatible with our value standards.
8 Aswith corporate social responsibility, there is currently no standard definition of the term “CDR”.
9 Digitalization sometimes leads to disruptive technologies that require a completely different legal
basis. This takes time. CDR can form a bridge here.
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Fig. 4 Principles of CDR (Reproduced from Bundesministerium der Justiz und für Verbraucher-
schutz, 2019a: 10)

To this end, the German Federal Ministry of Justice and Consumer Protection
(BMJV) launched the CDR initiative in 2018, in cooperation with representatives
from business and politics (Bundesministerium der Justiz und für Verbraucher-
schutz, 2019b). The initiative develops solutions based on relevant scenarios of a
digital future and makes them available to the public as an open source approach
(Bundesministerium der Justiz und für Verbraucherschutz, 2020). This is combined
with the invitation to analyze activities using the methodology to find answers to
the question of what entrepreneurial digital responsibility can mean for one’s own
organization. The overarching goal of CDR is to turn digital responsibility into a
matter of course for organizations in all areas and industries (Bundesministerium der
Justiz und für Verbraucherschutz, 2019c: 5). Thereby, this should give consumers a
better overview of how companies handle their data while responsible entrepreneurs
should achieve a real market advantage by their conscious behavior.10 This goal is
to be achieved by following the principles of responsible action in the digital world
(Fig. 4).

As part of a holistic approach, the working group of the CDR initiative is to be
gradually expanded to include representatives from all areas of society in order to
ensure that the debates also address their expectations.11 A comparison of the list
of members shows that the number has doubled since its founding (Bundesminis-
terium der Justiz und für Verbraucherschutz, 2019c)12. However, the new members
are all companies. Considering the holistic approach to handling digital responsi-
bility envisaged by the CDR initiative, other interest groups must be involved in the
process.13

10 For example, through a gain in legitimacy on the part of society.
11 This includes representatives from civil society, associations, science, investors, influencers and
users.
12 Overview of members of the CDR initiative: Allianz Germany, Federal Ministry of Justice
and Consumer Protection (BMJV), Cliqz MyOffrz GmbH, Daimler AG, Deutsche Bahn AG,
Deutsche Telekom, IBM Germany, ING, Miele, Otto Group, Rewe Group, SAP, Siemens AG,
Telefónica, Zalando SE, ZEIT Online; highlighted institutions are founding members.
13 In particular, this includes representatives from science (e.g. universities).
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5 Scenario Technique of the BMJV

Uncertainty about the consequences of a decision inhibits a responsible digital trans-
formation process and provides an explanation as to why some institutions have
progressedmore significantly in the process than others. In order towork out possible
consequences of the digital transformation in practical case studies, the scenario tech-
nique was developed as part of the CDR initiative (Bundesministerium der Justiz und
für Verbraucherschutz, 2019a). In four successive steps, it offers a way to leave the
abstract level and illuminate (hypothetical) everyday life situations of the individual
organizational context against the background of responsibility. Those scenarios are
examined regarding their changes, opportunities, risks and goals in order to develop
recommendations for action. The application to many different situations provides a
more precise picture of questions and possible answers in relation to generalizable
principles for responsible digitalization (Fig. 5).

The presentation of the scenario technique is accompanied by concrete case exam-
ples including considerations on autonomous driving or networked refrigerators.
What is striking is the focus on company-related case studies which could be an
indicator of why all the members who have joined the initiative since introduction
are companies.

The following self-chosen example from a university perspective shows that the
scenario technique can be transferred to another context outside the corporate world,

Fig. 5 Scenario technique step by step (Reproduced from Bundesministerium der Justiz und für
Verbraucherschutz, 2019a: 6)
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Fig. 6 Digitalization of teaching and learning at universities (Own scenario based on the BMJV’s
scenario technique 2019a: 6)

affirming the second research question. The content is based on the above-mentioned
change processes in the university system (Fig. 6).

6 Limitations and Challenges of the CDR Concept

For universities, the importance of a university-wide and holistic digitalization
strategy based on the requirements of the digital society becomes clear against the
complex CDR background. Implementation, however, is difficult. In Germany alone
there are 400 different types of state, private or church-sponsored universities, all of
which differ in terms of structure and strategic orientation (Stiftung für Hochschulzu-
lassung, 2020). Notwithstanding, the digital university also raises problems and
responsibilities, the solution of which cannot be borne by individual universities,
but requires central (and university law) regulations, e.g.:

• Who guarantees that all actors in the university context are permanently provided
with access, hardware, software and updates?

• Who is responsible for technical support and security guarantee (e.g. data
protection) if the digital requirements exceed the capacities of the local data
center?

• Which authority guarantees equal opportunities in digital teaching?
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• Who is responsible and to what extend if the cell phone of a student or employee is
hacked in the public Wi-Fi and sensitive university data is stolen and/or misused?

• Who bears which costs?

Systemic implications and the resulting strategic challenges are seldomly taken
into consideration in university strategy processes, neither by the universities them-
selves nor by politics. The problems that arise in the course of the digital transfor-
mation process cannot be tackled by universities on their own. They require recon-
sidering the relationship between science institutions and politics, which is currently
not the case.14 Central solutions through the joint creation of framework conditions
require the involvement of the state. At the same time, interfaces must be identified
and clear-cut (responsibility) boundariesmust be set in order to guarantee the freedom
of science. The commitment of politics as well as the support of activities of those
who are keen to experiment is needed. “Politicians have to understand that univer-
sities are currently not in the process of implementing tried and tested solutions, but
have to experience and research opportunities, potentials and dead ends on an indi-
vidual and institutional level” (Dürkop & Ladwig, 2016: 8). In order to successfully
master the increasing influence of digitalization on higher education in the future,
universities should adopt a more comprehensive and cross-system perspective when
evaluating decisions and actions.

Management consultancies and auditing companies such as Deloitte or Pricewa-
terhouseCoopers have taken up the concept of CDR and are developing independent
solution strategies for successfully designing the digital transformation process. In
contrast to the results of the CDR initiative, these solutions are not openly accessible,
but are sold as a lucrative consulting concept (Deloitte GmbH Wirtschaftsprüfungs-
gesellschaft, 2020; PricewaterhouseCoopers GmbH, 2020). This is not condemnable
per se, but it illustrates the information advantage and the added value that comes
with an early adoption of the CDR concept. At the same time, it underlines the
importance of dealing with digital responsibility. Furthermore, it also shows that
with regard to corporate digital responsibility—as the name suggests—companies
are currently the only actors who have the (financial) capacities and the scope to live
up to this responsibility.

7 Implications for Further Research in the CDR Area

Although the scenario technique is a methodology developed in Germany, it can
easily be adapted and used across national borders, due to its transparent result
management and its simple handling. Solutions could be developed internationally
and on a common basis, for instance at EU level. This includes working on scenarios
with identical questions across several countries in order to be able to filter and

14 See Kofler’s diagram (Fig. 1). A classic relationship between science (advisory function) and the
state (regulatory function) has always existed, but in view of the independence of science it is often
excluded from scientific presentations.
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Fig. 7 Steps in future CDR research (Based on Bundesministerium der Justiz und für Verbrauch-
erschutz 2019a: 12)

consider national differences. Thus, disputes within the European Union could be
avoided, if a member state sees an individually created solution concept for an EU-
wide problem as a model solution for the entire EU. Cross-linking several solution
concepts from different member states and combining them into suitable clusters
could prove to be an alternative strategy for success.

Froma university perspective, the scenario technique offers universities the oppor-
tunity to develop strategic plans that are individually tailored to their needs. Conse-
quently, parallels across all results could be summarized and create a reflow of
knowledge into politics and higher education law. Future research in the CDR area
can be based on the following steps (Fig. 7).

8 Conclusion

Digital transformation is inescapable, irreversible, proceeds extremely fast and is
fraught with uncertainty. It is an ongoing trend that is constantly being renewed by
new generations of digital technologies. Universities cannot escape this trend. The
universities’ quick reaction to the challenges of the corona crisis along with the rapid
transition from classroom to online teaching was a success—albeit a short-term one.
Preparing universities for the digital future on a long-term and sustainable basis
requires an intensive examination of the opportunities and risks initiated by techno-
logical advances. For this purpose, the BMJV’s scenario technique provides a useful
starting point for universities to grasp their status quo and compare it with digital
challenges of the future. In the competition with other universities for promising
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students, the ongoing evaluation of new, digital technologies with regard to their
potential for the further development of existing processes is a decisive competitive
advantage. Universities are therefore forced to see the possibilities of digitalization
as a constant companion in everyday life and as an opportunity for progress without
endangering their core competencies. This way it can be possible to combine respon-
sible digital change with the university as a place of critical thinking and high-quality
education.
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The Transformation in the Public
Administration—Status Quo Against
the Background of COVID-19

Katja Posselt

1 Introduction

The outbreak of the COVID-19 pandemic led to global governmental and societal
restrictions of unknown dimensions and required humanity and solidarity to imple-
ment major adjustments in nearly every aspect of daily life. State and nationwide
curfews and contact bans were imposed and public life was mostly shut down. In
order to protect citizens and employees from an infection with the COVID-19 virus,
public institutions were partially closed and the provision of public services was
reduced to essential requirements only.

Therefore, the COVID-19 pandemic also impacted the public administration,
particularly local governments that provide direct services to local citizens. While
the COVID-19 pandemic persists, the public administration must protect its citizens
and its own employees from contracting the virus. At the same time the public admin-
istration must remain capable fulfilling its ordered tasks as it provides systemically
relevant services.A significant percentage of the tasks of the public administration are
part of the critical infrastructure, for example the fire department, the urban drainage
company or parts of the youth welfare offices and job centres. This is because, for
example, the payment of social benefits for services of general interest or the oper-
ation of shelters for the homeless must inevitably be performed also in times of
crisis. The provision of such system-relevant tasks poses a major challenge to the
public sector during the COVID-19 pandemic. At the same time, new tasks arise
due to the pandemic, e.g. contact tracing or setting up service hotlines for citizens
to provide further and Covid-19 tailored information. These tasks are pushing the
public administration to their limit.

K. Posselt (B)
Andrássy Universität Budapest, Budapest, Hungary
e-mail: katja.posselt@andrassyuni.hu

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2021
T. Herberger and J. Dötsch (eds.), Digitalization, Digital Transformation
and Sustainability in the Global Economy, Springer Proceedings
in Business and Economics, https://doi.org/10.1007/978-3-030-77340-3_7

85

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-77340-3_7&domain=pdf
mailto:katja.posselt@andrassyuni.hu
https://doi.org/10.1007/978-3-030-77340-3_7


86 K. Posselt

TheCorona crisis is still ongoing andyet, numerous papers and reviews are already
addressing the impact of the COVID-19 pandemic on the public sector. The present
paper looks at the impact of theCOVID-19pandemic on the public sector, particularly
against the background of the digital transformation. It is intended to serve as a field
report on the current state of the digital transformation and the problems and concerns
this transformation poses for local governments in the Federal Republic of Germany.
The changes brought about by the pandemic are described from the perspective of a
local government official. This field report therefore provides an internal perspective
on the impact of the COVID 19 pandemic on local governments and the challenges
they face.

2 Digital Administration

The term ‘digital transformation’ stands for the automation of processes on the one
hand and the change in behaviour on the other hand (Safar, 2020). In contrast to
digitisation digital transformation is therefore a holistic approach.

Digital transformation and the digitisation of administrative procedures have been
at the top of the public administration agenda for some time now. However, the
public administration is facing the challenge of introducing new, digital solutions. In
a European comparison the German public administration is lagging behind in regard
to the progress in digitisation. In the European Commission’s Digital and Economy
Society Index, Germany ranks 22nd in terms of digital public services (European
Commission, 2020).

Structured, reliable and familiar processes and workflows have a high priority
in the public administration, so modernisation takes a lot of time. However, the
digitisation of primarily classical administrative services, such as issuing a passport,
or registering a residence, or motor vehicle offers considerable potential. Positive
effects of a widespread digitisation arise, among other things, with regard to the
reduction of processing times andwaiting times (Schüür-Langkau, 2020). In addition,
personnel or financial savings can be achieved or a contribution to sustainability
can be made. Such as conserving resources like paper and eliminating the need
for citizens to travel to and from the department. The reduction of waiting periods
or the elimination of compulsory presence is very valuable, especially in times of
this unique crisis. Nevertheless, the digital transformation poses a major challenge
for public administration; local governments in particular often lack the financial
resources and technical expertise (Schöppe, 2020).

Due to the effects of the COVID-19 pandemic the public service provision and
the utilisation of these kinds of services is currently no longer possible on site and in
person. As a result, interest in and demands for digitized administrative services are
increasing on both sides (citizens and public administration) enormously. Nonethe-
less, innovation and progress regularly require a certain lead time in the public sector.
In this context the question arises as to whether the COVID-19 pandemic has the
potential to accelerate the digital transformation of the public administration.
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3 Outbreak of the COVID-19 Pandemic

The measures associated with the pandemic response, for example the closure of
public institutions or the observance of distance bans and contact restrictions, demon-
strate to the public administration the urgency of a progressive digital transforma-
tion. Thus, in order to remain accessible and continue to execute services while
maintaining infection control, improvisation was required following the COVID-19
pandemic outbreak (Müller, 2020).

The crisis initially revealed, to local governments in particular, the limits of their
ability to uphold previously implementedwork processes and provide services (Punz,
2020). As previously outlined the level of digitisation in local governments is in need
of catching up. At the beginning of the Corona crisis, digital service offerings and
a resilient IT infrastructure were lacking. Additionally, the technology equipment
was outdated and there was a shortage of personnel in the area of services of general
interest. The concerns of managers and employees regarding a new way of working
are also problematic. On the one hand, managers have prejudices against leading at
a distance and on the other hand, there is scepticism among employees towards new
techniques and approaches.

That was the state of public administration before the crisis. Yet, crises can have a
stimulating effect (Petersdorff, 2020). Managing such a crisis requires quick actions
and agility. Crisis management ultimately increases the pressure to innovate, while
improvisation tends to occur during the crisis itself (Petersdorff, 2020).

4 Effects of the COVID-19 Pandemic

Based on the assumption that crises can have a stimulating effect the following
chapter presents examples of the dynamic use of digital technologies and modern
ways of working to perform public service tasks during the Corona crisis. In this
context, four essential categories are defined that underwent a process of change due
to the outbreak of the COVID-19 pandemic.

Adding to the content of these categories, local governments had numerous ideas,
some of them simple yet innovative, to maintain their service offering to citizens
within the bounds of possibility. To communicate with their citizens the local govern-
ments set up video channels on their own websites as well as on new YouTube-
Channels. Furthermore, live broadcasts were held via Facebook to provide informa-
tion about crisis-related decisions. Additionally, municipal museums offered online
tours of their exhibition spaces and municipal music schools taught digitally.1

1 Here are a few examples of the innovative measures taken by local governments: video messages
from the former Lord Mayor T. Geisel of Düsseldorf or Mayor C. Fleischhauer of Moers, digital
music lessons at the municipal music schools in Düsseldorf and Hattingen and digital speed tours
through the Cologne as well as the Düsseldorf City Museum.
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4.1 Mode of Operation

Mobile work, teleworking and home office are terms that are gaining in importance
in the public sector but have not yet been widely applied in practice. This was due,
among other things, to a lack of IT equipment, data protection concerns and a lack
of mentality for leading over spatial distance (Höhn, 2020). During the COVID-19
pandemic, on the contrary, great importance was attached to working from home
because avoiding chains of infection and reducing the number of infections were
mandatory. As a result many public administration workers were given the oppor-
tunity to work from home. This happened at a speed that would not have been
conceivable without the crisis-related situation (Höhn, 2020). Around one third of
municipal employees worked from their home desks during the pandemic. However,
a lack of IT equipment and access to the office servers limited the work there. Only
just under 70% of home office workers had access to documents and specialised
procedures (Next:Public GmbH, 2020).

The short-term solutions worked during the crisis. Now it is important to remove
the remaining obstacles in the long term. For instance increasing digitisation of paper
files can counter concerns about data protection (Ebel, 2020). The experience gained
with mobile working during the Corona crisis has the potential to take the wind out
of the sails of critical voices against modern ways of working and can initiate a
sustainable change in behaviour among public service employees and managers.

As well as the place of work the nature of work has changed. Local governments
have switched from being open to the public (in physical presence) in many areas
and have instead set-up an electronic exchange with their citizens. Applying for a
registration certificate by mail or using an online form are just two of many ways that
local governments have explored to offer services without going in person (Schrader,
2020). TheCoronaBridgingGrant from theGerman federal government for instance,
could also be applied for in a purely digital process which shows the responsiveness
of the public administration (Schleyer, 2020). Furthermore, the online application for
unemployment benefits was completed in a fast-track procedure (Schüür-Langkau,
2020).

For the public administration, crisis management also meant a break with tradi-
tional hierarchical thinking. To manage the crisis a new approach was tested that
works across hierarchies. Crisis teams have taken the lead in the administration and
have shown that it is possible to work quickly, effectively and flexibly across depart-
mental boundaries. In addition, many employees were assigned to areas that were
unfamiliar to them in order to mitigate additional work. For example, new tasks
occurred in the newly established service hotlines or in contact tracing (Bastians,
2020b). This demonstrates that the public administration showed increasing agility
during their crisis management.

It is not only the hierarchical thinking that has changed. Applying for a mobile
workplace and setting it up recently took a lot of time, as occupational health and
safety regulations had to bemet. In the crisis situation, exceptions to the strict occupa-
tional health and safety regulations were allowed, so that the employees were quickly
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able to work at home. Employees were allowed to dismantle their Desktop Personal
Computer (PCs) and use them at home without first conducting a site inspection. A
possibility that would have been unthinkable before the pandemic, but has proven
itself in the crisis situation.

4.2 Hardware and Software Equipment

The changed conditions led to a change in the need for technical equipment. Since
the beginning of the crisis, more and more portable devices, i.e. laptops and business
mobile phones, have been procured. Due to the higher acquisition costs of portable
devices, the standard before the Corona crisis was to procure a PC. At the beginning
of the Corona crisis, it quickly became apparent that the basic IT equipment used so
far was to the largest extent incompatible with mobile work.

Immediately after the outbreak of the COVID-19 pandemic, secure access to the
office servers of the local governments was provided for thousands of employees
enabling them to do their work in their home offices (Dreyer, 2020). Moreover video
conferencing systems were procured at short notice (Dreyer, 2020). The professional
use of video conferencing systems or messengers was still uncharted territory for
many public sector employees until the beginning of 2020 (Next:Public GmbH,
2020). The use of such conferencing and messaging systems thus increased with the
onset of the COVID-19 pandemic, bringing local governments a little closer to a
modern way of working.

In order to provide services remotely, many local governments have introduced
digital appointment booking systems to grant access for the citizens to various admin-
istrative services (Bastians, 2020b). The pioneers in digitalisation of the local govern-
ments were at an advantage because they couldworkwith existing systems and didn’t
have to find quick solutions (Schleyer, 2020).

It might be a reasonably assumption that the software and hardware procured will
prevail and further will pave the way for a modern way of working.

4.3 Investments

The COVID-19 pandemic resulted in considerable additional financial expenditure
for local governments, as crisis management costs millions of Euros. Nonetheless,
the digital transformation benefits from this short-term provision of funds because
the acquisition of new soft- and hardware would otherwise not have been prioritised
and would have cost much more time in advance.

In the context of the crisis, the focus on the added value of digital transformation
led the German government to provide three billion Euros for digitisation of the
public administration in the Economic and Crisis Management Package (Bastians,
2020a). The funds have to be used for digitisation projects and are intended to relieve
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local governments by providing them with digital administrative procedures instead
of having to develop it themselves (Schüür-Langkau, 2020). This is a funding that
local governments would probably not have received to this extent and speed without
the disclosures of the COVID-19 pandemic (Schleyer, 2020).

4.4 External Perception of the Public Sector

The external perception of the public administration may not necessarily have
anything to do with the digital transformation but it can promote the holistic
change process. The COVID-19 pandemic highlighted the relevance of the public
sector (Dreyer, 2020). Local governments in particular formed the backbone of the
pandemic response, as they are responsible for multiple systemically relevant tasks
such as the important work of the public health departments (Next:Public GmbH,
2020). Due to the high flexibility and commitment of the employees, it was also
possible to refute prejudices about the supposed working mindset in the public sector
(Bastians, 2020b). This has anchored the systemic relevance of the public sector in
the public’s consciousness (Karp, 2020). This in turn can lead to an increase in attrac-
tiveness as an employer and counteract the shortage of skilled workers (Karp, 2020)
which has been prevalent in the public sector for years and is, inter alia, slowing
down the digital transformation.

A holistic digital transformation requires not only the efforts of the public admin-
istration but also the use of digital offerings by the citizens. The pandemic-related
shutdown has led to citizens becoming more aware of the available digital services
and using them more (Bastians, 2020b). The increased user numbers, however, are
the best argument for the necessity of digitisation and investments in digital citizen
services (Schleyer, 2020).

5 Conclusion

The COVID-19 pandemic was and continues to be a stress test for the public sector.
It revealed deficits and clearly demonstrated that public administration needs an
acceleration boost in digitisation (Schöppe, 2020). However, as already explained,
crises can have a stimulating effect and they always have a positive side as well
(Petersdorff, 2020). The changes in relation to the above mentioned issues brought
about by the COVID-19 pandemic are mostly positive and they are able to promote
the holistic change process.

A successful digital transformation makes the public administration resilient and
crisis-resistant, because it entails a modern way of working, digitised processes and
improved technical equipment. By keeping the appropriate technology and hard-
ware on hand, the public sector will be able to maintain service operations as far
as possible, even in crisis situations (Ebel, 2020). The pandemic-related conversion
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to a largely digital administration shows that the public institutions not only gained
a communication channel or increased efficiency but that the digital transformation
provides a backstop for the administration to remain able to work even in times of
crisis (Next:Public GmbH, 2020).

Maintaining service capability on the one hand and digital action capability on
the other are a necessity (Bastians, 2020b). The COVID-19 pandemic underlined
that digital transformation is not just nice to have, but a mandatory programme
(Bastians, 2020a) and has clearly raised the importance of immediate digitisation of
administrative procedures (Egyedy, 2020).

As part of the crisis management, numerous new systems and hardware were
procured and new working methods were tested. The changeover to a new way of
working has largely succeeded (Next:Public GmbH, 2020). Nonetheless, it remains
questionable whether the short-term measures taken and ad-hoc processes installed
will be sustainable. The practical experience gained during the COVID-19 pandemic
is an ideal starting point for permanently implementing new digital solutions and
ways of working (Höhn, 2020). Any provisional solutions must now be replaced by
a targeted transformation strategy (Karp, 2020). Following the crisis management,
the changes should be considered and a discussion should follow to what extent the
processes can be continued in this way or ad hoc minimal variants introduced can be
further developed. For the future and possible subsequent crises, it is desirable to be
able to fall back on well-established processes and infrastructure (Schleyer, 2020).

The dominant view in local governments is that they do not want to return to the
status quo before the outbreak of the COVID-19 pandemic, but rather use the push to
benefit in a targeted and service-oriented way from the (technical) progress achieved
in short term (Bastians, 2020b). In addition to technical possibilities, behavioural
change will also play an essential role. Looking at the internal perspective of this
paper, it becomes clear that innovations can also fail due to the mentality of local
government employees. It is therefore to be hoped that there will be no relapse into
old patterns of behaviour after the crisis. Provided that the new ways of working that
have now been tested are continued, the mentality of the employees will also be able
to change in long term.

At the beginning of the crisis, the public service had no choice but to improvise.
The benefits of ad hoc measures will remain even after the crisis is over and will
presumably change the way tasks are carried out in the future. The outbreak of the
COVID-19 pandemic that has led to a stressful, unprecedented situation in the recent
past thus has the potential to generate considerable added value and serve as a catalyst
so that digital administration becomes more and more the norm (Schleyer, 2020).
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The Top Managerial Influence
on Innovation: Development
of a Comprehensive Framework

Sonja Sperber

1 Innovations in the Organizational Context

Change and adaptation as topics as well as the discussion regarding their significance
for organizations have a long tradition in management research. Over a century ago,
this concept has already been discussed by Davies (1900: 517), highlighting the
omnipresence of change by indicating that “[…] at present, all that we can say
is that the universe manifests itself not as permanent and unchanging, but as a
cosmic whole which unfolds according to a law which is autonomous.” Change is
recognized as a universal phenomenon, being one of themost fundamental principles
of human life and affecting all parts of society, especially its cultural, political,
social, as well as economic system (cf. Hagen, 1962). Organizations constantly must
adapt to economic change occurring due to shifting social, technological, or political
circumstances. It is the application to all changes of real being which points to the
complexity and the dynamic nature of change processes.More precisely, the ubiquity
of change affects business life in manifold ways, requiring distinct skills, abilities,
and capabilities from leaders. This connection has, however, not been fully explored
until today.

Within the last century, the management task of moderating renewal has been
researched frommanifold perspectives. Highly notable is the occurrence of change in
its direct relation to innovation, appearing as both force to and result from innovation
(e.g., Ruttan, 1959). This relationmainly derives from the fact that new developments
provoke a constant alteration in business life and its associated operations to cope
with the shifting environment, for instance and particularly through innovations.
Consequently, the adaptation of organizations to their environment is essential for
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their survival, while a firm’s competitive advantage in a dynamic environment is
the result of innovative and creative answers to technological changes (Mumford &
Gustafson, 1988). Thus, the necessity of an organization’s constant renewal for its
long-term success has been accepted by scholars and practitioners. The adaptation
to change by constantly abandoning past success and aiming at innovations hence is
inevitable (Utterback, 1994). Because of this realization, the topic has continuously
moved into focus, leading to nowadays’ creed on innovation and change as the
imperative and dogma of today’s business life.

Schumpeter (1934) was among the first to address the aspect of innovation in
the context of organizational life by referring to it as the implementation of new
combinations. Since this first academic attention to innovation, research on this topic
has experienced a great increase in popularity, leading to a high quantity of academic
approaches for assessing it while being stretched to a broad variety of subjects, as
for instance cultural aspects (e.g., the innovation culture), human resource-based
aspects (e.g., innovative actors), product-based aspects (e.g., open innovation) and
organizational aspects (e.g., business model innovation).

However, innovation is not naturally occurring by itself within the organizational
context, but the firm’s innovative power rather is the result of an effective manage-
ment, which instantly also raises the question on the managerial role in renewal
processes. It generally is proceeded on the assumption that organizational leaders
represent the most decisive shapers of organizational operations, including strategy,
culture, processes, and structure (e.g., Finkelstein & Hambrick, 1996; Hambrick &
Mason, 1984; Shalley & Gilson, 2004; Sperber, 2017). As the member of the top
management team (TMT) are the most powerful players due to their hierarchical
position, a top manager (TM) can influence the organization in many ways. Past
studies have outlined several positions, which crucially contribute to innovations,
for instance referring to specific functions of employees or technical experts (Ettlie
et al., 1984; Fennell, 1984). The TMs’ position regarding its influence on innovation,
however, has only rarely been addressed (Hueske & Guenther, 2015; Tierney et al.,
1999), only starting to be receive attention in recent decades.

2 Influencing Factors on Firm Innovativeness

To later investigate the TMs’ influence on firm innovations, their overall signifi-
cance for organizations needs to be clarified. Only after this, the crucial influence
of TMs on innovations in principle and their effectively executed impact becomes
evident. Firm innovativeness, which alludes to all innovation activities of an organi-
zation (in relation to products, processes, and services), is vital for an organization
for adapting to the perpetually changing market environment through the genera-
tion and the implementation of innovations, with the goal of continually retaining a
competitive advantage and with this indirectly contributing to the firm’s performance
(Anderson et al., 2014; Read, 2000). Following Boso et al. (2013: 64), “[f]irm inno-
vativeness is […] viewed as a strategic resource that may provide a firm with the
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ability to compete in target markets by offering customers products and services with
added and/or different sources of value relative to competitors”.

Research on firm innovativeness in general addresses two major aspects: (1) The
first stream of research focuses on whether and how firm innovativeness eventually
effects firm performance respectively growth (e.g., Kraiczy et al., 2015), while (2) the
second stream addresses the factors which influence the firm innovativeness and, in
consequence, the performance. Regarding (1), broad agreement exists that innovation
activities are highly important to ensure advancement and to foster the emergence
and maintenance of a competitive advantage within the market sphere (e.g., Bowen
et al., 2010; Damanpour & Evan, 1984; Howell, 2005; Smith et al., 2008). In times of
accelerated market competition, the innovation needs to generate a distinctive posi-
tion in themarket place for the respective company (Porter, 1985).New—respectively
innovative—ideas are therefore essential for the long-term performance of the orga-
nization (e.g., Anderson et al., 2014; De Massis et al., 2015), since these ideas allow
the company to adapt to the changing market demand or to an overall change in the
economic system (e.g., in technological standards or market conditions) (Dawson
& Andriopoulos, 2014). Since innovations represent the most effective medium in
adapting to occurring changes, the firms’ dependency on innovations has accelerated
over time (Smith&Tushman, 2005), which continually increases the overall need for
an organization to generate and foster innovative ideas. As the innovation activities
impact the firm performance and its growth, they are recognized to be highly rele-
vant for the company’s overall success (e.g., Bledow et al., 2009; Utterback, 1994).
Regarding the (2) second stream of research, i.e. the antecedents of firm innovative-
ness, multifarious factors located in diverse areas within the organization as well as
in its environment have been addressed. This paper specifically focuses on the factors
of management, culture, leadership, and network as they have a significant influence
on the TMs’ impact on the firm innovativeness.

3 The Complex Relation Between the Top Management
and Innovation

As it is the objective to assess the top managerial influence on innovations, the
focus is exclusively on those factors located within their direct scope; further factors
(e.g., market conditions and developments, competitors’ behavior, environmental
conditions) are not considered. Regarding those factors within their scope, Hult
et al., (2004: 429) refer to the fact that still only little is known on the TMs as
“[…] the drivers of innovativeness and how those drivers operate viainnovativeness
to collectively influence performance”. The high relevance of their role for firm’s
innovations is, however, evident: the explanation can, among others, be approached
from the resource-based view (e.g., Peteraf, 1993; Pfeffer & Salancik, 2003). From
this perspective, firm innovativeness is viewed as a strategic resource (Boso et al.,
2013), and it is the TMs’ exertion of influence on firm competitiveness through firm
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innovativeness which distinguishes successful managers from less effective ones.
This refers to a high probability that a firm with a greater level of innovativeness
and, accordingly, more effective leaders is more likely to develop multiple types
of innovative product portfolios. Regarding the factors via which the TMs execute
direct influence, the following ones require special attention:

(a) Organizational culture: Due to its significant influence on innovativeness
(e.g., Chua et al., 2015; Flynn & Chatman, 2001; Kitchell, 1995; Martins
& Terblanche, 2003), the fruitful setup of the organizational culture for inno-
vations is increasingly becoming a corporate mandate (Miller & Brankovic,
2011); it, among others, has a direct influence on organizational creativity
(e.g., Tesluk et al., 1997) and accordingly on firm innovativeness. Regarding
this prior research, the question on which actions managers must engage in
to generate and/or support innovations within the organizational context has
experienced consideration in theory and practice. Amabile (1998) addresses
the importance of the individual or the team creativity as a necessary condition
for innovation activities; she further points out that innovation mainly is about
creating something that is appropriate to the goal at hand in termsof being appli-
cable, valuable, or expressive ofmeaning (Amabile, 1996). Even if the pursuing
of this objective depends on both internal as well as external information and
knowledge, the internal fostering of creativity seems to be the essential task
of leaders to support organizational innovativeness (Amabile, 1998; Amabile
& Khaire, 2008). In this vein, numerous explanatory approaches of innovation
allude to the aspect of creativity (e.g., De Sousa et al., 2012). One of them is
Woodman et al., and and’s (1993: 293) approach of referring to creativity as
a necessary organizational element in describing it “[…] as the creation of a
valuable, useful new product, service, idea, procedure, or process by individ-
uals working together in a complex social system”. For this, the organizational
culture fostering innovativeness is inevitable.

(b) Leadership: In this vein, past research addressed the aspect of leadership as an
approach for conceptualizing the direct and indirect links between TMs and
workforce. Previous studies have referred to the assumption that not all TMs
act as omnipotential leaders—as usually assumed—due to certain demographic
characteristics and personality factors. Yet, leadership’s impact on firm innova-
tions (e.g., Adair, 2009; Woodman et al., 1993) as well as creativity (e.g., Shin
& Zhou, 2003; Tierney et al., 1999) has been asserted multiple times, overall
resulting in the concordant acceptance that their high impact (e.g., Hoffman
& Hegarty, 1993; Howell & Avolio, 1993; Jung et al., 2003). This high level
of impact predominantly is inferred from their leadership behavior (Elenkov
et al., 2005).

(c) Network ties: The network previously has been acknowledged to influence firm
innovativeness with regard to knowledge transfer (e.g., Ibarra &Hunter, 2007).
In general, the transfer of knowledge between the single intraorganizational
units and the respective TM’s information delivering network is highly impor-
tant for the stimulation of innovative ideas and creativity (e.g., Nonaka et al.,
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1996; Tang, 2011; Wissema & Euser, 1991). Since the TM’s leadership thus
“[…] is about enabling knowledge creation” (Nonaka et al., 2006: 1192), the
network ties inside but also outside the organization are essential for the orga-
nizational creativity and innovation process (e.g., Geletkanycz & Hambrick,
1997; Landsperger et al., 2012). Yet, not only the impact of leadership on
innovations is of importance, but rather the influence from the network on the
leadership behavior itself must be considered, as the knowledge ties contribute
essential information to the respective TM and therefore expand the individual
knowledge state.

In summary, the relation between TMs as organizational leaders and their impact
on innovations appears to be complex and multidimensional, even though the highly
important role of the TMs in fostering and managing a firm’s innovation activities
has in the past been widely acknowledged. Figure 1 outlines the overall interrelation
of the single thematic components and directly refers to those factors, which have
been identified as important elements.

4 The Central Perspectives for the Theoretical Foundation

To enlarge the understanding of the top managerial impact on innovations over the
different factors of influence (cf. Elenkov et al., 2005; Li et al., 2013; Smith &
Tushman, 2005; Yuan et al., 2014), four central perspectives are identified. It is
referred to the overall perspective of Management from a holistic point of view by
applying the New St. Galler Management-Model (Rüegg-Stürm, 2003). In addition,
as prior research indicates, the perspectives of Culture, Leadership, and Network
deliver a large explanatory power regarding firm performance: the conceptualization
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of Culture is based on the Innovation Diamond (Cooper, 2005), offering a system-
atization of innovation that exceeds the scope of the more universal management
model. A modified version of Hunter and Cushenbery’s (2011) Model of Leader-
ship Influence on Innovation is applied for the Leadership perspective and Balkundi
and Kilduff’s (2005) Model on Leader’s Network for the Network perspective. The
following section displays the theoretical background of these models (Fig. 2).

4.1 The Management Perspective: New St. Galler
Management-Model

The New St. Galler Management-Model by Rüegg-Sturm (2003) serves as a generic
model for themanagement perspective,which has been developed over several gener-
ations, representing a holistic framework to encompass the top managerial actions
while differentiating between internal and external sphere. The model itself does not
focus on the process-related application within a certain context, but rather offers
an integrated framework for embedding and observing specific problem statements
from a more general view. The model’s first generation by Ulrich and Krieg (1974)
in its initial composition pursued the objective of delivering a holistically-oriented
framework for management operations and consisted of three sections: the enterprise
model, the leadership model, and the organization model. Themodel’s second gener-
ation focused on the newly developed management direction in research during that
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time by explicitly referring to the dimensions of strategy, culture, and management
philosophy.

The model’s third generation (Rüegg-Stürm, 2003) expands the initial model by
two aspects: first, the differentiation into normative, strategic, and operative dimen-
sions, introduced from the second generation finds consideration. Second, it overall
contains six dimensions (Fig. 3): processes (management, business, and supporting
ones), vertical aspects of integration (culture, strategy, structure), developmentmodes
(optimization, renewal), stakeholders (competition, customers, employees, etc.),
environmental domains (society, nature, technology, economy), and the organiza-
tional area of interaction (resources, norms and values, concerns and interests). These
dimensions are important for the general reflection of the corporate activities and
require consideration within the scope of an integrated management approach.

This generation of theNew St. Galler Management-Model byRüegg-Stürm (2003)
delivers the largest explanatory power as it presents an integrated view over all
elements and puts emphasis on the integrated perception of elements and their corre-
lation. Its most important features lie in the differentiation of the vertical integration
as well as the environmental domains; the latter refer to the fact that managerial
action is always embedded in a larger context. A fourth generation has later been
developed,which investigates the aspects in severalminor frameworks detached from
each other; it hence is not beneficial for application in this context.
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4.2 The Culture Perspective: Innovation Diamond

The value of Cooper’s (2005) Innovation Diamond lies in its focus on innova-
tion processes. This is in line with the management process of the New St. Galler
Management-Model but exceeds the previous approach by directly addressing issues
which are exclusively related to innovation as a specific domain of management
tasks. It originally has been developed as an integrative framework to describe top
managerial action with respect to success in innovative product development.

The Innovation Diamond as one key innovation concept has undergone several
enhancements over the last decades and mainly is based on the New Product Perfor-
mance Triangle by Cooper and Kleinschmidt (1995a, b), which outlines the funda-
mental aspects for successful performance in new product development (NPD). In
the 1990s, this framework has been implemented in the business practice of ‘Procter
and Gamble’ (P&G), advancing the theoretical model of Cooper and Kleinschmidt
into the practical Initiatives Management Diamond. Even though the model contains
a similar content, the fundamental idea has changed as P&G acts on the assumption
“[…] that there is no one key to success in product innovation” (Cooper & Mills,
2005: 10). It focuses on a rather broad picture of the correlation between the single
cornerstones of the model. For the enterprise P&G, the adjustment of the internal
innovation process based on the developed model has significantly increased the
company’s NPD success and has often been referred to as best practice on product
development (Cooper & Mills, 2005).

Cooper’s (2005) Innovation Diamond (Fig. 4), has been established on the founda-
tion of the P&Gmodel and ismainly based on the insights of a study regarding the best
practices that lead to high performance in NPD. Besides its reference to the strategy
as first, the resources as second, and the idea-to-launch process as third cornerstone,
this model includes one significant alteration, which takes place in the fourth corner-
stone: here, the Innovation Diamond directly includes the element of ‘People’ by

Fig. 4 Innovation diamond
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its denomination of ‘Climate, Culture, Teams & Leadership’, often referred to as
the ‘soft’ element. Cooper and Mills (2005: 9) define this aspect as “[…] having
the right climate and culture, effective cross-functional teams, and senior manage-
ment commitment to New Product Development”. Accordingly, this model directly
addresses the importance of a positive and fruitful culture and climate for the internal
collaboration and the overall innovation activities by referring to it as “[…] the fourth
driver of performance” (Cooper & Mills, 2005: 12). Further, this fourth cornerstone
addresses leadership as a vital element, since the TMT members have to lead all
innovation efforts and needs to be strongly committed to product innovativeness
(Cooper, 2005). This outlines the essential importance of the top managerial support
for innovation activities in order to be successful.

Even though the Innovation Diamond primarily addresses product innovations,
it demonstrates the overall importance of innovations in the organizational context
by highlighting general success factors, such as cultural aspects and leadership (cf.
Kahn et al., 2012). It enables the understanding of TMs’ influence from a rather
technical perspective by identifying tasks and action fields that promise a competitive
advantage if executed properly. The TMs’ task is to develop the strategic roadmap, to
engage people (‘team’) into this vision, and to support it by building a corresponding
culture.

4.3 The Leadership Perspective: Model of Leadership
Influence on Innovation

Although the Innovation Diamond takes ‘soft’ elements into consideration, it is
not fine-grained enough to investigate leadership in depth as it jointly focuses on
the factors of climate, culture, teams, and leadership as interconnected elements.
Accordingly, a distinct approach is required. In the past, diverse approaches to inves-
tigate the influence of the top managerial leadership on innovations were developed
(e.g., Elenkov & Manev, 2005; Jung et al., 2003; Li et al., 2016; Makri & Scan-
dura, 2010). Yet, most studies on the leader’s impact hereby outline the fact that
the influence mainly addresses the facilitation of creativity (e.g., Cheung & Wong,
2011; Jaussi & Dionne, 2003; Shin & Zhou, 2003), which in turn supports innova-
tion (Howell & Avolio, 1993). In this regard, distinct leadership styles have been
investigated in a long tradition of research regarding their levels of influence on
innovations, resulting in concordant evidence that the transformational leadership
style is beneficial for supporting innovation (e.g., Bass, 1990; Yukl, 2012), as it is
the transformational leaders’ main potential to inspire the employees to be creative
and innovative (Howell & Avolio, 1993).

In this respect, Hunter and Cushenbery (2011: 248) propose a model which
directly builds on the assumption “[…] that leaders are one of the primary driving
forces in increasing innovative output”. This approach focuses on detecting the
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leaders’ direct and indirect influence of leadership on innovation; the model estab-
lishes a multilevel-process perspective, which highlights the fact that the leaders’
efforts regarding creativity and innovation require the investigation within a larger
context (e.g., including teams, departments, or entire organizations), as they do not
function as detached entities within the organization. Even though themodel delivers
an important approach for assessing leadership, its original version yet holds some
severe shortcomings, for which it requires modification. Hunter and Cushenbery
(2011) have examined the direct leadership influence (e.g., the allocationof resources,
the decisionmaking on a specific idea) aswell as the indirect influence (e.g., the estab-
lishment of an internal climate for fostering creativity, the rewards and recognition
of employees’ innovative ideas) (cf. Jung et al., 2008). However, even though the
leadership effects exert their impact both via direct and indirect paths, past research
has acknowledged the fact that the boundary between the two is floating. Hence, an
adapted version based on the new theoretical insights is shown in Fig. 5.

The modified version emphasizes the fact that leadership upholds several ways
of influencing innovation; it hence is not possible to specify the leader’s precise
impact on one single aspect. Rather, “[…] there is a system of activities, actions,
and behaviors needed that often operate in concert with one another” (Hunter &
Cushenbery, 2011: 259). The model’s reference to diverse factors of influence thus
provides a broad and multilateral approach for investigating the leadership influence
on innovations.

Fig. 5 Model of leadership influence on innovation (Hunter & Cushenbery, 2011; modified)
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4.4 The Network Perspective: Model on Leader’s Network

According to Balkundi and Kilduff (2005), leadership is a social process and as
any other behavior is subject to manifold influences, among others the TMs’ social
network ties. Social network theory hereby serves as a substantial source, since it
characterizes networks “[…] as both cognitive structures in the minds of organi-
zational members and opportunity structures that facilitate and constrain action”
(Balkundi & Kilduff, 2005: 941). Accordingly, the facilitation of action—as for
instance for innovation—is considerably contingent on networks. With focus on the
individual level, special emphasis is put on the significance of the TMs’ relationships
regarding the network collaboration for the firm innovativeness (Elenkov & Manev,
2005; Elenkov et al., 2005). However, the direct effect of dyadic tie collaborations—
referring to pairwise direct ties—on innovation has mostly been neglected in past
research (Fliaster & Schloderer, 2010); the dyadic ties yet are important for the TMs’
obtaining and exchange of knowledge.

In the context of the ties’ origin, the structural holes theory (Burt, 1997) proposes
that the organizational members are predominantly connected to those actors within
the organization who share common foci of activities (Feld, 1981). Thus, “[t]he lack
of direct connections among a firm’s partners, […] indicates that these partners
operate in distinct parts of the network, increasing the likelihood that they carry
heterogeneous information.” (Frankort, 2008: 1). This yet indicates that managers,
who span structural holes and establish a connection to other organizational parts,
gain access to new information (Burt, 1997); empirical evidence has been found
for the positive impact of the structural holes on innovation through the access to
new information. However, the TMs’ networks are not limited to the organizational
boundaries, but rather also include ties outside the internal sphere (e.g., Collins
& Clark, 2003). Regarding the network differences between (top) managers and
nonmanagers, Carroll and Teo (1996: 433) indicated: “Managers belong to more
clubs and societies than nonmanagers […]. In terms of core discussion networks,
managers […] have large networks, and also have a greater number of close ties
with network members”. Further, their ties are to a larger extent located outside
the organizational boundaries compared to colleagues from lower hierarchical levels
(Michael &Yukl, 1993). As the TMs’ network collaboration inside as well as outside
the firm hence can be seen as essential source of knowledge, it accordingly directly
affects their influence on innovations. This relation further is highlighted in Balkundi
and Kilduff’s (2005) Model on Leader’s Network in Fig. 6, differentiating between
types of network ties and the leader effectiveness.

The model represents a tentative approach to leadership effectiveness from a
network perspective and exclusively addresses the extent of leaders’ influence in
the ego, the organizational and the interorganizational network; further types of
ties, as for instance private ties, are not considered. The model yet highlights the
important insight that leaders’ ego networks are affected by the individual cognition
on networks, leading to the assumption that social ties are shaped in accordance with
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Fig. 6 Model on leader’s network (Balkundi & Kilduff, 2005)

one’s expectations on the network setup. Further, network accuracy improves the
extent to which a strategic position is occupied by a leader within the network.

In summary, the network perspective proposes that the effectiveness of TMs’
networks on organizational and intraorganizational level significantly influences the
firm innovativeness, yet in a distinct manner: while a central position in the organi-
zational network positively contributes to internal effectiveness, the latter focuses on
the formation of important external partnerships. It therefore is seen as an important
source of information, which directly contributes to innovation (Balkundi & Kilduff,
2005).

5 The Development of a Comprehensive Framework

The four perspectives discussed provide a rich basis to comprehend the TMs’ influ-
ence on innovation in the organizational context. They offer an access for investiga-
tion, which contributes to the enlargement of the topic’s understanding in multiple
ways. Combining the different perspectives, however, appears to be more profitable
than the detached examination of the single influence areas. Due to several short-
comings of the previous models from today’s point of view in explaining the top
managerial impact on innovation and the so far missing combination of the distinct
areas of influence into one framework, this paper aims at closing the prevailing gap.

5.1 Shortcomings of the Current Models

The most important shortcoming of the discussed models refers to their generic
nature and in consequence the possible gaps of explanation of the models’ single
elements. They exclusively focus on a macro-level rather than allowing the framing
of micro-oriented perspectives, leading to the fact that the precise circumstances are
insufficiently taken into consideration and that in-depth information is not available.
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This fact limits the understanding of top managerial influence in multiple ways: first,
only little is known on the precise actions successful leaders take to moderate inno-
vation processes. Leadership models which apply a macro-perspective can express
the relation between different dimensions, yet are they blind for understanding the
meaning and sense of interaction between leader and follower in complex networks.

Second, broad concepts of efficacy, effectiveness, and performance regarding
innovation processes claim universal validity. This, however, neglects the fact that
the particular context can let one action appear adequate in one situation, while in
another situation the same action is not. Such models assume causal linearity of the
phenomenon under research, while instead the value of their application can increase
by taking on a micro-perspective. Addressing the micro-perspective also provides an
opportunity for advancing the understanding of innovativeness in a general view on
the macro-level. To explore the social mechanisms and to illuminate the multifaceted
micro-foundations of top management influence on innovation, an in-depth analysis
of the distinct areas of influence in combination can provide important insights.

Third, a managerial perspective of cognition and behavior comprehends
managers’ cognitive framing as underpinning basis for their decision making and
their manifested behaviors (Hodgkinson & Healey, 2008). If leaders try to navi-
gate through complex innovation-related issues with multiple interdependencies to
economical, technological, and social aspects, it is valuable to apply the network
perspective for analysis of this issue. The question whether networks represent an
important aspect in shaping cognitive patterns appears to be sufficiently answered by
the previously discussed models. However, the questions on how this occurs, what
the meaning of network embeddedness for decision making is, as well as which
specific information, emotions, and values are exchanged, so far remains open.

Fourth, social exchange relationships and behaviors can affect creativity and,
accordingly, innovation (Khazanchi & Masterson, 2011). The mentioned models do
neither consider nor assume side-effects from the industry focused on, but rather
claim general validity. This is astounding as this implicitly supposes that social
exchange relationships are of the same quality in any industry. As this in sum high-
lights, the prevailing models generally focus on the macro-perspective and derive
their explanations from a generic view.Accordingly, theymostly disregard themicro-
perspective and pay insufficient attention to the precise context at hand. This is taken
into account when developing the comprehensive framework.

5.2 Framework

In summary, the setup of the comprehensive framework in Fig. 7 derives from the
basic assumption that the TMs are one of most decisive shapers of all innovation
concerns within the organizational context (Daellenbach et al., 1999; Hoffman &
Hegarty, 1993; Wong, 2013). However, numerous factors affect the top managerial
impact on innovations: some of these factors are based on the individual level—
among them the demographic characteristics (e.g., age), the functional background,
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and the personal experience (e.g., Boeker, 1997; Hambrick &Mason, 1984)—whole
some other factors are based on the group level—as for instance the composition of
the TMT in which they operate (e.g., Carpenter et al., 2004). These factors therefore
necessarily require attention in a holistic framework on TM’s innovation influence.

Regarding the previously discussed four perspectives of management, culture,
leadership and networks, their already addressed high importance is recognized
by the incorporation in the conjoint model’s setup: in practice, the TM’s network
ties determine the leadership style applied, which in turn influences the leader’s
impact on the innovation culture. In conclusion, the direct impact of the TM effects
innovativeness, yet via different paths of indirect influence.

Complementary to the perspectives considered, it is further argued that leadership
is never independent of the context it is executed in and therefore the industry focus
is incorporated within the conceptual framework. Numerous past studies have indi-
cated its special relevance, especially for studies regarding TMs: most importantly,
this is because a long top managerial career within a certain industry enhances the
TM’s knowledge on industry specificities and trends, and thus enlarges the personal
openness towards innovations in reacting to new trends and changes (Daellenbach
et al., 1999). Hayes and Abernathy (1980: 77) accordingly state that TMs “[…] who
are less informed about their industry […] are likely to exhibit a noninnovative bias
in their choices”. Further, the long industry tenure increases the likelihood that the
network ties are embedded in the same industry, as the exchange of information takes
place specifically regarding these industry factors, predominantly with other (top)
managers of the same industry.

NETWORK INTERACTION
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Fig. 7 The comprehensive framework on the top managerial influence on innovation
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Therefore, long-term experience and respective knowledge gainedwithin a certain
industry overall increase the tendency towards innovative behavior of TMs.However,
numerous past studies have mentioned that research on innovation altogether lacks
findings with focus on specific industry settings (e.g., Edwards, 2000; Tidd, 2001);
this again emphasizes the necessity of incorporating the respective industry focus
within a comprehensive framework in order to analyze the top managerial influence
in the context of a particular industry.

6 Conclusion, Implications and Limitations

The prior state of knowledge has significantly lacked insights on a combined view
of the most central perspectives regarding TMs’ influence on innovations. This
academic void, which is of essential significance against the background of their
key impact on organizational operations, has directly been addressed by setting up
a holistic framework. Yet this approach, as research in general, not only advances
the state of knowledge by gaining new insights, but also discloses research gaps
requiring further investigation. Hence, the outlook on implications and the identifi-
cation of future research paths as well as the paper’s limitations are outlined in the
following.

6.1 Implications and Further Research

The implications addressed in the following lay the foundation and provide an orien-
tation for future research paths, which based on the setup of the comprehensive
framework onTM’s impact on innovations requiremore investigation.Asmentioned,
the past empirical research conducted on this topic has predominantly put focus on
one of the perspectives (e.g., the individual influence on culture, network influence,
etc.), not considering any effects which derive from a conjoint investigation of the
different influence areas. The holistic framework developed within this paper yet
provides the theoretical basis for implementing more profound (empirical) analyses
of the top managerial influence regarding an integrated view of perspectives.

With focus on the individual top managerial level, an investigation of the signifi-
cance of the available and above all also accessible internal and external resources for
the individual impact on firm innovativeness is required. Further, this paper’s impli-
cations allude to the fact that a more detailed examination of the individual impact on
the firm’s overall innovation performance is overdue. Regarding the future research
paths, the holistic investigation of perspectives detects a further necessity to also
analyze TMs’ influence on innovations according to the respective position within
the TMT, as the comparison of the executed influence between distinct positions is
expected to be perceptive (some previous studies accredit the role of the CEO with
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better access to a broader-oriented information basis, e.g., Six et al., 2013). More-
over, a detailed examination of TMs’ practically executed level of influence moves
to the center of attention, as there possibly is a deficit between potential and real-
ized top managerial influence (Linder & Sperber, 2017), which raises the following
questions: are TMs not willing to invest more effort into the advancement of orga-
nizational innovations, do they consider it as unnecessary due to already prevailing
innovation orientation, or do they rather lack appropriate tools to realize a higher level
of influence? One aspect which further requires investigation based on the developed
comprehensive framework is the topmanagerial innovation-related network: as it was
outlined, the industry focus can have a significant effect on the overall TM’s inno-
vation influence, which amongst others is due to the different network structures
built up by the TMwithin the industry. Hence, the allocation of ties between internal
and external organizational sphere might differ for specific industries: for instance,
the trend-based and fast moving lifestyle industry contains a high level of confi-
dentiality, which can lead to resistance against the open exchange of ideas with the
external sphere in comparison to other, less trend- or innovation-focused industries.
Regarding future research approaches, it moreover will be beneficial to investigate
the company size as decisive factor for the single TM’s innovation impact, as the size
(e.g., also affecting size of the TMT, the size of the workforce the TM is responsible
for, etc.) can significantly influence the TM’s possibilities and constraints regarding
the individual innovation influence.

Focusing on the collective topmanagerial level, the insights through the integrated
view over all four perspectives shed light on the fact that not only aspects embedded
in the single TM, but rather in the collective of TMs as a group play a role. As for
instance, the decision of how the single TM influences innovations is often not only
dependent on the individual willingness and/or ability to influence, but rather on the
scope of influence bestowed on the single TM.Hence, the process of decisionmaking
within TMT and the allocation of decision power needs to be addressed further. In
this context, the demographic factors also come into play: especially when focusing
on the collective top managerial level of all TMs within the firm, the composition
of specific factor combinations (e.g., age groups, functional backgrounds, etc.) can
influence the single TM’s innovation impact.

In general, these and other aspects will require further attention by (empirical)
research studies for increasing the awareness of present and future TMs for their
extensive influence on innovations as well as the mutual dependencies between the
different perspectives. Only if they are aware of the importance of their broad influ-
ence on the organizational management, they will be able to productively execute
this important task in practice. Or as Blanchard (2007: 145) has summarized it: “The
key to successful leadership today is influence, not authority.”
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6.2 Limitations

Several limitations regarding this paper and the developed framework must be
mentioned: first, the framework is built up on the four central perspectives,whichhave
been identified based on previous studies to have the most severe impact on the TM’s
influence. The framework hence pictures the fact that a holistic approach compulsory
needs to consider the perspectives of management, culture, leadership and network;
however, it is unquestioned that further aspects influence the comprehensive relation
and in addition could further complement an even more comprehensive approach of
displaying the single factors of influence. Second, the framework is directed towards
the relation of TMs and organizational innovativeness, while the further relation
between innovativeness and firm performance, and thus the important impact of firm
innovations on output, remains disregarded and requires detailed investigation in the
future.

References

Adair, J. E. (2009). Leadership for innovation. How to organize team creativity and harvest ideas.
Kogan Page Limited.

Amabile, T. M. (1996). Creativity and innovation in organizations. Harvard Business School, 9-
296-239. Background Note 396–239.

Amabile, T. M. (1998). How to kill creativity. Harvard Business Review, 76(5), 77–87.
Amabile, T.M.,&Khaire,M. (2008). Creativity and the role of the leader.Harvard Business Review,

86(10), 101–109.
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Change or Be Changed—Online
Education and Organizational Culture
at Universities

Jürgen-Matthias Seeler, Desiree Wieser, Anita Zehrer,
and Karin Sixl-Daniell

1 Introduction

Online education has become an increasingly important sector within universities.
It can provide potential for growth of the institutions and enables learners who are
otherwise not able to commit to studies in traditional university programs. Online
education is more than just recording traditional classroom lectures andmaking them
available via internet. Instead, it integrates digitization and the internet in the learning
process (Volery & Lord, 2000).

This paper elaborates on the various challenges within universities when adopting
online education. It aims to identify areas in which universities will have to consider
changes of organizational culture to meet upcoming demands resulting from the shift
to online education. The report is partly based on previous research findings as well
as experiences from two universities, namelyManagement Center Innsbruck, Austria
(MCI), and IUBH International University of Applied Sciences, Germany (IUBH).
It uses the results in order to discuss potential changes in the way universities operate
and prompts at respective changes in organizational culture.

Using secondary data from previously conducted research and experiences in
university management, this report is case study oriented and shall be understood
as a position paper. It indicates potential challenges which university leadership
must address in order to adopt digitization trends. The call for cultural change at
universities results from the understanding of organizational culture underlying this
paper: Organizational culture is a set of traditional values and norms of a group,
which are guiding individuals’ behavior within that group (Engelen & Tholen, 2014;

J.-M. Seeler (B)
IU International University of Applied Sciences (formerly IUBH), Erfurt, Germany
e-mail: juergen-matthias.seeler@iu.org

D. Wieser · A. Zehrer · K. Sixl-Daniell
Management Center Innsbruck, Innsbruck, Austria

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2021
T. Herberger and J. Dötsch (eds.), Digitalization, Digital Transformation
and Sustainability in the Global Economy, Springer Proceedings
in Business and Economics, https://doi.org/10.1007/978-3-030-77340-3_9

115

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-77340-3_9&domain=pdf
mailto:juergen-matthias.seeler@iu.org
https://doi.org/10.1007/978-3-030-77340-3_9


116 J.-M. Seeler et al.

Hofstede et al., 2010). Therefore, changes in university management will inevitably
modify culture of the organization. At the same time, it can be assumed that the
success of organizational changes depends on respective changes in culture, given
that committed employees are precondition to sustainable change (Patel, 2014).

The Covid pandemic in 2020 forced many industries to consider digitizing busi-
ness models more seriously. In fact, it acted like a catalyst for forced change and/or
forced innovation in many instances. Likewise, most universities had to adopt some
elements of online education. Given this paper is developed at end of 2020, there
is still a lack of research into the impact of the immediate shift to online education
during the Covid pandemic. As a position paper, this report does not claim to provide
all necessary answers to cultural change at universities, but may raise important ques-
tions and address crucial issues, whichwill be relevant formany institutions of higher
education. Therefore, the guiding question for this paper is:

What are likely implications of online education on organizational culture at universities?

The paper holds that online education provides important growth potential for
universities. At the same time institutionalizing online education at universities
requires changes in organizational culture and ultimately also changes in leadership
behaviour.

The report will subsequently explain the context of online education in higher
learning institutions and elaborate on previous research findings. It will then explain
the background of the two universities that serve as cases for this paper. In this part, a
brief explanation of themethodological approach in this paperwill be included. Then,
the report will elaborate on the implications of the shift towards online education on
organizational culture at universities. For this, developments from other industries
will also be taken into account in order to understand better the dynamics of the shift
from traditional university activities towards online education. Lastly, the summary
will draw together most important insights and provide for an outlook on potential
future research.

2 Previous Research Findings and Experiences

Given its relative novelty, the effects of online education on organizational culture
have not been researched in depth yet. However, there are some key characteristics
of online education, which underpin the claim for change of organizational culture at
universities. Important features of higher learning institutions offering online courses
are (Wieser & Seeler, 2018, p. 135, 139–141):

• Student centered approach of facilitation
• High level of responsiveness of lecturers to student queries needed
• Learning Management Systems (LMS) as the center of all study-related activities

with clear structures and rules for learners, lecturers and administrative staff
• Strong commitment to student–student and lecturer-student collaboration
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• An understanding of lecturers as facilitators in the co-construction of knowledge
• Commitment to development of synchronous and asynchronous lectures and

teaching material which empower active student engagement and participation
• Dedication to quality assurance systems with strong monitoring and evaluation

measures
• Lack of direct social interaction may increase stress levels of learners, lecturers

and administrative staff
• Self-guided learning by students requires high levels of motivation
• Self-guided learning by students requires close monitoring of student progress in

order to limit student drop-out.

In addition, one key aspect of online education programs is that they are based
on study material such as course books etc. This is important in order to provide a
reliable knowledge base for students during their self-directed learning phases—a
cornerstone of scalability in online studies. At the same time, it requires lecturers to
facilitate content, which may have been developed by other academics.

Despite the perspective of universities on online education, the perspective of
students should be taken into account as well. This will help shaping a better idea
of the cultural changes in higher learning institutions. Seemingly, students’ expecta-
tions in online programs differ from those enrolling in traditional classroom courses
(Wieser et al., 2017, 2018). It is known that motivated and satisfied students are more
likely to succeed in online courses (Bekele, 2010; Cho & Heron, 2015; Yukselturk
& Bulut, 2007), however the expectations of online learners have not received the
same amount of attention. Expectations are in fact a key factor for learners’ level
of satisfaction (Appleton-Knapp & Krentler, 2006; Yukselturk & Bulut, 2007) and
therefore it is assumed that they can also influence students’ success (Bekele, 2010;
Cho & Heron, 2015; Yukselturk & Bulut, 2007).

Various studies showed cognitive skills, time management, self-regulation, study
skills, personal factors (Bitzer& Janson, 2015;Dabbagh, 2007;Muilenburg&Berge,
2005; Yukselturk & Bulut, 2007), as well as communication and cooperation with
peers and instructor(s) (Eom & Ashill, 2016), realistic expectations (Mandernach
et al., 2006;Moessenlechner et al., 2015) andmotivation asmajor, and in fact decisive,
components of student success in online courses (Bitzer & Janson, 2015; Castillo-
Merino&Serradell-López, 2014; Chua&Don, 2013;Dabbagh, 2007; Eom&Ashill,
2016; Huet et al., 2011; Mandernach et al., 2006; Moessenlechner et al., 2015;
Muilenburg & Berge, 2005; Yukselturk & Bulut, 2007).

On average, student cohorts in online education tend to be older and more diverse
concerning background, nationality and prior education compared to those in class-
room courses as such courses permit working adults to study while working. These
students expect challenges in time-management, given that many of them study and
work simultaneously. With more work experience, online students also have higher
expectations in the professional relevance and applicability of course content. At the
beginning of their studies, online students often wonder about the level of collab-
oration in respective programs and there seems to be a concern of being left alone
when assuming online studies. Students who are just starting their academic career
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are afraid of not having personal contact with fellow students. They also wonder
whether lecturers will be available at all. Finally, there is a general sentiment that
online education may be regarded as less credible by recruiters (Wieser et al., 2017,
2018). However, the 2020 Covid pandemic made online education a necessity for all
students, full-time and part-time students alike.

3 Methodological Aspects and Background of the Cases

This report represents a position paper and aims at providing an answer to the guiding
question: “What are likely implications of online education on organizational culture
at universities?” However, it is not based on empirical evidence obtained for the
specific purpose of this paper. Rather, it uses research findings, which the authors and
colleagues generated previously and regarding different research questions. Further-
more, it employs experiences from two universities with substantial, yet different,
online education offerings. The report uses these insights to draw conclusions in that
it suggests likely changes in organizational culture of universities driven by the shift
towards online education. Therefore, this paper does not provide for the academic
rigor usually expected in qualitative and/or quantitative research. The findings may
rather be used to develop future research approaches.

The two universities and their experiences employ quite different approaches to
online education. Considering the aforementioned characteristics of universities and
expectations of students it becomes obvious that the wider scope of digitization
trends in higher learning matter when it comes to online education. This is why
two institutions with very different traditions and approaches to online teaching are
selected for this paper.

Most universities have certainly operated for years, if not decades or centuries, in a
traditional lecturingmode. Some of them have adopted digitization trends and started
online activities in recent years. On the other hand, there are a few universities, which
were established as online institutions. An example for the former is Management
Center Innsbruck, Austria, which is strongly affiliated to Innsbruck University and
started as traditional higher learning institution. It then introduced its first online
degree program in 2014. Indicative for the latter is IUBH International University of
Applied Sciences, Germany, which started its online education entity in 2011 with
the clear commitment to center all activities in the digital sphere.

MCI is a privately established, yet state funded university in Austria, which
offers traditional classroom studies and—since 2014—online degree programs. The
following information can be found on MCI’s website (MCI, 2020). MCI employs
a workforce of approximately 320 employees and additionally a large number of
lecturers from professional practice on a freelance basis. More than 15% of the 3200
students are now enrolled in online programs and almost all on-campus courses
employ at least some elements of online education. All online degree programs still
contain a number of residential school activities. For this, students must attend class-
room lectures in Innsbruck and typically spend up to 20 days per academic year on
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site. In addition, the overall course facilitation is bound to the traditional semester
structure. These cornerstones are obligatory, to some extent due to the regulatory
framework inAustria (Fachhochschulstudiengesetz FHStG).Written exams are typi-
cally held on site. Course presentation on MCI’s learning management system is
increasingly standardized. Quality assurance systems are in place. Given the history
of MCI, and the restrictions set by legal regulations, one can hold that MCI attempts
to translate traditional classroom lectures into an online learning concept, which is
marked by blended learning techniques, and based on a quality assurance framework
adopted from its attendance courses. Interactive course facilitation can probably be
seen as most important feature of MCI’s online courses.

IUBH International University of Applied Sciences is a private university in
Germany with more than 600 staff members, more than 40,000 students enrolled,
and a vast number of study programs offered solely online. All information presented
here can be obtained from the university’s website (IUBH, 2020). Its online educa-
tion branch only started operating in 2011 and is rapidly growing ever since. For the
purpose of this paper, only this part of IUBH will be taken into account. Its online
degree programs are fully facilitated online with no residential school or any other
attendance requirements. All exams—written tests, assignments, oral exams etc.—
are performed online. Forwritten tests, students can also opt for a paper-based version
of the exam which is offered once per month in designated study centers throughout
Germany andAustria. However, themajority of students is sitting written tests online
and these are then live camera monitored and, in addition, recorded for later inspec-
tion. Written assignments are standardized regarding its structures across all study
courses. So is the content offered in most of the courses. Written course books, live
lectures, shortcasts etc. are all structured in the same way. The same applies to the
Learning Management System, in which the structure of all courses is presented in
the same way. This helps students to get used to the way courses are offered, and
thus makes it easier for them to find their way through their studies. An important
element of IUBH’s course facilitation is the commitment to responsiveness to student
queries. On weekdays, lecturers must respond to every student question within 24 h.
There are, however, usually no on-campus classes.

IUBH also offers rolling admission and students are able to commence studies
at any time. All study courses are based on what can be called a performance
semester, meaning that students study at their own pace and a semester is success-
fully completed, once a student has obtained the 30 ECTS allocated to the semester.
This provides students with a maximum of flexibility but also requires a high level
of discipline. To conclude IUBH’s approach, one could describe it as an attempt to
rethink university education from a digital perspective and essentially create study
courses and academic and administrative support functions based on online tech-
nology only. Student centered standardization of course facilitation is probably the
key element of this approach.

There is no superiority of either approach, given they both turned out to be success
stories for their organizations. Rather, the two concepts describe the scope within
which online courses and degree programs are often designed.
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4 Insights from Other Industries

This part is supposed to explain disruptive changes, which happened and are still
ongoing in some industries. They indicate how fast even the university sector may
be subject to new developments caused by the wider area of digitization.

Most notably, there are a number of highly successful companies, which managed
to change business models of entire industries. Amazon is one prominent example.
It has not only changed the way people order books, but actually fostered the shift
towards online shopping overall. Amazon managed to become one of the most valu-
able companies in the world, in that it offered customers immediacy, reliability, and
convenience of its services. The same is true for Facebook, Instagram and other social
networks. Google never operated a physical information office. Tinder never adver-
tised customers’ relationship wishes in newspapers. MPesa and Airtel Money never
operated bank branches, yet became important players in mobile phone money trans-
fers. There is also not a single travel agency office to be found run by Booking.com,
yet, the company has become one of the most successful intermediaries for the sale
of travel services.

It is difficult to tell which the driving factors were for these companies to arrive
at the current status. But certainly, they allowed themselves to completely rethink
their industries’ traditional approaches. It is also obvious that these companies are all
allocated in the services sector. What was described earlier for Amazon, is probably
true for all these companies: Their success is based on services which are available
immediately, based on reliable processes, and conveniently available at a fingertip
on a smartphone.

Can such features be blueprints for universities? Many may argue that this is not
the case. However, the dynamics of such changes should at least be considered when
thinking about online education at universities.

5 Implications for Organizational Culture of Universities

How are the formal and informal organizational culture of a university affected by
online education? When looking at the trends mentioned above, probably the most
important change is to develop a mentality of immediacy within the workforce of the
university. This claim is not limited to lecturers but needs to be adopted by all staff.
Operating in an online environment means responding to all student needs as fast as
possible, usually faster than in traditional settings. Openness to new technological
and pedagogical trends is necessary as well. Online education is not just migrating
classroom lectures into the virtual space but developing a way of facilitation, which
fosters participation and collaboration in an online environment. Immediacy and
openness also require more flexibility by lecturers and administrative staff as the
occurrence of tasks becomes less predictable. This is also relevant regarding working
hours of staff members. Cooperation among staff members and across departments
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is necessary and thinking in silos, e.g. departments etc. is likely to compromise
efficiency.

An absolute commitment to service provision to students, clear rules and regula-
tions, and the use of technology to assess the performance of staff members, partic-
ularly lecturers, is needed. Technology, and more specifically the fact that simply
everything in online education is recorded, cares for stringent quality management
systems. This will eventually result in a high reputation of the university and its
programs. Lecturersmust be ready to facilitate content developed by other academics
and accept to be fullymonitored in their teaching performance. The claim for freedom
of research and teaching is certainly limited in highly standardized processes and
it may well be that new academic staff struggles with rather narrow boundaries of
course facilitation.

The same is relevant for administrative staff. Online students are typically learning
remotely. They will usually not be in the position to enter an administration office at
the university for questions. Therefore, for many typical information requests—e.g.
release of exam results, recognition of prior learning, questions regarding internships,
student fees etc.—standardized online processes must be established. For further
queries, unambiguous communication channels are necessary. Most importantly,
service commitments regarding administrative issues require clear timeframeswithin
which students will receive answers to their questions especially given the lack of
typical face to face interactions.

It may appear to be easy to put such structures and rules into practice, however,
some academics are used to working at their own pace, usingmodes and structures of
teaching and supervising, which they developed for themselves over some or many
years. For some, it may be a limitation of their academic freedom, when they are
supposed to put the content of a course in a strict course book structure or follow such
a pre-defined structure. The same may be true for examination modes. If a university
requires a certain structure for written exams—e.g. 20Multiple Choice questions and
4 open questions with a clearly prescribed allocation of points per question—it is not
uncommon that some lecturers will argue the prescribed exam structure would not
match the requirements of their course. In addition, acting as a facilitator as opposed
to an instructor and observing strict deadlines in response to student queries may be
rather difficult for some.

Similarly, such debates will most likely come up as far as the standardization
of administrative processes are concerned. In general, standardization and process-
orientation increase the possibility for quantitative performance assessment. It is
obvious that this may be helpful for a university’s leadership to identify potential
weaknesses in an organization. At the same time, it is also understandable that at
least some academic and administrative staff members may not be fond of the idea
of being monitored more closely in their performance.

Online education can be viewed as a kind of open system with three inter-
acting entities (students, instructor/lecturer, and LMS), influenced by the environ-
ment (Bitzer & Janson, 2015; Eom & Ashill, 2016). What can be done in order
align a university to the demands accompanying the trend towards online education?
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Firstly, hiring the right people is a key factor (Sixl-Daniell et al., 2006; Mander-
nach, 2005). Online education and the trend towards digitization in university opera-
tions underpins the need for facilitators who are ready to accept continuous changes
in their workplaces. The openness to new developments must be assessed already
during recruitment. It is also important, to clearly communicate respective expecta-
tions (standardization of processes, working at evening hours, responsiveness etc.)
to applicants.

The demand for more flexibility, responsiveness and service orientation also
requires to offer something to academic and administrative employees in return.
Online degree programs and digitization of processes provide for the opportunity to
grant a maximum of flexibility concerning working from home.With solid structures
and robust IT systems in place, staffmemberswill often be able towork fromhome. In
addition, a considerable share of the work—e.g. grading exams, thesis supervision,
developing of teaching material etc.—can be performed at times most convenient
for those performing those tasks. For many lecturers, this offers great potential to
meet professional and private commitments and it also limits commuting times to a
minimum. However, especially the Covid pandemic has shown that working from
home is not ideal for everyone and has its drawbacks due to e.g. limited face to
face interactions, blurred lines between working and after work hours, a tendency
towards increased availability, potential issues concerning insurance, taxes and costs
to name only a few. Numerous studies are currently (2020, early 2021) undertaken to
highlight potential issues when working from home. Again, hiring the right people
is important when employing staff members who may (often) work from home and
rather independently. It also changes the role of leadership. While control is impor-
tant where certain standards—e.g. response times—must be met, trust is crucial for
most of the remaining academic and administrative work. The role of trust is crucial
in organizational culture and even more so in institutions offering online learning
programs as lecturers’ physical presence is no longer a must.

Leadership must ensure that all processes allow for an IT-based system of moni-
toring and evaluation, bywhich a followupon lecturers’ performance (e.g. recordings
of lectures, response time to student queries etc.) is provided. This provides the timely
availability of data and allows speedy identification of service weaknesses. In order
to create a conducive work atmosphere, clear communication of service expecta-
tions is necessary. In particular, standardization of academic teaching materials may
not be popular with all lecturers. While it can always be argued that some courses
require different structures, the general advantages of standardization may outweigh
the potential disadvantages in some instances. Therefore, creating an atmosphere of
pragmatism and avoiding a mindset of resistance to change (e.g. “That can’t work;
we have never done tit this way!”) is crucial. Once leadership and academic and
administrative staff have agreed on processes and standards, it should be common
that everyone in the organization unreservedly puts the decisions into action.

Furthermore, it is important to develop a tolerance to error. In fast paced envi-
ronments driven by digitization trends, it is highly likely that some decisions made
turn out to be wrong or—by the time the come into effect—outdated given new tech-
nological trends led to unexpected changes. An example for this could be the use
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of a certain tool for facilitating online classes. Many of them are offered, some are
free of charge, and others attract a license fee. A university has to assess the various
systems, and then decide for the one that is best suited for the specific requirements of
its online lectures.While using the system itmaywell happen that thewebinar system
turns out to be instable or other, better tools emerge. In such cases, it is important
that open-mindedness and pragmatism in evaluating the tools used prevails leading
to the use of the best suited systems and tools. This may appear to be common sense.
However, often debates commence in which reasoning is shaped more by personal
vanity than by rationally comprehensible reasons.

To conclude the implications of online education on culture at universities, it is
seemingly necessary to act and think as a digital organization. As far as the formal
culture of a university is concerned, it would be worthwhile to digitize all processes.
This requires digitizing a student’s journey from requesting information on study
courses and enrolment to graduation and alumni events. With such changes, new
challenges arise and new questions must be answered. If universities commit to
online education and the respective flexibility for lecturers concerning location and
time of work, then labour and working hours laws need to be considered. As far as
existing workforces are concerned, it cannot be assumed that all will be supportive
in the necessary change processes. Some services may become redundant or will
be subject to considerable changes. Library services are an example for this. Many
universities have put efforts in developing physical libraries but online library provi-
sions can probably serve the needs of students and academics better, and more flex-
ibly. Even the role of lecturers will most certainly change in the near future. With the
potential of and adaptive learning techniques, teaching will be—at least in parts—
more student oriented and more efficient. Therefore, lecturers could become more
needed as coaches of students during their journey through the course content.

6 Concluding Remarks

This position paper intended to provide answers to the question: “What are likely
implications of online education on organizational culture at universities?” As a
position paper, it is based on some research carried out previously in the field of online
education and uses experiences and insights from two universities, which employed
different approaches towards online education. Given the potential of digitization, the
report discusses the changes that universities will most certainly undergo in regard
to teaching, but also more holistically concerning structures and processes in the
organization of higher learning.

Summarizing the paper, some of the most important features of a university’s
culture may be a mindset of immediacy, openness, and flexibility. This is necessary
for academic and administrative processes. Online teaching and operating a higher
learning institution digitally requires standardized processes at all levels. Therefore,
a commitment to service provision, strict obedience to rules and regulations and a
stringent, quantifiable quality assurance system is necessary. The latter should be
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linked to a performance assessment system for all staff members. Clear communica-
tion channels for students must accompany standardization of processes in academia
and administration. In order to operate in a highly digitized, fast-paced environment,
hiring the right people is crucial. Academic freedom will likely be limited through
standardization. At the same time, academic and administrative staff may enjoymore
flexibility regarding location and time of work. This will change the role of lead-
ership towards a trust-based approach of staff guidance. Acting and thinking like a
digital organization requires an atmosphere of pragmatism and tolerance to error.
Otherwise, digital collaboration among university staff and between students and
university employees may remain below its potential. Lastly, leaders and employees
of universities should be open to further changes. Some services will become redun-
dant in traditional ways given the potential of digitization. In addition, the looming
introduction of systems using artificial intelligence will most certainly change the
role of those who have always been in the center of university education: lecturers.

This position paper does not claim to have all the answers concerning the various
challenges resulting from rapid technological changes, but aims to act as a starter
for further discussions. Experiences from other sectors strongly suggest that game
changers often approach markets with a completely new business model. Looking at
the rapid developments in other industries, it is certainly a valid idea for universities
to embrace the potentialities of digitization proactively. The trend towards more
online education and digitization of university processes is inevitable, and the Covid
pandemic served probably as a wake-up call for many higher learning institutions.
Therefore, the call for change of organizational culture at universities must not be
underestimated.
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Digital Sustainable Leadership

Angelika Kölle

1 Introduction—The Human Being as an Individual

Nature gives us many examples and pictures of networks, symbioses, mutations and
adaptations to permanently changing environmental conditions. In plants and animals
we speak of evolution, in economics we use change and challenging processes.
Changing environmental conditions are comparable to the economic terms. We do
not only see these processes at play in economy and ecology but also societal and
political contexts. These processes are fueled further by technological and economic
progress, globalization and crises. The speed, intensity and efficiency of change is
a very complex system, which can only be properly dealt with by using artificial
intelligence (AI), swarm intelligence and adaptive tools, processes and management
methods.

This results in co-existences, co-evolutions, co-operations, collaborations, as well
as theworking together of up to now separate specialist subjects: digitization, sustain-
ability and leadership. The New Normal or the solution of new problems of today
cannot be solved in the long term by relying on old methods, which worked in the
past. The required courage, the speed of adaptation and the ability to adapt to new
and different phenomena is the basis needed for successful change.

The human being as an individual is at the heart of this change, as the individual
can change him- or herself or the situation, as well as adapt the processes. Digital
sustainable leadership is one option in a globalized changingworld to act as a respon-
sible and future oriented manager, to be courageous when innovating processes and
to continuously develop one’s own potential and grow.
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2 Purpose Giving Leadership for Future Leaders

In our fast-paced modern world, a dynamic process has established itself—“higher,
farther, faster”—resulting in an overstraining of people, organizations and whole
societies. In particular the speed of communication and information leaves marks
and impacts the quality of communication and information processing in people.
This becomes evident when specialist terminology is used imprecisely or even in
distorting ways. Comparing leadership versus management clearly shows, how the
impact of acting is different, merely by looking at the definition.

It is surprising how terminology is used in economic contexts.We primarily speak
of and write about management and managers and much less of leadership and
leaders. But it’s people who create, decide and work. Processes and organizations
are but framework and structure. When we build organizations and processes around
people and we know their needs and fulfill them, the result is a connecting unit. But if
we try to adapt people to organizations and processes, this is not helped by natural or
organic growth and thus has no sustainable foundation. Maslow contributed with his
research and observation results to andmore comprehensive understanding of human
motivation, needs andbehavioral norms.Thewell-knownpyramid as depiction shows
in a simplified way the complexity of Maslows research and was never published by
Maslow in this form by himself.

Figures 1 and 2 show that the factors which are difficult to quantify, such as
feelings, emotions, needs andmotives form the basis of all human action. In planning
and decision making it is thus essential to know these drivers of human action, to
take them into account and to steer them, when necessary.

SimonSinek researchedwhy some companies aremuchmore successful than their
competitors (ReferenceWebsite). His result shows that it depends on the attitude and
the type of leadership personality. This he showed in his model “the golden circle”.
He makes visible the hidden core, the soul of the enterprise and focuses it in his
visualization like a dartboard. It is not a question of what someone does but why and
for what they are doing it. Also focusing on the quality of action before examining
the result proper is a completely new way of looking at leadership in management
literature (Fig. 3).

To know the purpose of our actions and our work and define it is not a new
approach. The realization regarding the import and power of this approach has been

Fig. 1 Leadership versus
management. Source Own
figure

Leadership versus Management

People Organisation/Processes

Feelings Facts and Figures

Emotional Level Factual Level

Direct Interaction Indirect Interaction
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Fig. 2 Maslows Pyramid.
Based on: Maslow (1943)

Needs Rule Our Actions

Self-
actualization

Individual Needs
(Recognition, Importance, ...)

Social Needs
(Partner, Friends, Love, Wireless, ...)

Security
(Shelter, Work, Income, ...)

Basic Needs
(Food, Sleep, Sex, ...)

Fig. 3 Golden circle. Source
Sinek (2009)

Future Leadership skills

What?
How?

For What?

brough back into focus by Simon Sinek. Purpose-giving leadership means not only
understanding the “why” of an enterprise but also being able to practice the “how”.
In applied leadership and from my 30-year experience, the big five of how to lead
are a challenge.

Future Leadership Skills:

To connect
To respect
To empower
To challenge
To inspire.

The challenge lies in keeping the order of 1–5. Skipping a step or switching
the order causes problems depending on the type of interference—which leads to
energy loss on all sides. leadership competences are changing. The competence of
communication, social and empathetic competences gain importance. The role of
leadership personality changes and adapts more and more towards the ideal of a
team captain, coach and mentor.
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3 Sustainability—Value and Attitude for Behavioral
Navigation

Why sustainability started out as a trendy slogan and was subsequently treated as
an old notion is incomprehensible from the point of view of a gardener. On earth
everything is in limited supply and is lost if it is not carefully used and treated. Nature
and her resources may be used but not depleted and we may only use as much as
to allow for regenerative processes to replenish them. Humankind has disturbed the
balance of nature and climate through endless exploitation, a process which we can
observe daily. Because of the necessity to act responsibly to allow a proper balance
between people, environment and economy, models of sustainability were created,
such as the three pillar model, the sustainability triangle or the tilt model (Fig. 4).

The dimensions of sustainability impact one another and thus improve or limit the
balance. Sustainability is a fundamental attitude and should be one of the fundamental
values of our society. Without this foundation the co-existence and the individual
appreciation on our planet will become more and more fragile and more and more
destroyed. Values are the basis of our actions, our behavior and our leadership. In the
following model “value tree” foundational values, functional values, and behavioral
norms form the basis of leadership culture. When looking at change and challenging
factors, such as climate change and technological progress, putting leadership culture
at the center is not only sensible and valuable but decisive for success. It is well
established that leadership requires values. In order to grow tall like a tree, deep
roots are necessary. Our values form this foundation, these roots, without which no
tree can stand up (Fig. 5).

How do leaders know which values make their company grow?Why do we spend
much more time looking at future plans than looking at our foundation? These ques-
tions show that the focus is shifting and from quantitative growth towards qualitative
growth. Quality includes the inner quality and the inner values of both the leadership
personality and the company and the society itself. Changes in the environment cause
automatically changes in the inner values. Values are subject to temporal, political
and social change. Ethical values and fundamental rights of people are defended by
the United Nations. The times required states to establish commonmandatory targets
for sustainable development in all three levels of sociology, economy and ecology

Fig. 4 Sustainability
triangle. Based on: Walker
et al. (2019)

Sustainability Triangle

Social Values Ecology
Value Appreciation Value Preservation

Economy
Value Creation
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Respectful Interaction
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Fig. 5 Value tree. Based on: VDV-Akademie e.V (2016)

and the values that are fundamental to these disciplines. Since January 1, 2016, the
17 sustainable development goals are mandatory for the entire world, all states and
all peoples (Fig. 6).

4 Analog and Digital Ways for Decision Making

Changes are sped up in times of crisis. In 2011 an earthquake with following tsunami
has caused the nuclear catastrophe in Fukushima, Japan, which caused political
change and change of attitude towards climate change in Germany and in many
other countries overnight. This event caused Baden-Wuerttemberg to become the
first German federal state to be led by a minister president of the green party and
the German government under Angela Merkel decided to exit nuclear energy. A
crisis is often speeds up change or is a catalyst for change—this is also true in
the Corona crisis. Analog methods, such as school teaching in person had to be
switched within a few days to digital and surprisingly this was possible within a very
short period using online technology. Digital technology has become an irreplaceable
component. The ability to adapt and the speedof adaptation of digital communication,
digital interaction made the crisis strategy of the politics of lockdown, Corona-App,
home office and home schooling and Corona tracing possible. Hybrid models, i.e. a
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Fig. 6 SDGS. Source UNESCO (2021)

combination of analog and digital processes are becoming more and more important
and have become part of our daily norm. What this means and what is important to
us, has been made clear by the Corona crisis. The necessity and the desire of local
freedom and social closeness have become evident. This can be seen in Fig. 7 of
digital and leadership.

What has to happen to make a functional unit out of digital technology and leader-
ship? All new technology, every new form of organization and every new law forms
our thinking and acting. If you look at it from the point of view of ethics, morality,
and sustainability, there will be some kind of unifying symbiosis. The decision for
an inner attitude towards sustainability will bring human and technological systems
into co-evolution.

Digital Leadership
Virtual Rooms Where? Analog und virtual Rooms

Machines/ Devices Who? People

Language (1-0 unambiguous) What? Spoken And Written Word

KW How? Kcal/ Felings/ Social Energy

Efficiency/ Information Medium     Why? Leadership/ Communication Medium

 Technology  Society

Fig. 7 Digital technology and leadership. Source Own figure
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5 Future Prospects-Analog and Digital Ways

We have the privilege and the opportunity to co-shape our world. Growth is different
every time and that is key. Individual worlds are created by new and different ways
of creating. Joy and courage are important energies. With great confidence in the
next leadership generation one thing is clear: they will think and hopefully also
act differently in order to build a peaceful society on a healthy planet earth. Albert
Einstein once coined the phrase: “We cannot solve our problems with the same
thinking we used when we created them.”

Live and love what you do!
Be smart—follow your heart—invest in SDGs.

6 Question Thinking for Digital Sustainable Leadership

• What has influenced you most?
• What change history can you tell about yourself and your company?
• What are your roots?
• What kind of responsibility do you like to take on?
• What is your motivation?
• Are you rather cost or quality oriented?
• Which three values unite you and your company?
• Do you feel like an ambassador of your company?
• Are you thinking in terms of problems or solutions?
• Do you prefer thinking of people or processes?
• For what do you get up in the morning?
• What strengthens and what inspires you?
• What kinds of value appreciation do you know?
• Which code of conduct you think most necessary/appropriate/suitable for you?
• Which SDGs are you already following in your life?
• Which virtual rooms do you use most frequently?
• Are you equally competent in the digital and the analog world?
• Are you in charge of your smart phone or is your smart phone in charge of you?
• Do you know your values? Do you know your non-values?
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Russia’s Place Vis-à-Vis the EU28
Countries in Digital Development:
A Ranking Using DEA-Type Composite
Indicators and the TOPSIS Method

Zoltán Bánhidi, Imre Dobos, and Madina Tokmergenova

1 Introduction

The International Digital Economy and Society Index (I-DESI) is a composite index
comprising a set of indicators that was designed to measure progress towards a
digital economy and society of all EU and selected non-EU countries, including
the Russian Federation. Aiming to mirror and extend the results of the European
Commission’s EU-only Digital Economy and Society Index (Bánhidi et al., 2020), I-
DESImeasures performance in five dimensions or policy areas: Connectivity,Human
Capital (digital skills), Use of Internet by citizens, Integration of Digital Technology
and Digital Public Services. The latest edition of I-DESI (European Commission,
2018) combines 24 individual indicators from various databases (including those
of the World Economic Forum, OECD, World Bank and ITU etc.) measured over
a four-year time period from 2013 to 2016. The I-DESI composite index uses a
scoring model to rank each country according to its digital performance and to track
the evolution of the EU as a whole and its member states in digital competitiveness.
This has the drawback that the dimension weights used in the DESI “were selected
to represent the EU’s digital policy priorities” (European Commission, 2016), which
might not be identical to the policy priorities of the selected non-EU countries,
rather than being based on objective criteria or the statistical properties of the dataset
(Tokmergenova et al., 2021). Although we do not consider these to be unreasonable,
and acknowledge that the rationale behind the weights are partly rooted in theoretical
considerations about enablers and synergies, we are still on the opinion that the exact
values selected by the Commission experts are somewhat arbitrary. In this paper, we
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sought to demonstrate how other models of decision theory can provide a viable
alternative to this pre-defined weighting system.

In an earlier paper, the authors have already endeavored to assess the digital
competitiveness and level of digital development of the Russian Federation vis-à-
vis the countries of the European Union. Bánhidi et al. (2019) ranked the countries
of the Russian Federation and the EU using six methods. Three of the methods
ranked the 29 countries with equal weights. One of these methods was a scoring
model with the weights proposed by the European Commission (2018). With these
weights, Russia ranked 26th out of 29 countries. Another method using Data Envel-
opment Analysis (DEA) using the same weights was the DEA Common Weights
Analysis (DEA/CWA) method. Using this method, the authors performed two anal-
yses that are distinguished by the procedure according to which the available data
were transformed. Since theDEAbasically organizes the criteria for evaluatingDeci-
sion Making Units (DMUs) into two groups according to whether the criteria can
be considered input or output criteria, the criteria need to be transformed by some
method. There are two possible options for this: one is to transform the inputs to be
minimized, which are arranged according to the maximum by reciprocals, and the
outputs, which are arranged to the minimum by reciprocal, are also transformed; the
other option is to scale the data to a specified scale according to preference. The five
dimensions of I-DESI are each arranged to a maximum, so there is the preferred one
that takes on the highest value. In this sense, it is difficult to define an input here,
but if we look for one, Connectivity and Human Capital are the best candidates,
because the other three dimensions can be understood as a consequence of these
two variables, i.e. they are the output dimensions. Performing the ranking with these
two methods using the reciprocal procedure, Russia took the 29th, last place, while
scaling the data to a scale of 1–20, the 25th place.

Using the multidimensional scaling (MDS) method of multivariate statistics, the
Russian Federation finished in 27th place.

Using the classical method of the DEA and using two methods of data transfor-
mation, Russia can already show better results. With reciprocal data, the Russian
Federation ranked 20th, while with scaled data, it ranked 19th.

As the results of the six methods used showed a fairly large standard deviation,
further studies with the use of basic data seemed necessary. These methods are the
DEA-type Composite Indicators (DEA/CI) method (Cherchye et al., 2007) and the
TOPSIS method (Technique for Order of Preference by Similarity to Ideal Solution)
proposed by Yoon and Hwang (1981).

The DEA-type Composite Indicators method is practically the same as a special
case of DEA, with the difference that then each of the criteria is either an input,
i.e. to be minimized; or an output, i.e. to be maximized. Since each of the DESI
dimensions is to be maximized, the latter case occurs, we only have output criteria.
This also means that data transformation can be omitted in this case, which can avoid
the distortions caused by transformations.

The TOPSIS method is essentially a very simple, geometric approach based on
a decision theory method that attempts to eliminate procedures based on data trans-
formation. The method consists of three consecutive steps. (It is often summarized



Russia’s Place Vis-à-Vis the EU28 Countries in Digital Development … 137

in six steps, but this is based on the three basic methods we describe.) In the first
step, the scale problem between the data is brought to the same scale as a normal-
ization transformation. That normalization can be a Euclidean distance on the unit
sphere or transforming the data to a [0, 1] interval with an affine transformation. The
resulting nominated data is then weighted by a weight vector. The weights can be
subjective, given a priori, or objectively determined from the statistical properties of
the available data by theoretical or mathematical statistical considerations. Finally,
in the third step, the calculated efficiency is determined using the ratio of the distance
between the normalized, weighted data to ideal and nadir (negative ideal) points, the
order of which gives the ranking.

The paper will consist of the following sections. In the second part, we provide
a brief literature review of the Digital Economy and Social Index and the analyses
performed with it. In the next chapter, we determine the position of the Russian
Federation among the 29 countries using the DEA/CI method. In chapter four, we
do the same examination using the TOPSIS method. Finally, in the fifth part, we
interpret our results and compare our ranking obtained with the two methods of
decision theory, above all the place of the Russian Federation among the countries
of the European Union.

2 Literature Review

Literature review highlights studies of DESI index analysis and its methodology
problems in general and specifically for EU countries. Bilozubenko et al. (2020)
applied a cluster method to evaluate the digital development of the EU-27. They
divided EU countries into three clusters (using the Euclidean distance metric and
the k-means algorithm) and sought to identify the key parameters of the “digital
divide” that separates these groups. Jovanović et al. (2018) examined the DESI
methodology and used correlation analysis to assess how the digital performance of
EU countries affects the economic, social and environmental dimensions of sustain-
able development, highlighting the importance of digitalization as an additional,
crucial component of sustainable development. Karnitis et al. (2019) developed a
country-level model explaining the dependence of economic growth on the level of
digitalization, focusing primarily on the Baltic countries. The results of the research
indicate that two dimensions of the DESI index, Use of Internet and Digital Public
Services, have a significant impact on the growth of the economy. Stavytskyy et al.
(2019) analyzed three hypotheses and found that a high level of consumption and
low unemployment are associated with a high DESI index score. The authors also
suggest that in emerging and developing countries that are not presented in the offi-
cial DESI reports, such as Ukraine, significant efforts are required to increase their
digital development to levels that are comparable to those in Western European
countries. Orbán (2020) combines the Digital Public Services dimension of DESI
and her own survey results to assess the performance of e-administration services in
Hungary.While shemainly focuses on “the causes of underperformance” in her paper,
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she also criticizes the European Commission’s measurement framework for its lack
of robustness and stability. Bánhidi (2021) analyzes the significance of broadband
penetration for economic development with an econometric model for nine South
American countries. According to this model, increased broadband penetration is
associated with significant spillover effects, excess societal returns over and above
the expected returns of other investments in financial capital. Soltész and Zilahy
(2020) studied the features of a popular ride-sharing platform and a related network
with a network theory approach, showing that the internal structure of this network
shows scale-free characteristics. However, the authors also suggest that while these
networks have significant growth potential, they should eventually run out of “free
nodes” and reach a saturation point.

Literature review also highlights the main problems of digital development of
Russia and studies present which specific areas of digital development in Russia
require more sources. Ermolaev et al. (2019) assessed the development of the digital
economy in Russia based on international indices. Their results show that further
efforts are required to increase the percentage of Internet users, enhance the quality
of digital infrastructure and the availability of ICT technologies. Revinova and
Lazanyuk (2018) assessed the level of digitalization in the regions ofRussia. The level
of digital development varies highly between regions: among the Federal Districts
the leading position belongs to the Northwestern district, and among subjects to
Moscow and Saint-Petersburg. In lagging regions, the main problems identified by
the authors are the lack of digital infrastructure and funding. Korovin (2018) indi-
cates risks of digitalization of industry in Russia in terms of low level of technological
development, equipment and software products. Labor productivity is also crucial in
achieving leading positions in industrial digitalization by Russia. Statistical research
demonstrates a positive trend in increasing the number of university graduates in such
specialties as automation, IT and communications, but the demand for these special-
ists in Russia remains low. Baskakova and Soboleva (2019) analyzed functional illit-
eracy inRussia basedon access to internet and level of computer literacy.The research
shows that older generation, low educated, population with low income, rural popu-
lation are associated with increased risk of functional illiteracy. The regional factor
of Russia also contributes to unequal development of digital economy. Mironova
et al. (2019) studied the importance of digital education and digital literacy in Russia
as the main factor of development of economy and society. The factor of difference
in generations development should be considered in transition to digitization. Akber-
dina (2018) indicates that industrial digitalization is impossible without a developed
industrial sector, and demonstrates that the level of digitalization, automation deter-
mines the degree of using high technologies in industry. Certain regions of Russia
are developed less that refers to historical factor and the author proves the fact that
concentration of high technologies impacts differentiation in digital development.
Kuvayeva (2019) assesses the readiness of Russia to digital integration. The author
highlights the lack of unified statistical measures for assessing digital readiness of all
countries, including Russia. Analyzed dimensions in the article such as investments
in technologies, high-tech industry development, readiness to digital transitions are
low in comparison to developed countries.Miethlich et al. (2020) analyzed the digital
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economy and its influence on national competitiveness on the examples of Switzer-
land, Russia and Azerbaijan. Their study suggests that Switzerland and Russia both
excel in IT education services, but Russia lags behind Switzerland in the protection
of intellectual property rights. The authors also performed cluster analysis based on
data regarding the share of TCI (telecommunications, computer and information) in
total service exports. According to their results, Russia is placed in the third cluster,
which means that the country is not geared towards exporting TCI.

3 Ranking with DEA-Type Composite Indicators

The Data Envelopment Analysis (DEA) method was first described and applied by
Charnes et al. (1978). In the last more than forty years, the procedure has since had
numerous theoretical extensions and practical applications (Cook & Seiford, 2009).

The method used in this paper is a special property model of DEA. In the basic
DEA, the criteria that evaluate DMUs can be divided into two different groups
according to whether the criteria can be considered input or output. The basic DEA
CCR-I (1)–(3) model can be written in the following form, where vectors (u, v) are
the weights vectors of DEA, and vectors (y j , x j )( j = 1, 2, . . . , p) are the output
and input evaluations of the jth DMU, and the number of DMUs is value p:

u · y1/v · x1 → max (1)

s.t.

u · y j/v · x j ≤ 1; j = 1, 2, . . . , p (2)

u ≥ 0, v ≥ 0 (3)

However, the model in its original form could not be used to rank DMUs in the
absence of input criteria among our quantitative sub-indicators. In this case, we can
rewrite model (1)–(3) as follows if we assume that the input does not exist or assume
it to be a single one, i.e. v · x1 = 1.

u · y1 → max (4)

s.t.

u · y j ≤ 1; j = 1, 2, . . . , p (5)

u ≥ 0 (6)
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Table 1 Weights of dimensions in TOPSIS calculations

CN HC UI DT PS

Weights 0.082 0.297 0.233 0.194 0.194

Source Own calculation

The latter model is called in the literature the DEA-type Composite Indicators
(DEA/CI) method (Cherchye et al., 2007; Dobos & Vörösmarty, 2014). The new
model (4)–(6) must be solved for each DMU, in our case for all countries, in order to
determine the efficiency of that country. Dataset is Table 2 in the Appendix. We are
looking for the u weight vector, and the yj vector represents the digital dimensions
of the jth country.

The solutions of the linear programming models (4)–(6) are given in Table 3 of
the Appendix. This shows that the Russian Federation ranks 19th, i.e. in the second
third of the countries of the European Union. This suggests that Russia’s digital
development is considered moderate. After the DEA/CI method, the results obtained
with the TOPSIS method are presented.

4 Ranking with TOPSIS Method

In the introduction, we gave a short overview of the TOPSIS method, which is not
repeated here. The three steps described are illustrated by the methods we use.

In the first step, we perform the normalization of the basic data. Suppose that the
data for criterion i according to each country are contained in the vector xi. (Dataset
used is Table 2 in the Appendix.) Then the data transformation is as follows

y ji = x ji − xmin
j

xmax
j − xmin

j

, ( j = 1, 2, . . . , n; i = 1, 2, . . . ,m),

where the minimal and maximal values of criterion i is xmin
j and xmax

j , number n is
the number of countries, and number m is the number of criteria/dimensions. With
this transformation, the values of each criterion for each country were transformed
to the interval [0, 1]. Let the value of the new vectors be yi.

In the second step, knowing the values of the individual variables, in our case
dimensions, we use the entropy-based method to determine the weights of the
variables (Zhou et al., 2006). We chose entropy-based weighting because then the
weights are objective, that is, they are determined from the data. The formula for the
transformation is as follows:

Hi = − 1

ln(n)
·
∑n

j=1

y ji∑n
j=1 y ji

· ln
(

y ji∑n
j=1 y ji

)
, (i = 1, 2, . . . ,m),
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The weights will thus be as follows:

wi = 1 − Hi

n − ∑m
i=1 Hi

, (i = 1, 2, . . . ,m)

The weighted normalized values are denoted by zji, which is equal to zji = wi · yji.
The ideal and nadir points are then determined using the zji values.

Finally, in the third step, we use the weighted data to determine the efficiency
index using the ideal (I i) and nadir (Ni) points, which are calculated in the following
way:

Ii = max
j=1,2,...,n

z ji , Ni = min
j=1,2,...,n

z ji , (i = 1, 2, . . . ,m).

In this last, third step, the distances from the preferred and non-preferred dimen-
sions are determined, after which the efficiencies can be calculated. The distance of
the jth country from the ideal and nadir is determined as follows:

d I
j =

√∑n

i=1

(
z ji − Ii

)2
, dN

j =
√∑n

i=1

(
z ji − Ni

)2
, ( j = 1, 2, . . . , n),

A final calculation is the determination of the TOPSIS efficiency Ej, which shows
the ratio of the distance from the two awarded points:

E j = dN
j

d I
j + dN

j

, ( j = 1, 2, . . . , n),

After a brief description of the TOPSIS method, we describe the results of our
calculations performed on the dataset. We omit the detailed calculations, only the
objective weights, and the TOPSIS efficiencies and the order are presented in Table 1
(CN—Connectivity, HC—Human Capital, UI—Use of Internet, DT—Integration of
Digital Technology and PS—Digital Public Services) and Table 3 in the Appendix.

It is immediately apparent that the weight of the dimensions is highest among
Human Capital and Use of Internet. This means that countries with a high level of
development in education are at the top of the list. This is also true for the Russian
Federation. This puts Russia in 18th place among the countries of the European
Union, which corresponds to a medium level of development.

5 Conclusions

In this paper, we demonstrate how the DEA/CI and TOPSIS methods can be used
to provide a viable framework for ranking the 28 countries of the European Union
and the Russian Federation in the absence of explicit input criteria or predeter-
mined weights that are required by the classical DEA method and the European
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Commission’s scoringmodel. Thesemethods can eliminate the need for a pre-defined
weighting system used by the original composite index, rather than an intrinsic one
based on the statistical properties of the dataset. The entropy-based method identi-
fies Human Capital as the dimension with the highest “objective weight” (0.297),
highlighting the importance of digital literacy in driving the digital transformation of
the economy and society. The original weighting system proposed by the European
Commission (2020) also attributes the joint-highest weight (0.25) to this dimension
and Connectivity, which they group together as “digital infrastructure” and suggest
that two of the other dimensions, Use of Internet and Digital Public Services “are
enabled by the infrastructure and their contribution is strengthened by the quality of
such infrastructure”. While we can accept this thesis as a sensible policy recommen-
dation, we would also note that the entropy-based method attributes a much lower
weight to the Connectivity dimension (0.082).

According to our rankings, the Russian Federation demonstrates respectable
results in digital economic and social development relative to Eastern and Southern
member states of the European Union, on account of its solid results in the field of
Human Capital. In order to further improve its digital competitiveness, Russia would
have to improve its scores in the Integration of Digital Technology and Connectivity
dimensions. As for the latter, the Russian Ministry of Communications and Mass
Media has set quite ambitious national broadband coverage targets to overcome
its connectivity gap, which are not yet reflected in our I-DESI database. However,
achieving these might prove extremely challenging, owing to the fairly low popula-
tion density and vast territory of the country. On the other hand, the other dimension,
the use of ICT by the business sector should not be neglected either, since it should be
regarded as one of the most important drivers of productivity and economic growth.

Appendix

See Tables 2 and 3.

Table 2 The basic data (xi)

Country CN HC UI DT PS

Austria 0.63 0.59 0.60 0.59 0.72

Belgium 0.68 0.60 0.62 0.61 0.61

Bulgaria 0.61 0.47 0.42 0.36 0.45

Croatia 0.54 0.45 0.49 0.46 0.56

Cyprus 0.54 0.45 0.54 0.39 0.49

Czechia 0.67 0.58 0.58 0.39 0.43

Denmark 0.77 0.80 0.79 0.71 0.71

Estonia 0.62 0.66 0.70 0.53 0.85

(continued)
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Table 2 (continued)

Country CN HC UI DT PS

Finland 0.72 0.73 0.78 0.67 0.83

France 0.59 0.62 0.59 0.53 0.82

Germany 0.64 0,62 0.66 0.59 0.69

Greece 0.50 0.48 0.46 0.45 0.48

Hungary 0.60 0.62 0.55 0.51 0.46

Ireland 0.63 0.77 0.56 0.51 0.66

Italy 0.51 0.50 0.42 0.47 0.68

Latvia 0.65 0.47 0.58 0.32 0.56

Lithuania 0.61 0.53 0.58 0.46 0.63

Luxembourg 0.65 0.67 0.79 0.77 0.64

Malta 0.64 0.48 0.57 0.57 0.66

Netherlands 0.75 0.69 0.76 0.75 0.76

Poland 0.53 0.53 0.51 0.33 0.57

Portugal 0.60 0.43 0.47 0.39 0.55

Romania 0.61 0.43 0.48 0.27 0.39

Russia 0.39 0.64 0.49 0.30 0.57

Slovakia 0.57 0.65 0.59 0.40 0.38

Slovenia 0.60 0.44 0.53 0.43 0.67

Spain 0.64 0.62 0.58 0.55 0.82

Sweden 0.75 0.69 0.78 0.65 0.73

United Kingdom 0.74 0.65 0.72 0.68 0.90

Source https://ec.europa.eu/digital-single-market/en/news/international-digital-economy-and-soc
iety-index-2018

Table 3 DEA/CI and TOPSIS Efficiencies and ranking of countries

DEA/CI Efficiencies DEA/CI Ranking TOPSIS Efficiency TOPSIS Ranking

Austria 0.854 14 0.522 12

Belgium 0.883 11 0.521 13

Bulgaria 0.792 21 0.145 28

Croatia 0.712 27 0.230 24

Cyprus 0.700 28 0.211 25

Czechia 0.870 12 0.355 19

Denmark 1.000 1 0.855 1

Estonia 0.972 7 0.672 7

Finland 1.000 1 0.846 2

France 0.928 9 0.554 11

(continued)

https://ec.europa.eu/digital-single-market/en/news/international-digital-economy-and-society-index-2018
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Table 3 (continued)

DEA/CI Efficiencies DEA/CI Ranking TOPSIS Efficiency TOPSIS Ranking

Germany 0.860 13 0.584 9

Greece 0.653 29 0.196 26

Hungary 0.779 23 0.416 15

Ireland 0.963 8 0.616 8

Italy 0.761 25 0.289 20

Latvia 0.844 15 0.274 22

Lithuania 0.804 18 0.377 17

Luxembourg 1.000 1 0.722 6

Malta 0.844 16 0.381 16

Netherlands 1.000 1 0.787 3

Poland 0.714 26 0.264 23

Portugal 0.779 24 0.189 27

Romania 0.792 22 0.119 29

Russia 0.801 19 0.365 18

Slovakia 0.813 17 0.418 14

Slovenia 0.800 20 0.289 21

Spain 0.928 10 0.557 10

Sweden 0.990 6 0.759 4

UK 1.000 1 0.734 5

Source Own calculation
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The Impact of Big Data and Sports
Analytics on Professional Football:
A Systematic Literature Review

Tim A. Herberger and Christoph Litke

1 Introduction

The usage potential of big data analysis is not limited to industrial companies only. In
2001, Billy Beane, the manager of Oakland Athletics, recognized big data analysis
and successfully used it in the baseball professional league. Beane revolutionized
the baseball game with innovative data-driven management style. He made decisions
based only on statistical analysis and achieved a unique winning streak of 20 games
won. This success story is described in the book titledMoneyball: The Art of Winning
an Unfair Game and illustrates how statistics could make sport predictable (Lewis,
2004). “Moneyball” took a decisive turn in high-performance sport and influenced it
beyond baseball (Gerrard, 2016: 213). The increasing awareness of a possible success
through the combination of increased computing power and better availability of
data rapidly increased the proportion of quantitative analyses in sports and led to
the widespread use of data analytics in professional sports (McHale & Relton, 2018:
339ff).

The use of data analytics based on innovative technologies is also widely used
in professional football, as football companies expect data analytics to improve
their competitiveness and thus secure their medium- and long-term sporting and
economic success (Möller & Schönefeld, 2011: 1; Gassmann & Perez-Freije, 2011:
394; Werner, 2017: 17ff.). However, to design innovation processes effectively and
efficiently and thus ensure the innovation success of a football company, suitable
analysis methods are needed, that is, a further clarification of the rather broad term
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data analytics toward sports analytics (Reichmann et al., 2017). However, the imple-
mentation of new technologies and thus new process structures in a company – also
in a football company – poses great challenges to the various stakeholders (e.g.,
owners, top management, athletes, and coaches). This is all the more true for the
more disruptive and penetrating innovation. These challenges are reflected not only
in the use of financial resources but also in the coverage of personnel capacities and
competencies.

The analysis and target-group-specific evaluation and processing of the large data
collected during a footballmatch,which are still unspecific and unstructured to a large
extent, are only possible with appropriate software tools. IT providers such as SAP
and IBM provide specific cloud solutions for big data and sports analytics at football
companies. For example, “SAP Sports One” offers Team Management, Training
Planning, Fitness, Performance Analysis, Scouting, and Talent Finding modules via
a uniform platform (Biermann, 2018a: 40).

However, can these additional instruments (better) answer the main question in
football against the background of a balanced cost–benefit ratio: How do you win
matches? In this study’s context, the following questions will be examined based on
a structured literature review (SLR) according to Massaro et al. (2016):

1. How does the use of big data and sports analytics change professional football?
2. Can big data and sports analytics increase the team’s competitiveness in

football?
3. Which chances and risks are to be considered with the use of big data and sports

analytics for the different stakeholders in a football company?

The remainder of the paper is structured as follows: Sect. 2 defines the essential
concepts and theoretical framework. Section 3 presents the methodology of the SLR.
Section 4 discusses the results from the SLR and transfer on the three research
questions. Section 5 concludes the paper.

2 Definitions and Theoretical Framework

In the age of the Internet of Things (IoT), the digitalization of the physical world
and its networking with the virtual world continues to increase. The term IoT was
first mentioned in 1999 and was used for the networking of clearly identifiable
objects using Radio Frequency Identification technology (Ashton, 2009). Today,
the definition of IoT goes further. For example, the European Commission defines
the future of the IoT in its roadmap as follows:

Things having identities and virtual personalities operating in smart spaces using intelli-
gent interfaces to connect and communicate within social, environmental, and user contexts
(IEEE, 2015: 31).

Other definitions go one step further and add people and processes to networking
in addition to things (Bardley et al., 2013). The networking of any objects within the
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framework of the IoT can be used in various areas. Especially, themobile Internet and
the associated increased use of devices and applications offer the possibility of tech-
nological reorientation (e.g., wearables) to the sports industry. The most important
applications of IoT in the sports world are performance measurement and contin-
uous monitoring. Until a few years ago, quantitative data used in football were hardly
considered; if they were, the processes were evaluated qualitatively, mostly subjec-
tively and emotionally. Due to the randomness and the supposed absence of patterns,
no direct benefit of quantitative data was discernible in football, as in other sports,
such as baseball (Quirling et al., 2017: 324).

A negative example for the quantitative evaluation of certain measured variables
would be the 2014World Cup semi-finals. Due to the “traditional” notation analysis,
the Brazilian national team was superior to the German team in almost all categories
(including passes into the penalty area, crosses, corners, and tackles won), but the
match ended negatively for the Brazilian national team with 1:7 (Biermann, 2018a:
40). The result was due to the exclusion of tally lists in which actions are counted
individually in the data analysis. Instead of a notepad and eyewitness reports, algo-
rithms, and video technology should be used to collect and record game data. After
all, victory and defeat are not only determined by the meticulous noting of proce-
dures on the pitch but also concretely require sports analytics to predict a reliable
correlation (Biermann, 2018b).

According to Memmert and Raabe (2017), both worlds—big data and IoT—
combine to form “Game Analysis 4.0,” “which uses sensors, applications, and tech-
nologies to collect and analyze data from physical objects or other sources. With
the correct analysis, for example, basic tactical settings can be calculated from the
player position data (Memmert & Raabe, 2017: 7ff.).

The rapid growth of the IoT was favored by numerous IT-supported devices using
radio technology, which communicates with each other and generates large amount
of data (Fasel & Meier, 2016: 5ff.). Sports companies are investing increasingly in
big data in the form of cloud data storage, artificial intelligence (AI), and on-premise-
solutions. The basic idea behind big data is the use and analysis of data generated in
a wide variety of forms in everyday life (Marr, 2015: 9ff.). The term big data stands
for the transition to a new model of dealing with data and the use of huge amounts of
data, which are usually combined, made available, and evaluated within the scope of
a second use (Weichert, 2013: 133). Nonspecific data are therefore condensed into
specific information that is useful for the interest group, depending on the motivation
of the respective interest groups in the data.

Moreover, big data is the term used to describe extensive and disproportionately
growing data volumes and data stocks that have the following three main character-
istics: a comprehensive data volume (or data volume) in the Tera to Zettabyte range
(volume); various structured, semi-structured, and unstructured data types (variety);
and a high processing speed of data streams (velocity) (Fasel & Meier, 2016: 375;
Freiknecht & Rapp, 2018: 7ff).

Many “V” terms play an important role in many definitions of big data and
thus seem to confirm Francis Galton’s assumption that everything can be measured
(Gould, 1996: 107). However, one problem in the past was the nonexistence of the
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development of useful applications for the evaluation of large amounts of data or
databases. Applications for the use of big data are also used in sports, especially in
the football industry. For the analysis and interpretation of the video and position
data of the players, for example, new ways are needed. Thus, the professional field
of the so-called game analysts who used big data and have the skills to evaluate it
also emerged (Memmert & Raabe, 2017: 2). Through the IoT, recording important
performance data of the players for football is already possible to create perfor-
mance analyses by match analysts and to support the medical department, the fitness
sector, or scouting (Gramlich, 2018: 13ff.). Especially, the stakeholders of a football
company such as management, coaches, and players can optimize their strategies
and tactics based on big data analyses.

The “moneyball principle” has given sports analytics a new dynamic. The expan-
sion and shift of the sports industry toward an increasingly business- and IT-oriented
approach led to increased demand. Sports analytics is now a fast-growing industry
and is becoming an ever-greater necessity to survive in a competitive environment.
Big data and cloud technology played a major role in this growth development
(Gowda et al., 2017: 499). The first known use of the prioritization of statistics and
data by Billy Bean is also referred to in the literature as Sabermetrics (developed by
the statistician Bill James) and is still a central area of sports analytics today, like
the search for patterns in sports-related data (Fried & Mumcu, 2017: 57). Sabermet-
rics (Society for American Baseball Research metrics) has emerged in the literature
and is a synonym for the numerical approach to sport (Memmert & Raabe, 2017:
92). Even though no final definition of sports analytics has yet been established,
the ultimate goal is to search for, collect, and process sports-related data. These are
analyzed with the help of IT systems to realize the user’s competitive advantages
that are used in two directions: to increase the performance and efficiency of the
teams and to improve marketing concerning economic advantages (Link, 2018a: 3).
To achieve competitive advantages in the performance area, data-supported decision-
making is used to provide action aids for trainers and management. However, both
player recruitment and tactical game decision can benefit from it. In addition, key
performance indicators (KPIs) are analyzed based on trends and patterns to identify
the most relevant KPIs (Gerrard, 2016; Hughes & Barlett, 2002: 739f; O’Donoghue,
2005: 104ff.). The KPIs aim to break down a complex system behavior into indi-
vidual values for scaling, rating, and ranking systems or system components (Perl &
Memmert, 2017: 65). In addition to sports performance and economics, information
technology can be regarded as the third topic complex in the field of sports analytics.
Sensors generate much information, data volumes are linked via the Internet, and
memory chips enable larger data transactions without time restrictions. In this way,
data fromvarious sources can bemerged in real time and searched for anomalies using
newmethodological and conceptual approaches from data sciences (Link, 2018a: 3).
However, information technology is undergoing a considerable upheaval: the inter-
action between technical and IT experts and the associated programming of complex
systems is being abandoned in favor of machine learning and the development of
cognitive systems. The breakthrough of machine learning and thus the paradigm
shift was achieved only with the availability of large amounts of data. Today, task
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solutions can be implemented with the help of computers that did not seem possible
with classical programming (BaFin, 2018: 24ff). AI develops very quickly through
machine learning. One successful approach is Deep Learning (Lewanczik, 2018). On
the basis of existing information and with the help of a neuronal network, the system
can link what has been learned with new content repeatedly and thus learns again. In
addition, the machine can make its own forecasts and decisions and in turn question
them. Once decisions have been made, they are confirmed or changed during the
next run (Zoph et al., 2017; Davenport, 2018: 1ff.).

The areas of application of AI in sport are currently still manageable, as the
development of new methods for data analysis and the interpretation associated with
it is proving to be difficult. In Germany, Fraunhofer IIS makes intensive use of the
technical innovations, such as AI and machine learning, for sports and markets the
results under the lemma “sports analytics.” In the USA, a market worth billions has
established itself for the collection, analysis, and marketing of sports data (Research
& Markets, 2016). Moreover, a competition for the best data analytics tools has
emerged between the major providers (IBM, Intel, Microsoft, SAP, and Google) and
their products and services (Link, 2018b: 13).

The beginning of sports analytics in professional football lies inmanually recorded
and evaluated descriptive statistics, which decomposed football into its numerical
components, such as ball contacts, pass quotas, and mileages. Ultimately, however,
these were only analytical tools that could support an evaluation with arguments but
excluded the possibility of forecasting. In particular, technological innovations enable
improved performance measurement and thus analysis and evaluation of individual
players or the entire team. Meanwhile, big data and its immediate availability enable
the coaching team to make decisions and assumptions about the players and teams’
performance potential (Castellano et al., 2014: 701ff.). Monitoring makes it possible
to resolve disputed decisions into individual sequences. In addition, thermal images
can visualize the sphere of influence or the playing strategies of individual athletes
or the entire team and thus allow conclusions to be drawn about effectiveness and
efficiency. Furthermore, gaps in defensive formations can be detected by computer-
generated grids in still images of the live broadcast.

Real-time training analyses would also be conceivable. Wearable technologies
such as Global Positioning System (GPS) integrated into clothing or fitness trackers
use software applications to visualize movement and performance profiles. These
enable information about the physical constitution of a player and his cognitive abil-
ities, such as anticipation and overview. To conclude the effectiveness of tactical vari-
ants, player-tracking programs can be used for tablets and data glasses (Gehrmann,
2017). Wearables are small, lightweight technological devices that can appear in
various designs, such as bracelets, belts, or rings. These devices are equipped with
sensors that can record a certain type of activity (van derWesthuizen & van der Haar,
2018: 226ff.). The subsequent analysis of the data collected would be conducted
either with the same device or with the help of appropriate software programs on a
computer belonging to the infrastructure. However, not only the one-sided delivery
of collected data via a computer network but also the feeding of data from other
data sources (clouds) to the wearable carrier are conceivable. Clouds are the most
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important development platforms for big data analytics in the environment of 24/7
always-on operations, that is, the constant availability of services or the continuous
operation of devices and machines (Kobielus, 2018). This means that huge amounts
of data not only can be analyzed and applied in the shortest possible time but are also
available everywhere (Pickup, 2018).

Another form of wearable technology is Intelligent Clothing, which can track
every movement of a football player. Complete movement sequences including all
movement data can be evaluated in real time. Intelligent Clothing assumes special
functions for the player at those points wherewearables cannot provide adequate data
and functions. For example, “smart bandages” measure strain on the joints and make
preventive recommendations based on these data. Moreover, activating muscles via
low-current stimuli to improve training effects is possible with Intelligent Clothing
(Meyer, 2017: 28).

The market for tracking players is highly competitive and diverse (Memmert &
Raabe, 2018: 36ff.). Therefore, we only briefly described basic systems for position
tracking based on the following: GPS, video, and radio and microwave (Baca, 2015).
GPS is the buzzword commonly used for satellite positioning and navigation. The
actual GPS receivers in sports are similar in functionality to modern smartphones.
Each player is equipped with a transponder (radio communication device). The hard-
ware records position data and fitness parameters such as the athlete’s heart rate and
respiratory rate. In addition, acceleration sensors, gyro instruments, and compasses
can be used to record the players’ movements. The subsequent evaluation of the
data occurs either in real time or after the game, and it is finally processed during
training. However, this technology has two limitations: (1) the need for outdoor use
and (2) a tradeoff between the accuracy of measurements and evaluation of data.
Video-based systems do not require any additional electronics on the player’s body.
These are based on the setting of different camera perspectives that can be generated
by a large number of different video systems. High-resolution cameras, installed
under the stadium roof, the hall roof, or on the training ground, for example, can
take at least 25 frames per second. Relative to 22 single players, the amount of
data can consist millions of single images. To date, video-based systems have been
used in competitions without any problems (Memmert & Raabe, 2018: 38). The
systems function rather semi-automatically; for example, if players are concealed
during goal celebrations, assigning players is often impossible because their identifi-
cation no longer functions unambiguously. Amanual assignment for recovery is then
required (Memmert & Raabe, 2018: 39). In radar- and microwave-based systems,
the players carry small transponder units on the body. The positioning is conducted
with the help of several receivers at the edge of the pitch of the stadium, the hall,
or the training area. The system continuously provides real-time position data. In
contrast to GPS tracking, however, the installation effort in the stadium, in the hall,
or on the training ground is considerably higher, making it almost impossible to use
the system for away games (Laukenmann, 2017).

Two further technologies, namely, augmented reality (AR) and virtual reality
(VR), have opened up new possibilities recently. AR is about augmenting the
reality and the real environment with additional virtual information, thereby possibly
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improving the decision-making skills of users. Meanwhile, AR mixes virtual char-
acters with the real world (Azuma, 1997: 2). Different human sensory modalities are
addressed by a computer-aided extension of the perception of reality with additional
information in different forms (videos, text, graphics, and 3D objects). AR offers the
possibility of the user’s perception of the virtual elements in his real environment.
By contrast, in VR, the user identifies himself completely with a 360° world. VR
creates the feeling of being at the scene of the action, whereas AR requires the user
to be present to receive further information. The world of VR is supported by VR
glasses or cardboard, whereas AR uses smartphones, tablets, or augmented reality
glasses (Kipper & Rampolla, 2013: 1; Mangold, 2017).

AR and VR are used in professional football. For example, in the Spanish football
league, viewers have access to 360° slow-motion and AR statistics. Moreover, in the
National Basketball Association and National Football League, these technologies
are standard and enable the user to immerse in other worlds (Zobel et al., 2018:
123ff.).

3 Methodology

Within the framework of the SLR, we applied the procedure ofMassaro et al. (2016).
The keywords used were “big data” along with “sports,” “football,” “analytics,”
and “match analysis.” These terms were also searched for their German equiva-
lents. Three databases were initially used to cover the relevant literature. By entering
these keywords in (1) Google Scholar, (2) Scopus, and (3) Business Source Premier
(EBSCO) (3), we identified the relevant literature.

Whether and to what extent the identified sources fulfilled the following criteria
were also examined:

• The work is intended to shed light on the digitization based on measures relating
to certain stakeholders and categories in the football field, which is why only those
sources that contain explanations on these instruments are used for the SLR.

• The sources can be all types of publications (books, journal articles, research
papers, etc.), provided they are officially or scientifically recognized documents.

• The sources must be published in English or German to analyze and compare the
results.

Based on these exclusion/inclusion criteria, 102 literature sources in the period
2002 and 2018 were used for the SLR.

Accordingly, a suitable research framework that sets out the various interests and
goals of the stakeholders in the digitization process must be developed. The purpose
of this research framework is to find an adequate approach for the SLR to analyze and
aggregate the relevant information from the selected articles (Vanini & Rieg, 2017:
9). The research framework contains bibliographic information, characteristics of
the research design, and first results of the sources used for the SLR (Cooper, 2010:
45; Tranfield et al., 2003: 214).
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Our applied research framework includes eight categories (see Table 1). The
first category (1.1) organizes the sources used for the SLR according to literary
attributes such as the number of sources used, the number of authors, and the period
of observation. A constantly increasing development of publications in this research
field can be observed. This can of course be explained by the increased processing
of the key terms in media and society. The second category (1.2) lists the locations
where the authors are predominantly active or conducting research. For a detailed
overview, the third category (2.1) classifies the sources according to their type. The
fourth category (2.2) shows howmany sources are in German or English. In addition,

Table 1 Research design and descriptive (see Vanini & Rieg, 2017: 12)

Category Variable Results

1 Bibliographic information

1.1 Sources, authors,
research period

Sources
Authors
Research period

102
251
2002–2018

1.2 Authors’ regions Africa
Asia
Australia
Europe
North America (Canada/USA)
South America

3
10
13
163
61
1

2 Research framework

2.1 Type of sources Books
Book chapter
Research papers
Journal articles
Conference papers

16
13
5
62
6

2.2 Language German
English

13
89

3 Results

3.1 Stakeholder Athlete
Trainer
Medical support
Scouting
Management

12
25
22
31
23

3.2 Interests of stake holder (in %) Performance diagnostics, input for training
design, and strategy development
Injury Prophylaxis, rehabilitation
Player rating
Contract design, marketing

44%
40%
40%
33%

3.3 Sports analytics Technique
Economy
Performance

54
22
46

3.4 Notes on strengths/weaknesses Yes
No

63
39
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the fifth category (3.1) shows on which stakeholder groups the explanations of the
respective sources are based. The sixth category (3.2) presents the metrics of the
sources used that appearedmost frequently. The interests and aims of the stakeholders
were extracted and aggregated from all sources used for the SLR. Moreover, the
seventh category (3.3) refers to the topic complexes of sports analytics. Finally, the
eighth category (3.4) shows how many sources considered also discuss the strengths
and weaknesses of the categories.

In addition, the citations were analyzed to identify the researchers and sources
with the greatest influence. To ensure the validity of the sources, the citations were
counted using Google Scholar (Dumay, 2014: 5).

The total number of citations is an indicator of the validity and quality of a source.
The higher the number of citations received, the more meaningful or qualitative
the source. However, the differences are large as there are seven sources with zero
citations received and 26 sources with more than 100 citations received. The large
differences can also be seen in the standard deviation. On average, a source receives
about 117 citations (see Table 2).

Moreover, because older sources may receive more citations due to their “head
start in time,” citations per year were used. Table 3 shows the top three sources with
the most total citations and the sources with the most citations per year.

The contributions of Davenport and Harris (2007), Di Salvo et al. (2007), and
Lewis (2004) can be seen to play a significant role in the framework of our study.

The 102 sources used for the SLR were written by 251 authors. Only 26 sources
were written by a single person, whereas most sources were written by two or
more authors. Since only 26 authors have written more than one article, book, etc.,
the defined research field can be characterized as quite fragmented. Moreover, this
probably does not lead to the expectation of a “dominant” opinion in the research
area.

Table 2 Citation analysis(see Vanini & Rieg, 2017: 13f)

Min Max Average Median Standard deviation

Total number of citations 0 1.627 116.73 27 252.49

Citations per year 0 197 18.77 8.07 29.21

Number of authors 1 18 3.24 2 2.67

Number of pages of the sources 1 320 44.67 13 79.34

Number of sources 0 156 40.32 33.5 33.15

Table 3 Citation analysis(see Vanini & Rieg, 2017: 15)

Rank Source TNC Rank Source CPY

1 Davenport and Harris (2007) 1.627 1 Gabbett (2016) 197.00

2 Lewis (2004) 1.275 2 Davenport and Harris (2007) 147.91

3 Di Salvo et al. (2007) 1.004 3 Di Salvo et al. (2007) 91.07
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The number of pages can also be an indicator of the quality of the sources, as longer
articles, books, etc. usually suggest more comprehensive and detailed analyses. The
results show that the average of about 45 pages does indicate longer articles, but this
depends on the type of source, as not only journal articles but also more extensive
books and book sections were used. Therefore, the median should also be considered
at this point. Thus, of 102 sources, 37 sources have a page count of less than or equal
to 10 pages.

The number of source citations is an indicator of the level of detail and thus the
informative value of a source. Here, the range is wide with a minimum of 0 and a
maximum of 156. However, this depends on the type of source and its number of
pages. Books, for example, have more source citations due to their length.

Our SLR also has some limitations: This concerns the selection and analysis of
sources, which is ultimately based on subjective elements despite the systematic and
intersubjectively comprehensible procedure. In addition, only German and English
language sources were used for the SLR. Studies from other language areas were
not considered, which is tantamount to not having a fully comprehensive literature
evaluation on this topic, albeit an extensive one.

4 Results and Discussion

Based on the SLR, an increasingly important role that big data play in professional
football, one of the most common sports, can be confirmed. This role enables the
consolidation of information and knowledge and thus the analysis and interpretation
of correlations and patterns. In doing so, the sports uses digital technologies to
improve performance in a competitive environment. The proliferation of tracking
technology in sports and the associated desire to record and monitor the activities of
athletes have led to a significant increase in the volume of data, the variety of data in
circulation, and the rapidity of data transmission. (Millington & Millington, 2015:
140).

The use of connected electronic performance and tracking systems components
and data analytics is now commonplace in almost every sport. The interplay of
innovations in hardware and software is shaping the history of data analytics in
sports (Memmert & Raabe, 2018: 26). However, the data obtained are worthless if
not accompanied by analysis. Statisticians and analysts are playing an increasingly
important role in human resources in the sports industry. However, interest in sports
analytics is not yet compelling amongmany stakeholders in professional sports, even
though various data, technologies, new metrics, and analytics exist on the market
(Davenport, 2014: 2). One major reason cited for this is that many professional
sports teams cannot afford to employ multiple analysts with their specialized skills
due to their own economic realities (Davenport, 2014: 13).

In the field of professional football, the situation is different, probably also because
of the economic size of this industry. FC Barcelona, Manchester City, FC Liverpool,
and FC Bayern are now conducting intensive research into digital match analysis,
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mostly in a highly secretive manner. They employ renowned scientists or hold semi-
nars on data analysis and AI with experts (Biermann, 2018: 42). Moreover, clubs,
such as Chelsea FC and Manchester United, employ data scientists to meticulously
track and record every move of players to maximize their chances of winning games
(Marr, 2015: 213).

In the majority, however, the performance analysts do not interact directly with
individual players (Carling et al., 2018). Rather, it seems to be about a knowledge
edge in holistic digital match analysis. The German Football Association (DFB), for
example, is planning cutting-edge research on this topic in Frankfurt (Saam, 2017).
It’s not surprising, then, that the analytics team of the German national team has
embarked on a big data project with software company SAP, focusing on how to
control space on the pitch and, by extension, the opposition (Biermann, 2018: 42).

For example, FC Barcelona uses an algorithm developed by Daniel Link in
Germany. With the help of a large amount of game data, this allows production
of statements about how great the goal threat is when the team is on the ball. At any
time, the analyst can follow the game and determine how well a team is attacking or
the opponent is defending. Link’s (2018a: 29ff) concept of “Dangerousity” is used
extensively by many professional stakeholders in professional football, and based on
our SLR, it appears to be a leading product on the market.

Meanwhile, Benfica Lisbon, a Portuguese football club, is considered a pioneer
of professional sports analytics and has become known for its intelligent, data-driven
transfer policy (Craig, 2018). The club thus controls 100% of the development of its
top performers and subsequently acts as a feeder club for even larger football clubs.
Within 6 years, Benfica Lisbon sold 13 top performing players for 270 million UK
pounds. By using machine learning and predictive analytics, players can use their
personal data and the insights gained to optimize their performance and continuously
improve. The basis of the success is mainly based on the fact that the young players
can develop without major injuries (Wired, 2018).

The Benifca Lisbon coaching staff can do little to prevent injuries caused by
direct contact during a game, that is, traumatic injuries. However, in the case of
non-traumatic soft tissue injuries, especially muscle and ligament injuries, big data
provide an opportunity to predict and, in the best case, even prevent them altogether.
The Benfica Lisbon medical staff supports the coaching team in analyzing the phys-
ical stress of athletes with an accurate, predictive injury model. This model provides
information about the peak loads an athlete can be exposed to before an injury occurs.
The main questions in this model are the kind of injuries that can occur in certain
risk situations and the convalescence period in case of an eventual occurrence.

FCMidtjylland has taken a similar but more rigorous approach to Benfica Lisbon
(Memmert & Raabe, 2017: 120ff). This club from the 1st Danish Football League is
pursuing the objective of eliminating the factor of chance as completely as possible.
FC Midtjylland not only wants to be not only a professional football club but also a
laboratory for innovative experiments.At the center of all decisions,whether scouting
or evaluating games, is analytics. Scientific methods are used to replace irrational,
subjective, and emotional decisions. This experimental approach shows that a football
club can be successfully managed based on statistical analysis (De Hoog, 2015).
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Creating a talent pool, for example, is driven by data and information. The use of
scouts for talent management still consists only of recognizing whether the players
sighted are fit into the team from a personal and psychological perspective. At this
point, at least, efficiency and success are still influenced not only by data but also
by the “synthesis of cold analysis and heart” (Thite, 2018: 82). Meanwhile, in the
evaluation of games, mathematical models are used almost exclusively (Biermann,
2016). Large football clubs in particular have excellent analysts and scientists with
outstanding ideas and innovation potential in the field of data and sports analytics.
However, they have no final decision-making impact on strategic decisions; these
are ultimately made by the top management. For instance, a personal union exists
in Midtjylland: the revolution comes from top management because the chairperson
Rasmus Ankersen is himself an analyst (DeHoog, 2015). Therefore, the clear mantra
from top management is “we are a club without ears and eyes” (Memmert & Raabe,
2017: 122).

In 1stGermanBundesliga, TSG1899Hoffenheim, in particular, is often cited as an
example of the consistent use of big data to optimize performance. The data from the
game and player analysis are used for systematic performance diagnostics. In addi-
tion to the athletic performance factors, the psychological performance factors are
identified, stored, and used tomake statements for training control, individualization,
and so on (Görlich & Mayer, 2018: 22).

Moreover, other new technologies are being integrated into the training process
to support players’ conscious thinking with the help of video games (e.g., software
called “Helix”) (Söhnlein&Borgmann, 2018: 23ff). The athletes are confrontedwith
VR situations in which their own team and the opposing team meet. It is hoped that
this technology will improve the athletes’ positional awareness. Another advantage
of this software is that the exercises can be adapted and tailored to the positional
requirements of different players. For the intuitive aspects of the players, the “Foot-
bonaut” (Fiedler, 2018: 59ff) is additionally used to test the players’ reactions to
unpredictable technical contexts. Reaction times or technical accuracy are registered
to generate a profile of the player and monitor his development. The combination of
the conscious thinking approach with tactical and intuitive aspects potentially brings
an improvement in a player’s decision-making as he perceives game situations more
consciously.

Finally, the use of the “SAP Sports One” product as a common platform for the
mobile provision of medical, psychological, and performance diagnostic parameters
and other live information is an essential component of the football club’s big data
strategy. The derivation of data from the system for new or optimized applications
is available to various team-related groups at any time (Görlich &Mayer, 2018: 22).

The case studies of Benfica Lisbon, FC Midtjylland, and TSG 1899 Hoffenheim,
which are presented in the structured literature analysis, show how big data can help
football clubs to achieve a competitive advantage in the context of a more efficient
usage of their human capital (player squad). The evaluation shows that professional
sports analytics especially fixates on human resources, because only selecting and
owning the best players at the lowest price makes the difference and represents the
most important competitive advantage (Davenport & Harris, 2007: 37). However, a
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spiral of innovative competition has been initiated among the football clubs, which
seems to be spinningmuch faster and is forcing the clubs to permanently expand their
analytical capabilities and to tie up considerable financial resources in the process.
(Davenport & Harris, 2007: 67ff).

Results from theSLRreveal the seemingly important role playedbybigdata for the
trainer in the field of performance analysis/diagnostics in the future, as many perfor-
mance indicators aremademeasurable through data collection and analysis methods.
In this context, an important future topic for coaching staff will be prevention, the
objective of which is sustainable health promotion with measures to prevent injuries
and illnesses. Current trends in the medical field include regeneration, prevention,
and individual training (SportHeads, 2018: 33).

The number of games and training sessions and the enormous pressure to perform
placed on athletes during a season can have far-reaching effects on the athletic success
or failure of the individual athlete and, consequently, on the entire team. If the training
load is an important determinant of injury, it must be measured accurately daily over
weeks and months (Gabbett, 2016: 273). The goal is clearly the critical analysis and
evaluation of a player’s physical activities and the associated creation of an optimal
training plan (Davenport, 2014: 22). In addition, themedical staff can use the training
data to minimize the risk of injury from overuse through preventive treatment (Link,
2018a: 17). The key here is targeted load control of individual players and a possible
early warning system for signs of fatigue (Memmert & Raabe, 2018: 72f). McCall
et al. (2015) suggested that fatigue is one of the most important factors in football
injuries.

The number of kilometers ran, the sprints performed, and the average daily speed
achieved by a player are information that is not decisive for the pure medical care
of professional football players. Rather, it is a matter of collecting data that can be
used to identify specific stress control measures for individual athletes and act as an
early warning system for signs of fatigue (Memmert & Raabe, 2017: 134). However,
the biggest problems are the indicators themselves: How is fatigue measured in
concrete terms? How quickly and when can a player be reintegrated into the daily
routine after an injury? The answers cannot yet be answered unambiguously by the
scientific community (Memmert & Raabe, 2018: 73). Currently, scientifically based
models in practice that enable sensible load control with suitable specifications is
still lacking (Memmert & Raabe, 2017: 135). That said, many football organizations
today are using existing technology in their training sessions to minimize the risk
of injury and prevent long-term negative health effects (van der Westhuizen & van
der Haar, 2018: 226ff; Ikram et al., 2015: 1). This was also the main reason why the
International Football Association Board allowed wearables in the game, to be able
to detect possible health problems at an early stage with targeted stress monitoring
(Memmert & Raabe, 2017: 134f).

Another major approach being pursued with big data is the improvement of
players’ cognitive abilities. In football, considerable importance is attached to under-
standing the game and decision-making ability, not only for the outcome of individual
matches but also, as a consequence, for the position in the table at the end of a season
(Frick, 2004: 71). The goal is to develop the players’ procedural knowledge and
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to increase their decision-making speed in game situations. In a football game, the
context is constantly changing as players must make decisions based on the posi-
tion of the ball, the current position of teammates, opponents, their own position
on the field, and the estimated distance to the different participants. Because of this
variability, each player interprets game situations according to his own experience
and preparation for these moments. This effective decision-making is called tactical
skill and is a basic requirement for a good football player. In particular, this skill
of the experienced player refers to deciding which action to perform at a particular
moment of the game. Thus, it is an important feature for performance differentia-
tion and simultaneously serves to distinguish it from purely physical characteristics
(Kannekens et al., 2011: 846f).

Today’s modern game of football also demands an increase in the speed of the
decision-making process among players (Bush et al., 2015: 1ff). An analysis of the
differences between the 1966 and 2014 World Cup showed that players were 35%
better at targeted passes and speed in 2014 than in 1966. The contact time for a player
on the German national team changed from 2.9 s at the 2006 World Cup to 0.9 s at
the 2014 World Cup (Mckenna, 2017). However, the fast execution of actions does
not mean that the player must run faster than his opponent. Instead, it means that he
can be better positioned on the field or play better passes. Thus, the player’s tactical
skills increase the likelihood of reading the opponent’s play and effectively making
game decisions based on it (Gerrard, 2016: 214).

Football is highly complex, not least because of the number of players and the size
of the field; therefore, the coaching staff must be able to reduce the unpredictability
of a game by simulating game situations. This should optimize players’ decision-
making processes under simulated competition conditions (Di Salvo et al., 2007:
222ff). Today, software solutions can assess the temporal-spatial behavior of players
and the movement patterns of teams in terms of their effectiveness and efficiency.

To better prepare for the next game, coaching staff must know exactly which
tactical variants should be used depending on the respective opponent. The basis
for this sports game analysis is the movements of the athletes, which are recorded
by several cameras or body sensors. This enables a reconstruction of the movement
sequences. Thus, coaching staff can make an evaluation by visual information. For
example, the trainer could suggest a different field position for each player or analyze
whether the distances between the players correspond to the strategies defined in
training. Even the concrete determination of distances between players can improve
the team’s positioning in the long term and thus increase performance. It also allows
for constructive engagement with players to establish structural patterns of play.
Overall, data analysis via games provides the coaching team with the legitimacy of
objectified feedback to the players to standardize team strategy (Gudmundsson &
Wolle, 2013).

Many coaches see great potential in the cognitive optimization of players. The
focus is on players’ faster thinking, recognition, anticipation, and decision-making.
However, scientific research in the cognitive field is still in its infancy. In the future,
imaging techniques such as functional magnetic resonance imaging or electroen-
cephalography will be increasingly used in mobile applications. In addition, an
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increased individualization in recovery and stress control is expected (SportHeads,
2018: 21).

Based on our SLR, professional sports clubs show a strong tendency to use big
data and its analysis to try minimizing the chance of losing in their respective sports.
In football, for example, coaching is likely to become even more technology- and
computer-assisted in the future. Football analysts will in all likelihood use big data to
elicit patterns and to develop new individual algorithms for training control andmatch
analysis. However, the networking of science and sport is only just the beginning
(SportHeads, 2018: 21).With the help of big data and its evaluation, the coaching staff
can analyze the opponent, even determine the individual game behavior, possibly also
the respective game intelligence. Important impulses can be given to determine the
optimal team formation in the context of the respective opponent and its strengths
and weaknesses. Performance and fitness data provide coaches, physiotherapists,
physicians, and psychologists with information for the individual design of training
sessions or rehabilitation measures for each player and thus connect to the afore-
mentioned anticipatory measures against signs of fatigue and corresponding injuries
(Gehrmann, 2017).

The tactical analysis will play an even greater role in football in the future because
continuous-time position data are particularly available in large quantities. Three
fundamentally different approaches can be distinguished: trivial methods, system
models, and metamodels (Link, 2018a: 19): Trivial methods are cumulative statis-
tics based on player results or measures of running intensity. However, since football
is a complex system due to its dynamic, non-linear nature, these data are, in prin-
ciple, not meaningful enough for strategy development or performance evaluation
(Carling et al., 2014: 2ff; Mackenzie & Cushion, 2013: 639ff). System modeling
tries interpreting the interaction and coupling behavior of teams, groups of players,
and individual players with the help of relative phase or entropy. This should help
make statements about the system dynamics a football game is subject to (Rein &
Memmert, 2016; Frencken et al., 2012: 1207ff). The network analysis for passing
behavior in games and thus for the identification of recurring patterns also provide
promising results and belongs to the type of system modeling (Ribeiro et al., 2017:
1689ff). Another possible approach is based on a metamodel that recognizes tactical
constructs according to position data (Beetz et al., 2009: 1ff). Moreover, data on ball
possession (team ball possession, individual ball possession, or ball control), actions
(pass, cross, or one-on-one) and tactics (pressing, synchronization, or playability) are
recorded electronically based on raw data such as player position, the ball position,
and game status. This allows strategies or playing styles to be defined for various
situations (Link, 2018a: 19).

The extraction of tactical structures from raw data is done either by conventional
rule-based approaches or by machine learning.When using explicit rules, the knowl-
edge is usually modeled by human experts. However, in machine learning, there are
no predefined rules, but they are derived from existing datasets. With the help of arti-
ficial neural networks and supervised learning, data analysts determine a so-called
ground truth to subsequently use this as a training basis for the network. In unsuper-
vised learning, the ground truth is omitted by the data analysts; that is, the network
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does not know what it is supposed to recognize. In both cases, algorithms do not
need to be defined fixedly because they emerge during the learning process. There-
fore, machine learning is mainly about pattern recognition and relationship detection
(Kempe et al., 2015: 249ff; Rein & Memmert, 2016).

With conventional models, the results are better if a detailed design is available.
However, if the design is too complex, a multiplication of rules and a high error
rate can occur. Machine methods are excluded from this problem (Link, 2018a:
20). Supervised learning requires the correct answers to the model constellations.
These must be supplied as a unique ground truth. The specification of the ground
truth is often associated with a high manual effort in the preparation of the data.
Objects cannot always be unambiguously classified, and values cannot always be
estimated or predicted. In football, for example, the attacking play of one’s own
team should be structured in such a way that the constant playability of the athletes
is possible. However, playability cannot be fully objectified. Ground truth is lacking,
and thus, the net lacks the ability to learn. In unsupervised learning, the advantage
is the partially fully automated creation of models. By training the models, the input
data are increasingly adapted to the models. The basic challenge in unsupervised
learning is to recognize when a model is sufficiently trained based on patterns and
relationships. This is the involved verification process (Fraunhofer, 2018: 23ff).

For the 2018 FIFAWorld Cup, methods based on machine learning were used for
the first time. Hence, the so-called random forest method was used for forecasting
purposes (Groll et al., 2018: 7ff). A random algorithm gains access to parts of a
data set and creates thousands of possible decision trees. This can then be used, for
example, to determine expected values for goals. It could be proven that the amount of
data plays a decisive role. The larger the number of games to be evaluated, the smaller
the percentage deviation between the prediction and the actual result (Schauberger
& Groll, 2018).

Predictive analytics is another method from the field of data mining that is used
in sports and especially in football after the evaluation of our SLR for data analysis.
Here, a statistical ormachine learning technique is used to create a quantitative predic-
tion of the future. Often, predictive analytics occurs along with supervised machine
learning to predict a probability (e.g., how likely is this player to delay a shot on
goal?) or a future value (e.g., how long can a player be used before needing a recovery
period?) (Burns, 2020). Although machine learning techniques are improving fore-
casts, even in the unlikely event that a model could take all relevant variables into
account, the emergence of “predictable” football is unlikely and thus no certainty
about the actual match outcome.With big data as a basis, almost everything in profes-
sional football can be measured: ball possession, passing rates, or running distances
of individual players. For a long time, data such as ball possession and running
performance were considered factors in winning a game. However, successful teams
like FC Barcelona or Bayern Munich often have lower running performance and are
still successful (Memmert & Raabe, 2018,: 256).

The collection of biometric player data is highly visible as a useful information
tool for training. According to the literature, intelligent technologies offer players
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great opportunities, but also considerable risks. The potential benefits lie in the opti-
mization of players’ physical performance. As a result, many professional sports
clubs have become “laboratories” dedicated to injury prevention and performance
enhancement (King & Robeson, 2007, 2013: 13f). Football companies in particular
monitor their players in private by observing their diet and sleep patterns. In addi-
tion, emotional well-being is recorded via social networks (Marr, 2015). The interest
in comprehensive information about the health and performance of players on the
part of club managers is understandable, especially since a player’s absence repre-
sents a considerable cost factor. However, the boundary of the relationship between
employee and employer in terms of privacy and monitoring can quickly be crossed.
Therefore, biometric data also raise questions about players’ rights and data protec-
tion, as it carries the risk of compromising players’ privacy and autonomy by no
longer guaranteeing the confidentiality of the data. Moreover, this may negatively
influence contract negotiationswith the consequence of career damage or curtailment
(Karkazis & Fishman, 2017: 45–50).

A digital divide can be seen between athletes who have access to their own
biometric data and the knowledge of how to use them and those who have neither
access nor the necessary knowledge ofwhat to dowith the provided data. For athletes,
the logical question is whether this digital divide can be bridged and a degree of data
sovereignty can be ensured (Baerg, 2017: 9). With the help of the so-called “quan-
tified self-movement,” self-tracking can be performed, and the players can generate
their own analysis (Nafus & Sherman, 2014: 1785). At first glance, digital self-
measurement and data analysis in training work can be viewed positively in terms
of data sovereignty for the players, but in practice, this approach raises the question
of the effectiveness of data collection and data evaluation.

Another risk from player’s perspective is that other parties (e.g., advertising part-
ners and third-party ownership investors1) are interested in the data of individual
players and may acquiring them for sale. Third-party use of biometric data raises
ethical concerns: a) validity and interpretation of data; b) increased surveillance and
privacy threats; c) confidentiality risks and data security concerns; d) conflicts of
interest; and e) resulting dependence and coercion (Karkazis & Fishman, 2017: 48).
On a positive note, all players’ data that aremeasured and recognized can be presented
with complete transparency (Memmert & Raabe, 2018: 147). However, from a nega-
tive viewpoint, there is a risk of the “glass player.” A buyer of these detailed statistics
could not only develop strategies to exploit the weaknesses but also impart insider
market knowledge when buying and selling (Marr, 2015). In addition, data analytics
procedures can be used to de-anonymize data once it has been anonymized; that
is, “harmless” data are eliminated. Personal data can be used for correlations that
may reveal, for example, political orientation or sexual orientation of a player (Thür,
2015: 5). This would then have a concrete impact on the player’s relevant advertising
marketing. Apart from the sporting attributes of the athlete, this factor also has a
major influence on the evaluation of a player.

1 For further information about third-party ownership arrangements see Herberger et al. (2018) and
Herberger et al. (2019).
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One potential drawback of data analytics in sports is the ever-increasing number of
data sources, and consequently, coaches and management must handle and process
this large amount of information. Almost all factors can be collected to measure
performance; thus, the challenge is to distill the most relevant information from
the data. Doing so creates the risk of digging too deep into the data, thereby
increasing the problem of incorrect conclusions based on statistically significant
results that lack causality. AI and machine learning can assist in this problem by
developing algorithms that independently support and significantly improve the
decision-making process; however, the fundamental problem cannot be eliminated
(SportTechie, 2018). In individual cases, this can also lead to incorrect conclusions
by decision-makers.

The evaluation of the SLR shows that the influence of chance will be further
minimized in the coming years. The supervision, training, and coaching of players
will be supported evenmore by technology and computers.Analystswill increasingly
try exploiting opportunities in the field of big data by searching for patterns and
creating individual algorithms for training control and game analysis. However, the
potential from the networking of science and sport has not yet been fully developed
(SportHeads, 2018: 21).

Sports data analysts must also be able to effectively communicate discoveries to
decision-makers, typically various stakeholders within the professional football club.
Currently, this communication can be a bottleneck, as executives often lack the ability
and familiarity to translate quantitative data into qualitative thinking. Consequently,
the demand from decision-makers within the professional football club for sports
analytics is significantly less than the potential supply of data, technology, new
metrics, and analytics (Davenport, 2014: 2; Biermann, 2016).

Professional football is undergoing sustainable and strong changes, mainly due
to the influence of big data. Moreover, professional football clubs are increasingly
investing in deep learning, predictive analytics, and the entire sports analytics sector.
Given the large investments in transfer rights trading, foregoing sports analytics in
player signings to reduce uncertainty would also be negligent.

However, investments in big data may not have the positive effects hoped for if
professional football clubs are unable to make adequate decisions with the infor-
mation they obtain from data analytics. The purchase of analysis tools does not
automatically develop the competence to produce meaningful arithmetically devel-
oped results and especially to draw the appropriate conclusions from them. As long
as a professional football club has not learned to use data and analytics to support
its decisions, it will not be able to benefit from big data and sports analytics (Ross
et al., 2013).

5 Conclusion

This study aims to show the changes caused by the use of technologies in the context
of big data and sports analytics based on an SLR concretely in football. We also
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aim to analyze in this context to what extent the use of big data and sports analytics
changes the strategies of professional football clubs and their stakeholders.

Based on our SLR, for the first research question, the emergence of digitalmethods
and technologies in football is apparent.Modern computer-aided systems can be used
to record individual players or the entire team to analyze tactical behavior. Moreover,
kinematic characteristics, such as running paths, can be determined. The use of
automatic trackingmethods leads to a considerable reduction of the acquisition effort.
Since modeling the course of a game proves to be complex, promising methods of
data mining, such as the random forest method or predictive analytics, are conducted
with the help of machine learning to support strategic planning. In practice, data
mining has only been used in a few areas so far, as the trainers ultimately want to
make the decisions themselves (Schoop & Brauchle, 2016: 20).

In the future, data analysts will become indispensable consultants. Big data and
digital analysis tools will support the stakeholders of a professional football club.
Moreover, software will help merge an increasing amount of measured and predicted
data. The analysis of every game movement will serve as a primary factor for eval-
uating the game and recognizing the opponent’s strategy. At the same time, it will
serve as a basis for making informed decisions and calculating chances of winning.

For the player as human capital, digitalization means that the head coach can use
objective data to justify his decisions in the debriefing of a match, resulting in better
traceability and clear error analysis of the player. This transparency provides the club
with the so-called “transparent player.” However, the ethical component must not
be forgotten. Many active football players are now asking about the whereabouts
of the data collected. In particular, attention should be paid to the global scouting
companies, which monitor and measure players at a young age to provide current
market values to potential buyers.

Concerning the second research question on the benefits of big data and sports
analytics for increasing competitiveness, the main purpose is to transform raw data
into meaningful, value-adding, and actionable information. Data analysts make their
strategic decisions based on these data, which leads to improved performance and
generates a measurable and sustainable competitive sports advantage, ultimately
resulting in a concurrent economic competitive advantage (Bukstein, 2016: 25ff).

The quantifiable performance indicators controlled by advanced tracking tools
allow coaches to try achieving optimal load and maximum performance of their
players. Big data and sports analytics are a great help to develop adequate strategies
based on interdisciplinary synergies and maximize value creation from the potential
of coaches and players. However, results on the field are not only determined by
predictable facts.

Due to technological growth, real-time data can now be extracted andmade imme-
diately available to trainers on smart devices. This enables decisions to be made in a
fraction of a second (van derWesthuizen&van derHaar, 2018: 226ff). To ensure this,
coaches are increasingly reliant on data scientists and their analytics. Therefore, big
data and sports analytics can be used to effectively improve performance in training
and competition.
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Our third research question addressed the chances and risks to be considered in
using big data and sports analytics for the different stakeholders in a professional
football club. Big data applications allow supporting, accelerating, and critically eval-
uating the decision-making ability of players based on predefined game situations or
performance indicators. In addition, sports-specific software will be used to improve
players’ perceptual abilities and thus train conscious andunconscious thinking,which
can lead to competitive advantages and should therefore be viewed positively from
the perspective of stakeholders within a professional football club. However, the
collection and analysis of a large amount of highly sensitive personal data can lead
to transparency but has negative effects, especially for the player himself.

The football of the future is also facing a digital transformation, but this does
not mean that big data and sports analytics will decode it tomorrow. In the next
decade, football will be more modern and advanced from an analytical perspective.
However, how will players, coaching and medical staff, management, and fans react
to the different methods, approaches, analytics, and other innovations? Is it even
possible to finally analyze the interpersonal factors in such a complex game like
football?

Sports analytics will most likely change football on the field, but chance will
continue to be a determining factor (Lucey et al., 2013: 2706ff).With sports analytics,
a wide variety of data types are generated during data storage and use. An integrated
database or data warehouse should be available for this purpose. However, not only
the physical integration of data but also stronger cross-functional coordination of
analysts must be present, for example, between performance analysts (qualitative
video analysts and quantitative data analysts) and sports scientists (Gerrard, 2016:
216).
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Transnational Corporations and Fordism
in the Digital Era: A Theoretical
Explanation and Prediction

Daniel Lorberg and Holger Janusch

In the 1920s, innovation, especially assembly line production, gave rise to a new type
of corporations and industries and a new form of capitalism that ushered in the age
of mass production and mass consumption: Fordism. The production of the automo-
bile for the masses is emblematic of this development. Digitalisation is once again
bringing about a radical change in capitalism and the Fordist production structure.
As a result of digitalisation, not only has an entire new industry already emerged with
innovative companies such asApple andGoogle, but the production of classic Fordist
industries such as the automotive sector is also undergoing fundamental change. The
Internet of Things, Big Data and artificial intelligence are revolutionising production
processes and business models. The more efficient work and production processes
generate productivity and welfare gains and promising growth opportunities for the
future. However, the flip side of this development is accompanied by an increasingly
unequal distribution of these gains. Despite the productivity gains, social inequality
is rising in many industrialised countries and increasing the pressur on the welfare
and social state due to increasing debt. At the same time, humankind is facing tough
challenges like climate change, overpopulation and many more. Some might even
see uprisingmilitary conflict on a large scale. Some of these challengesmight be seen
as results of the unequal distribution. But all of them can be easier if even overcome
if humankind is able to use the gains digitalisation is bringing. Therefore we´ll try to
give a few insides in this paper about why the economic cake is getting bigger, and
why the pieces at the same time are more unequal divided.
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Our journey begins with the changing nature of the firm. Asking the question of
how does digitalisation affect the internal structure of corporations first? To answer
the question, how do such changes transform the global capitalist economy in general
in the end? This paper provides a theoretical explanation and prediction into how
this unfinished digitalisation affects capitalism and what can be expected from this
development for the future.The startingpoint of our consideration is the technological
change in the digital revolution’s course on dominant companies’ structure at a micro
level, which we discuss in the first part of this essay. In the second part, we will build
on this and examine the consequences of this fourth industrial revolution for the
economic and social macro level. In particular, we will look at what this revolution
means for the structure of income distribution and ultimately for the traditional
Fordist production system.

1 The Genesis of Transnational Companies: The Micro
Level

In introductory economics textbooks, we learn quite early on what enterprises are.
They are the placeswhere production factors, such as capital and labour, are combined
to produce goods and services. This process is also expressed in cost functions
and essentially determines the market forms these enterprises meet: monopolies,
oligopolies or polypolies. Even ifwe rarely find the perfectmarketwith homogeneous
products, no preferences of consumers besides the price and the presence of a large
number of relatively small buyers and sellers, who can’t influence the price; we
still refer in particular to the natural monopoly as a form of market failure. This
form of monopoly is natural because it arises directly from the cost function. It is
characterised by permanently falling average production costs due to high initial
investments and no or only low marginal costs. This structure ensures that one firm
is more efficient in producing the entire market quantity than two or more firms. It
excludes competition and gives the power to set prices freely to only one company.
Therefore, it is a market failure. Typical examples are companies that own networks,
for example, in telecommunication or rail industry, which is why they are often
regulated.

We support the thesis that in course of the digital revolution, in addition to this
classic natural monopoly, a new form of natural monopoly is increasingly emerging,
whichwe call abstract naturalmonopoly. They are abstract because they are not based
on a single asset, such as a railway network, but on many complementary assets that
enable permanently falling marginal costs across many different business processes
and markets. The consequence of this is that this structure is not as discriminatory
against other market participants as the classic natural monopoly. What emerges
is an efficiency advantage based on economies of scale at the company level that
encompasses large parts of the company. These assets can be typical headquarter
services but also particular but scalable technical advantages. For instance, if you
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have a perfect transnational tax avoidance strategy or large amounts of investment
capital or many loyal clients and their data, you can gain efficiency for many different
company activities and on a lot of different markets. Or you could have specific
algorithms or a robotic manufacturing advantage, allowing you to make all your
manufacturing or sales strategies more efficient, independent of if it’s clothing or
machinery. Therefore these tendencies affect all industries, from manufacturing to
banking. How big this effect is, depends on how relevant scale effects are in an
economy. One could think of many examples like small corner bars or different
personal services that might seem to be not very much affected by scale effects. But
if you look at Starbucks or McDonalds as examples, it seems those industries could
be at least potentially much more efficient by using scale effects. Spending a lot
for the perfect all-over business model and then scaling it up, is for many of those
industries a way that has recently opened now due to the low transaction costs caused
by the digital revolution.

Accordingly, comparably efficient companies can also coexist sincewe are talking
about markets with differentiated products anyway. Therefore, this structure is not
as exclusively discriminating to other companies as a classical natural monopoly
is. However, it also follows that companies with a too-small size or without scal-
able assets often no longer participate in the market. Simultaneously, the specific
markets are not mandatory boundaries for those companies forming an abstract
natural monopoly. Because many scalable assets, especially those on the headquarter
level, could gain efficiency benefits on many different markets. The consequence
would therefore be fewer, more extensive and in many cases, more differentiated
companies. Almost without exception, these would also be transnational companies,
since the necessary economies of scale can typically only be realised across several
countries. China’s big market might be a relevant exception here.

As these companies always combine every new asset with existing assets, inno-
vations for them often have a higher value than for the innovator. Alphabet (the
company behind Google), for example, buys start-ups for immense prices, and it is
not alone in this. Some of these are companies with little more than a developed
idea and far from operating profits. If you look at the individual deals, you often
ask yourself: for whom can this be worth so much? But the answer is simple: for
Alphabet. When Alphabet buys an idea or a company, it combines it with all its other
assets—vast amounts of data, customers, market access, tax structuring models and
much more. These multipliers make acquisitions extremely profitable, even at high
prices. The entrepreneurs who gratefully accept the money fetch a price above what
their idea would ever have been worth to them since they do not have Alphabet’s
other assets. Therefore, Schumpeterian creative destruction is collected in a digital
world before it becomes hazardous for the top dogs (Lorberg & Janusch, 2020). The
system is thus not fundamentally hostile to innovation. However, innovations are
primarily incorporated and do not lead to new unconnected companies.

While this is especially true of digital companies, it is not intended to give a false
impression that a company must distribute digital services to generate an abstract
natural monopoly. The increasing emergence of abstract natural monopolies is a
consequence of the digital revolution in a general sense. We will now explain in
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more detail with the help of International Business Theory. This theory is a strand
of business theory that deals primarily with the formation of multi- or transnational
companies. The main protagonists are the Marxist Steven Hymer (1960), John H.
Dunning (1988) with his eclectic paradigm and Buckley and Casson () with their
Internalisation Theory.

In 1972, Steven Hymer made his mark with two striking theses on the economy of
the year 2000. The first is the “law of increasing firm size” which describes genesis of
the transnational company. He assumes growth of company sizes as a historical law
and foresees this process’s acceleration until it stabilises in global oligopolies. This
systemwould causewealth as well as poverty and thus leads to unequal development,
also geographically. This development forms the second law, “the law of uneven
development” (Hymer, 1972). Hymer therefore already offered a comparable thesis
to the one presented here in the early 1970s. For him, the development of company
size represents a regularity that can be observed historically: “Since the beginning
of the Industrial Revolution there has been a tendency for the representative firm to
increase in size from the workshop to the factory to the national corporation to the
multidivisional corporation and now to the multinational corporation. This growth
has been qualitative as well as quantitative. With each step, the business enterprise
acquired a more complex administrative structure to coordinate its activities and a
larger brain to plan for its survival and growth” (Hymer, 1982: 128). Thus, he argues
that the enterprises are developing in their internal organisation and, under conditions
of competition, are forming a structure that differs from that of the entrepreneurial
firm, as Alfred Marshall described it as the formerly typical model.

“The new corporate form has great flexibility. Because of its decentralised struc-
ture, a multidivisional corporation can enter a new market by adding a new division,
while leaving the old divisions undisturbed. (And to a lesser extent it can leave the
market by dropping a division without disturbing the rest of its structure). It can also
create competing product-lines in the same industry, thus increasing its market share
while maintaining the illusion of competition. Most important of all, because it has
a cortex specialising in strategy, it can plan on a much wider scale than before and
allocate capital withmore precision” (Hymer, 1982: 135). He also recognised that the
order of economic activity was and is determined by two competing mechanisms:
“The hallmarks of the new system were the market and the factory, representing
the two different methods of coordinating the division of labour. In the factory,
entrepreneurs consciously plan and organise cooperation, and the relationships are
hierarchical and authoritarian; in the market, coordination is achieved through a
decentralised, unconscious, competitive process” (Hymer, 1982: 131).

Hymer explained his “law of increasing firm size” primarily through organisa-
tional development and capital accumulation that develops over time. Ultimately,
this also means that the firm’s coordination mechanism, or we could also say hier-
archy, partially replaces the market over time. Even if he does not delve further
into this relationship, we find the annexes of the idea that Coase (1937) put forward
in “The Nature of the Firm”: the use of markets (competition) as a coordination
mechanism causes costs. It should be added to this: The use of the firm (hierarchy)
as a coordination mechanism also causes costs. In both cases, those are the costs
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incurred in undertaking an economic exchange. We call them transaction costs. The
market causes those costs to occur as costs for the search for sellers or buyers and
the right products, the right price, bargaining, deciding and enforcement. Companies
produce those costs as costs of management. That means through handling all the
information flows internally and externally for meaningful and effective planning,
organising, commanding, coordinating and controlling.

This is the focus of Buckley and Casson’s internalisation theory. They give us an
additional perspective on the enterprise beyond that as a place of factor combination:
“The result was a view of the firm as a complex of interdependent activities, linked
by flows of knowledge and intermediate products” (Buckley & Casson, 2009: 3).
Rational actors will consider the costs and benefits of using both modes of coordina-
tion. And therefore “(…) will internalise markets when the expected benefits exceed
the expected costs” (Buckley & Casson, 2009: 5). As a result, the relative efficiency
of coordination mechanisms defines the size of firms in each capitalist era: “It was
the economics of coordinating this internal division of labour, and not technology,
that set the limits to the boundaries of the firm. While technology might set a limit
on the size of any one plant, it was diminishing returns to managerial coordination
that set the limit to the size of the firm. These limits were reflected not only in the
aggregate quantity of output produced by the firm, but also in the range of locations
in which this output was produced and sold” (Buckley&Casson, 2009: 3). In conclu-
sion, we find that markets‘ and companies’ relative capacity defined by the available
technology determines companies’ size and the market form of a capitalistic era.

After these introductory thoughts on international business theory, we return to the
core of this paper: the transformation of dominant companies’ mode in the course
of the digital revolution. If we follow Hymer’s perspective, there is nothing new,
as he foresees businesses’ continued growth at the micro level with corresponding
consequences for the macro level anyway. Without contradicting this, however, we
see a qualitative leap in this development through the digital revolution.With recourse
to the internalisation theory, the central question is whether the digital revolution
enables companies to be more efficient coordination mechanisms. We assume that
it is fundamentally advantageous for companies to be larger since the diversity of
accumulated assets and their use across the largest possible number of value-creation
processes provides them with superior efficiency based on falling average costs at
the firm level.

Hymerwas not the only one to deal with these assets as a starting point for transna-
tionalisation. Also, Dunning used those, particularly in his Eclectic Paradigm. He
describes the initial transnationalisation of companies, along with three aspects:
Ownership Advantages (OAs), Locational Advantages (LAs) and Internalisation
Advantages (IAs) (Dunning, 1988). A company must at first have OAs, which is
synonymous with what we call assets. It means that a company has an exclusive
advantage that, for instance, potentially enables it to generate additional sales, if
enlarging its activities to other places. If they find a location enabling to use these
OAs for the benefit of the company, that location includes advantages (LAs). In this
example it could be a large market with a low level of competition. If these two
aspects come together the company starts to act cross-border. Finally, the question
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arises as to whether this cross-border activity should take place on the market or
within the company itself, i.e. through internalisation, whereby Dunning basically
takes up Buckley and Casson. Such IAs in this example could be the internalisation
of the sales structure, if it promises a higher revenue than getting a sales partner on
board. In this way, he explains the cascade that leads to the initial transnationalisation
of companies. However, he recognises that it is a cyclical process after that initial
phase. The market access or the tax advantage or the patent acquired in transnation-
alisation becomes an asset itself and creates further advantages. It is the core for an
ever further increase in a company’s efficiency and expansion of the company itself,
as Dunning himself describes in later writings (cf. Dunning, 2001: 175 ff.).

However, these efficiency gains are negated with increasing size by increasing
coordination costs, as Buckley and Casson have already described. Here we find
the limit of company’s size depending on the underlying technology of information
processing, storage and transmission. If a company overstretches itself, it may no
longer be able to use its potentials and adapt efficiently to changes. In Schumpeterian
creative destruction processes, even giants can then have to make way for small
innovative companies.However, the question arises as towhether this logic still holds.
The digital revolution is an unprecedented exponential development of information
processing, storage and transmission, as one of the authors has already explained
elsewhere (Lorberg, 2018: 169 ff.). The type and amount of data that can currently
be handled ultimately make any historical comparison nonsensical. This leads to
a new efficiency of management through digital systems and applications lowering
internal transaction costs extremely. Barely a decade after the widespread availability
of smartphones andmobile internet, evenmanyof humanity’s poorest parts canhardly
imagine life without these technologies. Data is the new gold, and the unforeseeable
development of artificial intelligence and the Internet of Things does not lead us to
assume that we will encounter relevant limits in dealing with this data (for more
details, see Lorberg, 2018, esp. Part IV).

2 Consequences for the Global Economy: The Macro Level

With the justification of the far-reaching negation of the limitation of company size
and the enforcement of economies of scale in the digital revolution, the question
further arises as to how this translates to themacro level. This is what wewant to look
at in the rest of this paper. After a historical context and a few words on capitalist
societies’ stability conditions, we ask how stable the new economic structure can
ultimately be. We deliberately want to answer these questions in the form of theses
to give the reader room for reflection.

Seeing the succession of history, especially economic history, in terms of ever-
changing upheavals and renewed stabilisation is quite a common theme. Alongside
minor cyclical ups anddowns,whichkeep the basic structure untouched, it’s themajor
disruptions changing the game rules and making utterly new thinking necessary.
To renew stabilisation after those disruptions, new theories and social patterns can
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prove essential. In the case of the digital revolution, the authors assume it to be such
a major disruption. Schumpeter (1939) in particular associated these developments
primarily with technological change. It was less about the pure discovery of a so-
called basic innovation, but rather about it becoming established in production and
other value creation and becoming the new paradigm. We also find the themes in
Marx’s philosophy of history as the history of class struggles (Marx&Engels, 1848).
The formation of classes takes place in the context of ever certainmaterial conditions.
In particular, the capitalist society was born with the technological development of
the first industrial revolution that divided the society into those who had capital and
those who could only carry their labour-power to the market.

Gramsci (2012) and, in his succession, Cox (1981, 1983) then thought more
deeply about how such a system of exploitation could be stable and how it could
become entrenched in and stabilised by ideology, culture and institutions. We take
these thoughts as the basis for our analysis. For Gramsci, capitalism always remains
a system of exploitation that serves the ruling class more than the ruled class. But the
secret of its stability is precisely that it also benefits the latter. Therefore, capitalism
in its stable phase lives on a promise. The promise that those at the top may profit
more than those at the bottom, but the bottom benefits, too. This also implies a
central ideological and often factual difference between capitalism and, for example,
feudalism. In feudalism, it was accepted and probable that a peasant would be the
father of a peasant. Social mobility or economic progress were no central themes of
the time. However, capitalism, especially post-war capitalism, holds the promise of
advancement, the much-vaunted American dream. The promise that the father will
do better than his father and his son will do even better. Capitalism thus receives its
legitimacy in the long term as output legitimacy; from the fulfilment of prosperity
promise also for those less well-off. If the fulfilment of this promise is called into
question, social stability will be disrupted. A common truth, stable institutions and
ultimately, peace are at stake. At this point, we are leaving what Antonio Gramsci
and Robert Cox call (world) hegemony. Hegemony is an order within the (world)
economy characterised by a dominant mode of production expressed in universal
norms accepted by the ruling and ruled classes and stabilised by (international)
institutions.

There is a possibility that this promise can be renewed. With some adjustments,
the system can return to output legitimacy. But there is also the possibility of formu-
lating a fundamentally new promise; of creating a new hegemony. At the same time,
however, there is also the possibility of remaining in unstable conditions for a longer
period of time and of disintegrating globally into blocs that aremore or less in conflict
with each other. With these scenarios in mind, we will end by looking for answers
to where the digital revolution will lead us.

Historically, we can date the beginning of the first Industrial Revolution to around
1780 and can locate its start in England. From there it needed 50–70 years to establish
a new dominant mode of production and significant social upheavals all over Europe
and even further. It is no wonder that the Communist Manifesto and revolutions,
such as the French and less successful German, fall into this period and that the rise
of the British Empire entered a new phase. With electrification from around 1870,
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the Second Industrial Revolution slowly brought about the new style of reasonably
stable capitalism over the next 50–70 years, accompanied by wartime turmoil. This
new style and mode of production is usually known as Fordism and Taylorism.
Rationalisation of mass production, real wage increases and, on a broad basis, the
possibility for the first time that workers themselves could afford the products they
produced (mass consumption) were its characteristics. In this system, the United
States replaced the British Empire as the world hegemon after the Second World
War at the latest. Since the beginning of the Third Industrial Revolution in the 1970s,
however, the stability of the Fordist capitalist system has begun to falter. Since then,
there has been talking of the American Decline (cf. Müller-Jentsch, 2017: 80). After
the short end of history in 1989/90, the question now arises about whether we may
enter or have already entered an Asian or Chinese age. But even more, the stability
of the world economy stands in question once more. The central question is not just
if China will substitute the United States as the biggest economy and military power
in the long-run, but if the mode of production and capitalist system fundamentally
change in course of the digitalisation.

In order to describe the effects of the fourth industrial revolution, we take the
described development towards large transnational companies with the possibility
of distributing their processes all over the world in an efficiency-optimising manner
as a starting point. We’ll show that this results in an increased need for regulation as
well as an increased regulatory problem. The increased need for regulation results
from a more unbalanced distribution of primary income, which significantly affects
developed countries. With an international choice for the best location in each step of
a company’s activity, factor-income is paid increasingly efficiently for smaller and
smaller parts of those activities. Besides, income that is too high by international
standards is increasingly being squeezed out or replaced by technical solutions. To
understand the more efficient transnational use of production factors, it is necessary
to look at the new type of company’s geographical structure.

Let us take the stereotype of a classical company in the sense of Alfred Marshall
as a starting example (cf. Hymer, 1982: 130). This enterprise creates value in one
place. It may procure raw materials or intermediate products from abroad, but these
are procured from unrelated companies and at a low-value level. Basically, all its
processes take place in the place where the company is based. This means that it has
both the processes that can be carried out particularly efficiently at this location and
all others carried out there. For all the processes that are not efficient, the local wage
is still paid. This leaves a social waste heat based on the payment of inefficient wages.
Social waste heat, therefore, is an effect of inefficiency. It is based on high internal
transaction costs, making it ineffective for companies to combine the globally ideal
production factors to the lowest production costs. Before digitalisation, a worldwide
production network in the modern sense was a true exception. Even if such compa-
nies became active across national borders, it was mostly sales or procurement, i.e.
the parts with which the company core connects to other market levels. Another
possibility was to rebuild an entire factory with all the value-added stages at another
location. So, a company had more or less the same factory at different locations in
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different countries. In the end, however, this did not change the deep structure of
location-based value creation.

However, the social waste heat of place-based production resulted from the time’s
technical conditions, the friction in the economic system itself (Williamson, 1990).
We are talking here about transaction costs. Due to the comparatively underdevel-
oped possibilities of processing, storing, and transmitting information before the
digital revolution, companies could not efficiently realise a less space-bound struc-
ture. Therefore, it was also the efficient structure of a pre-digital era. However, it is
no longer since digitalisation took over. With significantly lower transaction costs
in the course of the digital revolution, the processes can be carried out at the most
suitable locations globally from a production point of view, as transaction costs are
substantially less important. Thus, companies become complex global value-creation
networks, and only that part of the overall process is carried out at a most efficient
location there.

Interestingly, since many dominant companies in many sectors act in that way,
location does not become less butmore important due to decreasing transactions costs
as a result of digitalisation. Locations specialise more and more in specific steps of
production and value-creation due to agglomeration effects. At the same time, they
becomemore andmore unequal. For example, Porter’s (2010) concept of clusters has
becomewell known in this context, as have scaling considerations such as thosemade
byKrugman (1979, 1980, 1991) in theNewEconomicGeography or theNewForeign
Trade Theory. Where the conditions for specific processes were good, they become
better and better. As more companies place their specific part of value creation to
one specified place, it is easier for specified workers to find high-paid jobs at this
place. That makes it attractive for other companies to settle there too if they search
for those employees. As we see, specialised labour markets include scale effects.
And the same uprising spiral can be found in infrastructure, knowledge externalities,
specified suppliers and consultants and so on. With sinking transaction costs and a
general restructuring of value creation, factor price equalisation also intensifies in
the sense of the Lerner-Samuelson theorem (Samuelson, 1948). We find Hymer’s
“law of uneven development” approved by the intensified global competition, due
to shrinking transaction costs. At the same time, scale effects on the company and
location level boost this development.

The consequence of all this is fundamentally higher efficiency of production, a
concentration of considerable added value in certain specialised regions central to
global production. This leads to a reduction of poverty in those areas in the Third
World who gained a role in this system, above all some regions in China. But at
the same time, we see also a dwindling real income in the lower deciles of the
income groups in the developed countries, while top incomes and company values
are reaching new, sometimes seemingly surreal highs.

Now, the problem with this is primarily from two perspectives. First, the promise
related to a capitalism of lasting prosperity for all is no longer being fulfilled. Second,
the new structure of companies makes the increasingly necessary regulation much
more difficult. As a result, the western liberal model of success increasingly lacks
output legitimacy, which is reflected domestically in growing insecurity and lack of
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direction. In many cases, it favours a turn to nationalist and illiberal politics. In terms
of foreign policy, China is now more likely to advertise the promise of prosperity
for all and seems to be gradually establishing a new world order, as evidenced by
the Belt and Road Initiative or the Regional Comprehensive Economic Partnership.
Simultaneously, the West has failed to establish rules of the game for world trade
above all theUnitedStates and theEuropeanUnion. The negotiation breakdowns over
the Trans-Pacific Partnership and Transatlantic Trade and Investment Partnership are
symbolic for the West’s failure to renew the upcoming capitalist system’s rules in
the digital era.

Thus, we are witnessing a period of weakness, at least among the developed
countries, to cooperate,which canbe seen in the past Trumpadministration andBrexit
or the openly illiberal democracies in Poland and Hungary. However, a common
capacity to act is of considerable importance for the stability of the global economy
in the digital age. The Fordist conditions of our social and economic stability are
still reasonably based are mass production and mass consumption. However, mass
consumption must be covered by mass income to be stable in the long run. For quite
some time now, we have been experiencing an ever-increasing level of public and
private debt, which increasingly supplements income-based demand and shows no
global tendency to be reduced again. Thus, the Fordist capitalist systembased onmass
consumption is kept alive by private and public debt because it misses the required
income distribution. The digital revolution, therefore, destroys the conditions of its
foundation, the Fordist mass consumption. It is just kept alive by debts. However,
debt-based demand lead to bubbles that can challenge the very foundations of the
global economy.

The digital economy thus decouples factor income and demand for goods not only
spatially, but also factually. That means the income is not distributed to those who
can and would do mass consumption. For instance, if the top 1% are getting more
income, they will not buy 10.000.000 more small cars. But the dwindling middle
class would do, but they only can do this through dept. Also, the rising demand
coming from China and maybe other Asian countries will not bridge this gap. It is
not the mass consumption needed, as the income distribution is worse than in the
West and the income level of the middle class is still low. Besides this, the rising
demand from China and other emerging markets is fuelled by more efficient use of
production factors, aswe argued in this essay. Thatmeans that the globalmiddle-class
income is shrinking relatively to the global GDP and the global low- and high-income
deciles. Which is made visible in the famous elephant curve (World Inequality Lab,
2018). According to its Fordist logic, demand-effective factor incomes would have
to be generated through redistribution across the board to stabilise the system. The
transnational production structures and the corporations behind them could surely
be regulated and included in such a redistribution by a world state. However, this is
a utopia for the indefinite future. What is certain, however, is that competing nation-
states will not be able to do this. Especially not when competition seems to outweigh
cooperation.
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In conclusion, digitalisation is taking us far away from stability conditions of
Fordism and ultimately requires a form of regulation that goes beyond the nation-
state, which was the form of state suitable for Fordism. A restoration of Fordist
hegemony does not seem to be in sight, as the forces driving us away from economic
stability are at the same time driving us away from national and global trust and
cooperation. The friction between the nation-state and the global economy seems to
be an unsolvable problem at the moment.

If a possible new Chinese hegemony is beginning to emerge, will it be able to
restore a stable global economy? That’s not very probable. China faces emerging
economic problems due to a lower GDP growth rate and the upcoming demographic
and maybe social issues. And under which circumstances would the West accept a
world under Chinese hegemony, as it would have to question its own foundations like
democracy and individual rights? Even more likely a world of two or three dominant
blocks could emerge as the consequents of a rising China. Like in the cold war a
double hegemony or in other words, a bipolar system could form. At least most
scholars of neorealism hold that one for the most stable. Suppose the hegemony in
those blocks would be strong enough. In that case, this system could have the spatial
fit and the negotiating power towards transnational companies tomake theworld after
digitalisation a world of welfare for many. Because we should not forget among all
uprising problems, the digital economy makes humankind richer and more capable
of acting than ever. Therefore, digitalisation can be the cure for such issues as the
climate crisis, poverty and many more. But it also can be the cancer opening up an
extended phase of conflict, crisis and unused chances. The only certain fact is that
the world has not yet found a form of regulation for the digital era.
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