q

Check for
updates

An Image Encryption Method Using
Chaos and DNA Encoding

Mukul Biswas, Sujit Kumar Das(®, and Bibhas Chandra Dhara

Department of Information Technology,
Jadavpur University, Kolkata, India

Abstract. A simple method, for image encryption using 1D discrete
chaos and DNA encoding, is proposed in this article. Here, chaotic maps
are used to encode the secret image as DNA sequence and also to dif-
fuse the encoded image with DNA operations and finally a cipher image
is obtained. Additionally, hash function SHA-256 is employed to plain
image and this makes the current method more robust. The result of the
present method is studied and analyzed to established the aptness of the
proposed method.

Keywords: Image encryption + Cryptography + Tent map - Renyi
map + DNA encoding + Security analysis

1 Introduction

Information was always considered as a valuable possession. After the age of
the internet dawned upon us, the value of information has surpassed any other
material in existence. Information is also susceptible to corruption, theft and
illegal exposure and images are no different in this regard. So, it is utmost
important that the information should be protected so that an authorized person
only has the permission to access that information. With respect to images,
the process of making meaningless data out of a plain image is called image
encryption. Conventional encryption algorithms like, DES [5] and AES [14] they
don’t work well in image domain. Usually, an image encryption algorithm has
two phases, namely, confusion and diffusion. The position of the pixels is altered
in the first phase and intensity value of the pixels is modified in the last phase.
Chaotic system is well used for encryption purposes due to its sensitivity, pseudo-
randomness, ergodicity and reproduction [15] to initial value of the parameters.
In recent years, because of these strengths of chaotic systems, many studies
have implemented in image encryption algorithms [3,9,20,22,24]. In [21], S-boxes
are formulated using chaotic systems for encryption. A method for encrypting
an image is proposed in [12] where a 5D multiwing hyperchaotic system has
employed. In [17] hyperchaos-based image encryption technique is implemented
that uses a 6-dimensional hyperchaotic structure.

Besides the chaos based image encryption many other techniques are also
studied for image encryption. In [7], different sine waves have constructed and

© Springer Nature Switzerland AG 2021
P. Dutta et al. (Eds.): CICBA 2021, CCIS 1406, pp. 42-56, 2021.
https://doi.org/10.1007/978-3-030-75529-4_4


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-75529-4_4&domain=pdf
https://doi.org/10.1007/978-3-030-75529-4_4

An Image Encryption Method Using Chaos and DNA Encoding 43

using these random sequences are generated to confusion and diffusion phases. In
[4], a polynomial interval bisection method is applied to obtain random sequences
and these are used for arranging pixels of rows/columns of the plain image. To
change the pixels value, in the diffusion phase, value Substitution and itera-
tive XOR operation are applied. Another non-chaotic cryptosystem is developed
using the cyclic group in [11]. Here, the cyclic group is employed to get permu-
tation sequences and pixels and bits of the original image are permuted with
the help of these permutation sequences. In [8], to get permutation some points
are selected using certain distance on the perimeter of a defined circle with user
defined radius depending the image size. In both the phases, the generated per-
mutation is employed to get an encrypted image. In [13], a new technique for
image encryption is proposed and for this purpose fibonacci transform is used.
The pixels are permuted and also the pixel values are changed using this fibonacci
transform.

Due to the some features of DNA encoding like parallelism of coding, con-
sumption of low power and high density of information, it is attracted by var-
ious researchers in image encryption domain. For enhancing the security of
the encryption method, many researchers have studied hybrid techniques using
DNA encoding and computing with chaotic system. A chaotic map with DNA
sequence based image encryption method is designed in [19], where bitwise XOR
is executed among the pixels of the plain image and then DNA encoding is
applied on the confused image and finally row/column are permuted to obtain
the encrypted image. Using DNA permutation another scheme is proposed in
[18] for color image encryption. In this scheme Lorenz map is also applied for
random sequences generation and this step is used to increase the security level.
A cryptosystem [23] is developed using 2D Hénon-Sine map (2D-HSM) and the
DNA encoding. Here, only DNA XOR operation is defined to diffused image pix-
els. A hybrid model is designed in [10]. The model is composed of DNA coding
and computing, SHA-2 and Lorenz map. Here, the DNA coding and operation
and the Lorenz chaotic system improve the security of the model. In [16], a
new image encryption system is introduced with permutations at pixel-level and
bit-level followed by DNA coding. Here, a hyperchaotic (5D) map is applied for
random sequence generation that is used in confusion. Then, DNA coding, XOR
operation is employed to diffused the permuted image. Based on chaotic system
and DNA coding another encryption technique is suggested in [2]. It is composed
of two rounds. In the first round keys are generated and the permutation, sub-
stitution and diffusion is carried out in the last round. Additionally, to generate
initial parameters for the chaotic map SHA-256 system is used.

In this article, a new method for image encryption, using 1D chaotic map
and DNA computing, is proposed. The parameter(s) of these maps are initialized
with the hash value of original image. To compute hash value, SHA-256 is used.
The present method is a private key crypto-system. The Renyi map is applied for
generating a key image (same size as the secret image). In this work, both images
are encoded as DNA sequence using Tent map and then these encoded image are
diffused to generate a diffused image. The proposed method has the provision
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to iterate the DNA encoding and diffusion a number of times. From the diffused
image, an encrypted image is earned through DNA decoding. The presence of
1D maps makes the present method useable in terms of power consumption and
computation aspects. The current method having no confusion step, it has only
diffusion process. Now, we describe the structure of the rest part of this article.
The basics of tools used in this method are discussed in Sect.2. In Sect. 3 is
dedicated for the proposed image encryption technique. The performance and
its analysis of the proposed method are presented in Sect. 4. Section 5 highlights
the conclusion of the present work.

2 Preliminaries

In the proposed image encryption algorithm, we have used 1D Tent map, 1D
Renyi map and DNA encoding technique to encrypt a plain image.

2.1 Renyi Map and Tent Map

Tent map is applied to choose i) the rule of DNA coding and ii) the DNA

operation. On the other hand Renyi map is employed for key image generation.

According to [1] the randomness of the 1D Renyi system is very good. The 1D
Renyi Map is defined in Eq. (1).

F(zp,a,b) =tan(z,)(1 4+ 2,) x b+ (1 — xp)z, X a

T(p41) = fraction(F(z,,a,b)) x «

(1)

where a, b € [0,10] and « € (0,12345]. We use the Renyi map as the ran-
domness of this map is very uniform and it has good bifurcation behavior. The
bifurcation diagram of the Renyi map is shown in Fig. 1. The Tent map is simple

Fig. 1. Bifurcation diagram of 1D Renyi Map.

and extensively applied in image encryption algorithms. The expression of Tent
map is offered in Eq. (2).
T(py1) = rmin{z,,1 —z,} (2)

where ¢ is the initial value, z; € [0, 1] and r € [0, 2]. The bifurcation diagram of
the Tent map is presented in Fig. 2. From the Fig. 2 it is clear that for r € [1.4, 2],
the randomness is at its highest level.
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Fig. 2. Bifurcation diagram of 1D Tent map.

2.2 DNA Coding and DNA Operations

DNA is a molecule containing the genetic information of every living organism
and various viruses to evolve, create, function, and reproduce. In DNA sequenc-
ing, the basic block of genetic code is built upon four bases i.e. Adenine (A),
Thymine (T), Guanine (G) and Cytosine (C). According to the Watson—Crick [6]
principle, A and T are complement of each other (i.e., A complement T), similarly
C and G are also complement of each other (i.e., C complement G). Generally,
these four DNA bases are encoded by 2-bit binary numbers ‘00’, ‘11°, ‘01’, and
‘10’. So, there are 24 (= 4!) rules to encode these four DNA bases in binary
representation.

Suppose, ‘A’ is represented by ‘00’ and then due to complement relation
‘117 is the code of ‘T’. For ‘C’, there are two options: i) ‘C’ =‘10" (accordingly
‘G’=01) or ii) ‘C’='01" (and ‘G’=10"). So, for the particular choice of ‘A’ we
havei) ‘A’ ~ ‘00", ‘T” ~ ‘11°, ‘C’ ~ ‘01’ and ‘G’ ~ ‘10’ or ii) ‘A’ ~ ‘00’, ‘T” ~ ‘117,
‘C’~ ‘10" and ‘G’ ~ ‘01’. Again, ‘A’ can be represented by any of the four options
{*007, ‘11, ‘01", ‘10’}. So, only eight rules out of 24 encoding rules satisfy the
complementary relationship within the bases. Inverse of the encoding rules are
the DNA decoding rules. The encoding rules for the DNA encoder is described
in Table 1. For example, 177 is gray value of a particular pixel of an image and
its binary representation is “10110001”. With respect to fifth encoding rule, the
pixel will be encoded as “ACGT”.

Table 1. DNA encoding rules. Table 2. DNA Addition using first

encoding rule.

Base |Rules
1123456 7|8 + A T C G
00 AAG|C GlCc|T|T (00) (11) [ (10) | (01)
01 G|C A A T|T G|C A (00)| A (00) T (11) C (10) G (01)
10 C |G T T A A C G T (11) | T (11) C (10) |G (01)] A (00)
11 T T C G C G A A C (10) | C (10) G (01) A (00)| T (11)
G (01) G (01)| A (00) T (11) C (01)
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Table 3. DNA Subtraction using first Table 4. DNA XOR using fourth encod-

encoding rule. ing rule.

— A T C G D A T C G
(00) |(11) |(10) |(0O1) (01) [(10) [(00) |(11)

A (00)| A (00) G (01)|C (10) T (11) A (01) C (00) |G (11)|A (01) T (10)

T (11) | T (11) A (00) |G (01) C (10) T (10) G (11) C (00) | T (10) A (01)

C (10)|C (10) | T (11) |A (00) | G (01) C (00)|A (01)|T (10) |C (00) |G (10)

G (01) G (01)|C (10) T (11) |A (00) G (11)|T (10) A (01) G (11) C (00)

Binary operations like addition, subtraction and XOR are also applied
between DNA sequences to obtained an intermediate image. These operations
are actually executed on binary strings and here, the operands and result are
labeled by bases {A, B,C,D}. The result of labeling (i.e., binary string «—
DNA sequence) depends on the DNA encoding rule. Hence, the DNA operations
are defined with an encoding rule. For example, addition and subtraction oper-
ations with the help of first encoding rule are given in the Table 2 and Table 3,
respectively. The XOR operation using fourth encoding rule is illustrated in the
Table 4.

3 Proposed Image Encryption Method

In this article, we have implemented a new approach for image encryption with
the use of DNA encoder and two linear chaotic systems. The encryption algo-
rithm is presented in Fig.3. In the present method, unlike two conventional

Plain image

|

Tent map

DNA encoder DNA encoder

operation

Encrypted image

Fig. 3. Proposed model: a schematic diagram.
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phases confusion and diffusion, we have implemented only diffusion phase. To
carried out the diffusion step, first the plain image and key image are encoded
by DNA encoder and then these two images are operated by DNA operations.
To perform the proposed technique, we have certain steps which are as follows:

3.1 Generation of DNA Encoded Images

From Fig.3, it is clear that the current method handles two DNA encoded
images: i) one generated from the given plain image and ii) the other one is
derived from the key image. Now, we are describing the process of key image
generation and then the DNA encoder is presented. To generate the key image
Renyi map is used and the DNA encoder is defined with the help of the Tent
map. For any chaotic map, initial parameters are required to get the random
sequences. The initial parameters can be selected arbitrary, but should be within
the domain. In this method, we have generate the initial parameters from the
plain image. For this purpose SHA-256 function is applied on the plain image.
The reason to use the hash function is discussed later. The initial part of the
sequence generated using chaotic map may not be random in nature. For shake
of simplicity, we ignore first thousands elements of the sequence and then the
rest part is considered as the sequence (which will be used in the experiment)
generated by the map. In this implementation it is assumed that when a part of
a sequence is used for a particular purpose, then this part will be removed from
the sequence and remaining part will be used for future requirement.

Key Image Generation: In this step, we have constructed a key image
(K Iy« ) using Renyi chaotic map. The size of KT and plain image are same.
A sequence {S,} generated using the Renyi map and elements of the sequence
is multiplied by a constant ‘Fact;” which is large enough so that new value is
grater than thousand and so. Then, K1 computed from new sequence using the
following algorithm.

Algorithm 1: Key Image

Input: Sequence {S,}, image size M and N
Output: key image K1y« N

Step 1 z=1

Step 2 Forp=1: M:1

Step 2.1 Forg=1:N:1

Step 2.1.1 K, ) = int(Sy(x) x Facty,255)
Step 2.1.2 T =x + 1

Step 3 Return K1

where ‘int (u, v)’ returns ¢ when u = q.v + r.
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DNA Encoder: In this section we have converted the plain and key image into
DNA encoded images. To convert gray scale value of image into DNA sequence
we have to select a rule from the eight DNA encoding rules (which is already
illustrated in Sect. 2.2). In this work, each time we have randomly selected a rule
using sequences generated by the Ten map. Let, the sequence {T;,(r)} is gener-
ated using Tent map. Based upon the sequence value T, (7), i*" encoding rule is
selected where i = int(T,,(z) X Facts, 8) + 1. In the encoding process, we choose
pixel-wise encoding rule or row-wise/column-wise encoding rule. For simplicity,
in this method, we have fixed the same encoding rule for all pixels of a row.
Suppose, the encoding rules (given in Table1) is stored in the matrix Rulesxs.
Also assume that a pixel ‘p’ is represented by ‘p1papspapspeprps’ (binary repre-
sentation). Respect to ¢! rule (1 <t < 8), a particular pixel ‘p’ is encoded as
‘X1 X2 X3Xy" where X; = Rule(dec(p(i—1)s2+1Pix2),t), for 1 < i < 4 and ‘dec()’
is decimal to binary converter. The algorithmic flow of the used DNA encoder
is as given below:

Algorithm 2: DNA Encoder

Input: I/« N, Tent sequence {T,,}
Output: Encoded image I,

Step 1 x=1

Step1 Forr=1:M:1//r" row

Step 1.1t =int(T,,(z) x Facts,8) + 1 // t'* encoding rule
Step 1.2 Fors=1:N:1

Step 1.2.1 p=1(r,s)

Step 1.2.2 For k=1:4:1// for p= (p1p2)(psps)(pspe)(p7ps)
Step 1.2.2.1 Xy = Rule(dec(p(p—1)s2+1Pkx2), 1)

Step 1.2.3 Ie(T,S) = ‘X1X2X3X4’

Step 1.3 zx =z + 1

Step 3 Return I,

3.2 Diffusion Using DNA Operation

From previous step, we have two DNA encoded images in hand and in the present
step these two images are diffused (see the Fig. 3). To diffuse the encoded images,
we have used base-wise (symbol-wise) addition, subtraction or XOR operations
as discussed in Sect.2.2. In this work, three operations (addition, subtraction
or XOR) are defined and result of these operations are also depending on the
the encoding rule. Like previous, we can fix the encoding rule as well as the
operation pixel-wise, row/column wise (same for all pixels in that row/column).
Here, we fix them row-wise, i.e., for each pixel of the row same encoding rule
and same operation have used. Henceforth, we use the term ‘DNA Operation’ to
represent the diffusion of DNA encoded images with selection of encoding rule
and binary operation. In this step, sequence of the Tent map helps to find the
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diffused image. Suppose, Opergxsxaxa is used to store the ‘DNA Operation’,
eight rules, three operations and 4 x 4 operation table as given in Table 2, 3 and
4. The algorithmic structure of the DNA operation is described as below.

Algorithm 3: DNA Operation

Input: DNA encoded images Iy, Is of size M x N, Tent sequence {7}, }
Output: Diffused image Iy

Step 1 x=1

Step 2 Fori=1:M:1//i" row

Step 2.1 t = int(T),(z) x Facty,8) +1 // t*" encoding rule
Step 2.2 1 = int(T,,(z) x Facty,3) +1 // r'"* operation
Step 2.2 Forj=1:N:1

Step 2.2.1 X =1,(i,5) //X < X1 X2X3X4

Step 2.2.2 Y = L(i,j) /)Y < V1YaY3Y,

Step 2.2.3 For k =1to4

Step 2.2.3.1 Zy, = Oper(t,r, Xi, Yx)

Step 2.2.4 Id(l,]) = ‘21222324)

Step 2.3 =1z + 1

Step 3 Return Iy

3.3 Generation of Encrypted Image

This is the last step of the proposed algorithm. In this step, diffused image is
coded into binary form using DNA decoder. The DNA decoder is the inverse
process of DNA encoder and may algorithmically presented as Algorithm 4:
DNA Decoder(). Due to the space limitation, this algorithm is not presented
here. Like DNA encoder, the DNA decoder needs the encoding rule convert the
encoded image into binary form. This binary image may be consider as the (final)
cipher image or may be consider as an intermediate image and iterated through
the DNA encoder, DNA Operation and DNA Decoder as shown as a loop in
Fig.3. The proposed image encryption technique is algorithmically discussed
below.

Algorithm 5: Image Encryption

Input: Ip;xn: plain image, itr: # of iteration
Output: I.,.: encrypted image

Step 1 loop=1

Step 2 hash=SHA-256(I)
Step 3 key; = f1(hash)
Step 4 keys = fa(hash)
Step 5 {S.} — Renyi(key,)
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Step 6 {T,,} — Tent(keys)

Step 7 KI <« Algorithm 1(S,, M, N)
Step 8 KI. = Algorithm 2(KI1,T,,)
Step 9 I. = Algorithm 2(1,T,,)
Step 10 I, = Algorithm 3(1.,KI.,T},)
Step 11 I.,. = Algorithm 2(I,,T,)
Step 12 If itr > loop

Step 12.1  loop = loop +1

Step 12.2 [ = I,

Step 12.2  Goto Step 9

step 13 Return I.,.

The current method is a private key encryption system and the original image
can be retrieved by following the steps in reverse order with inverse operations
using same key.

4 Experimental Result and Security Analysis

Here, we have reported the performance of the presented method and also ana-
lyze the security of the present method. This method is implemented in MAT-
LAB environment.

4.1 Results

To demonstration the performance of this method, we have considered standard
grayscale images ‘Lena’, ‘Girlface’, ‘Barbara’ and ‘Cameraman’. Size of each
image is 512 x 512. The parameters of the proposed method are set up as: the
value of the parameter ‘itr’ set to 10, ‘Fact;’ set to 2399 (a prime number),
‘Facty’ is set to 151 (a prime number). To define the keys, we take the hash
value of given image and odd positions bit is considered as the key; and even
positions bit form keys. The original images are displayed in Fig. 4(a) and the
cipher images shown in Fig. 4(b). In Fig.4(c) and (d), the decrypted images
with exact key and different key are illustrated. We have noticed that decryp-
tion with incorrect key gives meaningless image and so the achievement of this
method is quite good and hence the proposed method can be applied in different
applications.

4.2 Security Analysis

Here, the robustness of the proposed method under different different attacks,
like differential plaintext attack, statistical attack, brute-force attack etc., have
studied.

Histogram Analysis: Histogram analysis measures the defense against statis-
tical attacks. An ideal encryption algorithm will distribute the pixel intensities
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a)

Original images

(b) Cipher images

Decrypted images with exact key

(©)

(d) Decrypted images with different key

Fig. 4. Result of the proposed method.

Table 5. Information entropy analysis

Image Lena |Cameraman | Barbara | Girl face
Original Image | 7.4455|7.0753 7.6321 | 7.0818
Encrypted Image | 7.9994 | 7.9992 7.9993 |7.9992

evenly. From an evenly distributed histogram of encrypted images in Fig. 5, we
can claim that our proposed algorithm will withstand against statistical attacks.

Information Entropy: The information entropy, which is expressed in bits
for given encryption algorithm, is ideally 8 for grayscale images. An encryption
algorithm with better information entropy will divulge lesser information to the
world. Basically, this is the factor which illustrates the randomness. In case
of an 8-bits gray-scale image (I) entropy is calculated with equation H(I) =
- 21275:50 (p)loga f(p) bit, where the f(p) denotes the normalized frequency of
occurrences of the intensity p. The comparative analysis of the performance of
the proposed method in terms of entropy is reported in Table 5. From this table,
it is observed that the present method achieved almost ideal value and hence
rate of information disclosure is practically nil. So, any type of entropy attack
on encrypted images will get no information.
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(b) Encrypted images

Fig. 5. Histogram of images.

Correlation Analysis: Correlation between a pair of adjacent pixels hugely
positive in plain images. Due to this positive correlation, an attacker can easily
guess the pixel intensity of an adjacent pixel. During encryption, this corre-
lation must be reduced. We are expecting zero (0) correlation value (between
two immediate neighbor pixels) for an encrypted image. In Table6, we have
reported the correlation values generated before and after encryption. In case
of adjacency, we have taken horizontal, vertical and diagonal adjacent pixels.
It is evident from the table that there is very low amount of correlation exists
between two adjoined pixels. In implementation, randomly we have chosen 5000
pairs of adjacent pixels and respective distribution diagrams are shown in Fig. 6.
From the scattered diagram, we can see that plain image has a huge amount of
positive correlation, because of which values generated are alighted at 45°. In
contrast to the scattered diagram of original images, it is observed that in case
of cipher images points are well distributed all over the area. This implies that
two neighboring pixels are not related.

Table 6. Correlation analysis of the images.

Image Horizontal | Vertical | Diagonal
Lenagrg 0.9851 0.9692 | 0.9637
Lenaenc 0.0083 0.0062 | —0.0140
GirlFaceorg 0.9868 0.9848 | 0.9742
GirlFaceenc 0.0068 0.0190 | —0.0199
Barbaraorg 0.9551 0.8934 | 0.8782
Barbaraenc —0.0058 | —0.0056 | 0.0082
CameraMan,rg | 0.9900 0.9834 | 0.9739
CameraManen. 0.0011 0.0138 0.0031
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Fig. 6. Scatter diagram of horizontal (= hor), vertical (= ver) and diagonal (= dia)
adjacent pixels.

4.3 Key Space Analysis

The proposed method is a symmetric key encryption system and the security
of the proposed method depends on the initial parameters of Renyi and Tent
maps. Also note that to select the encoding rule or DNA operation, we have
used sequence {71, } and parameters ‘Fact;’ and ‘Facty’. Someone may consider
these two parameters as secret information. In this work, we have taken these as
public data. Another important paragenetic is ‘étr’, which denoted the number
iterations the diffusion of the intermediate image will be executed. This can be
consider as a private key and it takes some moderate value of size, say, 2'°.
To initialize the parameters of the chaotic maps, we use SHA-256(1). The space
defined by the hash value is 22°6 and from this value two keys key; and keys
are derived. Therefore, the size of the key space of the present method is (225),
which is notably high and present method can withstand brute-force attacks.

4.4 Key Sensitivity

As per our previous description, the pair (hash,itr) represents the key of the
proposed method. To study the robustness, in this experiment, two different keys
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are used to encrypt the same image. For example, in this implementation, an
image is encrypted by (hash,itr), (hash' itr) and (hash,itr — 1). Here, hash’
is obtained from hash by complementing the LSB of hash. Let these keys give
the cipher images Enci, Enco and Encs. If cipher images are heavily differ-
ent from other, then it ensures that current method is sensitive to key. The
UACT and NPCR parameters (see Eq.(3)) have used to measure the dissimi-
larity between two encrypted images. Theoretical optimum value of UACI and
NPCR are 33.33% and 100%, respectively. From Table 7, it may be concluded
that performance of the current method is acceptable and may be applicable to
different applications.

Differential Attacks: An encryption method should have power to resist the
differential attack, i.e., encryption should return totally dissimilar encrypted
image while a very little modification is done in the plain image. In this imple-
mentation, we have used two methods: i) where the LSB of the first pixel is
complemented and ii) LSB of the last pixel is complemented. Let the encrypted
images obtained from no change in plain image, change at first pixel and change
at last pixel are denoted as Ency, Ence and Encs, respectively. Then, the differ-
ence in encrypted images are evaluated with UACI and NPCR. These parameters
are used to test the strength against the differential attack. UACI and NPCR
are calculated in Eq. (3).

1 |Ency(p,q) — Enca(p, q)|
ACIT = 1
UACT =158 qu 255 X 100%
> Err(i,g)

where Ency(p,q) and Enca(p,q) are two encrypted images and

E?"T(p q) — lalf Encl(palI) 7é Enc2(p7 Q)
’ 0 otherwise

The result of the proposed method against the differential attack is presented
in Table8, which shows that UACI and NPCR indexes are very similar to the
theoretical values, so it reveals that the encryption algorithm is stable against the
differential attack. The keys key; and keys are obtained from ‘hash’ of the given
image, so for a very small difference in secret image and we have completely
different hash value and hence, we have different keys. Different keys means
different chaotic sequences. So, different encoding rule, different operation will
be selected and as a result we obtained significantly dissimilar encrypted images
even if there is a very little modification in the original image.



An Image Encryption Method Using Chaos and DNA Encoding

55

Table 7. UACI and NCPR values between cipher images, obtained by using different

keys.
Image | UACI NPCR
(Enci, Enca) | (Enci, Encs) | (Enci, Encs) | (Enci, Encs)
Lena 33.4688 33.4990 99.6750 99.6220
Girlface | 33.4237 33.4439 99.6201 99.6412
Barbara | 33.3982 33.4127 99.6243 99.6184
Camera | 33.4537 33.4116 99.6592 99.6313

Table 8. UACI and NCPR values between cipher images, obtained by modifying plain

images.
Image |UACI NPCR
(Enci, Enc2) | (Enci, Encs) | (Enci, Encg) | (Enci, Encs)
Lena 33.4473 33.4783 99.6413 99.6137
Girlface | 33.4168 33.4228 99.5836 99.6293
Barbara | 33.4014 33.4208 99.6073 99.6124
Camera, | 33.4328 33.4283 99.6346 99.6282

5 Conclusions

Here, a symmetric key image encryption algorithm is proposed. The current
method uses Renyi map, Tent map and DNA encoding. Here, the initial param-

eters are constructed from the secret image itself with the help of SHA-256 hash

function for better security. From the performance and analysis of the results it
may be noted that the present method is robust against brute force attack, dif-

ferential attack and statistical attack. Our future target is to modify and extend

the current method to make it robust against the plain image attack.
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