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Preface

In 1991, Stuart Haber and W. Scott Stornetta envisioned the concept of a chain
of blocks that could be cryptographically secured to enable tamper-resistant data
storage. They proposed the concepts of hashing mechanisms and Merkle Tree to
group a set of secure documents in a block and linearly connect it with other
documents in their system. However, blockchain technology is massively being
adopted after the introduction of Bitcoin cryptocurrency, introduced by Satoshi
Nakamoto (an anonymous inventor of modern-day cryptocurrencies) in 2008. The
blockchain ecosystem evolved after the introduction of transactions in 2012, smart
contracts in 2015, and decentralized applications in 2018. Today, blockchain
technology is being adopted and implemented in almost every type of personal,
business, corporate, and government applications. Considering these trends, Gartner
(one of the top market research firms) projected that, in 2030, $ 3.1 trillion dollars
of value delivery will be enabled by blockchain ecosystems.

Blockchain enables distributed ledger technologies over consensus-based decen-
tralized computing networks. However, the openness of blockchain technology
stacks to multiple competing participants creates mistrust among all participants
(i.e., end users, decentralized application developers, blockchain network operators,
regulators, and the general public) in the blockchain ecosystems. Considering the
fast growth in blockchain research, this book aims to study the trust issues in
blockchain ecosystems with a broader perspective to cover the theoretical as well
as applied aspects of blockchain technologies. Therefore, this book is structured
into 10 chapters.

Müller et al., in Chap. 1, systematically explored a three-step-approach of how
to build trust-aware decentralized applications using blockchain technologies. They
used business process models with a trust layer as a tool to visualize and analyze
trust issues of the decentralized applications’ underlying process systematically as a
first step. Secondly, different distributed ledger trust patterns were selected and used
to mitigate these trust issues. Finally, the trust-enhanced decentralized applications
were highlighted. This chapter helps system engineers to systematically create trust-
aware decentralized applications with distributed ledgers.

vii
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Taimur and Bagdan, in Chap. 2, discussed the contemporary applications of
blockchain technology in information auditing, by exploring aspects such as data
recording, accuracy, verification, transparency, and overall value of a decentralized
blockchain crypto-ledger for auditors. Opportunities for timeliness, completeness,
and re-conciliation in appraising regulatory compliance of organizations employ-
ing blockchain-based contractual frameworks are also investigated. The authors
reviewed the existing and anticipated challenges that blockchain applications pose
to traditional regulatory compliance models and the inherent risks for businesses
and stakeholders. Also, they highlighted the impact of operational concerns such
as decentralized transactions, network complexity, transaction reversals, credential
management, software quality, and human resources. Finally, they provided perspec-
tive on assurance complexities which are involved in transforming from proprietary
to blockchain-based framework while adhering to IT control obligations dictated by
three major auditing standards: Sarbanes Oxley Act (SOX), Control Objectives for
Information Technologies (COBIT), and ISO/IEC 27001.

To explore participatory and experimental engagements with algorithmic gov-
ernance, Denisa developed and tested a sandbox for near-future blockchain and
satellite services (Lithopy) and presented her results in Chap. 3. The chapter
summarized the insights from the final two 2020 workshops with 59 participants
deciding on how to regulate a discriminatory blockchain smart contract. The
participants expressed a preference for hybrid forms of off-chain and on-chain
governance that used industry standards and audits to prevent biases and excesses.
The sandbox environment increased the trust in a system through design and policy
iterations that probe issues of power, stakes, and interests without compromising on
innovation.

Numerous reviews of decentralized applications using blockchain have been
published in recent years. However, these have predominantly focused on how
applications map to the characteristics of underlying protocols and discuss privacy
only in passing. Moritz et al., in Chap. 4, took a more focused perspective by
analyzing recently proposed, prominent decentralized applications, categorizing
them according to information privacy requirements. Their investigation reported
that three dimensions emerged as key differentiators accessibility requirements
(i.e., whether an application needs to be publicly accessible), hierarchichality
requirements (i.e., the notion of different types of participants with fundamentally
different permissions), and requirements on joint verifiability of transaction data
(i.e., which subset of an application’s data model needs to be verifiable by others).
After grouping decentralized applications along these dimensions, it became clear
that use cases with closed accessibility requirements are most dominant in the
market today. These use cases can establish information privacy through governance,
deliberate data modeling, and role-based access management.

Kashif et al., in Chap. 5, investigated the challenge of scalability in blockchain
ecosystems to enable the reader to develop an in-depth understanding of scalability
issues in blockchain to facilitate the development of scalable blockchains and
their adoption in diverse application domains. They introduced scalability as
well as its different dimensions such as vertical and horizontal scalability and



Preface ix

identified specific parameters that can affect blockchain scalability. Their empirical
investigation includes diverse scenarios highlighting the role of parameters such
as block size, block generation rate, and transaction processing speed to achieve
scalable blockchains.

In a blockchain context, interoperability is the ability to connect multiple
networks, thus enabling the exchange of assets, the invocation of smart contracts,
and the verification of data, all while ensuring consistency between systems.
However, in reality, most of the existing blockchain networks operate in a standalone
environment, isolated from other blockchain networks. This causes a lack of
communication that further leads to restrictions imposed on data, that is, preventing
it from transmitting freely to and from various blockchains regardless of the
underlying infrastructure. Manar et al., in Chap. 6, discussed the methodologies used
in the available solutions and compared several of their characteristics, including
throughput, average block confirmation time, and consensus mechanism. Further,
they presented the projects currently implementing these protocols and their future
directions.

Dounia et al., in Chap. 7, developed a blockchain-based incident reporting
system showing how incident data can be reported and shared through a secure
and trusted distributed ledger. Further, they presented algorithms that depict the
various interactions among the stakeholders in the reporting network. Finally, they
demonstrated the feasibility of their proposed solution through the cost and security
analysis while ensuring security, integrity, transparency, and traceability among
stakeholders. This study also discussed potential challenges and suggested future
research to provide significant insights for the implementation of the blockchain-
based incident reporting system in practice.

Meriem et al., in Chap. 8, proposed and implemented a secure firmware update
delivery mechanism for IoT devices. To assure a secure firmware update process, the
proposed solution was deployed in a blockchain network. This mechanism ensured
that the firmware version of the IoT device is verified, while also validating the
integrity of the file itself and then downloading the latest version of the firmware
update. All these tasks were performed securely through a Hyperledger blockchain
network. The main objective of this solution was to mitigate attacks on the firmware
update process by ensuring that IoT firmware is up to date and that it has not been
modified either during the transfer process or as it is installed on the IoT device.

The absence of a blockchain security control framework is a challenge faced by
governments seeking to adopt best security practices for blockchain technologies.
Ahmed et al., in Chap. 9, studied the potential of cybersecurity threats associated
with establishing and operating a private blockchain consortium for governments.
Accordingly, a blockchain security control framework was proposed to guide the
government entities to address the risks related to private blockchain consortium.

As the majority of blockchain networks operate in environments that are isolated
and disconnected from each other, the inter-blockchain communication and interop-
erability become prime considerations. Finally, Ilham et al., in Chap. 10, focused on
designing and implementing inter-blockchain communication between Hyperledger
Fabric networks. Also, they presented the performance evaluation of the proposed
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scheme in terms of execution time, throughput, and latency. The results showed
that the proposed solution reduced the overall performance of Hyperledger Fabric
across all measured metrics. However, the overall proposed solution performance
was acceptable, given the achieved interoperability and connectivity.

Although the primary audience for this book is the blockchain research commu-
nity, we tried to make the content accessible to the more general audience including
students, researchers, and practitioners in wider computer science and engineering
domains. Since this is the first contributed research book that addresses the trust
issues in blockchain ecosystems, we aim to include more important and active
research topics in the future editions of this book. Finally, we would like to thank
and acknowledge the efforts of all contributors including authors, reviewers, and
editorial staff for putting their untiring efforts into making this project a success.

Abu Dhabi, UAE Muhammad Habib ur Rehman

Abu Dhabi, UAE Davor Svetinovic

Abu Dhabi, UAE Khaled Salah

Abu Dhabi, UAE Ernesto Damiani
January 2021
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Chapter 1
Engineering Trust-Aware Decentralized
Applications with Distributed Ledgers

Marcel Müller, Nadine Ostern, Sandro Rodriguez Garzon, and Axel Küpper

1.1 Introduction

Decentralized Applications (dApps) are pieces of software operated by different
independent organizations and interact with each other over the Internet to achieve
a common business goal. Examples are purchasing systems that interconnect buyers
and sellers to conduct an order process or identity management systems used
to exchange a verifiable credential about a person, for example, her name or
degree, between this person, a party issuing this credential, and another verifying
it. In contrast to central applications like web services, which rely on a back-end
infrastructure that provides the main business logic and is operated by a service
provider, dApps directly communicate in a peer-to-peer (P2P) fashion. The business
logic either entirely resides in the peers or is partially outsourced to a decentralized
back-end infrastructure maintained by hundreds or thousands of decentralized
computing nodes, such as a distributed hash table (DHT) or smart contracts executed
on a distributed ledger [1].

dApps are thus a counter-design to centralized platforms provided by large and
monopoly-like Internet companies, which often pursue data-centric business models
and bind their users through lock-in effects. Users do not influence the business logic
that centralized platforms execute “behind the scenes.” This leads to different trust
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concerns for users. For instance, users of these platforms often lose control over
their data generated when using their central applications; they cannot determine
the location of data storage, nor are they in control about how their data is processed
or with which external actors it is shared. Furthermore, lock-in effects occur in the
form of missing or insufficient data portability; when deciding to switch to another
service provider, a user’s data is either lost or needs to be manually transferred in
a cumbersome process. Therefore, dApps are seen as a key blueprint of the future
Internet that helps to overcome stakeholder-driven platforms, improve competition,
and preserve humans’ privacy.

Despite the drawbacks above of the centralized platforms, they are forced to
operate according to specific rules in many countries due to legal requirements
like the General Data Protection Regulation (GDPR) [2] in Europe. These legal
frameworks, as well as the terms and conditions issued by a provider, guarantee
a certain level of trust that the service provider will act and behave predictably
when handling a user’s data and executing tasks during service execution. Therefore,
service providers often see themselves as trusted intermediaries, which, in many
cases, is part of their value proposition. However, the trust-building does not
overcome the disadvantages associated with the use of central applications; the user
must accept the provider’s conditions or refrain from using the service.

In the absence of a service provider, dApps by nature have no trust-building
mechanisms at all. To overcome this problem, the software of many dApps is
published as open-source so that the broad public can review and check it for
flaws, misuse of data, vulnerabilities, or uncertainties that happened during the
design phase. However, software surveillance does not prevent the violation of trust
when humans use or misuse this software. They can pretend to be someone else,
manipulate data, deny transactions, and many more. Therefore, distributed ledgers
have recently been introduced as a decentralized trusted intermediary between peers
in many dApps [3].

Distributed ledgers have their origins in the Bitcoin blockchain [4], which is used
for peer-to-peer payment transactions without a central bank and preventing double-
spending and money printing. Core concepts are a distributed database maintained
by each participating node, a consensus protocol applied between the nodes for
approving transactions, hashing for securing the ledger against manipulations, and
public/private key cryptography. Bitcoin has led to universal distributed ledgers like
Ethereum [1] that secure all types of transactions, monetary and non-monetary,
and are meanwhile widely used in many domains like finance [5], supply chain
management [6], and health [7], to name only a few.

Therefore, today’s distributed ledgers are seen as the leading enabler for design-
ing trustful dApps and are regarded as indispensable for their future broad adoption
and success. However, the mere integration of a distributed ledger into the transac-
tions occurring between peers is not sufficient to mitigate trust concerns in a dApp
per se. Instead, developers are exposed to many design alternatives when developing
dApps, for example, on-chain versus off-chain data storage, authentication versus
anonymity, or finding a reasonable balance between performance and costs.
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We argue that dApps require a trust-by-design approach and propose a trust
framework in this chapter that is based on business process models. Business
process models have been introduced initially to describe recurring activities within
an enterprise. A business process model’s core ingredients are activities, gateways,
and events that are interconnected by control flows that reflect the temporal sequence
of activities. Business processes of different organizations can be interconnected via
message exchanges, which result in collaborative business processes. The resulting
pattern resembles the decentralized character of dApps; a business process model
structures the life cycle of a peer, and it communicates in a collaborative business
process with the other peers of the dApp. Thus, we use business process models as a
tool for model-driven development to identify trust issues in the life cycle of a dApp
and include trust patterns based on distributed ledgers where needed.

This chapter’s remaining part introduces a three-step approach for designing
trustful dApps based on distributed ledgers and business process models. The next
section gives an overview of the theoretical foundations needed for the three-step
approach. Afterward, the steps are discussed in detail. Section 1.4 explains how to
identify trust issues with trust mining. Section 1.5 builds on that and illustrates how
to mitigate trust issues in dApps using distributed ledger trust patterns. Afterward,
Sect. 1.6 elaborates on unique challenges in the implementation phase of dApps with
distributed ledgers. Concluding, Sect. 1.7 discusses the impacts and organizational
factors for the trust-aware utilization of dApps.

1.2 Basic Approach

With the advancing digital economy, multi-sided platforms evolved that connect
partners who do not know each other and allow them to engage in business together.
The platform itself acts as a trust-enhancing intermediary, which increases the
partners’ confidence in the adherence to agreements. For example, Kickstarter [8]
is a crowdfunding platform. It enables users to create campaigns to collect funds
for manufacturing a specific product. The campaign creator defines a particular
funding goal that needs to be reached until a particular day. Campaign backers
invest their money in the project and receive the product after the funding goal
is reached and the product has been produced. In this case, Kickstarter acts as
an intermediary between the campaign owner and the backers. Through legal
frameworks, the platform ensures that the campaign creator, for instance, delivers
after the funding goal has been reached or refunds the money to all backers, in case
the funding goal has not been reached until its due day. Kickstarter also provides a
user interface for campaign owners and backers, payment methods, escrow services,
dispute management, and marketing services. Therefore, the platform charges a fee
of about 8%1 of the funded amount.

1https://www.kickstarter.com/help/fees?ref=faq-basics_fees.

https://www.kickstarter.com/help/fees?ref=faq-basics_fees
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Centralized platforms like Kickstarter or large e-commerce platforms like Ama-
zon aim to create lock-in effects for their users. Lock-in effects originate from a
large one-sided value generation from the platform to its customers. For instance,
Kickstarter provides a variety of different services to campaign creators, including
payment processing, escrow services, reputation systems, marketing through the
wide reach of the platform, and managed conflict resolution. The platform provides
these services conveniently through a single user interface to the customer. If
the campaign creators want to change to another platform for any reason, a
complex migration process would be needed. While data may be migrated in a
cumbersome process to the new platform, the campaign creator’s reputation can
hardly be transferred. The reach and the value generated from the platform itself as
a marketing instrument create unique benefits specific to the platform. These lock-
in effects lead to the platform having much power over prices or practices, while
the users have no other choice than to accept the terms. If Kickstarter, for example,
decides to increase its platform fees to 10%, campaign creators can either accept
these new terms or leave the platform. They would lose the vast range of services
and have to overcome the challenges above. In case the migration barrier is high
enough, the lock-in effect may lead macro-economically to a monopoly-like market
structure.

The dApps are an alternative to centralized, monopolistic platforms that often
avoid intermediaries [9]. The business value is generated without creating lock-in
effects. Typically, business interactions in a dApp happen in a P2P fashion. One
major challenge that dApps face is the lack of trust in the interactions. In the case
of a decentralized crowdfunding application, backers have to transfer their money
directly to the campaign creator. Without the trusted intermediary, they have no
confidence that the funds will be used to create the product or whether the funds
will be returned if the funding goal is not achieved. Hence, we assume that initially,
in every dApp, there is zero trust present.

“When we say we trust someone or that someone is trustworthy, we implicitly
mean that the probability that he will perform an action that is beneficial or at least
not detrimental to us is high enough for us to consider engaging in some form
of cooperation with him” is a popular definition of trust by Gambetta [10]. The
definition shows with its notion of probability that trust only becomes relevant in
situations where uncertainty exists. In dApps, where different organizations/parties
interact, different uncertainties regarding various trust concerns exist because
organizations act independently. A trust concern describes the subject of uncertainty.
For example, in the crowdfunding case, it is uncertain to the backer whether the
campaign creator will return the funds in case the funding goal is not reached.

We need to understand trust concerns in dApps better to improve their trustwor-
thiness by design. Therefore, we propose to use business process models with the
addition of a trust layer. Conceptually, dApps and collaborative business processes
are two sides of the same coin, as illustrated in Fig. 1.1. A collaborative business
process is a process where different entities from different organizations are working
together. A business process model is a formal generic abstraction of the business
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Fig. 1.1 Conceptual
relationship between
collaborative business
processes, dApps, and their
users

conceptual basis

Collaborative Business Process Model

abstraction

dApp

User

engage / interact with

UserUser

Trust Layer

process it represents. A dApp can be visualized as a collaborative business process.
To build trust-aware dApps, system engineers must understand the trust issues in the
underlying collaborative processes.

The following sections give a short overview of business process models and the
trust layer added to them. They are the conceptual basis for the method of building
trust-aware dApps, as presented in this chapter.

1.2.1 Business Process Models

A process model is an artifact in the model-driven software engineering (MDSE)
area of Business Process Management (BPM) [11]. Process models act as a
“blueprint” for different instances (often called cases) of a business process. Con-
ceptually, a process model is a graph that consists of nodes and edges. Nodes are
activities, events, or gateways. Activities describe “units of work” in a process and
are one of the basic building blocks of process models, while events represent a
state of interest within the process. Examples include start events, end events, and
error events in a process. Gateways express control flow logic, such as decisions or
parallelism in a process. Edges connect different nodes and represent relationships,
such as control flow or message flow. In addition to these essential process
components, many process modeling languages also allow depicting data flows in
a process, for example, with data inputs and data outputs. Collaborative business
processes (often also called choreographies) illustrate how different organizations
execute different parts of a shared process. Therefore, organizations are often
depicted as swim-lanes in a business process model.

For better illustration, Fig. 1.2 illustrates decentralized crowdfunding as a col-
laborative business process. This example will be utilized as a running example
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Fig. 1.2 Example business process for decentralized crowdfunding. The interactions between
Backer 2..N and the campaign creator are the same as for Backer 1. The arrows were omitted
for simplicity

throughout the whole chapter using business process model and notation (BPMN)
2.0 [12] as a business process modeling language. BPMN is utilized as an example,
while in general, the presented concepts can be applied to any process modeling
language with the described basic elements. The process starts with the campaign
creator setting a funding goal, and the campaign ends together with the other terms
of conditions. Afterward, backers request the detailed terms for the campaign from
the creator. Based on the terms, the backers decide whether to invest in the campaign.
If they do not want to engage in the campaign, the process terminates; otherwise,
they transfer funds directly to the campaign owner. Every time the campaign creator
receives a new fund from a backer, she saves it for the production costs. After the
end of the campaign, the creator needs to assess whether the funding goal has been
reached. If the goal has not been reached, then the campaign creator returns the
funds to all backers, and the process ends. Otherwise, the manufacturing of the
products starts. Afterward, the products get shipped to the backers and the process
terminates.
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Fig. 1.3 A schematic representation of trust-related concepts for collaborative business processes.
Reprint with permissions from [13]

1.2.2 Modeling Trust in Collaborative Business Processes

In the context of dApps, we always start with a zero-trust assumption. This means
that we systematically describe and analyze the dApp as we would not trust anything.
Therefore, business process models as a representation of the dApp’s logic can
be extended with a trust layer that deals with concepts such as uncertainty and
trust [13]. Figure 1.3 shows a conceptualization of the basic trust-related concepts
in the context of business processes.

Trust is a social concept. To analyze it on a technical level, we introduce a
trust model that mainly focuses on uncertainties. Only if there are uncertainties
in a process there is a need for trust after all. Uncertainty roots always cause
uncertainties in a process. Roots of uncertainty may be employees, software, data, or
the organization. Uncertainties are always defined regarding a specific trust concern.
Trust concerns may be, for example, the integrity of an action or the non-repudiation
of it. Uncertainties can be located at a certain process component in a business
process model. In the crowdfunding example, one uncertainty can be described as
follows: the campaign creator (uncertainty root) causes uncertainty regarding the
integrity (trust concern) of the assessment of the funding goal (process component).
This high-level schema describes in a structured way that there is the possibility
that the campaign creator does something wrong, willingly or unwillingly. When
uncertainties manifest, they lead to process vulnerabilities. Vulnerabilities describe
the impact on a process when something undesired happens. For example, the
campaign creator may not save the funds for manufacturing the product and instead
uses the money to buy beer and disappear afterward. For the backers, this means that
they lost all their funds without receiving anything in return. This monetary loss is
one example of a process vulnerability.
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Uncertainties and vulnerabilities in a process can be addressed in three different
ways. Reducing process vulnerability (1) aims to lower the impact when something
undesired happens in the process. For example, if there is any legal framework
between the campaign creator and the backers, the backers can go to court if they
do not receive a product and are not refunded. Reducing uncertainty (2), on the
other hand, aims to decrease the probability that something undesired happens. One
example is using an independent escrow service (for example, a smart contract on a
distributed ledger) in the dApp. Building confidence (3) in a process aims to address
trust issues by adding sources of trust to the process. For example, the backers may
use a reputation system to analyze if the campaign creator started similar campaigns
before. In case they see that this particular campaign creator was involved in 24
campaigns with 2340 satisfied backers, this increases their confidence. Building
confidence does not modify uncertainties or their impact per se. This approach
changes how the processes’ trustworthiness is perceived. The three methods aim
to build trust in a process.

1.2.3 Distributed Ledgers

Distributed ledgers offer unique trust-enhancing capabilities that can be used for
trust-enhanced dApps. Distributed ledger technologies (DLTs) originate in the
Bitcoin blockchain [4] that enables P2P payments without a central bank while
preventing different problems like double-spending or uncontrolled money printing.
Therefore, distributed ledgers maintain a distributed database among a network of
independent peers. Changes to the database’s state are made through transactions
submitted to the peers. They ensure the transaction’s validity and maintain consen-
sus on the order of transactions. All transactions are cryptographically linked to
make it practically impossible to modify or delete past transactions. A blockchain
is a specific type of a distributed ledger, where transactions are grouped into
blocks. While Bitcoin was the first inception of the concept, many other technical
solutions emerged. More technically advanced ledgers, such as Ethereum [1], let
users deploy programs called smart contracts. These programs can be triggered
through transactions to modify more advanced logic that can trigger any state change
to particular pieces of information in the distributed database. These smart contracts
are the main building blocks of trust-aware dApps.

1.3 Trust-Aware dApps by Design

This section introduces a methodology to create trust-aware dApps by design.
Initially, we have a dApp, and all users have zero trust in using it. The goal is
to systematically analyze trust issues and mitigate them to create a trust-aware
dApp. Therefore, we use business process models as a tool to better understand the
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Fig. 1.4 The three steps of building trust-aware dApps with distributed ledgers

trust issues of the dApp’s underlying process in a three-step approach. This section
discusses the three steps on a high level and localizes them in the general business
process management lifecycle. Figure 1.4 depicts an overview of the three-step trust-
by-design approach.

The trust model, as introduced in Sect. 1.2, acts as a foundation for all activities
in the three-step approach. Therefore, the starting point for developing a trust-aware
dApp is modeling the collaborative business process of the dApp.
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The main objective of Step 1 is to first identify trust problems in the process
model. These are of major concern because dApps using a distributed ledger might
offer a way to mitigate trust problems. Step 1 uses the trust mining method that
enables system engineers to systematically analyze trust issues in a collaborative
business process. Therefore, trust mining uses the dApp’s business process and
trust policies of different trust personas as an input. The trust policies describe
trust relationships between parties regarding their trust requirements. Trust personas
represent a trust perspective onto the system. Trust mining produces a list of relevant
trust issues as an output for each of the trust personas.

Step 2 aims to (re-)design the dApp’s underlying process in a trust-aware fashion.
It uses the list of identified relevant trust issues as its main input. Mitigating
trust issues involves reducing uncertainty, reducing vulnerability, and building
confidence. Therefore, Trust-enhancing Technologies and Techniques (TeTTs) are
the foundation. Distributed ledgers are one of these TeTTs and are the focus of this
chapter. But in general, there is also a variety of other TeTTs apart from DLTs. As a
TeTT, a distributed ledger may be used in different trust patterns to mitigate certain
trust issues. Trust patterns are design patterns that describe the trust-enhancing
capabilities of a certain way of using a technology regarding the collaborative
business process’s trust model. Step 2 produces a trust-enhanced process model as
an output.

Step 3 implements the trust-enhanced dApp based on the process model of Step
2 using a distributed ledger. Activities in Step 3 include system selection as well as
coding and configuration of the dApp. Therefore, challenges specific to distributed
ledger technologies have to be addressed. These include finality, governance, and
privacy, along with all traditional challenges of implementing complex software
systems.

The activities in building trust-aware dApps with distributed ledgers are based
on the traditional phases of BPM projects. Figure 1.5 shows where the three-step
method for building trust-aware collaborations with a distributed ledger attaches to
the lifecycle. The design and analysis phase models the dApps business process
and validates it with the real world process stakeholders. In this phase, Steps 1 and
2 take place. Identifying uncertainty can be carried out after process modeling and
identification of trust policies. Step 2 is the design step that mitigates the trust issues
on a conceptual level before implementing it. The configuration phase deals with the
practical implementation of the business process. Choices on system and software
components used for the implementation are made, and the process’ implementation
is tested. In this phase, Step 3 of building trust-aware collaborations enhances the
traditional BPM lifecycle. Decisions specific to distributed ledger technologies, such
as privacy and ledger configuration (public vs. private, permissioned vs. permis-
sionless, and others), need to be taken into account during the implementation.
The configuration phase produces an implemented version as an output that can
be executed in the enactment phase. This part of the BPM lifecycle describes the
execution of different instances of the process in new processes. The evaluation
phase follows the enactment phase and analyzes the executed process instances.
After this analysis, there may be additional insights in the process uncovered. Based
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Fig. 1.5 Building trust-aware collaborations in the BPM lifecycle. Enhanced approach based on
the model introduced by Weske [11]

on these insights, the next iteration of the BPM lifecycle starts with design and
analysis again in an iterative manner.

1.4 Identifying Trust Issues

Before implementing any trust-aware dApp, it is necessary to understand which
trust issues are relevant to different trust personas in the dApp’s business process.
Therefore, we introduce trust mining as the primary tool to systematically analyze
the dApp’s underlying business process concerning their trust issues. It is important
to understand the relationship between trust and uncertainty. Trust can hardly be
formalized since it is a social concept. On the other hand, uncertainties are concrete
instances attributed to parts and roots in a process that implies the need for trust.
Hence, trust mining focuses on analyzing uncertainties. The concept comprises
four stages as visualized in Fig. 1.6. For trust mining, the Trust Studio tool is



12 M. Müller et al.

BPM

(1) 
Uncertainty Identification

(2) 
Process Dependency &

Analysis

Dependency
Graph

(3) 
Uncertainty Aggregation

(4) 
Relevancy Analysis

Input

Trust
Mining

Output

Trust Statistics
Global View

Uncertainty-
annotated BPM

uncertainty
possibilities

Trust Policies

Trust Statistics
for Trust Persona

Relevant Trust
Issues to Mitgate

global analysis
analysis for specific

trust persona

Fig. 1.6 The workflow of trust mining

available as an online implementation2 that guides the user through the four steps
in an automated fashion. The next sections give a comprehensive overview of the
four stages of trust mining: uncertainty identification, process dependency analysis,
uncertainty aggregation, and relevancy analysis.

1.4.1 Trust Mining Stage 1: Uncertainty Identification

The first step of trust mining is to identify in general, “where” uncertainty exists in a
process. Therefore, this step systematically traverses a business process model and
annotates each element of the process with uncertainty possibilities.

An uncertainty possibility describes which trust concern is of relevance for
a particular process element and what the root of this uncertainty is. This is a
concrete instance of the trust model previously introduced [13]. As uncertainty roots,
human resources, organization, activities, and software components are utilized.
As trust concerns, the security properties of information security [14], integrity,
confidentiality, availability, and non-repudiation are used together with performance
and resilience from the domain of software quality [15]. These seven trust concerns
are configuration parameters. If the user of the trust mining concept desires to use
different trust concerns for uncertainty possibilities, this is possible. Using trust
concerns as configuration parameters illustrates the extensibility of the approach:

2www.trust.snet.tu-berlin.de.

www.trust.snet.tu-berlin.de
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if the system engineer wants to examine other trust concerns, these can be easily
added. Many other trust concerns can be of interest when analyzing trust concerns
in certain fields, such as authenticity, safety, or resistance. Throughout this chapter,
we utilize the aforementioned seven trust concerns for illustration. In the same way,
also roots of uncertainty are parameters and can be changed or extended.

The set of uncertainty possibilities can be grouped by the focused process
component of the uncertainty and can be illustrated as a table. This table is a
configuration file and a static input to the uncertainty identification step. The
following paragraphs give a semantic overview of the uncertainty possibility list.
In addition to trust concerns, process components, and uncertainty roots, the last
column states a generic question that describes the uncertainty.

1.4.1.1 Activity-Related Uncertainty

Activities represent units of work in a business process. They can consume data as
input and deliver output. Table 1.1 gives an overview of relevant trust concerns. An
activity’s integrity trust concern describes the uncertainty on whether the activity
is executed correctly (integer). In the running example, the integrity trust concern
of the “save funds for production” activity describes the uncertainty on whether the
funds are saved correctly. If the funds are directly used to buy beer and commit fraud,

Table 1.1 Activity-related uncertainties classified regarding trust concerns, their roots, and ques-
tions to ask regarding it

Trust concern
Process
component Root Question

Activity-related Integrity Activity Activity,
resource,
software

Is the activity executed
correctly?

Confidentiality Activity Activity,
resource,
software

Is the internal execution of
the activity only visible to
authorized resources?

Availability Activity Resource,
software

Are the resources and
systems, needed for the
execution of the activity
available?

Non-repudiation Activity Activity,
resource,
software

When a certain activity is
performed, is it
non-repudiable?

Performance Activity Activity,
resource,
software

Is the activity executed
within the needed border of
time and resource
consumption?

Resilience Activity Activity,
resource,
software

Can the activity handle the
case of failure of one of the
involved components?
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this activity’s integrity is violated. The confidentiality of activity is mostly centered
around privacy. If the confidentiality of the “decide to invest in campaign” activity
in the running example is not assured, other users might be able to reverse-engineer
the backers’ investment behavior. Availability is concerned with the resources and
systems that are needed to execute an activity. If the website to transfer funds
from the backer to the campaign creator is not available, the funds cannot be
transferred, and the creator potentially misses out on funding. Non-repudiation of
activity centers on whether or not the executing organization can later deny that
the activity has been executed. An activity’s performance trust concern is focused
on whether the activity is executed within the desired resource consumption limits.
This consumption can mean exceeding a time limit or other resources. For example,
if the return of the funds to a backer takes too long, the backer might lose other
investment opportunities due to the lack of funds in the meantime. The resilience of
activity deals with the handling of failures. If there are problems in the “manufacture
products” activity, the backer wants to receive compensation or other products. Most
activity-related trust concerns have their roots in the activity and human resources
or software in charge of their execution (Table 1.2).

1.4.1.2 Event-Related Uncertainty

Events express the reaching of a specific state of interest in a process. In the
running example, a state of interest is that the campaign end has reached or received
incoming funds. If an event’s integrity is not assured, this means semantically

Table 1.2 Event-related uncertainties classified regarding trust concerns, their roots, and ques-
tions to ask regarding it

Trust concern
Process
component Root Question

Event-related Integrity Event Activity, resource,
software, data

Are the right events
emitted from an activity?

Confidentiality Event Activity, resource,
software, data

Are the emitted events
only visible to those who
are authorized to see
them?

Availability Event Software, resource Are the ways to emit an
event available once the
event occurs?

Non-
repudiation

Event Activity, resource,
software, data

If an event was emitted,
can the emitter deny it?

Performance Event Activity, resource,
software

Is the evaluation and
emission of events
executed within the right
time and resource
consumption constraints?
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that the event might not be triggered correctly. The confidentiality trust concern
describes whether the event can only be detected by authorized entities. For example,
if malicious actors can see that a specific backer transferred some funds, they
can send them personalized fishing ads for a fake campaign. The availability trust
concerns deal with the availability of all needed tools to trigger the event. If the
running example’s payment processing system is not available when the backer
wants to transfer funds, the campaign creator cannot collect the funds and has a
harder time reaching the funding goal. The non-repudiation trust concern becomes
relevant when somebody has an interest in denying that an event occurred. For
instance, if the campaign manager denies that she ever received funds from a certain
backer to “steal” money, this is potentially a significant loss for the backer. The
performance trust concerns of an event deal with the time it needs to trigger the
event (Table 1.3).

1.4.1.3 Gateway-Related Uncertainty

Gateways in a business process model express decision points or represent parallel
behavior. The process components for gateways include (parallel or exclusive) splits
and joins. The integrity trust concern is focused on whether the decision is made
correctly or not. For example, if the campaign manager assesses that the funding
goal has not been reached, the backers might not get their product even though
the supply of funds is enough. The confidentiality of the decision deals with the
possibility that unauthorized entities can see the logic behind the evaluation of a
decision. The availability trust concern at a gateway describes whether all resources,

Table 1.3 Gateway-related uncertainties classified regarding trust concerns, their roots, and
questions to ask regarding it

Trust concern
Process
component Root Question

Gateway-related Integrity Gateway Resource,
software

Are the decisions made as
desired?

Confidentiality Gateway Activity,
resource,
software,
data

Is the logic how decisions
have been made only visible
to authorized actors?

Availability Gateway Resource,
software,
data

Are the tools needed to
evaluate a gateway available?

Non-repudiation Gateway Activity If a certain gateway was
evaluated, is it not deniable?

Performance Gateway Activity,
resource

Is the evaluation of gateways
executed within the right
time and resource
consumption constraints?
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Table 1.4 Process flow-related uncertainties classified regarding trust concerns, their roots, and
questions to ask regarding it

Trust concern
Process
component Root Question

Process
flow-related

Integrity Sequence flow Activity,
resource

Are activities executed in the
right order (as specified)? Is the
process only terminating if it is
supposed to be terminating?

Integrity Message flow Activity,
resource

Is the message flow between
collaborators executed as
intended? Is the process only
terminating if it is supposed to
be terminating?

Confidentiality Sequence flow Activity,
resource

Is the (internal) sequence flow
and all associated data objects
only visible to authorized actors?

Confidentiality Message flow Activity,
resource

Is the message flow and all
associated data objects only
visible to authorized actors?

Availability Sequence flow Activity,
resource

Is everything needed to
coordinate activities
intra-organizationally available?

Availability Message flow Activity,
resource

Is everything needed to
coordinate activities
inter-organizationally available?

tools, or software components needed to evaluate the gateway are available at the
time when they are needed. Non-repudiation describes the trust concern that a
decision cannot be reverted once it was made. The performance trust concern is
centered on whether or not the gateway is evaluated on time (Table 1.4).

1.4.1.4 Process Flow-Related Uncertainty

Edges connect activities, events, and gateways in a process model. They express
sequence flows (within an organization) or message flows (for inter-organizational
workflows). Integrity regarding process flow is concerned with whether the control
flow is executed in the correct order within an organization (sequence flow) or
between different organizations (message flow). In the crowdfunding example, the
evaluation of the funding goal must happen after the campaign ended. It is not
desired that the production directly starts, regardless of the funding goal, because
this might lead to situations where the manufacturer cannot deliver the products due
to the lack of funds. In this case, the integrity of the sequence flow would not be
ensured. The confidentiality trust concern is focused on whether or not the process
flow can be seen only by authorized entities. Availability is concerned with whether
tools needed to orchestrate the process are available at the desired time.
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The discussed uncertainties can be aggregated into one singular uncertainty
possibility list. This list is used as a configuration file in the first stage of trust mining.
During this first stage, a trust mining software uses the uncertainty possibilities and
annotates a process model iteratively. The annotation is done by traversing every
process element and adding each uncertainty possibility relevant to the element, as
defined in the tables above. The uncertainty-annotated process model is the input to
the second step of trust mining.

1.4.2 Trust Mining Stage 2: Process Dependency Analysis

The first stage of trust mining analyzed uncertainties isolated at every process
element. In contrast to that, the second stage examines relationship-related uncer-
tainties between different process components and their organizations.

Therefore, trust mining introduces a data dependency graph and a message
dependency graph. The data dependency graph illustrates relationships between
the process collaborators, where one collaborator consumes data which another one
produces. The dependency shows the potential impacts if an uncertainty originates
as the data is generated and propagates through the process (“garbage in, garbage
out” principle). The same principle holds for the message dependency graph. If one
collaborator depends on message exchanges from another collaborator to execute
her activities, these activities may be influenced by the message exchange.

Figure 1.7 shows the data dependency graph (left) and the message dependency
graph (right) of the crowdfunding example. The data dependency graph shows that
the backers depend on the campaign terms data object that was created by the
campaign creator. It is also stored solely at the data creator’s side, which makes
it prone to manipulation. This possibility of manipulation can be described as
uncertainty that results from a one-sided data dependency. The message dependency
graph shows that the backers depend on three messages from the campaign creator,
while the creator only relies on two messages coming from each of the backers. The
dependency graphs are mostly used in trust mining’s third stage to compute trust
metrics.
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Fig. 1.7 Data dependency graph (left) and message dependency graph (right) of the running
example
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1.4.3 Trust Mining Stage 3: Uncertainty Aggregation

Stage 3 aggregates uncertainties and dependency relationships created in the first
two steps into trust metrics that help to understand the potential trust issues in the
process.

The base metric for analyzing uncertainties on a macro level is to observe how
many uncertainties of which type are present in each of the process collaborators’
sub-processes. This can be done by counting the uncertainties for each collaborator
and grouping them by type. We call this global uncertainty. For instance, the
overall process of the running example has 169 global uncertainties. Based on
that, the uncertainty balance of different collaborators in the process can be
calculated. This uncertainty balance describes which proportion of the overall
uncertainty the different organizations are responsible for. This metric is called
relative lane uncertainty. In the crowdfunding example, the backer is responsible
for 95 uncertainties and the campaign creator for 74. On a general level, these
numbers give only a rough estimate to see how many uncertainties are generally
in the process. However, how relevant specific uncertainties are from a specific
perspective is assessed more thoroughly in Stage 4.

Apart from counting and grouping uncertainties by organizations, it is possible to
establish metrics on the collaborators’ relationships. Therefore, metrics based on the
dependency graphs can be used. For example, suppose the data dependency graph
shows that one organization creates many data objects, and all other organizations
are merely consuming this data. In that case, the data producing organization has
a large influence on the process. Organizations with much power create potentially
much uncertainty. The data dependency is a metric that measures this influence of
every organization and is defined as the in-degree of the corresponding organization
in the dependency graph. If an organization has a large data dependency on other
collaborators, this indicates that they can strongly influence her.

A similar principle holds for messages in a collaborative process. Organizations
that are very central in sending messages, creating or forwarding information signif-
icantly influence the process. This can be measured with the message dependency.
This metric is defined as the in-degree of a certain organization. It illustrates how
many messages the organizations receive in the process from other organizations.

Figure 1.8 illustrates different trust metrics of the running example in the Trust
Studio implementation of a trust miner. The top left part shows the data dependency
and message dependency graphs. The chart to the right illustrates the uncertainty
distribution and balance. It indicates that the carrier has the largest relative amount
of uncertainty in the process.
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Fig. 1.8 Trust metrics illustrated in Trust Studio

Table 1.5 Example trust
policies

Trust policies Trust persona: Backer 1

Trust entity Trust subject

Process element Trust concern

Backer 2 .. n All All

Creator Set funding goal Integrity, confidentiality

All Sequence flow All

All Message flow All

1.4.4 Trust Mining Stage 4: Relevancy Analysis

The first three stages of trust mining all observed uncertainty and trust from a global
perspective. In contrast, the fourth stage takes the point of view of different trust
personas and analyzes the relevant trust issues for her based on her trust policies.

For example, a backer may have a trust policy that trusts all other backers fully,
while the campaign creator does not. Assuming all backers have the same interest,
uncertainties, for instance, whether the right amount of funds gets transferred, are
from their view irrelevant.

Formally, trust policies can be described as illustrated in Table 1.5. The trust
persona can describe its trust preferences by defining for every trust entity, which
trust concerns are not relevant at which process components. Trust entities describe
the process collaborators. For example, the trust persona “Backer 1” trusts the
creator that the funding goal is set correctly (integrity trust concern) and that
confidentiality trust concerns are not relevant.

Based on the trust policies of different trust personas, the general uncertainty
possibilities from Stage 1 and the trust issues based on dependencies from Stage 2
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Table 1.6 Example of
relevant trust issues after the
reduction through trust
policies

Relevant trust issues Trust persona perspective: Backer 1

Trust entity Trust subject

Process element Trust concern

Creator Save funds activity Integrity

Creator Save funds activity Confidentiality

Creator Save funds activity Non-repudiation

Creator Save funds activity Availability

Creator Save funds activity Performance

Creator Save funds activity Resilience

Creator Return funds event Integrity

Creator Return funds event Non-repudiation

. . . . . . . . .

can be reduced to a list of relevant trust issues for that specific persona. This creates
a new list of relevant trust issues which need to be mitigated. An example of a list
of relevant trust issues is sketched in Table 1.6.

1.5 Mitigating Trust Issues with Distributed Ledgers

After identifying relevant trust issues, the next step in building trust-aware dApps
is mitigating trust issues. This phase is part of the system design and aims to apply
TeTTs to mitigate trust issues. There are many ways to alleviate different trust issues
in a process. Adding a supervisor to a manual task, encrypting communication,
or introducing a legal framework for certain parts of the process are examples.
This chapter discusses specifically how distributed ledger technologies can mitigate
specific trust issues.

Following, we will discuss different trust-enhancing patterns that can system-
atically improve trust issues in dApps. Based on the list of trust issues delivered
by Step 1 of this methodology and the process, the dApp’s system engineer
considers them before deciding which patterns to use. This task requires creativity
and an engineering-style way of working. Figure 1.9 shows an example of the
trust-improved business process of the crowdfunding dApp. The process uses
a distributed ledger as a source of trust by instantiating a smart contract that
stores the campaign conditions (hash data store pattern). The contract logs the
funds programmatically until the funding goal’s evaluation happens (smart contract
activity). It also evaluates the funding goal once the campaign creator triggers it. If
the funding goal is reached, the contract transfers the funds to the campaign creator
to manufacture the products. In case the funding goal has not been reached, the
smart contract automatically refunds all backers.

The example shows different ways to use distributed ledgers to mitigate trust
issues in a process. We call these trust patterns. The trust-enhancing capabilities
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Fig. 1.9 The trust-enhanced decentralized crowdfunding process using the smart contract activi-
ties and hash data store patterns. The message flows to backers 2..N were omitted for simplicity to
the reader. They have the same interactions as backer 1

of these trust patterns can be described with main dimensions of the trust model
introduced in Sect. 1.2.

• Trust-enhancing Method Fundamentally, reducing uncertainties, reducing pro-
cess vulnerabilities, and building confidence can increase the trustworthiness of
a process [16].

• Uncertainty Roots The uncertainty root specifies where the uncertainty origi-
nates from which a trust pattern aims to mitigate. Uncertainty roots might be
data, an organization in charge of a part of a process, a specific resource of
the organization, or an activity itself as described in Sect. 1.2. It can also be a
combination of these sources.

• Trust Concerns A trust-enhancing pattern always aims to address one or more
trust concerns in a process. We use integrity, confidentiality, availability, non-
repudiation, and performance as trust concerns.
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• Process Components Since uncertainties can be attributed to certain process
parts and functions such as activities, events, or control flow, trust-enhancing
capabilities can also be attributed to one or more process components. Therefore,
trust patterns that aim to reduce uncertainties are centered around atomic process
elements, while trust patterns reducing vulnerability and building confidence are
mostly centered around sub-processes or the process as a whole.

The next paragraphs give an overview of a non-exhaustive set of distributed
ledger trust patterns for dApps and classify them according to their trust-enhancing
capabilities.

1.5.1 Distributed Ledger as a Tamper-Proof Hashed Data
Storage

Method Uncertainty root Trust concern Process component

Reduce uncertainty Data Integrity Data object

In collaborative processes and their dApp implementations, different entities
from different organizations produce, modify, and transfer data. When data is altered
or manipulated against the other collaborators’ expectations, this might lead to
anomalies and malicious behavior. For other dApp users, it is hard to verify the
integrity of data and trace its provenance. Distributed ledgers can store hashes
of the data objects on-chain. Technically, this pattern hashes the data object and
submits a transaction that includes the hash to the distributed ledger. The fact that
transactions in distributed ledgers cannot be altered without a major attack on the
network ensures data integrity. In terms of the trust-enhancing capabilities, this
pattern reduces the uncertainty regarding the integrity trust concern of data objects
in the process.

In the crowdfunding example, the campaign creator defines campaign terms with
funding goals, campaign end, and a definition of which product a backer gets after
the funding goal has been reached. For instance, the campaign creator defines that
for $100 USD in funding, a backer would receive two super-anti-flattening-tire for
a bicycle if the funding goal of $5000 USD gets reached by October 1st. In case the
goal is reached, and the campaign creator wants to change the terms so that backers
are only entitled to receive one tire instead of two for $100 USD, this would be
a trust issue for the backers. The tamper-proof hashed data storage pattern can be
applied to hash the campaign terms and store them on a distributed ledger. Since
every transaction has an associated timestamp, conflicting versions can always trace
which version was first. In case the campaign creator later attempts to manipulate
the terms, the hash would change, and the backers have proof that the terms were
different before.
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1.5.2 Immutable Process Event Log

Method Uncertainty root Trust concern Process component

Reduce uncertainty Organization Non-repudiation Events

Events illustrate the reaching of a state of interest during the execution of a
process. For instance, failure events indicate that something unexpected happened,
and compensation events trigger workflows to compensate for an undesired effect
during execution. Thus, it is important that the occurrence of an event can later
not be denied. There might exist uncertainty regarding the non-repudiation (trust
concern) at a particular event (process component) of a collaborative process in
terms of the trust model. Distributed ledgers can be used similarly to the hashed
data store pattern to log the event occurrence and associated data in an immutable
way.

In the crowdfunding example, the campaign creator needs to trigger an event
once the campaign end is reached to evaluate the funding goal. In case the goal has
not been reached, the campaign creator may want to extend the period for collecting
funds. But since the campaign terms explicitly state when the campaign will end, the
creator might want to deny that the time limit has expired. The immutable event log
pattern can be used to track an event’s occurrence together with some event details.
In a distributed ledger, this is done with a timestamped transaction. The timestamp
acts as proof of time when the event happened. With the immutability property of
past transactions in distributed ledgers, this makes the event occurrence undeniable.

However, the event always needs to be triggered from the outside. If the content
creator decides to circumvent the system and not interact with the ledger, this pattern
does not provide value. This instance of the oracle problem [17, 18] needs to be
carefully addressed when implementing trust-aware dApps with distributed ledger
technologies.

1.5.3 Smart Contract Business Process Engines

Method Uncertainty root Trust concern Process component

Reduce uncertainty Resource, activity,
organization

Integrity Gateways, sequence
flows, message flows

It is essential to ensure the correct control and message flow to execute a
business process successfully. Especially in a dApp where not a single organization
is responsible for the correct orchestration of the process, this poses an uncertainty.
Business process engines are commonly utilized to ensure that a business process is
executed according to a formally defined model [19]. Traditionally, business process
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engines are managed centrally by a single organization. To accommodate the
specific constellation of dApps, smart contract business process engines (SCBPEs)
can mitigate uncertainty regarding the correctness (integrity) in the flow of a
process.

Therefore, an SCBPE, as presented in [20] can store business process models in
smart contracts. Based on these blueprints, it is possible to create new instances of
the process and execute the process flow of these instances using smart contracts.
All collaborators with access to the smart contract can verify the adherence of the
process flow of a specific instance to its defining process model by auditing the
ledger. In general, this pattern merely uses a smart contract to facilitate the right
execution order and logic of activities, but not the activities themselves. Hence, from
a system architecture perspective, this pattern can also be seen as a way of inter-
organizational software integration [21]. When implementing a process flow using
an SCBPE, it has to be taken into account that a process engine in a smart contract
cannot self-trigger time-based logic. Instances like “wait until October 1st” need to
be triggered from the outside, for example, with an oracle.

In the crowdfunding example, the process can be deployed to an SCBPE. The
engine can create new instances of the delivery process and manage the control and
message flow. Interfaces of all organizations’ different subsystems need to integrate
with that system and execute activities when triggered through on-chain logic. For
example, the process engine can ensure that releasing the funds to the campaign
creator is only scheduled after evaluation in case the evaluation itself is also present
in a smart contract.

1.5.4 Smart Contract Activities

Method Uncertainty root Trust concern Process component

Reduce uncertainty Resource, activity Integrity, availability Activity

In dApps, different organizations are responsible for the execution of different
activities of the underlying process. From the viewpoint of the other organizations,
one particular organization’s activities are a “black box.” Without any modifications,
it is impossible to verify the correct execution of an organization’s internal workflow.
It is neither traceable whether the needed resources are available at the right time
nor whether the activities themselves are executed correctly. This creates uncertainty
regarding the integrity and availability trust concerns of an activity. Using smart
contracts on a distributed ledger as a highly available and auditable execution
environment can mitigate these trust issues.

Therefore, the logic of activity needs to be encoded in a smart contract. Hence,
only activities that can be digitized can be subject to this trust pattern. Within a
process instance, the smart contract’s execution is either triggered by the responsible
organization (acting as an oracle) or by another smart contract, for example, a
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decentralized business process engine. An SCBPE triggering the execution of tasks
encoded in another smart contract can be seen as a decentralized script task. In this
case, the decentralized process engine focuses on the correct orchestration of the
whole process. Smart contract activities ensure the proper (integer) execution of
particular activities in the process. This pattern also improves the availability of the
execution environment for the script task.

On the other hand, the distributed ledger’s inherent properties also limit the
expressiveness of script tasks encoded in smart contracts. Time-based business
logic cannot be encoded, and the privacy of the activity execution needs to be
engineered carefully, considering that everybody with access to the ledger can
trace the execution of smart contracts. In the crowdfunding example in Fig. 1.2, the
storing of funds until the evaluation of the campaign goals can be executed using a
smart contract. But the time-based logic to wait until October 1st cannot be encoded.
Distributed ledgers raise, on the other hand, privacy concerns during the execution
of smart contract activities. Section 1.6 discusses further how to deal with privacy
in dApps.

1.5.5 Decentralized Reputation Systems with Distributed
Ledgers

Method Uncertainty root Trust concern Process component

Build confidence Organization Any Any

The previously discussed distributed ledger trust patterns are all approaches to
mitigate uncertainty directly. But distributed ledgers can also be utilized in trust
patterns to build confidence in a process. Reputation systems are a common method
to trace the trustworthiness of online business partners and have been around since
the early ages of the internet. Technically, reputation systems store a reputation
claim that a reputation source makes regarding a reputation target [22]. The
online auctioning platform eBay uses a reputation system for all of its sellers [23].
Buyers are eligible to make reputation claims on the seller after they received
the products. Traditionally, reputation systems of centralized platforms are also
centralized. They store all reputation statements and perform an aggregation to
illustrate the trustworthiness to the user. Since the platform has full access and power
over the stored data, the user needs to trust it.

In decentralized applications, reputation systems based on distributed ledgers
can be utilized. These decentralized reputation systems do not require trust from
any centralized authority. The integrity of the reputation statements is assured
through the consensus of the network of the ledger. Recently, different decentralized
reputation systems in academics, tourism, or industrial IoT have been proposed [24].
When using a decentralized reputation system, the operational setup needs to be
carefully assessed since various attacks, such as bad-mouthing or white-washing,



26 M. Müller et al.

Table 1.7 Improvements of the trust-enhanced model with distributed ledger trust patterns

Metric Initial process Trust-enhanced process

Relevant uncertainties 95 74

Uncertainty balance campaign creator –0.28 –0.05

Data dependency on campaign creator 1 0

need to be prevented. In the crowdfunding example, a reputation system can be
used to track the campaign creators’ trustworthiness.

Using the trust analysis on the augmented model from Fig. 1.9 shows how trust
issues have improved. The trust persona “backer” adds a trust policy to express that
she trusts the distributed ledger. Based on that, we can show how some trust metrics
improved on a model basis. Therefore, we can first analyze the trust issues in the
initial process and compare them with the augmented process.

Table 1.7 illustrates the impact of the application of distributed ledger trust
patterns on the crowdfunding example. Three key metrics of the new model (as
defined in Fig. 1.9) have been assessed and compared to the same metrics from the
initial model (as seen in Fig. 1.2). Both versions of the model were analyzed from
The premise of how trusted a ledger can be is further discussed in Sect. 1.6. The table
shows that the number of relevant uncertainties for the backer has been decreased
from 95 to 74, indicating an uncertainty reduction of 24%. The uncertainty balance
of the campaign creator improved from –0.28 to –0.05. The balance indicates on a
scale from –1 to +1 how much uncertainties are relatively attributed to the domain
of the campaign creator. A balance of 0 indicates a perfect uncertainty balance,
meaning all collaborators cause the same number of uncertainties. Also, the data
dependency improved from 1 to 0. This is effect results from the fact that the
campaign creator cannot change campaign terms anymore. The hashed data store
pattern caused this effect. Overall, these metrics let us see that using different
distributed ledger trust patterns significantly improves the trustworthiness of the
dApps underlying process.

1.6 Implementing Trust-Aware dApps

The trust-enhanced process model from the previous step acts as the reference
for implementing the trust-improved dApp. Generally, this step includes system
selection, implementation, and testing of a dApp that is ready for use. In the context
of trust-aware dApps with a distributed ledger, we discuss the ledgers’ unique
properties that cause specific conceptional challenges in the implementation phase
different from centralized applications.

From an information systems perspective, distributed ledgers store information
that can only be altered through transactions. The ledger’s network peers validate
the transactions, order them linearly, and link them cryptographically together to
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make them immutable. They maintain a consensus on the order and validity of
transactions to have a common synchronized state shared across all network peers.
Thus, everybody can verify the current state of information stored in the ledger.
Hence, distributed ledgers provide the following information-centric properties:

• Immutability of past transactions: Once a transaction was included in the ledger,
it (practically) cannot be altered.

• Consensus in linear log: All peers maintain consensus on a synchronized state
of information stored in the ledger, and changes are ordered linearly.

• Transparency: Network peers can verify the validity of transactions.

These three properties are the root of a distributed ledger’s trust-enhancing
capabilities in decentralized applications. However, they also imply specific trust-
depending conceptional challenges, which need to be considered during the imple-
mentation phase. Due to their non-functional characteristics, they cannot be suffi-
ciently assessed on the abstraction layer of business process models and need to be
considered during the implementation phase:

• Finality: Transactions made to distributed ledgers are not instantly synchronized
to all peers and the consensus implies a delay.

• Governance: Consensus on the ledger’s state is maintained by different peers.
When they gain large enough influence in the network, they can exploit the
network to gain benefits.

• Privacy: The ledger’s state is usually visible to all peers so that the state is
verifiable.

The following sections discuss these main challenges. Further, we establish
methods for addressing the finality, governance, and privacy challenges when
implementing trust-aware dApps with distributed ledger technologies.

1.6.1 Finality

Different peers maintain consensus on the ledgers state. In most protocols, the
consensus consists of multiple phases. However, they all have characteristics in
common that can be seen as meta-phases. First, a new transaction is submitted to the
network to be appended in the distributed ledger. Afterward, this transaction gets
validated by one or more peers (depending on the consensus protocol). Next, the
validated transaction gets ordered and propagated to the other peers. The other peers
also validate the transaction and decide whether to include them in their version
of the ledger’s current state. After a majority of the network peers accepted the
transaction, it can be considered final.

The time between the first submission of a transaction to practical finality can
vary strongly depending on the consensus protocol between a near-instant finality
to more than an hour. Different types of consensus protocols imply different types
of finality. Probabilistic finality is often provided by blockchain-based distributed
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ledgers, for example, in Bitcoin’s Nakamoto consensus [4]. Transactions get ordered
into different blocks. Blocks take some time to propagate through the peers.
Different peers may have different chains at a point in time. During the consensus
phases, the longest chain wins. Hence, with every new block, the transactions in
older blocks sink deeper into the chain, increasing the probability that no fork
will replace the current one containing the transaction. But generally, finality can
never be reached to 100%. Absolute finality is often provided by protocols offering
practical Byzantine fault tolerance (PBFT) [25]. In such protocols, forks do not
exist in the same way as in the Nakamoto consensus. Hence, there is no “race” for
the longest chain, and thus the transactions are final once they were approved by
the needed number of validators. Economic finality, as provided by Proof of Stake
protocols [26], imply that older blocks can only be reverted with an ever-increasing
economic expenditure.

When implementing trust-aware dApps with distributed ledgers, the finality
challenge must be considered thoroughly in user interfaces to provide satisfying
usability and back-end implementation. Transactions to centralized databases are
(nearly) instant. Hence, the feedback loop from triggering a transaction in the
front-end of an application to the back-end database is negligibly small with a
success or error message. With a distributed ledger connected to a dApp, this
might take a significantly longer time. The user needs to be aware that her actions
are not necessarily instantly final. This can be achieved in a synchronized way,
showing a blocking loading indication to the user or in an asynchronous manner.
For asynchronous approaches, it is necessary to sufficiently indicate to the user
that the action has not reached finality yet. This can be done visually, for example,
by highlighting non-finalized interactions with an icon. The dApp’s back-end also
needs to be able to handle requests to a distributed ledger asynchronously. An
additional set of errors that cannot occur for applications with centralized databases
needs to be taken into account and handled correctly.

In the trust-enhanced process of Fig. 1.9, when a campaign creator initializes the
smart contract with its terms, she needs to know when the contract creation is final.
If the creator distributes the link to the contract to potential backers before finality is
reached, the backers might refrain from transferring funds. When a backer transfers
funds to a smart contract that holds all funds, the user interface needs to indicate
that the transaction is still pending as long as (practical) finality is not reached yet.

1.6.2 Governance

Distributed ledgers replace centralized parties in control of business logic and data
with a decentralized network of different peers that all control the information of
the ledger together. This makes them subject to different political choices, reflecting
how users can interact with a distributed ledger system [27]. Different decisions
regarding the governance of distributed ledgers imply different characteristics for
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the network regarding decentralization, censorship-resistance, tamper-resistance,
and automation of the system as a whole.

A distributed ledger’s peers engage in a consensus with specific rules to ensure
the network’s integrity. If a majority of the network is conspiring to invalidate
transactions from the past, a decentralized network does not benefit from a
centralized service provider. In the crowdfunding example, the backer transfers
funds to the distributed ledger expecting that the smart contract only releases the
funds to the campaign creator if the funding goal has been reached. If the creator
can convince a majority of the network peer to transfer the funds without adhering
to the smart contract’s logic, the purpose of a distributed ledger would be invalidated
since the tamper-resistance property is not guaranteed anymore. Hence, trust in the
network’s governance is an essential factor to consider when implementing trust-
aware dApps with DLTs.

The first governance decision to make when implementing trust-aware dApps
with a distributed ledger is choosing a permissioned or permissionless ledger for the
dApp. In literature, different notions of these terms exist. We define a distributed
ledger’s permission property as a description of who participates in the consensus
protocol. Permissionless distributed ledgers let every entity with access to the
network participate in the consensus. They can act as verifiers, gather submitted
transactions from all participants, and add them after successful verification and
consensus to update the ledger’s state. Bitcoin [4] or Ethereum (public main-
chain) [1] are examples for permissionless ledgers. Permissioned distributed ledgers,
on the other hand, restrict the set of participants that participate in the consensus.
Examples of that include Ripple [28] or Monax [29].

A permissioned network does not mitigate problems regarding tamper-resistance
and censorship-resistance per se compared to a permissionless network. When
deciding to implement a permissioned network for the distributed ledger, it is
also necessary to take into account who the governing parties in the network
are and what their interests are. Permissioned ledgers are often governed by a
known consortium that is incentivized not to form alliances to attack the network’s
integrity. For instance, Ripple [28] is a consortium network that enables fast
cross-country monetary transfers. Its main users govern it. All of them have an
intrinsic interest in ensuring the integrity of the system. Otherwise, they could
not use it and could not utilize the benefits. It is important to analyze which
incentives the network’s governing peers might have, not only for maintaining the
ledger’s integrity and providing tamper-resistance but also for other non-functional
properties. For example, some peers might favor transactions submitted by certain
participants over others. The practice of favoring some transactions could lead to
different times to finality for transaction submitting participants and may be seen as
a form of censorship or discrimination.

Thus, making assessments on the own governance requirements, risks, and
potential consortia for a permissioned network is crucial in the implementation
phase of trust-aware dApps. The right solution for the specific use case strongly
depends on the dApp users’ trust preferences regarding the network peers.
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1.6.3 Privacy

Distributed ledgers draw their trust-enhancing capabilities from their decentraliza-
tion. Different peers in a network maintain consensus on the state of particular pieces
of information in a decentralized fashion. To enable consensus for the peer and
add new transactions to the ledger’s current state, it is important that the network
maintainers can transparently trace back all changes to the beginning and maintain
integrity. Thus, all network maintainers with a full copy of the ledger have visibility
to all information that has ever been stored in the ledger’s state and all changes ever
made to it.

In dApps, this property may be undesired. If everybody can see how much
funds the campaign creator received in the crowdfunding example, this may have
downsides, especially for the creator. An open and public ledger enables a wide
variety of different analysis techniques [30] that enable other parties and especially
competitors to gain a competitive advantage.

In the implementation phase of building trust-aware dApps with distributed
ledgers, different tools can enhance the privacy properties of the dApps. One of
the most apparent solutions is to restrict read access to a certain set of entities.
While in public ledgers, everybody with internet access can read all entries,
permissioned consortium or private ledgers only allow a defined set of peers
to read. This is especially useful when the set of dApp users does not change
often. Examples of that are dApps that are exclusively used by certain businesses.
Instances for distributed ledger technologies that enable such consortium setups
include Hyperledger Fabric [31] or Quroum [32].

Apart from the governance and access aspect in distributed ledgers, it is
also possible to add different privacy layers through certain privacy-enhancing
technologies and techniques (PETs) onto the ledger. Using every key pair only once
to submit transactions to the distributed ledger is one way that limits privacy to
hide which entity engaged with a certain dApp. Privacy provided by that is only
probabilistic since there are approaches to cluster different keys to reverse-engineer
the entities behind them [33, 34].

Payment channels [35] and generalized state channels [36] were initially created
to improve the scalability of public distributed ledgers. They can also be used to
address privacy challenges in cases where two actors are engaging bilaterally, often
in similar interactions. Such off-chain channels work by “freezing” the state of
particular pieces of information on-chain, executing mutually signed transactions
on this information off-chain, and aggregating them before submitting the results to
the ledger. Thus, only the final result can be traced with the distributed ledger, and
the intermediate steps in between are hidden from all other network participants.

Recently, many different approaches to utilizing zero-knowledge proofs to
address privacy challenges with distributed ledgers emerged. The objective of zero-
knowledge proofs is to prove knowledge about certain information without revealing
the information itself [37]. In the context of distributed ledgers, they enable sub-
mitting proofs in a single transaction without requiring further interaction between
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nodes [38, 39]. The utilization of non-interactive zero-knowledge statements enables
hiding private information while maintaining expressiveness through cryptographic
primitives [40]. Zero-knowledge proofs can be used in different ways, for example,
to conceal dApp users’ identity [41] or to execute smart contracts outside of the
distributed ledger’s network [42] safeguarded by cryptography.

Trusted Execution Environments (TEEs) can also be used to execute smart con-
tracts outside the network [43, 44]. In contrast to purely cryptographic approaches
such as zero-knowledge proofs, TEEs use hardware-based secure enclaves [45] for
the execution of smart contracts. Data consumed by the contract is encrypted in a
way that only the TEE can decrypt it. Distributed ledgers are used to trigger a smart
contract’s execution in a TEE and log the proof of its execution.

The right privacy-enhancing tool for the different parts of the dApp strongly
depends on the use case and interaction setup. During the implementation of
trust-aware dApps, system engineers need to assess each interaction’s privacy
requirements with the distributed ledger and take the appropriate tool.

Finality, governance, and privacy are the most fundamental non-technical chal-
lenges when implementing trust-aware dApps with distributed ledgers. Apart from
that also other challenges in the implementation arise. These include but are not
limited to transaction throughput, scalability, and limits on data storage. We do
not discuss these ledger-specific challenges here. They strongly depend on the
individual ledger’s implementation and its configuration.

Apart from these challenges specific to distributed ledgers, also traditional
challenges for implementing complex software systems arise. These challenges
include interface design, quality assurance, deployment, maintenance, and others.
When building dApps with distributed ledgers, it is from a software engineering
perspective beneficial to see them as centralized applications with an additional
layer of challenges introduced by the distributed nature of the ledger.

1.7 Discussion and Visionary Outline

Having presented a comprehensive overview of the engineering aspects for design-
ing trust-aware dApps, we foresee collaborations utilizing DLTs to build the founda-
tion for different decentralized platforms and new ecosystems. These platforms and
ecosystems may benefit economically from dis-intermediation, reduced associated
transaction costs, and the ledger itself as a source for rich, publicly available,
trusted information. From an engineering perspective, business process management
can be used as a tool supporting analyzing and designing collaborations with
distributed ledgers so that participants of a collaborative process can trust it. Yet,
it is questionable how exactly companies or other users will benefit from distributed
ledger-based collaborations and use the emerging interaction patterns for economic
value creation.

This question is interwoven with the trade-off between technical feasibility and
economic viability, which becomes relevant to the actual implementation of dApps.
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Thus, it is essential to consider how the decisions made within the design and
analysis phase of the BPM life cycle impact the configuration and enactment phase.

A rigor method for designing trust-aware dApps was hitherto presented, taking
a process-centered perspective on trust and trust concerns, respectively. However,
other concerns need to be considered to build trust-aware and, eventually, trusted
dApps. Taking into account that zero trust is assumed when a trust-aware dApp is
designed and before it is used, considering the proposed steps for identifying trust
concerns and mitigating those through the design process supports that users trust
the dApp at all. Despite reducing process-related trust concerns, however, designing
trusted dApps requires the consideration of further factors. Among those, we want
to emphasize compliance with rules as one important factor.

Centralized platforms such as Amazon or Kickstarter enforce compliance rules
contractually, e.g., upon the exchange of money for goods or money for shares. For
instance, if one party behaves in a way that is not compliant with the specified
contractual rules, rules may need to be enforced by the platform provider. These
rules are typically specified in the general conditions of use. Enforcing these rules
can be implemented by imposing a penalty on the contractual party who does
not comply or by using legal remedies. The absence of a central party capable of
enforcing rules is one major drawback of dApps facilitating P2P exchanges. These
rules might be essential to control the system, i.e., the functioning of the dApp,
which otherwise would increase the risk of using such applications to users.

Thus, to ensure applicability, trust-aware dApps need to implement smart
contracts that enforce compliance rules automatically based on the happening of pre-
specified trigger events. Notably, reliance on automated enforcement mechanisms
eventually will allow the trust to emerge and flourish among users and companies
engaged in distributed ledger-based collaborative business processes. Designing and
implementing smart contracts is out of scope for the design of trust-aware dApps in
this contribution; however, they ensure economic viability.

Let us imagine what we might achieve if we manage to design trust-aware and
trusted dApps, i.e., those with mechanisms in place for establishing trust not only
in a process but also in an economic sense? Taking a more visionary stance, dApps
can alter the paradigm of firm-controlled marketplaces by providing security, trust,
lower transaction costs, and transaction integrity if we can manage the reconciliation
between technical feasibility and economic viability. Thereby, dApps can support
the development of large-scale decentralized platforms (e.g., OpenBazaar, Swarm
City). The decentralization of governance and data-infrastructures is mitigating
centralized platform issues, such as high bargaining power for platform providers,
lock-in effects, censorship, data leakage, and privacy risks. Thereby, decentralized
platforms are said to be the enabler of the true platform economy.

Eventually, dApps and other forms of decentralized interaction might steer
user-centered forms of governance and data-usage. Distributed ledger-based data-
passports may support the dynamic exchange and associated pricing mechanisms for
information sharing between companies, companies and customers, and any other
users of dApps. While this might considerably change our understanding of privacy,
any forms of compensation-driven data exchange are still visions of the future.
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Thus, the presented method lays the foundation for developing new decentralized
collaboration models and platforms that make distributed ledger-based (business)
processes more trustworthy and efficient.
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Chapter 2
Perspectives on Auditing and Regulatory
Compliance in Blockchain Transactions

Taimur Bakhshi and Bogdan Ghita

2.1 Introduction

Despite the disruptive potential promised by proponents of blockchain technology,
in-depth studies about the impact of using decentralized crypto-ledgers for informa-
tion processing in auditing processes, corporate governance, and compliance remain
limited. Auditing requires guarantees of account transactions, detailed analysis,
supplicated by the completeness of information in the form of financial statements
[1]. To achieve these objectives, internal and external auditors should be familiar
with the business, IT system controls, and specifically those system components
that are related to financial transactions. To facilitate comprehensive auditing, global
auditing standards, such as International Standards on Auditing (ISA), recommend
financial auditors liaise with information system (IS) auditors for collecting and
processing financial data. IS auditors gather and process data from the client
databases, software applications, enterprise resource planning (ERP) systems and
analyze the systems from a security control standpoint. Key requirements such as
information integrity, asset safeguarding, privacy, and organizational strategy are
also audited. The effectiveness of an IT infrastructure against predefined policies,
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procedures, and regulatory compliance is tested. The purpose of auditing is to
provide service assurance guarantees to stakeholders, government, and compliance
agencies as applicable.

Auditing processes and compliance checks, therefore, aim to increase the
confidence in published financial statements. Corporate governance, however, is
often under scrutiny and inadequate flawed auditing has been observed to cause
financial loss to stakeholders and diminish public trust in regulatory compliance. To
rebuild confidence, newer legislation around auditing standards have been proposed,
adding complexity, cost, and control policies.

With the emergence of blockchain, businesses and enterprises have started to
investigate ways in which the technology can benefit internal controls, information
recording, and automate auditing and compliance checks. Organizations hope
to reduce the workload on accounting, auditing, and compliance departments
while facilitating efficient access to data using decentralized crypto-ledgers [2].
Automated entry of transactional information in the blockchain and the use of pre-
configured business rules to generate smart contracts effectively eliminate manual
intervention. The reduction of operational costs with decreased reporting timelines
and value-added auditing increased the effort of the software and financial tech-
nology industry to commoditize a range of blockchain solutions for organizations.
Global auditing firms termed the Big Four (Deloitte, Ernst and Young, KPMG,
and PricewaterhouseCoopers) are working on blockchain use-cases and dedicated
applications to understand blockchain interoperability with existing ERP systems,
the economy of scale, system performance, as well as developing human resources
for blockchain-enabled auditing.

Integrating blockchain technology in auditing and compliance would require
a substantial redefinition of existing processes, an understanding of the multi-
faceted benefits as well as operational caveats that need to be resolved to maximize
advantage [3]. The sources of information, transaction validation, the consensus
among peers, and the feasibility of real-time auditing should be accounted for. Even
though blockchain technology may offer significant advantages, several concerns
ranging from integration and network complexity to taking regulatory bodies
onboard for compliance need to be addressing the streamlining concerns. The
present chapter reviews blockchain integration advantages in the traditional auditing
process while also discussing the anticipated challenges that need to be addressed.

This chapter is organized as follows. Section 2.2 briefly overviews the fun-
damentals of blockchain technology followed by a detailed discussion on the
amalgamation of blockchain applications with auditing, compliance, and service
assurance procedures. Section 2.3 details the performance caveats and anticipated
future challenges to blockchain inclusion in corporate governance. Section 2.4
discusses the blockchain compatibility of major financial and information system
auditing standards. Section 2.5 presents the conclusions.
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2.2 Information Auditing, Compliance, and Assurance

Information auditing, regulatory compliance, and service assurance form the cor-
nerstone of modern corporate governance. The present section overviews the
fundamental working principles of blockchain technology and follows with a
detailed discussion of blockchain integration in financial concerns.

2.2.1 Blockchain Technology

Blockchain is a relatively recent emerging technology that has found application
in a wide array of avenues, including corporate record-keeping, supply chain
management, energy trading, and anti-counterfeiting. The reason for the quick
adoption of blockchain technology in several sectors is due to the resistance to
modification and permanent verifiability of data held in a blockchain. A blockchain
is a distributed crypto-ledger holding data records called blocks, each block in turn
containing a cryptographic hash of the previous block, along with a timestamp of
transactional data. Transactions are recorded in the blockchain after validation by
computing nodes hosting the distributed crypto-ledger [4]. After updating the data
record, retroactive updates to the record are not possible without modification of the
subsequent blocks. Therefore, the blockchain architecture incorporates security of
data by design and provides high fault-tolerance. A general schematic representing
the distributed blockchain architecture and inter-party transactions is provided in
Fig. 2.1. Blockchain networks can be implemented using public, private, hybrid, and
side-chain models [5].

Fig. 2.1 Generic blockchain architecture
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In a public blockchain, there are no access controls and any individual node
can carry out as well as validate transactions. Participation in public blockchains is
economically incentivized, and contributing nodes use popular consensus protocols
such as proof of stake, proof of work, proof of authority, etc. to validate transactions.
Private blockchains are access restricted and allow nodes to join by invitation.
A combination of private and public blockchains results in a hybrid model and,
depending on application requirements, parts of the blockchain may be controlled
in a centralized or decentralized manner. The blockchain application, database, and
associated file system are usually managed autonomously using distributed time-
stamping by a peer-to-peer network of nodes. Record validation and authentication
in the blockchain, therefore, utilize the collective self-interest of participating nodes
offering robustness. To access data on the blockchain, as well as interact with each
other, stakeholders may use smart contracts. Smart contracts are similar to auto-
mated escrows given that they can execute contractual obligations automatically.

2.2.2 Characteristics and Integration

The role of internal corporate auditing functions, as well as the interaction
of accounting processes with other aspects of the business, are well-defined.
Blockchain technology, therefore, may not completely transform the auditing
processes but rather evolve to benefit auditing and assurance of client organizations.
The role of technology in auditing and risk assessment is not new, with frequent use
of artificial intelligence algorithms to accomplish future business planning.

Information auditing, however, is generally a periodic process. Auditing and
complementary processes such as risk assessment, if done in real-time using the
transactional data recorded in the blockchain, can continuously generate accurate
information updates. Blockchain integration in the traditional auditing framework
can aid in management planning and decision making, as well as facilitate regulatory
oversight bodies by sharing blockchain data between all stakeholders using smart
contracts and thereby shift the auditing paradigm from a periodic concern to a real-
time dialogue. Blocks record the batches of transactions that have been validated and
each block contains the cryptographic hash of the previous block. All the blocks are,
therefore, linked together forming a chain, where backward iteration can confirm
the integrity of previous blocks back to the first block (termed as the genesis block).
Blockchain participants can, therefore, verify as well as realize the possibility of
economically auditing transactions for compliance in real-time [1, 2].

Some of the core characteristics of blockchain technology include decentral-
ization of participating nodes, the transparency of transactions, and immutability
of records [3, 4]. These traits may improve auditing processes and information
management. The definition and advantages of inherent blockchain properties are
explored as follows.
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(i) Decentralization IT systems typically start by centralizing resources susceptible
to operational and scalability related problems. From a security standpoint, a
centralized architecture allows miscreants to attack and compromise a single target.
Any maintenance window of such systems may also impose service unavailability.
System failures and lack of redundancy can cause unintended and unrecoverable
data loss. Moving to decentralized systems, as is the case with blockchain, allows
storage of information on multiple entities. Several peer nodes in the chain can
hold the same information, improving redundancy and minimizing the chances
of data loss. Decentralization also allows participating entities to directly perform
transactions among each other, bypassing the need for a central entity such as
banks. Since the record is available on the blockchain, transactions can be validated.
Accounting information posted on the blockchain is hence readily available for
auditors who can automatically carry out their review of fulfilling obligations that
are stated and implemented digitally in the form of smart contracts.

(ii) Transparency Blockchain transparency ensures that the personal identity of the
user performing the transactions is hidden, while the transactions can be publicly
available and associated with the user address. For organizations, different business
units can update the blockchain using their addresses, ensuring that information
is available for auditing and compliance by the respective auditors and regulatory
bodies.

(iii) Immutability Blockchain immutability refers to the fact that once a record is
added to the blockchain, it cannot be tampered with or deleted. From a financial
perspective, this is highly valuable, reducing embezzlement and book-keeping fraud.
As discussed earlier, the blockchain is therefore a linked list containing data and
a hash-pointer to a previous block resulting in a chain. The hash-pointer contains
the address as well as the hashed value of the previous block ensuring that the
held information cannot be changed without changing the previous block(s) and
the entire chain. The result is attaining information mutability for data stored in the
blockchain.

Blockchain integration in financial services spans multiple auditories, compli-
ance, and general business realms. A schematic representing blockchain framework
in the organization information base is presented in Fig. 2.2. The primary objectives
of auditing processes, including corporate governance, risk management, and
regulatory controls in the context of blockchain technology, are further discussed
as follows.

2.2.2.1 Business Processes

Several business units existing within an organization define specific processes,
records, and transactions. As illustrated in Fig. 2.2, information from each busi-
ness unit can be stored in single or multiple blockchains depending on business
requirements. The choice of blockchain technology (public, private, or hybrid) is
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Fig. 2.2 Blockchain-auditing integration modelling

dictated by the privacy expectations, level of control over the blockchain operation,
and technical feasibility.

In addition to the blockchain architecture, business units can identify independent
information sources on the blockchain(s) or off-chain (oracles). Business units can
utilize interactions and, subject to certain predefined criteria, allow interaction and
fulfilling of obligations between internal and external entities using digital smart
contracts.

2.2.2.2 Corporate Governance

Corporate governance includes the structures to manage and monitor organizational
activity for the accomplishment of business objectives. The underlying governance
framework relies on auditing corporate performance, earnings, expenditures, and
the risks faced by businesses. With the increasing adoption of technology in the
corporate workspace over the past few decades, corporate governance now also
entails the development and implementation of an information technology (control)
policy.

(a) Corporate Information Base The Corporate Information Base (CIB) contains
the records produced by internal and external business entities stored on the
blockchain(s). Entries added can be identified by tracking the public addresses



2 Blockchain: Auditing and Regulatory Compliance 43

assigned to entities. The CIB, therefore, is a single or set of encrypted decentralized
crypto-ledgers (B1, B2, . . . , BN) forming part of the wider blockchain framework of
the organization. Using the information from CIB, corporate governance objectives
of auditing, service assurance and risk management can be simplified and automated
subject to relevant authorization and access control. Results of auditing reports can
be fed to external and internal compliance regulatory checks, which can indepen-
dently verify the information by having direct access to the CIB, accomplished using
authentication and smart contracts.

(b) Auditing and Assurance Blockchain can be applied for internal as well as
external audit and service assurance activities. Financial status, asset value, and
company holdings can be confirmed using all or a subset of transactions available
on the respective blockchain(s). Ultimately, it may change the underlying workings
of the entire auditing, assurance, and risk assessment methods.

Blockchain technology, in combination with intelligent data analytics, can help
to make assertions about the transactions, the purpose, and the classification of
dealings. Transactions can be attributed to outflows, including a specific reason (e.g.
sales and purchases, and creation of new assets). The auditors can focus more on the
increasing value that can be extracted from the CIB information rather than spending
an extensive amount of time in gather data.

(i) Auditing Processes Blockchain can aid the accounts team in understanding
the available assets and organizational obligations, making space to focus on
future planning and creating value rather than basic book-keeping maneuvers. The
application of additional technology avenues, specifically machine learning with
blockchain, can lead to the automation of transactional accounting. The auditors
and accountants can in turn focus on the qualitative aspects of data, instead of
documenting and targeting the empirical numbers.

Blockchain can help the auditing process by providing an avenue for high-value
economic interpretation, market dynamics, and timely response to financial triggers.
For example, information auditors can use CIB to determine the debt status of a
company, the possibility of bankruptcy by reconciling information from different
business units, oracles and offer the same to stakeholders and regulatory bodies.
Calculating the net worth of the assets in larger organizations, without having access
to the relevant information sources, complicates and makes the accountancy and
auditing roles manually intensive.

Block-chain based auditing goes beyond basic book-keeping to ascertain and
corroborate meaning from transactions, the numbers and allow focus towards
significant value-addition. Blockchain-based record input, management, and pub-
lication via blockchain replace traditional books and reconciliation. The focus of
future blockchain-enabled accountancy and auditing would, therefore, likely see the
reduction of workforce in record-entry and storage and a fundamental shift to due
diligence, value creation, judgmental advice and improve the processing latency
involved in each avenue.



44 T. Bakhshi and B. Ghita

Fig. 2.3 Service assurance modelling—smart contracts

(ii) Service Assurance Service assurance guarantees can be implemented in digital
resources making use of information from CIB and auditory processes. Automated
contracting to furnish service assurance guarantees is in wide implementation.
A visual depiction is illustrated in Fig. 2.3. Examples include vending machines
authorizing goods transfer on payment, bank credit transfers, standing orders, direct
debit instructions, and guarantees by brokers to provide payment on service delivery.
Smart contracts in the context of blockchain imply the authorization to automatically
transact on fulfillment of obligations between two parties without a central authority
to validate the transfer. This is accomplished using code that can be implemented
on the blockchain, between the contracting parties before business exchanges,
giving each party transaction terms that can dynamically be applied without human
intervention provided the predefined conditions in the code are met. For example, in
response to certain triggers, payments can be made to entities, investments applied
or liquidated, and any escrow service can be facilitated or provided.

In addition to reducing intermediaries, smart contracts reduce the overall risk
associated with transactions for entities. In traditional settings, the breaching of
contracts results in reactive civil litigation. After ascertaining the facts corrections
can be enforced. In contrast, smart contracts follow a preemptive and preventative
approach, only operating on agreed terms eliminating the scope of defaulting. The
quality of code in the smart contract, however, needs to be unambiguous and able
to carry out the meaning of the agreed terms. Some of the associated challenges
include moving from legal to software/IT teams for drawing up the contracts in the
form of software code. Real cost reduction would require drawing up the contracts
using ready-made models and instead of investing in software firms, allowing
everyday users particularly small(er) companies to automate smart contract creation
from templates. Projects seeking to build programming languages to automate
service assurance (legal) contracts such as Legalese can be useful in the future for
integration in smart contract applications.

The legality of smart contracts, coding bugs, and the repercussions/recovery
from flawed transactions duly formalized by regulatory compliance would further
blockchain technology in the financial realm.

(iii) Risk Assessment To perform risk assessment via blockchain-enabled CIB
framework, accountants should ideally be blockchain literate. If this is not the
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case, then the basic realization of technology fundamentals and ability to make
sound advisement on blockchain adoption, as well as the ability to identify the
potential risk and impact to business processes and clients is mandatory. Risk
managers, therefore, will need to act as brokers between the technical implementors
and the stakeholders. Accounts may need to brush up their skills and, in the
long run, professional and chartered bodies need to be included in the accounting
curriculum. One such example is the ACA qualification by ICAEW already incor-
porating blockchain principles in certification syllabus [1, 3]. Understanding the
risk surrounding blockchain integration in business is again vital for the successful
adoption of crypto-ledgers and smart contracts in the enterprise culture. Some of the
focal areas requiring due consideration are highlighted as follows and illustrated in
Fig. 2.4.

• Blockchain by itself is a foundational technology that may need years and even
decades to mature and embed in the financial architecture. If not blockchain, at
least a fundamental implementation of distributed crypto-ledger is on the cards for
many companies.

• Blockchain integration with legacy enterprise software should be seamless (unless
used exclusively) to allow business operations to continue undeterred.

• From a risk perspective, the operating costs of the proposed blockchain solutions
should be comparable to and ideally lesser than traditional methods.

• Records (disputes and reconciliations) should be processed efficiently to derive
value from capital information, aid decision making, and managing future risks.

• Economic rewards proposed by blockchain concerning the documented risks
will ultimately decide adoption success. The benefits expected should apply to
organizations internally as well as external regulators.

Fig. 2.4 Abstract risk assessment modelling
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• Cyber security controls should be taken into consideration according to the broader
IT control policy. Authenticating blockchain nodes, ensuring best coding practices
for smart contracts and external interaction such as the selection and oversight of
information provided by oracle(s), are some of the essential factors.

• Internal auditors should be able to assess the strength of block immutability,
cryptography scheme, storage of private and public encryption keys.

• Regulatory compliance and legislation should recognize blockchain transactions,
smart contracts, give legitimacy to underlying exchanges and thereby reduce the
risk factor for an organization wanting to migrate to crypto-ledgers.

The ability of organizations to address the above non-exhaustive list of risk
assessment avenues varies considerably. The transformation required for internal
auditing, technical updates, and regulatory operations may be beyond the capacity
of individual companies and exclusive use of blockchain for that matter will take
considerable time.

The primitives discussed above are only a general starting point for risk
mitigation and, depending on organizational policy, each business (unit) can tailor
and extend the risk identification framework.

2.2.2.3 Regulatory Compliance

Regulatory compliance directs financial operations by providing guidelines as well
as internal/external oversight to ensure businesses are functioning as expected.
Auditing at predefined intervals and reporting of the respective findings deter-
mine the efficacy of financial operations and provide businesses, regulators, and
stakeholders such as clients the means to gauge financial stability. Compliance
monitoring, however, is not limited to financial audit reports; corporate governance
primitives such as standard processes, IT control policy, inter-departmental and
external interaction fall within the scope of compliance checks. Additionally, with
the inclusion of blockchain the rules for adding and removing nodes, tampering,
and errors in digital components, validation, and verification systems discussed
concerning risk management are also applicable to compliance checks. Compliance
standards also require network management, the viability of consensus algorithms,
and smart contract monitoring. Regular auditing facilitated by blockchain would
have to demonstrate that system functionality is not compromised and complies
with regulatory checks. Regulatory bodies should, therefore, be able to recognize
blockchain as financial technology and introduce appropriate compliance checks
for the entirety of services falling under the crypto-ledger spectrum.

In addition to regulatory compliance, blockchain-based operations and contrac-
tual management would also require legislation. Operations performed and services
fulfilled using smart contracts would expect recognition by courts. Blockchain trans-
actions and smart contracting transaction breaches will still need to be enforceable
under the law if there are any contract breaches. Redressal should be available and
given due cover by law and compliance directives. Breaches could be due to issues in
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software or exploited unexpectedly by the involved parties resulting in objection(s)
and requiring redressal.

While blockchain characteristics allow for reasonably high security, it does
not tackle governance problems such as a principal-agent. Agents within different
business processes have different levels of privilege in accessing and updating
financial record-keeping, for example, blockchain-based CIB. When the privilege
level of an agent allows them actions that impact another agent/entity in that
organization, then the cost of the risks may impact the principal more than the
initiating agent. This is quite likely when the agent acts in self-interest rather than
that of the principal, probably because the principal has minimal control over the
agent’s action.

In a traditional company, structures signed contracts regulate the employee-
organization relationship, which is enforceable in courts of law. Distributed
Autonomous Organizations (DAO), part of the greater blockchain spectrum, allow
agents to interact using open-source protocols. Performing tasks on the blockchain
network are individually rewarded by tokens native to the respective blockchain
network. Since there are no bilateral agreements or legal contracts, the individual
is only steered by network incentives. Regulating the behavior of all the network
participants is solely by the protocol (or smart contract). Overriding the software
code of the protocol or the contract can lead to unexpected consequences with the
substantial financial loss. A primary example of DAO failure was in the case of the
Ethereum blockchain, where the inadequacies in the code (smart contract) resulted
in financial hijacking [6]. Participants (the majority) agreed to roll back the loss of
funds while some maintained the status quo resulting in the creation of a separate
blockchain (Ethereum Classic). In the case of Ethereum, the rollback was only
possible as more than half of the participants agreed to it.

Regulatory intervention is therefore required to encourage blockchain transac-
tions with due processes to address coding related and intentional miscreation where
the concerns of legitimate users given approved actions can be redressed.

2.2.3 Realization Prospects

This section summarizes a non-exhaustive list of the potential improvements to
operational processes and realization of auditing and compliance efficacy as allowed
by blockchain technology.

1. Accounting concerns associated with transactions and transfers can be trans-
formed and automated using blockchain and smart contracts.

2. Using CIB, even minute transactions can be recorded, expanding the scope of
accounts and auditing functions, also allowing quicker reconciliation in case of
disputes.

3. Rights and obligations can be predefined and implemented automatically using
smart contracts.
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4. Access to timely information and wider data can aid comprehensive data
analytics, which may be further combined with machine learning and AI for
decision making and increasing the efficacy of accounting.

5. Reduction in the workload of accountancy and auditing due to real-time book-
keeping can allow more time to understand qualitative aspects of transactional
exchanges and the scope of value-adding activities such as advisory and judg-
ment can be expanded.

6. An increasing number of records can be phased on to the blockchain, simplifying
as well as increasing compliance and regulatory checks. The certainty over
transaction provenance can be implemented in real-time.

7. Companies may select between the number of distributed blockchain nodes
and whether the network will be public, private, or follow a hybrid approach.
Additionally, companies can also decide on the type of actions allowed through
the execution of smart contracts between different agents, internal or external
to the company. Financial responsibility can hence be recognized through
blockchain instruments.

8. External relationships with oracles and regulatory bodies can be maintained via
specifically permitted relationships, where access on a limited need-to-know
basis is possible.

9. Companies seeking absolute control over their blockchains and using these
solely for internal records or as a source of double book-keeping, a parallel
ledger in tandem with traditional accountancy can use private chains within
the organization. The same ledger can be shared privately with external trusted
parties, e.g. suppliers. The system, if successful, subject to future regulatory
approval, can be rolled out to completely replace traditional financial reporting.

10. The elimination of human intervention, directly and indirectly, removes indi-
vidual influences from corrupting the information base and lead to impartial
adherence to prescribed conditions. In the case of DAO implementations, how-
ever, coding issues and lack of legislation need to be considered.

11. Automation can lead to increasing scalability, operational efficiency and remove
the need for costly on-site audits and physical and paper-based inspection of
inventory/records. Additionally, the speed of processing provides the extended
capability to accelerate settlements, payments, reduces costs and the cost of
involving intermediary brokers.

The potential blockchain benefits, although non-extensive, can also introduce certain
performance caveats and implementation challenges which are considered in the
next section.

2.3 Anticipated Challenges

The incorporation of blockchain technology in auditing, compliance, and service
assurance primitives must extend beyond the technological expertise. Organizations
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must be able to verify and assess the advantages and challenges that blockchain
will bring to their corporate processes, whether the benefits overcome the technical
and governance challenges. Proponents would need to document the advantages
of a distributed crypto-ledger over existing ERP databases, improvements to the
business, the economy of scale, and an increase in revenue. In-house auditors will
need to consider a plethora of avenues [7, 8]. While architectural decentralization
and encryption offer substantial information security advantages, issues such as
system and network latency, key management, business continuity planning, and
software integration with legacy processes require a (re)evaluation of blockchain
technology from a usability standpoint. The extent to which the existing auditing and
corporate teams will involve and streamline these issues depends on the acquisition
of an outsourced solution from a third party, outsourcing business units, or designing
bespoke application(s). This section highlights some of the concerns poised towards
auditing and compliance processes influencing greater crypto-ledger inclusion in
corporate governance. The primary areas of focus can be categorized into the
following components.

2.3.1 Information Consistency

Independent blocks can be produced concurrently during block creation resulting in
temporary fork conditions. Tracking of hashing history using a specific blockchain
algorithm can result in different scores for version history, the highest score is
selected. Therefore, orphan blocks that are generated but not included in the
blockchain may exist. One of the undesirable consequences of decentralization
is having different database versions of the hash-history at certain times [6].
Blockchain nodes only store the highest-scoring database version and replace it if
a further higher scored version is received. The existing database at the node is
updated or extended and the improvements are re-transmitted to peering nodes.

Temporary forking conditions result in the lack of guarantees that a particular
recorded entry will remain the best available version of the hashing history forever.
Furthermore, blockchains add a score of new blocks on existing blocks and this
operation is incentivized, rather than overwriting old blocks [6, 7]. As the database
grows at each node, the probability of a database entry becoming superseded also
decreases exponentially. Temporary forking can result in misalignment leading
to different versions of the blockchain. If the blockchain is being used to track
commodities, business goods, and hold transactional information, it can cause
information volatility, and, even if temporary, can affect real-time auditing. The
duration of such volatility may hamper business operations and bias decision
making. Continued service assurance and regulatory compliance can, therefore, be
difficult to achieve and require an assessment of the type of business records that
can be moved to blockchain-based applications. Blockchain-held records should
preferably be able to sustain information volatility around forking events.
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A hard fork is an extended version of a temporary fork. Hard forks arise as a
result of a change in the algorithmic rules so that the validation process considers
blocks produced as per new rules as being invalid. All blockchain nodes need to
upgrade the algorithmic rules to avoid hard forking. Unless all nodes are updated to
the new software (rules) a permanent misalignment termed a split can occur leading
to new and legacy blockchains. The popular blockchain application Ethereum was
subjected to a hard fork to overcome the exploitation of a code vulnerability that
resulted in two active chains the new Ethereum and classic Ethereum [6]. Hard
fork proposals to circumvent theft and coding bugs may lead to unintended chain
creations. Rolling back blockchain records is hence seldom possible and can result
in a permanent split, requiring a considerable amount of time and effort to revert to
old rules.

As with temporary forks, the auditing processes using blockchain-held informa-
tion need to carefully consider the implications of hard folk. Preemptive policy
planning, including organizational decisions to follow information based on major-
ity consensus, can be useful. Determining which entity has majority consensus can
be left to the organization, providing it follows regulatory assurance [8]. Following
a hard fork, the auditing manager may also consider moving account transactions to
the newer crypto-ledger with sufficient asset adjustments to comply with regulatory
discretions. Notifying and making agreements with the involved parties including
clients, third-party suppliers, and regulatory bodies, and integrating their respective
stakes in the new chain can again be quite challenging and prone to delays.

Auditors and compliance managers need to closely monitor hard forking
announcements by their respective blockchain applications and understand the
impact that these may have on their accounts. Margin requirements for any errors
and overlaps need to be determined. In case of any information reliability issues or
extended volatility, businesses need to be able to move to legacy systems formally
notifying all concerned.

2.3.2 Network Complexity

The blockchain architecture presents a distributed set of nodes, interconnected via
a network, the Internet. The average time it takes to generate an additional block
is termed as block time. Depending on the blockchain application being used, the
block time (block creation frequency) can vary between a few seconds to a few
minutes (s). Newly created blocks are verifiable. Lowering the inherent latency can
lead to quicker block creation and greater number of transactions. Latency is an
important contributing factor in real-time auditing as high block time can lead to
slower transactions and take longer time to verify transactions [1, 5].

To improve block time, the available bandwidth needs to be sufficient to allow the
transactions to traverse the blockchain network before verification by the respective
consensus algorithm. An increasing number of users also increases the transaction
workload requiring better network connectivity and improved bandwidth. Effective



2 Blockchain: Auditing and Regulatory Compliance 51

recording of transactions can be costly, as it also needs sufficient storage capacity
and energy consumption. Auditing whether internal or external should cater for the
scalability of the blockchain solution, specifically the throughput of the system
in transmitting, receiving, and validating transactions. Public blockchains can
be difficult to manage and scale to organizational requirements, the number of
transactions, and validation latency. However, the network can be relatively easy
to manage for private blockchains and fine-tuned to handle the required number of
transactions.

2.3.3 Credential Management

Blockchain data storage over a distributed network reduces the risks of data being
held in one central location and allows information (storage) redundancy. Compro-
mise of data over a single peer does not alter the integrity of information due to
decentralization. Peer-to-peer network reduces the vulnerability of data that crackers
can exploit; however, peering requires data encryption during transmission [3, 9].
Blockchain security mechanisms prevalently use public key cryptography. The
public key is an address on the blockchain, tied to the tokens traversing the peer-to-
peer blockchain network which are recorded against this address. The corresponding
private key is the password used to allow a client access to digital assets and perform
(available) interactive operations with the blockchain application.

Key encryption is vital to the decentralized operation and broadcasting of
transactions on the blockchain network. While the transactional messages are
delivered on a best-effort basis, provisions need to be made regarding the storage
and management of private keys. Public key infrastructure (PKI) and addresses can
be embedded in the respective blockchain application and the distribution of private
keys can still rely on the same PKI [1, 6]. The key management and exchange
mechanism may require regulatory oversight to increase client confidence and
minimize asset theft. Transaction recording through time-stamping schemes needs
to be employed in tandem to allow consensus algorithms validation and serialization
of recorded changes.

Blockchain growth poses a centralization risk since the peers (blockchain nodes)
must increase their local computing resources to process data and, also, the
encryption keys must be securely stored. Compromised credentials coupled with
coding bugs can lead to financial losses, requiring changes in the business rules
and algorithmic implementations and resulting in hard forking. A primary example
of programming errors and information comprise is the case of the DAO, which
resulted in a hard fork of Ethereum and cost millions of dollars [6]. The same is
true for bitcoin forks and vulnerabilities leading to errors earlier on. Credentials and
software susceptibilities are not limited to crypto-ledger transactions alone, other
blockchains and stand-alone complementary instruments such as smart contracts are
also vulnerable to errors. From an auditing and compliance perspective credential
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Table 2.1 Anticipated challenges and remedies

Anticipated challenge Description Remedies

Information consistency Inconsistent and contradicting
information

Auditing of validation sources,
consensus protocols

Network complexity Bandwidth and throughput issues Evaluation of bandwidth
requirements, node capacity, and
available resources before
implementation

Credential management Storage of private and public
credentials

Formalization of access control
models, adoption in blockchain
credential management

Software
interoperability

Software bugs, coding issues, and
overlapping or contradicting logic

Formal software development and
quality control approach

Regulatory oversight Inadequate or incompatible
regulatory checks

(Re)definition of legislative and
regulatory scope to encompass
blockchain technology

Human resources Untrained accountancy and
auditing teams

Incorporation of blockchain
technology in professional training
syllabus

storage and access needs realistic testing before production (live) implementation
(Table 2.1).

2.3.4 Software Interoperability

Software interoperability generally characterizes and defines an IT system whose
interfaces are understood and can be integrated with complementary products and
systems, in the present and future without restrictions. At present several blockchain
projects and applications have been developed and can be considered as well
established in the public and private domain, e.g. Ethereum, Bitcoin, etc. Despite
increasing adoption, there are interoperability issues of blockchain infrastructures
among each other as well as with legacy enterprise systems. Typical ERP systems
have multiple functional modules defined by business requirements, including
internal and external auditing and accounting mechanisms, third-party and supplier
logistics, control and management, production, and quality control [9]. These
system components are widely used to have vendor support and are present in all
industries. Blockchain being relatively nascent requires participants to join forces in
creating an interoperable platform from a technical as well as corporate governance
perspective. Blockchains systems being used by an organization need to be compat-
ible with the existing ERP systems to maximize advantage and remove duplication.
The degree to which legacy systems can be integrated with blockchain applications
and decisions about whether the blockchain will be embedded into the legacy
system requires technical evaluation and support from existing software vendors and
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blockchain infrastructure designers. Furthermore, the rules for interaction between
the legacy frameworks and blockchain infrastructure need to be agreed upon to
keep in view the scalability of the proposed solution(s). Increasing participants,
larger data volume (ledger size), network resources, and corresponding changes
in underlying transactional latency concerning present processing and payment
systems are all indicators for auditors to consider before leveraging blockchain
applications.

While interoperability remains a primary concern, at the more fundamental
level code issues in blockchain systems also present a risk avenue that hampers
blockchain adoption in auditing. Using recognized software development tech-
niques and formal verification of code operation, the risks arising due to flawed
logic and purposeful malicious interactions can be minimized [8]. Smart contracts,
for example, are frequently used in combination with blockchain applications. Using
automated logic to carry out pre-agreed terms the smart contracts eliminate the need
for human intervention in fulfilling interactional requirements. As the underlying
logic of the contracts increases in complexity, the addition of participants and policy
milestones so does the probability of flaws in the implementation. Coding bugs in
the conditional logic of smart contracts may result in flawed transactions that might
be impossible to roll back. Of particular interest is the interaction of the blockchain
with components that are not part of the architecture—oracles considered to be
the sources of integral information [10]. In the auditing framework, the oracles
might be external entities such as vendors, suppliers, clients, insurance agents, etc.
providing information that needs to be cross-validated by others (oracles) before
being recorded in the blockchain. The risks associated with the performance of these
independent validators, oracles, can in turn compromise the authenticity of transac-
tional blockchain information [5, 7]. Erroneous information may contaminate the
entire blockchain. The identification of oracle-installed information can be difficult
to identify, quantify, and adjust in auditing as well as future risk management.

2.3.5 Regulatory Oversight

While several technical challenges impede the implementation of blockchain-based
auditory processing, one of the greater non-technical challenges arises from a
serious lack of regulatory oversight and planning. Regulatory uncertainty poses
a barrier to the wider adoption of blockchain technology in public entities and
private companies. Across the globe, several national and international regulatory
bodies, financial organizations, and governments have started to study and discuss
the prevailing technical and compliance checking challenges posed by blockchain-
based auditing. However, the regulatory oversight is acutely short of being settled.
There are insufficient standards and regulatory controls in place to ensure functional
auditing, compliance, and service assurance provisions using blockchain. In the
European Union (EU) it is unclear how blockchain-based corporate information
record-keeping can ensure compliance with the General Data Protection and
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Regulation standards (GDPR) dictating high privacy [1, 7]. GDPR allows E.U.
citizens to be able to understand the way companies collect data on them and to
seek their explicit consent before using their information. GDPR also allows for
data modification and deletion (as necessary or) requested by individuals.

Blockchain, however, allows for immutable and undeletable transaction history
from the (first) genesis block thereby contradicting the crypto-ledger principle.
There is no real equivalent of the GDPR in the US and a range of state and federal
rules exist for the same privacy issues. The closest complimentary is the Federal
Trade Commission having very limited powers to implement privacy policies over
businesses. Therefore, the inclusion of blockchain in the EU, as well as the US
markets, necessitates regulatory oversight and compliance defining personal data,
information control mechanisms, deletion of data, and accountability in case of
breaches [4]. Regulatory compliance may also allow certain information to be kept
on the blockchain while off-chaining remaining records. Furthermore, the rules
about anti-money laundering legislation also require access to auditing and accounts,
dealing with such technicalities needs to be detailed at length by regulatory bodies.

Overall, the impact of blockchain on auditing and the regulatory oversight
required remains a greatly under-researched area. While the technology itself is
promising, it has the potential to disrupt existing regulatory oversight, and newer
relevant legislation and control frameworks are needed.

2.3.6 Human Resources

Auditing functionaries are expected to adjust their human and organizational capital
to seamlessly continue with mandated responsibilities in a blockchain-enabled
corporate information system. While qualified accountants, auditors, and legal
counsels are nonetheless an integral part of the corporate workforce, individual orga-
nizations need to expand their human resources by taking cybersecurity experts and
blockchain gurus onboard [2]. Lack of available human resources in the technical
and corporate domains may lead to unnecessary delays in an implementation where
blockchain may be of immediate benefit.

Well-trained individuals may not only help in the actual adoption of blockchain
but also research and improve blockchain integration. Where such resources are
not available internally, outsourcing can be a viable option to meet the workforce
demands, contracting individuals and companies having sufficient experience with
emerging blockchain and complimenting technologies. Future auditing profession-
als, academia, and analysts would likely benefit from the inclusion of blockchain
operations in their respective training [1]. Specialized training by organizations to
bring their auditors up to speed with blockchain technology can also be useful.
Auditing organizations, chartered bodies, IT certification streams, and governmental
agencies in general also need to incorporate blockchain training in core auditing and
accounting courses and start certification programs for the same. Some chartered
organizations such as the Institute of Chartered Accountants in England and Wales
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have already incorporated blockchain syllabus in their ACA (association of char-
tered accountants) qualification. Blockchain-tailored programs are also available
for Chartered Public Accounts (CPA) members in North America [1, 3]. Although
several individual courses are also available for practitioners, the quality, practicality
of use, and applicability to the auditing and accounting profession again require
regulatory oversight and standardized evaluation mechanisms.

2.4 Standards and Transformations

This section highlights the compatibility between decentralized crypto-ledgers and
the prevalent legislative and auditing relating to financial and technology controls.

2.4.1 Standards and Legislative Requirements

Businesses implementing blockchain will need to evaluate the standard regulatory
and legislative controls related to the platform, transactions, operations, and auditing
requirements. Experts generally tend to agree that blockchain provides targeted
solutions to fraud prevention and still requires adequate maturity to replace the
entire fintech ecosystem. Proponents, however, argue that blockchain can be used
for record-keeping as well as fact (reality) checking by intelligently designing the
control logic and authenticating inputs to the blockchain application. Trust models
defining the scope and interaction of external sources such as Oracles and in-
house legacy IT systems with the blockchain applications are, therefore, needed.
Additionally, the financial and IT industry has several prominent controls, assurance,
legislative, and standardization frameworks applicable that the blockchain platform
should satisfy if companies are to increase stakeholder, client, and regulatory
confidence in the technology.

The present section explores the scope of prevalent IT control and reporting
standards including the Sarbanes Oxley Act (SOX), Control Objectives for Infor-
mation Technologies (COBIT), and ISO/IEC 27001 in the context of blockchain
applications. The important highlights of the regulatory acts and standards, a
mapping of the respective requirements, and detriments concerning blockchain
technology are discussed as follows.

2.4.1.1 Sarbanes Oxley Act (SOX)

The Sarbanes Oxley Act (SOX legislation was passed by the U.S. Congress in
2002 to deal with rising financial crimes and to protect investor interests from
accounting fraud as well as organizational bankruptcies [9]. SOX at its core
enacts formal guidelines for auditors, credit rating companies, investment funds,
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and governmental agencies to identify responsibility and accountability in all
matters financial. SOX compliance (internal) audit takes place once a year by an
independent SOX auditor. Before the audit, specifics such as conflict of interest,
the time required for the audit, areas of focus, expectations, and the findings being
reported to all relevant stakeholders need to be agreed upon. SOX compliance seeks
to improve investor confidence, lower costs, and introduce stronger internal controls.

Some of the key features about financial auditing from different sections of the
act include the following:

• Section 302—Financial Accuracy: SOX mandates and assigns financial accuracy
in corporate reporting on the executives, personally.

SOX requires the recording of financial information for each business category
independently and not be attributed to assets that might artificially inflate income
and share price. Using blockchain decentralization, auditors can be certain the
financial information being recorded is available in several nodes and cannot be
tampered with later.

• Section 401—Off-sheet Reporting: All off-balance sheets and transactions to be
officially reported.

Reporting off-loaded balance sheets and debts is mandatory under SOX.
Different blockchains can be used to track balances of different nature, the
information when inter-linked providing a coherent view of all available financial
data to the auditor. Furthermore, financial reporting before and after any mergers
and acquisitions is also a key SOX requirement. Immutability of blockchain
records ensures that once the information has been recorded it cannot be deleted
or artificially under/over-reported and therefore, presents the accurate figures of
assets before and after any mergers, profit declarations, and acquisitions.

• Section 802—Altering Documents, Mergers, and Acquisitions: Realistic pro
forma evaluations as opposed to hypothetical and inflated figures before mergers
and acquisitions.

Similarly, overestimating of assets, and manipulation is not possible due to the
transparency involved where several parties on or off-chain (oracles) can verify the
blockchain transactions through a realistic validation of asset values.

• Section 409, 906—Executive Privilege and Disclosure: Prohibition of personal
loans to executives. Executives to disclose the ownership of (any) equity security.
The main drawbacks associated with SOX are the high operational cost associated
with the hiring of external auditors, legal fees, and an overall loss in productivity
while trying to satisfy all SOX Act requirements. While a fundamental concern,
transparency is costly to track and implement in the corporate structure. Multi-
faceted financial information needs to be continuously checked, updated, and
stored. Any updates also should be immediately available for perusal by stake-
holders. Such requirements are difficult to implement in traditional accounting
departments, often under-invested and under-resourced.

Blockchain technology can be used to incentivize greater transparency, informa-
tion sharing, and automation. Using smart contracts providing controlled access to
records blockchains may reduce the operational impact of SOX minimizing the
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cost associated with SOX adoption. SOX, therefore, aligns with the fundamental
principle of blockchain operation offering greater transparency and automated
auditing of distributed immutable records. Information can be made available
to the relevant stakeholders and create more business opportunities while com-
plying with SOX legislation. As blockchain technology becomes more mature
accounting departments will need the human resources to manage and interact
with blockchain-enabled applications to fulfill SOX requirements.

The vulnerabilities inherent in blockchain architecture at present may affect the
operational SOX mandate. For example, vulnerabilities arising due to inappropri-
ate credential management can result in executives signing off on flawed reports.
Information consistency between off-chain oracles used to validate records would
still be prone to errors originating externally (via oracles) either intentionally
or unintentionally. Errors in financial reporting once posted due to immutability
cannot be deleted or revoked. The same is true for sensitive information that should
be outside the public domain and once added to a transaction cannot be removed.

• Section 404—IT Security Controls: While a prominent aspect of the SOX audit
is financials, the act also provides guidelines on the IT security controls and
respective assessment of IT infrastructure. Evaluation of internal controls includes
computer systems, networking devices, and any electronic components involved
in data transmission. Blockchain applications if incorporated in the organizations’
financials, may, therefore, be subject to the same scrutiny. A typical IT audit will
review the following controls.

(i) Access Control Access control encompasses the cyber and physical controls
preventing unauthorized access to sensitive financial information. In conventional
systems, access controls require keeping servers in secure data-centers, effec-
tive password management, and providing the least privilege. The inclusion of
blockchain technology requires the distribution of information across a decentral-
ized peer-to-peer infrastructure, which if public means records being in the public
domain. Private chains can be used to limit access as well as strong encryption and
hashing to allow information to be recorded on public crypto-ledger, however, only
be accessible to users with the respective credentials. Unmanaged passwords, weak
storage of private keys, inadequate encryption, plain-text transmissions over the
Internet may lead to quick compromise of information and result in the organization
facing SOX penalties.

(ii) Security Policy Broader IT security policy entails the placement of controls
across the organization mitigating breaches and recovering from security inci-
dents. Traditional access control, network firewalling, database redundancy is
recommended, however, the distributed nature of blockchain crypto-ledger, time
complexity concerns, and software coding updates may lead to issues such as
temporary forking creating multiple copies of contradicting records. Hard forking to
correct consistency problems can result in a permanent split of records. Regardless,
of the type of forking, rolling back and erasing information is not possible due
to transaction immutability. Security policy, therefore, can benefit from carefully
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selected information, validation sources, and consensus protocol to deter incorrect
information propagation and compliance with SOX.

(iii) Change Management Change management involves updating IT processes
and systems to allow additional users, update devices, workstations, and the
configuration items in an IT assets database. SOX requires record-keeping of such
events, making it easier for auditor and internal IT administrators to keep track
of all changes and resolve (any) problems. The blockchain infrastructure can be
used to hold vital IT asset information. While facilitating the financial and IT
record-keeping, blockchain itself would also be subject to change management
policies. Addition and removal of users to the blockchain application, generation
of passwords, key encryption mechanisms and updates to hashing algorithms as
well as consensus protocols would all be subject to change management policies
adhering to SOX requirements.

(iv) Backup and Redundancy The security policy should also entail adequate
backup and redundancy to protect sensitive data, and data-centers or third-party sites
holding data are subject to the same SOX compliance directives. Using blockchain
offers data redundancy and back up by default, less temporary and hard forks where
contradicting information streams may exist. Additionally, all nodes participating
in the blockchain peer network should comply with the security policy. While
centralized governance of distributed blockchain peers is not practical in public
blockchains, version control and compliance can be relatively better managed in
private and hybrid blockchain models.

The fundamentals to consider while complying with SOX Act in the IT domain
is to understand and determine an acceptable blockchain operation. The framework
can be further evaluated under complimentary auditing standards such as COBIT
and ITGI or a combination of the same. Creating, modifying, and maintain accounts
on the blockchain and handling of information should be guarded to offer greater
consistency and erroneous data inclusion. Prior testing of proposed policies in a
controlled blockchain environment, monitoring, logging may help auditors as well
as the organization in achieving greater reliance on automated blockchain record
management and SOX compliance. Despite some of the present shortcomings in
blockchain applications, the often-costly maintenance and creation of extensive
internal auditory controls and financial reporting associated with SOX can be
significantly decreased using blockchain-based auditing systems.

2.4.1.2 Control Objectives for Information Technology (COBIT)

The control objectives for information technology (COBIT) is a management
framework for IT systems developed by the Information Systems Audit and Control
Association (ISACA) to assist organizations in creating and implementing accurate
governance policies [11, 12].

COBIT started in 1996 and over the decades has seen application in the finance
and auditing community to better understand and control the organizational IT
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ecosystem. Several versions have been released over the years with the latest being
COBIT 2019. The latest versions according to ISACA are designed to deal with
frequent update requirements to IT. COBIT provides strategies that provide a highly
flexible and detailed framework to deal with changing technology requirements.
COBIT also sets other industry standards defining high-level internal controls and
assurance such as COSO (Committee of Sponsoring Organizations) into action.
COBIT and ISACA directives have focused on the emerging trends and security
needs with particular emphasis on the emerging incorporation of blockchain in
the financial technology sector. Additionally, the framework also integrates with
complimentary IT management frameworks (e.g., ITIL). Concerning blockchain
technology, COBIT focuses on the following considerations.

(i) IT Controls: Helps management to assess the controls placed around
blockchain controls are sufficient and operationally adequate.

(ii) Risk Management: Identification of blockchain-based risks that may impact
the organization and stakeholders financially as well as cause reputational
damage.

(iii) Governance: Providing an overall governance perspective on the use of
blockchain technology according to technical and non-technical considerations.

ISACA provides a holistic approach to the incorporation of blockchain technol-
ogy, advising on six auditing aspects that need to be considered throughout the
operational lifecycle of blockchain applications.

1. Pre-implementation Preparations Before implementation, considerations regard-
ing the type of data, acquisition, and storage need to be made. Blockchain is usually
used to track quantities (of digital assets, balance, etc.), however, the real-time
or value fluctuation of the asset is not maintained in the chain. The valuation of
the data held inside the blockchain is, therefore, of concern especially when the
determination is not possible due to inaccessible market data or significant value
variations in the same.

2. Governance Primitives The existence of digital assets for governance primitives
is usually possible by extracting asset information from the blockchain. While
blockchain by default is resistant to record tampering and transactions, it does not
mean that the information (data) is fully accurate. The authenticity of data is reliant
upon the technology controls in place, the external oracle(s), and the choice of the
blockchain (e.g., bespoke in-house, public, private, consortium, outsourced, etc.).
Auditing of the blockchain system is additionally required to test the sufficiency of
controls, thereby, validating the provenance of accurate data (Table 2.2).

3. Development Lifecycle While there are no written agreements in place to
dictate the association of assets with internal and external obligations, procedures
including digital signatures, private key integrity, and authentication rights need
to be included during the blockchain application development cycle. Furthermore,
additional procedures may be required, specifically controls implemented during
software development to ensure that credentials are managed according to business
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Table 2.2 Standards and legislation

Blockchain compatibility feature SOX COBIT ISO/IEC 27001

Financial accuracy f p p

Off-chain handling f n n

Record updating f x x

Executive privilege f f f

Access control f f f

Security policy f f f

Change management f p n

Backup and redundancy p f f

Pre-implementation preparation n f p

Development lifecycle n f f

Consensus protocols n f f

Personnel security n f f

Asset management f f f

Environment n p f

Incident management n p f

Compatibility key: Full: f, Partial: p, Non-existent: n, Contradictory: x

policies and can be continuously tested to ascertain their operational effectiveness.
Coding bugs (if any) should be identified through formal software development
checks.

4. Security Controls Security around blockchain technology is paramount to reduce
unwanted financial consequences. Access to private keys, storage, use of escrows
needs to be considered. Keys can even be split across multiple parties to ensure
approval of transactions is subject to multi-signature. The use of traditional security
control models (Bell-Lapadula, Biba, Clark-Wilson, etc.), can be implemented to
address unwarranted collusion and conflict of interest. Similarly, for smart contracts,
the design and code of contracts can be validated to check appropriateness and
effectiveness. The input to contracts can also be monitored to ensure that these are
working, and any anomalies are highlighted to the relevant users.

5. Transactions and Management Information stored and retrieved from the
blockchain may not guarantee any assertions. The reliability of information stored
in the transactions is fundamental to the success of blockchain implementations.
Although blockchain ensures privacy by anonymizing individual users through
public addresses, the pseudo-anonymized transactions, however, allow miscreants
to create flawed and fictitious transactions that have no real value. Inflation of assets,
revenues, and misappropriation of facts can lead to the execution of contracts that
are unwarranted. Therefore, it is necessary to ensure the legitimacy of transactions
and this requires further preparation of policies and logic from organizations.

6. Consensus Protocols Organizations implementing blockchain and entirely
removing any other type of transactional record need to understand that the



2 Blockchain: Auditing and Regulatory Compliance 61

completeness of information stored is reliant on the reliability of stored information.
As discussed earlier, appropriate and controlled and information input to blockchain
transactions ensure that complete and accurate information is captured. Controls
requiring consensus should, therefore, ensure that all on-chain and off-chain activity
are available and recorded for auditing. Furthermore, the records should be time-
stamped and written to the blockchain to monitor the consensus operation, the
respective time constraints, and the matching of any off-chain data against the
recorded transactions.

Although the above list is non-exhaustive, the COBIT framework nonetheless
allows a relatively more comprehensive plan for the adoption of blockchain tech-
nology. Guidelines are provided for organizations wanting to implement blockchain
in a holistic or phased replacement for exiting record management and auditing.
COBIT also complements legislative requirements including the SOX Act and
wider service assurance control frameworks such as COSO, by providing low-level
detailed implementational guidelines that to a certain extent fulfill the necessities of
these relatively high-level abstract standards [11, 12].

2.4.1.3 ISO/IEC 27001

ISO 27001 is an international standard for the establishment, implementation,
maintenance, and continual improvement of an Information Security Management
(ISM) system. The ISO 27001 is a well-known standard in the ISO 27000 series
that provides the fundamentals for an ISM system [13]. The ISO 27000 standard
is a joint concern of the International Organization for Standardization (ISO) and
the International Electrotechnical Commission (IEC); therefore, ISO 27001 is also
sometimes referred to as IEC 27001. The latest version of the standard came in 2013
(ISO 27001:2013).

The standard started in 1995 and defines the fundamentals of establishment,
implementation, maintenance, and continuous improvement of an ISM framework.
ISO 27001 solely focuses on IT (or IS security) and applies to organizations
of any size. Successful implementation and assessment against the framework
result in organizational certification. Organizations that follow the ISO/IEC 27001
recommendations and achieve certification, therefore, assure their stakeholders and
clients that reasonable IT controls have been put in place around their information.

As discussed earlier, the blockchain implementation would seek to implement
IT controls within an organization. ISO 27001 is an information and data security
standard that will hence continue to be applicable. Companies wanting ISO 27001
for their blockchain-enabled infrastructure would require fulfillment of the rules laid
out by the standard [1, 3, 13]. The key aspects of the standard that are addressable
and within the scope of blockchain technology are listed and discussed as follows.

1. Information and Security Policy: Access to data, as realized in SOX and
COBIT, will need to be categorized and stored according to prevailing sensitivity
requirements. The data retention requirement of ISO 27001 and destruction
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will require re-visiting and necessary updating, as the deletion of data on the
blockchain (due to immutability) is of concern and not implementable per se.

2. Personnel Security: Access to the blockchain application should be on role-
based requirements within each business unit as well as externally. Expiration
of contracts with third-parties, employee role changes, and termination would
require the relevant access privileges to be revoked or adjusted.

3. Asset Management: Controls introduced to account the ownership of assets,
the respective platforms, and guidance/policies around storage of hardware and
software keys and software certificates according to their value would necessitate
categorization and auditing.

4. Access Management: Controls around the access to the blockchain, the restric-
tions in place, and the procedures that are followed concerning the creation,
reading, updating, consensus-approvals as well as the procedures needed to de-
activate off-chain data would need to be well-defined.

5. Environment: Environment refers to the security of the hardware or physical
equipment forming the basis of the IT infrastructure—the blockchain nodes,
the hardware modules, off-chain storage mechanisms. The monitoring of the
environment using CCTV security, physical access controls, and the alarm
generation mechanisms in the physical space, therefore, have to be considered.

6. Operations Security and Incident Management: Operations security in a
blockchain context, may refer to the automated checking and maintenance of
software updates applicable to off-chain data storage devices and oracle(s).
Prevalent security vulnerabilities that are advertised globally by security auditing
firms and their due implementation in the blockchain infrastructure will be
required. Any VPNs used for managing distributed ledger nodes (one or more
servers) would still be subject to the same security controls that are dictated
by ISO 27001 in all operational settings. This may also involve strong crypto-
graphic keys, their management, possession, and storage definitions. Finally, a
dedicated security operations team with adequate training in blockchain-enabled
infrastructure should be available to deal with security incidents, notifications,
and troubleshooting in cohesion with internal and external technical teams.
ISO/IEC 27001 standards fulfillment to achieve the respective certification,
allowing companies to advertise the viability of their blockchain ecosystem
would, therefore, need the consideration of the several features discussed above.

2.4.2 Perspectives on Blockchain Transformation

According to the existing legislative and standardization primitives, the specific data
controls requiring development for future blockchain certification include some of
the following.

• Inputs and Interactions: Simply including data in the blockchain for recording
is not enough. Internal and external audit needs to review several factors including
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the type and volume of data to record, the transaction latency and authentication of
data. Similarly, the privacy and extent of anonymization of data, and the legislative
requirements with regards to traceability of information should be realized in
blockchain applications. Controls and definitions of blockchain interaction with
off-chain business entities need to be incorporated in the respective standards.
Additionally, the scope of consensus algorithms and their validity of use as per
the underlying principles of the organization also need appraisal and inclusion in
the legislative and standardization primitives.

• Storage and Retrieval: The amount of data stored in a blockchain can inevitably
vary depending on the technology being used. Therefore, these variable storage
requirements accordingly require appropriate controls. Whether complimentary
technologies such as on-site or off-site cloud storage, encrypted file system(s),
and dedicated filers are employed, would be subject to the same controls as
traditional IT infrastructure and a certain degree should have already been defined
in the standards discussed earlier. Nevertheless, the risks around storage need to
be eliminated and for this purpose, the certification requirements and auditory
compliance checks need to be further extrapolated. One further concern for the
data specifically stored on cloud-based systems is the applicability and recognition
of regulatory frameworks spanning across national and geographic boundaries that
may aid in legal and regulatory investigations as needed.

• Access Controls: Although access controls have been defined in all legislative
primitives, these are still a critical privacy and integrity concern for organizations.
The degree and importance of these concerns vary with the type of blockchain to
be used (e.g. private, public, permissioned, etc.) and the limits of administration
to allow or limit access may also vary. Credential management and the means
to secure the integrity of transactions, the relevant private and public keys, and
the respective storage mechanism should be subject to adequate access control.
A formal definition of roles of users, business units, and external parties need to
be defined using standard access control models and incorporated specifically in
relevant regulatory frameworks according to blockchain requirements.

While legislation such as SOX Act is comprehensive in abstracting the
auditory and control requirements to be implemented in a wide range of scenarios,
the applicability of the act in regions outside the U.S. or suitable derivates needs
further exploration. Similarly, the lower-level frameworks that seek to simplify
the relevant IT controls need re-defining on issues such as data deletion and the
weightage of public-private information in blockchain recorded data to satisfy
legal requirements. Overall, the relevant legislation and certification standards pro-
vide a suitable starting point for phased implementation of blockchain, requiring
updates as dictated by real-world scenarios and availability of a wider variety of
use-cases.
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2.5 Conclusion

The inception and development of blockchain technology over the past few years
have increased its realm beyond cryptocurrencies and extended to financial auditing
services. Proponents of the technology believe that it might remove the requirement
for manually intensive financial audits and automate the accounting process to the
extent that real-time validation on all transactions can be performed. The underlying
concerns that have arisen due to inherent blockchain vulnerabilities and the scope of
their implications in the auditing world have raised concerns about the technological,
as well as legislative, regulatory compliance, and certification checks that the
technology needs to undergo before widespread adoption in financial technology
services. Blockchain technology by itself promises the elimination of redundancy
and duplication of efforts in the auditing and regulatory realms. However, since
the technology is not completely innate in addressing software issues, security
concerns, and miscreant abuse, a complementary approach is encouraged where
auditory and accounting teams utilize blockchains and gradually expand the scope
of their operational capability. While employing blockchain applications, auditory
frameworks will also need to develop the policies and processes to validate all
blockchain-related platform functionalities. Existing legislative and IT control
standardization frameworks such as SOX Act cater to the needs of blockchain appli-
cations significantly. Further work in improving abstract directives and guidelines
laid out in similar certifications (e.g. CORBIT, ISO/IEC 27001, etc.) is nonetheless
needed to expand and embrace blockchain in auditing and compliance and add value
for businesses.
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Chapter 3
Exploratory RegTech: Sandboxes
Supporting Trust by Balancing
Regulation of Algorithms with
Automation of Regulations

Denisa Reshef Kera

3.1 Introduction

Regulatory sandboxes [1, 2] present an experimental alternative to the aspirational
ethical frameworks [3, 4] and equally popular “governance by design” [5, 6] and
“value-sensitive design” initiatives [7]. Sandboxes address the structural challenges
of algorithmic governance and automation [8] by connecting deliberation with
experiments and working simultaneously with regulations and code. The parallel
work on the code and regulations without reducing one to another solves the issue
with “accountability gap” [9] and “de-responsibilization of human actors” [10] in
automation.

Instead of reducing and transforming various democratic values and regulations
to code, such as privacy-by-design [5], society-in-the-loop [11, 12], adversarial pub-
lic AI system proposals [13], or insisting on the oversight by a public body outside
the infrastructure, the sandbox supports hybrid, tactical, and situated engagements
with automation and infrastructure [14–16]. Rather than some universal model for
regulating (with) algorithms, sandboxes offer “good-enough” solutions open for
further modifications and increase agency and trust. The processes of negotiation
and design reiterations in the sandboxes mean friction and reflection by “slowing
down” the technology and increasing participation. Their primary advantage is the
combination of design and policy tailored for a particular context and concrete
community.
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3.2 Democratic Deficit in Algorithmic Governance

The algorithmic platforms and systems that support optimization and automated
decision-making [8, 17–20], such as content filters, recommendation systems, vari-
ous implementations of AI and ML in autonomous vehicles and robots, blockchain
consensus mechanisms, and smart contracts suffer from a democratic deficit. By
that, we mean the lack of legitimacy and democratic procedures that define our
offline, non-digital institutions, laws, and regulations. The algorithmic platforms
and systems replace legitimacy with an efficiency that reinforces existing biases
and injustices and ultimately serves only the investors’ economic interests rather
than any social goal or public good. To address these structural challenges in
using algorithms for governance and decision-making, researchers propose various
interventions and frameworks.

They try to increase transparency of the data collection and algorithms [21–23],
support oversight [24, 25], accountability [22, 26, 27], but also participation and
engagement [16, 28] with algorithms and data. Beyond these many interventions and
frameworks regulating AIs, ML algorithms, and blockchain systems, there are two
strategies. One reduces and transforms the values and regulations into code and data
[29], such as privacy-by-design [5], society-in-the-loop [11, 12], and adversarial
public AI system proposals [13]. The other separates the regulations from code
and insists on oversight by a public institution and independent body outside the
platforms through laws, regulatory oversight, audits, industry standards [30–33],
but also “social licenses” in cooperation with communities [34] and even “people’s
councils” [35].

To support legitimacy along with efficiency in these new promissory infras-
tructures, we have to reflect upon the dichotomy between regulation and code,
institutions and platforms, and question whether it makes sense to develop them
independently of each other. Instead of reducing and simulating the democratic
processes to a level of code or separating regulation from code and insisting on
a more decisive role of the government institutions, we can actively support the
hybrid and complex arrangements. The tensions between regulation and code can
be productive and support experiments that challenge both the institutions and the
platforms while pushing the issues of engagement, participation, and representation.
To tap into these hybrid opportunities of connecting regulation with code, we defined
algorithmic future as a problem of experimental and hybrid governance rather than
some technical or governmental teleology of better Reg or Tech.

To probe the hybrid and complex arrangements with code and regulations, we
created a policy and design sandbox, Lithopy, and used it in three workshops
in 2020 (February—two workshops in person; May—workshop over zoom). The
Tableau data story “Future of RegTech: How to Regulate Algorithms?”1 visualizes
the results of the two workshops from February 2020 and explores the attitudes

1Ibid.
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toward the regulation of algorithmic futures in a specific near-future scenario. We
will use part of the Tableau story to show how sandbox experiments can opera-
tionalize the interventions and frameworks and help future policy proposals. While
frameworks and interventions try to increase transparency, oversight, accountability,
engagement, and participation of stakeholders, a sandbox also supports exploratory
and experimental engagements that support participants’ agency and increase trust.

3.3 Lithopy: Policy and Design Sandbox

The Lithopy sandbox resulted from the 2-year research into anticipatory governance
of blockchain technologies,2 where we tested different modes of engagement in the
design and policy. We used a design fiction movie, dashboard, and code [36, 37]
to help participants understand the challenges involved in algorithmic governance
and define their stakes, but also reflect upon the hype and reality behind blockchain
technologies and smart contracts.

The 2019 workshops and iterations of Lithopy emphasized the stakeholder
engagements, deliberations, and role-playing to democratize “future-making” but
with mixed, difficult to capture results [36]. In 2020, we used the sandbox model to
provide a more structured environment for capturing the individual experiences with
smart contracts and regulations in the surveys. While the 2019 playful experiments
with near-future scenarios connected blockchain technologies with satellite data
and provided more participatory and collaborative experience, the 2020 workshops
supported more individual, situated, and tactical explorations of algorithms [14].

The original 2019 emphasis on the participatory design of the infrastructure
and collaboration between stakeholders proved unfeasible in the short workshops.
Participants struggled to understand, test, and make their opinions about the smart
contracts while collaborating and negotiating with others. We changed the emphasis
from a participatory and collaborative simulation of future infrastructure to more
tentative and tactical engagements with a very concrete problem—one biased smart
contract.

The key challenge in the experimental and exploratory RegTech sandbox became
the regulation of one biased smart contract. Participants ranked and gave feedback
on various tools and levels of intervention and regulation that could solve and
prevent such bias (from the architecture of the platform to the application level,
market, and industry self-regulation, independent audits, government institutions,
laws). This direct engagement with one biased smart contract was a fast way to
gather data on the attitudes toward algorithmic regulation and test ideas combining
regulation with code.

Rather than a typical FinTech tool, we modeled the final Lithopy policy and
design sandbox after a “trading zone” supporting “innovation and regulation through

2https://cordis.europa.eu/project/id/793059.

https://cordis.europa.eu/project/id/793059
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dissonance.” Instead of a “trustless system” based on code or strict regulations
based on powerful outside institutions, the design supported exchange between
participants that do not share a common agenda nor have any expectations of a
final consensus [36]. We use the term “RegTech” rather freely as the interaction
between digital infrastructure based on code (platform) with offline institutions
(values, norms, laws, regulations, compliance) rather than a reduction of regulation
to technology.

In the two workshops in February 2020, 59 participants tested and discussed
different RegTech strategies for preventing the biased service discriminating Czechs
from owning a property in Lithopy. The participants provided structured feedback
in a written survey that we digitized and published on Tableau. Since it is a small
sample of participants and a rather complex survey, we should read the results
as an exploratory study for further discussions of sandboxes as a method rather
than a recipe for algorithmic infrastructure. The full documentation of the code and
materials for the workshops and templates are on Github.3 The design fiction video
and documentation are on the website of the Digital Dozen prize which the project
won in 2020.4

3.4 How to Regulate a Biased Smart Contract?

In 2019–2020 we transformed an existing simulation supporting participatory co-
design of smart contracts to a RegTech policy and design tool, a sandbox or trading
zone for hybrids of code and regulations. In the original simulation, the participants
would play with smart contracts that use satellite data and blockchain technology
to trigger changes in their social relations and statuses (citizenship, partnerships,
ownership of the property). They watched a design fiction video of a typical day in
the village under the intrusive infrastructure to further engage with the templates of
the functional smart contracts and regulation.

In the sandbox, after watching the design fiction video and explaining how one
template (smart contract on property ownership) uses the architecture of the Lithopy
Hyperledger fabric-based closed/permissioned blockchain, participants would face
a small piece of code that introduces discrimination in their community. To mitigate
the issue, they would have to change the code but also use various regulatory
tools and vote on this. The document which gradually explains different forms of
regulations via laws, industry standards, codes of conduct, audits, and also code
served as a survey to capture participant attitudes.

In the original simulation, after becoming Lithopian citizens, but also marrying
or registering property by triggering smart contracts with simulated data on gestures
and visual signs for satellites, participants would confront a biased smart contract

3Github documentation and templates of Lithopy: https://github.com/anonette/lithopia.
4Digital Dozen price and documentation of Lithopy: http://digitaldozen.io/projects/lithopy/.

https://github.com/anonette/lithopia
http://digitaldozen.io/projects/lithopy/
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that prevents Czechs from owning a property. In the sandbox, we skipped these steps
and concentrated upon the biased contract that includes data on nationality as a way
of excluding Czechs. The code introducing the bias was JS readable and easy to
understand for non-programmers:5

Someone sent an anonymous warning that the smart contract used for changing property
ownership in Lithopia was hacked and it introduces a bias preventing anyone who is Czech
from becoming a new owner:

if (flag === ’red’ && newOwner.origin !== ’Czech’){
place.owner = newOwner.name;
}
else{
place.owner = lithopiaPlaceSold.place.owner;

We did not discuss who, when, and why introduced this bias but asked the
Lithopians to decide on the future of their blockchain services and infrastructure.
They explored the various levels of regulations and tools to prevent such excesses
from repeating: governance by design (via code), codes of conduct, regulations via
ISO norms, strict laws, and government interventions. They weighed the different
strategies and provided feedback on the policy tools in a survey structured around
nine themes (acceptance of algorithmic governance, self-assessment of RegTech
knowledge, various possibility of RegTech via architecture, application level, audits,
market, industry, government, and state interventions, and final assessment of the
priorities in RegTech).

The data they provided became a Tableau story for the participants to give further
feedback but also for public discussions. Because the sample of the participants was
small (59) and not random, the data do not provide any p-values for social sciences
research nor we can test any hypothesis. By creating a feedback loop via the Tableau
story on the code and regulations, we attempt to improve the automated services in
this concrete (situated and tactical) Lithopy scenario. We explore a strategy how to
improve the trust in the system through such direct engagement and identify the
tools participants need to regulate algorithmic services via a sandbox.

Working on the code and regulations in a concrete scenario helps the participants
understand the infrastructure and the possibilities of governance, which open
conditions for anticipatory governance of such future infrastructure. The metaphors
we used to explain the Lithopy sandbox also summarize our findings from the
workshops: trading zone for agreeing on minimal good-enough solutions but also
“algorithmic parastatal,” a post-colonial attempt at sovereignty through public–
private partnership (regulation-code), which gives to the participants a taste of the
sovereignty and the problems involved in achieving it. We can also think of the
sandbox as a community garden, in which citizens can decide what algorithms they
want to grow and how to take care of them collectively.

5The survey and document used in the workshop: https://tiny.cc/lithopyform.

https://tiny.cc/lithopyform
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We will use the key insights from the first three themes in the survey (Tableau
story) to explain these metaphors and discuss the experimental and exploratory
functions of the sandbox rather than make any strong claims about the future of
algorithmic governance. We assessed the attitudes toward algorithmic governance in
the sandbox based on how the participants voted in Lithopy (provided feedback on
whether Lithopy should continue or discontinue the use of blockchain-based smart
contracts), their self-assessment of their knowledge of technology and regulation
(how familiar they are with blockchain/DLTs beyond their use in cryptocurrency
and their knowledge of social, political, and governance challenges and issues
in new infrastructures), and their preference of future blockchain infrastructure
(permissioned/permissionless/open source/publicly or privately owned).

3.5 Support and Rejection of Algorithmic Governance

After watching the design fiction movie and exploring the smart contracts in
Lithopy sandbox, the first two activities included voting on the future of algorithmic
governance and self-assessment of the knowledge of governance and technology
involved in the automation using smart contracts. Based on the self-assessment,
we defined three groups of participants with different levels of knowledge of
technology (red, green, yellow) and their subgroups defined by their knowledge of
governance:

(A) Red group; FULL tech NO reg: I am aware of the DLTs (Distributed Ledger
Technologies) uses BEYOND cryptocurrencies (decentralized applications,
smart contracts, codechains, oracles, etc.) BUT I do not follow the social,
political, and governance challenges and issues they present.

(B) Red group; FULL tech SOME reg: I am aware of the DLTs uses BEYOND
cryptocurrencies (decentralized applications, smart contracts, codechains, ora-
cles, etc.) AND I follow/have opinions about the social, political, and governance
challenges and issues they present.

(C) Green group; NO tech NO reg: I am not familiar with DLTs NOR with the social,
political, and governance challenges and issues they present.

(D) Green group; NO tech SOME reg: I am not familiar with DLTs BUT I know
there are social, political, and governance challenges and issues in every new
infrastructure.

(E) Yellow group; SOME tech NO reg: I am aware of the DLTs uses IN the
cryptocurrencies, BUT I do not follow the social, political, and governance
challenges and issues they present.

(F) Yellow group; SOME tech SOME reg: I am aware of the DLTs uses IN
cryptocurrencies, AND I follow/have opinions about the social, political, and
governance challenges they present.

Most of the 59 participants refused algorithmic governance in Lithopy (73%)
and complained about privacy and control of their data (Fig. 3.1: Tableau story slide
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Fig. 3.1 (Tableau slide 2a): Acceptance of algorithmic governance after watching the design
fiction movie and engaging with the smart contracts in Lithopy https://i.imgur.com/cmbFQzB.png

2a “Yes/No for AlgoGov” and 2b “Reasons for/against AlgoGov”). The typical
answer would be: “No, I would not live in Lithopia because of a lack of privacy,
spying, immutable transactions that cannot be reversed. Revealing identity too
much.” Only 19% expressed tentative support for algorithmic governance, with calls
for explorations of how to regulate the inevitable future infrastructure, and 8% of
participants remained undecided.

The 19% acceptance of algorithmic governance included calls for oversight and
hopes for personal control over the algorithms and data: “Yes (I would support
algorithmic governance in Lithopy) with changes: in algorithms you can find a way
how to avoid certain triggers, how to fool the ALGO so you can live your life and
pretend you are somebody else, you can hide from being tracked if you do not want
to, from the government point of views.” These participants viewed algorithmic
governance as an inevitable future for which we need to prepare rather than
something they prefer: “Yes, the new generation unintentionally forces society to
develop new technology and maintain such relationships. Lithopia, I believe would
help such situation, continue with outside supervision.” From the 59 responses, only
one fits a typical IoTs and smart city efficiency narrative about automation: “Yes,
Lithopy should continue using blockchain services because it simplifies life and
makes everything faster.” The support was rather tentative with demands for control
over the infrastructure by public interests.

The acceptance or rejection of algorithmic governance is the connection to the
self-assessed knowledge of technology and regulation (Fig. 3.2). Most (64%) had
no previous experience with blockchain, cryptocurrency, and smart contracts6 and
a half (46%)7 lacked knowledge of regulatory and governance issues. In the 19%
supporters of algorithmic governance, the majority (64%)8 belonged to a group with
no knowledge of blockchain technology but awareness of governance and regulation
issues (green “no tech, some reg” group).

The support for exploration of algorithmic governance came from the green
group with interest in governance issues followed by the “expert” group (red,
divided further into “full tech/some reg” or “full tech/no reg”). While most expected
some improvement in the services, only one of the participants listed the sandbox as

6“No tech No reg and No tech/some reg” group in green color on “Yes/No fro AlgoGov” Tableau
story (2 slides).
7Total of the red, green, and yellow groups that include “no reg” in their description.
8“No tech/some reg knowledge” green filtered by the “Yes” response on slide 2.

https://i.imgur.com/cmbFQzB.png
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Fig. 3.2 (Tableau slide 4b): Distribution of RegTech knowledge among the participants https://i.
imgur.com/XimG1r9.png

Fig. 3.3 (Tableau slide 2a and 2b): Higher than average (64%) support for algorithmic governance
by the “no tech/some reg” green group https://i.imgur.com/tiQUwlN.png in contrast with 100%
refusal by the “some tech, no reg/some reg” yellow groups https://i.imgur.com/5OlHSS6.png

a reason for continuing with the experiment: “In case of Lithopy, I would become a
citizen because I know it is a fiction and it is for research so I will vote for continuing
the use of blockchain services.”

The support for algorithmic governance in the red and green groups contrasted
with the complete rejection of algorithmic governance by the cryptocurrency group
(Fig. 3.3 of “some tech/some reg or no reg” yellow groups with 100% responding
“No” to algorithmic governance). The “no tech” green and the “full tech” red groups
shared interest in testing and exploring the new forms of blockchain governance
and improving RegTech models rather than insisting on cryptocurrency as the only
model (yellow groups).

The tentative support for algorithmic governance in the green “no tech” and the
expert “full tech” groups seems to be driven by the knowledge of governance issues
rather than technology. We see this in the difference between the two green “no
tech” groups (“no tech/no reg” and “no tech/some reg” on slides 2 and 3). The 42%
participants from the green “no tech/some reg” group with interest in governance

https://i.imgur.com/XimG1r9.png
https://i.imgur.com/XimG1r9.png
https://i.imgur.com/tiQUwlN.png
https://i.imgur.com/5OlHSS6.png
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expressed the highest (28%) willingness to support the algorithmic governance in
Lithopy, three times more than the green group (22%) with no interest in governance
issues and no knowledge of technology (where only one participant representing 8%
accepted the algo-governance while the general support among the 59 participants
was 25%).

The green “no tech/no reg” group had the highest “no response/neutral attitude”
to algorithmic governance (15%, while in the general pool that was 8%). The second
highest number of “no responses” was also in the red “full tech, no reg” expert group
(13%) with no knowledge of governance and regulation issues. Does this lack of
opinion and reaction to algorithmic future express some lack of agency and trust in
the governance processes and politics? To understand this lack of opinion, we need
to gather data on how the participants perceive the relation between agency (citizen
rights) and structure (technical infrastructure).

In the Tableau story, based on the data we have, it is not clear how distinct groups
perceive algorithmic governance—their interests and agency (do they perceive it as
something that will affect them or not)? “How participants wish to express their
agency, stakes, and interest in the future infrastructure” seems to be the additional
question generated in this exploratory and experimental sandbox. Personal and
social agency and the ability to influence the future seem to be the crucial problem
for any emerging policy and design research. We can provide partial answers
indirectly by following the data on how these distinct groups imagined the future
of algorithmic governance in the sandbox.

3.6 Future of Algorithmic Governance

The central insight from the voting activity on algorithmic governance and self-
assessment was that knowledge and interest in governance (rather than technology)
make participants more open to experiments with future forms of algorithmic
governance. What followed in the workshop was introducing a bias in one of the
smart contracts and asking the participants to decide on which level and with what
tools they wish to regulate such excess (architecture of the platforms, application
level, market, industry, audits, or laws).

The largest green “algo-governance savvy” group (42%) with no knowledge
of the technology but interest in governance and regulatory issues supported the
governance interventions on the code level. The “RegTech via Code/Applications”
part of the survey (Tableau slide 5) shows that they had the highest support (68%)
and trust in solutions that regulate the bias on the level of code, such as “privacy-
by-design” solutions (Tableau slide 3 “RegTech preferences”). The support for
“governance by design (code)” in this “no tech” green group was unexpected since
their feedback on various modes of regulation (industry, market, government) was
more evenly distributed (Fig. 3.4: Tableau slide 3 “RegTech preferences”).

Similar trust in governance based on code (by changing the smart contract
code in Lithopy) was also present in the two red expert groups with 51% and
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Fig. 3.4 Tableau slide 3 “RegTech preferences” in the green groups

50% participants supporting a change on this level (Fig. 3.8). The “RegTech via
Applications” theme shows a similar pattern to the previous general voting on
algorithmic governance. The small cryptocurrency/yellow groups had extreme, 0%
support for such “governance-by-design” experiments, and 67% participants refused
it in the “some tech/some reg” group. The yellow group had the highest 33%
(“some tech/some reg”) and 50% (“some tech/no reg” group) neutral (no response)
reactions.

The consistent support of algo-governance by one of the green groups and the
complete rejection by the yellow groups seem to relate to their different expectations
about blockchain technologies. We can identify these expectations by having a
closer look at the preferred ideal infrastructure summarized in the Tableau story
slides 4a, b, and c (theme relates to the question: “How likely would you demand a
change of the permissioned blockchain technical infrastructure—architecture of the
Lithopia Hyperledger Fabric blockchain network?” responses).

While the yellow groups prefer what they know (cryptocurrency), the largest
green “no tech/some reg” group supports an infrastructure that is the opposite of
what they experienced in the Lithopy (Fig. 3.5). The group expressed a high trust in
open, permissionless, and public blockchains (Lithopy is strictly permissioned) with
a strong preference for infrastructure owned and maintained by the city (highest,
56% support for in house solution and permissionless/public blockchain).

The trust in a public (permissionless) blockchain that is owned and maintained
by the city was unique to this green group with knowledge of governance (“no
tech, some reg”), and it seems to express a hope for a more active role of the
government in defining the future public infrastructures. It expresses a preference
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strictly public/
permissionless

They also prefer blockchain systems that are:

privately owned & maintained, outsourced to city council

owned & maintained by the city (in house solution)proprietary

privately owned & maintained, outsourced to city council

owned & maintained by the city (in house solution)proprietary

very public/
permissionless

public/
permissionless

strictly private/
permissionless

very private/
permissionless

no responseneutral to public neutral private/permis..

8%

20%

24%

4%

28%

12%

28%

28%

8% 8% 8% 8%

12%

4%

open source

42% of participants had no tech some reg knowledge: not familiar with blockchain but follow governance issues and  they preffered infrastructure
that is:

no response

Fig. 3.5 (Tableau slide 4b “Future of AlgoGov”)

for an infrastructure that we are seeing implemented as a form of algorithmic
sovereignty in places such as Barcelona and Amsterdam as a matter of publicly
“owned” algorithms and code: [38] in the DECODE9 project. Rather than refusing
the technology or insisting on a moratorium on the development of such new infras-
tructure, this group supported the experimental interaction between technology and
governance.

The emphasis on city-owned and maintained infrastructure was in sharp con-
trasts with the two yellow groups (Fig. 3.6). They preferred public permissionless
blockchain systems (67–84%) and open source code, but they supported privately
owned infrastructure (50–67%). The interest in cryptocurrency seems to confirm
strong libertarian tendencies and trust in the reduction of governance to the
blockchain (bitcoin) protocol [39–41]. The limited survey confirms that the yellow
groups prefer only one type of technology: privately owned public and open
blockchains they know from their cryptocurrency experience. Their skepticism
toward public institutions seems driven by this insistence on cryptocurrency rather
than an interest in exploring further possibilities of DLTs and smart contracts.

The cryptocurrency groups in this sandbox were too small to insist on this
interpretation, but they rejected any experimental and hybrid form of algorithmic
governance. Their feedback and choices were also very “pragmatic” and concrete
rather than exploratory. The failures of the Lithopy sandbox (bias in code preventing
Czechs from owning a property) did not lead to any reflection or search for better

9https://decodeproject.eu/.

https://decodeproject.eu/


78 D. R. Kera

privately owned & maintained, outsourced to city council

owned & maintained by the city (in house solution)

open source

They also prefer blockchain systems that are:

10% of participants had sometech no reg knowledge: aware of cryptocurrency but not governance issues and they proffered infrastructure that is:

67%

17% 17%

neutral to publicpublic/
permissionless

private/permis.

no response 17%

33%

50%

privately owned & maintained, outsourced to city council

no response

open source

They also prefer blockchain systems that are:

5% of participants had sometech no reg knowledge: aware of cryptocurrency but not governance issues and they proffered infrastructure that is:

67%

33%

no responsevery public/
permissionless

no response 33%

67%

Fig. 3.6 (Tableau slide 4b “Future of AlgoGov”)

regulation or code but a straightforward refusal of this system: “No (I would not
support algorithmic governance) because I am Czech and Lithopia does not let us
own property”). They expressed strong skepticism toward government institutions
that are incapable of catching up with the technology: “No, the infrastructure
(drones, satellites, Internet) will always be controlled by others and I do not believe
they can be fairly distributed. However, I might change my opinion if confronted
with enough evidence. I am biased against any system.”

The sceptical attitude was shared by the participants in the red expert group
(total of 7%) claiming full knowledge of both technology and regulation: a majority
in this group refused algorithmic governance with statements such as “No for the
following reasons: no security when triggering smart contracts, the problem with
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scaling of blockchain services because of speed, too much regulation from the
state. Lithopy needs better implementation that allows greater control of data by
citizens and solution that makes transactions faster and easier also better security
on all levels to protect your property.” In the groups with some or full knowledge
of technology (yellow and red), the reason for the negative vote in Lithopy was
often the permissioned and closed blockchain system. Most participants in these
two groups (100% in the red group and 67% in the yellow on slide 4.b) expressed
strong support for permissionless, open, and public blockchain systems (compared
to the 30% in the general pool slide 4.a).

The trust in algorithmic governance in these groups depends on this preference
for open and public blockchain systems, while in the green group with “no tech”
knowledge, the attitudes were more diverse, and the emphasis was on publicly
owned rather than only “public” (the emphasis was on in house solutions and
ownership of the platform by the city government). This “no tech” green group
with knowledge of governance supported public blockchains (32%—same as in
the general pool) while the “no tech/no reg” green group supported (69%) closed
and private blockchains (32 to 37% in the general pool) expressing a more general
skepticism toward technology.

The interest and knowledge of governance and regulation make participants more
willing to adopt (or remain neutral) alternative governance models that are partially
based on some form of automation. The red and green groups with tech expertise
(“full tech/no reg”) or no knowledge of the technology (“no tech no reg/some reg”)
dominated the neutral/no response vote on algorithmic governance, 20% was in the
“full tech/no reg”, while 80% distributed in the two green groups with no knowledge
of the technology. The participants in the extreme categories with expertise or
no knowledge of the technology seem to be more open or neutral to algorithmic
governance prospects. In contrast, the participants with concrete knowledge of
cryptocurrency reject these experiments with governance. The narrower ideas of
technology make the participants more “conservative” and refusing any explorations
of such future modes of governance.

3.7 RegTech Preferences

Most participants in Lithopy workshops expressed support for the sandbox-style
regulation of algorithmic governance (Fig. 3.7): 72% across all groups and only 12%
were in favor for the “lean-model” where regulation happens after implementation
of the smart contract in the real world, and 7% did not respond. The strongest
support for sandboxes was in the green “no tech/no reg” group (93%) that also
trusted “RegTech via applications (code)” model (62%) (Fig. 3.4). This group
expressed a high distrust in the law/government (54%), market (84%), and industry
(60%) possibilities to regulate algorithmic governance.
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Fig. 3.7 Tableau slide 6 “RegTech via Audits”

Fig. 3.8 Tableau slide 3 “RegTech preferences” in the red groups

The distrust in these traditional means of regulation was also robust in the green
“no tech/some reg” group (Fig. 3.4). The group with knowledge and interest in
governance and regulatory issues trusted government and laws (36%) in comparison
with the green “no tech/no reg group” (8%). However, some 40% expressed distrust
in RegTech via government and laws, 56% expressed various levels of distrust in
the market, and strangely 32% distrust industry means of regulation. How to explain
this distrust in traditional means of regulation (except industry) by groups with no
knowledge of the technology?

We believe that this shows that participants view sandboxes as a new tool, closer
to technology, which promises a solution to algorithmic governance’s negative
effects. Sandboxes mitigate the skepticism toward traditional means of regulation
(government, market, industry, non-profit sector) in the general (“no tech”) public.
This is also supported by the expert group (50–67%). The only exception was
the expert red “full tech/no reg” (Fig. 3.8) group with 50% that supports the
“lean-model” (50%) of regulations after the infrastructure is implemented for
real (Fig. 3.8). Even the other red “full tech/some reg” group supported the lean-
model (39%). It is not surprising that the yellow, cryptocurrency group supported
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Table 3.1 Summary of responses in the different RegTech categories based on the three groups

% Support of
RegTech via

Green; no
tech/some
reg

Green; no
tech/no reg

Red; full
tech/some
reg

Red; full
tech/no reg

Yellow;
some
tech/some
reg

Yellow;
some
tech/no reg

Trust applica-
tion/code

64 62 51 50 0 51

Distrust 12 31 39 50 67 0

Trust govern-
ment/laws

36 8 26 25 0 33

Distrust 40 54 63 75 67 33

Trust in market 36 16 25 25 67 67

Distrust 56 84 25 39 0 17

Trust in
industry

52 31 76 50 67 33

Distrust 32 60 13 50 0 0

Audits in
sandbox

68 93 63 50 67 67

Lean-model 8 0 39 50 0 0

the sandbox model of the regulation (67%) since similar blockchain testnets are
common in the Ethereum community.

While the trust in government as a mean of controlling algorithmic governance
was strong in the green “no tech/some gov” group (36%), it was surprising to see
much stronger support for RegTech via industry (52%) (Table 3.1). In the workshop,
we offered unique examples of such industry RegTech tools, such as corporate
ISOs and certification schemes, social responsibility (CSR) strategies, ethics boards
committees, and codes of conduct. This RegTech via industry was also supported by
the expert red groups (76% in the “full tech/some reg” and 50% in the “full tech/no
reg” groups) and cryptocurrency yellow groups (67% in the “some tech/some reg”
and 33% in the “some tech/no reg” groups). This positive image of the RegTech via
industry is not supported by the present actions of the digital industry (Facebook,
etc.), but participants seem to express a strong hope for this to happen. While
industry seems to be something most groups agree upon, there were a vast difference
in their response to regulation by market forces and government.

The most skeptical toward the markets were the two green “no tech” groups
(56% and highest 84% in the “no tech/no reg” group), closely followed by the red
groups (25% in the expert “full tech/full reg” that was equal to the support and more
substantial 39% in the “full tech/no reg” group). Only the yellow, cryptocurrency
groups (Fig. 3.9) seem to have trust in the market forces with 67% support. To
summarize, there is a shared skepticism toward the market but also government
and most participants support more hybrid forms of regulation that can happen in
the industry or via the sandboxes and alternative possibilities of regulation via code.
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5% of participants had some tech knowledge: aware of cryptocurrency and governance issues and expressed following
preferences and trust in:

10% of participants had some no reg knowledge: aware of cryptocurrency but not governance issues and expressed following
preferences and trust in:

RegTech on application level RegTech on application level

RegTech via laws and government

RegTech via audits

RegTech via market

RegTech via industry

RegTech via laws and government

RegTech via audits

RegTech via market

RegTech via industry

complete refusal

no response

no response

no response

extreme trust

no response

extreme trust

complete refusal

no response

somehow pro-sandbox

trust

high trust
no response

strong distrust

neutral

trust

extremely pro-sandbox

pro-sandbox

neutral

distrust

neutral

very high trust

neutral

very high trust

neutral more pro-sandbox

67%

33%

33%

33%

33%

33%

67%

67%

67%

67%

67%

67%

33%

33%

50%

33%

33%

33%

33%

33%

17%

17%

17%

17%

17%

Fig. 3.9 Tableau slide 3 “RegTech preferences” in the yellow groups

3.8 Conclusion

The ambiguous and contentious legacy of the “parastatals,” post-colonial attempts
at sovereignty through public–private partnerships summarizes well the challenges
of hybrid algorithmic governance in the sandboxes. To control the algorithmic
“colonialization” by emerging technologies, such as blockchains or AIs, the policy
institutions and communities have to engage with the “enemy” in a tentative and
contained manner that gives them relative rather than absolute control. Hybrid
sandboxes for policy and design are like parastatals or “special economic zones”
– environments for experimental governance. They offer a relative autonomy to
the algorithms while providing control and feedback on the regulations. Sandboxes
offer a pragmatic alternative to the “whitewashing”İ of algorithmic services by most
present industry and government frameworks and ethical guidelines. They increase
citizens’ and communities’ agency over their algorithmic futures and provide tools
and methods how to negotiate controversies. The pragmatic focus is visible in the
feedback that supported “RegTech via industry” efforts by most participants (at least
in this sandbox).

The sandbox experiment conducted via Lithopy shows how participants with an
interest in governance issues and insufficient knowledge of technology are open
to technical interventions and regulation via code and willing to try hybrid and
experimental governance models. The sandbox offers these groups a safe space to
test the various arrangements and ideas and help them communicate with groups
with more extreme (conservative) algorithmic agendas. Because the reasons for
supporting or rejecting algorithmic governance seem complex, we see a powerful
reason to support such hybrid experiments further.

The hybrid governance arrangements in a sandbox can also support better
adaptation and exploration of both regulation and code and test how to embed
not only the legal but also cultural and social norms directly into the corporate-
owned and machine-readable code. As explored in Lithopy, the sandbox offers an
alternative to the ethical guidelines and frameworks supporting ex-ante and ex-post
regulations difficult to implement or to the over-promissory or the technocratic
“governance-by-design” interventions. To map and evaluate the impact of such
algorithmic “parastatals” and governance hybrids of code, data, and regulations, we
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are using the metaphor of the “trading zones” and “innovation through dissonance”
that engage the citizens not only as test subjects or users of future services but actual
stakeholders.

The experimental governance in the sandbox as an algorithmic parastatal com-
bined the stakeholder negotiations of regulations with design reiterations. It sup-
ported tactical and situated, individual decisions on algorithmic futures that pro-
vided feedback for further work. With our Lithopy 2020 workshop participants,
we conducted another survey in June 2020 on contact tracing apps during the
coronavirus crisis to compare how their attitudes toward algorithmic governance
and control changed (it seems they did not—discussed in a forthcoming article).
Instead of optimized and efficient algorithmic procedures or strict laws demanding
moratoria on specific technologies, sandboxes offer an alternative supporting a
democratic process that engages the public and citizens in the decisions about their
common future.
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Chapter 4
Information Privacy in Decentralized
Applications
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and Sreelakshmi Krishnamoorthy

4.1 Introduction

The setting-in of “crypto winter,” erasing close to two-thirds of the total global
market capitalization of cryptocurrency in 2018 [1, p. 99], put a damper on the
inescapable Blockchain1 hype of the mid-2010s. Yet, many use cases exist in which
the technology can live up to its promise of process optimization, transparency,
and cost reduction by ensuring the immutability and verifiability of shared data.
Privacy concerns, while fundamental to Blockchain applications in highly regulated
enterprise environments, have only been secondary aspects of early Blockchain
systems.

1For this chapter, the term “Blockchain” refers to any type of “Distributed Ledger Technology,”
even if it does not make use of the “block” concept, first described by Nakamoto [2].
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Recently, many disruptive technologies such as big data, the Internet of Things
(IoT), artificial intelligence (AI), online platforms, and Blockchain technology
have evolved, rivetingly rendering our world increasingly hyperconnected. In this
hyperconnected environment, we are increasingly interacting with machines to
carry out our tasks, while machines interact with one another to deliver different
tasks at the same time. Moreover, many parts of individuals’ lives today take the
shape of a digital trace or are datafied [3]. With datafication, there is a dramatic
shift in the collection, storage, processing, and transmission of individuals’ data
among numerous parties [4, 5]. Also, the same digital traces have now resulted
in the extensive commoditization of data and commercial surveillance, or what
is referred to as “data capitalism” [6]. For instance, the rapid growth of online
platform-based e-commerce, such as Amazon and eBay, has intensified the number
of online transactions conducted and, consequently, the scale, scope, and velocity
of the consumer data transmitted [7, 8]. Moreover, other technologies that facilitate
these transactions, such as virtual assistants (e.g., Siri, Alexa) and other IoT-enabled
devices, have allowed these devices to interact with sellers on behalf of consumers
and also to deal with consumers’ data [4, 9]. Therefore, these disruptive technologies
have created a complex ecosystem in which various interconnected technologies and
numerous actors mediate in the relationship between a consumer and a seller [10].

The emergence of these disruptive technologies and mass commoditization
of personal data have generated irreversible social effects, including algorithmic
discrimination and loss of autonomy and privacy [3]. This chapter focuses on threats
to privacy in the context of Blockchain. Therefore, we focus on information privacy,
as opposed to physical privacy. Information privacy is concerned with the flow of
information–what, by whom, why, and how information is collected and used [10].
Privacy issues are overwhelming as diverse types of sensitive data are collected
by different players, not only for primary purposes but also for unintended and
secondary purposes, without the proper consent and knowledge of individuals. For
instance, third parties, such as data brokers, buy, compile, transform, and resell data
on a massive scale—these players are not known to most of the individuals [8, 11].
There is no difference in the Blockchain context. As Zamani and Giaglis [12]
assert, “rather than complete disintermediation, the most probable scenario is that
of new types of intermediaries finding previously unthinkable roles to play in
mediating Blockchain-based economic transactions.” Hence, there is a necessity to
understanding privacy in the utilization and governance of Blockchain technology.

Misunderstanding the information privacy properties of Blockchain can have
serious consequences, as seen in the context of deanonymization of Bitcoin
transactions [13]. Furthermore, in academia, as well as in industry, confusion
around the appropriateness of Blockchain technology in privacy-sensitive scenarios
is widespread. This may take effect in two ways: by applying Blockchain solutions
to scenarios in which they do not provide a benefit and are threatening to privacy
and by dismissing Blockchain in scenarios where it would be appropriate. Previous
work has rarely focused on issues of privacy exclusively, and where it has, it was
approached by categorizing solutions, not requirements. Analyzing requirements,
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however, allows us to move beyond the practical constraints of implementation and
to focus on the nature of the underlying business problem.

We aim to contribute to the literature on trust issues in Blockchain ecosystems
by answering the following research questions: what are the key categories in the
context of privacy that allow us to differentiate between decentralized applications?
What are prominent combinations of these categories among popular decentralized
applications? Can any recommendations for future work be derived from these
findings?

Answering these questions will benefit researchers in Blockchain protocol design
by showing what privacy requirements future protocols will be expected to address.
It will also benefit the wider community, including practitioners, by providing a
taxonomy of privacy requirements, thus making novel applications classifiable in
terms of their privacy characteristics. Finally, answering the research questions
will help identify the need for advanced cryptographic tools in next-generation
Blockchain ecosystems.

4.2 Previous Work

The wider literature provides the following types of outputs relevant to this work:

1. Taxonomies of Blockchain platforms. These often compare implementation
details including consensus mechanisms and cryptographic methods or concep-
tual goals like accessibility (private vs. public Blockchains).

2. Papers that describe novel information-processing systems using Blockchain.
3. Reviews analyzing several applications often focus on certain sectors or indus-

tries. These works commonly categorize applications according to traits declared
relevant by the authors.

4. Taxonomies of applications that structure the body of knowledge in Blockchain
application research.

5. Meta-reviews that combine the results of multiple reviews, oftentimes applying
quantitative methods to them.

In this chapter, we analyze application papers and reviews to derive a taxonomy
of Blockchain applications. The distinguishing factor between our work and the
previous literature of the same type is that we focus exclusively on characteristics
relevant to privacy by analyzing recent publications from 2018 and beyond.

The wider literature provides similar works, such as the taxonomy published
by Labazova et al. [14] that defines eight characteristics of Blockchain systems.
Among those, “read/write access,” “consensus mechanism,” and “anonymity level”
are defined. A recently published taxonomic decomposition of Blockchain-based
technologies by Tasca and Tessone [15] names data privacy as a differentiating
factor by differentiating between “built-in” data privacy architectures, i.e., those
in which data is obfuscated or encrypted as part of the core protocol, and “add-on”
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data privacy architectures, i.e., those that rely on off-chain methods to keep sensitive
information private.

In addition to these taxonomies, in recent years, comprehensive reviews of
Blockchain applications discussed in academia have been published. In one of
the few quantitative outputs in the field, the authors evaluate in which domains
Blockchain is widespread using a systematic literature review [16]. In a similar
paper, nine main sectors in which applications are deployed are described [17].
Within the privacy realm, the authors focus on applications that enhance data
security and on infrastructure around digital identity services and solutions that
combine hardware and software. Despite these efforts, there is a lack of studies
approaching privacy in Blockchain from a perspective of requirements.

4.3 Privacy-Preserving Techniques in Blockchain
Applications

The development to date of use cases in Blockchain can be categorized in two
phases [18]: Blockchain 1.0, in which cryptocurrencies, notably the experimental
peer-to-peer electronic cash system “Bitcoin” [2], dominate, and Blockchain 2.0,
in which “smart contracts” are used to enable more complex applications. “Smart
contracts,” a concept introduced by Szabo [19], entail encoding contractual clauses
in program code, thus making them automatically enforceable by a Blockchain
system. To evaluate data through smart contracts, it has to be validatable. This
introduces a fundamental threat to information privacy, since, depending on the
consensus protocol of the Blockchain and its governance structure, a wide variety
of—potentially untrustworthy—actors might act as validators.

4.3.1 Privacy Techniques for Blockchain 1.0

Blockchain technology was not conceived to tackle issues of information privacy:
cryptocurrencies, the archetypal applications implemented on Blockchains, did rely
on the public replication of all transaction data in the clear, an approach that is
contradictory to the goal of giving participants control over who can access their
data. Blockchain technology extensively uses asymmetric cryptography, i.e., pairs
of public and private keys, where the public key usually corresponds to the public
address of the participant and the private key is used to sign their transactions.
The fundamental assumption of the inventors of these early stage systems was that
pseudonymous transactions, identifiable only by an obscure public key, would not
allow for conclusions to be drawn about the identity of a user in the physical world.
This assumption proved to be incorrect, as evidenced by the wide body of research
around transaction deanonymization [13].
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The decentralized nature of Blockchain facilitates trust and transparency across
the network, thereby preventing changes to transaction history. Moreover, the risk
of data loss is small, as Blockchain transactions are stored in a decentralized peer-
to-peer network that replicates data. While this has an upside for use cases that
preliminarily require tamper-proof data replication and redundant data storage, the
downside is that data cannot easily be removed. This puts privacy at risk in scenarios
where the data stored on the chain is sensitive. What constitutes sensitive data is
not always obvious, with recent experiments showing that even hashed data can be
considered personally identifiable information [20].

The fundamental conflict between verifiability and privacy has been approached
in three ways in Blockchain 1.0 applications.

Applications can address it implicitly, by composed architectures in which they
combine on-chain elements with off-chain elements. Here, sensitive data, such as
personally identifiable information, would be stored in private, centralized data
repositories and only be loosely referenced on-chain. This architectural approach
implies that, even if deanonymization of on-chain data occurs, no sensitive data is
made available as it would be stored on-chain.

In addition to these architectural measures, privacy can be addressed on the
protocol level through anonymization sequences that utilize middle persons to
conceal the origins of transactions. This means that, while it can be proven that
a pseudonymous entity has participated in some form in an exchange of funds, the
chain of the provenance of cryptocurrency holdings is obfuscated.

Lastly, some Blockchains make use of advanced cryptographic algorithms, such
as ring signatures or zero-knowledge proofs that allow parts of the data model, in the
case of cryptocurrencies commonly the amounts, to stay private. These approaches
are not mutually exclusive, and application architects can combine them arbitrarily.

4.3.2 Privacy Techniques for Blockchain 2.0

Blockchain 2.0 is characterized by an explosion in the complexity of the applications
deployed. While earlier applications could only use a small set of select functionali-
ties around sending and receiving cryptocurrency, this new phase allowed arbitrary
logic to be expressed in smart contracts. From the diversity of data associated with
this more complex logic, challenges arose for privacy, as now, data was no longer
limited to the manageable domain of cryptocurrency but extended to highly sensitive
domains. Modern Blockchain applications, therefore, are much more intricate in
terms of their data model, which is why new technologies for privacy preservation
are the subject of research.

A more flexible user model is one of the main aspects characterizing this phase.
Where previously a public key was the predominant means of identification, the inte-
gration with various off-ledger systems meant that participants needed a convenient
way to transact on a Blockchain, based on identity information issued outside of it.
This need encouraged the appearance of privacy-preserving identity management
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models, e.g., the self-sovereign identity (SSI) management model. Those models
benefit from the intrinsic advantages of Blockchain technology, since central
authorities are not required to control and manage applications and, instead, this
responsibility is passed on to the user [21]. Users can privately identify themselves
when transferring digital assets through different means, including decentralized
identifiers (DID), DID documents, verifiable claims, identity attributes, or proofs of
identity [22]. Moreover, to preserve privacy in the SSI model, users can make use
of zero-knowledge proofs (ZKPs), proving their identity to a verifier through data
stored on the Blockchain.

ZKP can also be applied outside of the context of user identity: a protocol in
which the prover assures a verifier about a statement’s validity without reveal-
ing other information is useful in many application contexts. The processing
of encrypted data (e.g., through homomorphic encryption) and trusted execution
environments are additional techniques for maintaining information privacy. Homo-
morphic encryption is an encryption method that enables participants and validators
to perform calculations and process encrypted data without previously decrypting
it. The results of the calculations are in an encrypted form whose decrypted output
is the same as if the operations had been executed on plain data. Trusted execution
environments constitute tamper-resistant processing contexts that allow for data to
be processed privately under isolated execution conditions.

All of these techniques allow for the decoupling of the verifiability of data from
its visibility. This means that a verifier might be able to conclude the correct state of
data on the Blockchain without being able to understand its meaning. While these
technologies only start to receive commercial attention in the context of Blockchain
applications, they have the potential to have a significant impact on application
architectures.

4.4 Applications

The variety of applications in Blockchain is unwieldy. To illustrate the size of
the market, the number of smart contracts deployed to Ethereum, a popular smart
contract platform, can serve as an indication. The “Smart Corpus” project, a
repository of Ethereum smart contract code, alone is growing at a rate of 100 smart
contracts per day [23]. To make sense of this number, the relationship between smart
contracts and applications needs to be understood. Oliva et al. [24] describe how
some smart contracts constitute stand-alone applications, while others form part of
the back ends of larger applications. This suggests that the number of applications
is smaller than the number of smart contracts deployed. Taking all that into account,
the actual number of viable applications that are in use on the Ethereum platform is
likely much smaller than the number of smart contracts deployed, but still sizable.
Attempts to enumerate all the applications on the Ethereum platform in particular,
let alone throughout the diverse Blockchain ecosystem, are therefore unfeasible.
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With this chapter, we do not intend to provide a comprehensive review,
as recent years have already produced extensive works to this effect (cf.
Sect. 4.2). Instead, we want to represent a broad selection of use cases that
have attracted academic and commercial attention. Methodologically we
approach this selection through a literature review, focusing on the most
prominent fields in which Blockchain applications have been proposed.

Using the meta-review provided by Jaoude and Saade [16] as an approximation
of the relevancy of Blockchain in a given field, we identify five focus areas: Internet
of Things (IoT), energy, finance, healthcare, and government. Within these areas,
a literature review is conducted to discover prevalent applications. To create a
universal taxonomy, it is desirable to also consider areas that have had less attention
in academia. We, therefore, take miscellaneous notable applications outside of the
focus areas into account.

Applications in IoT, specifically smart home and smart healthcare, have strong
privacy implications [25] as they are concerned with personally identifiable informa-
tion. The principle of the inviolability of the home is legally safeguarded in many
contexts and the sensitiveness of patient data in healthcare settings places high
regulatory demands on applications deployed in these contexts. Here, data must
not leak beyond those that are authorized, authorization must be revocable, and a
reliable audit trail must be kept.

Use cases in the energy field often overlap with those in the IoT field. They
mostly revolve around energy trading and metering. The privacy requirements of
these use cases are not as pronounced as those of other fields such as healthcare.
Except for applications of peer-to-peer trading [26], they constitute business-to-
consumer or business-to-business transactions where the relevant data is metering
or payment data. While this allows for conclusions to be drawn about consumer
behavior, this data is not as sensitive as other forms of personally identifiable
information.

The key technologies operating on Blockchain are cryptocurrencies that facilitate
the distributed transfer of currency tokens. As early Blockchain applications,
financial use cases started in the consumer-to-consumer space, where, due to
the pseudonymous nature of account-related information, privacy concerns were
secondary. When institutional entities started to engage with Blockchain, the
problem of exchanging data that was legally or commercially sensitive emerged.
In addition to these privacy requirements, use cases in the financial industry often
have high-performance requirements that might conflict with privacy-preserving
cryptographic techniques.

The sensitive nature of healthcare data makes it a highly relevant domain when
it comes to information privacy, specifically when tangible negative consequences
can arise from privacy violations [64] or where data collected could be abused for
mass surveillance [62]. Healthcare data has a privileged status in many regulatory
contexts. Blockchain holds promise as integration technology for medical data, as
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healthcare environments are known for the siloed nature of the data repositories
used [27]. Fine-grained access control is commonly required where patient data is
concerned, and a reliable and tamper-proof audit trail of data access is often a legal
requirement.

Use cases in government take different forms. Some are focused on intra-
government communication and assume the trustworthiness of all participants in the
Blockchain, thereby alleviating privacy concerns, others supply services directly to
their constituents. Where this is the case, privacy requirements materialize similarly
to business-to-consumer contexts, in which a central entity (here, the government)
interacts with entities on a lower hierarchical level (here, the constituents). In the
latter case, privacy can be addressed via central validating functions. A noteworthy
use case, with characteristics that differ from that, is the use case of public votes,
where a central validator (i.e., the current government) might be disincentivized
from acting as an honest validator. These use cases are among the most challenging
from a privacy perspective, as they require technical solutions to safeguard the
secrecy of the ballot while having to prevent electoral fraud.

4.5 Taxonomy

Against the background of the works described in Sect. 4.2, this taxonomy aims
to provide additional value by focusing on aspects relevant to privacy exclusively.
Distilling findings from the wider literature into a minimal taxonomy of aspects that
are drivers for privacy in Blockchain requires considerable interpretation. Outputs
from the wider information systems community can serve as a starting point for
developing a concise set of dimensions.

While Blockchain is often presented as “an institution ensuring the fairness of
decisions by voting based on a consensual procedure” [28], it has been shown that
whether an application can deliver on this promise is heavily dependent on the
underlying consensus algorithm [28, 70]. Whether an explicit governance structure
that forms the foundation of a use case exists is, therefore, a crucial decision gate. It
is covered by the “accessibility” dimension (cf. Sect. 4.5.1).

Bélanger and Crossler [29, p. 1035] recommend to researchers in the field of
information privacy to focus on studying information privacy concerns “beyond
the individual,” focusing on the “organizational level.” This seems particularly
appropriate since this chapter predominantly discusses “business-to-business” and
“business-to-consumer” scenarios. From this recommendation emerges the “hierar-
chicality” dimension (cf. Sect. 4.5.2).

Lind and Tyler [30, p. 200] advance some practical recommendations to
researchers in organizational design. Among those is the recommendation to focus
on procedures, and especially their fairness. Most applications studied in this
chapter are implemented via smart contracts (cf. Sect. 4.1). Smart contract theory
suggests fairness is a given, through the assumption that deterministic computer
contracts do not leave room for interpretation [31]. The reality is, however, that
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smart contracts are by no means without ambiguity and that many vulnerabilities
can arise from this [32]. Since creating validation logic that performs well in an
adversarial environment like a public Blockchain is so challenging, the advice
to practitioners is commonly to embrace minimalistic designs. This also enables
data minimization, a technique to limit data collection and subsequent processing.
With an initiative for simplicity of contract logic and data minimization comes the
decision of which parts of an application data model need to be made available for
validation. These aspects are further distinguished in the “verifiability” dimension
(cf. Sect. 4.5.3).

4.5.1 Accessibility

The application taxonomies summarized earlier as part of the section on previous
work (cf. Sect. 4.2), directly or indirectly, include accessibility as a differentiating
factor. The wider literature commonly differentiates between “permissioned” and
“permissionless” Blockchains. Gamage et al. [33, p. 114] characterize permissioned
Blockchains as systems in which write access is restricted to a limited subset of
participants, and permissionless Blockchains as systems in which “anyone can
openly read data, inspect data, and participate in validation and writing of the data
in accordance with [a] consensus protocol.” While a permissionless approach is
needed to implement the original vision of creating censorship-resistant systems
without formal governance structures, such an approach is not required to solve
many common business problems.

Table 4.1 compares open and closed accessibility requirements. While these align
closely with the permissioned/permissionless dimension described above, in reality,
these do not always coincide. Most commonly, deviations occur when permission-
less technology is applied to use cases with closed accessibility requirements.

Table 4.1 Different governance paradigms imply different accessibility requirements

Accessibility Description

Open Open use cases are designed to allow any participant with the technical means (i.e.,
access to client software and network connectivity) to partake in the use case. No
formal manual admission process is needed

Closed Closed use cases require central entities or consortia to admit participants to the
network. Admission criteria are flexible and depend on the use case, ranging from
minimal (e.g., basic identity checks) to extensive (e.g., proof of an established
business relationship with the application operator)
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Accessibility is relevant to privacy as it defines who, in principle, has access to
data on a Blockchain. In a closed system, only participants explicitly admitted
can read and write data.

Usually, closed requirements are satisfied by systems with a single “gatekeeping”
authority or a consortium (also referred to as a “committee” or “federation”) of
authorities. While there are diverse potential implementations of such systems,
they are usually built around “proof-of-authority” consensus protocols or use
dedicated transaction validation and ordering components, thus not requiring any
consensus at all, since they are operated by a single logical entity. Intuitive
insight is that decentralization comes at a cost [34]. Whether the advantages of
Blockchain in closed scenarios (transactional transaction semantics, atomic ordering
of transactions, immutability, etc.) outweigh the cost of decentralization is a topic
of ongoing debate with many viewpoints. Wüst and Gervais [35] argue that whether
a Blockchain provides value in such a scenario is dependent on the appropriateness
of utilizing a trusted third party. They argue that should the use case allow for it,
an “always online” trusted third party can have write operations delegated to it and
can function as a verifier for state transitions, thus making decentralization—and
thereby Blockchain—unnecessary.

4.5.2 Hierarchicality

Bitcoin’s predecessor “B-Money” was conceived before a backdrop of crypto-
anarchy and contemplated a future in which governments as central authorities
are “not [only] temporarily destroyed but permanently forbidden and permanently
unnecessary” [36]. As such, early use cases in Blockchain could be characterized
as libertarian and anti-authoritarian. The only element introducing the notion of
hierarchicality was mining, a process in which those who invest in computing
resources are in return more likely to qualify for a position of power on the network.

Hierarchicality is relevant to privacy as it shows who can claim a legitimate
interest when inspecting data on the Blockchain. Actors on a higher hierarchy
level often require more visibility of application data than those on a lower
level.

Modern use cases, i.e., those involving the corporate realm and specifically
regulated industries, however, prescribe fine-grained roles and responsibilities. The
original idea of a system in which participants all have identical permissions
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Table 4.2 Different applications bring with them different requirements for hierarchical relation-
ships between participants

Hierarchicality Description

Flat Use cases that imply a flat hierarchy assume that all participants have
the same intrinsic permissions. The absence of hierarchical
relationships suggests a good fit with traditional public Blockchain
architectures

Two layer A common requirement in many of the use cases analyzed is the need
for a superordinate member on the network that assumes a controlling
function or acts as a trusted interface to external components

Tall Those use cases that exhibit multiple layers of controlling functions
require a tall hierarchy, akin to a role-based access model. This is often
necessary to reflect more complex trust relationships (e.g., customer,
operator, regulator), which occur in complex corporate use cases or
regulated industries

and in which their identity “cannot be linked to their true names or physical
locations” [36] does not reflect the realities in these use cases. Rather, these modern
use cases exhibit varying degrees of hierarchical relationships between participants
(cf. Table 4.2)

4.5.3 Verifiability

One of the key contributions of Blockchain is the strong validity and immutability
guarantee provided by smart contracts. In the case of early “Blockchain 1.0” [18]
platforms, specifically cryptocurrencies like “Bitcoin,” the data being validated is
limited to account balances and transfers of balances. Even this simple data model
can enable complex use cases if more complex downstream activities are conducted
in “off-chain” systems.

Not all aspects of an application data model need to be validated on-chain. For
many use cases, it is sufficient to merely reference data in off-chain systems
on the Blockchain. As such, this requirement plays a decisive role in privacy
as it determines what data is stored on-chain and thereby potentially visible
to others.

While more powerful “Blockchain 2.0” [18] platforms allow for the implemen-
tation of the entirety of a business’s complex application logic “on-chain,” this is
rarely advisable from a design perspective for reasons of cost, speed, and privacy. In
terms of data privacy, many Blockchain applications face a dilemma: to utilize the
validation potential of smart contracts, data needs to be inspectable by others, but
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Table 4.3 Viewing transaction data as sets of attributes, requirements for different levels of data
validation and visibility can be defined

Verifiability Description

None In cases where Blockchain is employed not for its validation guarantees
but as a message-passing infrastructure only, there is no on-chain
validation requirement (i.e., in the form of smart contracts)

Fully bilateral Fully bilateral validation implies that all participating parties must be
able to validate all data in a joint data model. This is the case where
there is no significant need for individual record-keeping by either
participant

Partially bilateral In a partially bilateral use case, significant parts of the joint data are not
required to be shared with counterparties for validation purposes. This
is the case in use cases that require joint mechanisms on a low level
(e.g., account balances, sensor readings, etc.) but not on a high level
(e.g., inventory)

Supported bilateral This class is similar to the “partially bilateral” requirement outlined
before. In addition to both parties validating some shared data, the use
case mandates a third party, often an operator or neutral third party,
acting as an oracle

Validator driven This requirement introduces a third party as the exclusive validator of
participant data. Here, participants would not be involved in validating
counterparty states but would rely on a third party to do so. Such a
requirement can occur in a scenario where participants aim to keep their
data private, or because it is the exclusive responsibility of the validator
to ensure consistent data

sharing data might be against the best interests of the party holding the data (e.g.,
because it constitutes an industrial secret) or even illegal.2 Consequently, which
parts of the data model need to be made available to which validators is a key
question for Blockchain use cases (cf. Table 4.3).

ZKPs, homomorphic encryption and trusted execution environments (cf.
Sect. 4.3) have been used to address this dilemma. These techniques enable
computation on data (and thereby its validation) without revealing the data to
the one performing the computation. Therefore, verifiability is not to be confused
with visibility. It merely implies that data must be in a suitable format for it to be
programmatically verified, but not through which mechanisms it will be verified.

4.6 Results

Having analyzed a large number of use cases (cf. Table 4.4), we find the majority
of Blockchain applications reviewed have closed accessibility requirements. These

2GDPR has been discussed extensively in the context of Blockchain and was found to be
incompatible with certain Blockchain technologies [37].
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Table 4.4 This table categorizes the uses cases discussed by their accessibility requirements (AR),
hierarchicality requirements (HR), and joint verifiability requirements (JVR)

Agbo [38]

Albrecht et al. [39]

Alladi et al. [40]

Aristidou
and Marcou [41]

Bishr [42]
Bürer et al. [43]

Chang et al. [44]
Dhillon et al. [45]
Dick and Praktiknjo [46]
Gatteschi et al. [47]

Hölbl et al. [48]

Khurshid [49]

Kim and Sarin [50]

Kouhizadeh and
Sarkis [51]

Kshetri and Voas [52]
Lendák et al. [53]

(continued)
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Table 4.4 (continued)

Lu et al. [55]

Lux et al. [56]
Mackey et al. [57]

Mashamba-Thompson
and Crayton [58]
Mengelkamp et al. [26]
Nakamoto [2]
Ngubo et al. [59] 
Niya et al. [60]
Perboli et al. [61]
M. Platt et al. [63]
Radanović and Likić [65]

Sgantzos and Grigg [66]

Shen and Pena-Mora [67]

Sigwart et al.  [68]

de Souza et al.  [69]
Valtanen et al. [71]
Varma [72]

Verhoeven et al. [73]

Whitaker  [74]
Yrjölä [75]
Zhang et al. [76]

Li et al. [54]
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applications target bounded user communities and therefore require a formal
admissions process. This is especially noticeable in the field of medicine, where
data exchanged is highly sensitive and extends a preexisting relationship in the
real world. The field of finance, the birthplace of Blockchain technology, has less
strict accessibility requirements and provides more applications that are accessible
publicly.

Few of the use cases analyzed have flat hierarchicality requirements. Of those
that have, many are in the financial domain. Most use cases, however, have some
notion of hierarchy. Two-layer hierarchicality requirements are most common. This
is often the case where the operator of a closed Blockchain network assumes
special privileges. Here, we observe relationships between a supplier and a vendor,
government and citizen, hospital and patient, or underwriter and policyholder. We
also find hierarchicality in IoT scenarios, where an operator might deploy devices
like meters or sensors. Subsequently, readings from these devices would be trusted
system-wide due to the trustworthiness of the operator. Tall hierarchies are less
common and are found most commonly in regulated contexts, for example, in
healthcare, where applications might target a national health service, a hospital,
and a patient, thus creating a three-level tall hierarchy. Most applications with
tall hierarchicality requirements appear in the form of closed applications, whereas
applications with flat hierarchies are more likely to have open characteristics.

We find various verifiability requirements. We find few applications at the
extreme ends of the verifiability spectrum: applications without validation require-
ments are most commonly found when Blockchain is used as message-passing
infrastructure or for immutable data storage. We find applications with full valida-
tion requirements, most commonly target digital assets like cryptocurrencies. Most
applications rely on the verifiability of parts of the data model only.

4.7 Discussion

The prevalence of use cases that have supported bilateral or partial bilateral verifia-
bility requirements shows that application designers frequently achieve privacy by
keeping the number of data attributes shared deliberately small, thereby practicing
data minimization. In some cases, however, this is not done to improve privacy
but comes as a side effect of optimizing the performance of a system by limiting
the volume of the data processed. Many applications, specifically those in highly
regulated domains or those that deal with confidential data, address data privacy
explicitly by strictly limiting access to the system. Few use cases implement an
open design that allows arbitrary unchecked entities to participate. The hierarchical
nature of many of the use cases analyzed enables centralized data validation. This
means that data does not have to be made available for verification to entities on the
same hierarchy level. Consequently, access to parts of the data can be restricted to
parts of the network, thereby minimizing the exposure of potentially sensitive data
for the benefit of improved data privacy. These findings suggest that most of the



100 M. Platt et al.

Blockchain applications analyzed can address privacy through governance (i.e., by
limiting access to the system), deliberate data modeling (i.e., keeping sensitive data
off-chain), and role-based validation structures.

While the number of applications analyzed is comparatively large, this chapter
can only provide a qualitative result. This is because applications are selected via
non-systematic review of academic literature and not from industry sources that,
arguably, are significant drivers of innovation in the field. Furthermore, use cases
analyzed are not comparable in terms of maturity (i.e., use cases range from abstract
designs to production-ready applications). Also, deriving requirements from high-
level descriptions of applications requires considerable interpretation.

An unexpectedly large number of applications analyzed have closed charac-
teristics, expose some hierarchicality, and have validator-driven requirements. It
is unclear whether use cases with these characteristics are best addressed via
Blockchain technology or whether other, less complex, architectures like immutably
auditable databases operated by trusted third parties could satisfy those requirements
equally well. Replacing a decentralized system with a third party entrusted with
storing data centrally makes the privacy properties of a system significantly easier
to analyze. Furthermore, the limited awareness of novel cryptographic approaches
(e.g., ZKPs, homomorphic encryption, or trusted execution environments) to keep
data private was surprising. It shows that application designers are not yet ready
to entrust sensitive data to them. It can be assumed that these technologies will be
more widely accepted once they become more mature. Future work should focus on
analyzing the influence of these novel technologies on the privacy properties of the
use cases identified. This will show whether their application can contribute to more
open system designs.

4.8 Conclusion

In this chapter, we have investigated the prevalent requirements relating to privacy
in the Blockchain ecosystem. To help with this, we have focused on three aspects
of system architecture: (1) the accessibility of a system that impacts those who,
in principle, have access to shared data, (2) the hierarchicality of a system, which
entails whether privileged entities with broad data inspection permissions can exist,
and (3) the data validation requirements of a system, which define the aspects
of an application’s data model, which need to be verifiable by others. We find
that most systems have closed accessibility requirements, exhibit some degree of
hierarchicality, and share only part of their data model for validation purposes.
These characteristics allow operators to restrict access to data by governance (i.e.,
by only allowing trusted and vetted actors access to a system). Works that address
privacy considerations directly often focus exclusively on the accessibility dimen-
sion. Since most works analyzed discuss governance-based approaches to questions
of privacy, designs in which emerging cryptographic techniques could be usefully
applied are rare. This work concentrates on privacy requirements in Blockchain,
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thus contributing to the wider literature that takes a broader perspective. While the
number of applications analyzed is extensive, this work is purely qualitative. Future
work should focus on the applicability of emerging cryptographic techniques that
allow for operations on encrypted data, as these can further benefit data privacy.
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Chapter 5
An Empirical Investigation of Blockchain
Scalability

Kashif Mehboob Khan, Junaid Arshad, Muhammad Mubashir Khan,
and Muhammad Hassan Nasir

5.1 Introduction

A Blockchain system exemplifies distributed ledger technologies. It enables a
digital transaction’s data to be stored in the form of a chained block with the
consensus of verifying nodes, also known as miners. A blockchain-based system has
inherent properties of decentralization, transparency, trust-less-trust, immutability,
and traceability since it allows each participating node to have an equal opportunity
to influence the ledger. The transparency and immutability are enforced by allowing
the nodes to view and maintain the ledger which can only be altered with the
consensus of other mining nodes. Although Bitcoin [1] still represents the most
popular application of blockchain, the use of blockchain has witnessed signif-
icant attention across diverse application domains including healthcare, finance,
e-government [2], and supply chain management [3]. Features of blockchain such as
security, immutability, and decentralization have a profound role in this. Emerging
blockchain applications have been facilitated by research on blockchain beyond
cryptocurrencies where significant efforts have been made to devise different
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business models, its applicability in various domains, and to optimize its adaptability
for different applications. Furthermore, several platforms such as Ethereum [4],
Multichain [5], and Hyperledger [6] have been developed to facilitate the adoption
of blockchain technology beyond cryptocurrency and have had a profound impact
in achieving its wide-spread adoption.

A significant factor in the successful adoption of blockchain is its ability to
facilitate large-scale transactions which require a scalable solution. For instance,
applications such as public voting require concurrent processing of a large number
of transactions [7]. Such scenarios present opportunities for further research into
the ability of blockchain to facilitate the development of scalable applications and
challenges associated to achieve this aim. For instance, a common belief is to treat
blockchain as a black box which can be used to develop decentralized applications
that are inherently efficient. Deep analysis of several important parameters including
the rate of block generation and block processing, and block size is to be performed
in order to build an efficient blockchain-based decentralized application.

Among many interesting applications of blockchain the electronic voting (e-
voting) is the one that harnesses the potential benefits of blockchain technology
which includes anonymity, immutability, and non-repudiation. These features of
blockchain are extremely important to ensure privacy and authenticity of voters and
the integrity of overall electoral system. There have been several important research
contributions that have attracted the utilization of distributed ledger technology
in electronic voting system [8–10]. The structure of blockchain enables us to
gracefully map the voters and candidates from the practical electoral system into
the blockchain. Furthermore, every vote caste is represented by a transaction within
blockchain which is stored on the ledger in an immutable manner. To ensure
immutability blockchain has a strong hashing mechanism that tightly binds the
successive transactions into a chain of blocks which is computationally infeasible to
modify illegally by an adversary.

In this chapter we present our research to highlight important issues related to
the scalability of blockchain-based applications, as it is the primary requirement of
majority of such applications including the electronic voting. Our research is based
on an e-voting scenario that is implemented on a permission-less blockchain testbed.
The voting environment created in our experimentation includes small number of
users for which the three important parameters have been tested by introducing
several variations. These parameters include the block size, the level of difficulty
for mining a block, and the average time to create a block. The research results
show an interesting trade-off among these parameters. The experimental testbed
is evaluated against the population of remote clients (voting machines) with their
network connectivity from different locations and the volume of transactions. These
factors have obvious impact on the overall performance of the blockchain-based
system.

The rest of the chapter is organized as follows. The motivation to achieve
scalable blockchains along with the state of the art to achieve scalable blockchains
is presented in Sect. 5.2. Section 5.3 presents a comprehensive discussion to define
different aspects of scalability within blockchains along with a critical overview
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of existing approaches to achieve scalable blockchains. Details of the e-voting
system model are presented in Sect. 5.4 along with details of testbed for evaluation.
Section 5.5 presents a detailed description of the scenarios used to identify important
factors affecting scalable blockchains along with an insightful discussion of trade-
offs involved. Section 5.6 presents a summary of the efforts along with a discussion
on open challenges in achieving scalable blockchains.

5.2 Blockchain Scalability

5.2.1 The Case for Scalable Blockchains

Although Bitcoin represents a major milestone in the adoption of blockchain
technology, the underpinning concepts and mechanisms date back even further. For
instance, the pseudonyms adopted by blockchain were first proposed by Chaum
in 1983 [11], whereas the Proof of Work (PoW) used by Bitcoin and other
applications as consensus protocol was developed by Adam Back in 2002 [12].
Alongside Bitcoin, recent developments such as Smart contracts have attracted
significant attention leading to its adaption as a cutting-edge paradigm beyond
cryptocurrencies in domains including finance, supply chain, Internet of Things
(IoTs), etc. Emergence of platforms such as Ethereum [4], Multichain [5], and
Hyperledger [6] have a profound role in this.

The use of blockchain in diverse domains has also led to the identification of
number of research challenges which can affect its successful adoption. Scalability
is one such challenge and has become a prime concern for research and business
communities. Specifically, blockchain performance has been compared with VISA
which can achieve a maximum throughput of 2000 transactions per second. On
the contrary, Bitcoin, blockchain’s most prominent application, can only achieve
a small fraction of this. Further, performance-hungry applications such as a public
voting system require a high transaction throughput [7], motivating researchers to
investigate mechanisms, and methods to enhance the scalability of blockchain-based
applications.

However, in order to assess blockchain’s ability to support scalable applications
that are capable of achieving high performance throughput, a rigorous analysis of
various characteristics including block size, transaction processing speed, and block
generation rate. For instance, the size of a block in Bitcoin was set to 1 MB that
supports a peak block generation rate of 10 blocks per minute. Increasing the block
size enhances the capacity of transactions to be included within a block. However,
it may lead to an increase in the block propagation time. Conversely, a decrease
in the block size may improve the latency but can also result in the generation of
multiple forks [13]. Such concerns necessitate trade-offs between parameters such
as block size, efficiency, and security which require in-depth analysis to facilitate
development of scalable blockchain-based applications.
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5.2.2 State of the Art Within Scalable Blockchains

The research contribution of Corman et al. [14] on the scalability of the blockchain-
based applications has a significant importance in which they focus on the practical
constraints such as transaction mining time, transaction processing speed, as well as
costs incurred in running blockchain nodes (electricity, storage, etc.). The authors
also highlight the impact of blockchain scalability and security. For example,
malicious activities inside the blockchain system such as forking, generating
malleable transactions, and realizing the double spending scenario can be mitigated
by carefully improving the block size.

It is important to note that the mining rewards similar to Bitcoin may disrupt
the smooth processing of transactions in a block and adding that block gracefully
into the blockchain. Such disruption is induced by the greedy behavior of miners in
order to gain more and more financial rewards against mining. Such behavior has
been highlighted by Karame [15] and Zheng et al. [16]. Similarly, there are other
legitimate factors, such as network propagation delays, which have been highlighted
by Karame [15] in the context of scalability and security of a blockchain network.
Introducing the delays and utilization of Bitcoin network bandwidth can provide
opportunities for the attackers (greedy miners) to prevent a victim from acquiring a
block.

As proposed by Segregated Witness [17], one approach to increase the
blockchain throughput can be to increase the size of the block. However, as
identified by Zheng et al. [16], increasing the block size may reduce the block
generation rate that may in turn increase the chances of forking. As pointed out
by Zheng et al. [18] that increasing the block size may lead towards centralization
of blockchain resources as many of the mining nodes might not be able to store
high volume of data. The transaction processing rate and network latency has an
interesting trade-off that has been explained by the authors in order to achieve
scalability while preserving the security of the blockchain.

Another interesting proposal is the implementation of the so-called GHOST or
pairwise ledgers by Xu et al. [19]. However, these pairwise ledgers such as R3’s
Corda24 have problems concerning to their adoption because it is not easy to realize
a globally replicated database in order to ensure the availability of data. One possible
solution to such constraint is to increase the number of nodes that are capable to
execute a full copy of ledger as part of the decentralized blockchain network.

The assessment of the effectiveness of several on-chain solutions to achieve
scalability in blockchain has been studied by Vukoli et al. [20] and Bano et al. [21].
Their study also includes the well-known consensus algorithms in blockchain such
as Proof of Work (PoW) and Byzantine Fault Tolerance (BFT) in the context of
scalability of the overall blockchain system. As the consensus mechanism has a
significant impact on major factors, such as block generation rate and block size, on
which the scalability of blockchain depends. It has been found that BFT is better
in performance when there are small number of nodes; however, proof of work
based distributed ledgers are scalable in term of the number of nodes at the cost of
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performance degradation. The design based techniques of blockchain proposed by
Bano et al. [21] present the issues pertaining to the scalability of Bitcoin-NG [22]
and Practical BFT with Sharding transactions.

Kim et al. [23] explains scalability as a function of few important parameters in
which he includes the transaction processing rate, the space required for the storage
of chain and the associated fee related to a particular cryptocurrency application.
The authors categorize different methods for improving scalability such as on-
chain, off-chain, and side-chain. Important on-chain solutions include Bi Block,
Segregated Witness [17] and Merkelized Abstract Syntax Tree (MAST) [24]. The
Big Block method that was implemented by Bitcoin Unlimited increases the block
size that maximizes the transmission limit and minimizes the transmission cost. In
off-chain method a multi sign address is used by creating a channel between the
sender and receiver by ensuring the stake of both the parties. Here the exchange of
transaction is done off-chain removing the requirement of transaction fee as well
as time delays. However, the channel creation if off course an on-chain process
that has a transaction fee associated with the main blockchain. Finally, side-chain
is also a method for minimizing the issues related to the scalability where the main
functionalities of blockchains are aggregated.

Mattias et al. [25] present the non-cryptocurrency applications of blockchain
in several interesting areas. Their work is unique in a sense that majority of the
contributions for scalability of blockchain are based on Bitcoin. The authors address
the scalability with a range of security vulnerabilities of blockchain system that
is decentralized in nature. This contribution presents very important results for
diversified applications of blockchain where scalability is required.

5.3 Factors Affecting Blockchain Scalability

In this section, we identify and define different factors affecting blockchain
scalability. We first describe the different dimensions of blockchain scalability, i.e.,
horizontal and vertical dimensions of scalability. We then categorize and describe
approaches to blockchain scalability in Sect. 5.3.2.

5.3.1 Dimensions of Blockchain Scalability

The world has witnessed significant adoption of blockchain technology in the
past 10 years due to its inherent features including security, immutability, and
decentralization. Especially after the arrival of Smart Contracts in blockchain
2.0 which extended its applicability beyond cryptocurrencies. The blockchain is
now being widely applied in diverse fields including finance, healthcare, asset
management, etc. With this wide-spread adaption, scalability has emerged as one
of the prime concerns for the blockchain community. Without sufficient scalability,
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Fig. 5.1 Dimensions of blockchain scalability

the blockchain-based systems will hardly become mainstream and will not be able
to realize their true disruptive potential [7].

However, scalability is a crucial trade-off characteristic and a composite term
with several potentially conflicting interpretations. It refers to enhancing the capa-
bilities of current processes to facilitate the stakeholders (including users, miners,
developers, etc.) and the systems. Consequently, this section identifies and defines
major factors that can be used to describe the scalability of a blockchain system. We
define these as different dimensions of blockchain scalability and summarize them
in Fig. 5.1.

5.3.1.1 Horizontal Scalability

Horizontal scalability refers to the ability of a blockchain to add more nodes
and clients thereby expanding the network of participants. It is a measure of
facilitating the maximum number of nodes or clients without degradation in the
efficiency and performance of the blockchain. For example, the proof of work (PoW)
based consensus approaches can deliver better performance with an increased
number of nodes, whereas the performance of Byzantine fault tolerance (BFT)
based approaches degrades with an increasing number of nodes. Both families
of consensus approaches offer decent client scalability and support thousands of
clients.
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• Client scalability
The clients are the application programs that submit transactions on the behalf
of a user and client scalability refers to the ability of a blockchain system
to facilitate an increasing number of clients without affecting the overall
performance.

• Node scalability
Node scalability refers to the ability of a blockchain system to facilitate an
increasing number of nodes without affecting the overall performance.

5.3.1.2 Vertical Scalability

Vertical scalability refers to enhancing the capabilities of nodes to achieve efficiency.
The vertical scalability can be enhanced by adjusting the parameters such as block
size, parallel mining, lightning, sharding, etc. Few aspects of vertical scalability
such as throughput, block generation rate, latency, storage scalability are described
below:

• Transaction throughput
The transaction throughput expressed as transaction per second (TPS) is the

major component of scalability. It is the rate at which valid transactions are
committed and added to the block after establishing consensus between the
stakeholders (miners) by the blockchain.

The significant rise in the volume of transactions does not allow current imple-
mentations such as bitcoin, to fulfill the requirements of a transaction hungry
environment. The traditional blockchain(bitcoin) can support a transaction rate
of up to seven transactions per second [26]. While other implementations, like
Ethereum, [4] and Bitcoin cash [26], perform better and can process up to 20
and 60 TPS, respectively. They are still way behind the rate which is expected,
such as legacy Visa which can process up to 24,000 TPS [27].

• Block generation rate
In the blockchain, the multiple transactions are grouped, depending upon the

block size, to form a block. The Block generation rate (BGR) is the frequency
at which a new block is mined, produced, and added to the blockchain. The
block generation is a resource expensive process in terms of mining and is solely
dependent upon the size of the block and consensus efficiency. For example,
the legacy Nakamoto’s algorithm (bitcoin) has a fixed block size of 1 MB and
requires each new block to have a unique hashing puzzle solution than the
previous block to be added to the chain. This results in a requisite of 10 min
to generate a block. Ethereum has a better BGR which is between 10 to 20 s.

• Latency
Typically, the latency is measured as the time delay between input and output.

Low network latency is of paramount importance in the blockchain. The latency
can refer to two different delays, i.e., network latency and transaction latency.
The network latency is the measure of delay between initiating a transaction
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request and getting the confirmation of acceptance of the transaction from the
network. As more blocks are added to the main-chain, the transaction becomes
more authentic. The transaction’s latency is the measure of consensus efficiency
which is the ability to process and execute large volumes of transactions.

• Storage scalability
The storage scalability can further be divided into block size management

and chain size management
• Block size

The block size is the limit of a block to accommodate the number of
transactions and related information. For example, in a typical bitcoin network,
the block size currently stands at 1 MB, which can accommodate more than 500
transactions. The increase in block size is an important factor to improve TPS
but may hurt the block generation rate. On the other hand, decreasing the block
size may lead to the formation of forks. Therefore, there should be a trade-off
between TPS and BGR while selecting the block size.

• Chain size
The blockchain is a decentralized ledger in which the amount of transactions

is significantly increasing. A node, before participating in the network, requires
enough storage to download the chain to have a complete view of the network.
The bitcoin blockchain has already exceeded 160 GB. This means a miner needs
to download a huge amount of data locally to participate in the network. The
increasing number of transactions will also increase the synchronization time
(Table 5.1).

Table 5.1 Scalability approaches

S. No. Approach Selected existing efforts

1 Payment Channel Network
(PCN)

Malavolta et al. [28], Poon et al. [29], Radian
Network[30]

2 Sharding Dang et al. [31], Kan et al. [32], Kogias et al [33],
Li et al. [34], Luu et al. [35], Ozyilmaz et al. [36],
Ren et al.[37], Yu et al. [38], Zamani et al. [39]

3 Blockchain Delivery Network Guobiao et al.[40], Kalrman et al. [41],
Kuzmanovic et al.[42]

4 Parallel Processing Gao et al. [43], Hazari et al. [44]

5 Hardware-Assisted
Approaches

Liu et al. [45], Lind et al. [46], Sanka et al. [47]

6 Redesigning Dennis et al. [48], Ehmke et al. [49], Fan & Chai
[50], Fan et al. [51], Gupta et al. [52], Ittay Eyal et
al. [22], Min et al. [53], Otte et al. [54], Thakkar et
al.[55], Zhang et al. [56]
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Fig. 5.2 Blockchain scalability approaches

5.3.2 Blockchain Scalability Approaches

As highlighted in Sect. 5.2.2, several efforts have been made to improve the state
of the art with respect to scalable blockchains. In this section, we present a
classification that can be used to categorize existing efforts (Fig. 5.2).

5.3.2.1 On-Chain Solutions

The on-chain approaches enhance the scalability by adjusting the internal ingre-
dients of the blockchain. This can be achieved by improving the network latency
or optimizing the transaction or message size. Some of the On-chain solutions are
described below:

• Blockchain pipelining
Blockchain pipelining is a process of adding blocks in the main-chain without
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being verified by other nodes. The final decision for the validity of block for the
formation of the main-chain is done through voting among nodes as a separate
layer.

• Blockchain delivery network
Some solutions rely on a delivery network that includes cut-through routing
enabled gateways or cloud delivery networks without disturbing the centralized
nature of blockchain to achieve a better transaction throughput, or a collaborative
cloud storage mechanism to achieve storage scalability.

• Adjustment in block size
Another approach to attain scalability is to increase/decrease the block size. But,
too much increase in block size results in more transactions per block but leads
to an increase in propagation time. On the other hand, too much decrease in
block size may result in increased BGR with improved latency. However, it can
lead to a frequent generation of forks.

5.3.2.2 Off-Chain Solutions

The off-chain solutions process transactions outside the blockchain to lighten the
load from the main-chain. These solutions are backed by creating ways that execute
on the top of the blockchain. The solutions such as using payment channels (LN or
Raiden network) or sharding are the famous off-chain solutions that have significant
positive effects on horizontal as well as vertical scalability.

• Payment channel networks
The payment channel is a concept to allow multiple off-chain transactions
between parties by creating a micro-payment channel without having to com-
mit all transactions publically on the main-chain. Consequently, resulting in
increased throughput by removing the load from the main-chain. In a typical
payment channel network, two parties can perform an unlimited number of
transactions. Only two transactions are required for the main-chain to update a
record that can be informed upon completion of all transactions between parties
or upon the requirement of an on-chain transaction. Even the parties which are
not directly connected can commit the transactions through intermediaries. The
most popular implementations of PCNs are Lightning Network (LN) and Raiden
Network (RN) for Bitcoin and Ethereum, respectively.

• Sharding
Typically, a mining node on a blockchain’s network is responsible for storing all
the states, which includes critical information like account balance and history
of all transactions. This considerably slows the transactions throughput linearly.
Sharding is a well-established concept in databases to divide a huge database
into smaller and manageable portions to increase its efficiency. In a blockchain,
it refers to the horizontal division of the main-chain into multiple independent
partitions known as “shards.” Each partition or shard is responsible for storing its
state. Although the sharding is considered to be an off-chain solution, in reality,
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it does not attempt to move the transactions off the chain but rather divides
the main-chain into multiple independent groups so that the mining nodes are
not responsible for mining every broadcasted transaction on the network. Each
shard works separately as an independent blockchain in the network but has a
strong cryptographic binding with the main-chain appearing as a Markle tree.
These shards can be brought back to the main-chain at any time. This approach
brought a significant increase in transaction throughput and a considerable drop
in latency.

• Hardware-assisted approaches
Many solutions use specialized trusted hardware devices either to improve
consensus or to speed up the transaction process to solve scalability issues within
the blockchain. The hardware includes high processing machines or Trusted
Execution Environment (TEEs) to efficiently handle transactions with accuracy
and speed.

• Parallel mining/processing
Traditional blockchain is based on solo mining and offers limited transaction
throughput and scalability. The parallel mining approach is used to improve
blockchain scalability by concurrent mining of multiple blocks without changing
the basic structure of the blockchain.

• Redesigning blockchain
Some solutions rely on redesigning the blockchain to propose an alternative
scalable DLT, such as Graphchain which uses DAG for a non-linear generation
of blocks. on the other hand, some solutions are focused on designing an efficient
strategy such as a novel consensus framework to address various aspects of
scalability.

5.4 Use-Case for Empirical Investigation of Blockchain
Scalability

To observe the impact of scalability with e-voting as an application example, a
different set of experiments have been conducted by building different cases over the
proposed testbed to closely monitor certain controlled variations in the blockchain
processing domain and to achieve an optimum level of performance. Each case
corresponds to different conditions for evaluation. These cases differ in several ways
including block generation rate, different values for maximum block size, etc. In
each of these cases, various transactions were carried out to transfer a vote from
a voter’s address to the candidate’s address. Based upon the output data of these
cases, the response of the blockchain was recorded and analyzed to understand the
relationship between transaction mining time and the waiting time of a transaction in
the pool. Similarly, using the experimental results of case one and case two, a critical
empirical analysis was performed to compute various scalability related parameters
like the maximum number of voting transactions a block can contain under these
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case, an average number of voting transactions a block currently contains in case
one and two, size of the voting transaction, the maximum speed of transaction
processing the voting system in case one and two can support, and the current
operational transaction processing speed of the system.

5.4.1 System Model and Implementation

The process begins when a voter moves his voting token to the candidate’s address.
A system model may be divided into two major zones (vote casting and its
administration). A voting token in the blockchain is analogous to a vote in the
real-life election process. This voting token is assigned to every voter. Similarly,
a candidate’s address is a public address on the blockchain which will be used by
the voters to transfer the vote to their desired candidates.

To keep the clarity in the scheme and to focus on the problem at an initial level,
a total of six voters were made to vote for one candidate while the remaining four
voters were made to vote for the other candidate, out of the overall population of 10
voters. Initially, this simple scenario was followed up as the focus is more towards
analyzing the response of the blockchain platform for transaction processing and
not on the application running on it.

Since the domain of the research is voting, the asset in the voting scenario may
be referred to as a vote (a voting asset). So, after creating votes as assets initially
in the public blockchain and then in the private blockchain, these voting assets
are then transferred to an address which will act as an authority to transfer the
right of the vote (by performing transaction of moving voting asset) to the eligible
candidates(one vote to each candidate). The vote has been made immutable and
indivisible. This is achieved while creating a voting asset on the blockchain (using
the Multichain platform) by setting the attributes in such a way that the minimum
unit of the vote is set to 1. Secondly, while assigning these votes to the voters, care
has been taken to move only one vote to the voter through an automated offline
process as mentioned in the previous section. The balance against the address of
the vote issuing authority is then set to 0 which is the only address of blockchain
that has the authority to distribute votes by having the right on this particular voting
asset.

Figure 5.3 represents the basic infrastructure of the testbed that has been
deployed for executing different cases (as mentioned above) for carrying out scala-
bility stress testing. Seed node is responsible for initialization the core blockchain
while connected nodes ensure the decentralization of the blockchain network. The
mining process is carried out by all the nodes (in case 1 and 2). The mining
pool is shared among connected and seed nodes. All participating nodes are fully
running nodes and keep their local copy of the complete blockchain as well. In
the two presented cases, blockchain data was created and manipulated directly
on the blockchain instead of moving it from the application so that initially an
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Fig. 5.3 Testbed for proposed system implementation
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ideal relationship may be worked upon for having empirical analysis without any
programming delay.

5.5 Evaluation and Analysis

This section presents the experimentation conducted to investigate the factors
affecting the scalability of the blockchain-based e-voting use-case. As part of the
experimentation, different scenarios were established against varying values for
block size, block creation rate (to find out significant trade-offs between block size),
block generation rate, and the total number of voting transactions per second.

5.5.1 Experimentation Scenario 1

The experimentation with a voting population of 10 voters (as an appropriate size
to demonstrate a prototype voting process) has been conducted in a hypothetically
more ideal environment where the network latency was not of much concern
because the voting transactions have not been performed through remote voting
clients. With these assumptions this scenario is useful to highlight the level of
difficulty for a miner to mine a block. In addition, it also reveals the size of the
block that contains the transactions and the average rate of the creation of block
in the blockchain. This limited scale voting process is helpful to draw inferences
regarding the behavior of the system concerning their existing and theoretical limits
of transaction processing speed. This approach also reveals the significant trade-off
between transaction block size, block generation rate, and transaction processing
speed. Overall, it is easy to determine how scalable the system can be made and what
possible compromises may be needed to match the desired result of a given voting
scenario. The blockchain was created and initialized on Multichain [5] platform
using the following command in Fig. 5.4.

A configuration file is created in the installation directory after the creation of
blockchain. This file contains the parameters which are required to initialize the
blockchain and therefore cannot be altered once the blockchain starts running. The

Fig. 5.4 Blockchain initialization for case 1
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Table 5.2 Initial parameter values for case 01

Blockchain parameters

Platform Difficulty No. of miners Block generation
rate(s)

Max. allowable
size (MB)

Bits required for
PoW

Windows 00001526 10 15 1 16

Fig. 5.5 Blockchain
specifications for case 01

detail of these parameters is shown in Table 5.2. In the first run of the experiment,
the time interval for adding new blocks to the blockchain was set at 15 s. This means
that at a regular interval of 15 s, unconfirmed transactions will be processed, packed,
and appended to the existing chain of blocks in the form of a new block. Here,
the maximum memory size of the block is limited to 1 megabyte. To make the
blockchain up and running, there have been a total of 60 blocks at the start of the
blockchain (which is set by default in Multichain).

Table 5.2 shows the initial parameter values for observing blockchain behavior
related to scalability. Figure 5.5 shows the specification of these parameters at
Multichain blockchain output terminal.

Here, the interest is to derive the results which may enable us to test and
investigate the impact of the above parameters on key performance indicators
of scalability, which includes transactions processing per second, the size of the
transaction, the maximum and average number of current transactions which can
be accommodated, and the number of bytes the block is currently taking for
the experimentation condition according to this test case. These parameters are
very crucial in identifying the scalability related constraints of blockchain process
execution. If the blockchain generation rate is not made compatible with the overall
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system’s desired expected output, some serious performance degrades may be
experienced. For instance, if it is kept at a rate that is too high, there may exist a
situation in which too many transactions keep waiting in the pool of unconfirmed
transactions which can ultimately overflow the volume of the memory pool of the
node. This situation may cause the blockchain to either respond slowly or even
become unresponsive at all. Similarly, in a situation where the blocks are generated
at a very high rate, the blockchain is stressed out and starts mining the empty blocks
even without having a transaction. Such situation is very common in the private
blockchains. Hence, an optimum level must be set to keep a matching condition
of equilibrium between the rate of incoming transactions and the rate at which the
transactions are mined into the new blocks. This can be decided by the nature of the
application which is built on blockchain [23].

As mentioned earlier that Multichain has been used here as a platform for
carrying out the experimentation work. The addresses of candidates, voters, and
vote issuing authority have been generated using the command “getnewaddress” on
“Multichain-cli” executable. Figure 5.6 shows the creation of voting asset which was
later on assigned to voter hashes so that these voters may cast these votes to their
candidate using their hashes (Table 5.3).

Let the arrival time of the transaction to come to the unconfirmed pool is T_au,
time taken by a node for adding the transaction to its local wallet is T_nw, total
time taken for confirmation of the transaction from unconfirmed pool to enter into

Fig. 5.6 Voting asset for case 01

Table 5.3 Sample voting transactions

S. No Voter hash Candidate hash Transaction hash

01 1Zq8GjEd5NUnXqqQjsnKF
zuj5v92fvt4qekfsQ

1SS6H6G7aU96oMerxDu752
FYAsn4ZaKVHZVyNR

b9c8432b858c47d23ac44a44a64ca0c
44cbc11c5b5ef8216cef9934af651ef7d

02 1Nz4aWjykexrxgeJq2x
RLixrmj4hU3oKaHtyCD

1SS6H6G7aU96oMerxD
u752FYAsn4ZaKVHZVyNR

8de26636e4b0c035b55cd82cea119d1
1e24321c7b771779720b69bd74a925b6b

03 16ckT5efpKVzu6fM7d6
TvU5Uae7fgAxqv5Q2TK

1SS6H6G7aU96oMerxDu
752FYAsn4ZaKVHZVyNR

7a763820bb758ac0d060da5be8c7598e
43a495e608f654e4f3e1a3fe8d9e4b3d

04 1bPRUUm8EeYA1cGLX55
85RNAdWhxj3uyahQ1z6

1SS6H6G7aU96oMerxDu7
52FYAsn4ZaKVHZVyNR

1ee2338ae825b3b78c4a21492ea23f8e
03cb5723d3bd3216dbde6bb39f3e78ed

05 1DtQn2g3MCNLtHZxGhUj
67Kc4SWTeXi5jTeeCy

1SS6H6G7aU96oMerx
Du752FYAsn4ZaKVHZVyNR

91674fdb026e0a8fb0e407ea2ee69eb
4123377ed9a0ee58c93d9e50db0fe2f09
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Table 5.4 Voting transaction details

Tx No. Tx ID Tau = Tnw Tad Tctn Bs

01 b9c8432b858c47d23ac44a44a64ca0c4
4cbc11c5b5ef8216cef9934af651ef7d

1542300652 1542300661 9 516

02 8de26636e4b0c035b55cd82cea119
d11e24321c7b771779720b69bd74a925b6b

1542300713 1542300724 11 517

03 7a763820bb758ac0d060da5be8c75
98e43a495e608f654e4f3e1a3fe8d9e4b3d

1542300750 1542300761 11 516

04 1ee2338ae825b3b78c4a21492ea23f
8e03cb5723d3bd3216dbde6bb39f3e78ed

1542300785 1542300787 02 517

05 91674fdb026e0a8fb0e407ea2ee69eb41
23377ed9a0ee58c93d9e50db0fe2f09

1542300994 1542301002 08 516

Table 5.5 Voting transaction details

S. No Candidate hash Asset name Asset reference Quantity

01 1SS6H6G7aU96oMerxDu752FY
Asn4ZaKVHZVyNR

Voting asset 20769-267-
53562

6

02 1YetjPS8i6km12QavaMX2PJkRU1
LuBmcYcG541

Voting asset 20769-267-
53562

4

Fig. 5.7 Final result count
for candidate in case 1

blockchain is T_ctn, timestamp of the block into the main blockchain in which
the transaction was confirmed is T_ad, and the block size is B_s in bytes, refer
to Table 5.4. Here time is in UNIX style time stamp. The final statistics of votes
are shown in Table 5.5 followed by the output screen at blockchain in Fig. 5.7.
As shown in Table 5.5, the first set of parameters displays the balance of the
first candidate while the second set of parameters shows the total vote count for
the second candidate. Table 5.4 shows the blockchain response under the settings,
presented in case 01.

5.5.1.1 Graphical Analysis

This section analyses the graphs which have been generated with the experimental
data under the conditions defined for case 01. The study tries to investigate the issues
related to the blockchain performance and scalability by observing the behavior of
these graphs.

The graph in Fig. 5.8 shows that new transactions are arriving at different times
but are added immediately to the node’s wallet upon arrival. So, the graph shows
that there is no delay in the transition during its journey from pool to the blockchain.
When this behavior is observed in the context of throughput and blockchain
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Fig. 5.8 Time taken by miners to add unconfirmed transactions from pool to their local wallet

performance, which is characterized with transaction processing speed, maximum
number of transactions per block, etc., it may be considered that the transactions
movement from pool to node’s wallet is not a major factor of consideration in the
case 1. This may also be applicable in majority of other cases in general, as it will
be shown through the calculation for determining transaction processing speed.

But there are some other (although indirect) factors that may affect the behavior
of this scenario in the blockchain. These factors include pool size and the number
of dependent transactions. According to the official documentation of Multichain
platform there is no fixed barrier in limiting the capacity of the pool but off course
nodes have constraints in picking up transactions from other nodes. Another thing
to ponder here is about the dependent transactions such as multiple transactions
from the same node address which are dependent on each other. If the subsequent
dependent transactions start to arrive earlier than its previous transactions on which
it depends then the earlier arrived transactions cannot be confirmed until its previous
transaction gets into the block.

The graph in Fig. 5.9 represents the arrival of voting transactions at different
times into the node’s wallet. These transactions were picked up by the miners to first
begin the race of mining those transactions. Therefore, the transaction processing
depends mainly upon the proof of work that is performed by the miner while keeping
the average block generation rate constant. By observing the pattern of the graph it
can be said that it is not necessarily important that the transactions which arrive
earlier to the pool take a shorter time to add to the block even though when the
difficulty is kept constant among all the transactions.

If the focus is to get the throughput of the system, transaction processing speed
can be one of the vital factors to be worked upon. Figure 5.10 elaborates the time
taken by each voting transaction in the experiment. Since the target block time is
set to 15 s, this means that each block will be generated at an interval of 15 s. This
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Fig. 5.9 Time taken by miners to confirm transactions into the block

Fig. 5.10 Transaction mining time

interval is an average time of block generation which means that if a block is mined
much earlier than the target block time then the rest of the blocks will be mined at
a rate to restore the average rate of block generation. The difference in transaction
delays is due to the time taken by the proof of work. The difficulty level has been
kept constant throughout all the readings so that it may not affect the dataset and
a direct relationship may be built between the number of transactions and their
processing time to check the scalability of the system. The total amount of time
taken by a transaction to be published also depends upon its arrival time (in the
case of our Multichain platform). Suppose, in this experiment where the maximum
target block time is 15 s, a transaction comes into a wallet and a block is about to
be published within 3 or 4 s to keep the average time of 15 s, then the transaction (if
it does not depend upon any unconfirmed transaction) will most likely be published
in the main blockchain within those 3 or 4 s, provided that the block size does not
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exceed the maximum size limit. The situation may be entirely different when the
same transaction would arrive just after the latest block was added.

5.5.1.2 Scalability Test for Case 1

To test how scalable the system is, let us represent the size of the voting transaction
as Ts , block generation rate as Bt , the maximum amount of data that can be held
by the block as Bd*max , and the average current size of block for our voting
transaction as Bd*avg . To calculate the maximum number of transactions that can
be accommodated per block Ts*max and the current average number of transaction
Ts*avg per block, Ts = 250 bytes has been considered (voting transaction size is
250 bytes). The size of the transaction has been calculated as per the method
which is described in Multichain documentation. According to this, the number
of hexadecimal characters is counted by issuing “getrawtransaction” command to
the Multichain node. The number of characters is then divided by 2 to get the size
in bytes. Since the experimental work has been done on Multichain blockchain,
therefore the size of the transaction may be obtained by taking the arithmetic sum
of all the hexadecimal characters and dividing the sum by 2. In this case, the
size is found to be 250 bytes. Similarly, as mentioned above (in Table 5.2), block
generation rate has been set to 15 s that is Bt=15 s and Bd*max = 1 MB while Bd*avg

in this test run is 516 bytes. The average number of transactions contained in a single
block, in this case, T(s*avg_block) is 2. The Bd*avg and Ts*avg can be found by issuing
“getblock” command to Multichain command editor such as it has been shown in
Fig. 5.11 (for transaction detail) and in Fig. 5.12 (Bd*avg and Ts*avg) for the output
of transaction number one in voting hash table (see Table 5.4).

Fig. 5.11 A transaction from voter to candidate
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Fig. 5.12 Specification of block containing transaction of Fig. 5.11

Table 5.6 Initial parameter values for case 02

Blockchain parameters

Platform Difficulty No. of miners
Block generation
rate(s)

Max. allowable
size (MB)

Bits required for
PoW

Windows 1.0000 10 60 1000 32

5.5.2 Case 2

In case 2, the same system has been tested under the stress of larger block size,
increased block generation rate, and above all, the required amount of bits in proof
of work has been extended to 32 bits. This implies that on average the miner has been
asked to compute 21̂6 hashes to mine a block. These variations in the values of the
parameters significantly affected the overall behavior of the system in comparison to
case 1. Table 5.6 shows the modified parameter values for carrying out the scalability
test in case 2.

To conduct a test for case 2, this time blockchain has been initialized with the
parameters as shown in Table 5.6. Figure 5.13 shows the blockchain parameters on
Multichain blockchain console.

Using the same conventions for denoting blockchain behavior as it has been
shown earlier for case 1 in Table 5.4, Table 5.7 records the responses for case 2
following the same experiment of transferring vote from voters to candidates but
this time under the settings of Table 5.7 for case 2.

The transaction number in Table 5.7 represents the same combination and order
of voter and candidate hash as it has been shown in Table 5.3. Table 5.8 shows the
final candidates’ votes in the wallet of the blockchain node.
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Fig. 5.13 Blockchain specifications for case 02

Table 5.7 Voting transaction
details

Tx No. Tau = Tnw Tad Tctn Bs

01 1543813800 1543817161 3361 5468

02 1543813851 1543817161 3310 5468

03 1543813898 1543817161 3263 5468

04 1543813938 1543817161 3223 5468

05 1543814081 1543817161 3080 5468

06 1543814231 1543817161 2930 5468

07 1543815716 1543817161 1445 5468

08 1543816072 1543817161 1089 5468

09 1543816105 1543817161 1056 5468

10 1543816316 1543817161 845 5468

Table 5.8 Final candidate votes in blockchain wallet

S. no Candidate hash Asset name Asset reference Quantity

01 1PxXxADdtsrG25cGBHqD8UugaTWbiPZ
YSULiWS

Voting asset 3-265-63893 6

02 1WJkwH6ZYQnXBivdnGjoSqeC58Absmhp
Ax5gLs

Voting asset 3-265-63893 4

5.5.2.1 Graphical Analysis

It can be seen in Fig. 5.14 that the transactions move instantly to node’s wallet upon
arrival. The noticeable thing here is that even if the transactions are issued with
delays (as it is the case of reading number 7 when we move from left to right in
the above graph), it has no impact on the time it takes to move the transaction into
wallet.

Similarly, in Fig. 5.15, it can be seen that the transactions are getting confirmed
to the same block due to increased block generation rate which was issued
subsequently and also were independent of each other.
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Fig. 5.14 Time taken by miners to add unconfirmed transactions from pool to the node wallet

Fig. 5.15 Time taken by miners to confirm transactions into the block

To completely understand Fig. 5.16, it should be analyzed in the context of
Fig. 5.13 also. The graph in Fig. 5.16 shows that the transactions which are coming
late to the system surprisingly getting mined earlier than the previous transaction
even though these transactions do not depend upon each other. The obvious and
fundamental reason is that the new transactions are arriving at a time when there is
some time left for the block to be added (four times more than in case 1). Another
interesting point here to note is that in case 2, not only the block can contain more
transactions but also this time the miner will have to work even harder as the proof
of work has now been increased to 32 bits.
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Fig. 5.16 Transaction mining time

5.5.2.2 Scalability Test for Case 02

In this case Ts has same value as it was before, i.e., 250 bytes, Bd*max is increased
to 1GB while Bd*avg in this test run is 5468 bytes. Also in case 2, Bt has been set
to 60 s and a number of required bits for proof of work has been set to 32 bits which
moved the difficulty level to 1 (referring to Table 5.6).

5.5.3 Comparative Analysis for Scalability Tests for Case 01
and 02

Scalability is a critical factor to determine the strengths and weaknesses of the
system for the selection of optimum performance under various scenarios. As the
study for case 1 and case 2 show that transaction processing speed is a key factor in
evaluating the scalability of a system. There is also another aspect that is needed to
look into while scaling the system. This is the context of the application domain in
which blockchain is running. A significant ratio must be needed to maintain between
the number of transactions that can be added to a block and the speed by which the
new transactions are added to the block, i.e., it is T(s*max_block) Vs. Bt . Since, if
the ratio between the two is not maintained at an optimum level, there may arise
a situation where the transactions will be started to confirm at a much lower rate
due to large block size which will enforce many transactions to wait until the block
is ready to be added to the main blockchain at a time to keep the average block
generation as specified in the blockchain. This means that block generation rate and
block size affect the rate at which transactions are coming to the pool and the rate
at which these transactions are confirmed to the block. Therefore extreme care is
needed to be taken in adjusting these parameters to fully capitalize the potential of
blockchain in accordance with the condition (Figs. 5.17 and 5.18).
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Fig. 5.17 A transaction from voter to candidate

Fig. 5.18 Specification of block containing transaction of Fig. 5.18

5.6 Summary and Open Challenges

This chapter has focused on investigating the challenge of scalable blockchains,
identifying constraints which can affect the performance of a blockchain-based
system. We used blockchain-based e-voting as a use-case to conduct in-depth
empirical analysis of the system. The experimentation used varying settings with
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respect to the level of difficulty for a miner to mine a block, the size of the block that
contains the transactions and the average block generation rate. We use the outcomes
of this experimentation to draw inferences regarding the behavior of the system with
respect to their existing and theoretical limits of transaction processing speed. The
experimentation also revealed the significant trade-off between transaction block
size, block generation rate, and speed of the processing of a transaction. Overall, this
chapter highlights potential avenues to achieve scalable solutions using blockchains
while highlighting potential trade-offs among different parameters.

5.6.1 Open Issues and Challenges

This chapter has contributed towards identifying methods to achieve scalable
blockchain; however, there remain challenges which require further work. We
present prominent such challenges below.

• Sharing is one of the most prominent approaches to address the challenge of
scalability. However, existing sharding-based approaches including Elastico[35],
Omniledger [33], and Rapidchain [57] are either suitable for public (permission-
less) blockchain scenarios or require a trusted hardware setup to reduce com-
munication overhead [31]. Moreover, the Communication Cost Per Transaction
(CCPT) in the order of O(n) is one of the prime objectives to blockchain
scalability [58]. However, this is achieved either by compromising one or
more important factors including reliability and decentralization, or require a
TEE (Trusted Execution Environment) setup including trusted hardware and
rational behavior of all nodes. Furthermore, sharding approaches also lack a BFT
mechanism to prevent a shard from being taken over by malicious adversary for
non-crypto currency based blockchains scenarios.

• The performance of consortium (permissioned) blockchain can be significantly
enhanced by using a powerful trusted hardware setup which consequently,
decreases the Block Generation Rate (BGR) and subsequently, leads to improved
transaction throughput[31, 45–47, 59]. However, an attractive incentive mecha-
nism, in permission-less scenarios, must be in place to encourage the owners of
mining towards the use of resourceful hardware.

• Consensus algorithm is a critical component within blockchain stack and has
a fundamental role in achieving scalable operation. In this respect, existing
work such as [60, 61] have conducted a feature-based comparison of consensus
algorithms. However, an empirical comparative study is deemed essential for
evaluating the performance and applicability of specific consensus algorithms in
various scenarios.
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Chapter 6
Interoperability Among Heterogeneous
Blockchains: A Systematic Literature
Review

Manar Abu Talib, Sohail Abbas, Qassim Nasir, Fatima Dakalbab,
Takua Mokhamed, Khawla Hassan, and Khaldoun Senjab

6.1 Introduction

Blockchain technology has gained a great deal of attention in both industry and anal-
ysis in recent years. The rapid growth of this technology has led to the development
of numerous different blockchain platforms and decentralized applications which
serve not only cryptocurrency domains but also fields such as banking, supply chain
management, healthcare, and other fields [64]. However, some concerns prevent
the potential mass adoption of blockchain applications. The most common issue is
the lack of interoperability. As many blockchain networks exist as isolated systems
enabling all operations to be conducted locally, their structures and policies prevent
communication between different blockchains, limiting their ability to transfer to
and from various blockchains regardless of differences in language, interface, and
execution platform. This issue attracted the attention of many researchers and
blockchain application developers. They proposed and designed many different
solutions to overcome this incompatibility problem and provide interoperability to
blockchain systems.

We include the following definition of an “interoperable blockchain architec-
ture” using the NIST [80] definition of blockchain to explain the importance
of interoperability for blockchain systems. Interoperable blockchain architecture
is a group of distinguishable blockchain systems, each representing a specific
distributed data ledger, where multiple heterogeneous or homogeneous blockchains
can execute atomic transactions and where data recorded in one blockchain ledger is
available, verifiable, and referenced by another foreign transaction in a semantically
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compatible nature. In another definition of interoperable blockchain proposed by
P. Lafourcade and M. Lombard-Platet [47], interoperability is the ability of two
blockchains to work together by executing and validating transactions, sending
assets from one participant to another in different chains, or invoking and executing
smart contracts. Blockchain interoperability solutions can be categorized into four
main types [64]:

• Sidechain or relay chain solution A separate blockchain system connected to
the main blockchain (mainchain/parent chain) which has the main functionality
of verifying and reading data for another blockchain. The blockchains are
interconnected through a two-way peg mechanism. The two-way peg mechanism
allows digital assets to transfer from a mainchain to a sidechain and vice versa
at a fixed or otherwise deterministic exchange rate [2]. Another term, Federated
Peg, was introduced by the authors of “Enabling Blockchain Innovations with
Pegged Sidechains” [2], referring to a mechanism that uses functionaries to
validate and sign the data blocks by Block signers and the pegs by Watchmen.
This network acquires the property of being secure. However, sidechains are
limited to homogeneous blockchain systems [64].

• Blockchain router solution This technique involves some blockchain entities or
nodes to serve as routers for transmitting transactions across various blockchain
networks [47]. The design concept of this solution is derived from the routing
architecture of the Internet.

• Smart contracts This approach uses a smart contract or a set of smart contracts
to create a kind of inter-communication protocol among multiple different
blockchain networks [7, 20, 48]. This method provides interoperable and secure
data sharing and access control [20].

• Industrial solutions This category uses a collection of trusted validators to vali-
date and confirm transactions. Many modern industrial projects use validators to
ensure and guarantee the state of the node and its integrity [64].

Our Contributions:
The primary purpose of this study is to provide a systematic review and conduct
a comprehensive study of existing solutions for the creation of interoperable
blockchains. Also, this review examines the methodologies used in the available
solutions to reach blockchain interoperability and compares them in terms of several
factors, including performance (throughput, average block confirmation time), the
method used to achieve interoperability, strengths, challenges, and possible future
directions. We expect that this study will allow researchers to have a clearer
understanding of the various existing interoperable blockchain mechanisms and to
situate them about the recent research carried out on this topic. Furthermore, we will
present the projects currently implementing these protocols.

The rest of the chapter is organized as follows: In Sect. 6.2, we discuss the
literature review. Section 6.3 illustrates the methodology used to conduct the
systematic literature review (SLR), which consists of planning and conducting the
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research. In Sect. 6.4, we discuss the results and analysis. Finally, Sects. 6.5 and 6.6
present the conclusion, the limitations of this review, and directions for future works.

6.2 Literature Review

Currently, blockchain technology operates as a series of stand-alone networks
without the ability to communicate with other blockchain networks, exchange
external data, or autonomously perform transactions. Thus, the interoperability of
blockchain is one of the most critical and challenging aspects of blockchain tech-
nologies. Motivated by this challenging aspect, we studied reviews that discussed
innovation in interoperable blockchain. For example, Ilham et al. [64] provided an
overall study of inter-blockchain communication. They reviewed all available inter-
blockchain communication solutions and classified the available solutions into four
main types: blockchain routers, sidechains, industrial solutions, and smart contracts.
Furthermore, they provided a comparison where they discussed the weaknesses and
strengths of each type. In another example, Rafael et al. [6] presented an extensive
survey on all aspects of blockchain interoperability. They introduced the area of
interoperability research, delved into the background of the domain, and defined and
discussed various architectures and standards. Moreover, they presented existing
solutions in three main categories: cryptocurrency-directed approaches, blockchain
engines, and blockchain connectors. Additionally, they presented the advantages
of a multiple-blockchain approach through a case study. They showed the various
challenges related to the development of interoperable blockchain.

On the other hand, Stefan et al. [69] mentioned the need for blockchain
interoperability and its benefits in improving the paradigm from current blockchain
technology to an open system that allows different blockchain systems to communi-
cate with one another. They review the aspects of cross-blockchain token transfers
and smart contract invocation and interaction. Furthermore, Liping Deng et al. [21]
presented a paper that outlines the importance of cross-blockchain and details multi-
signature wallet concepts. Furthermore, they concentrate on the study of the latest
relevant cross-chain technologies and active ventures. Peter Robinson [65] raised a
review that looks at cross-chain communication usage scenarios, and specifically at
atomic swaps, values transfers, and reading and writing state pinning. Additionally,
he presents key cross-chain classification techniques, which include locked hash
time contracts, block header relaying, relay chains and threshold structures, and
communication chains. Moreover, Babu et al. [59] presented a paper that classifies
digital crypto-assets for interoperable deployment. The authors categorized crypto-
assets based on their features and purpose and provided an interoperability scenario
for specified crypto-asset classes. In another paper, Richard Barnes [5] surveyed
existing architecture for interoperability and smart contract language. Barnes also
described variables that impact tokenized asset portability. Finally, he suggested a
maturity model for portability that can be used to determine the existing state of
technology and business infrastructure support.
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In this systematic literature review, we have provided analyses that are different
from those in the surveys mentioned above. Our study differs in various aspects
from the related work in that we provide a full review of all proposed methods and
solutions related to inter-blockchain communication and a precision comparison of
each solution with its strengths and limitations. We also discuss the performance and
evaluation metrics applied to each method and the applications and contexts of use.
Finally, we present future directions related to inter-blockchain communication.

6.3 Methodology

We conducted a systematic literature review (SLR) based on Kitchenham and
Charters’ methodology [44]. This method consists of three main stages: planning,
conduction, and reporting. In each stage, there are several processes and steps
involved. In the planning stage, the following six steps are included: (I) identify
your research questions based on the objectives you are planning to achieve in your
study, (II) define your search strategy, (III) create criteria for your selection, (IV)
set up your quality assessment rules, (V) define your techniques for data extraction,
and (VI) specify how you will synthesize extracted data. Furthermore, the following
subsection will include a detailed description of the steps mentioned. Figure 6.1
illustrates the search methodology applied in this research.

6.3.1 Research Questions

In this study, our main objective is to review blockchain interoperability
research area. The following research questions are raised to achieve this
objective (Sect. 6.2):

3.1.1 RQ1: What is the methodology used to create inter-blockchain communication?
RQ1 aims to identify the methods and solutions applied by researchers to achieve
blockchain interoperability.
3.1.2 RQ2: What are the strength and limitations of interoperable blockchain?
RQ2 aims at presenting the advantages and disadvantages of the methodologies proposed
by researchers.
3.1.3 RQ3: What are the performance and evaluation metrics?
RQ3 aims to show the performance metrics used in evaluating the methods and solutions.
3.1.4 RQ4: What is the application and context of usage of inter-blockchain?
RQ4 is concerned with the application and context of the blockchain interoperable
blockchain solution.
3.1.5 RQ5: What are the future directions of inter-blockchain?
RQ5 aims to present future direction for blockchain interoperability.
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Fig. 6.1 Applied research
methodologies
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6.3.2 Search Strategy

The process for choosing the search term was as follows:

3.1.1. The research questions identified the main search terms.
3.1.2. Additional search terms were derived with the same meanings of the main search

terms such as blockchain interoperability, cross-blockchain communication, multi-
blockchain, and heterogeneous blockchain communication.

3.1.3. The search findings are constrained by Boolean operators (ANDs and ORs).
3.1.4. The search words used in this study refer to interoperable blockchain communica-

tions.

The digital libraries (journals and conference papers) used are listed as fol-
lows: GoogleScholar, Elsevier, Springer, the Association for Computing Machinery
(ACM) Digital Library, and the Institute of Electrical and Electronics Engineers
(IEEE) Library. Moreover, we found that the Cornell University journal includes
several research papers that met our selection criteria.

Following our inclusion/exclusion criteria, we collected 39 scientific papers and
37 projects. The scientific papers included 24 conference papers and 15 journal
papers.

6.3.3 Study Selection

Our initial search produced a collection of 90 scientific papers based on our search
terms. Moving on, we filtered the results to verify that we included papers related to
our subject. In our scheduled daily meetings, the filtration mechanism was addressed
by the coauthors. The following table explains the filtration and selection processes:

Stage 1: Delete all duplicated papers from various digital collections.
Stage 2: Eliminate irrelevant papers by applying inclusion and exclusion criteria.
Stage 3: Remove review and survey papers from the collection.
Stage 4: Apply quality assessment rules that allow only qualified papers to be included.
Stage 5: Search for more papers from the sources mentioned in selected papers and repeat

the processes for the newly added papers.

Table 6.1 addresses the inclusion and exclusion criteria that were applied in
this study to provide the best possible answers for the proposed research questions.
Finally, 39 papers were selected after the filtration stages.

6.3.4 Quality Assessment Rules (QARs)

This is the final step in determining the finalized list of papers to be included in the
SLR. This is an important stage that aims to determine the quality of the collected
research papers. Thus, 10 QARs are determined and marks are given to each paper
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Table 6.1 Inclusion and exclusion criteria

Inclusion criteria Exclusion criteria

Include only journals and conference
papers

Exclude papers with no clear publication
information

Include inter-blockchain communication
solutions

Exclude non-refereed articles

Include studies that discuss solutions for
communication in heterogenous
blockchain

Exclude articles that include blockchain and it is
not related to interoperability

Exclude all digital resources, which do not discuss
inter-blockchain

out of a total value of 10. Scores for each QAR are applied as follows: “fully
answered” = 1, “above average” = 0.75, “average” = 0.5, “below average” = 0.25,
and “not answered” = 0. The summation of the marks achieved for the 10 QARs is
the paper’s total ranking. Finally, we chose to retain only papers assigned a score of
5 or higher; otherwise, we excluded the paper from the SLR collection.

QAR1: Are the study objectives recognized?
QAR2: Are inter-blockchain backgrounds well defined?
QAR3: Are the specific context and usage of blockchain clearly defined?
QAR4: Are the strengths of the proposed methods well explained?
QAR5: Are the limitations of the proposed methods well explained?
QAR6: Are the methods well designed and justifiable?
QAR7: Are the evaluation metrics reported?
QAR8: Are the evaluation metrics compared to those of other methods?
QAR9: Are the evaluation metrics of the proposed methods suitable?
QAR10: Overall, does the study enrich the academic community or industry?

6.3.5 Data Extraction Strategy

In this stage, the final list of papers was analyzed to extract the necessary
information to answer the set of research questions. The information extracted from
each paper included information such as the authors, year of publication, the title of
the paper, type of paper (whether it is from a conference or a journal), methodology
applied for blockchain interoperability communication, and this methodology’s
strengths and limitations, contexts in which it can be applied, and future directions.
It is important to note that not all papers collected were able to answer all the
research questions.
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6.3.6 Synthesis of Extracted Data

In this stage, we employed numerous processes to gather evidence to answer the
research questions to synthesize the information obtained from selected papers.
Furthermore, we utilized the narrative synthesis method to answer all research
questions. Narrative synthesis refers to the method used to tabulate and visualize
the findings of the research questions through pie charts, bar charts, and diagrams.

6.4 Results and Analysis

We analyze the findings of this study in this segment. This subsection describes the
selected scientific papers and projects collected to answer the research questions
stated above. In the following five parts, the findings of each research question are
explored in detail. A total of 39 scientific papers and 37 projects that carried out
inter-blockchain communication were selected. Furthermore, according to Figs. 6.4
and 6.5, the collected scientific papers were published between 2016 and 2020,
while the projects had taken place between 2015 and 2020. As mentioned above,
a quality assessment rule criterion was applied and the scores of the selected papers
and projects are shown in Tables 6.12 and 6.13. The list is presented in Appendix A,
Table 6.14. Furthermore, the full table of the quality assessment rule is in Table 6.15
in Appendix A.

6.4.1 Design and Implementation Methods

In this section, we address RQ1, which aims to find the methods and solutions raised
in scientific papers for heterogeneous blockchain interoperability.

6.4.1.1 Scientific Papers

Depending on the type of interoperable solution used, a portion of platforms
and protocols has been developed. The inter-blockchain protocol consists of the
rules programmed to define intercommunication policies between blockchains. A
blockchain platform is a group of interoperable blockchain technologies that are
used as a base to create communication with other blockchain networks. In this
part, we discuss the types of inter-blockchain proposed by selected scientific papers.
Figure 6.2 shows that the proportion of inter-blockchain platforms and protocols
studied in the selected articles was approximately equal, recorded at 46% and 39%,
respectively. However, for the remaining 15%, we could not define the solution type.
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Fig. 6.2 Solution type in
scientific papers

Table 6.2 Methodologies proposed by scientific papers

Inter-blockchain
Solution Description Paper ID Freq.

Router Some blockchain entities or nodes serve
as routers to send requests between
different blockchain networks

A1, A2, A3,A4, A9,
A21, A30

7

Sidechain The main blockchain is linked to the
independent blockchains (sidechains)
The asset may be transferred using a
two-way peg process

A8, A10, A17, A19,
A20, A23, A33, A34,
A37

9

Smart contract To build interoperable protocols between
independent blockchain networks, a
smart contract or a series of smart
contracts is used

A5, A6, A7, A11, A12,
A25, A29, A35, A39

9

Atomic
cross-chain swap

This approach utilizes the following basic
mechanisms:

• Multi-signatures
• Hash-locks
• Time-locks
• Basic scripting

A15, A18, A22, A24,
A28, A31, A32, A36

8

Multi-tokens Proof
of Stake (MPoS)
consensus
protocols

MPoS modified version of PoS It
supports the staking mechanism with
multiple tokens in a cross-chain
ecosystem

A14 1

As shown in Table 6.2, we identified five techniques that had been applied by
researchers in the development of inter-blockchain communication.

In this review, the most frequent approaches used to create inter-blockchain
communication are the sidechain, smart contract, atomic cross-chain swap, and
router methods.
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Sidechains are emerging mechanisms that allow one chain to safely use tokens
and digital assets on a different chain. A two-way peg, also known as a bridge,
allows the transfer of assets.

Atomic swaps are based on Hashed Time-Lock Contracts (HTLCs), which
utilize the following basic mechanisms [72]:

• Multi-signatures: a signature-based condition where transactions must be signed
by two or more entities, thereby confirming and accounting for multi-signature
transactions by signing parties.

• Hash-locks: used on two blockchains for linking transactions. Both locks are
designed with the same hash function and are programmed with the same hash,
so the password unlocking one hash-lock releases the password used to open the
hash-lock on the other chain.

• Time-locks: a time-based condition restricts a transaction from being returned
after a particular amount of time has passed. The period can be proportional to
the publishing time of the transaction on the blockchain, or it can be an absolute
time.

• Basic scripting: the purpose of basic scripting is to ensure that a transaction is
initiated only if multiple (or committed) conditions are met. For example, the
conditions may include the expiration of the period defined by the time-lock and
the provision of a specific signature, or the release of both passwords to unlock
a hash-lock.

Blockchain router is another approach that can connect various network
blockchains in the same manner as the Internet network. In the blockchain router
network, a blockchain plays the function of a router that analyzes and transmits
connection requests according to the communication protocol, retaining a dynamic
communication layout of the blockchain network.

6.4.1.2 Projects

The Fig. 6.3 below shows the percentage of inter-blockchain projects developed in
one of the two types: platform or protocol. The review reveals that, with a percentage
of 57%, the most frequent inter-blockchain implementations are the platform type,
while inter-blockchain protocols were used in 40% of the projects. For the remaining
3% of the projects, the solution type was not specified.

According to Table 6.3, we have identified eight inter-blockchain project solu-
tions. Most of the projects use the sidechain structure and atomic cross-chain swap
technique as a solution for blockchain interoperability. However, some projects
developed their internal architecture to achieve blockchain interoperability.

The ICON [37] project aims to link numerous blockchain communities across
its platforms. Nexus and ICON Republic are part of the ICON structure. A Nexus
is a collection of separate independent blockchains that are connected through the
ICON Republic.
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Fig. 6.3 Solution type by
projects

The ArcBlock [51] project provides an environment for open blockchain appli-
cations to be developed and implemented. The project consists of three key
components: Open Chain Access Protocol, Chain Adapter, and Blocklet. Open
Chain Access Protocol provides an abstract layer for accessing different blockchain
underlayers. Chain Adapter acts as a converter for switching blockchain underlayer
protocols into the shared APIs specified in the Open Chain Access Layer protocol.
Blocklet manages smart contracts, oracles, management of capital, and business
logic off-chain. Blocklet interacts with blockchains through ArcBlock Open Chain
Protocol.

The Cosmos [56] project is based on an Inter-Blockchain Communication (IBC)
protocol. The architecture of the project consists of two major elements: center
hubs and zones. The individual blockchains are zones, while the hubs allow for
connections between various zones.

6.4.2 Strengths and Limitations

In this section, we address RQ2, which concerns the strengths and limitations of the
solutions and methods raised in the previous subsection.

6.4.2.1 Scientific Papers

Table 6.4 presents the strengths and limitations of the collected research articles.
Please note that not all research articles are included in this research question.
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Table 6.3 Methodologies proposed by projects

Inter-blockchain
solution Description Project ID Freq.

Atomic
cross-chain swap

This approach utilizes the following basic
mechanisms: multi-signatures, hash-locks,
time-locks, and basic scripting

P11, P13, P15, P20,
P26, P27, P29, P30,
P31, P35

10

Sidechain The main blockchain is linked to independent
blockchains (sidechains) and the asset may be
transferred using a two-way peg process

P1, P2, P3, P4, P12,
P18, P19, P21, P22,
P23, P34

12

Router Blockchain entities or nodes serve as routers,
sending requests between different blockchain
networks

P5 1

Atomic
cross-chain swap

This approach utilizes the basic mechanisms:
multi-signatures, hash-locks, time-locks, and
basic scripting

A15, A18, A22,
A24, A28, A31,
A32, A36

8

Smart Contract To build interoperable protocols between
independent blockchain networks, a smart
contract or a series of smart contracts is used

P16, P17, P24, P28,
P32

5

Bringing A specially programmed component enables
the intercommunication between different
blockchains and controls the validation of the
transactions

P8, P10, P14 2

Nexus and ICON
Republic

A Nexus is a collection of multiple blockchain
networks ICON Republic portal is the link
connecting independent blockchains (Nexus)

P9 1

Open Chain
Access Protocol,
Chain Adapter,
Blocklet

Open Chain Access Protocol: enables different
blockchains to interact with one another by
assessing blockchains underlayers. Chain
Adapter: converts the blockchain into the
standardized APIs specified in the Open Chain
Access Layer under layer protocols. Blocklet:
manages different types of applications (smart
contracts, oracles, management of capital and
properties, and business logic off-chain)

P36 1

Zones, Hub, IBC
protocol

Zones are different separate blockchains
connected to Hub through IBC protocol

P7 1

Moreover, we found that most of the limitations related to inter-blockchain commu-
nication fall into the categories of security, privacy, lack of control, scalability, and
lack of support for hybrid systems. This allows us to surmise that those limitations
will open the gate for researchers to think of them as future directions to solve
those challenges for inter-blockchain communication. On the other hand, most of
the strengths found in the proposed methods involved achieving communication
between different chains, allowing scalability for any interoperable blockchain
network, and building securable, cheap, and fast solutions. Furthermore, scientific
papers focused on the efficiency, feasibility, and flexibility of their solutions.
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Table 6.4 Strengths and weaknesses of scientific papers

Strength Paper ID Limitation Paper ID

Enable communication
between blockchain
systems

A1, A2, A6, A9, A10,
A31

Privacy A1, A3,
A16, A20

No third party needed A2, A4 Security A2, A7,
A16, A20,
A24

High throughput A5, A17 Scalability A7, A26

Efficiency, feasibility,
flexibility

A8, A11, A17, A21,
A26, A27, A35, A37

Need an efficient consensus
algorithm

A13, A16

Support heterogeneous
consensus protocol

A5 Efficiency A10

Atomic cross-chain
compatibility

A7, A8, A11, A18 Throughput affected A4

Scalability A3, A13, A15, A17,
A32

Lack of control A19

Security A10, A11, A13, A14,
A17, A27, A31, A32,
A33, A34, A37

Data store is in the
provider’s local database

A6, A10

Support multi-token
users

A14 Does not support token
transfer

A18

Low overhead, latency A17 Exchange crypto assets in a
seamless manner

A29, A18

Improve access control A20 Lack of trust A35

Ease of use and adoption A27 Long lag for reconciliation A36

No single point of
failure

A34 Slow access time A38

Improve data storage A20 Restricted by latency and gas
fee cost of the other
blockchain platform

A39

6.4.2.2 Projects

In this section, we address the strengths and limitations of the collected projects that
apply and achieve interoperability between blockchain networks. Table 6.5 presents
each project’s strengths and weaknesses in their ability to provide solutions and
methods for inter-blockchain communication. According to Table 6.5, the strengths
of most of the collected projects involved achieving interoperable connections and
communications between two blockchain networks. Furthermore, most projects
were able to achieve high scalability and security and to reduce the transaction
costs of their solutions. On the other hand, some interesting limitations were
revealed by the Plasma project, which addressed the issue of mass exit. This project
demonstrated a situation where several users simultaneously attempted to release
their Plasma chains, flooding the root chain and leading to network congestion.



148 M. Abu Talib et al.

Table 6.5 Strengths and limitations of projects collected

Strength Project ID Limitation Project ID

Successful communicating
and interoperable connection

P5, P7, P10, P11, P14,
P15, P18, P23, P33, P34,
P35

Compatibility P37

High scalability P1, P3, P7, P8, P9, P13,
P14, P36

Relies on PoW,
which is inefficient

P1

Secure P1, P2, P14, P18, P24,
P25, P31, P34

Network congestion
(mass exit problem)

P3

Reduce transaction cost P1, P4, P13, P31, P36 Geographic
concentration

P4

Fast P9, P13, P18, P19 Low TPS rate P6

Easily adaptable P8, P9, P14, P25 Gets slower with an
increase in validators

P7

Confidential transaction P2, P18, P27 Focused and
designed for Korea

P9

Efficient and decentralized P22, P26, P24 Scaling P10

Trustless reutilization P12, P24, P28 Not completely
decentralized

P11

Compatible with scaling
solution

P3, P8 Limited to digital
assets

P12

Coin interchangeable with
other units of the same coin

P6, P24 Uses a large amount
of processing power

P14

Optimization P12, P36 No rigorous technical
documents

P19

High performance P9, P36 Support interaction
between a maximum
of two blockchains
networks

P23

Real-time value exchange P29 Strict requirement P27

Full control of assets P31 No instant atomic
swap

P28

Encryption algorithms
supported

P34 The sender and
receiver must know
the private asset
transfer key

P29

Cloud supported P36 Does not support
negotiation protocol

P31

Increasing bitcoin utilization P1 . . . . . .

Enable payment across
different networks

P15 . . . . . .

Asset issuance, flexible
configuration

P2 . . . . . .
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Table 6.6 Performance
metrics frequencies among
scientific papers

Scientific papers Quantity

Cost (computational cost and monetary cost) 6

I/O overhead 4

Process time 4

Transaction per second 3

Gas per transaction 3

Latency 3

Security risk 2

Scalability 2

Throughput 1

Speed 1

CPU utility 1

Query time 1

6.4.3 Performance and Evaluation Metrics

In this section, we present the performance and evaluation metrics applied to test
the quality of the methods and solutions proposed by the researchers. Moreover, we
determine which metrics have been applied most and discuss the metrics in greater
detail.

6.4.3.1 Scientific Papers

In this section, we discuss the performance metrics most applied by the selected
scientific papers. Table 6.6 presents the metrics and the frequency of each metric
applied in the collected scientific papers. Please note that most of the papers applied
more than one performance metric to evaluate the performance of their proposed
solution. On the other hand, some papers did not apply any experiments to their
solutions. Moreover, the most frequently used performance metrics applied were
solution cost, I/O overhead, and processing time.

6.4.3.2 Projects

In this section, we present the performance metrics used by the projects that
implement cross-blockchain. Table 6.7 lists the metrics applied and presents the
frequency of their application in the collected projects. The most frequently applied
performance metric was transaction per second, with 14 projects applying this
performance to test the quality of their projects. Block time, cost, and block
confirmation were also applied by several projects each. Please note that some of
the projects applied several performance metrics.
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Table 6.7 Performance
metrics frequencies among
projects

Projects Quantity

Cost (computational cost and monetary cost) 6

Transaction per second 14

Block time 5

Cost 5

Block confirmation 4

Block size 2

Process time 1

Gas limit 1

Latency 1

Transaction confirmation 1

Transaction per block 1

Throughput 1

6.4.4 Application and Context of Usage of Inter-blockchain

In this section, we aim to identify the applications and use cases of inter-blockchain
to address RQ4. Inter-blockchain is an evolving technology that enhances multiple
structures in different areas and applications. In this regard, the applications that
implement this technology must give independent blockchains the ability to connect
and communicate with one another. Inter-blockchain can be used in a wide variety of
applications. In this review, we defined multiple distinct applications in the selected
papers and projects

6.4.4.1 Scientific Papers

Table 6.8 represents the list of inter-blockchain applications discussed in scientific
papers. Moreover, the tables provide detailed information on the frequency with
which a given inter-blockchain application is used in the selected papers.

As shown in Table 6.8, the review indicates that healthcare and finance and
payment are the applications that most often implement inter-blockchain in the
selected documents, with a percentage of 15% and 17%, respectively. However, it is
obvious from the review that inter-blockchain can be applied in a variety of fields.

6.4.4.2 Projects

In this subsection, we discuss the applications used in the selected projects integrat-
ing blockchain interoperability. In Table 6.9, it can be seen that inter-blockchain
communication was frequently integrated in decentralized exchange and finance
and payment applications, with proportions of 12% and 21%, respectively. Business
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Table 6.8 Inter-blockchain applications among scientific papers

Application Paper ID Freq. Percentage

Arbitrary blockchain system A2 1 2%

Asset transfer application A5, A15 2 4%

Can be applied in many fields A1, A3, A10, A11, A16, A24,
A28, A29, A31, A32, A35

11 23%

Chain communication A14, A17 2 4%

Cloud computing A15 1 2%

Decentralized exchange A7, A21, A34 3 6%

Finance and payment applications A5, A8, A12, A13, A15, A26,
A27, A34

8 17%

Gaming A19, A39 2 4%

Healthcare A6, A20, A22, A23, A33, A36,
A37

7 15%

N/A A4, A9, A38 3 3%

Retail services A5 1 2%

Security systems A18 1 2%

Smart contract applications A25 1 2%

Storage services A34 1 2%

Supply chain system A5, A27, A30 3 6%

and supply chain systems are also applications that quite often implement inter-
blockchain communication, with a percentage of 8%.

6.4.5 Future Direction of Inter-blockchain

In this section, we present future directions for innovation in inter-blockchain
communication. Generally, it seems clear that more blockchain technology will
be adopted in the ecosystems over time. There is currently a lack of interoperable
and scalable solutions available to develop decentralized applications. Furthermore,
there is a continuing gap between theoretical and practical applications, since much
of the work currently underway is mostly conceptual. Recent developments in this
field make interoperability a fact that needs to be addressed.

6.4.5.1 Scientific Papers

Table 6.10 shows the future directions for blockchain interoperability discussed
in the selected scientific papers. As shown in Table 6.10, most of the researchers’
future directions involve improving the security and privacy of their proposed
solutions. Moreover, many researchers in the field plan to verify connections with
formal methods, implement different network topologies, and improve efficiency
and performance.
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Table 6.9 Inter-blockchain applications among projects

Application Project ID Freq. Percentage

Artificial intelligence systems P35, P36 2 2%

Asset transfer applications P13, P16, P18, P25, P33 6 5%

Business applications P9, P10, P11, P13, P14, P32, P33, P36 9 8%

Can be applied in many fields P11 1 1%

Chain communication P8, P14, P21, P23, P25 5 4%

Cloud computing P36 1 1%

Cyber-physical systems P36 1 1%

Decentralized asset trading P11, P17, P25, P30, P35 5 4%

Decentralized exchange P1, P4, P11, P13, P14, P20, P23, P25,
P26, P29, P31, P34, P35

14 12%

Development of commercial
applications

P13, P19, P28, P30, P36 5 4%

Finance and payment applications P1, P3, P4, P5, P6, P7, P8, P9, P11,
P13, P14, P15, P16, P18, P21, P24,
P26, P28, P29, P30, P32, P33, P35,
P36, P37

25 21%

Gaming P1, P4, P8, P14, P19, P21, P36 7 6%

Government organizations P9, P36 2 2%

Healthcare P5, P9, P25 3 3%

Internet of Things P8, P11, P14, P15, P32 5 4%

N/A P2, P22, P27 3 3%

Retail services P1, P15 2 2%

Security systems P9 1 1%

Smart contract applications P8, P24, P32, P34 4 3%

Storage services P8, P12, P16, P35 4 3%

Supply chain system P1, P5, P8, P11, P14, P15, P21, P29,
P32, P33

10 8%

Voting Systems P1, P4, P26 3 3%

6.4.5.2 Projects

In this part, we present the future directions of the projects that currently implement
cross-blockchain communication. Table 6.11 shows the future directions discussed
in the project documentation. Various projects are planning to form more strategic
partnerships and providers, to develop and consider more protocols, to generalize
recursive SNARKs/STARKs to boost the security of the project, and to upgrade the
consensus engine and smart contract system.
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Table 6.10 Future direction of scientific papers

Future Direction Paper ID

Improve security and privacy A2, A3, A5, A16, A18, A21, A31, A34

Verify connection with formal methods A2, A4, A24, A37

Discuss different network topologies A4, A27, A28, A36

Improve efficiency and performance A10, A25, A30, A38

Design an efficient consensus algorithm or
improve it

A3, A27, A32

Add access control A2, A30, A31

Add cloud computing platform A22, A36

Add encryption A2

Improve adaptability, scalability A6

Improve data storage A10

Atomic swaps on other blockchains A7

Transaction-related error handling A21

Reduce cost and support token transfer A25

Analysis of the behavior of dishonest trustee A26

Analysis of the behavior of irrational observer A26

Table 6.11 Future direction of projects

Future direction Project ID

Generalize recursive SNARKs/STARKS to increase security P3, P21

Form strategic partnerships and add more products and providers P9, P14

Protocol consideration for development P17, P36

Upgrade consensus engine and smart contract system P19, P37

Enable trustless messaging P8

Work on other Hyperledger projects P15

Translate script operation onto discrete logarithm information P6

Focus on the number of extensions P8

Scaling to more bridged chains P17

Increase scalability and usability and enable para threads P8

Transaction and storage fees P19

Release of public API facilitating automatic shifting P20

Evolve more refined approaches for veto contrast P27

Add more features and increase the number of governing members P34

Implement chain adapter for bitcoin, Ethereum, and Hyperledger P36

Support Windows Azure, Google Compute Engine, IBM Bluemix P36

6.5 Limitation of This Review

This systematic literature review is restricted to journals, conference papers, and
studies related to inter-blockchain. By applying our research strategy at the first
stage of the review, we filtered out a significant number of research papers that were



154 M. Abu Talib et al.

found to be irrelevant. This guaranteed that the selected research articles fulfilled
the criteria of this review. However, we assume that this analysis may have been
further improved by considering additional references. Our pool of data may have
been constrained by our stringent quality assessment criteria, which included only
relevant papers that could provide synthesized findings.

6.6 Conclusion

In this SLR, we analyzed and compared the methodologies used in the current
solutions for achieving blockchain interoperability. We examined several factors
such as performance metrics (throughput, transmission time, block confirmation
time), the strengths and limitations of the proposed solutions, and potential future
directions. Our conclusion is summarized as follows:

• RQ1 shows that approximately 46% implement platform-based inter-blockchain
communication and 39% implement protocol-based solutions in scientific
papers. Moreover, 5 approaches were identified and the most frequently used
to create inter-blockchain communication in scientific papers are sidechain,
smart contract, atomic cross-chain swap, and router methods. On the other
hand, for projects collected, we found that with a percentage of 57%, the most
frequent inter-blockchain implementations are implemented as a platform type,
and with a percentage of 40%, inter-blockchain protocols were created. Adding
more, most of the projects leverage from the sidechain structure and atomic
cross-chain swap technique as a solution for blockchain interoperability.

• RQ2 found that most of the limitation of inter-blockchain communication
falls into the category of security, privacy, lack of control, scalability, and not
supporting hybrid systems, as well as most of the strengths that have been
found in the proposed methods were achieving the communication between
different chains, allowing scalability for any interoperable blockchain network,
and building securable, cheap, and fast solutions. On the other hand, for projects,
we found that they were able to achieve high scalability and security and reduce
the transaction cost of their solutions.

• RQ3 discussed the most applied performance metrics in scientific papers and
projects. We found that cost performance is the most applied metric in scientific
papers, whereas transmission per second is applied the most by the projects.

• RQ4 mentioned the most applied application of inter-blockchain. The most
applied context for scientific papers and projects is finance and payment appli-
cations. Adding more, most of the scientific paper’s context can be applicable in
many fields.

• RQ5 presented the future directions for the scientific papers and projects. We
found that the most common future direction for scientific papers is improving
the security and privacy of their proposed solutions. Alternatively, for projects,
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we did not find a lot of similarities, but some of them were working with other
network topologies such as Hyperledger (Tables 6.12 and 6.13).

As part of our future work, we intend to implement and develop some of the
inter-blockchain solutions, and we plan to conduct some experiments to test and
enhance some of the blockchain interoperability problems discussed in Sect. 6.4.2
and improve the performance of our solution. Moreover, providing a discussion of
the technical background of our inter-blockchain approach will be a focus in our
future work (Tables 6.14 and 6.15).

Acknowledgments For this SLR study, Dr. Manar Abu Talib and her coauthors wish to thank
the University of Sharjah and OpenUAE Research and Development Group. We also thank our
research assistants for their contribution to the selection, summary, and interpretation of the
research articles for this SLR study.
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Appendix

See Figs. 6.4 and 6.5 and Tables 6.12 to 6.15.

Fig. 6.4 Growth of projects based on years

Fig. 6.5 Growth of scientific papers based on years
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Table 6.12 QAR distribution
among scientific papers

Result No. of paper Paper number

4 1 A39

5.5 1 A9

5.75 1 A12

6 2 A32, A36

6.75 1 A23

7 3 A34, A35, A22

7.25 1 A16

7.75 2 A27, A38

8.25 4 A3, A4, A19, A30

8.5 6 A1, A5, A6, A8, A18, A24, A31

8.75 2 A15, A29

9 4 A13, A17, A20, A25

9.25 1 A10

9.5 3 A7, A11, A28

9.75 4 A14, A21, A26, A37

10 2 A2, A33

Table 6.13 QAR distribution
among projects

Result No. of Projects Paper number

4 1 P29

4.25 1 P37

4.5 1 P15

5 1 P22

5.75 1 P2

6.25 1 P23

6.5 1 P24

7 4 P4, P10, P13, P26

7.25 3 P20, P31, P35

7.5 1 P27

7.75 2 P21, P30

8.25 2 P18, P7

8.5 4 P9, P11, P19, P34

8.75 5 P3, P5, P6, P8, P33

9 4 P1, P14, P25, P32

9.25 4 P12, P16, P28, P36

9.5 1 P17
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Table 6.14 Selected scientific papers and projects

ID Title Type Year Ref

A1 “Blockchain Router: A Cross-Chain Communication Protocol” Journal 2017 [75]

A2 “A Multiple Blockchains Architecture on Inter-Blockchain
Communication”

Conference 2018 [42]

A3 “InterChain: A Framework to Support Blockchain
Interoperability”

Conference 2018 [23]

A4 “Inter-Blockchain Communication” Conference 2017 [18]

A5 “Towards Scalable and Private Industrial Blockchains” Conference 2018 [48]

A6 “Towards Secure Interoperability between Heterogeneous
Blockchains using Smart Contracts”

Conference 2017 [20]

A7 “An Analysis of Atomic Swaps on and between Ethereum
Blockchains using Smart Contracts”

Journal 2018 [7]

A8 “XCLAIM: Trustless, Interoperable, Cryptocurrency-Backed
Assets”

Conference 2019 [84]

A9 “Toward an Interoperability Architecture for Blockchain
Autonomous Systems”

Journal 2019 [34]

A10 “A Multi-blockchain Architecture Supporting Cross-Blockchain
Communication”

Conference 2020 [79]

A11 “Towards a Novel Architecture for Enabling Interoperability
among Multiple Blockchains”

Conference 2018 [41]

A12 “Inter-Bank Payment System on Enterprise Blockchain Platform” Conference 2018 [76]

A13 “Multi-Blockchain Model For Central Bank Digital Currency” Conference 2017 [71]

A14 “A New Consensus Protocol for Blockchain Interoperability
Architecture”

Journal 2020 [57]

A15 “HyperService: Interoperability and Programmability Across
Heterogeneous Blockchains”

Conference 2019 [50]

A16 “SoK: Communication Across Distributed Ledgers” Journal 2019 [83]

A17 “An Electricity Cross-Chain Platform Based on Sidechain Relay” Journal 2020 [77]

A18 “Atomic Cross-Chain Swaps: Development, Trajectory and
Potential of Non-Monetary Digital Token Swap Facilities”

Journal 2019 [53]

A19 “Towards Blockchain Interoperability: Improving Video Games
Data Exchange”

Conference 2019 [8]

A20 “Interoperability and Synchronization Management of
Blockchain-Based Decentralized e-Health Systems”

Journal 2020 [8, 9]

A21 “Bifröst: a Modular Blockchain Interoperability API” Conference 2019 [68]

A22 “Blockchain-Based Interoperable Electronic Health Record
Sharing Framework”

Conference 2019 [16]

A23 “CEPS: A Cross-Blockchain based Electronic Health Records
Privacy-Preserving Scheme”

Conference 2020 [15]

A24 “Reliable inter-blockchain communication framework for
improving scalability”

Journal 2020 [49]

A25 “Towards Blockchain Interoperability” Report 2020 [69]

A26 “Disincentivizing Double Spend Attacks Across Interoperable
Blockchains”

Conference 2019 [66]

(continued)
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Table 6.14 (continued)

ID Title Type Year Ref

A27 “Enabling Enterprise Blockchain Interoperability with Trusted
Data Transfer (Industry Track)”

Conference 2019 [1]

A28 “Dextt: Deterministic Cross-Blockchain Token Transfers” Journal 2019 [12]

A29 “Cross-chain interoperability among blockchain-based systems
using transactions”

Journal 2020 [60]

A30 “Toward a Policy-based Blockchain Agnostic Framework” Conference 2019 [67]

A31 “A Blueprint for Interoperable Blockchains” Journal 2019 [24]

A32 “CVEM: A Cross-chain Value Exchange Mechanism” Conference 2018 [82]

A33 “Enhanced Decentralized Management of Patient-Driven
Interoperability Based on Blockchain”

Conference 2019 [43]

A34 “Strong Federations: An Interoperable Blockchain Solution to
Centralized Third-Party Risks”

Journal 2016 [22]

A35 “A Workflow Interoperability Approach Based on Blockchain” Conference 2020 [28]

A36 “Blockchain-Based Interoperable Electronic Health Record
Sharing Framework”

Conference 2019 [16]

A37 “Blockchain-based Interoperable Healthcare using
Zero-Knowledge Proofs and Proxy Re-Encryption”

Conference 2020 [70]

A38 “A Framework for Blockchain Interoperability and Runtime
Selection”

Journal 2019 [29]

A39 “Demo Abstract: An Interoperable Avatar Framework Across
Multiple Games and Blockchains”

Conference 2019 [14]

P1 “RSK” Project 2015 [55]

P2 “Elements Alpha” Project 2015 [25]

P3 “Plasma” Project 2017 [63]

P4 “POA Network” Project 2017 [78]

P5 “Anlink Network” Project 2017 [3]

P6 “Mimblewimble” Project 2016 [56]

P7 “Cosmos ” Project 2019 [46]

P8 “Polkadot” Project 2020 [61]

P9 “ICON” Project 2019 [37]

P10 “AION” Project 2017 [32]

P11 “Wanchain” Project 2017 [74]

P12 “Blocknet” Project 2018 [35]

P13 “Interledger” Project 2017 [72]

P14 “ARK” Project 2019 [4]

P15 “Hyperledger Quilt” Project 2019 [39]

P16 “Metronome” Project 2018 [52]

P17 “Block Collider” Project 2018 [10]

P18 “Liquid” Project 2018 [54]

P19 “Loom network” Project – [40]

P20 “Pantos” Project 2018 [27]

P21 “Zendoo” Project 2020 [36]

P22 “Testimonium ” Project 2020 [30]

(continued)
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Table 6.14 (continued)

ID Title Type Year Ref

P23 “Peace Relay” Project – [58]

P24 “BTC Relay ” Project 2018 [77]

P25 “Hyperledger Cactus” Project 2020 [13]

P26 “chainX” Project 2020 [17]

P27 “DeXTT” Project 2019 [11]

P28 “Fusion” Project 2017 [31]

P29 “Tokrex” Project – [73]

P30 “Komodo” Project 2019 [45]

P31 “COMIT” Project 2020 [19]

P32 “chainlink” Project 2019 [26]

P33 “HyperExchange” Project 2018 [38]

P34 “PolyNetwork” Project 2020 [62]

P35 “Ferrum Network” Project 2019 [81]

P36 “ArcBlock” Project 2017 [51]

P37 “GOST Protocol” Project – [33]
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Table 6.15 QAR results

Number QAR 1 QAR 2 QAR 3 QAR 4 QAR 5 QAR 6 QAR 7 QAR 8 QAR 9 QAR 10 Total

A1 1 1 0.75 0.75 0.5 1 0.75 0.75 1 1 8.5

A2 1 1 1 1 1 1 1 1 1 1 10

A3 1 1 1 1 1 1 0.5 0.5 0.25 1 8.25

A4 1 1 0 0.75 1 1 1 0.75 0.75 1 8.25

A5 1 1 0.25 1 0.25 1 1 1 1 1 8.5

A6 1 1 1 1 1 1 0.5 0.75 0.25 1 8.5

A7 1 0.5 1 1 1 1 1 1 1 1 9.5

A8 1 0.75 0.5 1 0.25 1 1 1 1 1 8.5

A9 1 1 0.75 0.5 0.25 1 0 0 0 1 5.5

A10 1 1 0.5 1 1 1 1 0.75 1 1 9.25

A11 1 1 0.5 1 1 1 1 1 1 1 9.5

A12 1 1 1 0.75 0.25 0.75 0 0 0 1 5.75

A13 1 1 1 0.75 0.25 1 1 1 1 1 9

A14 1 1 1 1 0.75 1 1 1 1 1 9.75

A15 1 0.75 1 1 0.25 1 1 0.75 1 1 8.75

A16 1 0.75 0.25 0.25 1 0.75 0.25 1 1 1 7.25

A17 1 1 0.75 1 0.25 1 1 1 1 1 9

A18 1 1 1 1 1 1 0.25 1 0.25 1 8.5

A19 1 1 1 1 1 1 0.25 0.75 0.25 1 8.25

A20 1 1 1 1 1 1 1 1 1 9

A21 1 1 0.75 1 1 1 1 1 1 1 9.75

A22 1 1 1 0.25 1 0.25 0.25 0.5 0.75 1 7

A23 1 1 1 0 0 0.25 1 0.5 1 1 6.75

A24 1 0.75 0.5 0.75 1 0.5 1 1 1 1 8.5

A25 1 1 0.25 1 0.75 1 1 1 1 1 9

A26 1 1 0.75 1 1 1 1 1 1 1 9.75

A27 1 1 1 1 1 1 0 0.25 0.5 1 7.75

A28 1 1 0.5 1 1 1 1 1 1 1 9.5

A29 1 1 0.5 0.5 1 1 1 0.75 1 1 8.75

A30 1 1 1 0.75 1 1 0.25 1 0.25 1 8.25

A31 1 1 1 1 1 1 0 0.75 0.75 1 8.5

A32 1 1 0.25 1 0.25 1 0 0.25 0.25 1 6

A33 1 1 1 1 1 1 1 1 1 1 10

A34 1 1 1 1 0.25 1 0.25 0.25 0.25 1 7

A35 1 1 0.25 1 1 1 0.25 0.25 0.35 1 7.1

A36 1 1 1 0.5 0.5 1 0 0 0 1 6

A37 1 1 1 1 0.75 1 1 1 1 1 9.75

A38 1 1 0.25 1 1 1 0.5 0.5 0.5 1 7.75

A39 0.5 0.25 1 0.25 0.25 0.75 0 0 0 1 4

(continued)
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Table 6.15 (continued)

Number QAR 1 QAR 2 QAR 3 QAR 4 QAR 5 QAR 6 QAR 7 QAR 8 QAR 9 QAR 10 Total

P1 1 1 1 1 0 1 1 1 1 1 9

P2 1 0.5 1 1 0.25 1 0 0 0 1 5.75

P3 1 1 1 1 1 1 0.75 0.25 0.75 1 8.75

P4 1 0.75 1 0.75 0.75 0.25 1 0.25 0.25 1 7

P5 1 1 1 1 1 1 0.75 0 1 1 8.75

P6 1 1 1 1 1 0.75 1 0 1 1 8.75

P7 1 1 1 1 0.5 1 1 0 0.75 1 8.25

P8 1 1 1 1 0 1 1 0.75 1 1 8.75

P9 1 1 1 1 0.5 1 1 0.25 0.75 1 8.5

P10 1 1 0.5 1 0 1 0.75 0 0.75 1 7

P11 1 1 1 1 0.75 1 0.75 0.25 0.75 1 8.5

P12 1 1 1 1 1 1 1 0.25 1 1 9.25

P13 1 1 1 1 0.25 1 0.25 0.25 0.25 1 7

P14 1 0.5 1 1 0.75 1 1 0.75 1 1 9

P15 0.5 0 1 1 0 1 0 0 0 1 4.5

P16 1 1 1 1 0.25 1 1 1 1 1 9.25

P17 1 1 1 1 1 1 1 0.5 1 1 9.5

P18 1 1 1 1 0.5 1 1 0 0.75 1 8.25

P19 1 0.5 1 1 1 1 1 0 1 1 8.5

P20 1 1 0.75 1 0.75 1 0.25 0 0.5 1 7.25

P21 1 1 0.75 1 1 1 0.25 0.25 0.5 1 7.75

P22 1 0.5 0 0.5 0.5 1 0.25 0 0.25 1 5

P23 1 0.5 1 0.75 0.75 0.75 0.25 0 0.25 1 6.25

P24 1 1 0.75 1 0 1 0.25 0 0.5 1 6.5

P25 1 1 1 1 1 1 1 0 1 1 9

P26 1 1 0.75 1 0.25 1 0.25 0 0.75 1 7

P27 1 1 0 1 1 1 0.75 0 0.75 1 7.5

P28 1 1 1 1 1 1 1 0.25 1 1 9.25

P29 1 0.25 0.25 0.5 0.5 0.25 0.25 0 0 1 4

P30 1 0.5 0.75 0.75 0.75 1 0.75 0.5 0.75 1 7.75

P31 1 1 1 1 0.5 1 0.25 0 0.5 1 7.25

P32 1 1 1 1 0 1 1 1 1 1 9

P33 1 0.75 1 1 0 1 1 1 1 1 8.75

P34 1 1 1 1 0.25 1 1 0.25 1 1 8.5

P35 1 1 1 1 0.25 0.75 0.5 0 0.75 1 7.25

P36 1 0.75 1 1 0.75 1 1 0.75 1 1 9.25

P37 1 0.25 0.25 0.5 0.25 0.5 0.25 0 0.25 1 4.25
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Chapter 7
Blockchain-based Incident Reporting
System for Patient Safety and Quality in
Healthcare

Dounia Marbouh, Mecit Can Emre Simsekler, Khaled Salah,
Raja Jayaraman, and Samer Ellahham

7.1 Introduction

In the last two decades, healthcare organizations have devoted substantial efforts
to improve patient safety because of the high rate of incidents harming thousands
of people globally [1]. To prevent patient safety incidents and deliver high-quality
services, hospitals and national health care services have started implementing
incident reporting systems (IRSs). These systems can identify failures, risks, and
threats and help investigate their root causes and their contributory factors to avoid
them recurring in the future [2]. Although various tools and methods are used for
risk identification [3], IRSs have a unique position with the opportunity of providing
narratives for practitioners to learn from their mistakes and experiences [4], and for
policy-makers to implement safer care policies [5]. However, despite their distinct
features, earlier studies identified a range of obstacles that potentially prevent these
reporting systems from contributing to the safety efforts [6, 7].
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Underreporting is among the significant concerns that create a reservoir of
information [8]. Further, incomplete incident data, hindsight bias, unreliable clas-
sifications, confidentiality, blame culture, the time delay between reporting and
investigation, fear of possible consequences, and lack of feedback are other frequent
barriers encountered in incident reporting [9–11]. Further, IRSs have not been
successfully connected across hospitals, even though each may identify different yet
complementary patient safety issues to learn systematically [5]. As a result, current
reporting systems are limited to collect comprehensive information on safety events,
as incident data is scattered and fragmented across the system [12].

To address the limitations mentioned above in current reporting systems,
blockchain technology may provide opportunities with its unique features, such as
transparency, immutability, privacy, among others [13]. As an emerging technology,
blockchain is expected to leverage the exchange of data among stakeholders in
different domains and industries, including healthcare [13, 14]. This technology has
the potential to place patients at the heart of the healthcare system and increase
their privacy, security, and interoperability of their medical data. It could also
make electronic health records (EHRs) more secure and efficient by transforming
and providing a new model for health information exchange (HIE). Therefore, in
this project, we aim to investigate the application of blockchain technology in
IRS to identify potential improvement opportunities for patient safety and risk
management. In addition to the opportunities, we will also address challenges in
developing and implementing blockchain technology in this context.

In this particular patient safety context, healthcare providers in health services
may benefit from the use of blockchain to report and investigate incidents in
a secure, faster, and reliable manner. To explore this, we propose a blockchain-
based solution that builds a reliable IRS. The fundamental contributions of this
chapter are as follows: we first present a review of the current IRS as applied to
patient safety in healthcare. Second, we develop a blockchain-based solution for
reporting incidents using smart contracts. Then, we propose a framework along
with algorithms that outline the mechanisms of the proposed solution and provide
a detailed sequence diagram of the blockchain-based reporting system. Finally, we
present a cost and security analysis of the proposed solution to show the feasibility
of the implementation in healthcare.

The remainder of this chapter is organized as follows: the relevant literature on
incident reporting and blockchain is presented in Sect. 7.2, followed by a description
of the proposed blockchain-based solution in Sect. 7.3. Section 7.4 presents the
implementation steps, along with testing scenarios. Discussion of the proposed
approach, cost and security analysis, challenges, and future research directions are
presented in Sect. 7.5. Finally, concluding remarks are presented in Sect. 7.6.
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7.2 Related Work

In this section, we provide background information related to the IRSs. Further, we
give an example of a sophisticated reporting system and explain the potential benefit
of adopting blockchain technology.

7.2.1 Incident Reporting System (IRS)

Incident reporting systems (IRSs) are among the most important tools for risk
management and improvement of patient safety worldwide. The primary purpose
of incident reporting is to improve the safety of patients by learning from mistakes
[15]. Many countries, such as UK, Sweden, Norway, Australia, have developed
electronic reporting systems providing a platform for confidential and voluntary-
based reporting. These systems are methods of reporting incident events or/and
near misses enabling organizational improvements [12]. A patient safety incident is
denoted as any accidental or unforeseen adverse event that may lead to the injury of
one or more patients receiving a form of care [10]. They can also support hospitals
in learning from adverse events and identifying patterns or tendencies related to
patient safety [9]. Further, they present useful insights into why and how patients
get hurt due to various contributory factors and hazards [6].

An ideal IRS is a multi-stage process; its main steps are described by Hewitt and
colleagues in Fig. 7.1 [16].

In general, the information would be reported in the IRS at the detection stage.
These incident reports should be then aggregated, examined, and analyzed at the
analysis stage. The following stage is learning, in which the understanding of
patterns and trends happens and where changing current practices takes place [10].
The final stage is the feedback that can happen at either the analysis or learning stage
[17]. To create an effective reporting system, the World Health Organization (WHO)
emphasizes the importance of both detection and feedback as key features [5, 18].
As discussed earlier, even though incident reporting is the vehicle to learn from past
experiences in a patient safety context, underreporting is still the main challenge.
Further, hindsight bias, partial data, the time lag between incident reporting and
feedback, recall bias, and inaccurate classifications have also been identified as
limitations in the literature [19]. Moreover, the following are significant concerns
in IRSs that have been identified in recent studies [5]:

Fig. 7.1 Main stages in
incident reporting systems
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Change: The ability to measure changes and trends over time is limited.
Feedback: The reporter may fail to track the status of the event and timely

feedback is not provided.
Complementary: IRSs identify different but complementary patient safety

issues for several hospitals. Yet, these systems are not well connected.
Timely feedback: IRSs fail to communicate identified events with stakeholders

promptly.
While individual hospitals may have their internal IRSs, called Local Reporting

Management System (LMRS), some countries have also implemented national-
level centralized reporting systems to share learning with all possible stakeholders.
To understand the role of such aspects in IRSs, one example can be given from
the British National Health Service (NHS): the National Reporting and Learning
System (NRLS). The NRLS was established in 2003 as a platform that can aggregate
national patient safety incidents and enable sharing and learning from these events
to mitigate their recurrence. NHS Improvement is the organization responsible for
managing the NRLS. This organization operates the NRLS and uses the incident
data to provide guidance, insights, and advice for the national health services
(NHS) organizations. At its inception, NRLS was fully voluntary. However, by 2010,
reporting serious incidents and deaths due to an error became compulsory [20].

To foster reporting and encourage openness, reporting to NRLS is voluntary
except for serious incidents [20]. As a result, NRLS data represent only a partial
number of patient adverse events taking place in the NHS. In the case of patient
adverse events that resulted in severe harm or death, they must be submitted to
NRLS. They are separately assessed by NHS Improvement physicians to maximize
the learning and act at a national level. Moreover, incidents reported to NRLS are
also shared with several other organizations to identify the hazards and develop
patient safety insights, solutions, and guidance. These organizations include Public
Health England (PHE), NHS England, the Medicines and Healthcare products
Regulatory Agency (MHRA), and Care Quality Commission (CQC) [21]. All these
different entities and system layers show that many stakeholders and organizations
are part of the system but are not connected. Therefore, if such a system is
fragmented and if organizations’ incident databases do not communicate with each
other, this may hinder the collection and analysis of incidents in a systematic
manner.

7.2.2 Blockchain Technology and Potential Benefits

A blockchain is a distributed ledger recording transactions between multiple entities
in a verifiable and efficient manner. Satoshi Nakamoto, the anonymous person or
persons who wrote the bitcoin white paper in 2008, described blockchain as a
technology that combines data records or blocks in a chain [22]. This technology
guarantees immutability thanks to the distributed network without the need for any
third-party authority [23]. Blockchain entails having records that are ordered and
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placed in a block structure. These data blocks comprise a hash (unique identifier),
the hash of the preceding block, and timestamped sets of the latest transactions. This
design ensures that blocks are linked chronologically and they build what is called
a blockchain [14].

Blockchain technology has the potential of creating trustless and decentral-
ized transaction environments [24] and that is why the healthcare industry is
a prime candidate for it [25, 26]. Blockchain can address key problems, such
as public health management, claims validation, and supply chain management
[27]. Healthcare current methods involve data to be stored with third parties,
which is a major concern for many stakeholders including patients. Therefore,
blockchain technology can potentially elevate such concern and afford transparency
to data management processes while diminishing the risks of data misuse or
mishandling [28]. Blockchain technology also uses its intrinsic characteristics to
ensure immutability, transparency, privacy, security, and accuracy of data collection,
unlike a conventional database system. Further, in a conventional centralized
database, it is impossible to reward a user for reporting an incident. However, a
blockchain platform can make the incentivizing process easy. Thanks to blockchain
technology’s cryptocurrency properties, reporters can get a reward for reporting an
incident to encourage reporting and enhance the culture. Overall, distinct advantages
are available in the blockchain-based incident reporting system compared to the
traditional database system, such as the NRLS. The comparison and features are
summarized in Table 7.1 [29, 30].

In the context of reporting patient safety incidents, the IRS has several gaps
that can be summarized as follows: lack of information dissemination in real
time, absence of incentives, lack of security and privacy, fragmentation of adverse-
event data across different organizations, and the inability to have constructive
feedback on whether the incident report had led to an action [7]. To respond to the
current needs of these reporting systems, the blockchain technology features can
be exploited. The blockchain technology’s key aspects, such as time sequence, data
security, and privacy, decentralization, transparency, incentives, and traceability, can
be useful for ensuring better reporting systems.

Moreover, performing data analytics in healthcare is possible when blockchain
technology is combined with artificial intelligence (AI) technologies such as
machine learning [31] that recently gained attention in the patient safety context
[32, 33]. By combining blockchain technology and AI, the process of data analysis
would be conducted automatically without the intervention or need of statisticians.
This feature would allow the national health services to check reports on any adverse
events in real time. Blockchain technology and AI can also automate the analysis
stage by having a node for data analytics in the network, which would oversee data
cleaning and anonymization. The latter is made possible because raw data would
be fed into this analytics node, and data integrity would be ensured by blockchain
technology [34].

While blockchain technology has merits to provide a secure incident reporting
and sharing platform, its full capabilities have not been explored for incident report-
ing platform yet. Therefore, we intend to build upon this research to leverage the
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Table 7.1 Comparison between using a centralized database and a blockchain platform

Feature Conventional centralized database Blockchain platform

Authority Controlled by a central authority
(administrator)

Authority is shared among
stakeholders and is decentralized

Data integrity Data might be revised and changed Data cannot be changed or altered, in
other words, it is immutable

Data handling Can support only these functions: read,
update, create, and delete

Read and write are the only available
options

Data privacy Chances of malicious cyberattacks are
high

Transaction data is stored in blocks
using cryptography technology

Data
provenance

Databases cannot ensure that data has
not been altered, forged, reproduced, or
stolen

Users can trace and verify the
provenance of all the previous
transactions by accessing any node in
the network

Transparency Data transparency is not as high as in
BC

Transaction data is stored in a
distributed network and stakeholders
have access to the same data

Quality
assurance

Administrators are required for data
authentication

The provenance of data can be known
using cryptography mechanisms

Fault
tolerance

Considerable threat of single point of
failure (SPF)

The ledger is fault-tolerant

Incentive There is no incentives mechanism in
databases

Health professionals and patients can
be incentivized for reporting promptly
and accurately

Consensus Databases do not have a consensus
mechanism as they are centralized

The validation mechanism ensures the
integrity of the data as much as
possible

Cost Easy implementation and maintenance
as it is a conventional technology

Limited certainty in operation and
maintenance costs

Performance Fast (more transactions processed per
second) and offer high scalability

Minimal transactions per second can
be handled, and scalability is an issue
since the technology is at its
developing phase

benefits of blockchain technology and exploit the essential blockchain technology
features that may help accelerate patient safety enhancement.

7.3 Proposed Blockchain-based Solution

7.3.1 System Overview

The existing national IRSs like the NRLS have several gaps, as discussed before.
Blockchain technology, however, has the potential to fill in these gaps and to
improve the current process. According to a study by Naome and colleagues,
more than 59% of healthcare providers confirmed that knowing what, how, and
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who to report incidents to may improve adherence. Further, almost half of the
respondents supported that offering rewards could encourage reporting, and 55.7%
confirmed that providing feedback and corrective action plans of the reported
incidents increased reporting. Also, 55.7% claimed that providing training to health
practitioners to detect incidents inspired incident reporting [35]. Therefore, barriers
to incident reporting can be summarized as: lack of knowledge and instructions,
absence of reward and incentive, and absence of feedback and corrective actions.
By removing these barriers, we can ensure better adherence to incident reporting.

Figure 7.2 shows our proposed system overview and how the stakeholders would
interact with the blockchain platform to remove the barriers discussed. As a natural
process in incident reporting, the patient or health practitioner would report an
incident to the blockchain. Our system contains different stakeholders such as the
Ministry of Health (MoH), FDA, pharmacies, healthcare practitioners, and patients.
The party reporting the incident (patient or healthcare practitioner) would be able to
upload the details of an incident that can be stored in the IPFS. For serious incidents,
FDA and MoH would be required to develop an action plan to be shared among other
stakeholders and that can be stored in the IPFS as well. One unique feature of our
system is the ability to distribute some coins as a reward for the incident reporters.
Adding a reward mechanism in our proposed solution would ensure healthcare
providers’ and patients’ participation in incidents sharing. According to Kingston
and colleagues, senior medical staff agreed on the lack of motivation to report an
incident. They added that incident reporting is of little value and time waste, and

Fig. 7.2 System overview of the proposed solution
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Fig. 7.3 Framework of incident reporting system

advised that financial incentives for generated reports might be a greater motivation
for reporting [36].

In addition to a reward mechanism, having a feedback mechanism is crucial.
Effective feedback on IRSs is vital to learn from the deficiency of care delivery.
Feedback from adverse events should also involve corrective action plans and
how to enhance safety and eliminate certain vulnerabilities in the system. In the
case of failures elimination and prevention, the feedback loop would be closed
[37]. Figure 7.3 describes the essential functional levels of learning from incident
reporting, drawing upon the existing safety systems from the literature review,
in combination with our proposed solution. Our proposed IRS operates on three
distinct levels. The first level is operational, and this is where the reporter (health
practitioner or patient) reports the incident. The second level is organizational, in
which the responsible party (health practitioner) is required to provide detailed
information about the incident into the LRMS or blockchain directly. In the case
of any serious incident, a safety issue analysis should be run by the organization
to identify the contributory factors and immediately improve the system. The third
and last level is regulatory and involves parties such as MoH and FDA. At this level,
the incident data are consolidated, aggregated, and analyzed for potential feedback.
After the analysis of the aggregated data, corrective actions, results, and feedback
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are disseminated across the system and stored in the IPFS to correct vulnerabilities,
and finally, the reporter gets awarded.

While Figs. 7.2 and 7.3 show the system overview and the proposed feedback
framework, the following section will highlight the roles and responsibilities of
stakeholders in the proposed solution.

7.3.2 Stakeholder Roles and Responsibilities

Various stakeholders play a role in a typical IRS, as discussed earlier. Our proposed
blockchain-based incident reporting system will have a particular example of
medication incidents, as one of the leading incident types in healthcare [38]. A
medication incident takes place when a medication causes or leads to patient harm.
Medication incidents may include the following particular examples: medicines
given to the incorrect patient, incorrect medicine/dose/route being given, expired
medicine, incorrect storage/labeling/packaging/naming of medicine, etc. [11]. The
stakeholders involved in a medication incident reporting and sharing process are
mainly the Food and Drug Administration (FDA) (or equivalent), pharmacies, MoH,
healthcare practitioners, and patients. Table 7.2 encapsulates the roles and key
responsibilities of these stakeholders.

7.4 Implementation

In this section, we introduce and examine the system architecture, message
sequence diagram, and the used algorithms for the implementation of the proposed
blockchain-based IRS. The smart contract has been written in Solidity, the used
language for Ethereum smart contracts. The contract1 is then executed with Remix
IDE, a browser-based compiler that comprises an embedded debugger. The
debugger is used for warning and alerting the user with error notifications and
alarming accordingly [39].

7.4.1 System Architecture

In this section, we propose an Ethereum blockchain-based solution. In the proposed
solution, blockchain is used to share the incident report data among stakeholders
and prevent this data from being tampered with. Further, in our proposed solution,

1https://github.com/douniamarbouh/Incident-Reporting-System.git.

https://github.com/douniamarbouh/Incident-Reporting-System.git
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Table 7.2 Stakeholder roles and responsibilities

Stakeholders Roles Responsibilities

Patient An individual who receives
care in a healthcare setting

- Notifies, communicates, and provides the
necessary incident-related information. -
Submits an incident report.

Hospital
practitioner

An individual who delivers
care to a patient and who may
witness, at any stage, an
incident or near-miss.

- Notifies, communicates, and provides the
necessary incident-related information. -
Submits the incident report to the hospital’s
local risk management system. - Submits
directly to the blockchain platform in case
the hospital does not have a local risk
management system. - Follows the
corrective action plan once provided.

Pharmacy Prepares medications by
reviewing and interpreting
physician orders.

- Adheres to the corrective action plan. -
Adjusts the storage conditions, if applicable.
- Withdraws the medication, if needed.

Health Ministry
(MoH)

Reviews incidents, generates
action plans, and develops
guidance and advice.

- Reduces patient safety risk by sharing
national learning guidance. - Uses data from
the blockchain platform to develop
guidance to minimize risks to patients.

FDA (and
equivalent)

Monitors and prevents
medication errors of regulated
drugs and therapeutic
biological products.

- Analyzes and monitors medication error
reports. - Guides manufacturers about
designing and naming the drug products. -
Takes regulatory actions such as issuing a
safety communication and revising the
labeling.

the shared incident data can be traded, and the encrypted transaction information
exists among the stakeholders to ensure its reliability and security.

The system architecture in Fig. 7.4 integrates the IPFS technology into the system
for the storage of a compilation of hashed files. These files can be retrieved at
any point in time once integrated within the blockchain. Incident reports collected
and stored in the IPFS are assigned to a unique identifier or hash that can be
used later in tracking the corresponding incident report. Therefore, this mechanism
makes the IPFS an ideal environment for data storage, since reports are immutable,
traceable, timestamped, and time-sequenced. Examples of certain vital files that can
be potentially stored in the IPFS are healthcare professionals’ e-forms, patients’
e-forms, serious incidents (SIs), standard operating procedure (SOP) (detailed
instructions on how to report an event), incident reporting protocol, FDA and MoH
action plans, and their medical history. The system architecture would compromise
four layers, as follows.

User Layer Stakeholders of the blockchain in the user layer have access to the
same kind of information. Stakeholders can also use the blockchain to fulfill
transactions that can be tracked and can further use it to inhibit the shared incident
reports from being tampered with.
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Fig. 7.4 System architecture of incidents reporting among stakeholders

Data Layer Data represents the incident reports and action plans that stakeholders,
such as patients or healthcare practitioners, want to share and protect. Stakeholders
in the data layer can collectively maintain the data. For the privacy of the uploaded
data, the data is encrypted using cryptographic mechanisms. Afterward, the data of
the encrypted incident is uploaded onto the IPFS for sharing.

IPFS Layer Interplanetary File System is a P2P network and protocol. It is a
decentralized network where each file is stored and identified through its hash value.
The encrypted data is uploaded by the owner using a symmetric key that is encrypted
further with the data owner’s public key. When data is required from the database
(based on the hash of the file), it returns the proxy [13]. As explained before, the
IPFS would contain important files such as the incident reports and FDA and MoH
action plans.

Blockchain Layer Blockchain layer can permanently record all ownership details,
transactions, restorations, and modifications of incidents data on the decentralized,
distributed, tamper-proof, and transparent ledger. Thanks to the transparency of
transactions, the trust of patients and healthcare organizations is strengthened.
Blockchain technology also provides feedback to reporters and the history of the
incident thanks to the immutability of data in a blockchain.
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7.4.2 Entity-Relationship Diagram

The entity-relationship diagram in Fig. 7.5 describes the functions of our smart
contract as well as its attributes. The diagram also depicts the relationship between
the smart contract and the stakeholders. Capturing these metadata and relations is
crucial in executing our smart contract. Moreover, our stakeholders are assumed to
be single entities; thereby, the relationship between the contract and a stakeholder
is one-to-one. Our stakeholders as described before are the FDA, pharmacies, MoH,
patients, and healthcare practitioners.

7.4.3 Message Sequence Diagram

The message sequence diagram’s main function is to capture the interactions
between several entities while concurrently displaying the events triggered. Further,
every participating entity in the network has an Ethereum Address (EA) that
supports the interaction of one with another when calling a function. Figure 7.6
shows the sequence flow among several stakeholders from uploading an incident
report to getting feedback.

Initially, the MoH would register authorized hospitals in the system via a
function called AuthorizeHospital(). Then, healthcare practitioners and patients
would be registered and assigned an Ethereum Address by executing the functions
AddDoctor() and AddPatient(). By being registered in the system, the reporting
party would be able to upload information about an incident. This incident claim
is either reported in the Local Reporting Management System (LRMS), if the
hospital has one, or is reported directly to the blockchain. This happens thanks
to the execution of the function called LocalIncidentReporting(). If the authorized
hospital does not have a LRMS, the reporting party can report directly into the
blockchain platform by executing the following functions, addIncidentDoctor() and
addIncidentPatient(). After the successful reporting of the incident, the event is
broadcasted among all stakeholders by NewIncidentReported(). In the case of a
serious incident, the stakeholders are requested to act. The MoH will have to review
the incident and generate an action plan via function MinistryReview().

Additionally, the FDA may need to review the incident FDAReview() and act if
required by FDAActions(). If the MoH and the FDA confirm and approve the danger
of the medication involved in the incident, the pharmacies are informed to withdraw
the latter via function PharmacyReview(). At the end of the process, the reporter is
rewarded by executing RewardReporter() for reporting the incident and encouraged
to report on future occasions.

7.4.4 Implementation Framework

We now describe the algorithms that highlight the working principles of our
proposed blockchain solution for IRS. Using the virtual test Ethereum network and



7 Blockchain-based IRS for Patient Safety and Quality in Healthcare 179

st
rin

g
Id

en
tif

ia
bl

e 
re

po
rte

r: 

H
ea

lth
 M

in
is

tr
y 

Sm
ar

t C
on

tr
ac

t
Ph

ar
m

ac
ie

s

FD
A

L
R

M
S

H
ea

lth
ca

re
 O

rg
an

iz
at

io
n

Pa
tie

nt

O
D

S 
pr

ac
tic

e 
co

de
: i

nt
H

os
pi

ta
l n

am
e:

 st
rin

g
In

ci
de

nt
 d

es
cr

ip
tio

n:
 st

rin
g 

In
ci

de
nt

 d
at

e:
da

te
  

C
ar

e 
se

tti
ng

: s
tri

ng
 

In
ci

de
nt

 c
at

eg
or

y:
 st

rin
g

H
ar

m
 d

eg
re

e:
 st

rin
g

St
af

f g
ro

up
: c

ha
r

Em
ai

l a
dd

re
ss

: s
tri

ng

Pa
tie

nt
 ID

: i
nt

A
ge

: i
nt

G
en

de
r: 

ch
ar

C
ar

e 
vi

si
t r

ea
so

n:
 st

rin
g

Ex
pe

rie
nc

e 
de

sc
rip

tio
n:

 st
rin

g
C

ar
e 

se
tti

ng
: s

tri
ng

M
ed

ic
al

 h
is

to
ry

: s
tri

ng
C

on
ta

ct
 in

fo
rm

at
io

n:
 st

rin
g

M
ed

ic
at

io
n 

er
ro

r t
yp

e:
st

rin
g

In
ci

de
nt

 R
ep

or
tin

g 
pr

ot
oc

ol
:s

tri
ng

In
ci

de
nt

 ti
m

e:
 d

at
e

Se
rv

ic
e 

ty
pe

: s
tri

ng
 

In
ci

de
nt

 d
es

cr
ip

tio
n:

st
rin

g 
A

ct
io

ns
ta

ke
n

st
rin

g 
A

dd
iti

on
al

 in
fo

.:
st

rin
g 

C
on

ta
ct

 in
fo

 o
f i

nv
ol

ve
d 

pa
rti

es
:

st
rin

g
M

ed
ic

at
io

n 
de

ta
ils

:s
tri

ng
A

pp
ar

en
t c

au
se

s:
Pe

rc
ei

ve
d 

ris
k 

gr
ad

in
g:

ch
ar

R
ep

or
te

r n
am

e:
 st

rin
g

R
ep

or
te

r e
-m

ai
l:

st
rin

g

R
ec

al
l p

ro
to

co
l: 

B
oo

le
an

M
ed

ic
in

e 
na

m
e:

 st
rin

g
M

ed
ic

in
e 

br
an

d:
st

rin
g

M
an

uf
ac

tu
re

r: 
st

rin
g

Su
sp

ec
te

d 
re

ac
tio

n:
 st

rin
g

D
os

e/
st

re
ng

th
:f

lo
at

Fo
rm

:s
tri

ng
B

at
ch

 n
um

be
r: 

in
t

A
dd

_D
oc

to
r(

)
A

dd
_P

at
ie

nt
()

ad
dI

nc
id

en
tD

oc
to

r(
)

ad
dI

nc
id

en
tP

at
ie

nt
()

R
ew

ar
dR

ep
or

te
r(

)

Lo
ca

lIn
ci

de
nt

R
ep

or
tin

g(
)

FD
A

R
ev

ie
w

()
FD

A
A

ct
io

ns
()

Ph
ar

m
ac

yR
ev

ie
w

()
M

ed
ic

at
io

n 
sa

fe
ty

 re
po

rt:
 st

rin
g

A
ct

io
n

pl
an

: s
tri

ng
Fe

ed
ba

ck
to

 h
ea

lth
 o

rg
an

iz
at

io
ns

: s
tri

ng

M
in

is
try

R
ev

ie
w

()
A

ut
ho

riz
e_

H
os

pi
ta

l()

D
at

e 
of

 in
ci

de
nt

: d
at

e
In

ci
de

nt
 ty

pe
: s

tri
ng

C
lin

ic
al

 o
ut

co
m

e:
 st

rin
g

St
ag

e 
or

 m
ed

ic
at

io
n 

pr
oc

es
s:

st
rin

g
M

ed
ic

at
io

n 
er

ro
r d

es
cr

ip
tio

n:
st

rin
g

C
on

tri
bu

tin
g 

fa
ct

or
s:

 st
rin

g
Id

en
tif

ia
bl

e 
pa

tie
nt

 a
ge

: i
nt

Id
en

tif
ia

bl
e 

pa
tie

nt
 g

en
de

r: 
ch

ar
Id

en
tif

ia
bl

e 
pa

tie
nt

 w
ei

gh
t: 

flo
at

Su
sp

ec
te

d 
m

ed
ic

in
e 

na
m

e:
 st

rin
g

Su
sp

ec
te

d 
m

ed
ic

in
e 

br
an

d:
st

rin
g

Su
sp

ec
te

d 
m

ed
ic

in
e 

ac
tiv

e 
in

gr
ed

ie
nt

:
st

rin
g

M
an

uf
ac

tu
re

r: 
st

rin
g 

Su
sp

ec
te

d 
re

ac
tio

n:
 st

rin
g

D
os

e/
st

re
ng

th
:f

lo
at

Fo
rm

:s
tri

ng
R

ou
te

: s
tri

ng
B

at
ch

 n
um

be
r: 

in
t

A
ut

ho
riz

e_
H

os
pi

ta
l()

A
dd

_D
oc

to
r(

)
A

dd
_P

at
ie

nt
()

ad
dI

nc
id

en
tD

oc
to

r(
)

ad
dI

nc
id

en
tP

at
ie

nt
()

Lo
ca

lIn
ci

de
nt

R
ep

or
tin

g(
)

FD
A

R
ev

ie
w

()
FD

A
A

ct
io

ns
()

M
in

is
try

R
ev

ie
w

()
Ph

ar
m

ac
yR

ev
ie

w
()

R
ew

ar
dR

ep
or

te
r(

)

1

N

N1

1
N

1
N

1

N

1
1

1

N N

N

F
ig

.7
.5

E
nt

ity
-r

el
at

io
ns

hi
p

di
ag

ra
m

be
tw

ee
n

st
ak

eh
ol

de
rs

an
d

sm
ar

tc
on

tr
ac

t



180 D. Marbouh et al.

Pa
�e

nt
/H

ea
lth

c
ar

e 
pr

ac
��

on
er

He
al

th
 

M
in

is
tr

y
FD

A
Sm

ar
t 

Co
nt

ra
ct

LR
M

S
Ph

ar
m

ac
ie

s 

In
ci

de
nt

 R
ep

or
te

r i
s r

ew
ar

de
d 

vi
a 

ev
en

t: 
Re

po
rt

er
Re

w
ar

de
d(

)

Re
w

ar
dR

ep
or

te
r(

)

In
ci

de
nt

 a
dd

ed
 d

ire
ct

ly
 

to
 th

e 
bl

oc
kc

ha
in

Pa
�e

nt
 o

r h
ea

lth
ca

re
 p

ra
c�

�o
ne

r a
re

 a
ss

ig
ne

d 
an

 E
th

er
eu

m
 A

dd
re

ss
 to

 b
e 

au
th

or
iz

ed
 to

 re
po

rt
 v

ia
 fu

nc
�o

ns
: 

Ad
dP

a�
en

t(
) a

nd
 A

dd
Do

ct
or

()

Pa
�e

nt
 o

r h
ea

lth
ca

re
 p

ra
c�

�o
ne

r r
ep

or
ts

 th
e 

in
ci

de
nt

 a
nd

 is
 u

pl
oa

de
d 

to
 th

e 
LR

M
S 

 v
ia

 fu
nc

�o
n:

 L
oc

al
In

ci
de

nt
Re

po
r�

ng
()

N
o�

fy
al

l s
ta

ke
ho

ld
er

s t
ha

t a
 n

ew
 m

ed
ic

a�
on

 in
ci

de
nt

 h
as

 b
ee

n 
re

po
rt

ed
an

d 
ad

de
d 

to
 IP

FS
vi

a 
ev

en
t: 

N
ew

In
ci

de
nt

Re
po

rt
ed

()

Re
po

rt
 th

e 
in

ci
de

nt
 to

 th
e 

FD
A 

w
hi

ch
 w

ou
ld

 ta
ke

 a
n 

ac
�o

n 
pl

an
 v

ia
 fu

nc
�o

ns
:  

FD
AR

ev
ie

w
() 

&
 F

DA
Ac

�o
ns

()

Re
po

rt
 th

e 
in

ci
de

nt
 to

 th
e 

m
in

is
tr

y 
w

hi
ch

 w
ou

ld
 ta

ke
 a

n 
ac

�o
n 

pl
an

 v
ia

 fu
nc

�o
n:

 M
in

is
tr

yR
ev

ie
w

()

Au
th

or
iz

ed
 h

os
pi

ta
ls

 a
re

 a
ss

ig
ne

d 
an

 E
th

er
eu

m
 A

dd
re

ss
 v

ia
 fu

nc
�o

n:
 A

ut
ho

riz
e_

Ho
sp

ita
l()

Pa
�e

nt
 o

r h
ea

lth
ca

re
 p

ra
c�

�o
ne

r c
an

 a
dd

 in
ci

de
nt

  d
at

a 
vi

a 
fu

nc
�o

ns
: a

dd
In

ci
de

nt
Do

ct
or

() 
an

d 
ad

dI
nc

id
en

tP
a�

en
t(

)

In
ci

de
nt

 a
dd

ed
to

 th
e 

LR
M

S

In
fo

rm
 p

ha
rm

ac
ie

s t
o 

re
vi

ew
th

e 
m

ed
ic

a�
on

 v
ia

 fu
nc

�o
n:

 P
ha

rm
ac

yR
ev

ie
w

()

In
ci

de
nt

 h
as

 b
ee

n 
re

so
lv

ed
 a

nd
 fe

ed
ba

ck
 h

as
 b

ee
n 

pr
ov

id
ed

 v
ia

 e
ve

nt
: I

nc
id

en
tR

es
ol

ve
d(

)

F
ig

.7
.6

M
es

sa
ge

se
qu

en
ce

di
ag

ra
m

be
tw

ee
n

di
ff

er
en

ts
ta

ke
ho

ld
er

s
an

d
sm

ar
tc

on
tr

ac
t



7 Blockchain-based IRS for Patient Safety and Quality in Healthcare 181

Remix IDE, our proposed solution was executed and then tested. The smart contract
code was also deployed and debugged. As per the functions, they can be checked in
the console for verification of methods’ output, functionality, and execution cost.

Algorithm 1 below depicts the initial steps that would be taken to register the
incident reporting party (patient or healthcare practitioner). First, an Ethereum
address (EA) is assigned to incident reporters to enable their interaction with
the smart contracts. The algorithm also describes how incident reporters can be
registered thanks to the functions AddDoctor() and AddPatient(). In case the reporter
is not registered, these functions are used in registering the latter by adding its EA
to the incident reporters list (e.g., doctors, patients, etc.).

Algorithm 2 shows that doctors with a valid address are permitted to connect and
interact with the smart contract and can report. It also shows the variables that are
needed from the doctor when deciding to report an incident. These variables include
Doctor ID, incident description, incident date, incident category, harm degree, etc.
If the address of the patient is unauthorized or unregistered, the patient would not
be able to successfully report the details of the incident as the smart contract would
deny access to any unauthorized party.
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Algorithm 3 shows that only patients permitted to connect and interact with the
smart contract can report at this stage. Allowed patients are those with an authorized
Ethereum address. It also shows the variables that are needed from the patient
when deciding to report an incident. These variables include ID, age, primary care
visit reason, experience description, etc. If the address of the patient is authorized
and recognized, the patient would be able to successfully report the details of the
incident.

Algorithm 4 illustrates the actions undertaken by the MoH if the incident reported
is serious (leading to a serious injury or death). In our proposed solution, we are
focusing on the case of medication incidents and errors. Thereby, in the case of a
serious incident, the MoH would review the latter and develop an action plan to
be added to the IPFS. This action plan can be accessed by the different stakeholders
(FDA, pharmacies, etc). Furthermore, the MoH would classify the incident and send
any feedback when applicable as explained in Fig. 7.3.

Algorithm 5 describes the steps taken by the FDA when a serious incident is
reported. The FDA would review the incident and classify it to determine its type
and root causes. The FDA would then determine and examine the information
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resulting in this medication error and contact the medication manufacturer to
either review the labeling, product design, proprietary name, packaging, and/or stop
manufacturing the medication by developing an action plan.

Algorithm 6 demonstrates the process undertaken by pharmacies once they
receive a medication-related incident. The pharmacy would review the action plan
developed by both the FDA and/or the MoH. The pharmacy would then update the
status of the medication according to the action plan. If necessary, pharmacies would
withdraw the medication. Algorithm 7 explains how a stakeholder can be rewarded
for reporting an incident. Rewarding is an essential component of our proposed
solution as it would give stakeholders more reasons to report. The receiver can be
either the reporting patient or healthcare practitioner. If the Ethereum address does
not correspond to an entity with a valid address and who recently reported a true
incident event, the system would preview an error.
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7.5 Discussion

Incident reporting aims to report incidents and share information about adverse
events to ensure lessons are learned, and previous tragedies are not repeated. Since
their inception, the reporting systems have used the patient safety incidents reported
to identify risks and how they might be avoided. Annually, up to nine thousand
people die in the United States alone as a result of a medication error [40]. Moreover,
hundreds of thousands of other patients can experience a complication related to a
medication or adverse reaction, but it is often not reported [3]. It has also been
reported that looking after patients who suffer from medication-associated errors
exceeds 40 billion dollars each year. A medication error does not only involve a
financial cost but also includes the physical and psychological pain and distress
resulting from the error to the patients [40]. Therefore, our proposed platform can
contribute to mitigating these challenges while presenting a financially feasible
solution as described in the following section.

7.5.1 Cost Analysis

Our proposed blockchain-based solution for incident reporting captures the primary
operations required in the reporting process. In this section, we present the cost
analysis of the proposed system. To ensure the successful execution of transactions,
stakeholders need to pay a gas fee in the network. The unit utilized in measuring
the computational effort necessary for transaction executions is Ethereum gas.
During the execution of transactions in Ethereum, we incur two types of costs:
execution and transaction costs. The execution cost involves the charges related to
modifying states in the contract and internal storage. The transaction cost involves
the execution cost along with the cost of data transfer [41]. Furthermore, we should
note that the fee of appending transactions that were verified to each block rises
when the gas price rises. Therefore, during high network traffic, this amount is likely
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Table 7.3 Transaction Cost Incurred at an average Gas Price of 4 Gwei at an Exchange Rate of 1
ETH = 369 USD

Function name Transaction gas Execution gas
Average transaction fee
(USD)

Deployment 14,42,069 10,46,869 4.86

AuthorizeHospital() 22,123 1253 0.038

AddPatient() 23,903 1223 0.04

AddDoctor() 24,123 1443 0.041

addIncidentDoctor() 28,484 2284 0.05

addIncidentPatient() 26,788 1996 0.046

LocalIncidentReporting() 25,091 1579 0.043

FDAReview() 22,542 1270 0.038

MinistryReview() 22,366 1094 0.038

PharmacyReview() 22,387 1115 0.038

RewardReporter() 23,988 1116 0.039

to grow because of the competitiveness between miners who try to earn transaction
fees by appending transactions in the blocks.

Table 7.3 illustrates the execution and transaction gases as well as the correspond-
ing transaction fees for executing functions and deploying the contract. According to
ETH Gas Station, the average gas price is 4 Gwei, and this was obtained on the 15th
of October 2020. We converted the obtained transaction fee into US Dollars using
the ETH gas station at a rate of 1 ETH = 369 USD. As a result, we observe that
the cost incurred when applying our proposed solution is slightly over 6 USD. This
analysis demonstrates that applying the introduced solution is financially feasible to
all stakeholders in the network and even promotes cost savings to them.

7.5.2 Security Analysis

In this section, we explore the properties of security of our proposed blockchain-
based incident reporting system to address fundamental concerns related to account-
ability, integrity, availability, authorization, nonrepudiation, and resistance to mali-
cious attacks such as distributed denial-of-service (DDoS) attack [42].

The code of this implementation is made publicly accessible in GitHub and
has been validated via a security tool, called SmartCheck. This tool enables the
evaluation and eradication of weaknesses in the code. Further, our proposed smart
contract would be less vulnerable than other smart contracts as it has no fallback
loops or functions. Moreover, by design, blockchain technology has built-in security
features that enable building secure, resilient, and trusted networks and services.
For example, security requirements such as authorization, nonrepudiation, integrity,
privacy, and availability can be achieved easily using blockchain technology.
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Integrity The participating stakeholders in the incident reporting can sign the
transactions digitally to guarantee that incident data integrity will be well preserved.
Moreover, once data about an incident is appended to the blockchain network, it
becomes challenging to alter it thanks to the immutability feature, combination
of cryptography, sequential hashing, and the decentralized structure, unlike a
conventional database.

Availability The transaction history of entities involved in incident reporting is
always available to trace the provenance of an incident. Moreover, duplicated
incidents are collected on the nodes of the blockchain. As a result, the network
becomes resilient and robust against threats such as a single point of failure.

Authorization The role of different stakeholders in incident reporting is altered
as per Table 7.2. Through the authorization feature, only permitted stakeholders
can perform a particular task. To ensure that only authorized users can participate
and append incident data, we need to secure data access in blockchain networks.
Furthermore, the nature of the blockchain and its infrastructure guarantees that every
data block can only be added to the chain of existing blocks if it is fully encrypted.
Therefore, in case an attacker gained access to the blockchain network, it does not
imply that the latter can read the information or retrieve it because of the end-to-end
encryption mechanisms.

Nonrepudiation All transactions of incident reporting are cryptographically and
digitally signed. This feature implies that organizations can trace a particular
incident back at any point in time. Therefore, the user behind any transaction
can be identified using their public address. Thanks to this property, users can be
reassured that their signature cannot be duplicated on a transaction not created by
them. This feature is also enhancing the reliability of the system since the detection
of fraudulent transactions becomes easier to notice.

Resistance to Cyberattacks Fraudulent and malicious attacks are increasingly
more complicated because of the increase in the threats from cyber organizations
and sophisticated malware. Valuable and sensitive data such as medical information,
financial data, and intellectual property are incredibly attractive to several users and
organizations, and they might attempt stealing them.

7.5.3 Challenges

Blockchain technology has many great features that make it ideal for many
application cases. However, it also carries a set of challenges. These challenges
contributed greatly to its slow-moving adoption, and these include:

Scalability As the number of transactions increases every day, the blockchain
network traffic might become bulky. Nodes of the blockchain are expected to store
all validated transactions, which is a hurdle since the block size is restricted and
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the time required to generate a new block is long. Processing a few transactions per
second is a problem since millions of transactions are expected to be handled in real
time. Consequently, because of the size limitation of the block, miners choose to
validate transactions with higher transaction rates that cause some transactions to be
delayed [43, 44].

Selfish Mining The blockchain network that depends on a consensus of the
majority to validate transactions is prone to attackers if they could compromise a
significantly large group of nodes. For example, malign actors can compromise a
public blockchain network if they could manipulate at least 51% of the consensus
and mining power. The same problem can also occur if several miners secretly
join forces to create a majority and control the blockchain. “Selfish miners” follow
a strategy of creating a private separate branch and mining without broadcasting.
Then, the private chain is only published when the current public chain is shorter
compared to it [39]. In other words, they mine the chain with no competitors, while
“honest miners” spend time and resources on mining worthless branch [29].

Legal Challenges Until this date, smart contracts, and blockchain, in general,
are highly de-regulated and standardized at the national and international levels.
Due to having many stakeholders, data ownership and existing medical law of the
traditional healthcare system are essential issues. Further, new regulations on health
policy, digital inequality, policies of digital health services, data sharing, and digital
connectivity should be addressed [45].

Privacy Concerns In blockchain technology, information such as the balance and
details of public keys are visible to all network stakeholders; as a result, the system
might become prone to privacy leakage. To solve the issue, some have proposed
solutions such as anonymous solution and mixing solution to reach participants
anonymity [43]. The mixing service involves sending funds to multiple output
addresses from multiple input addresses. On the other hand, the anonymous solution
unlinks the payment origins of a transaction that prevents the graph analysis of a
transaction [46].

7.6 Conclusion

In this chapter, we proposed a new blockchain-based framework for incident
reporting using Ethereum smart contracts. Our proposed blockchain-based solution
supports traceability and transparency and aligns communication among stake-
holders in the system. Moreover, it ensures data immutability and security while
simultaneously encouraging the collection of incidents from various stakeholders.
The smart contract code was used to capture interactions and share the process in
the appropriate order. Further, we integrated the IPFS technology in our framework
to store various files such as incident reports, corrective action plans, etc. that serves
as a decentralized storage technology. The proposed solution can also ensure the
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reliability of reporting while maintaining high efficiency in the non-fully trusted
environment. Further, the proposed blockchain-based reporting system encourages
both healthcare practitioners and patients to actively participate in sharing and
reporting incidents thanks to the incentivizing mechanism.

The system architecture, sequence diagram, and algorithms are not limited to
medication errors but can be extended to include reporting several other types of
errors and incidents (falls, operations, procedures, etc.). The functions developed
were tested in the Remix environment, and the transaction costs incurred were
computed by performing cost analysis. It revealed that a minimal cost of less than 1
USD is incurred when executing transactions, while deploying the contract was less
than 5 USD. This shows that the proposed solution is viable as the stakeholders pay
almost 6 USD amount compared to traditional incident reporting systems, requiring
a partial payment to be made to third-party service providers. Future research can be
extended to include the development of front-end DApps that patients and healthcare
practitioners can easily use to report any incident. The smart contract can also be
developed to capture further areas such as EHRs, to enhance learning from incidents
and feedback mechanism.
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Chapter 8
Implementation of Hyperledger-Based
Secure Firmware Update Delivery for IoT
Devices

Meriem Bettayeb, Qassim Nasir, and Manar Abu Talib

8.1 Introduction

The Internet of Things (IoT) is the uprising technology that has become the main
term to define the enormous number of devices that communicate via the internet.
The IoT is widely applicable in wearable devices, applications of smart homes, and
the control scheme of companies and hospital devices [51]. But, security problems
are potentially the greatest obstruction to the IoT advancement, as security issues
can compromise confidential data and threaten public safety. As a result, it is needed
to authenticate the process of updating the software in the IoT devices to verify
whether or not it is legitimate [21].

Firmware (FW) is embedded software that runs on embedded systems to enable
its functionalities and control them [32]. Nowadays, many IoT devices have
updatable firmware to fix threats found in the system throughout the device’s life
cycle and to add new functionality to the device, thereby enhancing reliability
and security [52]. Firmware-driven devices are found in many domains such as
home automation, networking, entertainment, and health care. Many attacks have
been encountered against the firmware updates of the embedded systems, such as
modification attacks [40].
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One of the methods used to mitigate these attacks on firmware is to keep the IoT
devices up to date [39]. To maintain the integrity of any IoT device, its firmware
version needs to be checked and validated, and if necessary, a secure firmware
update must be downloaded. Moreover, the UAE and many other countries are
moving toward smart cities, resulting in a rise in the quantity of IoT devices. The
need to update all these devices synchronously from a dedicated server will cause
latency and network traffic in the vendor. The available server–client method for
ensuring a secure firmware update process is therefore not appropriate for firmware
distribution in the IoT environment [51].

In this chapter, a decentralized solution was designed and deployed to securely
update the firmware in IoT devices using blockchain technology. This work pro-
cedure secures the IoT devices against receiving any malicious firmware files from
fake vendors [10]. The literature review included in this chapter investigated existing
assessments of IoT vulnerability to counterfeit firmware updates. A feasibility study
was conducted to assess technical requirements and develop defensive measures.
To the best of our knowledge, there is no standard for securing IoT firmware
updates, even though the issue is a subject of much discussion by security experts
and practitioners [44]. In this chapter, a secure framework for providing firmware
updates for IoT devices by using blockchain technology was defined. Furthermore,
this chapter is the first implementation of blockchain-based secure firmware updates
for IoT devices. This chapter is a continuation and implementation of the idea
proposed previously by the authors in [4].

The main contribution of this chapter is to design and implement a blockchain-
based architecture for IoT that securely delivers lightweight distributed firmware
updates and that performs the following functions:

• Secure download of the latest firmware for the IoT devices.
• Validate the integrity and correctness of the downloaded firmware file.
• Deploy the whole system.

The structure of this chapter is as follows: After providing the introduction to
firmware/software security in Sect. 8.1, the background of Hyperledger blockchain
and the characteristics of the blockchain network are explained in Sect. 8.2. Related
work on the existing firmware update solutions using blockchain is reviewed in
Sect. 8.3. In Sect. 8.4, the research objectives and methodology are discussed, along
with the design of a decentralized firmware update system for IoT devices. Section
8.5 describes the experiment and lays out the methodology of the tests performed on
our proposed system of secure firmware updates in Hyperledger blockchain. It also
provides a security and performance analysis of the implementation of our proposed
scheme. Finally, a summary and some directions for future work are presented in
Sect. 8.6.
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8.1.1 Motivation and Significance

Nowadays, many IoT devices have updatable firmware to fix bugs found in the
system during its life cycle, increase reliability and security, and add new features
to the device. Our architecture makes sure that the IoT devices have the latest
firmware update coming from the right manufacturer and ensures that it has not
been modified.

Many attacks can occur when downloading firmware updates from the vendor
to the IoT device through a public network. These include modification attacks,
man-in-the-middle attacks (MITM), denial-of-service attacks (DoS), impersonation
attacks, etc. [38]. The proposed design tries to minimize these types of attacks by
using blockchain to download the firmware update to the IoT devices. A blockchain
network is a trusted and secure environment for firmware updates, as it provides
tracking records for all updates for both the vendor and the end user [29]. Moreover,
access to data is restricted to the members of the permissioned blockchain, i.e.,
Hyperledger Fabric. Hence, no one can read or write in this network except for
authorized network members.

The increasing number of IoT devices in smart cities and update requests for each
device connected to the internet will result in overhead on the vendor server. The
use of blockchain will reduce network traffic in the vendor while also cutting down
latency in comparison with the server–client technique of updating the firmware
[33].

8.2 Preliminaries

Blockchain is the new driving technology in the future, and it has many applications
in healthcare, cryptocurrency, supply chain, data management, and many other
applications. This decentralized architecture delivers a trustful output without the
requirement of trusting any entity within it [54].

8.2.1 Distributed Ledger

Blockchain is a decentralized list of all transactions in a peer-to-peer network
[26]. This technique was originally described in 1991. It was adopted by “Satoshi
Nakamoto” (pseudonym) in 2008 to create the digital cryptocurrency Bitcoin. It
performs a trustful transaction between two entities without any third entity [14].
One great property of this decentralized ledger is that once data has been saved
on a blockchain, it is hard to modify it. Blockchain characteristics are described in
Fig. 8.1. The key advantages of blockchain technology are:
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Fig. 8.1 Blockchain
characteristics

• Decentralization: The architecture of the blockchain is decentralized, which
lowers the cost of its operations and increases robustness, as it does not have
any single point of failure [13].

• Integrity: The ledger is copied between the nodes in the network, and if any
change occurs in the ledger, the change will be updated in all nodes, thereby
providing immutability and transparency [13].

• Flexibility: Blockchain is open source and programmable, which provides an
opportunity for other researchers to work with this technology [13].

8.2.2 Blockchain Types

Three types of blockchain have been developed based on the permission of each
node to access a block in the blockchain network, as shown in Fig. 8.2:

• Public: Anyone can participate in the blockchain network, send transactions,
create blocks, and have a copy of the ledger. This type values anonymity,
immutability, and transparency over efficiency. It is also called permissionless
ledger, as it requires no permissions to read and write in the ledger. Ethereum
and Bitcoin are examples of public blockchains [9].

• Private: Participating in the network is restricted in a private blockchain. A
private blockchain is operated by one entity. This type of blockchain values
efficiency over anonymity, immutability, and transparency. The blockchain
requires permission to read and write in the ledger. Ripple is an example of a
private blockchain [9].

• Permissioned: A mix of public and private blockchain types. A permissioned
blockchain is operated by known entities, such as the stakeholders of a given
industry. It values immutability and efficiency over anonymity and transparency.
Hyperledger Fabric and Corda are examples of permissioned blockchains [9].

The type of blockchain selected for any work depends on the requirements of
the application. For this chapter, a permissioned blockchain called Hyperledger was
chosen to prevent unauthorized users from gaining access to the blockchain network.
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Fig. 8.2 Blockchain types

8.2.3 Hyperledger Project

Hyperledger is an enterprise-grade distributed ledger. It was built as a project of the
Linux Foundation in December 2015. Hyperledger Fabric supports a form of smart
contract logic called chaincode. It is a reframing of the smart contract but with more
characteristics. A chaincode is a computer code that runs on a blockchain network
after the agreement of the chaincode parties. It has predefined rules that need to be
met to execute automatically. It is validated within the consensus process by the
chain validators. Developers use chaincode to regulate decentralized applications,
build business contacts, and asset definitions. Hyperledger Fabric uses the chaincode
method to enforce the trust.

Hyperledger business blockchain frameworks benefit different organizations by
establishing their enterprise blockchains. They are divergent from public ledgers
such as Bitcoin and Ethereum. The Hyperledger frameworks consist of:

• An append-only distributed ledger
• A consensus algorithm that lowers the risk of fraudulent transactions by

confirming any modifications in that
• Transactions’ privacy by permissioned access
• Chaincode to handle transaction requests

The Hyperledger tools or modules are software deployed to maintain blockchain
networks and auditing information on the ledgers [5]. Figure 8.3 shows different
Hyperledger frameworks and tools. These tools are reusable across the various
distributed ledger technology frameworks. The concentration of this chapter is
focused on using Hyperledger Fabric and Composer tools.

Hyperledger Fabric was selected for our purposes because Smart Dubai used
Hyperledger Fabric as the main blockchain platform in all their government projects
[23]. The UAE Government launched an initiative called Emirates Blockchain
Strategy 2021 intending to capitalize on blockchain technology to transfer 50% of
all government transactions onto the blockchain by 2021. Dubai smart government
selected Hyperledger Fabric as the main blockchain platform for government
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Fig. 8.3 Hyperledger project [41]

applications. Related government applications in different networks will need to
interact with each other. However, these government applications will be isolated
from each other, and the data from the blockchain applications cannot be shared.
That is why the Hyperledger Fabric framework was selected from among other
blockchain frameworks in this chapter.

Another reason is that Hyperledger Fabric ensures confidentiality, resiliency,
flexibility, and scalability. It allows parties to establish confidential transactions
without the need to pass the information through a central authority. This is
accomplished because the Hyperledger Fabric has different channels in the network
and because of the labor division between the different nodes in the blockchain
network. Hyperledger Fabric has the following characteristics [9]:

• Permissioned network: provides access rights within the blockchain network. As
a result, not anyone can be a member of the network.

• Confidential transactions: give the flexibility to select entities to visible the
transactions in the blockchain network if they have the right encryption keys.

• No cryptocurrency: does not need mining and costly computations to ensure
transactions.

• Programmable: leverages the embedded logic in chaincode to automate business
processes across a given architecture.

• Private channels: The framework’s distributed ledger and chaincode platform
allow for private channels. It is possible to create channels and share private data
between certain entities in a larger network. Moreover, not every transaction
can be seen by every participant of the network. Hyperledger Fabric assures
transparency by permitting private transactions (unlike Ethereum).

As the platform implements a permissioned ledger, it forms a security infras-
tructure for authentication and authorization. It provides transaction authorization
by using public-key certificates, and confidentiality for chaincode accomplished by
using in-band encryption [9].
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More precisely, to connect to the network, every peer needs an enrollment
certificate from an enrollment CA. Furthermore, to perform transactions, every
peer must obtain a transaction certificate issued by a transaction CA and support
pseudonymous authorization for peers, which makes the multiple transactions for
the same peer not linked to each other.

Hyperledger Composer can be selected from Hyperledger project tools. Com-
poser is an open development toolset that is used for creating and managing
business network applications (BNAs) deployed on the Hyperledger platform using
high-level composer language [2]. Furthermore, it can be used to create business
applications on Hyperledger DLT frameworks (Hyperledger Fabric in our case).
The primary goal is to accelerate the development of blockchain applications on
Hyperledger. The benefits of using Composer are that it:

• Hides the complexity of the underlying infrastructure.
• Offers business modeling capability by way of modeling language that can easily

be used by non-technical team members such as a business analyst.
• Chaincode or transactions can be written in JavaScript, which most developers

are familiar with. As a result, it becomes easy to write and manage chaincode.

8.3 Literature Review

In this section, our research findings and the related work about firmware update
security are discussed, analyzing different solutions for securing the firmware
update process for IoT devices [20, 30]. Part of the survey conducted in this section
has been presented in the authors’ previous research [3]. In IoT devices, attackers
try to modify the IoT’s firmware file by injecting fraudulent lines of code in it. To
solve this problem, some researchers started to merge blockchain technology with
IoT to download the firmware updates securely. Authors in [18] introduced the idea
of applying blockchain technology to assure the security of information transferred
between participants of an IoT network.

Pillai et al. [35] described the advantage of using a blockchain framework for
checking the integrity of the updates by smart contracts and consensus algorithms.
Furthermore, Lee et al. [6] proposed a validation process for the correctness of the
firmware update and obtained it by the IoT devices. In the proposed scheme, every
IoT device is required to save the blockchain ledger in their local storage. However,
the IoT devices have limited resources such as storage capacity and computations.
So, this mechanism is difficult to be deployed in a real-life IoT environment. In the
case of Boudguiga et al. [7], the authors added the ability of the checking potential
bugs in the firmware image on the top of the validation process. Additionally, [19]
used the ESP8266 board to simulate the update process from the blockchain network
to the IoT device and validate its integrity. The firmware is processed in fragments
as the device contains 50 KB RAM.
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Moreover, Yohan et al. [49] defined direct and indirect update methodologies
based on the entity responsible for creating the smart contract whether it is
the manufacturer of the intermediate entity. The study concentrated on resource-
constrained IoT devices such as the Wi-Fi smart plug and sensors. Similarly, Yohan
et al. [51] defined the firmware update distribution process and smart contract
creation process. This chapter was extended in [50] by defining a process in which
the IoT devices would be able to request the firmware update from an immediate
entity in the blockchain network.

Furthermore, Zhao et al. [53] proposed the usage of outsourced attribute-based
signature as a privacy scheme. Leiba et al. [28] presented a digital currency reward
process to the manufacture when a software update process happens. The problem
with the proposed approaches is that they did not provide a comprehensive perfor-
mance evaluation so as a result, they will have a limitation when the frameworks
got deployed in real-life scenarios with real IoT devices. That is why this is still an
open area of research that should be taken into consideration.

Recently, Anastasiou et al. [1] used LoRa technology to update the firmware in
the blockchain network. The evaluation included trying different firmware sizes and
network sizes. They concluded that more gateways are needed to perform a reliable
firmware update. Dhaka et al. [12] proposed to continuously check the firmware if
it has any bugs, but no details were presented about the methodology or the design.
Islam et al. [24] programmed the smart contract in the blockchain-based firmware
update architecture to perform different services for device registration, ownership
information checking, device identity verification, ownership transfer, and firmware
update. This chapter verifies the IoT device instead of the firmware update file.
Furthermore, public blockchain was used, which added transaction cost each time
the smart contract was executed. Choi et al. [11] proposed to save the firmware
image in the distributed ledgers in the blockchain architecture. By this, even if the
manufacturer left the blockchain network, the firmware is still available. For this
proposed solution, each IoT needs to verify if it needs a firmware update. This
requires a lot of time and energy consumption from the low-power embedded device.
Tsai et al. [43] implemented a blockchain-based firmware update architecture using
MQTT protocol. Multiple MQTT servers are connected as blockchain nodes for the
real-time firmware update patches delivery and integrity check. Finally, Witanto et
al. [47] introduced two types of blockchain-based Open Connectivity Foundation
(OCF) firmware update that is direct and peer-to-peer schemes. The first one gets
the firmware update from the manufacturer, while the second approach gets it from
any nearby gateway. They concluded that the second method is faster than the first
one based on evaluating the latency and throughput.

Table 8.1 presents the most related distributed solutions for secure firmware
updates to our proposed design to show the contribution of our work. After
investigating the available blockchain-based firmware update methods for IoT
device frameworks, a gap was identified in the literature and a new treatment
architecture was designed to contribute to the research goal. Our blockchain-based
secure firmware update solution for IoT devices adds the following features to the
existing solutions:
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Table 8.1 Comparison between related work and this chapter

Prior work Year Disadvantages This chapter contribution

Firmware
verification of
embedded devices
based on a
blockchain [27]

2016 • Used client–server model
• Single point of failure, which

causes many attacks such
as MiTM, DOS attacks, and
causes network traffic.

• Used peer-to-peer net-
work model

Toward better
availability and
accountability for
IoT updates by
means of a
blockchain [7]

2017 • Sends the firmware binary that
increases the block size during
firmware transaction from the
manufacturer.

• Sends only the URL of
the firmware binary that
saves the block size dur-
ing the transaction.

Blockchain-based
secure firmware
update for
embedded devices
in an
Internet-of-Things
environment [6]

2017 • Model does not check the
integrity of the binary file
before downloading it onto the
embedded devices.

• Provides the firmware update
from only one manufacturer

• Excessive resource consump-
tion on the low-power IoT
devices coming from applying
the consensus algorithm that
exhausts the IoT devices as
they have limited resources.

• Did not cover the following
features: heterogeneity,
authentication, and
confidentiality

• The verification of
firmware update is done
by checking firmware
file integrity and its
hash to ensure binary
file authenticity before
downloading it to the
IoT devices.

Blockchain-based
firmware update
framework for
Internet-of-Things
environment [51]

2018 • Uses public blockchain net-
work Ethereum

• Gateway hardware is not part
of the blockchain network, ren-
dering it vulnerable.

• Uses permissioned
blockchain network
Hyperledger to
authorize the
participants.

• Gateway is a node in the
blockchain network that
connects the vendor to
the IoT devices.

An over-the-
blockchain
firmware update
framework for IoT
devices [49]

2018 • Did not check if the firmware
source is legitimate source or
not.

• If the gateway gets compro-
mised, the update fails.

• A smart contract needs to be
sent whenever firmware is sent
to the nodes, which causes
excessive traffic.

• Did not consider the following
features: availability, authenti-
cation, and confidentiality.

• This chapter uses
a permissioned
blockchain network and
uses signed certificates
to check if the source is
legitimate.

(continued)
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Table 8.1 (continued)

Prior work Year Disadvantages Our paper contribution

An architecture to
enable secure
firmware updates
on a distributed
trust IoT network
using blockchain
[16]

2019 • Did not provide algorithm, did
not implement proposed solu-
tion.

• The components of the block
chain network are: firmware
author, author application ser
ver, vendor distribution server,
and payload distribution
server.

• Provided a detailed
explanation of the
solution structure and
its implementation.

• The blockchain compon
ents are vendor, block
chain admin, and gate-
way admin.

Securing
over-the-air IoT
firmware updates
using Blockchain
[19]

2019 • Did not cover availability and
confidentiality

• The firmware was processed in
fragments.

• The firmware update
link was sent through
the blockchain network
to save storage and
enhance speed.

Private blockchain
network for IoT
device firmware
integrity
verification and
update [12]

2019 • Did not provide any infor-
mation about the process of
checking the firmware.

• Provided a detailed
explanation of the
solution structure and
its implementation.

Remote
configuration of
integrated circuit
features and
firmware
management via
smart contract [24]

2019 • Verifies the IoT device instead
of the firmware update file.

• Uses public blockchain that
added transaction cost each
time the smart contract was
executed.

• Verifies the firmware
update file and verifies
the authenticity of the
IoT/ RPi.

• Uses permissioned
block chain.

Blockchain-based
distributed
firmware update
architecture for
IoT devices [11]

2020 • Each IoT needs to verify if
it needs a firmware update,
which requires a lot of time
and energy consumption.

• The comparison is done
automatically in the bl
ock chain network
when a new update
is generated from the
vendor.

• This chapter solves some of the existing challenges in the four previous designs
to enhance the security of the firmware download. One main challenge of
the previous works was that the vendor was excluded from the blockchain
network, as described in [27]. This challenge caused serious security issues
in the connection between the vendor and the blockchain network. Another
challenge was that the gateway, which is connected to the IoT devices, was
excluded from the blockchain network, as described in [51]. This challenge
caused serious security issues concerning the connection between the blockchain
and the gateway. Our design architecture includes both the vendor and the
gateway as nodes in the permissioned blockchain network.
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• Our architecture is designed to securely check the firmware version and validate
the authenticity of the firmware file to avoid any malware injection in the binary
firmware file through the update. The validation of the firmware update file is
done more securely than those proposed in the literature.

• This chapter is the first implementation of a secure firmware download system
for IoT using a blockchain network, as all previous papers have been theoretical.

8.4 Methodology and System Architecture

The research methodology of this chapter is based on design science research
methodology. Design science is defined by Wieringa as “The design and inves-
tigation of artifacts in context. The artifacts are studied and designed to interact
with a problem context to improve something in that context” [46]. Design science
is adopted to investigate the security of firmware updates in IoT devices through
blockchain and to design improvements to current procedures. This chapter aims
to solve a design problem, which is the question of how to implement a secure
solution to protect the firmware update process. It is for this reason that the design
cycle is followed in detail, with steps that are related to this research. Four steps are
discussed in detail in this section: problem investigation, treatment design, treatment
validation, and treatment implementation.

8.4.1 Problem Investigation

The problem defined in this research is the insecure firmware update process
currently used in IoT devices. This process may have the negative effects of
divulging private user information to the attacker or allowing the attacker to
gain administrative privileges. According to the Open Web Application Security
Project (OWASP), insecure firmware/software is reported as one of the top ten IoT
vulnerabilities, as shown in Fig. 8.4 [42]. Insecure firmware update processes in IoT
devices can have a variety of causes:

• Insecure communication used for downloading the firmware update
• Firmware update code modified by inserting a malware
• IoT not updated to the most recent version; the old version containing bugs and

vulnerabilities

The goal is to provide a trusted network where it is safe to download the latest
firmware version to the connected IoT devices without any modification. That is why
blockchain technology was chosen as the secure network for firmware download on
IoT devices.
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Fig. 8.4 OWASP top 10 IoT vulnerabilities

8.4.2 Treatment Design

In this step, the available framework for the blockchain-based firmware update
process for IoT devices is investigated to identify gaps in the literature. Moreover,
a new architecture is developed that contributes to the goal of securing the update
process. The investigation steps are done in the literature review section above. In
the present section, the treatment design of this chapter will be explained. The roles
of each entity in the architecture for the blockchain-based firmware update process
for IoT devices are identified. Furthermore, the objectives and contributions of this
chapter are clarified.

The proposed design contains a firmware provider that alerts the blockchain
network nodes connected to the IoT devices whenever there is a new version of
the firmware. The response received from the blockchain node indicates whether or
not the firmware on the IoT device is up to date. If the firmware version is not the
latest, the firmware provider securely downloads the new version of the firmware to
the device. This is done using a peer-to-peer network, after verifying the authenticity
of the firmware file to make sure that no malicious code has been added. Otherwise,
if the firmware on the IoT device is already up to date, no action is taken.

8.4.2.1 Proposed Design Objectives

The objective of this research is to find defensive techniques for securing IoT
devices. Specifically, the goal of this effort is to investigate common vulnerabilities
in IoT devices to counterfeit firmware updates. The achievement of this goal
delivers valuable information about the feasibility, technical requirements, and
implementation characteristics of secure firmware updates in IoT devices. The main
role of this chapter is to implement a blockchain-based architecture for IoT that
delivers secure, lightweight, and decentralized firmware updates.
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Fig. 8.5 The proposed blockchain-based secure firmware update for IoT devices

8.4.2.2 Proposed Methodology

In light of the proposed blockchain-based infrastructure to secure firmware updates
for IoT devices, Fig. 8.5 demonstrates the blockchain node participants. The IoT
devices are connected to the blockchain through an additional gateway, which is a
node in the blockchain network. The vendor providing the firmware update is also
a node in the blockchain. A blockchain administrator is needed to manage the IoT
information.

The proposed design delivers an original and authentic firmware file. The
encrypted firmware update link is sent in the blockchain network from the vendor
repository to the gateway blockchain node, which connects to the IoT devices
by performing a transaction in the blockchain network. In the design, the device
manufacturer distributes information about the new version of the binary firmware
file to the blockchain network. The proposed architecture has the following four
entities (the first two entities are considered to be the same party):

• Manufacturer: A firmware repository owned by the vendor of the device. The
manufacturer has the original binary firmware files of the IoT devices. It is
responsible for sending information about the new version of the firmware
update to the blockchain network.

• Vendor: A node in the blockchain network that is connected to the real
manufacturer of the device. The vendor is responsible for sending transactions
for the updated firmware binary information and the original file to other nodes
in the network.
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Table 8.2 Blockchain participants

Participant Roles

Blockchain Administrator 1. Creates users (vendor, gateway, and IoTs)
2. Manages privacy policies

Blockchain Gateway Administrator 1. Checks for firmware updates
2. Checks firmware integrity
3. Downloads the latest version of firmware update
4. Verifies the data of connected IoTs (type, firmware

version)

Vendor/Manufacturer 1. Interacts with blockchain network to secure
firmware update

2. Provides updated firmware
3. Stores previous firmware as backup if the update

fails

• Gateway: A node in the blockchain network responsible for connecting IoT
devices to the blockchain network. The connected IoT devices are registered
on the gateway blockchain node, which collects data about the registered IoT
devices including device manufacturer, model, and current firmware version.
The gateway node also receives notifications of new firmware update transac-
tions and executes firmware updates from the vendor nodes.

• IoT: Embedded devices.

Some assumptions are made in the proposed architecture. Firstly, the manufacturer
is assumed to be connected to the vendor node in a secure channel. Secondly,
for each IoT device type, a corresponding vendor node is assumed to exist in the
blockchain network, which stores firmware files and version information. Lastly,
the connection between gateway blockchain node and IoT devices is assumed to use
HTTPS. To securely deliver the firmware update file, the roles for each participant
in the blockchain network are explained in Table 8.2.

The proposed method for the blockchain-based firmware update process for IoT
devices supports confidentiality, integrity, and availability of the firmware update
file. This is because the data is sent encrypted and signed by the private key of the
authorized parties (the vendors), thereby ensuring the confidentiality of the data and
protecting devices from impersonation attacks. Moreover, the firmware update link
is sent through secure channels that are visible by selected entities. The consensus
mechanism in the blockchain network guarantees the integrity of the data sent (i.e.,
the firmware update link), protecting it from modification attacks. Furthermore, the
decentralized architecture of blockchain protects vendors from DOS attacks because
the network is always available [34].
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Fig. 8.6 Sequence diagram of the firmware download

8.4.2.3 Proposed Design Procedure

This chapter examines Hyperledger blockchain technology and discusses how it
can be utilized to implement protocols for secure firmware updates delivered to
IoT devices using chaincode. The proposed solution consists of a chaincode that
passes sensitive data from one blockchain node (vendor) to another blockchain
node (a gateway that is connected to IoT devices). The firmware update process
in the blockchain network is demonstrated in detail in the UML sequence diagram
in Fig. 8.6.

The manufacturer and the vendors are the same, but the manufacturer is a physi-
cal entity, while the vendor is a node in the blockchain network. Communication
between the vendor and the gateway takes place inside the blockchain network.
Furthermore, all transactions in this communication link are encrypted and signed
in the Hyperledger Fabric network. This encryption guarantees the confidentiality
of the chaincode used to send firmware updates from a vendor to a gateway.

In Hyperledger Fabric, channels are used to privately share data with a subset of
network members. Only members of the channel can store and have access to the
data. Moreover, it is possible to encrypt the data on-chain such that the chaincode is
still able to see the data and apply logic to it. The idea is to transmit the encryption
key as part of a transient input parameter (which is not transmitted to the ordering
service and another channel node). Therefore, only the endorsers and nodes that can
receive the key can decrypt the data.

The data transmitted through Hyperledger Fabric can also be encrypted by
Transport Layer Security (TLS) encryption in the REST server between the GUI
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application and the Hyperledger Fabric network. TLS is a cryptographic protocol
that provides networks with secure end-to-end communications and is widely
applied for online transactions. It is used to prevent eavesdropping, tampering, and
message forgery. TLS is the successor protocol to Secure Sockets Layer (SSL). TLS
is the newer version of SSL. It protects data transfer using encryption similar to
the SSL. The application may encrypt the data before submitting the data to the
blockchain [56]. Moreover, the communication between the gateway blockchain
node and the IoT/ RPi uses HTTPS encryption in real-life scenarios, which makes
this connection secure.

The proposed solution of the firmware update process for IoT devices (RPi in
this chapter) through the blockchain network is as follows:

1. The manufacturer develops a new firmware binary file for a specific IoT device
and sends it to the vendor node.

2. The vendor node in the Hyperledger blockchain stores the information of the
new update file version and the hash value of the firmware file and deploys the
firmware update file in the blockchain network with the hash value.

3. The vendor sends a notification about the newly released firmware update to the
IoT gateway blockchain node by using a transaction.

4. The IoT gateway blockchain node checks the information of the newly released
version in the notification. The IoT gateway blockchain node executes the
chaincode that compares the new version with the firmware version of the
registered IoT connected to the corresponding gateway blockchain node.

5. The gateway blockchain node receives the URL, hash, and requests for the
firmware binary from the vendor repository. The gateway blockchain node
compares the version of the updated firmware file with the version of the
firmware file in the Raspberry Pi (IoT). If they are the same version, no changes
are required. However, if the received version is newer than the one in the IoT,
then the gateway blockchain node calculates the hash value of the received
firmware binary file by using SHA-256. This is done to ensure the integrity of
the firmware and to confirm that it has not been modified. If the calculated hash
of the updated firmware binary is the same as the hash sent by the vendor, then
the firmware file is correct and no modification has occurred during the delivery
of the new firmware.

6. The firmware update file is downloaded from the gateway blockchain node to the
IoT/RPi if the gateway blockchain node has the same authentication information
(username, password) as the one in the IoT device/RPi. If the password is not the
same, the firmware update file is not downloaded to the IoT/RPi.

7. A server on the RPi keeps listening for new firmware updates from the gateway
blockchain node.
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8.4.3 Treatment Validation

Treatment validation is an important step in design science methodology, as it shows
whether or not the proposed design contributes to stakeholder goals and satisfies
their requirements. Treatment validation can be done by one or both of the following
two methods: validation by expert opinion or validation by comparison between the
proposed architecture and the existing models.

To validate the obtained results, an expert opinion was asked of the Dubai
Electronic Security Center (DESC) about the design of the blockchain model and
the security requirements for the firmware update process in the blockchain. After
discussing it in several meetings with DESC, they agreed to implement the proposed
design and to deploy it in a scenario for smart government services. It was also
compared with other related works to show the differences between the proposed
architecture and the various designs presented in Sect. 8.2.

8.4.4 Treatment Implementation

In this section, the design of the blockchain-based firmware update process for
IoT devices was evaluated to ensure compatibility between the IoT technology and
the blockchain technology. Also, it was essential to ensure that the firmware file
could be downloaded from the vendor to the gateway blockchain node through the
blockchain, and then from the gateway blockchain node to the connected IoT device.
Performing this setup configuration was the starting point for building the proposed
architecture for a blockchain-based firmware update process for IoT devices.

8.4.4.1 Hardware Setup

Both the vendor and the gateway are added as nodes in the blockchain network.
The vendor is the server that stores the firmware images and runs on the Linux
Ubuntu Operating System (OS). The IoT device is simulated by a Raspberry Pi. The
blockchain network provides a secure environment for the firmware update. The
firmware image is sent from the vendor to the gateway blockchain node and then
delivered to the IoT through an HTTPS connection if needed. The final hardware
structure of the proposed architecture is illustrated in Fig. 8.7.

8.4.4.2 Software Setup

The blockchain environment was built so that the bottom-most layer is composed
of the set of runtimes supported by Hyperledger Fabric [37]. In the middle tier,
there is a Composer REST server that connects to the backend of the supported
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Fig. 8.7 Hardware structure

runtime by way of the Composer SDK. The presentation layer has an Angular
application that connects to the Composer REST server by way of REST API calls
[8]. A Hyperledger Fabric development environment can be set up in different ways
depending on the operating system. In the implementation of the proposed work, the
device used for our purposes ran on Ubuntu OS. As a result, certain requirements
were downloaded to install Hyperledger Fabric development tools on a local Ubuntu
machine. To run Hyperledger Composer and Hyperledger Fabric, it is recommended
that the device has at least 4 Gb of memory. The following are prerequisites that are
necessary to install the required development tools [36]:

• Operating Systems: Ubuntu Linux
• Docker Engine: Version 17.03 or higher
• Docker-Compose: Version 1.8 or higher
• Node: 8.9
• npm: v5.x
• git: 2.9.x or higher
• Python: 2.7.x
• A code editor, in this chapter, VSCode was used

8.4.4.3 Hyperledger Fabric Development Environment Setup

The development environment setup is configured for only one organization in this
chapter, called org1. The docker-compose file defines multiple docker containers
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that make up the infrastructure components for org1 [25]. Four docker containers
are initiated or created as part of the development environment:

• Certification Authority container CA-MSP ca.org1.example.com
• Orderer container orderer.example.com
• Peer container peer0.org1.example.com (this container depends on CouchDB for

state data)
• CouchDB

The configuration for all these containers is managed in two folders, Crypto and
Config, where Crypto has the credential data and Config has the configuration files
for all of these containers. The development environment components are shown in
Fig. 8.8. The peer is configured to use level DB for transaction data, and it is set up
to use an instance of CouchDB for state management.

Multiple utility scripts are available for managing the development environment.
Two scripts are used to start and stop the Fabric environment. As a developer of
business network applications, interaction with the dev environment takes place
through executing scripts. These scripts are available for launching, shutting down,
or restarting the dev environment. The Composer CLI tool was used to create the
business network archive files, and then the Composer tool was used to deploy the
BNA to the Fabric runtime as shown in Fig. 8.9.

8.4.4.4 Composer Playground Testing

Composer Playground is a web application that allows us to deploy, edit, and test
business network applications. It is available online at this URL (https://composer-
playground.mybluemix.net), or it can be deployed locally on the machine or in
a server-based environment. The user of Composer Playground can define the
model using the UI. The created model is then stored in the local browser storage.
Moreover, users can test the model that they are working on. The define tab contains
the model, script, access control, and query files. In the test tab, the user can create
different types of entities that are defined in the model, such as a new participant.
Furthermore, the user can see all transactions in the log and submit new transactions.

Fig. 8.8 Development environment

https://composer-playground.mybluemix.net
https://composer-playground.mybluemix.net
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Fig. 8.9 Development environment scripts

Composer Playground also validates all transactions submitted and applies all rules
that are specified in the network definition.

The playground can also assist the developer with the coding part of the
model. The developer can code the transactions and update the model using the
Playground UI. Furthermore, developers can download the model itself (business
network application archive) to their local storage by using the export feature of
Composer Playground. This archive can be stored in the source code control system.
Developers can make changes to the model and the code and then use the deploy
feature to put it back on Composer Playground for testing using the import feature.

In this chapter, Composer Playground was not used to define the built business
network application; instead, the application was developed locally in JavaScript
using Visual Studio Code, as it is an easier environment in which to work and has
more features. Composer Playground was subsequently used for simulated testing.
The procedure followed in Composer Playground was as follows: Firstly, visual
code was used to code the model and the transaction logic. Next, the tools available
in the Composer CLI were used to create the application archive. The model and the
deployed code were subsequently tested on the Composer Playground by dropping
the business network application archive and then using Composer Playground
features for testing.

After explaining the environment used to write the chaincode of the BNA, the
construction and coding of the BNA and its components are explained in the next
subsection. The BNA cards used to connect and access our application are also
discussed.
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Fig. 8.10 Hyperledger composer structure

8.4.4.5 Business Network Application Development and Administration

The development workflow of the chaincode is illustrated in Fig. 8.10. The developer
writes the chaincode in Java, Golang, or NodeJS and then uses common software
practices to iteratively compile and test the code until they are satisfied that the
code is working in the way they want. In the next step, the developer deploys the
chaincode to the peer using a deployment transaction. The developer can also put
together the endorsement policy for the chaincode in the deployment process. The
deployment transaction is then propagated to the network. Once the deployment
transaction is successful, the transaction log and state data are updated. Participants
in the network can use applications to invoke the chaincode, which is recorded in
the transaction log. All state changes are recorded in the state database.

A NodeJS environment was used to create the business network application. All
chaincodes that were developed in this chapter were written in JavaScript. The
organization namespace is defined in the (.cto) file, and all resources created are
items in this file. Hyperledger Composer resources consist of assets, participants,
and transactions [45].

The scripts may contain transaction processor functions that process the transac-
tions defined in the Business Network Definition model files. Transaction processor
functions are automatically called by the runtime environment when transactions
are submitted using the Business Network Connection API.

Hyperledger Composer includes an access control list (ACL) that provides the
rules that specify which participants are allowed to create, read, update, or delete
components in a domain model. There are two parts of the chaincode: assets and
transactions. An asset is a digital representation of the asset, where the record of
ownership is saved in the blockchain network. Our asset is composed of firmware
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Fig. 8.11 Chaincode components. (a) Asset definitions. (b) Transaction definitions | implementa-
tion

that has the five attributes shown in Fig. 8.11a. Transactions create the asset and
manage the state of the assets. The code for managing the state of the firmware is
written in JavaScript, as illustrated in Fig. 8.11b. The transaction code implements
the business logic and carries out typical operations on various assets defined in
the business network application. These operations are create, retrieve, update, and
delete.

The confidentiality of the chaincode used to send firmware updates and verify
the state of the firmware is ensured by symmetric-key encryption of transactions
and states. This function is enabled by a blockchain-specific key with an enrollment
certificate accessible to all peers in the blockchain network. As a result, the
encrypted firmware update is sent through the blockchain system.

Users of the Hyperledger Fabric network can take actions based on their roles
in the business network application (BNA). The business network cards contain
the configuration information needed by the tools and applications to connect
to the business network applications and the Hyperledger Fabric infrastructure
components. There are two administration roles for the BNAs:

• Peer Administrator: This user is responsible for activities at the infrastructure
level or the node level. The peer administrator is created as part of the
environment setup.

• Network Administrator: This user is responsible for activities at the application
level. A network administrator is created by the peer administrator.
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For this to work, the application needs to have access to what is known as the
business network card. The card contains credentials, keys, and certificates, as well
as a connection profile. A user can have multiple cards set up on their machine to
connect to different business networks. The connection profile holds the information
needed to reach the CA, the peers, and the orderers (via a URL for each of these
components).

8.4.4.6 REST Server Setup

The RESTful API is a set of constraints designed to use specific HTTP verbs for
operating on resources, depending on the type of the operation [22]. These REST
APIs are GET, PUT, POST, and DELETE. POST is used to create a new resource.
GET is used to read the resource state used by the business domain model. PUT is
used to update the state of the resource, while DELETE is used to delete a resource.
Together these operations are referred to as the CRUD operations.

The REST server process takes place before a transaction reaches the Fabric
network application. The connection configuration is part of the REST server setup
that enables the REST server to connect with the BNA. Developers can request
the URL exposed by the REST server to get information about the API and also
to try out the API and test it. Applications can connect directly to the REST
server instead of connecting to Hyperledger Fabric. The benefit of that is that the
application developer will not need to depend on any specific Hyperledger Fabric
library, making the code simpler and more maintainable. Therefore, the application
can invoke current operations and model transactions through the API with this
architecture.

Before launching the Composer REST server using the composer-rest-server
command, Hyperledger Fabric needs to be running and the BNA should be available
to the REST server. After ensuring the availability of the Hyperledger network and
BNA, the REST server can be launched by providing the card name and namespaces,
refusing any other parameters. The Composer REST server listens on port 3000 by
default. After the REST server is launched, it will become available as shown in
Fig. 8.12. The sample model has multiple resources: sample participants, sample
assets, and sample transactions. In this chapter, the model contains the participants:
blockchain admin “BCadmin,” blockchain gateway admin “BCGWadmin,” and
vendor. The asset is the firmware update file, while the transaction is the send
firmware “sendFW” function as shown in Fig. 8.12. Under each entity are multiple
API endpoints, as well as the HTTP verbs that apply to those URLs. Essentially,
these are the CRUD operations that can be carried out on the asset firmware in
our work. For example, the POST API can be used to create a firmware asset
after defining the asset values. At this point, the REST server is connected to the
network application. The response body will indicate whether or not the POST
was successful (response code=200). Additionally, users can submit transactions
through the POST API, which will change the asset value.

The main advantages of using the REST server are [36]:
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Fig. 8.12 Rest server

• Easy access to network resource and transaction specifications.
• The developer can use the REST server interface for:

– Exploration
– Testing
– Observing transactions executed against the business network application

• Client application code will be simpler to write and maintain as the application
will only have to invoke the REST API exposed by the REST server instead of
using libraries specific to Hyperledger Fabric.

In summary, the REST server exposes business network apps as RESTful APIs,
enabling developers to carry out CRUD operations on these APIs and giving them
the ability to execute transactions [55]. The REST server is set up with a common
card that is used to connect to the Hyperledger Fabric backend. A single card
representing a single identity is used by the REST server to execute all transactions.

8.4.4.7 Developing GUI in Angular Application

Angular is a typical solution architecture that was suggested by the developers of
the Composer framework. The Yeoman Hyperledger Composer generator is used
to create a skeleton Angular application that developers can customize for their
own needs. The Composer development team proposes the adoption of a three-year
solution architecture as shown in Fig. 8.13.

In this typical solution architecture, the bottom-most layer is the set of supported
runtimes. In the mid-tier, there is a Composer REST server that connects to the
backend of the supported runtime by way of the Composer SDK. The presentation
layer has an Angular application that connects to the Composer REST server by way
of REST API calls [9].
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Fig. 8.13 Typical Hyperledger solution architecture [15]

There are multiple alternative implementation options for implementing the
frontend of the Hyperledger Fabric application:

• Use any frontend JavaScript framework.
• Create a desktop application that uses Composer SDK to connect to the REST

server or directly to the Fabric backend, eliminating the mid-tier for security
reasons.

• Integrate with an existing application by way of the REST server or by
connecting directly to the Fabric runtime.

For this chapter, it is necessary to decide whether to adopt the typical architecture
solution or not. To help make that decision, the pros and cons of using the typical
solution architecture are listed in Table 8.3. Due to the great advantages of using
the Yeoman generator for the skeleton application, it is used in this chapter as the
frontend application.

8.5 Experimental Results

This section describes the experimental testing of this chapter, from the reception
of a new firmware update from the manufacturer to the delivery of the updated
firmware file to the IoT device, trying both authentic and modified files and
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Table 8.3 Yeoman generator skeleton application’s pros and cons

Pros Cons

• Quickly set up a frontend application
using the Yeoman generator.

• Consistent code standardization. Devel-
opers will be able to understand each
other’s code quickly because it is based
on that same baseline implementation.

• Testing. Yeoman can be used to test
the code without the need to build an
application on top of the skeleton app.

• Ensuring the security of the Composer
REST server is not a trivial task.

monitoring the response of the developed chaincode. The design of the blockchain-
based firmware update process for IoT devices is evaluated to ensure compatibility
of the IoT device and the blockchain. We also had to verify that the firmware file
could be downloaded from the vendor to the gateway blockchain node through
blockchain, and from the gateway blockchain node to the connected IoT device.

Furthermore, this section discusses the security and privacy of the blockchain-
based secure firmware update process for IoT devices. The effectiveness of our
solution is analyzed to prevent several critical security attacks that are particularly
relevant for our work such as man-in-the-middle attacks, impersonation attacks, and
denial-of-service attacks. Moreover, the performance evaluation of the proposed
scheme is explained at the end of this section.

8.5.1 System Evaluation

Figure 8.14 shows the GUI of the firmware update application in port 4200. The
process for creating participants such as blockchain admin, gateway admin, and
vendor, and for creating and invoking transactions to send firmware updates from the
vendor to the RPi/IoT device through the blockchain network is also demonstrated
in Fig. 8.14. The GUI is produced as a result of performing the following steps:

• Execute shellcode to launch the Fabric Runtime environment.
• Deploy the business network application test model and the admin card gener-

ated as part of the deployment process.
• Launch the Composer REST server with the correct admin card.
• Test using Composer Playground.
• Execute this command every time the Angular application is opened.

The next step is to test the connection between the blockchain network and the
IoT device. The firmware file is downloaded from the gateway blockchain node to
the IoT device (Raspberry Pi). A server on the RPi is constantly listening for a new
firmware update from the gateway blockchain node. If the version sent from the
vendor to the gateway blockchain node is newer than the one currently used by the
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Fig. 8.14 GUI of the firmware update application

IoT, the gateway blockchain node ensures the integrity of the firmware and confirms
that it has not been modified by calculating the hash (SHA-256). If the calculated
hash of the updated firmware binary is the same as the hash sent by the vendor, then
the firmware file is correct and no modification has occurred during the delivery of
the new firmware. If all conditions are satisfied and the gateway blockchain node
shares the same password as the IoT device, the firmware binary is sent directly
from the gateway blockchain node to the IoT/RPi. Figure 8.15 illustrates that the
firmware file has not been sent from the gateway blockchain node to the IoT/ RPi
because the gateway blockchain node password does not match the password of
the IoT device. However, if the passwords match, that indicates that the gateway
sending the firmware update file is authentic and legal. As a result, it is downloaded
to the IoT/RPi. Firmware update files are sent in an isolated way from the gateway
blockchain node to the IoT/RPi in the local network. Furthermore, HTTP basic
authentication is used to prevent attackers from impersonating the gateway and
sending fake firmware files to IoT devices to expose privacy information. In real-life
scenarios, the connection uses HTTPS. As the firmware update file and credential
information that is sent will be encrypted using HTTPS, the IoT devices will be
protected from impersonation attacks and man-in-the-middle attacks.
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Fig. 8.15 Sending firmware file from gateway blockchain node to IoT/RPi

8.5.2 Security and Performance Analysis

Any secure architecture needs to meet three main security requirements that are
confidentiality, integrity, and availability. This is known as the CIA Triad, which is
a distinguished model that defines the policies of information security [44]:

• Data confidentiality ensures the privacy of user information by using various
procedures such as data encryption. This prevents the improper disclosure of
information to any unauthorized entity. In the IoT architecture, confidentiality
ensures that the sensors protect the collected data from other nodes and do not
reveal information to unauthorized readers [17].

• Data integrity ensures that no information modification can occur during commu-
nication between parties. It, therefore, ensures the accuracy and trustworthiness
of data by using various mechanisms such as the error detection algorithms
Checksum and Cyclic Redundancy Check (CRC). The continuous syncing of
data for backup purposes like version control keeps a record of any changes
that occur to a given file in the system. In the IoT architecture, version control
ensures the integrity of information in IoT devices [17].

• Data availability ensures the availability of data to authorized users whenever
they want to access it. It is important to place a firewall in the network to avoid
certain attacks such as DOS attacks, which make data unavailable to the end user.
Redundancy and failover backup methods provide duplication of information in
the system in the case of system failure or conflict. As a result, the reliability and
availability of required information are ensured [17].
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As a permissioned blockchain network was used, all vendors were added
manually and assumed to be non-malicious. The firmware download link, hash,
and metadata were sent through the blockchain, thereby guaranteeing their validity
[48]. The only way for a firmware update to become invalid was for some kind
of MITM attack. However, since the link and hash received remain valid, any
modification to the firmware is easily detected and modified firmware can be
rejected simply by comparing hashes. Even if the download takes place through
HTTP, this method detects attacks. By using the properties of the blockchain, a
secure transfer of firmware files can be guaranteed even on vulnerable channels and
with computationally economical methods.

Our proposed method for a blockchain-based firmware update process for IoT
devices supports the confidentiality, integrity, and availability of the firmware
update files, as the data are sent encrypted and signed by the private key of the
authorized parties (the vendors), ensuring that the shared data is confidential and
protecting it from impersonation attacks. Moreover, the firmware update link is
sent through secure channels that are visible by selected entities. The consensus
mechanism in the blockchain network ensures the integrity of the transmitted data
(the firmware update link) and protects it from modification attacks. Furthermore,
the decentralized architecture ensures continuous availability, protecting the vendors
from DOS attacks.

The performance of Hyperledger Fabric depends on the number of peers in
the network and the number of transactions. The more peers using the platform,
the worse its performance is. For the proposed design, only one peer was used.
Hyperledger requires all peers to exchange messages, thereby limiting the maximum
number of peers in the network. Hyperledger Fabric can have a maximum of 26
nodes due to communication overhead. As the number of transactions increases,
the performance and throughput of the platform will decrease, while latency and
execution time will increase. For a single peer, the Hyperledger Fabric platform can
handle up to 20,000 simultaneous transactions. For multiple peers, the number of
concurrent transactions that the platform can handle depends on the number of nodes
in the network. Hyperledger Fabric cannot handle 10,000 concurrent transactions
when there are more than six nodes in the network [31].

8.6 Conclusion and Future Work

In this chapter, our objective is to explore how Hyperledger blockchain technology
can be utilized to implement protocols enabling secure firmware updates to be
delivered to IoT devices using chaincode. Our solution consists of a chaincode that
transmits sensitive data from one blockchain node (vendor) to another blockchain
node (gateway connected to IoT devices). Hyperledger Fabric is incorporated
because it can be deployed as a permissioned network to prevent unauthorized users
from gaining access to the network. The main contribution of this chapter is to
implement a blockchain-based architecture for IoT devices that delivers lightweight
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and decentralized firmware updates by allowing the platform to securely download
the latest firmware for the IoT devices and to validate the integrity and authenticity
of the downloaded firmware files. Our ongoing work explores enhancements to the
process discussed in the paper, including the use of different IoT devices such as an
IP camera and a smart bulb. In this ongoing work, firmware updates are delivered to
these IoT devices in real-life scenarios. Moreover, the firmware will be downloaded
to the IoT devices securely using an over-the-air (OTA) update in real-life scenarios.

Acknowledgments Thanks to the University of Sharjah, Dubai Electronic Security Center
(DESC), and OpenUAE Research and Development Group for supporting this chapter.
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Chapter 9
Blockchain Security Framework for
Government Private Blockchain
Consortium

Ahmed Alketbi, Manar Abu Talib, and Qassim Nasir

9.1 Introduction

The adoption of new and emerging technologies is increasing in many sectors.
Blockchain is a good example of a disruptive technology that is being explored and
adopted in many industries. The adoption of blockchain technology is driven by the
need to transform services, the creation of new business models, efficiency increase,
and cost optimization [1]. Blockchain technology allows direct and nonreversible
transactions, and it promises to improve applications’ decentralized data manage-
ment in a trustless, transparent, and immutable manner [2]. Bitcoin is one of and
the most famous application of blockchain technology. Bitcoin was first introduced
in 2008 [3]. Since 2008, blockchain technology and its applications have gained
the interest of many industries, and that is evident in the number of applications
developed using blockchain technology [4]. For instance, the Dubai Government is
aiming to become paperless by adopting blockchain technology for all transactions.
The strategic objectives behind the Dubai Government’s choice to use blockchain
technology are to increase government efficiency, create new specialized sectors
(industry creation), and achieve global leadership. Blockchain has the potential to
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improve many applications because of its immutable, transparency, and trustless
decentralized data management.

Blockchain differs from a relational database in the way the records are stored.
Instead of storing the transaction records in a table, Blockchain groups the records
into a block, where new blocks are chained to a previous block using a cryptographic
hash. The blockchain ledger is always verified and validated, and it is accessible
by the blockchain nodes in the network. There are different types of blockchain:
public, private, permissioned, and permissionless. These types are developed on
the same main concepts of blockchain technology but differ in the implementation
and the functionalities. The authors in [5, 6] studied the adoption of blockchain in
governments using a systematic literature review. The studies resulted in identifying
the challenges and the need for a proper design of blockchain for the government
at the architecture level. The information security aspect is another vital aspect
to consider for the design of blockchain technology. The authors in [7] analyzed
the security benefits and challenges. The study shows that there is a lack of
research examining information security threats and risks and potential mitigation
for blockchain technology in the context of government services. Furthermore, the
absence of a security control framework for blockchain is another challenge faced
by governments that wish to adopt best security practices for blockchain.

In this chapter, we first explain background information about blockchain
technology in Sect. 9.2. Then, we explain the blockchain security threat modeling in
Sect. 9.3. Section 9.4 presents the developed blockchain security control framework,
and the framework validation is explained in Sect. 9.5. Section 9.6 includes the
conclusion and future work.

9.2 Blockchain Technology Background

There are two types of blockchain implementations: permissionless and permis-
sioned blockchain. In permissionless blockchain, any participant in the blockchain
network can access the network to create a transaction, validate transaction, or
view previous transactions. Bitcoin is permissionless, and it is also public as it
is not owned by an entity, where any participant can be part of Bitcoin network
to create and validate bitcoin transactions. The permissions and access rights are
not enforced for participation in the permissionless/public blockchain [8, 9]. On
the other hand, in the permissioned blockchain networks, the access restricted to
an identified participant who are known and can be trusted, and it is not open to
the public. In general, the permissioned blockchain network is owned by one or
more owners. The simplicity of the permissioned blockchain helps in reducing the
time required for operations, and it offers more flexibility and increases efficiency
compared to public permissionless blockchain [10]. The decentralized structure of
blockchain holds many promises for this technology, mainly with relatively reduced
operations cost and improved efficiency as the network cannot be affected by
outages [1]. Another benefit of the decentralized structure of blockchain technology
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is the absence of single point of failure, the durability, reliability, and longevity.
In addition, the blockchain technology provides ledger immutability, integrity, and
transparency as the ledger is shared with all participants in the blockchain network
[4]. The blockchain ledger is high quality, consistent, accurate, and complete
[1]. Furthermore, blockchain allows disintermediation and trustless transactions
between participants to eliminate counterparty risks and to provide integrity. Thus,
blockchain users are in control of their data and empowered to grant access of
information to third party. Blockchain technology has key properties regardless
of the blockchain use case implementation or blockchain type. One of the key
properties is the distributed ledger that is maintained by the network participants.
Transactions are validated and added to all ledgers’ copies maintaining identical
copies [9]. Another key property of blockchain is the cryptography and digital signa-
tures. Blockchain smart contracts are executable software installed and instantiated
on the blockchain and executed when predefined rules are met [11]. Blockchain
uses cryptography and digital signatures methods to maintain immutability of
blockchain disrupted ledgers. Establishing identities and authenticity in blockchain
is achieved by the use of cryptographic methods [12]. Moreover, blockchain uses
consensus mechanisms to maintain identical copies of blockchain ledger across
the network participants by defining the transaction validation procedure. The
blockchain consensus mechanisms allow network participants to create transactions
in a peer-to-peer without a centralized third party [13]. The benefits of implementing
blockchain include, but not limited to, automation of transactions creation and disin-
termediation, streamlining processes, reduced transaction processing time, reduced
cost, and establishing trust in trustless environment [2]. The use of blockchain is not
restricted to specific industries. There are many promising use cases identified in
the literature for various industries such as asset management, finance, construction,
data storage, crowdfunding, prediction, supply chain management, and education
and medical services [4, 10, 14–17].

9.3 Blockchain Security Threat Modeling

The threat modeling is the process of identifying the security threats to evaluate
the risks to information asset and to develop risk mitigation. There are various
threat modeling methodologies that can be used to identify the threats in blockchain
technology, such as the Process for Attack Simulation and Threat Analysis (PASTA)
and Hybrid Threat Modeling Method (hTMM). In this chapter, the STRIDE
threat modeling methodology is used to identify and classify applicable threats to
blockchain technology. Information security threats are events or conditions that
have the potential to cause a negative impact on information assets. Threat modeling
is the process of identifying, analyzing, and developing mitigation strategies against
potential threats to information assets. The government blockchain proposed in [18]
is used to analyze these threats. This threat modeling is used to define appropriate
security mechanisms for blockchain technology and to develop the blockchain
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Table 9.1 STRIDE threat definition and property violated

Threat Threat definition Property violated

Spoofing Pretending to be something or someone
other than yourself

Authenticity

Tampering Unauthorized modification of data on
transit or at rest

Integrity

Repudiation Claiming that you did not do something
(honestly or deceptively)

Non-Repudiation

Information disclosure Gaining access and exposing information
to unauthorized persons

Confidentiality

Denial of service Preventing system from providing service
by absorbing resources needed to provide
service

Availability

Elevation of privilege Allowing a program or user to do
something they are not allowed to do

Authorization

security control framework. In order to perform holistic threat modeling for the
proposed government blockchain reference model, the STRIDE threat modeling
methodology is used to walk through the attacks and identify potential threats
to blockchain technology. STRIDE stands for Spoofing, Tampering, Repudiation,
Information Disclosure, Denial of Service, and Elevation of Privilege, as explained
in Table 9.1 [19].

Figure 9.1 shows the sequence for each step of creating a transaction in the
proposed government blockchain reference model proposed in [18]. The threat
modeling takes into consideration the actor, data flow, and blockchain component
in each step:

• Step 1: The end user requests a new government service transaction by accessing
the government blockchain application. Usually, the end user credentials are stored
in the user wallet.

• Step 2: The request is then routed through the edge services to the blockchain
application hosted by the Government Service Owner or the Government Service
Consumer.

• Step 3: The blockchain application of the Government Service Owner or Govern-
ment Service Consumer authenticates and authorizes the user.

• Step 4: The blockchain application of the Government Service Owner routes user
requests that invoke blockchain smart contracts to the transaction manager through
the Government Service Owner API gateway.

• Step 5: The transaction manager signs the transaction and invokes smart contracts
on one or more blockchain nodes depending on the government service required.

• Step 6: The transaction manager writes and reads the data to and from the off-chain
data store when the transaction is associated with off-chain data.

• Step 7: The government blockchain network processes the blockchain transaction
according to the smart contract business rules and the consensus process in which
endorsement from the required government service partners is obtained.
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Fig. 9.1 Creating transaction in the government blockchain reference model [18]

• Step 8: The blockchain orders the transactions and forms blocks, sending events
to the event listener through the transaction manager.

• Step 9: The blockchain application receives the events from the event listener,
and the Government Service Consumer blockchain application receives the events
through the API integration from the event listener.

• Step 10: The blockchain application may trigger actions in the enterprise system
if required.

• Step 11: The blockchain application sends a message back to the user through the
API gateway for transactions received from the Government Service Consumer.

The threat modeling results are explained for each threat category as per STRIDE,
highlighting the number of affected steps in the government blockchain reference
model use case.

9.3.1 Spoofing

Spoofing attacks are when hackers pretend to be something or someone other than
themselves [20]. Spoofing can take various forms, such as spoofing a process on a
machine, spoofing a file, spoofing a machine, spoofing a person, or spoofing a role.
In all cases, spoofing attacks violate the authenticity property of security. Identified
blockchain spoofing threats and proposed mitigations are laid out in Table 9.2. The
spoofing threats identified in Table 9.2 are also applicable to the spoofing of an
administrator or an operator user in the blockchain network.
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Table 9.2 Spoofing threats and mitigation mechanisms

Proposed threat
mitigationIdentified threat Use case step Vulnerability

T1: Spoofing by
obtaining existing
credentials stored on
client

Step 1 Storing authentication
credentials.

– Asymmetric
authentication.
– Access control.
– Multi-factor
authentication

T2: Spoofing by
obtaining existing
credentials on transit
(Session Sidejacking)

Step 2 Authentication channels are
not encrypted.

– Strong encryption and
authentication such as
SSL or IPsec.

T3: Spoofing due to
insufficient
authentication with
weak credentials

Step 3 System configuration with
default or weak credentials
that can be guessed.

– Hardening and
security baseline.
– Log and audit
authentications.

T4: Spoofing
endpoint/peers by
stealing keys

Step 1 Information disclosure
where the data contains
crypto keys

– Use of OS tools for
secure key storage
Use of hardware
security modules (HSM)

T5: Spoofing
endpoint/peer by forging
keys

Step 3 System generates weak keys
that can be forged by an
attacker

– Strong mechanisms to
generate keys

T6: Spoofing peer by
compromising API keys

Step 4 Insufficient API
authentication or
authorization

– Strong authentication
mechanisms for API

9.3.2 Tampering

Tampering threats involve the unauthorized modification of data on transit or at rest
[21]. Tampering violates the integrity of a system and can include tampering with
data in a file such as a configuration file or database, tampering with network packets,
or tampering with memory. Although blockchain ledger technology is tamper-proof
by design, other potential tampering threats may target blockchain infrastructure, as
shown in Table 9.3.

9.3.3 Repudiation

Repudiation is the act of claiming you did not do something, either honestly or
deceptively [22]. Repudiation violates the non-repudiation property of information
security, and it may impact the business logic of a system. Repudiation can be
performed by repudiating actions or by attacking the logs. The availability of
logs, remediation, and auditing are important mitigation measures to repudiation
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Table 9.3 Tampering threats and mitigation mechanisms

Identified threat Use case
step

Vulnerability Proposed threat mitigation

T7: Process
tampering to
corrupt state

Step 2 Inputs are not appropriately
validated.

– Input validation for all inputs

T8: Data flow
tampering with a
message/transac-
tion

Step 4
Step 5
Step 6
Step 7
Step 8
Step 9
Step 11

Absence of message integrity
protection

– Use integrity controls for
transactions or message
– Integrity controls for
transactions or message

T9: Data flow
tampering

Step 4
Step 5
Step 6
Step 7
Step 8
Step 9
Step 11

Absence of message
encryption protection

– Strong authentication
– Network channel encryption or
tunneling

T10: Tampering
with off-chain
data store

Step 6 Misconfiguration or
ineffectiveness of access lists
(ACLs) permissions

– Configuration baseline and data
access permissions.

threats. Table 9.4 shows the identified blockchain repudiation threats and mitigation
mechanisms.

9.3.4 Information Disclosure

Information disclosure threats are related to unauthorized persons gaining access to
information [23]. These threats violate the confidentiality property of information
security. Information disclosure threats can be performed against process, data
store, or data flow. Table 9.5 shows the information disclosure threats identified
for blockchain.

9.3.5 Denial of Service

Denial of service (DoS) involves preventing the system from providing service by
absorbing the resources needed to provide the service [24]. This attack violates
the availability property of information security. It can be performed against
process, data store, or data flow. Although the distributed architecture of blockchain
technology helps to minimize the effect of DoS threats, DoS can still affect
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Table 9.4 Repudiation threats and mitigation mechanisms

Proposed threat
mitigationIdentified threat Use case step Vulnerability

T11: Repudiation by
account takeover

Step 4 Weak authentication
mechanisms

– Stronger authentication
mechanisms

Step 5

Step 7

T12: Repudiation due to
absent or unverified
identities

Step 4 Absent or insufficient
digital signature
verification

– Implement digital
signature verification

Step 5

Step 7

Step 7

T13: Deny sending Step 5 Malicious node claim
transaction was not sent

– Digital signature

Step 7 – Transactions events
logging

T14: Deny receipt Step 5 Malicious node claim
transaction was not
received

– Transaction events
logging

Step 7

T15: Transaction
repudiation

Step 8 Decentralized logging of
events

– Log consolidation and
security monitoring

T16: Transaction
repudiation

Step 8 Logging of events has
different times

– Log events with unified
time zone

Table 9.5 Information disclosure threats and mitigation mechanisms

Identified threat Use case step Vulnerability Proposed threat mitigation

T17:
Information
disclosure via
access to logs or
events

Step 8 Logs and events containing
important data about the
process

– Design logging with
information disclosure in
mind

– Access permissions

T18:
Information
disclosure by
observing a
message

Step 7 Absent or weak
confidentiality

– Cryptographic keys

– Permissions for on-system
flows
– Private blockchain
transactions
– Channel encryption

T19:
Information
disclosure due to
poor coding
practice

Step 2 Poor security
development—leakage of
secrets/credentials/tokens

– Secure development
practices.

Step 5

Step 7

Step 11
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Table 9.6 Denial-of-service threats and mitigation mechanisms

Identified threat Use case step Vulnerability Proposed threat mitigation

T20: DoS
application or
API service

Step 2 Consuming application and
API service resources

– Allocate resources
dynamically for critical
components

Step 10 – Use DoS mitigation
controls

T21: Input
validation
failures

Step 2 Use of inputs that result in
crashing the application

– Input validation

Step 10

T22: Deny
access to data
store

Step 6 Insufficient access control
allows adding ACL or
locking the data store

– Enforce access permissions
for data store

Step 10 Limit configuration changes
via rule-based access control

Table 9.7 Elevation of privilege threats and mitigation mechanisms

Use case
stepIdentified threat Vulnerability Proposed threat mitigation

T23: Elevation of
privilege

Step 7 Absence of authorization
checks

Strong authentication
mechanisms

T24: Exploit code
vulnerability

Step 5 Smart contract code
vulnerability

Source code review

Step 7

T25: Kernel access Step 4 Poor authorization controls
at application and API level

API authorization practices

some components in the blockchain ecosystem, such as web applications and API
services, as shown in Table 9.6.

9.3.6 Elevation of Privilege

Elevation of privilege threats are performed by a program or user to perform
actions that do not fall under the granted privileges [19]. This threat violates the
authorization property of information security and can be done by corrupting a
process or bypassing protection mechanisms. Blockchain elevation of privilege
threats are laid out in Table 9.7.
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Fig. 9.2 Blockchain security control framework domains

9.4 Blockchain Security Control Framework

Government entities willing to adopt blockchain technology must be aware of the
various blockchain security threats and should develop robust security programs
and implement blockchain security controls to mitigate security risks. In this
section, the answer to research question 4 is presented with a blockchain security
control framework based on the analysis of blockchain threats and risks. Figure 9.2
depicts a representation of the multilayered blockchain security control framework,
which encompasses several information security domains and controls to guide
government entities to address risks related to blockchain. The information security
domains are proposed to have the control framework aligned with the main
domains of international security standards such as ISO/IEC 27001—Information
Security Management, and the main domains of Dubai Electronic Security Centre
Information Security Regulation.

The purpose of the blockchain security control framework is to provide govern-
ment entities with a framework to ensure an appropriate level of confidentiality,
integrity, and availability for blockchain information and to minimize information
security risks. The blockchain security control framework is a neutral framework
and is not designed for a specific blockchain platform. Government entities should
therefore take the technical aspects of specific blockchain platforms into considera-



9 Blockchain Security Framework for Government Private Blockchain Consortium 235

Table 9.8 Mapping of the security control domains to the identified threats

Identified threat C1.0 C2.0 C3.0 C4.0 C5.0 C6.0 C7.0 C8.0 C9.0 C10.0 C11.0

T1 ✓ ✓ ✓ ✓ ✓ ✓
T2 ✓ ✓ ✓ ✓ ✓
T3 ✓ ✓ ✓ ✓ ✓
T4 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
T5 ✓ ✓ ✓ ✓ ✓ ✓ ✓
T6 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
T7 ✓ ✓ ✓ ✓ ✓ ✓
T8 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
T9 ✓ ✓ ✓ ✓ ✓ ✓
T10 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
T11 ✓ ✓ ✓ ✓ ✓ ✓
T12 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
T13 ✓ ✓ ✓ ✓ ✓ ✓
T14 ✓ ✓ ✓ ✓ ✓ ✓
T15 ✓ ✓ ✓ ✓ ✓ ✓
T16 ✓ ✓ ✓ ✓ ✓ ✓
T17 ✓ ✓ ✓ ✓ ✓ ✓ ✓
T18 ✓ ✓ ✓ ✓ ✓ ✓
T19 ✓ ✓ ✓ ✓ ✓ ✓
T20 ✓ ✓ ✓ ✓ ✓ ✓
T21 ✓ ✓ ✓ ✓ ✓ ✓
T22 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
T23 ✓ ✓ ✓ ✓ ✓
T24 ✓ ✓ ✓ ✓ ✓ ✓ ✓
T25 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

tion when adopting this framework. The blockchain information security control
framework is designed to include administrative and technical security controls.
These controls address threats identified in the government blockchain reference
model threat modeling. The mapping of blockchain security control domains to the
addressed threats is shown in Table 9.8. The table shows that the administrative
controls in C1.0, C2.0, C4.0, and C5.0 contribute to addressing all identified threats.

9.4.1 C1.0 Blockchain Security Management and Governance

The proposed blockchain security management and governance controls emphasize
the importance of information security governance and the need for blockchain net-
work participants to be aligned on security policies and procedures. The blockchain
security management and governance controls are laid out below:
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• C1.1 Blockchain information security steering committee:
In order to ensure the governance of the blockchain network and the implemen-
tation of blockchain security controls, blockchain consortium should establish
blockchain information security steering committee. The blockchain information
security steering committee should include heads from each group of blockchain
network participants.

• C1.2 Blockchain information security policy:
The blockchain network requires developing and maintaining a blockchain secu-
rity policy that is aligned with the government blockchain strategy. The policy
is vital to address the basic principles of how to protect blockchain information
assets. The policy should be observed and adhered to be all blockchain network
participants.

• C1.3 Blockchain operational policy:
Besides the blockchain information security policy, the blockchain network should
also maintain an operational blockchain policy that covers the required security
protection measures and controls for blockchain implementation. The blockchain
operational policy should be developed and regularly updated based on the
results of risk assessments conducted by network participants. The blockchain
operational policy must define the responsibility of all blockchain participants and
stakeholders to safeguard blockchain-related information assets.

• C1.4 Blockchain security procedures:
The blockchain operational policy should be supplemented with technical security
procedures and guidelines covering the implementation details of the policies.
These procedures should take into consideration the different environments sup-
ported by all blockchain network participants.

• C1.5 Blockchain information exchange policy:
In order to govern the information exchange between the blockchain network
participants, an information exchange policy and the required procedures should
be developed and maintained.

• C1.6 Blockchain information non-disclosure agreement:
Considering the nature of information exchange between the blockchain network
participants, special non-disclosure agreement should be developed and signed by
all concerned blockchain network participants and third parties. The agreement
should address the need to protect the participants’ information in the blockchain
ledger from being leaked internally or externally and should also emphasize the
“need to know” concept.

• C1.7 External parties service agreement:
The blockchain information security requirements should be addressed in all
service agreements with blockchain vendors and blockchain service providers
contracted by any blockchain network participant.

• C1.8 Blockchain acceptable use policy:
The acceptable use of blockchain information and the assets in blockchain partic-
ipants’ network environment needs to be governed by maintaining an acceptable
use policy adhered to by network participants and personal.

• C1.9 Compliance audit:
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The compliance audits with the blockchain information security policy require-
ments should be conducted by independent party covering all network participants.
The audits should also ensure compliance with the government legal requirements
and privacy requirements.

• C1.10 Blockchain security technical training:
Blockchain network participants should provide periodic and adequate informa-
tion security training for employees taking part in operating or securing blockchain
systems.

• C1.11 Blockchain security awareness:
Each network participant should educate the entity’s personnel and make them
aware of the confidentiality of the information stored in blockchain ledger,
including the information owned by other blockchain participants.

• C1.12 Blockchain security KPIs:
In order to facilitate decision-making, improve performance, and improve informa-
tion security effectiveness for all blockchain network participants, the participants
should develop, agree, and implement a set of information security Key Perfor-
mance Indicators (KPIs).

9.4.2 C2.0 Blockchain Security Risk Management

The objective of blockchain security risk management controls is to identify,
analyze, treat, and review risks associated with blockchain information and assets
as described below:

• C2.1 Third-party risk management:
The risk management of each blockchain network participant should include
determining and assessing the information security risks associated with external
blockchain participants, blockchain technology vendors, and blockchain service
providers. Accordingly, the participants should select and apply appropriate
controls for identified risks.

• C2.2 Blockchain risk assessment:
Blockchain network participants should conduct detailed risk assessment for
blockchain implementations in accordance with the adopted methodology. Iden-
tified security risks should be communicated with the other affected blockchain
network participants for further assessment.

• C2.3 Blockchain risk analysis:
The analysis of blockchain risks should be used to prioritize the risks based on
importance in order to set out treatment plans and controls.

• C2.4 Blockchain risk treatment:
Blockchain network participants should identify blockchain risk and determine
proper risk treatment and appropriate operational security controls. Implementa-
tion of risk treatment should be performed in coordination with the concerned
blockchain network participants if applicable.
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• C2.5 Blockchain risk review:
Blockchain network participants should review and monitor the effectiveness of
implemented blockchain risk mitigation controls.

9.4.3 C3.0 Blockchain Assets Management

The blockchain assets management controls identify and classify blockchain assets
and define measures for the proper handling, labeling, and disposal of these assets
as described below:

• C3.1 Blockchain assets inventory:
Each blockchain network participant is responsible to ensure all blockchain
assets including blockchain processing facilities and components are identified,
documented, and maintained in the asset register.

• C3.2 Blockchain assets ownership:
The owner and custodian of blockchain assets should be identified. This must
include the information owned by external blockchain participants.

• C3.3 Blockchain assets classification policy:
Blockchain network should have unified blockchain assets classification policy to
be implemented and adhered to by all network participants. The policy should
define and implement a classification scheme/process for blockchain assets.

• C3.4 Blockchain assets classification:
Blockchain network participants should ensure that blockchain assets are classified
by the assets’ owners based on information sensitivity, and in accordance to the
blockchain assets classification policy.

• C3.5 Blockchain assets access control:
Proper access control for blockchain assets has to be defined by the asset owner
based on the assigned classification level.

• C3.6 Blockchain assets labeling:
Adequate labeling and handling controls for the blockchain information assets
should be implemented by network participants according to the requirements of
each classification level.

• C3.7 Blockchain assets disposal:
Blockchain network participants should develop and maintain a clear procedure
for the authorization of disposal of blockchain information and information assets.
The procedure should include the endorsements required by concerned parties in
the network.

9.4.4 C4.0 Business Continuity Planning

The business continuity planning controls aim to minimize the impact of a disruption
or failure of blockchain services on government services by ensuring the resiliency
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of the blockchain infrastructure. The business continuity planning controls are listed
below.

• C4.1 Business impact analysis and continuity plan:
Business impact analysis for blockchain systems should be conducted for the
network and each participant. In addition, the entity’s business continuity plan
must be inclusive of the blockchain if it impacts critical business processes.

• C4.2 Blockchain recovery plan:
Proper recovery plan for blockchain systems should be in place, if the blockchain
system is identified as a critical business system as specified by the entity’s
operations.

• C4.3 Blockchain recovery plan drills:
The blockchain network participants should exercise and periodically test the
recovery plan covering various drill scenarios.

• C4.4 Blockchain backup policy and procedure:
Blockchain network participants should develop and maintain a documented
backup, storage, and retention policy in coordination with other blockchain
network participants. The procedure should include the storage specifications.

9.4.5 C5.0 Blockchain Security Incident Management

The objective of blockchain security incident management controls is to minimize
the impact of security incidents in the blockchain network by establishing measures
to detect and respond to security incidents. The blockchain security incident
management controls are listed below.

• C5.1 Blockchain incident management policy:
Due to the distributed architecture of the blockchain network, and the involve-
ment of external blockchain participants, blockchain network participants should
develop and maintain a blockchain incident management policy that addresses the
management of blockchain information security incidents including blockchain
block collisions.

• C5.2 Blockchain incident response readiness:
Each blockchain network participant must establish the required capabilities, such
as the technical know-how and technologies, to respond to and handle blockchain
information security incidents and maintain a knowledge base of blockchain
security incidents.

• C5.3 Blockchain incident reporting:
An agreement with all blockchain network participants should be established
to report promptly any observed or suspected information security incidents or
weaknesses in blockchain network components or services to the responsible team.

• C5.4 Blockchain incident handling:
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The incident handling process should be implemented to handle blockchain
information security incidents with the concerned blockchain network participants
and engage external authorities for further investigation if needed.

• C5.5 Blockchain incident triage:
Implement a process to perform incident triage and to gather and retain evidence
related to blockchain security incidents with other blockchain network partici-
pants.

• C5.6 Blockchain event logging:
Blockchain systems/applications should be enabled with audit logging for
blockchain systems/applications and user access. That should include the
transactions logging for valid and invalid transaction.

• C5.7 Blockchain log retention:
Periodically review the logs and ensure adequate retention measures are applied.

• C5.8 Blockchain security monitoring:
Centralized and decentralized monitoring are required for blockchain systems/ap-
plications, including transaction auditing and monitoring that include adequate log
analysis mechanisms.

9.4.6 C6.0 Access Control

The objective of access control is to protect access to blockchain assets and infor-
mation by implementing identification, authentication, and authorization controls as
shown below.

• C6.1 Blockchain access control and authentication policy:
The blockchain access control policy and an authentication policy should address
security requirements for the implementation of effective access control for
blockchain network participants. The policy should cover details about accessible
blockchain networks and services, the authorization process for granting network
access, etc.

• C6.2 Blockchain participants and user access management:
The process for blockchain participant and user registration, de-registration, and
access privilege modification, disabling or removal, etc. should be defined and
implemented.

• C6.3 Blockchain user access control:
Unified user ID that is standard across all blockchain network participants is
required, and each user should be provided with a unique identifier.

• C6.4: Use access authentication
Strong authentication strategy should be implanted to validate claimed user identi-
ties, such as two-factor authentication or multi-factor authentication mechanisms.

• C6.5 Blockchain role based access control:



9 Blockchain Security Framework for Government Private Blockchain Consortium 241

Identification of the categories of users requiring access to blockchain components
and the special privileges based on the roles and responsibilities of blockchain
network participants.

• C6.6 Access restrictions:
The creation of new assets, signing transaction inputs, and confirming transactions
should be restricted.

• C6.7 Blockchain network access control:
The authorization, activation, and termination of any blockchain network access
and on-boarding/off-boarding network participants.
Implement proper segregation controls on blockchain network components and
other types of networks.

• C6.8 Blockchain systems access control:
Manage and control access to blockchain system components through secure
log-on processes and enforce controls to manage the use of utility programs;
implement session time-out controls to prevent unauthorized access; implement
lock-out policy; and restrict connection times.
Implement restrictive controls on the installation of software in the operational
blockchain environments.
Implement proper access control procedures on smart contract source codes.

• C6.9 Blockchain ledger access control:
Adequate security controls and access rights should be in place to restrict the
access blockchain ledger information in alignment with the business rules.

• C6.10 Blockchain access review:
Blockchain network participants should implement audit trails and log, maintain,
and periodically review logical and physical access control lists.

9.4.7 C7.0 Blockchain Network Security

The blockchain network security controls aim to implement measures to secure
network connections, routing, and communication between blockchain participant
nodes. The blockchain network security controls are described below.

• C7.1 Blockchain connections security:
The governance of the connections between blockchain peers and off-chain
systems outside the blockchain network boundaries.

• C7.2 Network clock synchronization:
Enable clock synchronization on all networking devices managed by all
blockchain network participants, with agreed reference such as Universal
Coordinated Time (UTC) to facilitate forensic analysis; continuously monitor
its accuracy.

• C7.3 Secure network routing and monitoring:
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Secure network routing controls should be implemented, which include the
monitoring of network connections continuously and enforcement of security
requirements.

• C7.4 Secure network transit:
Adequate protection for confidentiality, integrity, and availability to prevent
unauthorized access to information or data in transit must be implemented by all
network participants.

• C7.5 Denial-of-service mitigation and protection:
Blockchain components should be protected with denial-of-service mitigation and
protection mechanisms.

9.4.8 C8.0 Blockchain Smart Contract and Consensus Security

The objective of the blockchain smart contract and consensus security controls is
to protect blockchain networks from unauthorized modification or misuse through
the integration of controls into the development life cycle of smart contracts
and consensus algorithms. The blockchain smart contract and consensus security
controls are explained below.

• C8.1 Blockchain applications and smart contract secure development:
The procedures for secure deployment, distribution, provisioning, and decommis-
sioning of blockchain smart contracts, applications, and application interfaces
(APIs) through regular updates and checks to ensure adequate level of security:

• C8.2 Blockchain application and smart contract security requirements:
Identifying and documenting the security and privacy requirements for blockchain
systems, consensus algorithms, and smart contracts.

• C8.3 Blockchain consensus security requirements:
Identifying the consensus requirements and implementing adequate controls to
protect it.

• C8.4 Blockchain consensus security validation:
Conducting proper testing to validate integrity of data output from blockchain
consensus.

• C8.5 Blockchain source code change management:
Implementing proper change management controls on smart contract source code
development processes, whether performed in-house or outsourced. Implementing
proper controls to limit the risk of changes to blockchain smart contract packages,
such as validating the authenticity of source code before deployment.

• C8.6 Blockchain smart contract testing:
Testing and verifying the operational status of all blockchain smart contracts after
implementing any change.

• C8.7 Blockchain consensus security testing:
Performing tests for the consensus algorithm to ensure protection.

• C8.8 Blockchain smart contract and application source code review:
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Conducting periodic code reviews on blockchain source code, consensus code, and
smart contracts developed in-house or by an external party.

9.4.9 C9.0 Blockchain Cryptography Controls

The blockchain cryptography controls aim to implement proper security measures
for the cryptographic keys used to sign transactions and authenticate users in the
blockchain network.

• C9.1 Cryptographic keys protection:
Implementing proper protection and security controls on all cryptographic keys
used on the blockchain.

• C9.2 Key lifecycle management:
Employing full key lifecycle management practices, including generation and
protection of keys using hardware security module (HSM), key rotation, secure
key distribution, and secure destruction of keys at the end of their lifecycle.

• C9.3 Blockchain transactions co-signing:
Implementing transaction signing and a process for multi-signature and co-signing
of transactions and smart contract source code packages with blockchain network
participants.

9.4.10 C10.0 Blockchain Operations Security

The blockchain operations security controls are related to securing blockchain from
risks associated with the daily operations of blockchain components and infrastruc-
ture. The details of the blockchain operations security controls are described below.

• C10.1 Blockchain operating procedure:
The operating procedure documentation for blockchain systems detailing inputs,
outputs, and dependencies should be developed and maintained.

• C10.2 Blockchain security baseline:
Blockchain network participants should document, maintain, and enforce up-to-
date baseline configuration manuals of all blockchain systems and components.

• C10.3 Blockchain change management policy:
Blockchain network participants should develop and maintain a documented
change management policy that defines the blockchain change management
process employed by any of the network participants, outlining roles and responsi-
bilities of the participants.

• C10.4 Blockchain change management procedure:
Supplementing the change management policy with a detailed procedure to
facilitate the implementation of the change and configuration management process
and provide guidelines for all blockchain network participants.
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• C10.5 Segregation of duties:
Segregating the duties and responsibilities by distributing tasks among multiple
blockchain network participants so as to reduce errors, fraud and unauthorized
modification, or misuse of the blockchain network.

• C10.6 Blockchain environment separation:
Separating the blockchain development, testing, and production environments to
mitigate the risk to all systems from unauthorized intentional or unintentional
access or change.

• C10.7 Blockchain maintenance procedure:
The development procedure for the upgrade of blockchain technology plat-
form components, addressing the government blockchain ecosystem requirements
and the government entity’s requirement for ensuring proper security control
implementation and baseline configuration requirements prior to acceptance or
deployment.

• C10.8 Blockchain security acceptance criteria:
Proper acceptance criteria for new blockchain systems or upgrades to existing
blockchain systems should be in place.

• C10.9 Blockchain security testing:
Blockchain network participants should carry out suitable security testing of
blockchain systems prior to acceptance and deployment and ensure periodic
testing.

9.4.11 C11.0 Blockchain Systems Security

The blockchain systems security controls secure blockchain components and infras-
tructure by conducting security tests and implementing protection controls as
described below.

• C11.1 Blockchain security validation:
In order to validate the integrity of data input controls on blockchain sys-
tems, proper testing should be conducted with validation checks integration into
blockchain processing to detect any issues in processed information, including
transaction validation.

• C11.2 Malware protection:
Malware protection mechanisms should be implemented to detect and eradicate
malware and malicious code for all blockchain systems.

• C11.3 Vulnerability assessment:
Technical security reviews and vulnerability assessments must be performed by
blockchain network participants in order to periodically assess technical infras-
tructure and applications against the latest blockchain threats and vulnerabilities.

• C11.4 Blockchain secure deployment:
The deployment of blockchain systems and smart contracts into production
environment should be after implementing the appropriate controls (including
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virtualization security if applicable) and after completing tests and fixing identified
defects.

• C11.5 Participant security sign-off process:
The security sign-off process with all blockchain participants is required to confirm
proper implementation of security controls on all blockchain components owned
by participants prior to deployment.

• C11.6 Blockchain ledger confidentiality:
Blockchain network participants should identify and protect the confidentiality of
data processed in the blockchain using private data mechanisms.

9.5 Validation of the Blockchain Security Control
Framework

The proposed blockchain security control framework is compared to Dubai Elec-
tronic Security Centre (DESC) Dubai Information Security Regulation (ISR) ver-
sion 2 controls for validation to ensure that the proposed framework is comprehen-
sive and that it covers all applicable information security domains. In Table 9.9,
the ISR control domains covered in the proposed framework are marked. The
comparison shows that the proposed blockchain security control framework is
closely aligned with ISR control objectives, which have been drafted and revised to
reflect various globally recognized standards, regulations, and frameworks related
to information security, such as ISO/IEC standards (International Organization for
Standardization/International Electrotechnical Commission), BSI standards (British
Standards Institute), PCI (Payment Card Industry) council standards, and the
COBIT (Control Objectives for Information and Related Technology) framework.

As shown in Table 9.9, some ISR control domains are associated with mul-
tiple factors in the proposed blockchain security control framework. This is
because ISR controls are broken down into thirteen domains based on three major
information security classes (governance, operations, and assurance), while the
proposed blockchain security control framework is structured according to the
layers presented in Fig. 9.2. The ISR control domains that are not covered in
the proposed blockchain security control framework are shown in Table 9.9. The
ISR Environmental and Physical Security domain is related to the development
of physical access policies and procedures, which include the establishment of
physical access perimeters for all physical accesses and points of entry. This
domain is required to ensure protection of organization premises, information
processing facilities, and resources from physical or environmental damages. These
domain controls are not considered in the blockchain security control framework, as
blockchain technology does not require unique physical and environmental security
controls.

The domain of Roles and Responsibilities of Human Resources controls is related
to human resources’ roles and responsibilities prior to and during employment, as
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Table 9.9 Blockchain security control framework and ISR control domains

ISR v2 Controls Domain C1.0 C2.0 C3.0 C4.0 C5.0 C6.0 C7.0 C8.0 C9.0 C10.0 C11.0

Information Security
Management and
Governance

✓ ✓ ✓

Information and
Information Assets
Management

✓ ✓

Information Security Risk
Management

✓

Incident and Problem
Management

✓

Access Control ✓ ✓ ✓
Operation, Systems and
Communication
Management

✓ ✓ ✓ ✓ ✓ ✓ ✓

Business Continuity
Planning

✓

Information System
Acquisition, Development
and Management

✓ ✓ ✓

Environmental and
Physical Security

Roles and Responsibilities
of Human Resources

Compliance and Audit ✓
Information Security
Assurance and
Performance Assessment

✓

Cloud Security

well as after termination/change of employment. This domain is generic in nature,
and no specific control is required in addition for blockchain technology. The ISR
Cloud Security controls are for mitigating risks associated with cloud computing
and usage of cloud services. The same controls would apply to blockchain nodes or
components hosted in cloud environments, but no unique control for blockchain
technology is required in this context; hence, the control is not included in the
blockchain security control framework.

9.6 Conclusion and Future Work

In conclusion, the use of blockchain technology for government services introduces
new capabilities that can mitigate information security risks. Due to the distributed
and decentralized architecture of blockchain technology, the impact of information
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security attacks is minimized, as the system is not vulnerable to a single point of
failure. Threats and attacks that may target participants of the blockchain network
will not have an impact on the identical ledgers stored in other participants’
nodes. The validation mechanisms enforced in permissioned blockchain consensus
guarantee the integrity of the ledger blocks. Based on the consensus rules, validation
ensures that only valid blocks are appended to the ledger and the integrity of the
ledger is continuously maintained. Unlike tampering centralized databases or data
stores, ledger tampering requires the attacker to compromise multiple nodes in order
to bypass the blockchain consensus validations controls. The use of cryptography
in blockchain helps to prevent these attacks. Cryptography is used in blockchain
for user access as well as block validation and generation using digital signatures
and hashing. Blockchain technology therefore requires strong key management
to maintain encryption keys. However, blockchain technology may also introduce
new information security risks when used for government services. Government
entities should develop robust security programs and implement blockchain security
controls to mitigate security risks. Based on the results of the threat modeling, the
top three risks associated with blockchain are identified as follows:

• Compromised cryptographic keys and identities:
Compromised cryptographic keys are one of the top security risks in permissioned
blockchain. As shown in the threat modeling results, many threats can result if
cryptographic keys are compromised. This risk is associated with the use of weak
keys, incorrect or repeated use of keys, lack of key rotation, inappropriate storage
of keys, or inadequate protection of keys. Robust key management is therefore
essential to mitigate the risks associated with compromised cryptographic keys.

• Exploitation of vulnerable software or protocol:
As is the case with any other software or protocol, blockchain is subject to errors or
vulnerabilities in the code and protocols. This is also applicable to coding errors in
off-chain applications that interact with the blockchain. Smart contract code may
also include defects that can be exploited.

• Off-chain data source risks:
The permissioned blockchain interfaces with external off-chain data sources and
data stores to ingest data, as well as to reference data that is stored externally. This
data is not subject to blockchain consensus validation mechanisms and security
controls. Data corruption and tampering of off-chain data therefore introduce risks
to permissioned blockchain security.

Blockchain technology immutability is one of the main characteristics and a key
feature of blockchain. However, if a malicious transaction is added to a blockchain
ledger, blockchain immutability restricts recovery from this malicious transaction.
Therefore, government blockchain participants should establish a process to detect
malicious transactions in the ledger and establish recovery options such as hard-
fork. The distributed architecture of blockchain creates resiliency in the overall
blockchain network. Nevertheless, the challenge lies in maintaining a strong
information security posture across all blockchain network participants, as security
compromise or breach may impact all other participants of the blockchain network.
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Therefore, it is necessary to adopt a consistent information security framework
and to align the security programs of each network security participant. Hosting
blockchain nodes within BNSP infrastructure reduces the risk and simplifies
the challenge, as most of the responsibility for security control implementation
will be with the BNSP, and comprehensive network security controls can be
enforced. BNSP also enforces security standard compliance on the blockchain
network participants. It is clear that defining the roles and responsibilities of each
blockchain network participant is vital to maintaining the security of the network.
In future work, the proposed blockchain security framework will be applied to other
implementations with different operating models to be tested for effectiveness.

Acknowledgments We would like to thank Graduate Studies office and OpenUAE Research and
Development Group at University of Sharjah for supporting this research. We are also grateful to
Dubai Electronic Security Center for supporting this research.

References

1. M. Swan, Blockchain: Blueprint for a New Economy (O’Reilly Media, New York, 2015)
2. L. Hughes, Y.K. Dwivedi, S.K. Misra, N.P. Rana, V. Raghavan, V. Akella, Blockchain research,

practice and policy: applications, benefits, limitations, emerging research themes and research
agenda. Int. J. Inf. Manage. 49, 114–129 (2019)

3. S. Nakamoto, Bitcoin: A Peer-to-peer Electronic Cash System (2008)
4. L. Yang, The blockchain: State-of-the-art and research challenges. J. Ind. Inf. Integr. 15, 80–90

(2019)
5. E.A. Franciscon, M.P. Nascimento, J. Granatyr, M.R. Weffort, O.R. Lessing, E.E. Scalabrin, A

systematic literature review of blockchain architectures applied to public services, in Proceed-
ings of the 2019 IEEE 23rd International Conference on Computer Supported Cooperative
Work in Design (Porto, Portugal, 2019)

6. F.R. Batubara, J. Ubacht, M. Janssen, Challenges of blockchain technology adoption for
e-government, in Proceedings of the 19th Annual International Conference on Digital Gov-
ernment Research: Governance in the Data Age (Delft, The Netherlands, 2018)

7. A. Alketbi, Q. Nasir, M.A. Talib, Blockchain for government services—use cases, security
benefits and challenges, in Proceedigs of the 15th Learning and Technology Conference (IEEE,
Jeddah, 2018)

8. K.H. Kwak, J.T. Kong, S.I. Cho, H.T. Phuong, A study on the design of efficient private
blockchain, in Computational Science/Intelligence and Applied Informatics, Studies in Com-
putational Intelligence (2019), pp. 93–121

9. M. Pilkington, Blockchain technology: Principles and applications, in Handbook of Research
on Digital Transformations’ ed. by F. Xavier Olleros, M. Zhegu (2016)

10. F. Casino, T.K. Dasaklis, C. Patsakis, A systematic literature review of blockchain-based
applications: current status, classification and open issues. Telematics Inf. 36, 55–81 (2019)

11. N.O. Nawari, S. Ravindran, Blockchain and the built environment: Potentials and limitations.
J. Build. Eng. 25, 55–81 (2019)

12. M.C. Nachiappan, P. Pattanayak, S. Verma, V. Kalyanaraman, Blockchain technology: beyond
bitcoin. Appl. Innovation Rev. 2(2), 6–19 (2016)

13. J. Mattila, The blockchain phenomenon—the disruptive potential of distributed consensus
architectures, in ETLA Working Papers (2016)



9 Blockchain Security Framework for Government Private Blockchain Consortium 249

14. C.T. Gibson, T. Kirk, Blockchain 101 for asset managers. The Investment Lawyer 23, 7–14
(2016)

15. J. Li, D. Greenwood, M. Kassem, Blockchain in the built environment and construction
industry: a systematic review, conceptual models and practical use cases. Autom. Constr. 102,
288–307 (2019)

16. Y. Yuan, F. Wang, Towards blockchain-based intelligent transportation systems, in Proceedings
of the IEEE 19th International Conference on Intelligent Transportation Systems (ITSC) (Rio
de Janeiro, Brazil, 2016)

17. P.T. Duy, D.T.T. Hien, D.H. Hien, V.-H. Pham, A survey on opportunities and challenges
of blockchain technology adoption for revolutionary innovation, in Proceedings of the Ninth
International Symposium on Information and Communication Technology, Danang City, Viet
Nam (2018)

18. A. Alketbi, Q. Nasir, M. Abu Talib, Novel blockchain reference model for government services:
Dubai government case study. Int. J. Syst. Assur. Eng. Manage. 11(5), 1170–1191 (2020)

19. A. Shostack, Threat Modeling: Designing for Security (Wiley, New York, 2014)
20. K. Saatkamp, C. Krieger, F. Leymann, J. Sudendorf, M. Wurster, Application threat modeling

and automated VNF selection for mitigation using TOSCA. J. Commun. Inf. Networks 4(2),
(2019)

21. X. Liang, S. Shetty, D. Tosh, Exploring the attack surfaces in blockchain enabled smart cities, in
Proceedings of the IEEE International Smart Cities Conference (ISC2) (IEEE, Kansas, 2018)

22. M. Haider, S. Bin Saleem, J. Rafaqat, N. Sabahat, Threat modeling of wireless attacks on
advanced metering infrastructure, in Proceedings of the 13th International Conference on
Mathematics, Actuarial Science, Computer Science and Statistics (MACS), Karachi, Pakistan
(IEEE, New York, 2019)

23. M. Hagan, F. Siddiqui, S. Sezer, ABC: a cryptocurrency-focused threat modeling framework,
in Proceedings of the IEEE Conference on Computer Communications Workshops (INFOCOM
WKSHPS), Paris, France (IEEE, New York, 2019)

24. I. Homoliak, S. Venugopalan, Q. Hum, P. Szalachowski, A security reference architecture for
blockchains, in Proceedings of the IEEE International Conference on Blockchain (Blockchain),
Atlanta, GA, USA (IEEE, New York, 2019)



Chapter 10
Toward Inter-Blockchain
Communication Between Hyperledger
Fabric Platforms

Ilham Qasse, Manar Abu Talib, and Qassim Nasir

10.1 Introduction

With the rapid evolution of blockchain technology, the applications number associ-
ated with blockchain has expanded enormously in numerous different fields such as
healthcare, finance, asset and identity management, supply chain, etc. [1]. However,
the adoption of this technology in the industry is limited due to challenges in
the available blockchain platforms such as connectivity, privacy, and scalability
[1]. Blockchain scalability is calculated as a function of the number of nodes the
blockchain network can handle without failure. Blockchain interoperability can
scientifically improve blockchain network scalability and increase the technology
adoption by users and industry. Interoperable blockchain architecture is defined
by the National Institute of Standards and Technology (NIST) [2] as a group of
blockchain platforms, either homogeneous (same blockchain platform) or hetero-
gonous (different blockchain platforms), where each has its own distributed ledger.
Multiple platforms can participate in the execution of a transaction. The data
recorded in one ledger or platform is verifiable and can be accessed semantically
by an external transaction. Transferring and exchanging data between networks
is possible in interoperable blockchain systems. However, the ability to interact
with the transferred data is based on the level of interoperability whether it is
foundational, structural, or semantic [3].
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Data exchange between systems is permitted at the foundational level, but the
interpretation of the shared data is not allowed. The transferred data may be viewed
at the structural level; however, you cannot interact with the data nor use it. On the
other hand, the shared data between networks can be used at the semantic level [3].

The majority of blockchain networks operate in environments that are discon-
nected from each other. This raises the scalability and connectivity challenges while
also restricting the technology adoption in some industry ecosystems. Currently,
there is no shared trust in various blockchain networks, and there is no connection
between these networks. Blockchain interoperability will improve the scalability
and connectivity of the blockchain platforms [4–6]. Given the potential of cross-
blockchain communication and blockchain interoperability, the number of the
proposed solutions in the blockchain interoperability field is increasing in the
last few years. However, most of the proposed solutions focused on the crypto
ecosystems and did not address the second blockchain generation.

This chapter focuses on designing and implementing an inter-blockchain commu-
nication scheme between Hyperledger Fabric networks. The proposed scheme used
smart contracts to achieve inter-blockchain communication between Hyperledger
Fabric networks. We also evaluate the performance of the proposed scheme in terms
of the execution time, latency, and throughput.

The main contributions of this chapter are:

• We designed and implemented an inter-blockchain communication system
between Hyperledger Fabric networks. This is the first-ever implemented inter-
blockchain communication in the context of permissioned and private blockchain
networks.

• We evaluated the performance of the proposed scheme, which resulted in the first-
ever performance evaluation for inter-blockchain solutions.

Following this section, Sect. 10.2 introduces blockchain technology and gives an
overview of Hyperledger Fabric platform. Section 10.3 presents the proposed
methodology to achieve the goal of interoperability. The implementation and
performance evaluation results are discussed in Sects. 10.5 and 10.4, respectively.
Section 10.6 discusses the related work. Finally, a conclusion and future research
directions are presented in Sect. 10.7.

10.2 Background

10.2.1 Blockchain Technology

Blockchain is a distributed ledger of transactions in a peer-to-peer network [7].
Transactions are processed and stored in a series of linked blocks [7]. Blockchain
was first introduced in 2008 when Nakamoto [8] proposed the digital currency
bitcoin. It is now considered to be the backbone of all existing cryptocurrencies.
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Fig. 10.1 Block structure [2]

The main feature of this technology is that the blockchain is a distributed public
ledger where no one holds the ledger, and there is an equivalent copy of the ledger
for any node in the network.

A blockchain consists of several blocks that are linked together. As shown in
Fig. 10.1, each block contains the data, the previous block hash, and the hash of the
block itself [2]. The information stored within the block is based on the blockchain
type. Per block also has a hash that uniquely identifies the block and all of its
contents.

10.2.2 Smart Contract

A smart contract is a computer program that is stored inside a blockchain. Like
the blockchain itself, smart contracts are immutable and can never be changed or
tampered with. Smart contracts have some general vital properties. Firstly, every
smart contract is autonomous. Once the developer creates the logic of the smart
contract and deploys it on the blockchain, the developer does not need to participate
in any of the smart contract processes. Smart contracts are also self-sufficient, which
means they can collect currency, conduct purchases, administer services, and issue
and expend funds to allow storage and processing capacity to be more extensive.
Lastly, smart contracts are decentralized. They are distributed by various network
nodes instead of being focused on one single central source.

Smart contracts are mostly developed in network-specific scripting languages
like Solidity, Viper, Rust, and Ivy-Lang. However, some blockchain platforms allow
developers to write smart contracts in languages that they are already familiar with,
such as Python and JavaScript. The main advantage of smart contracts is that they
are secure, so that the data cannot be altered. Moreover, because smart contracts are
entirely autonomous, they accurately conduct tasks without human errors.
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Fig. 10.2 Hyperledger Fabric architecture [11]

10.2.3 Hyperledger Fabric

Hyperledger Fabric is an open-source permissioned blockchain platform that is
developed and funded by IBM and the Linux Foundation. In Hyperledger Fabric,
access to the network is only limited to network participants. The consensus
algorithm applied to verify the transactions and append new blocks in Hyperledger
Fabric is PBFT [9]. In Hyperledger Fabric, the transactions are managed using
chaincode, which is an alternative term of the smart contract. Chaincode is a
program code that defines a set of rules to interact with the blockchain network
[10] (Fig. 10.2).

10.3 Methodology

10.3.1 Solution Design

Based on the architecture of Hyperledger Fabric, to achieve cross-blockchain
communication, it must be achieved in three different stages. Figure 10.3 shows
the different stages that are required to achieve Hyperledger Fabric inter-blockchain
communication.
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Fig. 10.3 Hyperledger Fabric inter-blockchain communication design

10.3.1.1 Interaction Between Two Applications/Smart Contracts in the
Same Channel and Network

In Hyperledger Fabric architecture, the channel is an isolation mechanism where
the nodes outside the channel cannot access the transactions (txn) formed inside the
channel. Multiple different smart contracts can be installed on the same channel.
The first step to reaching interoperable Hyperledger Fabric networks is to achieve
cross-communication between different smart contracts in the same channel and
network (Fig. 10.4).

10.3.1.2 Interaction Between Two Applications/Smart Contracts in
Different Channels but the Same Network

After achieving cross-communication between two smart contracts in the same
channel, the next step is to investigate the interaction between two applications
in different channels but in the same network (as shown in Fig. 10.5). The smart
contracts in different channels are generally isolated, where the smart contract in
one channel cannot be accessed from another channel. However, the structure of the
network is known (number of peers, number of channels, etc.).

10.3.1.3 Interaction Between Two Applications/Smart Contracts in
Different Networks

A network in Hyperledger Fabric cannot see the structure of another network
(peers, channels, smart contracts). In this step, inter-blockchain communication is
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Fig. 10.4 Interaction between two applications/smart contracts in the same channel and network

enabled between two Hyperledger networks. The goal is to make two applications
on different networks interact and share data (as illustrated in Fig. 10.6).

10.3.2 Inter-Blockchain Communication Solution

To achieve connectivity between two applications, whether they are on the same
channel, different channels, or different networks, we propose the use of the Node-
RED framework. We have chosen Node-RED software because it is the only
software that can connect different APIs and because it supports the Hyperledger
Fabric API. Node-RED [12] is a graphical editor that helps programmers to easily
integrate most APIs such as physical I/O, databases, and cloud-based applications
in any combination. The proposed solution will run the Node-RED tool to act
as the mediator between different blockchain applications. Node-RED defines the
behavior of an application as a group of connected black boxes known as nodes. In
every blockchain application, we have attached a Node-RED flow that will act as a
sender or receiver. Figure 10.7 demonstrates how inter-blockchain communication
is achieved with Node-RED.
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Fig. 10.5 Interaction between Two Applications/Smart contracts in different channels but in the
same network

Fig. 10.6 Interaction between two applications/smart contracts in different networks

10.3.2.1 Node-RED Sender Flow

The sender flow monitors network transactions and filters any cross-communication
requests. Such requests are then forwarded to the requested destination if the
destination address is valid. The process of the sender flow is shown in Fig. 10.8.

10.3.2.2 Node-RED Receiver Flow

The Node-RED receiver flow, which is shown in Fig. 10.9, listens for any external
transactions submitted by other applications. Once a request transaction is received,
the flow will check to see if the submitted transaction is valid and whether the syntax
of the request is correct. Once the transaction data is validated, the flow will submit
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Fig. 10.7 Inter-blockchain communication solution process

the transaction in the application and send a response back to the sender application.
Otherwise, the receiver flow will respond with an error message to the sender.

10.4 Implementation

In this section, the implementation details for an inter-blockchain communication
system between different Hyperledger Fabric networks are discussed. The main
components that are covered are: deploying the Fabric network, developing the
blockchain application, and inter-blockchain communication solution.

10.4.1 Fabric Network Deployment

The first step in the implementation process is to deploy a Fabric network. The
Fabric network consists of the orderer, peer, channel, and ledger. Based on the
proposed methodology in Sect. 10.3, we have built three different Fabric network
structures. In the first structure, we have one network and one channel. The
Fabric network has a single peer and a solo orderer node as shown in Fig. 10.10.
Figure 10.11 demonstrates the second structure, where the Fabric network contains
multiple peers, two channels, and one orderer node. Finally, in the third structure, we
have deployed two Fabric networks. Each Fabric network consists of a single peer,
one channel, and one orderer node. Each network in this structure is the same as
structure one. To create the Fabric networks, we used Docker and Docker-compose
tools [13]. Docker is a tool for running applications in an isolated environment
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Fig. 10.8 Sender flow
process

known as a container. In Hyperledger Fabric, Docker is used to generate the
different Fabric components as isolated containers. The Docker-compose file defines
multiple Docker containers that make up the infrastructure components for the
Fabric network. Setting up the Fabric network consists of three steps. The first
step is to generate the required cryptography materials for the network component’s
identity. The generated cryptography materials include the certificates and public
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Fig. 10.9 Receiver flow
process
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Fig. 10.10 Fabric network structure 1

Fig. 10.11 Fabric network structure 2

and private keys for each Fabric component. The second step is to generate the
genesis block and to create the channel artifacts. The final step is to use Docker-
compose to create and run Docker containers for the Fabric components using the
generated materials in the first two steps.

10.4.2 Blockchain Application

We have built a blockchain application that targets commodity trading. The asset
in this application is the commodity, where it can be any physical commodities
such as gold, oil, raw commodities, etc. Each asset is owned by a trader that is the
main participant in the business network model. The main functions of the created
business network model are creating new Commodity and Trader or querying the
details of created data. The write function represents creating a new Trader, while
the query request is the read function.
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10.4.3 Solution Deployment

As mentioned in Sect. 10.3, Node-Red flow is used as an interconnector between
different blockchain applications. Two nodejs applications were built to listen and
record all the transactions in the network. The Node-Red application will access the
recorded transactions and check the destination of the transactions. The Node-Red
flows are presented by the different types of nodes that are connected. Each node in
the flow has a clear functionality and purpose. The inter-blockchain communication
flow contains two flows, sender flow, and receiver flow.

10.4.3.1 Sender Flow

The sender flow, as shown in Fig. 10.12, contains the multiple connected nodes,
which are:

• Injection node: accesses the transactions record
• Data node: checks the transaction request data and its type
• Submit transaction node: filters cross-communication transactions
• Event listener node: captures the inter-blockchain communication requests
• Prepare transaction node: defines the transaction destination and checks if it is

valid
• Submit request: sends the transaction to the requested application destination by

using TCP node

10.4.3.2 Receiver Flow

Figure 10.13 demonstrates the receiver flow in Node-Red, which contains the
following nodes:

Fig. 10.12 Node-Red sender flow



10 Toward Inter-Blockchain Communication Between Hyperledger Fabric Platforms 263

Fig. 10.13 Node-Red receiver flow

• TCP listen node: listens for new received requests
• Receive requests function: extracts the submitted request
• Action node: starts a certain flow once the data is received and extracted
• Action in: defines the start of the action flow
• Submit request: checks if the extracted transaction data is valid
• Create node: submits the transaction to the blockchain application if the data is

valid
• Action out: defines the end of the action flow
• Response node: sends the response back to the sender application

10.5 Performance Evaluation

The adequate performance of a blockchain platform is an essential requirement
and one of the main challenges in blockchain technology [14]. Overall, the
performance of Hyperledger Fabric is high compared to Ethereum and bitcoin [14–
16]. The proposed inter-blockchain solution must not affect the performance of
the Hyperledger Fabric platform significantly. We conduct performance evaluations
on the proposed solutions in terms of throughput, execution time, and latency to
validate and evaluate our design. The time taken for a platform to effectively add and
perform a transaction is the execution time. Throughput is described as the number
of active transactions per second that a network can manage. [16]. Lastly, blockchain
latency can be calculated as the time taken by a given network to respond to each
transaction. The results of the performance evaluation should be compared with
the performance of a conventional system with no inter-blockchain communication
solution. The performance is analyzed by varying the set of transactions sent at the
same time by the peers. In this assessment, up to 1000 transactions will be sent at
once. The transactions can be requests either to read or to write. The results of the
performance metrics are averaged over 20 independent runs and then aligned with
the experiments conducted in [14, 16]. Figure 10.14 demonstrates the test workflow
required to evaluate the performance.
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Fig. 10.14 Performance evaluation test workflow

10.5.1 Average Execution Time

We evaluated and calculated the execution time for the different proposed stages
by varying the workload and analyzing the execution time for the read and write
functions.

10.5.1.1 Average Execution Time for Read Requests

In general, the average execution time for read requests increases when the number
of transactions is increased. As shown in Fig. 10.15, the execution times in each
stage are very similar to those of the control system. This is because a read
request does not need to change the state of the ledger and the assists, as it is
merely querying saved data. However, the execution time recorded when testing
communication between two applications on different networks is the highest,
compared to the other scenarios.

10.5.1.2 Average Execution Time for Write Requests

Similar to the execution time for read requests, the average execution time for write
requests increases as the number of transactions increases. Execution time results
were very similar in the cases of communication between two applications in one
channel and communication between two channels. This is because the channel is
only a virtual isolation mechanism where all the network members are still within
the same network and not a physical separation. Execution time is the fastest in the
scenario involving a normal system with a single application and is the slowest for
the scenario involving communication between two networks. Figure 10.16 shows
the execution time for write requests on different test cases.
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Fig. 10.15 Average execution time for read requests

Fig. 10.16 Average execution time for write request

10.5.2 Average Latency

We evaluated the latency for the different proposed scenarios by gradually increas-
ing the transaction numbers up to 1000 transactions in our testing scenarios. We also
analyzed latency for the read and write functions.
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Fig. 10.17 Average latency for reading requests

Fig. 10.18 Average latency for write requests

10.5.2.1 Average Latency for Read Requests

Figure 10.17 demonstrates the average latency for different scenarios when the
number of transactions is varied. Latency is highest in the case of achieving
communication between two applications on different networks. As the number
of transactions increases, the difference in latency between the proposed scenarios
increases.

10.5.2.2 Average Latency for Write Requests

The average latency for write requests is greater than the average latency for
read requests. However, the two functions are similar in all other aspects. The
average latency is at its maximum when measured for communication between
two applications running on two isolated networks. Figure 10.18 demonstrates the
average latency of write requests.
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Fig. 10.19 Average throughput for reading requests

10.5.3 Average Throughput

We evaluated the average throughput for the different proposed scenarios by
changing the workload up to 1000 transactions. We also analyzed the average
throughput for the read and write functions.

10.5.3.1 Average Throughput for Read Requests

Figure 10.19 illustrates the average throughput for read requests. The average
throughput is highest in the scenario involving communication in the normal system
with one application. It is lowest for the case of communication between two
networks. The maximum average throughput is 100 transactions in all different
scenarios. As the number of transactions increases beyond 100, the average
throughput decreases. Throughput results become more stable when the systems
evaluated are given a large number of transactions to process. Moreover, the average
throughput is very similar in the different cases when the workload is big.

10.5.3.2 Average Throughput for Write Requests

The result characteristics of average throughput for write requests are similar to
those of average throughput in read requests. However, the average throughput for
write requests is close to half, or even less than half of the average throughput for
read requests. As shown in Fig. 10.20, the maximum average throughput is achieved
when the requested workload is 100 transactions. This is because the default block
size in Hyperledger Fabric fits 100 transactions.
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Fig. 10.20 Average throughput for write requests

10.5.4 Results and Discussion

In general, the performance evaluation showed that when the number of transactions
is increased, the performance of the proposed solution decreases in all evaluation
terms.

The main purpose of conducting the performance evaluation was to check
whether the proposed solution significantly affects the overall performance. The
results demonstrate that the proposed solution performance reduces the overall
performance of Hyperledger Fabric in all metrics assessed. However, the overall
performance of the proposed solution is acceptable in light of the interoperability
and connectivity achieved by this solution. Table 10.1 shows the difference in
performance between the proposed solution and the Hyperledger Fabric.

The differences in performance between the various network structures and
the Hyperledger Fabric are very small for the read requests. This shows that the
performance of the system was slightly affected by the proposed solution. On the
other hand, in write requests, the effect on performance is noticeable, especially
in the case of communication between two different networks. Differences in
performance are similar between the read and write requests in average latency and
throughput results. However, the effect of these operations on performance is clear
in the execution time results.

10.6 Related Work

We previously conducted a comprehensive survey in the field of blockchain interop-
erability [17] in which we classified all available inter-blockchain communication
solutions into four groups: sidechain solutions, blockchain routers, smart contracts,
and industrial solutions. The sidechain approach is when a separate blockchain
is connected to the main blockchain in a scenario where all transactions flow
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Table 10.1 Difference in performance between the proposed solution and the Hyperledger Fabric

Two channels in
the same network

Two different
networksOne channel

Average execution time
for read requests

0.31 s 0.54 s 0.97 s

Average latency for read
requests

0.14 s 0.21 s 0.43 s

Average throughput for
read requests

1.3 transactions
per second

2.39 transactions
per second

4.12 transactions
per second

Average execution time
for write requests

2.6 s 3.19 s 6.28 s

Average latency for write
requests

0.16 s 0.25 s 0.48 s

Average throughput for
write requests

1.58 transactions
per second

1.97 transactions
per second

3.18 transactions
per second

between the two blockchains [18]. Some examples of projects that used sidechain
approach are RSK [19], Elements Alpha [20], Plasma [21], POA network [22], and
Mimblewimble [23]. Blockchain nodes serve as routers for transmitting requests
between various blockchain networks in the blockchain router method [17]. While
many studies have been conducted involving this concept, including Wang et al. [24],
Kan et al. [25], Anlink Blockchain [26], Ding et al. [27], and Chen et al. [28], none
of them have yet implemented a blockchain router solution in a practical case study.
Many industrial solutions verify transactions and nodes through a trusted validator
or collection of trusted entities (validators) [17]. Examples of industrial solutions
include Cosmos [29], Polkadot [30], ICON [31], AION [32], and Wanchain [33].
In the smart contract approach, smart contracts are used to create interoperable
protocols between different blockchain networks [17]. Papers by Li et al. [34],
Dagher et al. [35], Bennink et al. [36], and Scheid et al. [37] discuss the only
available solutions in the smart contract category. In this research, we used smart
contracts to achieve interoperability. Table 10.2 highlights the weaknesses of the
available schemes and compares them to our scheme.

10.7 Conclusion and Future Work

Blockchain interoperability is one of the main issues limiting blockchain adoption
in the industry ecosystem. Achieving blockchain interoperability between major
blockchain platforms will enable various blockchain applications including data
storage, finance, and smart contracts. In this chapter, we designed and implemented
inter-blockchain communication between Hyperledger Fabric networks. Moreover,
this chapter explored the available blockchain interoperability solutions and com-
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Table 10.2 Comparison between the current available solutions and our scheme

Current available solutions Our scheme

Few papers investigated the use of smart
contracts to connect different blockchain
platforms and networks.

Investigate the application of a smart
contract among homogeneous blockchain
(Hyperledger Fabric Platform) networks to
build interoperable protocols.

Sharing applications and smart contracts
between separated blockchain networks are
not available.

Design and implement smart contracts
(chaincodes) that interact between multiple
Hyperledger Fabric networks.

Use a validator to validate and guarantee
the node state and its trustworthiness.

Use smart contracts to validate access roles
and to validate and guarantee the node state
and its trustworthiness.

The performance of the schemes was not
evaluated.

Performance evaluation for the scheme in
terms of throughput, execution time, and
latency.

pared them to the proposed architectures. According to the literature review, there
is no complete inter-blockchain communication solution that can address industry
ecosystem requirements.

We conducted a performance analysis of the proposed solution under three
scenarios and compared the results with a normal blockchain system where only
one application interacts with the blockchain.

In general, the performance evaluation showed that increasing the number of
transactions affected the performance of the proposed solution, with recorded
increases in terms of execution time and latency, and decreases in throughput. The
maximum average throughput is achieved when the request workload is measured
at 100 transactions for both read and write functions. Comparing between our
various scenarios, the evaluated metrics performed with the least efficiency during
the interaction between two blockchain applications on different networks.

Future research directions in the field of blockchain interoperability must
focus on addressing the current challenges of the available solutions. Researchers
need to ensure the reliability, performance, and security of their proposals when
developing and designing cross-blockchain communication solutions. Moreover,
creating interoperable protocols between heterogeneous blockchain networks will
result in a massive paradigm shift for blockchain technology. Another potential
research direction is to study the use of smart contracts to connect between different
blockchain platforms and networks. A good case study in that regard might involve
investigating how to share and connect applications between separated blockchain
networks.

Unfortunately, connecting different heterogeneous blockchain platforms is a
complicated process that requires time and resources to implement. The main
challenge is that each heterogeneous platform has a different architecture, consensus
algorithm, and protocol. Most available industrial solutions use validators to check
and validate node honesty and node state. The shortcoming of this approach is that
there is a single point of failure. A possible future research direction is to apply other
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implementation strategies, such as routers and sidechains, to Hyperledger Fabric and
then compare the resulting architecture to the scheme proposed in this chapter.
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