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Preface

This book provides a comprehensive analysis of fundamental topics related to
blockchain. It explores different vital issues and specific application areas that can
benefit from blockchain. The authors present the elementary description, visualize
the working procedure of the blockchain paradigm, and highlight the areas it can
be applied in real life. The main focus of this book is to explain blockchain and its
application from a new perspective, that is, distributed Internet of Things (IoT) and
interdependent networks.
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Contents

PartI Blockchain Theory

1 Introduction to Blockchain Technology ...........................oool. 3
1.1 What Is Blockchain Technology? .............cooviiiiiiiiiiiiiiniinn. 3
1.2 Blockchain Components .........oovvveeieiiieiiiiiieiiieeeeeeeeaaeaannns 4

1.2.1 Cryptographic Hash Functions.................cooviiiiiiinnnn. 4
1.2.2 TranSaCtionS ....oeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaaaeaaaaaaaanannnns 5
1.2.3 Asymmetric-Key Cryptography............coovviiiiiiiiinnn... 5
124 BIOCK .ot 6
1.2.5 Chaining BIocks .......ooviiiiiiiii 7
1.3 How Blockchain Works.............coooiiiiiii 7
1.4 Key Characteristics of Blockchain ......................oiiiiiiiinn 8
1.4.1 Decentralization..........ovvieiiiiiiiiiieiieeeeiiieeeaaaaaaannns 8
142 Immutability .....ooovviiiiiiiiiii e 9
G AN £ 1011171111 A 9
1.4.4 Auditability ........ooooiiii 10
1.4.5 NoOn-1epudiation.......oovveieeiieieeieieeeeeeeeeeeeeeeaeaaaaannns 10
1.5 Taxonomy of Blockchain ..................oooiii 10
1.5.1 Public Blockchain ..............oooiiiiiiiiiiien 10
1.5.2 Private Blockchain.................oooiiiiiiii e 11
1.5.3 Consortium Blockchain .................oooiiiiiiiiii, 11
1.6 Examples of Blockchain Applications ..................oovvviiiiinnn.. 12
1.7 Advantage and Limitations of Blockchain.............................. 12
1.8 DISCUSSION ettt ettt ettt eaaa 13
REfEIENCES .. .eeeeee e 13

2 Toward Smart Contract and Consensus Mechanisms of Blockchain ... 15

2.1

SMArt CONIACE .. ..ottt ettt ittt iie e e iiee e e e e eeaaens 15
2.1.1 Creation of a Smart Contract...........c..oevviiiiiieeeennnnnn.. 16
2.1.2  Deployment of a Smart Contract..............ovvvvvveeeennnn.. 18
2.1.3  Execution of a Smart Contract ...............ccoviiineeeiiinn... 18
2.1.4 Completion of a Smart Contract ...............oovvvvveeennnnnn. 18

vii



viii Contents

2.2 Blockchain Consensus Algorithms............coooiiiiiiiiiiiiie..,
2.2.1 Proof-of-Work (PoW) Consensus Model .......................
2.2.2 Proof of Stake (POS) ...
2.2.3 Practical Byzantine Fault Tolerance ............................
224 Proof of Elapsed Time........cccovvviiiiiiiiiiiiiiiiiiiiinne..
2.2.5 Proof of ACHVILY ..eevtiiinti ittt
2.2.6  Proof of Importance ...........cccovviuiiiiieiiiiiiiieiinnnn...
227 Proof of Capacity ......ooouvuiiiiiiiiiiiii i
228 Proofof Burn ...
2.3 Comparison of Typical Consensus Algorithms.........................
24 DISCUSSION ..ttt ittt ettt et
RefErences ......oouuiiii i

3 Blockchain Interoperability from the Perspective

of Interdependent Networks ...,
3.1 Interoperability Definition ...............oooviiiiiiiiiiii e
3.2 An Architecture of Interoperability .................ooviiiiiiiiiiin...
3.2.1 Data Generation in Data Layer.....................cooeveennnn.
3.2.2  Cross-Chain Mechanism in Network Layer....................
3.2.3 Verification of Transaction in Consensus Layer-................
3.2.4 Smart Contract for Cross-Chain Mechanism
inContract Layer .........oovviiiiiiiiiiiiiiiiiiiieeeieeeeeanns
3.2.5 Application Programming Interface (API)
in Application Layer................coeiiiii e
3.3 How Blockchain Interoperability Concept Can Be Useful
for Interdependent Networks? ........oovviiiiiiiiiiiiiiiiiiiiinnnnnnn.n.
3.4 Interoperability Challenges ............oovviiiiiiiiiiiiiiiiiiiiiaeeennn,
3.4.1 Assurance of AtOMICILY ...ovvvvvvreeeeeeieeiiiiieeieeeeaaaannns
3.4.2 Improvement of Efficiency .................cooviiiiiiiiiiinnn.
3.4.3 Maintenance of SECUTitY........covvviiiiiiiiiiiiiiiieieeaaannn,
3.4.4 Handling of Diversification ...............covvvviiiieiiennnnnn..
3.5 A Comparison of Existing Interoperability Schemes...................
3.6 OpenIssues and Challenges .........oovvviviiiieiiiiiiiiiiieeiaaaaannn.
3.7 Research DIreCtions........oouuuieeeiiiiiiiii i,
3.8 DISCUSSION ettt ettt ettt
REfEIeNCES . ...ttt

Part II Blockchain Applications

4 Blockchain Applicability in Internet-of-Things (IoT) Environment ....
4.1 TImportance of Integrating Blockchain with IoT ........................
4.2 Customized Application of Blockchain in an IoT Environment.......
4.3 Blockchain-Based IoT (BIoT) Applications ...........cccovvvvvveena....

43.1 Smart Home..........ocooiiiiiiiiiiiiiii e
432 Smart Bnergy......coooviiiiiiiiiiiiiiiiiiiii i
4.3.3 Smart Healthcare.................ooooiiiiiiiiiiii

4.3.4 Supply Chain Management...............ccceeeiiiiiineieennnnn.



Contents ix

4.4  Current Challenges of BIoT Application ..............ccoeeeeviinnn... 47
4.5 DASCUSSION ..t ettt et e ettt e ettt e e et e e eeeeen 48
RefeIeNCeS ..t 48
5 Leveraging Blockchain Technology for Artificial Intelligence ........... 51
5.1 Importance of Integrating Blockchain with Al ......................... 51
5.1.1 TImproved and Secured Decision Outcomes .................... 52
5.1.2 Collaborative Decision and Decentralized Intelligence........ 52

5.1.3 Reliable and Trustworthy Intelligent Decisions ................ 53

5.1.4 Higher Efficiency .......ccoovviiiiiiiiiiiiiiiiiiiiiiiiii e 53

5.2 Goals of Blockchain-Based AI Applications ........................... 53
5.2.1 Autonomous Computation ..........ceveeeeerereeeereeeeeeeennn. 53
5.2.2 Planning .....oooviiiiiiiiiiiiiiiii e 54

5.2.3 Discovering New Knowledge ..............coceviiiiiiiiinn 54
5.2.4 Perceive Environment ...........ccovviiiiiiiiiiiiiiiiiiiieanan 54

5.2.5 Efficient Searching.........ccoovviiiiiiiiiiiiiiiiiiiiiienn... 54
5.2.6 Optimization of Decision-Making Process ..................... 55

5.3 Emerging Challenges and Research Gaps ......................ooene. 55
531 PrIVACY . e ittt 55

5.3.2  SECUIILY .ottt eeeeas 56

5.3.3  Scalability ...oonuiei i 56

5.3.4 Consensus Protocol Design for Al Applications............... 56

5.3.5 Blockchain Regulations and Interoperability................... 56

5.3.0  GOVEIMANCE. ... uuetitteettie ettt e e e e 57

5.4 DISCUSSION ..ttt ettt et e e e e e 57
REfEIeNCES .. .eee it 57
6 Coupling Blockchain with Emerging Real-Life Applications............ 59
6.1 Blockchain in Healthcare ...........c.oooiiiiiiiiiiiiiiiiii i, 59
6.2 Energy Market Trading ...........oovvviiiiiiiiiiiiiii e 61
6.3 Bankingand Finance.................cooiiiiiiiiiiiii 62
6.4 Agriculture and Food Supply Chain .....................oeeiieinn. 62
6.5 SMATt City ..ottt 63
6.6 Smart Manufacturing ..........ooviviiiiiiiiiii 65
0.7 VO N g et 66
6.8 Personal Identity Management ..............oovvvviveiiiennennennnnnn... 66
6.9 DISCUSSION ..ttt ettt e ettt 67
REfEIeNCeS . ...t 67



About the Authors

Ahmed Imteaj is currently a PhD candidate and graduate assistant at the Knight
Foundation School of Computing and Information Sciences, Florida International
University, under the supervision of Professor M. Hadi Amini. He is also a research
lab member of Sustainability, Optimization, and Learning for InterDependent
networks laboratory (solid lab) at Florida International University. His research
interests span federated learning, machine learning, internet of things (IoT), smart
systems, and Blockchain. He holds a B.Sc. degree in Computer Science and
Engineering from Chittagong University of Engineering and Technology (CUET),
Bangladesh in 2015. From 2015 to 2018, he worked as a Lecturer at International
Islamic University Chittagong (ITUC), Chittagong, Bangladesh. Ahmed’s work on
federated learning for IoT environments is the recipient of the best paper award from
“2019 IEEE Conference on Computational Science & Computational Intelligence”
and won the second place at 2021 Florida International University Graduate Student
Appreciation Week. He has published more than 30 referred journals and conference
papers.

M. Hadi Amini is an assistant professor in the Knight Foundation School of
Computing and Information Sciences at Florida International University. He is the
director of Sustainability, Optimization, and Learning for InterDependent networks
laboratory (www.solidlab.network). He received both his Ph.D. in electrical and
computer engineering in 2019 and M.Sc. degree in 2015 from Carnegie Mellon Uni-
versity. He also holds a doctoral degree in computer science and technology. Prior
to that, he received an M.Sc. degree from Tarbiat Modares University in 2013 and a
B.Sc. degree from Sharif University of Technology in 2011. His research interests
include distributed optimization and learning algorithms, distributed computing and
intelligence, sensor networks, interdependent networks, and cyber-physical-social
resilience. Application domains include smart cities, energy systems, transportation
electrification, and healthcare.

xi


www.solidlab.network

xii About the Authors

Hadi is a life member of IEEE-Eta Kappa Nu (IEEE-HKN), the honor society
of IEEE. He served as the president of Carnegie Mellon University Energy Science
and Innovation Club, as technical program committee of several IEEE and ACM
conferences, and as the lead editor for a book series on sustainable interdependent
networks since 2017. He also serves as associate editor of SN Operations Research
Forum and International Transactions on Electrical Energy Systems. He has pub-
lished in more than 100 refereed journals and conference papers and book chapters.
He edited/authored six books. He is the recipient of the best paper award at the
2019 IEEE Conference on Computational Science & Computational Intelligence,
2020 Excellence in Teaching Award from the School of Computing and Information
Sciences at Florida International University, best reviewer award from four IEEE
Transactions, the best journal paper award by the Journal of Modern Power Systems
and Clean Energy, and the dean’s honorary award from the president of Sharif
University of Technology. (Homepage: www.hadiamini.com)

Panos M. Pardalos is a distinguished professor and the Paul and Heidi Brown
preeminent professor in the Departments of Industrial and Systems Engineering
at the University of Florida, and a world-renowned leader in global optimization,
mathematical modeling, and data sciences. He is a fellow of AAAS, AIMBE,
and INFORMS and was awarded the 2013 Constantin Caratheodory Prize by
the International Society of Global Optimization. In addition, Dr. Pardalos has
been awarded the 2013 EURO Gold Medal prize bestowed by the Association for
European Operational Research Societies. This medal is the preeminent European
award given to operations research (OR) professionals for “scientific contributions
that stand the test of time.” Dr. Pardalos is also a member of the New York Academy
of Sciences, the Lithuanian Academy of Sciences, the Royal Academy of Spain,
and the National Academy of Sciences of Ukraine. He is the founding editor of
Optimization Letters, Energy Systems, and co-founder of the International Journal
of Global Optimization. He has published over 600 papers, edited/authored over
200 books, and organized over 80 conferences. He has about 57,000 citations on his
work, an H-index of 95, an i 10- index of 575 (Google Scholar), and has graduated
62 Ph.D. students so far.


www.hadiamini.com

Part I
Blockchain Theory



Chapter 1 ®
Introduction to Blockchain Technology Qe

This chapter introduces blockchain’s fundamental topics, including the definition,
components, how blockchain works, key characteristics, taxonomy, applications,
advantages, and limitations (Fig. 1.1).

1.1 What Is Blockchain Technology?

A blockchain is a distributed and decentralized ledger consisting of blocks that
hold transaction records or history. The ledger is distributed among all the network
agents, and no central entity (i.e., decentralized) controls the overall processing of
the system [1]. The nodes or agents that are involved within a blockchain network
are called participants and miners. The participants are simply the agents who
perform any transaction, and the miners are responsible for validating or rejecting a
block. Inside a block, there may be contract records of anonymous parties, payment
or reward histories, data ownership information, etc. Each block has a fixed capacity,
and when there is no more space within a block, further data are added to a new
block. However, if new blocks are added at a high rate, then it causes performance
problems. The authors in [2] proposed “Inclusive Block Chain Protocols” that
accelerate transaction speed, and further investigation is required to verify whether
the new technology can overcome the performance problems (Table 1.1).

A blockchain is also called a Chain of Blocks as each block is linked with
its previous block by keeping the previous block’s hash information. The hash
is generated based on the block information, and any changes within the block
generate a different hash. Therefore, even any slight changes within a block result
in breaking the whole chain as the subsequent block cannot locate the tampered
block due to hash mismatch. The largest chain is selected as the best chain in such
a situation, and eventually, tampered blockchain is omitted.

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2021 3
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Chapter 3: Blockchain

Chapter 1: Chapter 2: Towards ke
_ Interoperability from
Introduction to Smart Contract and B
1 ; the Perspective of
Blockchain Consensus Mechanisms
Technology of Blockchain Interdependent
Networks
\ 4
Chapeer 6: Blocl_(chaln Chapter 5: Leveraging Chapter 4: Blockchain
based Real-life 3 R
o : Blockchain Technology Applicability in
Applications and their iy :
s for Artificial Internet-of-Things (loT)
Implementation intelli Envi t
Techniques nte igence nvironmen'
Fig. 1.1 An overview of book chapters
Tabl.e 1.1 Blockchain Term Meaning
terminology : - -
Blockchain The main authentic ledger

Blockchain technology | The technology involved in
simulating the overall
architecture of the
blockchain

Blockchain network A network in which the
blockchain exists

Blockchain generation | A particular blockchain

Blockchain user A person, institution,
organization, business,
department, or government
who is a part of the
blockchain network

1.2 Blockchain Components

Blockchain technology consists of several components, including some crypto-
graphic mechanisms (e.g., cryptographic hash function, cryptographic nonce) and
data storage concept (e.g., ledger). To simplify the basic understanding, this section
covers the details of the main components of blockchain: cryptographic hash
function, cryptographic nonce, transactions, asymmetric-key cryptography, address
and address derivation, blocks, and chaining of blocks.

1.2.1 Cryptographic Hash Functions

The operation of blockchain technology is remarkably dependent on the concept
of the cryptographic hash function. Hashing is simply a technique of applying
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cryptographic hash function to existing data that calculates a unique output (called
digest) for a given input data.

It allows individuals to independently take input data, hash that data, and derive
the same result, proving no change in the data. Even the smallest change to the
input (e.g., changing a single bit) will result in a completely different output digest.
Table 1.2 shows simple examples of this.

1.2.2 Transactions

The interaction between parties is represented as a transaction. A transfer of
cryptocurrency between the users can be regarded as a transaction for the blockchain
network users [3]. The valid transactions are stored within a block, and each block
may hold zero or more transactions. Typically in a blockchain environment, constant
creation of new blocks, even with no transaction, is crucial for maintaining security
as it prevents malevolent users from creating a longer, tampered blockchain. While
making a transaction, a blockchain network user sends information that includes the
sender’s address and public key, asymmetric cryptography-based digital signature
(details in Sect. 1.2.3), transaction inputs, and outputs. The transaction inputs that
resemble the list or quantity of digital assets need to be transferred, while the
transaction outputs indicate how much assets the receiver is supposed to receive.

1.2.3 Asymmetric-Key Cryptography

In a blockchain network, asymmetric-key cryptography establishes a trust relation
between blockchain users to verify authenticity, non-repudiation, confidentiality,
and integrity of transactions while keeping those transactions public [4]. Each
blockchain user owns a public key and a private key. The private key is used for
signing or encrypting a transaction, which is spread over the blockchain network,
while the public keys are visible to all users of the blockchain network, and they
can be used to decrypt the transaction. In this way, it ensures authenticity, i.e., the
receiver can understand that the authenticated user signs the transaction. However,
this does not ensure confidentiality. The sender can encrypt the transaction with its

Table 1.2 Examples of some input data sample and corresponding SHA-256 generated values

Input data SHA-256 hash value

Solid lab bb909246de94465¢22908c5f027 14eaab2a596e9d8f965fa9b3566cectef7881
Solid lab ee918c14b5d41be9eb3906e4d6d456c33ce36fffad729e3d4285db280d285a58
FIU 71£85e67a8330bceb32057581b450710ce96fdcb1d04649e20256e7090298¢9
FIU CS 7ded8a91d8d7d663cfcastfc5e22dd05¢c2¢3f047d0d00c8bfedee7b952fd8d940
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private key and the receiver’s public key to achieve this. After that, the receiver can
decrypt it using its own private key and the sender’s public key.

1.2.4 Block

A blockchain block consists of a block header and block body. The block header
holds the following properties:

Previous Block Hash: A 256-bit hash value generated by the previous block. This
hash value helps us to track the previous block and make a link.

Timestamp: The current time of block creation.

Merkle Tree Root: The block hash generated from the available transactions.
Nonce: The full abbreviation of nonce is “number only used once.” The
blockchain miner needs to solve or discover a number before participating in the
validation of a block. Upon solving or discovering the number, the miner is given
cryptocurrency for their efforts. The nonce is a way to exclude the less potential
crypto miners. The block data is combined with a nonce to produce a unique hash
digest: hash (data + nonce) = Unique digest value

The block body consists of a transaction counter and a list of transactions. The

number of the transactions a block can hold depends on the size of the block and
also the size of the transactions. An asymmetric cryptography technique (i.e., digital
signature) is used to validate the originality of the transactions (Fig. 1.2).

Fig. 1.2 A representation of
a block structure

Previous Block Hash
P

Timestamp

Block Version

Merkle Tree Root

Nonce

Transaction List
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1.2.5 Chaining Blocks

In a blockchain, the blocks are linked together as each block holds the hash value
of its previous block (parent block). Figure 1.3 represents a generic blockchain with
a sequence of blocks. If the parent block is somehow altered, e.g., any transaction
record is changed, then the hash value will be changed, as we discussed in Sect. 1.2.1
that a simple change within the data would generate a completely different hash. The
modification of a single block will disconnect all subsequent blocks, as the child
block holds the untampered block hash and will no longer be linked to the tampered
block. Therefore, the chain will be broken. Meanwhile, if all the blocks have
unaltered data, then the hash value will be the same, i.e., each block can track its
parent block, and eventually, it produces a longer blockchain. Figure 1.4 represents
how a tampered blockchain would hold fewer blocks and not be considered the main
chain.

1.3 How Blockchain Works

When a user joins a blockchain network and requests for a transaction, it is
broadcasted over the peer-to-peer (P2P) network. The users (nodes) within the
network verify the transaction through a consensus mechanism [e.g., proof of work
(PoW), proof of stake (PoS)]. The details of the consensus mechanism are discussed

|Timestamp ” Nonce |

|Timestamp " Nonce |

Timestamp

Nonce |

[ ][ ™ || X,

[ I

| X, || ™ |

] [

Genesis Block

Block i

Block i+1

Block i+2

Fig. 1.3 A representation of a blockchain that consists of a sequence of blocks

P ——

©) Approved as the valid chain

Fig. 1.4 Approval of the longer blockchain as the valid one
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in the next chapter. After the transaction is verified, it is included within a block.
After the inclusion of necessary transactions, block requests are to be included in
the chain. Before including a block within the chain, the blockchain miner checks
the block for validation to avoid any alteration or tamper of any data. If the block is
validated, then it is appended to the main chain; otherwise, it is eliminated and not
included in the main chain. After that, the transaction becomes complete, and there
remains no possibility of changing the transaction history (Fig. 1.5).

1.4 Key Characteristics of Blockchain

In this segment, we point out the key characteristics of blockchain and describe how
the features play a vital role in improving a system. The combination of all key
features makes a blockchain superior to the conventional approach (Fig. 1.6).

1.4.1 Decentralization

In the conventional centralized approach, each transaction is validated through a
central entity that encounters performance bottlenecks and extra costs. However,
in a blockchain-based system, a transaction can be carried out through a peer-to-
peer authentication scheme without any need for a central agency. Therefore, the

O, L @
-© _IZI__EI_

8

1. Aclient requests 2. Requested transaction 3. Once a transaction is verified, it is
a transaction broadcasts to a P2P network  included with other validated
transaction and included in a block

[

5. Transaction 4. The validated new block is appended to the existing blockchain
complete

Fig. 1.5 The working mechanism of a blockchain
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Immutability Anonymity

Blockchain
Characteristics

Non-repudiation Auditability

Decentralization

Fig. 1.6 Characteristics of blockchain

costs related to development, maintenance, and operational costs are significantly
reduced, and the performance bottleneck of the server is mitigated.

1.4.2 Immutability

The valid transactions are included in the block, and the updated ledger is spread
over the blockchain network. Any slight changes or tamper of any information is
not feasible because any changes of data within a block change the hash values that
eventually break the chain. Therefore, any tampered block cannot pass the validation
stage, and any falsification would be easily detected.

1.4.3 Anonymity

In a blockchain network, there is no central agency to keep users’ private infor-
mation. That means none of the participants of the blockchain network need to
share their identity with a third party. Instead, each user participates and interacts
with other blockchain clients by generating one or more addresses. The addresses
are used while establishing communication, making a transaction, or signing
any contract. The private information of a user is not revealed to avoid identity
disclosure, and such a strategy preserves privacy.
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1.4.4 Auditability

As we mentioned in Sect. 1.2.4, each block has a field to store the block creation
time, called timestamp. Each transaction within a block also holds a timestamp
to indicate when the transaction is processed. Furthermore, any modification of
the transaction or block information change can be easily traced by other nodes
within the network. The other user can trace any previous record that is stored in
any node of the distributed system by going back iteratively using the previous
information hash. In this manner, the auditability characteristic improves blockchain
transparency.

1.4.5 Non-repudiation

Non-repudiation is another key charismatic of blockchain. It means that none of the
participants can deny the occurrence of a transaction event or its behavior. The pri-
mary purpose of non-repudiation is to collect and store, maintain, supply, and verify
any undeniable evidence about messages between blockchain participants. The non-
repudiation is applicable in two aspects: (1) a sender “Bob” sends a message to a
receiver “Alice.” “Bob” cannot decline the action. (2) Similarly, “Alice” cannot deny
that he did not receive that message. Blockchain uses asymmetric encryption, e.g.,
digital signatures, to assure the non-repudiation feature.

1.5 Taxonomy of Blockchain

This section will classify and compare different blockchain structures that would
be helpful while designing blockchain-based software architectures. We capture
each blockchain’s major characteristics, including the performance, consensus, and
quality attributes from various prior works, e.g., [5-7].

1.5.1 Public Blockchain

In a public blockchain, anyone can join and see the transactions on the network.
To participate in a public blockchain is a matter of downloading of required
software. Public blockchain cuts down the need to keep an intermediary in con-
trolling blockchain network or any asset exchanging scenario. That means a public
blockchain works entirely in a decentralized way. All the operations or activities
within a blockchain network are accomplished through peer-to-peer mechanisms.
Every node within the network verifies every transaction before it is included in
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the system. Any node can sync the entire blockchain and can observe the overall
blockchain history. This feature makes public blockchain extremely secure while
slowing down the overall process due to many nodes.

1.5.2 Private Blockchain

Private or permissioned blockchain considers a middleman responsible for selecting
the nodes that can be part of the network. Besides, the central entity has the power
of validation and can change any rule of the blockchain (e.g., block consensus).
Only the selected nodes have access to view the blockchain ledger or make any
contribution. Usually, private blockchains are smaller in size as a limited number of
people are considered to join the system. Private blockchain is incredibly beneficial
for small corporations, agencies, or organizations. Due to the full power central
entity, a private blockchain is comparatively less secure but has faster operations
than a private blockchain.

1.5.3 Consortium Blockchain

The consortium blockchain is a combination of both public and private blockchains.
A notable difference can be noticed at the consensus level. Instead of considering an
open platform where anyone can validate a block or a closed system where only a
single authority has the validation power, a consortium blockchain considers equally
powered entities as the validators. That means, if a certain fraction of these parties
behave honestly, then the overall system will not face any trouble. A consortium
blockchain is appropriate where multiple organizations work together in the same
platform and look for a common ground to carry out transactions and any relay
information.

Property Public Private Consortium
Decentralized Yes No Partially
Immutability Very difficult to tamper | Alterable Partially immutable
Non-repudiation Not refusable Easily refusable Partially refusable
Consensus decision All miners A set of nodes An organization
Consensus decision Public, permissionless Permissioned Permissioned
Transparency Completely transparent | Not transparent Partially transparent
Efficiency Low Very high High

Flexibility Poor Very good Good
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1.6 Examples of Blockchain Applications

In this section, we list some of the prominent sectors where blockchain technology
can be deployed. Examples of some emerging blockchain application domains are
listed below:

» Secure storage and exchanging of medical records
* Real-time traffic monitoring
* Energy market trading

* Stock market

* Voting mechanism

e Supply chain management

* Financial service

* Smart parking

e Street light management

* Waste management

e Insurance

* Farming

* Education.

The detailed discussion on blockchain applications is presented in Chap. 6.

1.7 Advantage and Limitations of Blockchain

There are a wide spectrum and numerous benefits of blockchain technology,
including decentralization, anonymity, persistency, and auditability. On the other
hand, blockchain technology has some limitations that need to be considered while
designing a system. A comprehensive overview of blockchain opportunities and
their limitations is presented in [8—10].

Pros

1. Transaction are secure and private.
2. The accuracy is improved due to inconsideration of human involvement or
disregard of any paperwork.
. All transactions are transparent.
. Eliminate the need for third-party verification.
5. A decentralized ledger is stored in all available users which makes it difficult to
tamper any content within the ledger.

B~ W

Cons

1. If the consensus mechanism is not strong, then the transaction verification
process would be biased.
2. The technology cost to conduct the overall process is high.
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3. No types of blockchain ensure both strong security and faster process at the
same time. For instance, public blockchain is more secure, but the verification
process is slower. In contrast, private and consortium blockchains are faster but
less secure due to issues of centralization.

1.8 Discussion

Blockchain is a distributed ledger that ensures immutability, authentication, confi-
dentiality, and non-repudiation of a transaction and avoids any alteration or refusal
of an established contract. The user information is replaced with an address that
hides the personal identity. All the available network users verify a transaction, and
only the validated blocks are approved for inclusion in the main chain. Only the
untampered or original blocks are remained in the main chain, while the disapproved
and altered blocks are excluded.
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Chapter 2 ®
Toward Smart Contract and Consensus Creck fo
Mechanisms of Blockchain

This chapter presents a detailed description of smart contract and proof-based
consensus mechanisms used in blockchain technology. Smart contracts are used in
blockchain technology while making transaction between two parties, and it enables
only the validated transaction to be included in the blockchain. However, to validate
a transaction, Satoshi Nakamoto, who is the inventor of blockchain, introduced
a proof-of-work (PoW) consensus algorithm while performing transaction among
blockchain nodes (i.e., users) [1]. Later on, various proof-based consensus mecha-
nisms [e.g., proof of stake (PoS), proof of location (PoL), PBFT (practical Byzantine
fault tolerance)] are proposed. The main concept of applying proof-based algorithms
is that the nodes within the blockchain network that performs and exhibits sufficient
proof will get the privilege to append a new block to the main chain and collect
the reward. In this chapter, we present a clear explanation of smart contract and
discuss about some of the most important consensus algorithms of blockchain that
are widely used (Fig. 2.1).

2.1 Smart Contract

A smart contract is an important part that contributed to the advancement of
blockchain technology (Fig. 2.2). Smart contracts were introduced in the 1990s as a
computer-based transaction protocol that can document, control, and execute legal
events and perform actions based on the contract agreement [2]. The main objectives
of integrating smart contracts in blockchain technology are to reduce the need for
trusted intermediators and fraud losses and to reduce the malicious, enforcement
costs, and accidental exceptions [3]. A smart contract is implemented on top of
the blockchain technology. In a smart contract, when two parties agreed on all
the clauses stated in a smart contract and start the transaction, it is automatically
embedded into the blockchain and proceeded when certain clauses or conditions are
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fulfilled (e.g., a party gets penalty or punishment when it breaches the smart contract
clauses). The contractual clauses of a smart contract are transformed into executable
computer programs. The logical connections that exist among the contractual
clauses are preserved in the form of program logic flows (e.g., if-else-if statements)
[4]. A contract statement that is executed cannot be further modified, i.e., the
transaction is recorded as immutable in the blockchain. Besides, smart contracts
facilitate access control of each smart contract function. That means it is possible
to set access permission for different functions of smart contracts. Moreover, smart
contracts ensure contract enforcement, i.e., it guarantees that the execution of smart
contract is deterministic. In particular, whenever any smart contract conditions are
satisfied, it automatically triggers the corresponding function. For instance, two
users of a blockchain network named Alice and Bob give their consent on the
penalty or punishment of violating a smart contract agreement. If Alice breaches
the contract, then immediately, the penalty mentioned in the smart contract will be
cut from Alice’s deposit. The life cycle of a smart contract has four phases: creation,
execution, deployment, and finalization or completion [4, 5], which is illustrated in
Fig.2.3.

2.1.1 Creation of a Smart Contract

At the beginning of a contract creation, the involved parties perform negotiation on
the rights, obligations, and prohibitions on that contract. All the involved parties
reach to an agreement after multiple rounds of negotiations and discussions. A draft
of an initial contractual agreement is prepared by the lawyers or counselors of the
involved parties. After that, the agreement written in natural languages is converted
into a programmable language that may include declarative and logic-based rule
language [5, 6]. The conversion of a smart contract from a natural language to
a computer-based language is composed of several stages, i.e., contract design,
deployment, testing, and validation, like software development. After several
iterative processes, a smart contract is prepared and published in the blockchain.
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2.1.2 Deployment of a Smart Contract

After the smart contract is prepared, it is validated and deployed on top of a
blockchain. After a contract is published on a blockchain, it cannot be modified
due to blockchain immutability. Any correction or modification requires creating
a new contract. When a contract is published and implemented on the blockchain,
it is accessible to all the available parties. In the meantime, the involved parties’
digital assets are frozen via their digital wallets, and those digital wallets are sued
to identify the parties [7].

2.1.3 Execution of a Smart Contract

After the smart contract is deployed in blockchain, the contractual clauses are
monitored and evaluated. Whenever a contractual condition meets (e.g., receive the
contractual product), the sequential related procedures are automatically executed.
It should be noted that a smart contract consists of a couple of declarative statements
that may have logical connections. Therefore, once a condition is triggered, the
connected statements are automatically executed and validated by blockchain
miners. The verification and execution contract status is written on the blockchain.

2.1.4 Completion of a Smart Contract

After the evaluation of a smart contract, the status of the involved parties is updated.
All the executed transactions and the updated states of all parties are written in the
blockchain. Meanwhile, the involved parties transfer digital assets according to the
contract policy. After the completion of digital asset transfer, the asset is unlocked,
and it completed the life cycle of a smart contract.
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It is to be noted that during the deployment and freezing, evaluation, and
completion stage of a smart contract life cycle, a sequence of transactions is
executed, written in the blockchain (see Fig. 2.3).

2.2 Blockchain Consensus Algorithms

If every node broadcasts blocks that hold verified transactions in a blockchain
network, then confusion could arise. For instance, if we consider a verified
transaction that needs to be inserted into the block and multiple nodes perform
broadcasting about that, we can observe redundant transactions in different blocks.
Thus, the ledger would be meaningless; rather than, a node needs to be selected
that will be responsible for inserting the transaction into a block. After successfully
inserting all the verified transactions into the block, the nodes within a blockchain
network need to verify and reach an agreement (called consensus) to insert a new
block to the main chain. Each participated node needs to prove its validity and
authenticity before inserting a new block to the chain. The first node that is able
to accomplish consensus will have the right to insert the new block. Once a block
is verified and inserted into the chain, it is infeasible to modify or delete that block
[8, 9]. We can achieve consensus in a blockchain network by applying various proof-
based algorithm. In this section, we discuss various consensus models and how they
actually work.

2.2.1 Proof-of-Work (PoW) Consensus Model

The most popular and widely used consensus mechanism is proof of work (PoW),
which is used in Bitcoin. In currency cryptography, PoW has been a popular choice
for many years. Under PoW, a participant is called a miner. The miners perform
a computational task, i.e., solve a puzzle problem in order to obtain the right to
generate a new block. The nodes perform puzzle solving by finding a specific hash
function. Each blockchain miner tries to solve the hash value, i.e., they try to figure
out a particular value as a nonce to meet a predefined hash condition, e.g., finding
the nonce value that will make the first 30 bits of its hash to zero. The difficulty
of the consensus mechanism can be increased by setting a hard puzzle. Each miner
tries to find hash values that are smaller than or equal to a certain target value to
reach consensus in the blockchain network [10, 11]. Whenever a miner finds the
target hash value, it broadcasts the current block to the whole network. After that,
all other nodes verify the correctness of its hash value. If the block is legit, all nodes
append that new validated block to their blockchain. In Fig. 2.4, we presented an
illustration of proof-of-work (PoW) consensus mechanism.

The main advantage of PoW is its strong security, an acceptable level of
scalability, and decentralization feature. However, the block mining and validation
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process of PoW wastes a lot of energy. As more difficult the puzzle is, the more
computational power is required. Therefore, the resource-constrained nodes would
not solve a complex puzzle as the target hash generation time and success rate
depend on the node’s computational ability [12]. In summary, the disadvantages
of PoW are high block creation time, high energy requirement, less throughput, and
special hardware dependency.

2.2.2 Proof of Stake (PoS)

The next common and widely used distributed consensus algorithm is proof of stake
(PoS). The main aim of creating PoS concept is to eliminate the main drawback of
PoW, i.e., energy inefficiency. In PoS-based approach, the creator of next block is
selected via different combinations of random selection, stake supply, and age that
could provide scalability. The idea of PoS was first introduced in 2011, particularly
for Peercoin cryptocurrency, and later on was used in others, i.e., Nxt and Blackcoin
[13]. In this consensus mechanism, the node for creating next block is selected
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via a quasi-random process, and the selection is performed by considering the
assets stored in the wallets of the nodes. As this method does not require high
computational power to validate any proof, the miners do not receive any reward
without the transaction fees. The advantages of PoS are