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Abstract The resilience of an area/region/country or society is directly related to
the performance of its Critical infrastructures (CI), especially when it is affected by
extreme events. The increasing number of catastrophic events, such as terrorist attacks
or natural disasters (tsunamis, fires, floods), alerted Europe and other nations world-
wide to take measures for preventing or reducing possible consequences against these
situations. CI are commonly defined as facilities, systems and assets, essential for the
maintenance of vital social functions, and their disruption or destruction may signif-
icantly impact the well-being of society. It is mandatory for any nation to identify
which Infrastructures must be defined as critical, by analyzing the impacts provoked
by an extreme event and the society’s dependence towards this Infrastructure. For
this purpose, European Commission established a procedure for the identification
and designation of European CI ensuring to avoid different approaches within the
EU. Three cross-cutting criteria where defined: (a) Casualties; (b) Economic-effect;
(c) Public effect. This paper aims to introduce different risk management models for
CI and the parameters necessary for quantification of these Methodologies. There are
several models for risk management, the ones studied and introduced in this paper
were applied in different countries and types of CI, these vary from deterministic
approaches to probabilistic methods. The critically parameters are related in govern-
mental, economical, security and welfare terms, these parameters are important for
two main reasons: (1) to keep updated the critical index and the maps of risks and
vulnerability that predictive models may use; (2) Current tools are essentially based
on models weighed by qualitative weights, not allowing the complete analysis of
one-off events.
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1 Introduction

Critical infrastructures (CIs), play a vital role in today’s societies, enabling many of
the functions and services of modern societies. From financial services and emer-
gency services, to energy production and water supply, these infrastructures funda-
mentally impact and continue to improve the quality of life of societies. Today, CI
systems face several potential hazards, such as natural (earthquakes, floods, fires),
technological (operational failures in systems) and human (fires, cyber-attacks or
malicious activity) that can intervene in the functionality of these systems [1, 2]. The
malfunctioning of these systems causes a cascading effect through the community
and causes social, economic and functional disruption.

Therefore, it is important to understand the potential hazards/risks affecting the
use of infrastructures and their methods of analysis for the development of these
systems. Risk management models are the best solution to assess and find planning,
mitigation and recovery solutions, where the consequences of damage and losses are
quantified for decision making [2]. In this context, risk analysis plays an important
role as it provides information and helps the development of risk mitigation plans
and strategy by decision makers.

There are a significant number of risk assessment models for CI. In general,
the approach used in these models is a common and linear approach, consisting of
only a few elements: (i) identification and classification of threats; and (ii) iden-
tification of vulnerabilities and impact assessment [3]. Nonetheless, there is a big
difference between these methodologies and the target audience of their application
(policy makers, managers, research institutes), as well as the field of applicability
(asset level, system/infrastructure level). Resulting in the need to study and develop
methodologies that attempt to assess the issue of several simultaneous risks and the
interdependencies of infrastructures.

The matter of interdependencies in the critical infrastructure system is very impor-
tant, and according to Rinaldi et al. [4] four interdependencies: (i) physical (the oper-
ation of one infrastructure depends on the material output of the other); (ii) cyber
(dependency on the information transmitted through the information in the infras-
tructure); (iii) geographic (dependency on the effect of the local environment that
simultaneously affects several infrastructures); (iv) logical (all those that do not fit
into the previous points). Continuously, methodologies take interdependencies into
account and this reflects the natural evolution of risk assessment models.

In the following sections several risk management models for critical infras-
tructures obtained by a detailed state of the art review will be presented and
discussed.
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2 State of the Art on Risk Management Models for Critical
Infrastructure

2.1 Critical Infrastructure: Concepts and Definitions

It is important to know the specific definition of CI, however, there is no Universal
definition, despite the similarities, the definition differs from one country to another
due to its own specifications and socio-cultural characteristics [5]. In Australia, for
example, a CI is defined as “those physical facilities, supply chains, information
technologies and communication networks which, if destroyed, degraded or made
unavailable for an extended period of time, would have a significant impact on the
social or economic well-being of the nation, or would affect Australia’s ability to
conduct national defense and ensure national security” [6]. On the other hand, the
US defines CI as “systems and assets, physical or virtual, so vital to the United States
that the inability or destruction of such systems and assets would have a debilitating
impact on security, national economic security, public health or national security, or
any combination thereof” [6]. The official definition given by the European Union
Council determines a CI as “an asset, system or part thereof situated in Member
States which is essential for the maintenance of vital functions in society, health,
safety, security, economic or social well-being of persons, and the disruption or
destruction of which would have a significant impact in a Member State as a result
of the failure to maintain those functions” [7].

In addition to differences in definition, there are more substantial differences
when defining a CI, for example: in Germany the CI is divided into vital technical
infrastructure and vital socio-economic services infrastructure; on the other hand, in
Great Britain the CI is divided into national critical infrastructure and other critical
infrastructure [8]. Moreover, it is important to know how any infrastructure can
be designated as critical. For Alexander Fekete [9], there are two main questions
that need to be considered: (1) On what are we dependent? That is, whether the
infrastructure under study, as referred to in the Council’s definition of the European
Union, is essential for the maintenance of vital societal functions, and (2) What
would be the impacts of failure? in terms of potential number of victims (victims or
injured) and socio-economic impacts.

The European Commission has established a procedure for the identification and
designation of European Critical Infrastructure (ECI) in order to have a common
approach to the protection of these CI by defining three cross-cutting criteria: (a)
Victims criterion (assessed in terms of the potential number of fatalities or injuries);
(b) Economic effects criterion (assessed in terms of the significance of economic
loss and/or degradation of products or services; including potential environmental
effects); and (c) Public effects criterion (assessed in terms of the impact on public
confidence, physical suffering and disruption of daily life, including the loss of essen-
tial services). While the limits for each of the cross-cutting criteria are determined
on a case-by-case basis by the Member States concerned for a particular critical
infrastructure [7].
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According to Gritzalis, Theocharidou and Stergiopoulos, based on the relevant
literature and international practices used, a precise process to identify and designate
the national CIs should be applied in four steps [8]:

e Identification of critical sectors/sub-sectors. At this stage, sectors and/or sub-
sectors that are considered important for national interests are identified.

e This means that each EU member should declare a list of its national critical
sectors because not all sectors are equally critical, resulting in some sectors more
critical than others. However, in terms of defining a common EU framework for
Critical Infrastructure Protection (EPCIP), a list of common critical sectors and
sub-sectors within the related critical services is provided [6].

o Identification of critical services. Critical (or vital) sector/sub-sector services are
identified and designated for each critical sector.

e (Il designation. For each critical service, the critical assets/components that make
up the CI are identified and designated.

e CI protection. Protection and security procedures are implemented for each CIL.

2.2 Criteria for the Assessment of Risk Management Models

Once the CI is identified, the first step to protect it involves identifying and evalu-
ating the factors that may negatively influence its operations, defining a systematic
and analytical approach to prioritize resilience measures for CI. This analysis must
include an assessment of the impacts of the CI breakdown by pre-established criteria.
Several approaches are used in OECD countries [10], for example, in Switzerland a
first contrast is made between different sectors and subsectors with three categories
of criticality (very high, high and normal criticality). In the Netherlands, economic,
physical and social criteria allow different critical infrastructure processes to be
defined, but then a distinction is made between the intensity of the effects, stating
two categories, the first one, category A, when disturbances produce large impacts
and cascading effects, and, the second category, category B, when impacts caused
are smaller, in order to reflect diversity within CI and to establish priorities. In terms
of criteria, the European Commission defines a minimum set for the assessment of
CI, including public, economic, environmental, policy and psychologic impacts, and
interdependencies [7, 10].

Identifying the weak points on a CI makes possible to prioritize and focus the
resilience efforts and investments on existing infrastructure systems: on points of
failure that would have the most serious consequences. This prioritization can be a
decisive variable in decision making, such as which infrastructure should be hardened
or relocated, or which CI should receive priority restoration after a disaster to ensure
rapid recovery [10]. This study attempts to present a structured review of existing
methodologies/models at both national and international levels, identifying which
models have already been developed and which failures still exist. Clearly, there is a
huge list of models, but only a few will be presented in this report, which have been
chosen according to the following criteria:
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Scope of the model: sector and end-user;
Model Objectives;

Applied methodology and standards;

The study of interdependencies;
Consideration of infrastructure resilience;
Risks analysis in different sectors.

In the following points different methodologies will be presented, applied in
different countries, showing different methods and approaches, depending on the
type of CI and its risks.

2.3 Risk Management Models

Despite the existence of numerous risk assessment methods, this article will present
methods ranging from deterministic approaches to probabilistic methods. These
deterministic approaches analyze and interpret historical events of disasters and avail-
able back data considering new developments, scenarios and simulations that expand
on back analysis [6, 8]. Below it is presented several risk managements models,
describing their most important features and parameters for the risk assessment:

2.3.1 The Dynamic Inoperability Input-Output Model (DIIM)

A methodology was proposed to measure network resilience considering physical and
cyber-threats dependencies between facilities in critical civil infrastructure systems
by modifying the DIIM (Dynamic Inoperability Input-output Model) and combining
it with graphics theory. Additionally, recovery coefficients for each type of installa-
tion were also studied and used to model the operability of each network installation
over time [11]. It is based on the Input-Output Dynamic Inoperability Model to eval-
uate the recovery of civil infrastructure facilities, considering the dependencies at
the infrastructure level.

2.3.2 GIS-Based High-Level Approach

This model evaluates the impacts of climate change on CI. This approach is based
on the application of high-resolution climate change forecast maps and provides the
recognition of critical high-risk zones. This GIS tool aims to provide stakeholders
information necessary to take decisions regarding potential impacts and opportunities
of climate change impacts and highlights the critical points of climate change for
more detailed analysis. The results of this model are: (1) Matrices with information
regions that highlight vital connections between infrastructure assets and climate
threats; (2) Sectorized maps that show the vulnerabilities of CI networks to current
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and future climate extreme events; (3) Cross-sectoral geospatial criticality maps for
several climate threats [12].

2.3.3 BIRR—Better Infrastructure Risk and Resilience

This methodology was created by the Argonne National Laboratory (United States)
and includes 18 critical infrastructures (energy, critical production, etc.). This
methodology has a sector-wide approach that goes down to the asset level and gives
priority to protection measures and is applied primarily to terrorist threats. The inter-
esting features of this methodology are the concepts of vulnerability index (IV),
protection measures index (IMP) and resilience index (IR). The concept behind the
IR, is to have a common metric and facilitate the comparison between the various
infrastructure sectors that are covered by this methodology. The procedure for estab-
lishing the IV part of the IMP is designed to reflect the increased protection of certain
assets as new measures are implemented. It should be noted that in determining
the LMI, the question of dependencies is considered. For each asset analyzed, it is
possible to define in which main sectors (electricity, gas, ICT, etc.) its operation is
dependent and quantifies this by means of redundancy, resilience and impact indices.
Essentially, this methodology allows policy makers to create tools that help analyze
and identify the vulnerabilities of different sectors and prepare risk reports [3].

2.3.4 Damage Estimation Model (DEM)

This model predicts and analyzes the effects that a hurricane can have on the perfor-
mance of interdependent infrastructure systems by producing scenarios of damage
to a set of Cls. It uses a Monte Carlo simulation and statistical method to predict
the damage caused by a hurricane to the systems under study with the objective to
provide the stakeholders a variety of options in order to choose a scenario based on
the user’s needs. The DEM is capable to employ forecasted, historic or customized
risk scenarios to produce its predictions [13].

2.3.5 Infrastructure Disruption Model (IDM)

This model applies optimization techniques to determine the cascading effects that
an event can cause on all the Infrastructure Systems considered, in order to antici-
pate and analyze the outcomes that a hurricane may produce on the performance of
interdependent infrastructure systems. The IDM applies optimization techniques to
distinguish which components receive the critical services and which components
do not. The model performs the analysis employing the DEM results as an input,
providing maps of Infrastructure damage and service disruptions [13].
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2.3.6 BMI—Baseline Protection Concept

The German Federal Ministry of the Interior has created a basic protection plan,
which contains a risk assessment methodology. It is essentially aimed at industries
in the area of infrastructure and aims at human protection [14]. This plan contains
a broad list of possible risks ranging from natural hazards to terrorism and criminal
acts. It presents the potential points of vulnerability for each category of risk, and
the mitigation/protection measures against the risks.

2.3.7 DIESIS—Design of an Interoperable European Federated
Simulation Network for CI

DIESIS is a study that seeks the implementation of a Unified European Centre for
Infrastructure Simulation and Analysis. DIESIS includes the CI simulators SINCAL
(electrical network), NS2 (telecommunications network), Open Track (rail traffic)
and a flood simulator (Aqua) for the simulation of external events. This assemblage
of models enable the assessment of the scientific, technical and financial viability

of the proposed e-Infrastructure towards the possible impacts it may be exposed to
[15].

2.3.8 Carver2

CARVER?2 is a tool that has been developed to address the analysis needs of critical
infrastructure primarily from the point of view of the policy maker [3]. CARVER
takes into account natural risks but also terrorist threats, the following aspects are
the criteria considered for the risk assessment [3]:

e C(riticality: This is in fact part of the methodology impact assessment.

e Accessibility: Refers to the possibility of terrorists being able to enter the infras-
tructure and cause its destruction, being essentially evaluated by the vulnerability
of the infrastructure in terms of physical security.

e Recoverability: Partially analyzes resilience since it refers to the infrastructure’s
ability to recover its original state after failure.

e Vulnerability: Analysis of infrastructure vulnerability (in this methodology,
vulnerability to terrorist attacks is very well defined, but little in relation to natural
risks).

e Notoriety: Assessment of infrastructure as an icon (e.g. cultural site) with indirect
impact.

e Redundancy: Presentation of the alternatives that result from the evaluation.

In this methodology the interdependencies are considered, users have a list of
sectors that are affected by the loss of another one, the level at which these inter-
dependencies were defined and which interdependencies were included in the tool
(cyber, physical, functional, geographic) are still to be defined. At the end of the
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evaluation, a report is generated with a classification, which allows the comparison
of completely different infrastructures, as it presents a standardized metric.

2.3.9 CIP/DSS—Ciritical Infrastructure Protection Decision Support
System

The Decision Support System for Critical Infrastructure Protection (CIP/DSS) simu-
lates the dynamics of each infrastructure and links one infrastructure to another
according to their interdependencies [16]. For example, repairing damage to a city’s
electrical grid requires transportation to the fault sites and delivery of repair equip-
ment, fuel for the vehicles/equipment needed for repair, telecommunications for
problem diagnosis and coordination of repairs and availability of work. The repair
itself involves diagnosis, ordering parts, dispatching teams and performing work. The
electrical network responds to the initial damage and to complete the repair needs
to make changes in its operational characteristics. Dynamic processes like this are
represented in the simulations generated by CIP/DSS, through differential equations,
discrete events and operation coding rules. CIP/DSS develops a risk-based deci-
sion support system that provides information for decision making on infrastructure
protection, considering critical infrastructures and their primary interdependencies
[16].

2.3.10 Multicriteria Identification and Prioritization Methodology

The Local Disaster Index (LDI) identifies the social and environmental risks that
arise from more recurrent lower-level events that are often chronic at local and sub-
national levels. These particularly affect the most socially and economically fragile
population and generate a highly detrimental impact on countries’ development [6].

LDI is calculated by adding three sub-indicators (K, A, and L). According to the
author of the study, the calculation formula results from the following mathematical
equation: LDI = LDI_K + LDI_A + LDI_L, where LDI_K represents the Local
Sub-indicator of the Number of Deaths, LDI_A represents the Sub-indicator of the
Number of People Affected, and LDI_LO Sub-indicator of Losses in four varieties
of events, such as landslides, earthquakes, floods and storms, among others. The
prevailing Vulnerability Index (PVI) which is composed of a series of indicators that
characterize the prevailing vulnerability conditions reflected in exposure in prone
areas, socio-economic fragility and general lack of social resilience [6].

The Risk Management Index (RMI), which gathers a set of indicators related to the
country’s risk management performance. These reflect organizational, development,
capacity and institutional actions taken to reduce vulnerability and losses, to prepare
for the crisis and for efficient recovery [6]. Their calculation formula is identical to
that of the PVI index. Obtaining the RMI index results from averaging the four sub-
indicators RI, RR, DM and FP, as shown in Eq. (1), where, RI: Risk Identification
Indicator, RR is the Risk Reduction Indicator, DM: Risk Management Indicator, and
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FP is the Financial Protection Indicator.

RM1 RM1 RMI RMI
RMI — Rl + RR‘Z pMm + FP )

2.4 Predictive Models’ Methodology

This section presents some methodologies used to predict possible events that put
the critical infrastructure at risk.

24.1 ASOR—Evaluation and Strengthening of Organizational
Resilience in the Critical Infrastructure System

The ASOR (Assessing and Strengthening Organizational Resilience in Critical
Infrastructure System) method is based on the principle of assessing the factors that
determine organizational resilience, identifying weaknesses, and proposing measures
to strengthen organizational resilience in a critical infrastructure entity. The core of
this method is the process of assessing and strengthening organizational resilience
in a critical infrastructure system. This procedure is based on available resources,
focusing essentially on CI resilience factors [17].

2.4.2 SafeCity—Geographic Information System for Critical
Infrastructure Protection

The SafeCity is built on a web-based Geographic Information System for Critical
Infrastructure Assessment and Visualization and Hazards for the Civil services. The
system allows operators to identify Critical Infrastructure in the context of the multi-
layer maps of a city, perform analysis and simulate different hazard scenarios. Once
a degree of criticality has been assigned to each identified Critical Infrastructure, the
system allows a spatial analysis of the density of vulnerable structures in the different
areas of the city [18].

3 Conclusions and Future Research

Based on the analysis of the different risk management and predictive models, the
creation of a matrix was initiated, that ease the understanding of the focus of each
Methodology and the inputs and outputs that each methodology needs and provides
during the risk management and assessment (Table 1).
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This paper provided a critical analysis of the capabilities of different strategies,
applications and methodologies for the identification and evaluation of risks in critical
infrastructure, as an opening towards developing an integrated and multidisciplinary
methodology that allows to assess various risks in different types of Critical Infras-
tructures. Considering the importance of infrastructure interdependencies and the
complex network modeling techniques it requires.

It was observed from the most relevant articles related to risk management and
predictive models found that whether for risk assessment or predictive models, these
were created according to a specific necessity. This led to the existence of non-
multidisciplinary methodologies and assessments, varying them from types of risks,
to the focus of study and groups of Cls, creating a gap of approaches consider various
types of Critical Infrastructures, risks and objectives of the assessment.

In general, the studies of risks and vulnerabilities in Critical Infrastructures show
two noticeable aims in the development of these methodologies:

e The first one relates to the identification of methods, techniques, tools and
diagrams to describe the current state of infrastructure. Hazards and extreme
events are used to obtain a survey of the infrastructure performance and its
response to these events.

e The second one aims to understand the performance of the CI in different scenarios
under diverse simulations, resulting in the identification of weaknesses on the
Critical Infrastructure.

Finally, itis essential to continue investigating and improving the way of collecting
and processing the methodologies about critical infrastructure’s resilience and risk
assessments. Hence, future studies are needed to conduct to validate the usefulness
and reliability of these methodologies described to evaluate the resilience of CI
exposed to extreme events, natural or manmade. Additionally, it is vital to realize
empirical applications applied on case studies embracing different scenarios for each
dimension of resilience.
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