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Abstract. The maturity of a new generation of information technologies, includ-
ing the internet of things (IoT), wearables, cloud computing, Artificial Intelli-
gence (AI) and machine learning, has led to the advent of smart domains, such
as smart manufacturing, smart logistics, and smart healthcare. Smart healthcare
brings unlimited opportunities to solvemany of the problems of traditionalmedical
systems, with the ultimate goal of realizing 4P medicine (Predictive, Preventive,
Personalized, Participative). However, to realize this ambitious vision in such a
highly regulated multi-disciplinary and sensitive domain, a mine of challenges
needs to be effectively and efficiently addressed. A smart health digital platform
that integrates all relevant (semi-) structured and unstructured health-related data
is fundamental. The platform should incorporate a variety of care data, includ-
ing vital medical information from medical records, current medication, imaging
studies, lifestyle, genetic, demographic, psychological&psychosocial andpatient-
provided health data from exercise or health monitoring applications and medical
pathways. These will lead to improving post-operative planning, reduce medical
risks and costs, and generate more accurate therapy and increased Quality of Life
(QoL) for patients. The main contribution of this article is a reference architecture
for a smart digital platform for personalized prevention and patient management
that acts as a roadmap for further R&D in this domain.

1 Introduction

Traditional healthcare is being revolutionized as a result of the maturity and synergy
of a new generation of information technologies, including IoT, wearables, big data,
cloud computing, simulations, AI, and machine learning. The concept “Smart Health-
care” was born out of the concept of “Smart Planet” proposed by IBM in 2009. Smart
healthcare is a health service system that uses technology to dynamically access informa-
tion, connect people, materials, and institutions related to healthcare, and then actively
manages and intelligently responds to medical ecosystem needs [1, 2]. Smart healthcare
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opens unlimited opportunities to solve many of the problems of traditional medical sys-
tems. This includes: (i) promoting the collaboration between all involved stakeholders,
including patients, relatives, doctors, nurses, healthcare providers, healthcare institu-
tions, public health, scientists and policymakers, (ii) improving themonitoring of patient
activities outside the traditional care setting – including medication adherence manage-
ment, chronic disease management support and other interventions – and (iii) reducing
costs through improved care coordination and operational improvements founded on the
increased visibility of patient activities – reducing unnecessary service utilization, and
allocating resources more efficiently.

To realize the real potential of smart healthcare, many challenges are continuously
emerging. In particular, smart healthcare lacks macro guidance, which results in poorly
planned development goals and ultimately a waste of resources [1]. Furthermore, smart
healthcare inherits the problems of Big data 3Vs (Volume, Velocity, and Variety) [2].
In these sensitive and highly regulated domains, the situation is even aggravated by
special requirements to data protection, security, and privacy regulations as in GDPR1.
Particularly, in healthcare, big data challenges are compounded by the fragmentation
and dispersion of heterogeneous data among various stakeholders. Besides, for any suc-
cessful implementation of a smart healthcare system, it should be founded on an agile,
robust, reliable, secured, and scalable platform by considering healthcare data stan-
dards and information exchange standards. On top of such a platform, various querying,
simulations, and data analytics functionalities are enabled and can be adapted to the
requirements of the respective stakeholders.

The main contribution of this article is a reference architecture for a smart digital
platform for personalized prevention and patient management meeting these require-
ments. The reference architecture also acts as a roadmap for further R&D activities in
this direction and it realizes 4P medicine [3].

The rest of this paper is structured as follows: Sect. 2 analyses related work and
identifies the gaps in smart healthcare platforms described in the literature. Based on
these findings, Sect. 3 presents the proposed reference architecture for a smart digital
platform for personalized prevention and patient management and discusses its main
components. Finally, conclusions and future work directions are drawn in Sect. 4.

2 Related Work

Research efforts that specifically focus on smart healthcare platforms/architectures are
rare in the scientific literature that are discussed inSect. 2.1.Other related parallel streams
of work addressing specific challenges of individual components of a smart healthcare
platform are discussed thereafter in the following sub-sections. They include: (i) big
data integration & interoperability techniques, (ii) Domain-Specific Languages (DSL)
for data-intensive applications, and (iii) data security and privacy.

2.1 Smart Healthcare Architectures

Prominent work in this direction is reported in [4–7]. The authors in [4] propose
an IoT-aware, smart architecture for automatic monitoring and tracking of patients.

1 General Data Protection Regulation: https://gdpr.eu, last access: 03.08.2020.

https://gdpr.eu
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The architecture integrates with a smart hospital system, which relies on RFID, WSN,
and smart mobile gadgets interoperating with each other through a low-power wire-
less area network. Similarly, the work in [5] builds an IoT-aware architecture for smart
healthcare coaching systems that assists families and patients in their daily living activ-
ities and hence improving the QoL of patients by allowing them to get the medical care
they need at home. Analogously, the study in [6] proposes an IoT network management
system architecture that is reliable, effective, well-performing, secure, and profitable for
caregivers. Finally, a survey of a 5G-Based smart healthcare network is reported in [7]
concluding with a range of challenges and future R&D directions.

The architectures discussed in these papers ignore the challenge of big data variety
(big data integration& interoperability) that represents one of themajor challenges in big
data, especially in the healthcare domain. This lack limits the validity and applicability
of the proposed approaches in practice. Furthermore, these approaches offer no solution
for managing large scale data processing systems; they neither address data security and
privacy nor investigate the role of DSLs for data-intensive applications. The proposed
reference architecture described in Sect. 3 considers all these vital points and builds on
the concept of modern data architecture as opposed to the traditional concept of data
warehouse (cf. Sect.3.2). These concepts form the foundation of employing advanced
analyticsmechanisms including runtimemonitoring, predictive analytics, and simulation
for informed clinical decision-making. In addition, they ensure the agility, scalability,
security, and privacy of the smart healthcare platform.

2.2 Big Data Integration and Interoperability Techniques

Big data in healthcare refers to electronic health data sets so large and complex that they
are difficult to manage with traditional data management tools and methods not only
because of their volume but also because of the diversity of data types and the speed at
which they must be managed [8]. In healthcare, big data challenges are compounded by
the fragmentation and dispersion of data among various stakeholders.

Much of the focus onBigData integration has been on the problemof processing very
large sources, extracting information from multiple, possibly conflicting data sources,
and reconciling the values and providing unified access to data residing in multiple,
autonomous data sources. The work has mainly focused on isolated aspects of data
source management relying on schema mapping and semantic integration of different
sources, and its final goal was not reasoning about the content and quality of sources
[9–11]. Moreover, most of that work has focused on sources from a specific domain and
does not present results for largely heterogeneous sources. Most solutions follow the
traditionalmodel inwhich all data are loaded into awarehouse. This centralized approach
is not applicable in the medical domain because hospitals and other stakeholders would
never store their patient data in an external data silo.

2.3 Domain-Specific Languages for Data-Intensive Applications

Traditionally, computing models such as MapReduce [12] were proposed to specif-
ically support data-intensive applications. Although such models suited massive-scale
data processing, they permit limited application logic complexity [13]. Domain-Specific
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Languages (DSLs) can be employed to circumvent such problems.DSLs are usually con-
cise offering a set of pre-defined abstractions to represent concepts from the application
domain close to real concepts and terms familiar to the experts in the domain. DSLs can
ease the implementation of analytics and machine learning algorithms with the use of
high-level abstractions or reusable pieces of code that hide low-level details from lay
users letting them focus on the main problem at hand.

Languages like OptiML [14] enable machine-learning algorithms to take advantage
of parallelism by bridging the gap between machine learning and heterogeneous big
data hardware infrastructure. OptiML is a declarative, statically-typed textual program-
ming language, in which operations support parallel executions (using the MapReduce
programming model) on heterogeneous machines. But this language lacks support for
a distributed environment or executions in the cloud. ScalOps [15] is another exam-
ple of a declarative, statically-typed textual DSL, intending to enable machine learning
algorithms to run on a cloud computing environment and overcome the lack of iteration
limitation of the traditional MapReduce programming model. To date, there is very little
use of DSLs in the medical domain, while the reference architecture proposed in this
paper will exploit the capabilities of DSLs.

2.4 Data Security and Privacy

Access control [16] mediates every access request to resources and data managed by a
system and determines whether the request should be authorized or denied. An access
control system can be considered at three different levels of control: access control
policy, access control model, and access control mechanism. Access control models
have emerged that break the direct relationship between subject/object by introducing
new concepts such as tasks, roles, rights, responsibilities, teams, etc.). RBAC Model
[17] was the most popular access control model for enforcing access control where the
role (job function) is the core of privileges in such a model. Unlike other access control
policies, users do not acquire the permissions directly, but they acquire them through
the roles they play in the organization. Attribute-Based Access Control (ABAC) [18]
overcomes the limitations of RBAC. ABAC is considered more flexible than RBAC
because it can easily handle contextual attributes as access control parameters [19, 20]
but is more complex from a policy review’s perspective.

To address the problem of content-based access control – where queries are defined
according to the base tables and, then, are rewritten by the system against the user
authorized view –, Oracle has proposed a fine-grained based access control approach,
the Virtual Private Database (VPD) [21]. Ensuring data confidentiality in the presence
of views is an important element of research. Currently, there are several research efforts
devoted to addressing issues related to enforcing access control to view based approaches
(i.e., materialized or virtual views). Rosenthal et al. automatically calculate derived
permissions on the data warehouse with those of the sources by extending the standard
SQL grant/revoke model [22, 23]. This allows automated inference of many permissions
for thewarehouse to systemswith redundant and derived data. Finally, in [24], the authors
propose a methodology that allows controlling access to a data integration system.
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3 The Reference Architecture

The discussion in the previous section revealed several gaps in the state-of-the-art in
realizing the ultimate potential of smart healthcare that mandates the building of smart
healthcare networks (SHN). Challenges to achieving the SHN vision include a lack of:

• Common modelling formalisms,
• Configuration and deployment strategies,
• Compliance with data protection and privacy regulations with special attention to
GDPR,

• Effective data governance strategies,
• Effective meta-data management,
• Advanced knowledge representation mechanisms enabling dynamic yet controlled
collaboration across healthcare systems.

As a foundational component, a smart digital platform should be carefully analysed,
designed, and developed to serve the purposes/functionalities/use-cases of respective,
usually diverse healthcare stakeholders. Based on the literature analysis and feedback
from the medical partners in the context of the EUH2020 project QUALITOP2, we have
iteratively developed and validated reference architecture for a smart digital platform for
personalized prevention and patient management. A reference architecture describes a
software system’s fundamental organization, embodied in its modules and their interre-
lationships. It helps achieve an understanding of specific domains and provides consis-
tency of technology implementation for solving domain-specific applications [25]. We
advocate in this article that smart healthcare architectures should be built on technology
and healthcare standards, which are largely ignored in related work. The smart digi-
tal healthcare reference architecture provides a holistic consolidated view of currently
dispersed healthcare data silos, enabling new innovative ecosystems, and capacitating
different stakeholders, e.g., patients, clinicians, nurses, family, friends, caregivers, lab-
oratory providers/staff, insurance entities, and public authorities, to use for the contin-
uous monitoring, simulation and analysis of patients. All this will empower proactive
health and well-being management and enable 4P medicine [3]: Predictive, Preventive,
Personalized, Participative.

Figure 1 presents the medical reference architecture. As shown at the bottom of the
figure, data from various sources are collected to provide patient-specific health status
and Quality of Life (QoL) measures of patients.

Data can be structured, occurring in the form of electronic medical records, stored
and maintained in medical institutions’ databases and data warehouses; other data can
be semi-structured or unstructured originating from file systems, such as questionnaires
regarding lifestyle data, nutrition data, QoL data, and diagnostic imaging datasets.

Privacy and GDPR are specifically addressed and given primary attention in the
architecture through the adoption of an edge computing approach and enforcing role-
based access. Our edge computing approach requires all computations that could be done

2 Monitoringmultidimensional aspects of QUAlity of Life after cancer ImmunoTherapy - anOpen
smart digital Platform for personalized prevention and patient management: https://h2020qual
itop.liris.cnrs.fr/wordpress/index.php/project/.

https://h2020qualitop.liris.cnrs.fr/wordpress/index.php/project/
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Fig. 1. A reference architecture for smart digital platform for personalized prevention and patient
management

locally (without the movement/transfer of data) to be performed at the medical partners’
nodes, e.g., cleansing, aggregation, semantic alignment, etc. Only then, anonymized
individual or aggregated data will travel to the central data lake for decent querying and
advanced analytics. A data lake is a centralized repository that allows the storage of all
types of structured and unstructured data at any scale. Data can be stored as-is, without
having to first structure the data, and run different types of analytics—from dashboards
and visualizations to big data processing, real-time analytics, and machine learning to
guide better decisions [26]. In the reference architecture presented in Fig. 1, the medical
data lake is a virtual layer, which means that transferred data will not be stored in the
data lake; only query/analytics results will bemaintained in the data lake along with their
metadata. The main components of the reference architecture are discussed in detail in
the following sub-sections.

3.1 Big Data Management Layer

Due to the sensitivity and strict data protection and privacy regulations of the healthcare
domain, such as GDPR, the reference architecture requires that data from different par-
ticipatingmedical institutionswill still be stored andmaintained at respective local nodes
(see the bottom of Fig. 1), therefore, as explained earlier in this Section an edge com-
puting approach is adapted. The architecture supports diverse data sources and formats,
including structured, semi-structured, and unstructured data, also supporting real-time
data streaming fromwearable sensors and devices, and runtime data emerging from clin-
ical/medical pathways. Data at the local nodes need to go through several transformation
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processes to transform raw data into smart data. The term smart data emphasizes the
latent value inherent in widely dispersed and unconnected data sources. In this article,
we envision the journey from raw data to smart data is:

• Raw data -> Normalized data: First we need to convert raw data, such as patient
summary data, demographical data, results, and reports including medical images,
etc. into conflict-free, homogenized data retrieved from multiple related sources that
can be interpreted in a specific context.

• Normalized data -> Contextualized data: normalized data is then given meaning
& contextual-awareness to enable orchestration & improved decision-making. For
example, in the context of “Cancer assessment” relevant data include historical data,
screening tests, cancer history, stage, CT scans, MRI, lifestyle and nutrition data, and
others

• Contextualized data -> Orchestrated data: This step cross-correlates secure data
across a specific domain that can be turned to actionable tasks, for example,
immunotherapy treatment, at the speed of business, realizing smart data. For exam-
ple, cancer assessment data can be linked with contexts such as intensive behavioural
counselling, treatment of metabolic disorders, also linking a patient’s primary and
psychiatric care provider data, and treatments.

In the context of the EUH2020 project QUALITOP, a first big data real-life cohort of
cancer patients treated with immunotherapy will be created, supporting both prospective
and retrospective data coming from five EU countries participating in the project. In
prospective studies, individuals are followed over time, and data about them is collected.
In retrospective studies, individuals are sampled, and information is collected about their
past, through interviews or questionnaires.

To ensure interoperability, enforce standard descriptions, and ensure wide applica-
bility, information exchange standards (message-based and structured document-based)
must be supported. In this context, the architecture adopts HL7-FHIR (https://www.hl7.
org/fhir/), which is a powerful standard describing resources and an API for exchanging
Electronic Health Records (EHRs). Therefore, the architecture integrates a set of HL7
wrappers, adaptors, and connectors that link the data management layer to the medical
data lake layer in a loosely coupled manner. This enables the transfer and ingestion
of needed on-demand anonymized data to the data lake for processing and advanced
querying or analysis.

3.2 Medical Data Lake

The medical data lake represents the heart of the reference architecture. It is an open
reservoir for the vast amount of data inherent within healthcare, which can be integrated
into an analytics platform to improve decision making. The data lake employs data
security and privacymechanisms to ensure confidentiality and anonymity of data transfer
to avoid misinterpretation and inappropriate conclusions by using proper annotation
methodologies of the data.

https://www.hl7.org/fhir/
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A common misperception is that a data lake is a data warehouse replacement. On
the contrary, a data lake is a very useful part of an early-binding data warehouse, a late-
binding data warehouse, and a distributed big data processing system, such as Hadoop
(https://hadoop.apache.org/). The early- binding mechanism in a data warehouse guar-
antees that all the data are organized and harmonized before it can be consumed. An
early-binding data mechanism is not appropriate for healthcare data as it requires a lot
of time to map the data before realizing value. In contrast, when a data lake with a late-
binding data mechanism is employed, only the required data are organized, harmonized,
and integrated instead of all the data in the data lake. This is called “schema-on-read”
or “late binding” because structure and meaning are provided to the data only when the
data are read (as users request).

A data lake brings value to healthcare because it stores all the data in a central
repository and only maps it as needs arise. The concept of “Map-Reduce” such as in
Hadoop systems, when implemented, divides the Big Data integration problem into
smaller parts, assigns them to different processing nodes to solve partial tasks, and
then accumulates and synthesizes the results on which it applies data-driven analytics
and advanced simulation methods. A distributed big data processing system can act
as a software framework to handle structured and unstructured data and host analytics
mechanisms in a data lake. This approach allows data to be processed faster since the
system is working with smaller batches of localized data instead of the contents of the
entire warehouse. Therefore, it leads to better and faster means of high-quality response
to prevent or timely address the development of new medical conditions and better
knowledge for improved patient counselling. Also, it improves the patients’ follow-up.

The architecture assumes that the data lake is hosted on the cloud. Given the strict
data security and privacy regulations in healthcare, private clouds are recommended.

3.3 Metadata Management

Metadata and efficient metadata management capabilities are mandatory for the suc-
cess of any data lake implementation, which act to simplify and automate common data
management tasks. Metadata ensures that the medical data lake makes the system agile
enough to accommodate and scale new types of data. Metadata gives the ability to under-
stand lineage, quality, and lifecycle and provides needed visibility [27, 28]. Metadata
is also vital because it enables data governance (cf. Sect. 3.4), the second vital com-
ponent of any successful data lake implementation. In addition to technical metadata
(capturing the form and structure of each data set) and operational metadata (capturing
the lineage, quality, profile and provenance of data), business and medical metadata
is essential to capture what the data means to stakeholders and to make data easier to
find and understand. Harmonization of data digested in the data lake is done through
the metadata. Therefore, the metadata management layer of the reference architecture
comprises five components: (i) central metadata repository, (ii) metadata manager, and
(iii) business/medical glossary that contains definitions agreed upon by stakeholders that
ensures that all stakeholders have common understandings and consistently interpret the
same data by a set of rules and concepts, (iv) data classification, and (v) the novelMedical
Interoperability Language (MiLA), which is a DSL Interoperable Language for health
status that is under development in QUALITOP. More specifically, MiLA will:

https://hadoop.apache.org/
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• Provide appropriate notations, constructs, and a set of operators and offer the
expressive power required to integrate a wide variety of medical data sources.

• Provide constructs that make use of high-level abstraction mechanisms that can be
used for analytics purposes to improve decision-making.

• Be extensible, pluggable, and parameterizable to avoid problems of current DSLs.

3.4 Effective Data Governance

Effective data governance is the second vital component (in addition to meta-data and
meta-data management; cf. Sect. 3.3) for the success of any data lake implementation.
Metadata enables data governance that contains the policies and standards for the man-
agement, security, quality, and use of data, enforcing data access at the enterprise level
[27]. Data lake security ensures that only those users are granted access to the lake, to
specific components of the system, or specific portions of the data, who own specific
permissions based on the security rules defined for the data lake system [29]. The data
governance strategy strictly and reliably secure three components:

• Role-based platform access and privileges: the architecture provides the components
to store and process data, and therefore, security for each type or even each component
should be defined and enforced. Thesemay rely on federated identity provision, single
sign-on, and SSH keys authentication.

• Network Isolation: as described in Sect. 3, the data lake may be hosted on a private
cloud to prevent undesired access and protecting the data lake property. However,
public clouds are a more doable option, which could be secured through VPNs and
firewalls.

• Data Protection: first, data transferred from medical data sources are anonymized,
second, anonymized data are encryptedwhile data transfer, andwell as their temporary
storage on the data lake for advanced processing and analysis. Once data is processed,
it will be permanently deleted from the data lake. Only query and analytics results
will be stored on the data lake.

3.5 Search Engine and Big Data Analytics and Reporting

On top of the data lake various search, browse, and analytics capabilities can be devised
and implemented using late binding, satisfying the requirements of the various stakehold-
ers. A key aspect of this ubiquitous collection of data is to link them together to reveal ele-
ments of the “bigger picture” and use analytics and machine learning techniques to take
appropriate actions to solve the problem at hand and build a sound foundation for clinical
decision-making. The combination of different sources creates a deeper understanding
that leads to decision-making, action-taking, and effective problem-solving in the health-
care domain. The Search Engine allows for substantial performance improvements as
well as query capabilities not supported by SQL-based engines, including faceted and
text search across many data sets, advanced analytics mechanisms to employ runtime
monitoring, predictive analytics, and simulation to extrapolate the course of future events
from descriptive data. It is not the aim of this article to provide a review of big data ana-
lytics capabilities and use cases in healthcare. Interested readers are referred to [2] for
more information about the potential of Analytics.
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3.6 Presentation and Visualization

On top of the reference, architecture rests the “Presentation and Visualization” layer that
takes inputs from the “Search Engine” and “Big data analytics and reporting” compo-
nents, and visualize results on customized end-user interactive dashboards, supporting
different platforms, e.g., laptops, medium-sized devices, and smartphones. The dash-
board provides real-time visibility for clinical decision making using advanced graphic
representations of event data, alarms, thresholds, KPI status, drug interactions, patients’
vital signs, and performance levels.

4 Conclusions and Future Work

Smart Healthcare brings many promises to the healthcare community in solving the
problems of traditional medical systems. The ultimate goal is to realize the concept of
4P medicine (Predictive, Preventive, Personalized, participative). However, to realize
this ambitious vision in such a highly regulated multi-disciplinary and sensitive domain,
a mine of challenges needs to be effectively and efficiently addressed. Above all, a smart
health digital platform that integrates all relevant (semi-) structured and unstructured
health-related (big) data is fundamental. The platform should be agile, robust, reliable,
secured, and scalable that considers healthcare data standards and information exchange
standards. This paper introduces a reference architecture for a smart digital platform for
personalized prevention and patient management that meets these requirements and acts
as a roadmap for R&D in this direction.

In the context of the EUH2020 project QUALITOP, further R&D efforts will be pur-
sued in parallel and complementary directions to realize the building components of the
reference architecture presented in this paper. Following an agile systems development
approach, the prototype of an open smart digital platform for personalized prevention and
patient management in Europe will be developed. By creating the first big-data real-life
cohort of cancer patients treated with immunotherapy, the functional and non-functional
requirements of the platform, and subsequently the proposed reference architecture will
be iteratively validated and evaluated to ensure the applicability, validity, and efficacy
of the proposed architecture and its analytics features.
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