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Series Editor’s Preface

Less than five minutes after I sat at my desk to write this Series Editor’s Preface for
The Epistemology of Deceit in a Postdigital Era: Dupery by Design, | received an
email from my dear friend and colleague, Michael Peters. Michael sent me Peter
Webster’s recently published book, The Edited Collection: Pasts, Present and
Futures (2020), and asked: What do you think? As I welcomed the opportunity to
procrastinate and started reading, I was taken aback. Already in the abstract, Webster
puts forward a set of disturbing claims:

Edited collections are widely supposed to contain lesser work than scholarly journals; to be
incoherent as volumes, no more than the sum of their parts; and to be less visible to poten-
tial readers once published. It is also often taken as axiomatic that those who make deci-
sions in relation to hiring, promotion, tenure and funding agree. To publish in or edit an
essay collection is thought to risk being penalised for the format before even a word is read.
(Webster 2020)

Webster provides a convincing set of sources which indicate that this attitude
towards the edited book is indeed quite widespread. While he takes pains to argue
the opposite, the very fact that (seemingly many) people look down at the edited
book opens a myriad questions. What is the distinct value of the edited book? And
what is our responsibility, as scholars and academic editors, towards the edited book?

Arguably, a useful way to examine the value of the edited book is to compare it
with its closest cousin: the journal special issue. Edited books and special issues
both have a clear theme and scope; journal articles and book chapters are roughly of
the same length; and review processes, at least in the Postdigital Science and
Education publishing ecosystem, are the same (double-blind peer review). According
to Webster, however, journal special issues are slightly more impersonal, while the
edited collection is fundamentally more conversational in nature.

Born themselves often from ongoing interactions among groups of scholars, edited collec-
tions often display those conversations, with all the elements of consonance and dissonance
that are entailed. In their turn, these volumes often become points of reference in the con-
tinuing conversations within the discipline. (Webster 2020: 13)
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The Postdigital Science and Education community is well aware that ‘my words and
ideas in this article are not just mine: they are an amalgam of all encounters with
colleagues, friends, and people known and unknown that have passed through my
professional and personal life’ (Jandri¢ 2020: 179; see also Maifiero 2020).
Epistemically, this is why the edited book has an important place in postdigital
research based on the concept of (postdigital) dialogue (Jandri¢ et al. 2019), and the
dialectics between we-think, we-learn, we-act, and we-feel (Jandri¢ 2019; Jandri¢
and Hayes 2020). Pragmatically, this is why this Preface emphasises the genre:
postdigital research cannot be done in isolation from political economy.

This book was borne from our shared feeling that the world needs a serious con-
versation about truth, lies, and epistemology. In 2019, Alison MacKenzie and Ibrar
Bhatt published the Special Issue of Postdigital Science and Education titled ‘Lies,
Bullshit and Fake News Online: Should We Be Worried?’! In 2021, it is my honour
to present Alison MacKenzie, Ibrar Bhatt, and Jennifer Rose’s edited book The
Epistemology of Deceit in a Postdigital Era: Dupery by Design. For those who want
to compare journal special issues and edited books, this is an exemplary case study.

So, what is the distinct value of this edited book? ‘Lies, Bullshit and Fake News
Online: Should We Be Worried?’ is a set of distinct voices gathered around a com-
mon theme, with an odd loose connection. The Epistemology of Deceit in a
Postdigital Era: Dupery by Design is more compact; the chapters are in deeper
conversation with each other. One can clearly see an emerging community of schol-
ars who have already made significant contributions in the field, and will surely
continue to do so in the future. The journal special issue is a clowder of cats; the
edited book is a pack of dogs. Both are equally important, but each brings about its
own distinct value.

And what is our responsibility, as scholars and academic editors, towards the
edited book? If you have mice, get a cat; if you are afraid of burglars, get a dog.
Ideally, the choice of genre should follow the nature of the examined question.
However, the choice of genre often emerges from our personal preferences: some
people like cats, other people like dogs, and some of us equally like both. Whatever
our choice, we need to remember that well-behaved dog owners will never allow
their pets to chase cats, and well-behaved cat owners will never allow their cats to
molest dogs. ‘Special issue people’ and ‘edited book people’ do not need to love
each other, but their genres of choice do deserve equal respect.

In the following pages, Alison MacKenzie, Ibrar Bhatt, and Jennifer Rose have
provided us with the simplest proof for this argument — they have produced a
valuable edited book which presents years of diverse scholarly dialogues culminat-
ing in a coherent whole. This is why The Epistemology of Deceit in a Postdigital

!'See https://link.springer.com/journal/42438/volumes-and-issues/2-1. Accessed 12 January 2021.
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Era: Dupery by Design is more than the sum of its parts, and this is why it will be
an unavoidable steppingstone for further research in the field.

Zagreb, Croatia Petar Jandri¢
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Foreword: Lying, Politics, Government

In Lying in Politics (1971), Hannah Arendt, commenting on the Pentagon Papers,
reflects on the fundamental relationship between lying and politics. She explains the
nature of political action in the context of lying with surprising consequences that
run against modern intuitions and threaten to change our understanding of the his-
tory of politics. She provides an account of political imagination that draws connec-
tions between ‘the ability to lie, the deliberate denial of factual truth, and the
capacity to change facts, the ability to act’. Arendt maintains that ‘facts need testi-
mony’ and ‘no factual statement can ever be beyond doubt’. She continues:

It is this fragility that makes deception so easy up to a point, and so tempting. It never comes
into a conflict with reason, because things could indeed have been as the liar maintains they
were; lies are often much more plausible, more appealing to reason, than reality, since the
liar has the great advantage of knowing beforehand what the audience wishes or expects to
hear. He has prepared his story for public consumption with a careful eye to making it cred-
ible, whereas reality has the disconcerting habit of confronting us with the unexpected for
which we were not prepared. (Arendt 1971)

What Arendt’s analysis prepares us for is the deliberate intentionality of the lie in
politics and its resistance to truth. Rarely is there a knock-down argument or eviden-
tial proof that can be advanced quickly and efficiently to counter false claims. The
office of the president also carries with it a stamp of authority where only a few
brave people are willing to publicly contradict an announcement from the White
House which grips the imagination like an announcement from God himself.

The combination of systematic lying, a veritable torrent of seemingly endless
lies, delivered directly through Twitter rather than traditional news media comes
close to defining the style of Trump’s presidency. He has been massively successful
judged by his 32 million Twitter followers and the 74 million Americans that voted
for him. It’s interesting to discover how many voted for him despite their knowledge
of his lying and his lying style.

I cannot think of a more important topic than the topic of this edited collection
that focuses on the ‘epistemology of deceit in a postdigital era’ just as Donald
Trump leaves the US presidency and Joe Biden becomes the 46th President. The
collection is a reflection on the 4 years of Trump’s presidency who came to office

ix
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already having developed his political style and apparatus of systematic deceit and
Big Lies delivered directly to his 32 million core Twitter followers. Trump’s ‘big
lie’ conspiracy style of government began with casting aspersion on Obama’s birth
certificate in the ‘birther movement’, a conspiracy that claimed Obama was ineli-
gible to be president because he was born in Kenya. It was a deliberate untruth that
was designed to cast doubt on his citizenship, his racial origin and his religious
convictions. The conspiracy suggested also that Obama’s birth certificate was a
forgery. Commentators have suggested that this was part of a racist slur against
Obama’s status as a black man. It was raised by Trump, then businessman and tele-
vision personality, many times during Obama’s election campaign going back as
early as 2008. Twenty-five per cent of Americans, especially Republicans, believed
that Obama was not born in the United States and was therefore not eligible to run
for president.'

The ‘birther movement’, based on a lie, was the forerunner of many lies and
conspiracies against Trump’s political rivals, both Democrat and Conservative. This
false narrative carefully crafted to capture the network of negative belief that was
grafted onto a set of historical we-they prejudices, required the active and deliberate
work of the architects of the lie, who craft the lie and then disseminate it in the right
channels. I tried to draw attention to the viral nature of the post-truth era with my
colleagues Sharon Rider, Mats Hyvonen and Tina Besley in the Springer collection
Post-Truth, Fake News: Viral Modernity & Higher Education.”* The viral nature of
post-truth media, along with its virulent anti-democratic sentiments, served to fire-
up the collective imagination of white supremacists, ‘Patriot” movements, neo-nazi
organisations and QAnon supporters, all of whom had their worst festering fears
confirmed by Trump’s tweets.

The conspiracy of the ‘birther movement’ was followed by a range of other
major types which could be chanted and tweeted time and again. Climate change
was another target of conspiracy, with a president in league with the oil and gas bil-
lionaires. As early as 2012, Trump suggested that climate change was ‘a very expen-
sive hoax’ perpetrated by the Chinese government. Trump tweeted: ‘The concept of
global warming was created by and for the Chinese in order to make U.S. manufac-
turing non-competitive’ (see Matthews 2017). There followed a large number of
conspiracies that fired-up MAGA supporters who were incited by Trump and radi-
calised by conservative and far-right social media.

Claims that voter fraud in the 2016 election cost him the popular vote.

Questions that childhood vaccines cause autism.

Claims that Obama had wiretapped Trump’s phone.

Claims that 3000 people didn’t die in Puerto Rico after Hurricane Maria and that Democrats
inflated the death toll.

Claims that windmills cause cancer.

Claims that the Clintons killed Jeffrey Epstein.

"https://en.wikipedia.org/wiki/Barack_Obama_citizenship_conspiracy_theories. Accessed 15
January 2021.

2https://link.springer.com/book/10.1007/978-981-10-8013-5. Accessed 15 January 2021.
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Claims that former vice president Joe Biden was corrupt in his dealings with Ukraine
during the Obama administration.

Claims that a cybersecurity company named Crowdstrike framed Russia for election
interference.

Claims that the Ukraine may be hiding Hillary Clinton’s missing emails.

Claims about voter fraud.

Claims about the stolen election.’

The Washington Post reports that Trump made 30,573 misleading claims during his
presidency, with more than half in the final year.* The production of the lie is not a
casual process but the result of a carefully crafted political strategy engaging a team
of political workers.

Trumpology is a carefully constructed litany of lies and conspiracies where evi-
dence is irrelevant to his supporters because these lies confirm his supporters’ worst
fears. They already ‘knew’ — their network beliefs were primed to accept these lies
because they exonerated their worldview and gave life to their seething hatreds,
acerbating and deepening racist and paranoid fears.’

The viral nature of conspiracy thinking is a subject we explored in ‘A viral theory
of post-truth’ (Peters et al. 2020), drawing on Gregory Bateson’s (1972) insight that
‘[t]here is an ecology of bad ideas, just as there is an ecology of weeds, and it is
characteristic of the system that basic error propagates itself’. As we argued in that
paper: ‘Viral information and viral media have developed a special link between the
way that information behaves in digital networks and the role that information plays
as a messaging system in genomic biology’.

What is encouraging about this collection of chapters is that they help to rectify
the historical imbalance in epistemology that favours the focus on knowledge and
truth claims to begin to examine more carefully The Epistemology of Deceit in a
Postdigital Era: Dupery by Design. My congratulations to the editors — Alison
MacKenzie, Jennifer Rose and Ibrar Bhatt — who have done us philosophers, educa-
tors and social scientists a major service by linking epistemological questions to
lies, manipulation and deceit, to post-truth and fake news, to dupery and democracy,
and to questions of digital literacy and critical pedagogy. The collection is a major
theoretical step forward in understanding the ‘ecology of lies’ where the propaga-
tion of falsehoods and government by conspiracy are inherent in the two-party sys-
tem of American democracy in ‘the era of digital reason’ (Peters and Jandri¢ 2015).

Trump lost the election but he will be back, working to build his party and his
white militia. American politics shows the historical deep divisions that were one of
the main causes of the civil war. This division has barely faded. It has given birth to
American fascism, which is not about to disappear any time soon. If anything, under

324 outlandish conspiracy theories Donald Trump has floated over the years.
“https://www.washingtonpost.com/politics/how-fact-checker-tracked-trump-claims/2021/01/23/
ad04b69a-5c1d-11eb-a976-bad6431e03e2_story.html. Accessed 15 January 2021.
Shttps://en.wikipedia.org/wiki/Category:Conspiracy_theories_promoted_by_Donald_Trump;

https://www.factcheck.org/2020/10/trumps-long-history-with-conspiracy-theories/. Accessed
15 January 2021.
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Trump, whether impeached or not, fascism has hardened into American desolation.
In these circumstances, Dupery by Design will become ever more important.

Beijing, People’s Republic of China Michael A. Peters
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In plain truth, lying is an accursed vice. We
are not men, nor have other tie upon one
another, but by our word ... If falsehood had,
like truth, but one face only, we should be
upon better terms, for we should then take
for certain the contrary to what the liar says:
but the reverse of truth has a hundred
thousand forms, and a field indefinite,
without bound or limit. The Pythagoreans
make good to be certain and finite, and evil,
infinite and uncertain. There are a thousand
ways to miss the white, there is only one to
hit it. For my own part, I have this vice in so
great horror, that I am not sure I could
prevail with my conscience to secure myself
from the most manifest and extreme danger
by an impudent and solemn lie. An ancient
father says ‘that a dog we know is better
company than a man whose language we do
not understand.’

Chapter IX, Of Liars, Essays of Michel
de Montaigne (1877)

Telling the truth is, therefore, something
which must be learnt. This will sound very
shocking to anyone who thinks it must all
depend on moral character and that if this is
blameless, the rest is child’s play. But the
simple fact is that the ethical cannot be
detached from reality, and consequently
continual progress in learning to appreciate
reality is a necessary ingredient in

ethical action.

Dietrich Bonhoeffer, What is Meant by Telling
the Truth? (1965)
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Introduction: The Genesis of Dupery by Design

In 2018, Ibrar and Alison began collaborating on a paper on algorithms and igno-
rance that was eventually published as ‘Just Google it! Digital literacy and the epis-
temology of ignorance’ (Bhatt and MacKenzie 2019) in the journal Teaching in
Higher Education: Critical Perspectives. It was a serendipitous decision (Ibrar
invited Alison); Alison had very little experience of empirical research and was as
ignorant of the operations of Google and other platforms as those surveyed in the
research. As it turned out, we started writing on these issues at a very propitious
time. Interest in the nature of political messages on social media and concerns over
how platforms were being used to manipulate voters and harvest personal data with-
out the knowledge of their users intensified as a result of Brexit! in the UK in 2016
and the Presidential elections of 2016 and 2020 in the United States. Lies, manipu-
lation, and deceit are not new, as we discussed in a commentary (MacKenzie and
Bhatt 2020a) and subsequent article (MacKenzie and Bhatt 2020b) in a special issue
of Postdigital Science in Education, ‘Lies, Bullshit and Fake News Online: Should
We Be Worried?’.> However, these events placed these phenomena squarely onto
the international agenda, with strategic online disinformation campaigns and com-
putational propaganda, in which governments and private actors make cynical use
of algorithms and big data to manipulate public opinion at scale, now prevalent in
more than 80 countries — and counting (Bradshaw et al. 2021).

The 2020 US presidential election notoriously culminated in the storming of
Congress on Capitol Hill on 6 January 2020 by supporters of Trump, determined to
‘Stop the Steal’. The attack on democracy was ‘unprecedented’ in modern US his-
tory. Trump’s language, his disdain for political norms and the gravity of the office,
and his repeated false claims about fake news and the stolen election on social and

'A portmanteau of the words ‘British” and ‘exit’ to refer to the UK’s decision in a 23 June 2016
referendum to leave the European Union (EU).

2See https://link.springer.com/journal/42438/volumes-and-issues/2-1. Accessed 15 January 2021.
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mass media were blamed for the 6 January insurrection. In the UK, the Brexit dis-
information campaigns continue to reverberate and divide so-called Remainers
(supporters of European Union membership) and Brexiteers (supporters of leaving
the European Union).

As we write this, Twitter has banned Trump permanently from its platform;
Reddit has banned the subreddit group ‘r//DonaldTrump’; Google no longer hosts
Parler; Apple has suspended it from its App Store; Amazon has ceased providing
Parler with cloud services; and Facebook has banned Trump from posting on his
accounts until the transition of power to President-elect Joe Biden is complete.
Other media platforms and services have sought to distance themselves from Trump.
These actions also seem ‘unprecedented’ — and welcome to many concerned with
the degradation of social and political discourse.

These ‘unprecedented’ moves have inevitably raised concerns about the risks to
free speech. It is not the job, it is claimed, of online platforms to determine who has
the right to speech, or what the limits of free speech are, even if that free speech is
odious, inciteful, or spreads lies. This is complex moral and political territory
because free speech, in liberal democracies at least, is highly contentious because it
is valued, even by autocrats (on their terms, of course). Therefore, any limits placed
on such speech will be controversial and will place us on the slippery slope towards
tyranny and censorship. (One rarely hears the opposite effects, that unfettered
speech can lead to anarchy, violence, and, ultimately, tyranny.)

What is ‘free’ speech? What are the limits, if any, of free speech? At what point
do we intervene to say that free speech is so harmful that it risks undermining
democracy, the health of the nation, and the wellbeing of individuals, and so must
be constrained? As events in the United States and the UK have demonstrably
shown, free speech is volatile and contentious because it occurs in contexts of com-
peting, if not antagonistic, values. Whatever one’s views on where the limits lie, few
states permit unfettered free speech (most countries will have libel, defamation,
hate, and child pornography laws, for example). Few would argue that it is absolute:
it cannot be. The reasons should be obvious: illegitimately unfettered free speech
would corrode other entitlements such as privacy, security, bodily integrity and
health, and life. Depending on the intensity, hate and libellous speech may also
degrade, humiliate, and undermine the dignity of persons. The contentious question
is: should platforms censure elected officials by removing their tweets and posts, or
accounts? (Facebook and Twitter do, in fact, remove harmful content and political
figures who foment hate.)

What motivated our research was the scale, speed, amplification, and quality of
‘information’ that spread across social media, particularly the harms of deceit on
individuals and the polity. It seemed to us that another ‘unprecedented’ feature of
our social media lives that spills over into mass media and thence into our personal
lives, is the effect of deceit on our ability to engage in practical reasoning: our plans
of action, goals, decisions, aspirations; on theoretical reasoning: what we should
and ought to do; what it means to undertake one course of action as opposed to
another. If any one entity seemed to show the hazards of deceit, it was social media.
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In 2016, ‘post-truth’ was Oxford dictionary’s word of the year. Perhaps the most
widely used word in 2020 was ‘unprecedented’. These words point to situations,
events, and actions that are unrivalled, unequalled, and unmatched, not because
deceit is new, or that leaders making grabs for power is unusual; rather, it seems to
be the sheer scale, the sheer hubris, the sheer ruthlessness by which bad speech and
its parasitic vices proliferate across media and clamour for our fractured attention.
We decided to explore these issues through the philosophical lens of epistemology,
more precisely, epistemic vices such as lies, malinformation, disinformation, wilful
and insouciant ignorance. However, as we argued (MacKenzie and Bhatt 2020a, b;
MacKenzie et al. 2020), determining what is true and truthful is rarely easy or with-
out controversy.

As the collection of chapters gathered in this book will attest, social media, while
a valuable and indispensable common good, is also the handmaiden of deception
and a critical threat to democracy as a result of sustained manipulation of public
opinion (Bradshaw et al. 2021). Technology enables humans to learn false, mislead-
ing, inaccurate information, corrupting not only the nature of information, but also
social relations by increasing xenophobia (as seen throughout Covid-19, for exam-
ple), generating new concerns about rights and freedoms, and implicitly supporting
the resurgence and escalation of corrupted beliefs in and about politics. The debase-
ment of public and online discourse has led to violent political riots (in the United
States and India, for example).

The proliferation of fake news, lies, and deceit on digital media worldwide, and
its connection to human and animal harm, is surely sound evidence for the need for
a postdigital understanding of these disturbing phenomena. A postdigital under-
standing aims to rupture previously established ways of thinking, and to spotlight
the entanglement of digitality in our everyday actions and interactions which are
driven by what we know or presume to know. Digital technology and media are no
longer separate or virtual entities but are life shaping and determining forms that
exercise remarkable power and influence almost every aspect of our lives: social,
political, economic, and biological (see Jandri¢ et al. 2018 for a literature review on
meanings and effects of the postdigital). The extensive and pervasive power affects
our capacities to reason, evaluate, deliberate, and analyse information, as many of
the chapters in this collection will demonstrate.

This led us to the idea of Dupery. To what extent is the design and infrastructure
of digital platforms an enabler in the current problem of what is true and truthful;
fake or real; informative or misinformative? If dupery is sometimes ‘by design’ in
that humans can, and often do, spread misinformation with intent to cause harm,
then is the very ‘design’ of a social media platform also to be implicated in the cur-
rent problems we face? Yes. When looked at through a postdigital lens, technologies
and social media platforms in particular, via their infrastructural logics, create both
new norms for discourse, radically alter a priori notions of ‘public sphere’, and
enable new forms of power and inequality to exist.

As our contributors in this collection demonstrate in their highly diverse ways,
deception is a pervasive feature of human interactions. While the reasons for under-
standing why people deceive and how they deceive are complex, lacking a
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(consensual) unified understanding, what is increasingly clear is that the
Enlightenment legacy, the Anthropocene, and the binary nature of understanding
that governs past and present ways of being human, reasoning, and knowing, are no
longer adequate for capturing and explaining the complexity that comes with a post-
digital understanding.

Organisation of the Book

The book is organised into four parts: (1) Epistemology of Deceit; (2) Dupery,
Politics, and Democracy; (3) Discourse and Digital Literacy; and (4) Towards a
Critical Pedagogy.

Part 1: Epistemology of Deceit

The three chapters in ‘Part 1: Epistemology of Deceit’ are concerned with the
threats to democratic processes posed by deceit, engagement in bad faith politics,
and the rejection of the intrinsic value of truth.

In Chapter 1, MacKenzie and Bhatt draw on Machiavelli’s statecraft to explore
whether deceit should form part of the armoury of government, and argue emphati-
cally that it should not. Bad faith in politics and on social media can have profound
impacts on the polity and public discourse. They argue that platforms which create
systems that favour deceit over truth, and which manipulate public opinion to pur-
sue profit, erode trust, increase polarisation, threaten democratic processes, and
destabilise democracy, as they discuss in the context of the UK and the United
States. Ethical conduct, such as truthtelling, they argue, is critical to democracy and
positive human relations.

Jennifer Rose, in Chapter 2, argues that false beliefs arise out of a commitment
to truth as the sole epistemic aim for justifying one’s belief. Belief in the absolute-
ness and cohesiveness of truth, and ‘truthlings’, fortifies trust in manipulated but
emulated truth in digitised realities; consequently, deception is enabled, and false
beliefs transpire. Resultantly, coinciding with the goals of truth, she argues that
education ought to include the value of understanding as an epistemic aim to help
reduce postdigital deception.

In Chapter 3, Jake Wright begins his analysis of epistemic nihilism by reference
to the 2020 US presidential election and accusations that it was fraudulent. As he
reports, liberal democracies depend on good faith engagement wherein citizens
stand up for the values of fair and equal participation. Violation of those norms by
repeated assertions of fraudulence, the practices of trolling, bullshitting, and vexa-
tious litigation undermine democratic institutions. These phenomena represent what
Wright terms ‘epistemic nihilism’ whereby truth, as a necessary condition for
achieving one’s good faith aims, is rejected because it is not valuable to the speaker.
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Epistemic nihilism is a form of cheating because the nihilist expects his interlocutor
to engage in good faith practices that he has rejected, so serving the nihilist an unfair
advantage with respect to what is true.

Part 2: Dupery, Politics, and Democracy

Grouped together in this part of the book are four chapters which examine the
impact and consequences of dupery, fake news, and information disorders on
democracy, liberal democratic institutions, human rights, and the invisibility of ani-
mal welfare.

Tess Maginess in Chapter 4 examines how dupery weaponises and infects lan-
guage, the degradation of which conveys how language betokens that there is some-
thing rotten in the State. Words that were once considered progressive and inclusive,
such as ‘radical’ and ‘liberal’, are now terms of contempt and abuse, designed by
the Alt Right and populists to Other the opponent. Concomitant with debasing lan-
guage, the Populist has to be pretend to be real, to be of the people, and to be distinct
from the elite from which they came. This pretence has the effect, Maginess argues,
of manipulating the body politic and creating confusion about who or what is real,
all the while exploiting the epidemic of resentment.

In Chapter 5, Selman Ozdan takes a very different approach to fake news and
what one should do about it. Here Ozdan examines whether legal remedies against
the circulation and publication of fake news are compatible with international
human rights law and its criteria. Taking Singapore as his case study, he argues that
legal sanctions against the flow of fake news could violate international human
rights such as the right to freedom of expression and opinion. Ozdan suggests that
before forbidding or criminalising expressions and opinions, the danger and risks
posed by fake news and disinformation should be clearly defined.

In Chapter 6, Benjamin Green takes up the notion digital nationalism to under-
stand the Trump-dominated authoritarian ‘fake news’ media ecosystem. US digital
nationalism is an authoritarian technic governed by political institutions which pro-
mote partisan misinformation to indoctrinate the masses, supported by rightist
media. By taking a fake news approach, the aim is to undermine the public’s under-
standing of First Amendment freedoms, protecting the freedoms of his allies, while
impinging on and criminalising the freedoms of those who challenge Trump’s dis-
information and fake news, such as Black Lives Matter.

The chapters hitherto have focused on how fake news, disinformation, infodem-
ics, and the like undermine democratic processes, institutions, and individual free-
doms. Absent are analyses which examine the consequences of fake news on
animals. In Chapter 7, Victoria O’Sullivan undertakes a project of mourning for our
non-human kin that are invisibilised through absence and omission from informa-
tion. Like the practices of mis- and dis-information, practices that omit the interests
and experiences of animals are constitutive, O’Sullivan argues, of untruthfulness, in
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that the ‘anthropocentric noise disorder’, which privileges human interests, obscures
the trauma of other animals.

Part 3: Discourse and Digital Literacy

This part presents four chapters which collectively problematise discourse and digi-
tal literacy and their relationship to epistemologies of deceit. During the last two
decades, much of society that previously had little or no acquaintance with digital
media have now come to deploy them as part of their regular communicative reper-
toire. The contributors to this section reveal how processes of discourse and prac-
tices of digital literacy are best understood as embedded in social and material
networks, and incorporated into platform users’ engagement with the world, rather
than simply in terms of technologies and their ‘affordances’.

Jennifer Saul, in Chapter 8, addresses the question of whether those who are in
positions of knowledge are obligated to correct misinformation and oppressive
speech online, particularly on social media. The discoursal features of social media,
particularly its algorithmic amplification, Saul argues, necessitate a fundamental
rethink of what counter-speech actually entails.

In Chapter 9, Albin Wagener argues that our postdigital age is one of hypernar-
rativity, an interweaving network of discourse where truth becomes marketable via
political and ideological actors, echoing similar arguments made by MacKenzie and
Bhatt in Chapter 1.

Mike Hajimichael, in Chapter 10, presents an analysis of the discourse of widely
circulated yet misinformative memes concerning refugees in the European Union.
This is followed by an important media literacy intervention which sought to edu-
cate young users about critical media literacy in current times.

Finally, Jialei Jiang and Matthew Vetter’s chapter presents a feminist new mate-
rialist perspective to examining Wikipedia’s systemic biases and inequalities in con-
tent coverage. They argue that a sociomaterial sensitivity to agency can help better
understand how inequality and misinformation can emerge, allowing us to then
attend to the systemic biases within a platform like Wikipedia.

Part 4: Towards a Critical Pedagogy

This final part is comprised of four chapters which connect education, technology,
and deception to raise pedagogical questions about the goals and purposes of educa-
tion, education structures, and uses of technology.

In Chapter 12, Peter McLaren and Petar Jandri¢ address the ongoing concerns of
hegemonic transnational capitalism and its role in sustaining injustice, oppression,
and deception. Connecting the political landscape with an educational critical
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revolutionary praxis, the authors argue for a scallywag pedagogy that focuses on
socialist alternatives to capitalism, and a curriculum of liberation focused on action.

Christine Sinclair, in Chapter 13, addresses the question of what we can learn
from dupers and deceivers’ deceptive practices. She reveals specific tricks of dup-
eration used by magicians, hoaxers, hackers, con artists, and academics who use
deceit as an educational tool. She argues that tricks of duperation can exploit human
psychology and that while technology can offer solutions to expose deception it can
also amplify deception by allowing deceit and creating new subcultures of deceptive
practice. She raises a question about ethics and whether education should teach
students, not only how not to be deceived, but how to deceive.

In Chapter 14 Shane Ralston discusses the digital age of online teaching and its
role in engendering student deception and online cheating. Ralston argues that
online education lacks safeguards and penalties for online cheating. Previously
established safeguards against student cheating, such as proctoring, and lack of
penalisation for cheating encourages student to cheat in online education.

In the final Chapter 15, Eamon Costello and Prajakta Girme draw on the meth-
odological device of speculative fiction, including the donning of human skins, to
explore education as posthuman practice. Their unique and highly creative approach
challenges the hegemony of the university by exposing how deception is embedded
into datafication practices.

References

Bhatt, I., & MacKenzie, A. (2019). ‘Just Google it’: Digital Literacy and the Epistemology of
Ignorance. Teaching in Higher Education, 24(3), 302-317. https://doi.org/10.1080/1356251
7.2018.1547276.

Bradshaw, S., Bailey, H., & Howard, P. N. (2021). Industrialized Disinformation: 2020 Global
Inventory of Organised Social Media Manipulation. Working Paper 2021.1. Oxford, UK: Project
on Computational Propaganda. https://comprop.oii.ox.ac.uk/research/posts/industrialized-
disinformation/. Accessed 16 January 2020.

Jandri¢, P., Knox, J., Besley, T., Ryberg, T., Suoranta, J., & Hayes, S. (2018). Postdigital Science
and Education. Educational Philosophy and Theory, 50(10), 893-899. https://doi.org/10.108
0/00131857.2018.1454000.

MacKenzie, A., Rose, J., & Bhatt, 1. (2020). Dupery by Design: The Epistemology of
Deceit in a Postdigital Era. Postdigital Science and Education. https://doi.org/10.1007/
$42438-020-00114-7.

Mackenzie, A., & Bhatt, I. (2020a). Lies, Bullshit and Fake News: Some Epistemological Concerns.
Postdigital Science and Education, 2(1), 9-13. https://doi.org/10.1007/s42438-018-0025-4.
Mackenzie, A., & Bhatt, I. (2020b). Opposing the Power of Lies, Bullshit and Fake News: The
Value of Truth. Postdigital Science and Education, 2(1), 217-232. https://doi.org/10.1007/

$42438-019-00087-2.


https://doi.org/10.1007/978-3-030-72154-1_13
https://doi.org/10.1007/978-3-030-72154-1_14
https://doi.org/10.1007/978-3-030-72154-1_15
https://doi.org/10.1080/13562517.2018.1547276
https://doi.org/10.1080/13562517.2018.1547276
https://comprop.oii.ox.ac.uk/research/posts/industrialized-disinformation/
https://comprop.oii.ox.ac.uk/research/posts/industrialized-disinformation/
https://doi.org/10.1080/00131857.2018.1454000
https://doi.org/10.1080/00131857.2018.1454000
https://doi.org/10.1007/s42438-020-00114-7
https://doi.org/10.1007/s42438-020-00114-7
https://doi.org/10.1007/s42438-018-0025-4
https://doi.org/10.1007/s42438-019-00087-2
https://doi.org/10.1007/s42438-019-00087-2

Contents

PartI Epistemology of Deceit

1 Bad Faith, Bad Politics, and Bad Consequences:
The Epistemic Harms of Online Deceit. . .. ..................... 3
Alison MacKenzie and Ibrar Bhatt

2 An Epistemology of False Beliefs: The Role of Truth, Trust,
and Technology in Postdigital Deception ....................... 21
Jennifer Rose

3 Towards a Response to Epistemic Nihilism ..................... 39
Jake Wright

PartII Dupery, Politics, and Democracy

4 Duperation: Deliberate Lying in Postdigital, Postmodern Political
Rhetoric . . ... . 63
Tess Maginess

5 The Right to Freedom of Expression Versus Legal Actions
Against Fake News: A Case Study of Singapore ................. 77
Selman Ozdan

6 US Digital Nationalism: A Habermasian Critical Discourse
Analysis of Trump’s ‘Fake News’ Approach
to the First Amendment . . . ....... .. .. ... ... .. .. . .. .. .... 95
Benjamin Green

7 A Project of Mourning: Attuning to the Impact
of ‘Anthropocentric-Noise Disorder’ on Non-Human Kin......... 119
Victoria O’Sullivan

XXV


https://doi.org/10.1007/978-3-030-72154-1_1
https://doi.org/10.1007/978-3-030-72154-1_1
https://doi.org/10.1007/978-3-030-72154-1_1
https://doi.org/10.1007/978-3-030-72154-1_2
https://doi.org/10.1007/978-3-030-72154-1_2
https://doi.org/10.1007/978-3-030-72154-1_2
https://doi.org/10.1007/978-3-030-72154-1_3
https://doi.org/10.1007/978-3-030-72154-1_3
https://doi.org/10.1007/978-3-030-72154-1_4
https://doi.org/10.1007/978-3-030-72154-1_4
https://doi.org/10.1007/978-3-030-72154-1_4
https://doi.org/10.1007/978-3-030-72154-1_5
https://doi.org/10.1007/978-3-030-72154-1_5
https://doi.org/10.1007/978-3-030-72154-1_5
https://doi.org/10.1007/978-3-030-72154-1_6
https://doi.org/10.1007/978-3-030-72154-1_6
https://doi.org/10.1007/978-3-030-72154-1_6
https://doi.org/10.1007/978-3-030-72154-1_6
https://doi.org/10.1007/978-3-030-72154-1_7
https://doi.org/10.1007/978-3-030-72154-1_7
https://doi.org/10.1007/978-3-030-72154-1_7

XXVi Contents

Part III Discourse and Digital Literacy

8 Someone Is Wrong on the Internet: Is There an Obligation
to Correct False and Oppressive Speech on Social Media? ........ 139
Jennifer Saul

9 Writing Against the ‘Epistemology of Deceit’ on Wikipedia:
A Feminist New Materialist Perspective Towards Critical
Media Literacy and Wikipedia-Based Education ............ .. .. 159
Jialei Jiang and Matthew A. Vetter

10 The Neoliberal Colonization of Discourses: Gentrification,
Discursive Markets and Zombemes . .......................... 177
Albin Wagener

11 Social Memes and Depictions of Refugees in the EU:
Challenging Irrationality and Misinformation
with a Media Literacy Intervention ........................... 195
Mike Hajimichael

Part IV Towards A Critical Pedagogy

12 Scallywag Pedagogy . ........... ... i 215
Peter McLaren and Petar Jandri¢

13 Learning from the Dupers: Showing the Workings. . ............. 233
Christine Sinclair

14 Ghosting Inside the Machine: Student Cheating, Online
Education, and the Omerta of Institutional Liars. ............... 251
Shane J. Ralston

15 ‘Choice Is Yours’: Anatomy of a Lesson Plan from University V.... 265
Eamon Costello and Prajakta Girme

Conclusion: Some Resolutions to Dupery and the Power of Online
Platforms . ... ... ... 283
Alison MacKenzie, Ibrar Bhatt and Jennifer Rose


https://doi.org/10.1007/978-3-030-72154-1_8
https://doi.org/10.1007/978-3-030-72154-1_8
https://doi.org/10.1007/978-3-030-72154-1_8
https://doi.org/10.1007/978-3-030-72154-1_9
https://doi.org/10.1007/978-3-030-72154-1_9
https://doi.org/10.1007/978-3-030-72154-1_9
https://doi.org/10.1007/978-3-030-72154-1_9
https://doi.org/10.1007/978-3-030-72154-1_10
https://doi.org/10.1007/978-3-030-72154-1_10
https://doi.org/10.1007/978-3-030-72154-1_10
https://doi.org/10.1007/978-3-030-72154-1_11
https://doi.org/10.1007/978-3-030-72154-1_11
https://doi.org/10.1007/978-3-030-72154-1_11
https://doi.org/10.1007/978-3-030-72154-1_11
https://doi.org/10.1007/978-3-030-72154-1_12
https://doi.org/10.1007/978-3-030-72154-1_12
https://doi.org/10.1007/978-3-030-72154-1_13
https://doi.org/10.1007/978-3-030-72154-1_13
https://doi.org/10.1007/978-3-030-72154-1_14
https://doi.org/10.1007/978-3-030-72154-1_14
https://doi.org/10.1007/978-3-030-72154-1_14
https://doi.org/10.1007/978-3-030-72154-1_15
https://doi.org/10.1007/978-3-030-72154-1_15

About the Editors

Alison MacKenzie is a Senior Lecturer at Queen’s University, Belfast (and former
secondary school teacher in Scotland). She is the Programme Director for the mas-
ter’s programme in Special Educational Needs and Inclusion, and former Director
of the Postgraduate Certificate in Teacher Education at Queen’s University. Her
research interests and publications are primarily concerned with social injustice,
which she examines through epistemic injustice, epistemologies of deceit and igno-
rance, feminism, and the Capabilities Approach; she also has a keen interest in
Bourdieu’s sociological analysis of inequality. Alison has been nominated, short-
listed for, and won a number of awards related to her teaching and supervision.

Ibrar Bhatt is a Senior Lecturer at the School of Social Sciences, Education and
Social Work at Queen’s University, Belfast. He has active research interests in writing
and literacy as a social practice, digital literacies, and contemporary digital episte-
mologies. These interests emerged through some recent works, which include
Academics Writing: The Dynamics of Knowledge Creation (2019) and Assignments
as Controversies: Digital Literacy & Writing in Classroom Practice (2017), both
published by Routledge/Taylor & Francis, as well as many published research arti-
cles. He is also a member of the Governing Council of the Society for Research into
Higher Education, a convener of its Digital University Network, and Executive Editor
for the journal Teaching in Higher Education: Critical Perspectives. His previous
academic affiliations include Lancaster University and the University of Bradford.

Jennifer Rose’s academic background is in Philosophy of Education. Her research
is in the philosophy of knowledge and its use in epistemic relations in and between
the social and material world. Her PhD thesis focused on the epistemology of testi-
mony, epistemic injustice, and the decoloniality of knowledge in voice practices in
higher education. Two recent publications of her work, ‘To Believe or not to Believe:
An Epistemic exploration of Fake News, Truth, and the Limits of Knowing’ and
‘The Mortal Coil of Covid-19, Fake News and Negative Epistemic Postdigital
Inculcation’, exemplify her unique theoretical approach to knowledge construction.
Her professional background is entrepreneurial, focused on course development
and delivery in a lifelong learning context.

XX Vil



About the Authors

Eamon Costello is Head of Open Education at Dublin City University. He has
worked in a variety of roles in the University from mopping floors as a late-night
janitor, to designing online learning in virtual environments, and as a lecturer head-
ing up a department of highly committed staff. He is curious about how we think,
learn, and work online, offline, and everywhere in between. He wonders about non-
humanness and what this might mean for how we learn and unlearn each other. He
has led a number of funded research projects and published on various topics around
digital learning and open education. In line with the theme of this book, one item of
this biography has been deep faked.

Prajakta Girme (Lily) is a researcher in Dublin City University currently working
in the area of digital assessment in STEM education and with an interest in posthu-
man educational futures. She is currently working as a research assistant on the
Assessment of Transversal Skills in STEM project (www.atsstem.eu), a large-scale
initiative working in schools across Europe to help teachers and students figure out
this strange thing we call STEM. She also moonlights as a posthuman graphical
wizard and has a secret past relating to teeth. In line with the theme of this book one
item of this biography may or may not have been deep faked.

Benjamin Green is a 2020 Asia Society-CEAIE Zhi-Xing China Fellow, and a
third-year PhD candidate at Beijing Normal University, Faculty of Education. He
has lectured at Beijing Foreign Studies University and China Foreign Affairs
University, while also maintaining a position as section editor for the Springer
Encyclopedia of Educational Innovation. As a critical scholar, his interest in com-
plex adaptive social systems aims to foreground subaltern voices within Chinese
Higher Education. However, his work has more recently been focused on US-China
relations, global governance, digital nationalism, critical cosmopolitanism, and
Chinese Internationalism as a contested project of alternative modernity.

XXiX


https://eur02.safelinks.protection.outlook.com/?url=http://www.atsstem.eu/&data=04|01|A.MacKenzie@qub.ac.uk|18f34b212abb4ae6766308d8b93e8e4e|eaab77eab4a549e3a1e8d6dd23a1f286|0|0|637463025612716544|Unknown|TWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0=|1000&sdata=wM00N3YOLLlHaPKkRwT9Bk6QBXiNwQ/Ug04AhQF8NJQ=&reserved=0

XXX About the Authors

Mike Hajimichael is Associate Professor and Head of The Department of
Communications at the University of Nicosia, Cyprus. His PhD was in Cultural
Studies at The Centre for Contemporary Cultural Studies (CCCS) in England.
CCCS was an important experience as it defined many aspects of his academic,
cultural, and political perspectives. In addition, Mike is a performance poet, record-
ing artist, DJ, radio presenter, and freelance writer. These experiences have enhanced
and informed his writing and research for the last two decades. He is particularly
interested in media literacy, citizen’s media, colonial writing/texts, applied ethno-
musicology, and media representation and semiotics.

Petar Jandrié¢ is Professor at the Zagreb University of Applied Sciences, Croatia,
and Visiting Professor at the University of Wolverhampton, UK. His previous aca-
demic affiliations include Croatian Academic and Research Network, National
e-Science Centre at the University of Edinburgh, Glasgow School of Art, and Cass
School of Education at the University of East London. Petar’s research interests are
situated at the postdisciplinary intersections between technologies, pedagogies, and
the society, and research methodologies of his choice are inter-, trans-, and anti-
disciplinarity. He is Editor-in-Chief of Postdigital Science and Education journal
and book series. Personal website: http://petarjandric.com/.

Jialei Jiang completed her PhD in Composition and Applied Linguistics at the
Indiana University of Pennsylvania. Her research interests include digital rhetoric,
feminist new materialism, and multimodal composition. Her works have appeared
in Computers and Composition, Composition Forum, Kairos: Journal of Rhetoric,
Technology, and Pedagogy, Postdigital Science and Education, and edited collec-
tions. She is currently working on a collaborative research project that explores how
instructors across writing studies design and deploy multimodal pedagogies for the
purposes of social justice and advocacy.

Tess Maginess Principal Fellow, Higher Education Academy, is Professor of
Lifelong Learning at Queen’s University, Belfast. A literature specialist, she has
developed a range of innovative adult learning pedagogies over the course of
25 years, often using critical and creative digital approaches. Tess has received
many awards, including a national Teaching Fellowship. She has gained funding to
develop a wide spectrum of partnerships, local, national, and international. Her
research spans World Literature, adult education, especially non-traditional learn-
ers, mental health and disability, and the values and purposes of education. In her
spare time, she gardens, cooks, sings, and writes poetry. She lives on the family
farm with her husband, Ian, and dog, Kahl.

Peter McLaren is Distinguished Professor in Critical Studies at Chapman
University, USA, and Co-Director of the Paulo Freire Democratic Project and
International Ambassador for Global Ethics and Social Justice. He is also Emeritus
Professor of Urban Education, UCLA, USA, and Emeritus Professor of Educational
Leadership, Miami University of Ohio, USA. He is Honorary Director of the Center


https://eur02.safelinks.protection.outlook.com/?url=http://petarjandric.com/&data=04|01|A.MacKenzie@qub.ac.uk|3ece0f71cd824021a52008d8b7266a1b|eaab77eab4a549e3a1e8d6dd23a1f286|0|0|637460722918657301|Unknown|TWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0=|1000&sdata=HhfQfq7vFDmIF8qU5Phpgm5MTHNy1BHKVkFvOFUQOu4=&reserved=0

About the Authors XXXi

for Critical Studies in Education in Northeast Normal University, China. He is the
author/editor of over 40 books, including Postdigital Dialogues on Critical
Pedagogy, Liberation Theology and Information Technology (McLaren and
Jandri¢ 2020).

Victoria O’Sullivan is a doctoral candidate in the School of Critical Studies,
Faculty of Education and Social Work, University of Auckland. Prior to focusing on
her PhD full time, she was a lecturer in secondary teacher education at Auckland
University of Technology, where she taught philosophy of education. She is also an
experienced Secondary teacher, having taught visual art for many years. Moved (in
the sense of being affected and propelled into action; made mobile) by the slow, but
also increasingly accelerated violence of the Anthropocene (as materialised by
events like the 2019-2020 Australian bushfires, the Covid-19 pandemic and the
Gulf Livestock 1 multi-species tragedy), her research explores ethical ways to think
with/in the world at this moment in time.

Selman Ozdan (PhD) is Assistant Professor Dr in the Department of Public
International Law at the Ondokuz Mayi1s University, School of Law in Turkey. He
holds a PhD in Public International Law from Queen’s University, Belfast, School
of Law in Northern Ireland, UK and LL.M. (with Honours) from Case Western
Reserve University, School of Law in Cleveland, USA. Previously, Selman worked
at Erciyes University, where he was Head of Department for Public International
Law. He is a member of the Society of Legal Scholars (SLS), Case Western Reserve
University Law Alumni Association, and the National Association for Media
Literacy Education. He has recently published in the International Journal of
Human Rights and Postdigital Science and Education.

Shane J. Ralston is an ethicist, philosophy professor, and Dean of Richard Wright
College, Woolf University, the world’s first Blockchain-based university. His proj-
ects revolve around six broad areas: politics, ethics, education, environment, busi-
ness, and sports. Shane’s current research and writings focus mainly on issues of
public corruption, higher education, and human resources ethics. He is the author of
two books, John Dewey’s Great Debates—Reconstructed (2011) and Pragmatic
Environmentalism: Towards a Rhetoric of Eco-Justice (2013), and the editor of a
collection, Philosophical Pragmatism and International Relations: Essays for a
Bold New World (2013).

Jennifer Saul is Waterloo Chair in Social and Political Philosophy of Language at
the University of Waterloo, in Canada. Previously she spent 24 years at the University
of Sheffield. She is the author of Lying, Misleading and What is Said (OUP 2012),
and the co-editor (with Michael Brownstein) of Implicit Bias and Philosophy,
Volumes 1 and 2 (OUP 2016). Currently she is working on racism, sexism, and
deception and political speech, and the world is keeping her very busy. She plans a
book on the method to use to evade responsibility for such speech.



XXXii About the Authors

Christine Sinclair is an Honorary Fellow in the Centre for Research in Digital
Education of the Moray House School of Education and Sport at the University of
Edinburgh from where she recently retired. For the final three years of her career,
she was programme director for the MSc in Digital Education. She graduated from
this programme herself in 2010, when working as a lecturer in academic practice at
the University of Strathclyde in Glasgow. She enjoyed researching student experi-
ence through being a student and continues to be interested in student engagement
with academic writing. She has written two books for students: Understanding
University: A Guide to Another Planet (2006) and Grammar: A Friendly
Approach (2010).

Albin Wagener holds a PhD and a Habilitation in discourse analysis and general
linguistics. He currently works as an associate professor at the Université Rennes 2
(France) and also shares his research duties at the INALCO (France). His work
mainly focuses on digital humanities and postdigital narratives, as well as culture
and identity. Drawing on these topics, he has issued various publications in both
French and English regarding applied online case studies in political discourse, dis-
crimination, memes, communities, and social networks. These works in applied lin-
guistics have been fuelling his theory of discourse and the way social representations
are rooted in the neoliberal model of western democracies.

Jake Wright PhD, is a senior lecturer in philosophy at the University of Minnesota
Rochester’s Center for Learning Innovation (Rochester, Minnesota, USA). His
research focuses on two areas: the ethical and pedagogical justifications for in-class
practices, especially at the introductory level, and how we ought to respond to
bullshit and other claims that reject the value of truth. He is particularly interested
in how these areas overlap via the phenomenon of naive skepticism, the predisposi-
tion to uncritically reject the idea of universal truth commonly held by introductory
students.

Matthew A. Vetter is Associate Professor of English and affiliate faculty in the
Composition and Applied Linguistics PhD program at Indiana University of
Pennsylvania, where he teaches graduate courses in rhetorical theory, composition,
critical pedagogy, and digital rhetoric and literacy. Vetter’s work has appeared in
journals such as College English, Composition Studies, Computers and Composition,
Pedagogy, Social Media & Society, Rhetoric Review, and Postdigital Science and
Education. In addition to these journal articles, Vetter has also contributed to publi-
cations sponsored by the Wiki Education Foundation.



Part I
Epistemology of Deceit



®

Check for
updates

Chapter 1

Bad Faith, Bad Politics, and Bad
Consequences: The Epistemic Harms
of Online Deceit

Alison MacKenzie (») and Ibrar Bhatt

Introduction

In politics, in social media, indeed, whenever and wherever humans engage in com-
munication, some form of deceit will commonly result. Lying, it seems, is an integral
part of communication, and there are myriad opportunities for lying (MacKenzie and
Bhatt 2020a). We expect politicians to lie, and we all know that online platforms are
prodigiously efficient at spreading misinformation, disinformation, malinformation,
lies, and similar epistemic vices. Key events in the UK and the USA, such as the
2016 UK referendum on EU membership and the 2020 US Presidential election,
have inundated us with deceits that strike us as qualitatively and quantitatively differ-
ent from other times. This is mainly because of the power and reach of online plat-
forms, which, according to the Netflix documentary, The Social Dilemma (Orlowski
2020),! is altering human behaviour. Google and Facebook, for example, use algo-
rithms that create individualised versions of reality, exploit behavioural addictions
(through ‘clickbait’ and ‘likes’), manipulate belief, and increase polarisation, and
on which fake news spreads six times faster than other goods (Vosoughi et al. 2018).

' The Social Dilemma (Orlowski 2020) is a Netflix documentary-drama aired on 27 August 2020.
It explores the dangers of social networking, using accounts from tech experts who worked for
Google, Facebook, and Apple. It focuses on, among other issues, the vulnerability of teenagers to
the platforms’ methods of addicting them to social media, leading to high rates of depression and
anxiety.
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It is also deeply troubling that these giants have created a system that favours
disinformation so that users may have no idea what is true or false (Orlowski 2020).
They can control what we see, read, and believe — and we are not aware of it. We do
know that lies proliferate as contagiously, it seems, as a SARS virus, and we expect
to be lied to, particularly by those who govern us (Bradshaw and Howard 2017).
When we critically consider the quality of the British political elite and learn how
online platforms, on which we are so dependent, manipulate us, the dark realisation
is that we seem to be in the grip of Machiavellian forces: scheming and self-interest,
cunning and deceit, along with unprincipled lust for power, and power-for-
power’s sake.

In his best-known treatise on political power, The Prince, Machiavelli (2003),
the Renaissance political philosopher, was critical of the view that a good leader
was one who had moral character and exercised virtue and that by those qualities
would earn respect and the right to be obeyed. ‘Everyone’ Machiavelli stated,
‘admits how praiseworthy it is in a prince to keep faith, and to live with integrity and
not with craft’ (48) but goodness, he asserted, is not necessary to rule or to authority.
As a political pragmatist, he understood that great princes put little faith in good
conduct and circumvent the intellect of men by ‘craft’. Anyone who pays attention
to the sayings and doings of key political figures such as the current British Prime
Minister, Boris Johnson, and the US President Donald Trump and his Republican
acolytes will appreciate that they are not known for honesty or acting in good faith.>

Machiavelli also advised that the political rules of power are such that the prince
must understand ‘how to avail himself of the beast and the man ... and that one
without the other is not durable’. And if the prince must adopt the beast, he ‘ought
to choose the fox and the lion; because the lion cannot defend himself against snares
and the fox cannot defend himself against wolves. Therefore, it is necessary to be a
fox to discover the snares and a lion to terrify the wolves’ (Machiavelli 2003: 48).

Machiavelli’s political realism led him to propose that ‘[i]f men were entirely
good this precept would not hold, but because they are bad, and will not keep faith
with you, you too are not bound to observe it with them’. He cites, by way of
example, how many treaties and engagements ‘have been made void and of no
effect through faithlessness’, and the prince who knows how to employ the fox ‘has
succeeded best’ (and the UK provides a good example of this, namely, the Brexit
negotiations). Nevertheless, necessary though the half-man-half beast is to main-
taining power, Machiavelli cautions that it is wise to ‘disguise the fox and to be a
great pretender and dissembler’ on the grounds that men are ‘so simple, and so
subject to present necessities, that he who seeks to deceive will always find some-
one who will allow himself to be deceived’ (Machiavelli 2003: 48).

The suspension of commonplace ethics in politics is recommended, and pre-
emptive lying is justified because men are ‘bad’ and will not keep ‘faith’.
Nevertheless, deception means that the prince must appear to have all the ethical

2See Washington Post’s ongoing database of the false or misleading claims made by President
Trump during his time in office: https://www.washingtonpost.com/graphics/politics/trump-claims-
database/. Accessed 5 January 2021.
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qualities desired of a leader: to appear upright, religious, humane, and faithful ‘but
with a mind so framed’ (49) that, when expedient, the leader can behave contrary to
appearances. Machiavelli’s analysis is compelling because he does not begin with
an ideal person, an ideal theory of justice, or an ideal polity. There are no ideal
states, just states in which injustice and inequality are the norm.

Social media has become one of the most significant arenas in which ‘faithless-
ness’ can be found. It is, on many accounts, one of the biggest enablers of deceit,
conspiracy theories, disinformation, and malicious information, epistemic vices that
are not ‘incompatible with [enabling] authoritarianism’ (Deibert 2019: 26). What
does one do when bad faith, lying, and other vices are not aberrations, but have
become the brazen norm? We contend that platforms which willingly and wilfully
create systems that favour deceit over truth in order to pursue profit, erode trust,
increase polarisation, threaten democratic processes, and destabilise democracy
(Deibert 2019; Rid 2017). This is a grim analysis, but we need to be realistic if we
are to confront the prodigality of deceit, and we will suggest some ways to epistemi-
cally resist and oppose these vexatious epistemic onslaughts.

We begin by discussing how social and mass media have been used to dissemi-
nate disinformation and its bad consequences: polarisation, distrust, and anger in
the USA and the UK. The UK is often compared to the USA because of the popu-
lism and mendaciousness of Trump and Johnson. While these are the countries we
know best, the analysis we present here could be readily applied to India, Brazil,
Poland, Hungary, and numerous other countries. Our analyses throw up inevitable
comparisons with totalitarianism and fascism, and we draw on Arendt’s (1966)
incomparable analysis of totalitarianism to explore just how harmful is deceit in all
its nefarious varieties. We do not, however, suggest that there is a direct comparison
between Trump and Hitler, or Trump and Stalin; what is of concern is that the power
of social media is such that ‘authoritarian practices are being propelled worldwide’
(Deibert 2019: 31) and public discourse is being degraded because of the intercon-
nected nature and viral speed of the Internet.

We explore how useful it is to counter the ‘polariser’s toolkit (Cassam 2020) with
the humanist version, since retaliating in anger against anger or in calling the duped
‘stupid’ will get us nowhere. Contrary to Machiavelli, there are no proxies for truth,
since truth and truthfulness are critical to a healthy polity.

Bad Politics and the Media: Beware Overlooking the Mass
Media in Strategic Disinformation Campaigns

Months before the 2020 US Presidential campaign, President Trump began to claim
that the 2020 election would be fraudulent and rigged against him, claims he con-
tinued to make after the election was called for Biden and despite the election being
judged as one of the ‘most secure in American history’ by the Cyberspace and
Infrastructure Security Agency (2020) on 3 November. The Security Agency Chief,
Chris Krebs, was soon after fired from his post for contradicting Trump’s claims.
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During a White House press briefing on the 23 September 2020, Trump declined
to say whether he would transfer power peacefully to Biden should he lose the elec-
tion. Instead, he responded saying: “We’re going to have to see what happens, you
know that. I’ve been complaining very strongly about the ballots, and the ballots are
a disaster’ and continued ‘[t]he ballots are out of control. You know it. And you
know who knows it better than anybody else? The Democrats know it better than
anybody else’ (The Guardian 2020). His assertions about voter fraud were also
shared by Republicans. According to Benkler et al. (2020: 2), citing a Pew poll from
16 September 2020, 61% of Republicans whose major source of news was Fox
News or talk radio thought voter fraud by mail was a ‘major issue’. By contrast,
only 4% of Democrats who relied on the New York Times, the Washington Post,
NPR, CNN, or MSNBC thought voter fraud was a problem. There were and are
starkly different views about the safety of the election and whether mail-in votes
and counting machines in counties and states that voted for Biden are legitimate.
This is no surprise. As Benkler et al. (2020) demonstrate, Trump and his supporters
engaged in a strategic disinformation campaign to undermine trust in the legitimacy
and security of the election.

Benkler et al.’s (2020) research examines how political beliefs and attitudes are
shaped at mass population scale. They engaged with three common conceptions
about how public opinion is shaped by mass and social media. The first, and most
common, is that social media is the driving force in shaping beliefs and attitudes by
platforms such as Facebook which enable the dissemination of fake news, false-
hoods, disinformation, and so on and through which propaganda, trolls, and bots
proliferate. Actors who are neither political nor members of the media elite are
empowered by these media to influence public perception. The second conception
accepts that social media is the origin of falsehoods, which can be spread through
mass media by influencers and which can transform public discourse through activ-
ism. Videos of police violence and Black Lives Matter protests are the most recent
and powerful examples of mass media. The third conception is that social media has
had less of an impact on political beliefs than is generally supposed and that politi-
cal elites drive the agenda through mass media, while social media recirculates
activist agendas (Benkler et al. 2020: 3).

The best example of this kind of mass media influence, according to the research-
ers, is mail-in ballots, voter fraud, and the legitimacy of the 2020 election. As
Benkler et al. state: ‘[d]ecisions that mass media journalists and editors make about
what they cover and how appear to be more important than what happens on
Facebook’. Notably, given the analysis in the previous section, these decisions
‘appear to be driven by the actions of political and media elites, principally President
Trump’ (4). Moreover, the ‘largely-ignored’ TV networks such as ABC, CBS, NBC,
local TV, and CNN appear to be the primary source of news for the ‘least politically
pre-committed one-third of Americans’ and, in the case of local TV, ‘the least politi-
cally knowledgeable’ (3).

The basis of Benkler et al.’s analysis rests on fifty-five thousand online media
stories, five million tweets, and seventy-five thousand public posts on Facebook.
This analysis is consistent with their earlier findings about the American political



1 Bad Faith, Bad Politics, and Bad Consequences: The Epistemic Harms of Online... 7

media ecosystem from 2015 to 2018, in which they found that ‘Fox News and
Donald Trump’s own campaign were far more influential in spreading false beliefs
than Russian trolls or Facebook clickbait artists’ (Benkler et al. 2020: 4).

The fundamental insight that the researchers offer us is that polarised beliefs
about mail-in voter fraud ‘is an elite-driven, mass media leads model’ (Benkler
et al. 2020: 9). Trump, in particular, has driven the media agenda. His statements in
tweets, press conferences, and television interviews have driven the debate over
mail-in voting and were given credence by the communications teams of the White
House and his re-election campaign, the Republican National Committee, and by
leading Republican officials at federal and state levels. Benkler et al. (2020: 9) sug-
gest that the coordinated messaging was part of a ‘strategic disinformation cam-
paign’, motivated by fear that increasing voter participation during the Covid-19
pandemic would harm Republican chances of re-election — which it did. The disin-
formation was supported by a right-wing media ecosystem that ‘marginalizes or
suppresses dissenting views within the conservative sphere that try to push back
against the mail-in voting fraud narrative’. The relationship between Trump and the
media was one of mutual benefit. The President of CBS in an interview conducted
after Donald Trump was elected said that his election win ‘May Not Be Good for
America, but It’s Damn Good for CBS’ (Bond 2016).

The ‘cure’ for elite-driven mass media disinformation campaigns? It’s not fact-
checking, since ‘facts’ have their alternatives and can be readily denounced as
untruths or shameless propaganda. The situation is too polarised for fact-checking
alone. Rather, Benkler et al. (2020: 10) suggest that what is necessary is ‘aggressive
editorial counteraction” by media editors and journalists of the Associated Press,
television networks, and local TV news. They can make choices about how they
cover the ‘propaganda efforts of the President and his party, and how they educate
their audiences’.

Mass Media and Social Media Consumption Driven by Dis/
Mistrust

But is there something more to this disparity between mass media and social media?
Newman et al. (2015) argue that this needs to be set in a context of wider news
consumption and digital practice, the extent of which is significantly affected by
age. As part of the annual study of the Reuters Institute for the Study of Journalism,
Newman et al. (2015) found that when examining people’s main sources of news
split by age, for every group under 45, online news was deemed more important
than television news, with Facebook holding the dominant position of the platform
through which most young people access news and opinion. Since online news can
be of all ideological stripes, including hyper-partisan, centrist, and mainstream, and
given that a news consumer’s exposure to online and alternative news is likely to be
increased by greater levels of scepticism and mistrust of mainstream and traditional
sources such as newspapers and television (see Elvestad et al. 2018), there is a need
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to better understand how and why people make news choices and how alternative
news sources have risen to the ranks of the most trusted (Edelman’s Global Trust
Barometer 2017).

According to Edelman’s Global Trust Barometer (2017), trust in mainstream
broadcast media has declined precipitously in recent times. When faced with a
choice between different sets of ‘facts’ offered by mainstream and ‘alternative’
online media, there is a need to ask: What ideals do audiences associate with their
preferred go-to source? Why do seekers of news online turn to news purveyors such
as Breitbart, InfoWars, and Blaze instead of more mainstream and legacy outlets
like the BBC, Newsweek, or Aljazeera? Is it distrust, antipathy, or downright
derision?

Two notable studies may offer some answers — and these accord with our analy-
sis so far: Jonathon Ladd’s Why Americans hate the Media (2012) and Mann and
Ornstein’s It’s Even Worse Than It Looks: How the American Constitutional System
Collided With the New Politics of Extremism (2012). According to Ladd (2012), lack
of trust and confidence in mainstream media in the USA is closely related to demo-
cratic electoral processes and the kind of political messages consumed in the run up
to elections. Since the 1970s, as political parties became more polarised and mes-
sages more intense, public acceptance of, and trust in, mainstream mass media has
declined, and more partisan sources of news have emerged as salient in the develop-
ment of citizens’ views. He argues that much of this mistrust has been nurtured by
elite media criticism of the media, particularly Republican Party elites, a process
that intensified under the Trump administration.

Political analysts Mann and Ornstein came to a similar conclusion. They place
the blame squarely on the contemporary Republican Party, characterising it as ‘an
insurgent outlier — ideologically extreme; ... scornful of compromise; unpersuaded
by conventional understanding of facts, evidence and science; and dismissive of the
legitimacy of its political opposition’ (Mann and Ornstein 2012: xiv). Importantly
for our argument, the authors also caution against acerbic campaign approaches
perpetuated by the mass media and the resultant steer towards the erosion of demo-
cratic accountability in the US politics.

Almost a decade later, there is now a much more complex relationship between
mainstream journalism, alternative and online political news, and citizen knowl-
edge. Media distrust and the rise of algorithmically mediated hyper-partisan alterna-
tives has had significant civic and political ramifications. People who do not trust
the media and who subsequently access hyper-partisan alternative sources are less
likely to access accurate information and more likely to vote along partisan lines. It
is, therefore, necessary to explore public responsiveness and people’s credibility
perceptions of online news consumers in order to ensure full exercise of democracy.

Most people access political messages via digital media, and digital infrastruc-
tures have become inextricably part of society’s structures. This is the genesis of a
‘postdigital’ conception that there is no opposition between a ‘virtual’ or ‘cyber’
world and a corresponding ‘face-to-face’ world. Instead, the digital is now ‘inte-
grated and imbricated with our everyday actions and interactions’ (Feenberg 2019:
8). Its structures and divisions, mediated by human behaviour but exacerbated by
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algorithms, are the very drivers which shape the conditions of knowledge produc-
tion, circulation, and consumption. As we mentioned earlier, the documentary-
drama, The Social Dilemma (Orlowski 2020), offers a powerful explanation of how
these systems operate to manipulate our beliefs and behaviours.

Instead of a unified public sphere of ‘the masses’, people are now targeted with
political messages as a multitude of very particular niche groups or micro-
populations (Maly and Varis 2016). This has led to a decidedly algorithmic popu-
lism (Maly 2018) in which there is not a singular or exclusive ‘mass media’
instrument by which a linear flow of propaganda and political messages will flow.
As a case in point, the Brexit referendum in the UK was won in favour of the UK
leaving the European Union by the coming together of people from across the polit-
ical spectrum, described by Blommaert (2020: 393) as the ‘loose, temporal and
unstable coalitions between ... micro-audiences’.

Another attempt at such digital micro-marketing of political messages was the
campaign to deter Afro-Americans from voting for the Democratic party in the 2016
US election. The highly sophisticated campaign divided a data set of 200 million
voters in to 8 different subcategories for niche targeting of political messages. One
sub-group, labelled as ‘Deterrence’, consisted overwhelmingly of black and other
groups of colour and were fed anti-Clinton adverts which focussed on out-of-context
quotes to discredit her record on race relations (Channel 4 News Investigations
Team 2020). The National Association for the Advancement of Colored People
(NAACP) called the report an example of ‘modern-day voter suppression’
(Derysh 2020).

Mass media still has a place in political messaging, as Benkler et al. (2020) and
others (Maly and Varis 2016) have argued. Today’s public must, however, contend
with a double-whammy of political messages from both mass media and social
media sources. Mass media will also utilise social media platforms and their infra-
structural logics to drive traffic to their pages and circulate information. According
to Jarvis (2008), it is sometimes a case of ‘blogs all the way down’ in a model of
information flow dubbed as a ‘link economy’. In this model, news sources will bor-
row content from blogs and other online sources, sometimes with little or no verifi-
cation, and add a layer of commentary as part of a ‘new’ story. The burden of proof
can differ considerably compared to print and televised news, and as news providers
contend with tighter deadlines and reduced staff, traditional standards for verifica-
tion become much more difficult to sustain.

The case of a fake quotation attributed to the deceased French composer Maurice
Jarre is one example. In this case, an Ireland-based student experimentally posted a
fake quotation on the deceased composer’s Wikipedia page shortly after his death.
The quotation then appeared in the Guardian, BBC Music Magazine, and Australian
newspapers. The hoax only came to light after the student contacted offending
newspapers to tell them that the quotation was in fact a fabrication concocted by
him as an experiment to ‘show how journalists use the internet as a primary source
and how people are connected especially through the internet’” (Carbery 2009).
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Polarisation for One’s Own Bad Faith Ends: The Cynic’s
Toolkit and the Humanist’s Response

Worryingly, these analyses show that we are living in highly polarised societies and
that media of whatever kind are powerful instruments in driving and sustaining that
polarisation, abetted by the kinds of deceits we have adumbrated. There is no doubt
too, of course, that the deep cynicism of politicians such as the British Prime
Minister, Boris Johnson? and the former United States President, Donald Trump,
and all their enablers, nutrify polarisation. As Edsall observed in the New York
Times (2018), ‘[h]ostility to the opposition party and its candidates has now reached
a level where loathing motivates voters more than loyalty’ (2019). Polarisation can
be used as a political strategy to further political ends (re-election, English national-
ism, protection from criminal prosecution, question the legitimacy of elections).
Polarisation is also driven by propaganda that predates on religious, ethnic, politi-
cal, economic, moral fears, and preferences for social/mass media. To counter
polarisation, and the vices that accompany it, such as mistrust, deceit, epistemic
blindness, and so on, we need to know the strategies and tactics that are employed
to keep populations divided, angry, and mistrustful. Machiavelli’s foxes and lions
need to be rendered less cunning, mendacious, and treacherous.

Core features of the ‘polarisation toolkit’, according to Cassam (2020), consist
of the following: mythmaking, stereotyping, propaganda, othering of an out-group,
conspiracy theories, and polarising speech. Mythmaking, at which the Nazis
excelled and with which our ardent Brexiteer politicians and spads (special advis-
ers) have been busy, consists in creating mythic pasts which have been lost but
which can be recreated in the future if we take the right action (e.g. leave the EU)
and stand our ground (defy EU intransigence). Mythmakers also use myths to
explain present divisions, discord, and lack of sovereignty (in the case of Brexit),
the ‘them’ and ‘us’. By ‘taking back control’, the mantra of the British Conservative
Party under Johnson, the UK can, we are told, become a great nation again. It is
aberrant nonsense, in our view, but recourse to rational debate, facts, and truthful-
ness seem to have no purchase among such supporters (see Parris 2020: fn 3). As
Arendt pointed out, the ideal subjects of totalitarian rule ‘are people for whom the
distinction between fact and fiction (i.e., the reality of experience) and the distinc-
tion between true and false (i.e., the standards of thought) no longer exist’ (1966:
474) (emphasis from the original).

?See Philip Stephens of the Financial Times (2019) who opines that Johnsons’ lies are ‘plunging
Britain into a dark morass’ at https://www.ft.com/content/645d8786-d9f2-11e9-8f9b-77216
ebelf17; and Mathew Parris of The Times (2020) who says of him that ‘in his lonely soul he is
darkly cynical’ at https://www.thetimes.co.uk/article/were-heading-for-a-true-believers-brexit-
xgkmhvl6x. Accessed 6 January 2020.


https://www.ft.com/content/645d8786-d9f2-11e9-8f9b-77216ebe1f17
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https://www.thetimes.co.uk/article/were-heading-for-a-true-believers-brexit-xgkmhvl6x
https://www.thetimes.co.uk/article/were-heading-for-a-true-believers-brexit-xgkmhvl6x

1 Bad Faith, Bad Politics, and Bad Consequences: The Epistemic Harms of Online... 11

Mythmakers also create stereotypes, or generics, about disfavoured or out-group
people, such as immigrants, Muslims, Blacks, or George Soros* (Cassam 2020).
They are vilified as endangering treasured ways of life and of threatening our ser-
vices, stealing our jobs, putting the Othered at serious risk of violence, discrimina-
tion, or loss or denial of citizenship. Another polarising trick is to assert, indignantly,
that anyone who does not support the national effort to, for example, ‘take back
control” or to Make America Great Again (MAGA), is charged with not being
‘patriotic’. Polarising speech is called into the services of mythmaking and stereo-
typing to provide loci around which to accuse that ‘they’ are not like ‘us’. As politi-
cal propaganda, mythmaking, stereotypes, and polarizing speech ‘uses the language
of virtuous ideals to unite people behind otherwise objectionable ends’ (Stanley
2018: 24).

And no toolkit would be complete without conspiracy theories. Conspiracy theo-
ries ‘function to denigrate and delegitimate their targets, by connecting them,
mainly symbolically, to problematic acts’ (Stanley 2018: 58). Among the best-
known conspiracy theories are those concerned with Covid-19, vaccinations, and
the Deep State in the USA, a hidden government within the legitimately elected
government that is based on cronyism and corruption, all of which interfered with
Trump’s agenda and election success. But why are people so susceptible to what
appears to most of us as insane nonsense? Is it, as Arendt suggested, the

unexpected and unpredicted phenomena as the radical loss of self-interest, the cynical or
bored indifference in the face of death or other personal catastrophes, the passionate incli-
nation toward the most abstract notions as guides for life, and the general contempt for even
the most obvious rules of common sense? (1966: 316)

Radical loss of self-interest and bored indifference might be seen in Britain’s exit
from the EU, despite all the warnings of how damaging it will be to country’s econ-
omy; being stirred by the abstract notion of sovereignty when, in fact, striking
favourable trade deals are all about managing interdependence, not safeguarding
sovereignty; and refusal, by some, to accept the existence of Covid-19 and to refuse
vaccination, in contravention of the obvious rules of scientific common sense: vac-
cines have been around for a long time and are considered by the medical and phar-
maceutical industry to be safe.

The Allure of Deception

It is baffling why so many people are allured by the patently false and why, when
confronted with what seems incontrovertible evidence time and time again, they
dogmatically persist with the false belief. This persistence may be explained by

*The right wing in the United States is obsessed with George Soros, who is caricaturised by every
anti-Semitic stereotype. Besner (2018) writes that that ‘the red-meat crowds ... view him as a “sort
of sinister [person who] plays in the shadows” ... Even to conservatives who reject the darkest
fringes of the far right, Breitbart’s description of Soros as a “globalist billionaire” dedicated to
making America a liberal wasteland is uncontroversial common sense.’
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confusion and fear and the consequent need for certainty from the chaos of opinions
and endless streams of information. Another reason is fanaticism and insecurity. In
her typically perspicuous analysis of the rise of totalitarianism in Nazi Germany and
the Stalinist Soviet Union, Arendt (1966: 305) noted that Hitler believed that the
bedlam of opinions could be ‘avoided by adhering to one of these many opinions
with “unbending consistency” (emphasis from the original), despite the fact that
one of the permanent features of the fascist and communist movements was their
brazen and arbitrary lack of continuity. Totalitarian propaganda was also ‘invariably
frank as it was mendacious’ (307) and routinely forged history. Even when the
movements started to devour their own members through purges, mass deportations,
and industrial scale murder, even when it turned on its own members, Nazism and
Bolshevism retained mass support, not because of masterful propaganda and lying,
stupidity, or ignorance, but because of the attraction of evil and mob mentality (307)
and, more significantly, the ‘selflessness of its adherents’.

Idealism could not explain this phenomenon since ‘foolish or heroic’ idealism
‘springs from some individual decision and conviction and is subject to experience
and argument’ (307) and can outlive the movement. Fanaticism, however, cannot,
but while the movement holds together, fanaticised members who adhere with total
conformity ‘cannot be reached by experience or argument’ (308). Once the leader
loses or dies, the movement dies with him, though that does not mean that Nazism
or Stalinism disappears altogether; the lure of fascism survives in far-right groups
and in populism (The Proud Boys, in the United States, for example). We see similar
effects when people disappear ‘down the rabbit hole’ and into the mendacious
embraces of conspiracy theorists, mythmakers, and peddlers of prejudicial stereo-
types, to become trapped in alternative realities produced by echo-chambers and
pernicious epistemic bubbles (Nguyen 2018).

It is tempting to believe that Arendt’s analysis is relevant only to a particular time
in the twentieth century European history. However, her analysis has a foreboding
cogency to our current situation. There has been alarm that Trump’s pathological
lying, solipsistic fantasies, amorality, vulgarity, misogyny, and inability to concede
defeat, enabled by what appear to be fanatical Republican devotees, were examples
of fascistic tendencies (see Applebaum 2020; Kendizor 2020). Indeed, there have
been calls to pay very close attention lest the USA lose her democracy. Had Trump
won a second term, there was real concern that he would be unleashed, free to do
whatever he liked, including changing the constitution so that he could go on being
President in 2024, 2028, 2032: ‘“Trump Forever’.

As with Hitler, we were warned: ignore Trump at our peril. Hitler entered the
political world legally, through democratic elections; Trump entered his likewise
and on a conspiracy theory — the birther movement. Obama was declared to be a
non-American and was therefore not the legitimate president: he was, the conspira-
torialists claimed, a fraud; and 72% of registered Republicans believed this regard-
less of whether they were high or low knowledge republicans (Clinton and Roush
2016). One third, Applebaum wrote, not only believed this absurdity, but that one
third went on to become Trump’s infamous base.
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Over four years, they continued to applaud him, no matter what he did, not because they
necessarily believed everything he said, but often because they didn’t believe anything at
all. If everything is a scam, who cares if the president is a serial liar? If all American politi-
cians are corrupt, then so what if the president is too? If everyone has always broken the
rules, then why can’t he do that too? No wonder they didn’t object when Trump’s White
House defied congressional subpoenas with impunity, or when he used the Department of
Justice to pursue personal vendettas, or when he ignored ethics guidelines and rules about
security clearances, or when he fired watchdogs and inspectors general. No wonder they
cheered him on when he denigrated the CIA and the State Department as the ‘deep state,’
or laughed and smiled when he called journalists ‘enemies of the people.” (Applebaum 2020)

Trump could do all this because many Americans had lost faith in democracy,
and Trump exploited this distrust, primarily through Twitter and Fox News. Even
now, at the time of writing, having lost the electoral college and the popular vote,
despite the baseless court litigations that the election was stolen from him, Trump
continues to sow distrust in and to demean not just respected figures and institutions
but also the democratic process itself.’ This is no accident. Biden, like Obama, will
be regarded as an illegitimate president. The vilification of democratic processes
and legitimate leaders continues, and that serves the interests of Trump and his
enablers in the Republican Party.

How did the USA get to this, and will it ever recover? Arendt’s own analysis of
totalitarianism is that it emerges from, and requires, not classes but the masses (or
‘the base’ of MAGA).® Democratic governments rest on the silent approbation and
tolerance of the indifferent and inarticulate sections of the country (Arendt 1966:
312), social atomisation and extreme individualisation, and apathy and hostility of
the social strata who were exploited and excluded from active participation in poli-
tics. ‘Chief characteristic of the mass man is not brutality or backwardness, but
isolation and lack of normal social relations.” (317)

In the USA of today, and on Kendizor’s (2020) analysis, many Americans believe
they are not culturally or politically represented (as the masses in Germany and the
Soviet Union were not). The masses lack economic clout; they feel betrayed.
Kendzor also suggests that authoritarianism is networked and powerfully positioned
to ‘bombard users with propaganda, conspiracy theories and personal attacks’
(Kendizor 2020: 154). Hostile states, as Putin’s Russia is continually alleged to be,
are prepared to use digital technology not only to attack their own citizens but also
to transform democracies into their own authoritarian likeness (Brexit, India,
U.S.A)).

3One can follow the twists and turns of Trump’s actions and claims by looking up any news outlet.
For example, The Independent at https://www.independent.co.uk/news/world/americas/us-
election-2020/electoral-college-2020-trump-republicans-senate-ron-johnson-b1781745.html.
Accessed 6 January 2020.

¢ “The base’ refers to Trumps’ committed supporters. Rather than making America great again, the
base seem to support efforts to destroy the Republican Party, institutions, electoral processes, and
the health of the nation by refusing to wear mask or socially distance to prevent the spread of
Covid-19.


https://www.independent.co.uk/news/world/americas/us-election-2020/electoral-college-2020-trump-republicans-senate-ron-johnson-b1781745.html
https://www.independent.co.uk/news/world/americas/us-election-2020/electoral-college-2020-trump-republicans-senate-ron-johnson-b1781745.html
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The extent, reach, and phenomenal responsiveness of social media and the highly
fragmented mass of people for whom messages are mediated by complex micro-
marketing algorithms means that we are contending with a troll epidemic, mass
online harassment, and the spread of toxic online culture in ways that cannot be
readily monitored or policed. These vices are accompanied by a most brazen aspect
of our social media lives — colossally impudent lies and insane conspiratorial theo-
ries. Spread by bots, propaganda ministries, validated by retweets and trending top-
ics, and repeated through aggregated content, lies corrode trust. The elite, as well as
the ‘base’, the ‘mob’, or whomever counts as the disaffected, must bear responsibil-
ity for the harms of lying. To return again to Arendt, this time to her analysis of the
elite’s delight in the destruction of respectability and the undermining of history
which was regarded anyway as a fagade to fool the people:

the terrible, demoralizing fascination in the possibility that gigantic lies and monstrous
falsehoods can eventually be established as unquestioned facts, that man may be free to
change his own past at will, and that the difference between truth and falsehood may cease
to be objective and become a mere matter of power and cleverness, of pressure and infinite
repetitions. Not Stalin and Hitler’s skill in the art of lying but the fact that they were able to
organise the masses into collective unit to back up their lies with impressive magnificence,
exerted the fascination [of the elites] ... an atmosphere in which all traditional values had
propositions had evaporated ... made it easier to accept patently absurd propositions than
the old truths which become pious banalities, precisely because nobody could be expected
to take the absurdities seriously ... those who traditionally hated the bourgeoise ... saw
only the lack of hypocrisy and respectability, not the content itself. (Arendt 1966: 333-34)

The modern variants of the alliance between the elite and the mobs are those who
want to ‘drain the swamp’ in US politics and ‘free’ the UK from the EU. The elite
are able to appeal to and command support from a significant portion of the popula-
tion. Delusional and destructive though these mass appeals appear to be, they hold
a fascination, and the leaders of these movements are indisputably popular. The
appeal of lies and conspiracy theories can partly be explained by the fact that they
offer simple answers to complex problems, shield us from confusion and complex-
ity, and assure us that what happens in the world is not mere chance. They can offer,
indeed impose as some authoritarians have sought to do, an alternative reality,
though one that is far removed from that in which the majority lives. Lies and con-
spiracy theories also, of course, sow fear, anger, and mistrust (Deibert 2019).

Alternative realities may pose a further threat: delusional cognitive omnipotence
to create a reality according to one’s will and whim, and to which supporters must
subscribe, prevents its adherents from learning from others and, indeed, from escap-
ing from its shackles (Kendizor 2020). Trump appears to exercise a hold on the
Republican party, even despite his absurd attempts to overturn the election, because
they fear his vindictive rage should he return in 2024. Trump will not forget those
who did not support him, and so, in an unprecedented move in US history, 126
House Republicans formally asked the Supreme Court to overturn the election
results in four swing states (Michigan, Minnesota, Pennsylvania and Georgia). The
Supreme Court unanimously rejected the lawsuit in a brief, one-page order, as hav-
ing no standing under Article III of the Constitution. The promise of cognitive
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omniscience likewise poses a similar threat: it disables us from learning from others
and from sharing our epistemic resources. The powerful (those who control the
means of dissemination) seek to ‘undermine the powerless in their very humanity —
to undermine reason and deny them he capacity to give knowledge’ (Fricker
2007: 44).

Countering Bad Consequences of Deception: Reducing Harm

Political theories or moral philosophies which presume justice as the norm may
keep everyday injustices hidden, contribute to practices of ignorance, and desensi-
tise our critical faculties. It is wise, perhaps, to begin one’s analysis of online (and
offline) deceptions with the assumption that we will inevitably have to contend with
all manner of deceits perpetrated by wolves and lions and, of course, the naive and
indignant.

Lying about one’s enemies, successes, mistakes, agenda, and reality is a preva-
lent feature of human engagement (Bok 1999). Political parties or heads of states
will go to great lengths to dehumanise, discredit, or delegitimise what is contrary to,
or advances their interests. ‘Crooked Hillary’ or ‘Sleepy Joe’, ‘Remoaners’,
‘Libtards’, and ‘Antifa’ are now well-known derogatory epithets which can be
chanted or repeated ad nauseam to underscore their supposed cunning or their threat
to the polity. We have ample evidence that all moral scruple will be thrown to the
wind if the circumstances demand it; and we understand more fully than we ever
did, the power of propaganda to subvert and dupe reason. Lies can spread rapidly
online not just because of the casual way in which reality is distorted and the justi-
fication for calumny given but also because of the emotional, titillating, or outra-
geous tone of the lie.

Lying could be justified if it prevents harm and if white supremacists are roaming
the city streets looking for Antifa or Black Lives Matter to shoot or intimidate.
However, we need to be careful, because casual lying is harmful and calls for clear
evidence that lying to one’s enemies is warranted, particularly if paranoia plays a
role in the justification for lying to one’s adversaries: how has the enemy become
the ‘enemy’? Paranoic individuals or states may see enemies where none exist but
righteously insist that their lies are merited because of the adversaries’ bad faith
(and why we must caution against Machiavellian arts). However, lying may not just
result in prejudicially stereotyping the adversary so that bias is inevitable, but also
in retaliations and sanctions, until one approaches a state of war or cold war hostil-
ity, or withdrawal from political, economic, and health unions (the European Union
or the World Health Organisation) and polarisation: lying can spectacularly back-
fire. As Bok (1999: 142) warns, when governments ‘build up enormous, self-perpet-
uating machineries of deception in adversary contexts’, lies while occasionally
excusable ‘are weighted with very special dangers; dangers of bias, self-harm, pro-
liferation, and severe injuries to trust’ (143). Indeed. Antisemitic and anti-Muslim
tropes are such dangers.
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We also hear much about online epistemic bubbles and echo chambers which, in
their worst effects, perpetuate the spread of lies, conspiracy theories, and propa-
ganda, enchanting and embolding — enslaving — the mind with the belief that these
channels espouse the truth (Nguyen 2018). In effect, however, they come to resem-
ble the brainwashed who develop a ‘peculiar’ kind of cynicism which is:

an absolute refusal to believe in the truth of anything, no matter how well it may be estab-
lished. In other words, the result of a consistent and total substitution of lies for factual truth
is that the lie will now be accepted as truth, and truth be defamed as lie, but that the sense
by which we take our bearings in the real world — the category of truth versus falsehood is
among the mental means to this end — is being destroyed. (Arendt 1968: 252)

Pernicious propaganda feeds, develops, and spreads false claims: it aims to trans-
form critical faculties such that our judgements, values, and actions are enlisted into
the forces of ‘systematic falsification” (Ellul 1965: 61) of the kind that supports
misinformation, disinformation, malinformation, misdirection, omissions, forger-
ies, exaggeration, underemphasis, and de-emphasis of information and seedy solip-
sism at which the former President of the USA excels. This is realism, a normal part
of our everyday discursive lives, in which it seems impossible to argue for ideal
theory or ideal states of being.

How do we counter the baneful effects of the vices we outlined above? Cassam
(2020) suggests that, just as propaganda can be used for bad ends with its false,
deceitful, and manipulative messages, it can also be used positively to humanise
what has been dehumanized or distorted. Humanising propaganda means ethically
and kindly engaging with people’s emotions to understand why people are fearful,
angry, or mistrustful, and why they are so ready to be duped by the absurd or the
seemingly true. As has been well established, by themselves facts and evidence are
not enough to make people understand why they are mistaken, misguided, or misin-
formed. McRaney explains what happens:

Once something is added to your collection of beliefs, you protect it from harm. You do this
instinctively and unconsciously when confronted with attitude-inconsistent informa-
tion...When someone tries to correct you, tries to dilute your misconceptions, it backfires
and strengthens those misconceptions instead. Over time, the backfire effect makes you less
skeptical of those things that allow you to continue seeing your beliefs and attitudes as true
and proper. (2014: 145)

Few like to be mistaken. Facts and evidence that are, therefore, presented in an
empathic, non-judgmental way supported by critical questioning are more likely to
be effective in encouraging the other person to be open to alternative views. Using
‘eloquent’ rhetoric (Cassam 2020) that rests on compassion or sympathy can help
form prosocial beliefs and attitudes (and see also Dennett 2013).

Nevertheless, idealists and cynics alike will recognise that the polarisation tool-
kit is, as Cassam (2020: 20) observes, ‘far superior to the depolarization toolkit’. It
is ‘a depressing thought’ that eloquent rhetoric infused by compassion or sympathy
is not enough to topple the power of dupery, even while compassion can provide a
‘bridge’ from the self to others not closely associated to us, reducing the distinctions
between disparate groups of people. Polarisation is effective because ‘polarizers
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have all the best tools’ (Cassam 2020: 20) — myths, stereotypes, the power to other,
polarising speech, and propaganda. These tools can trigger fear, loathing, and anger
and also, critically, a sense of identity (e.g. as found among MAGA supporters).

Conclusion

The suspension of commonplace ethics in politics and online environments and pre-
emptive lying because men are ‘bad’ and will not keep ‘faith’, as Machiavelli
advised, has bad consequences. Ethical conduct, such as truth-telling, is critical to
democracy and positive human relations; it is also critical in online environments.
The answer to the onslaught of dupery in social and mass media is not the curtail-
ment of free speech which would not, in any case, work since suppression or oppres-
sion rarely eradicate belief and may simply confirm the correctness of the belief or
stir resentment and determination to hold fast on to the belief, as we discussed
above (see Ozdan, this volume, for an excellent human rights analysis of this issue;
for an alternative view, see Wright, also in this volume). There are legitimate con-
cerns about perceived loss of identity, the state of our democratic processes, the
economic impact of Covid-19, and in whom we can trust when our societies seem
so divided. It is a truism to say that education is critical, particularly awareness-
raising around our own everyday digital practices in our current complicated and
overwhelming information landscape (see, e.g. Bhatt and MacKenzie 2019;
MacKenzie and Bhatt 2020a, b).

In the current postdigital times, our context has altered so radically that to fall
back on standard educational approaches would be futile. Neither can we rely on
existing information intermediaries (e.g. mainstream media and social media),
though online platforms could do more to develop ethical technology that tries to
inhibit the patently false and harmful. For example, Twitter has recently responded
to calls that they put disclaimers on tweets that are clearly and evidentially false,
such as President Trump’s claims about electoral fraud. We need to enable people to
be exposed to differing perspectives and to engage substantively across existing
social divides. But we also need to understand that disarming conspiracy theorists,
propagandists, peddlers of myths, and lies mean getting to the source of what ani-
mates their beliefs, listening with empathy to those concerns, while asking critical
questions, activities which can yield ethical epistemic goods on which we can effec-
tively act.

Francis Bacon told us that truth-telling is the ‘sovereign good of human nature’
(in Bok 1999: 262) and a fundamental principle of justice. Shabby or elaborate
deceits impair the distribution and sharing of these goods. Goodness, contrary to
Machiavelli’s claim, is surely necessary to rule and to authority. Whether Machiavelli
exhorted tongue in cheek that the Prince lie, or sought to do so in all seriousness,
divorcing politics from ethics has consequences: such a polity cannot flourish.
Further, appearing to have the ethical qualities desired of a leader but with a mind
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primed, when expedient, to behave contrary to appearances sows distrust, as we
have sought to show here.

Lying is a vice that must be treated with the greatest caution and should never be
done simply because it suits us. Lies undermine the political system, public trust in
government and institutions, and trust in each other and, in the process, polarise
society (Bok 1999). For these reasons, no ethically minded person should ever
employ Machiavellian statecraft, however expedient. However, we must again be
realistic. We have to acknowledge that there are many who admire the leader who
‘avail[s] himself of the beast and the man’ in the combined guise of the fox and the
lion. Many MAGA supporters are loyal to Trump because he has created the illusion
that he can ‘drain swamp’ because he is ‘super smart, a genius’.” We also know that
there is a calibre of politician who will resort to the dark arts of statecraft to exploit
as many means possible to gain advantage, and they have most powerful mechanism
ever available to us: social and mass media. We need to know how to begin to resist
these forces.
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Chapter 2 )
An Epistemology of False Beliefs: b
The Role of Truth, Trust, and Technology

in Postdigital Deception

Jennifer Rose

Introduction

In Truth and Lying in a Nonmoral Sense, Nietzsche wrote:

This art of dissimulation reaches its peak in humankind, where deception, flattery, lying and
cheating, speaking behind the backs of others, keeping up appearances, living in borrowed
finery, wearing masks, the drapery of convention, play-acting for the benefit of others and
oneself-in short, the constant fluttering of human beings around the one flame of vanity is
so much the rule and the law that there is virtually nothing which defies understanding so
much as the fact that an honest and pure drive towards truth should ever have emerged in
them. (Nietzsche 1873/1999: 142)

As Nietzsche observes, humans deceive in many cunning ways and for multiple
reasons. Dupery manifests in various guises, and we should know that seeing is not
believing. Over two centuries later, Nietzsche’s words still resonate, no less than
with the 45th US Presidents’ incitement of violence leading up to the 6 January
2021 riots. While one may interpret Nietzsche’s reflections as overly pessimistic
about the human condition, he does raise a point worth noting: if deception has
reached its pinnacle among humans, and is so pervasive, why has truth come to
dominate traditional epistemological analytic discourse and secure its status as the
primary epistemic good?! This debate I do not address; however, I do question truth
as a primary epistemic aim.

! Defining what constitutes truth is under debate (see Kirkham 2001); however, traditional analytic
epistemologists have focused on how to achieve ‘truth’ through discussing various forms of justi-
fication, which are connected to achieving ‘truth’. For one example see Goldman (1986).

J. Rose (D<)

School of Social Sciences, Education and Social Work, Queen’s University Belfast,
Belfast, UK

e-mail: jrose02@qub.ac.uk

© The Author(s), under exclusive license to Springer Nature 21
Switzerland AG 2021

A. MacKenzie et al. (eds.), The Epistemology of Deceit in a Postdigital Era,

Postdigital Science and Education,

https://doi.org/10.1007/978-3-030-72154-1_2


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-72154-1_2&domain=pdf
https://orcid.org/0000-0002-8946-6530
mailto:jrose02@qub.ac.uk
https://doi.org/10.1007/978-3-030-72154-1_2#DOI

22 J. Rose

My claims are not an all-out assault on the truth. Possessing truthful information
and knowledge is central to the workings of any society. Truthful and accurate infor-
mation and knowledge allow us to navigate our seas, roads, and aircrafts or help
reduce disease risks. The coronavirus pandemic is the most recent worldwide exam-
ple of how the lack of truthful and accurate information can exacerbate humans
suffering (Rose 2020b). In this sense, it seems reasonable that we might adopt truth
as a primary epistemic aim, as many traditional analytic epistemologists have done
because truth is a requirement of knowledge (Kvanvig 2003; David 2001). Truth is
anecessity in life that can help our planet’s survival, overturn oppression, or increase
equality; it is embedded into our knowledge construction. Some may argue for the
intrinsic value of truth, pursuing truth for the sake of truth rather than for pragmatic
reasons; however, trivial pursuit, whereby players win by knowing the most little-
known facts, is not valuable during a pandemic other than, perhaps, to pass the time
in isolation. Debates over the value of truth are ongoing,” complex, and not quickly
resolved, and I do not attempt to resolve them in this chapter. However, in a human
social environment where deceit is woven throughout our daily lives, social, techno-
logical, media, and epistemological ecosystems have become corrupted with false
beliefs through pervasive deception; it is critical to revisit truth as a primary epis-
temic aim because achieving deception is directly related to ideals of truth.

In this chapter, I construct an epistemology of false beliefs to reveal one way in
which audiences acquire technologically mediated false beliefs specifically focus-
ing on the relationships between truth, trust, and technology in postdigital decep-
tion. I begin this argument by explicating the most fundamental way in which we
acquire knowledge or information in social relations. I argue that we are dependent
upon one another for constructing and disseminating information and knowledge.
This dependence places us in a relationship where we must trust others to tell the
truth if we are to acquire a true belief over a false one. I add an additional layer of
analysis through a discussion on deception. Here I argue that the social relations in
which we are embedded are absent from discussions on deception in epistemology;
therefore, in discussions of deception, we must consider the deceiver as well as the
audience to understand how false beliefs are engendered.

Next, I discuss the role of audiences’ epistemic and psychological certainty of
truth. I argue that a holistic account of epistemic certainty is something we simply
do not possess because not all knowledge is epistemically certain and that
commitments to truth about uncertain knowledge are through commitments to truth
based on psychological certainty. I then add in the role of trust in social relations. I
illustrate that trust can be established by deceivers exploiting an audiences’ psycho-
logical certainty of truth. Lastly, in the final layer of analysis, I discuss the role that
technology has in deception and how a postdigital lens can assist us in understand-
ing an epistemology of false beliefs in postdigital deception. I conclude that truth
ought to remain an epistemic aim. However, education can additionally focus on

2For an example on debates on the value of truth see James (2001) on the pragmatic value of truth
and Bonjour (1985) for an account that claims that truth is the primary epistemic value.
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engendering the value of understanding and a healthy scepticism to help people
consider explanatory relationships in their social contexts, rather than solely focus-
ing on truth.

Interdependence and the Search for Truth

Deriving from the Enlightenment tradition is the idea that we are autonomous indi-
viduals who can individually and independently generate and acquire knowledge,
abstracted from social relations (Fricker 2006; Goldman 1999). For instance, Fricker
(2006: 225) explains that ‘[t]he wholly autonomous knower will not accept any
proposition, unless she herself possesses the evidence establishing it’. One of the
founding philosophers of the Enlightenment era, Descartes (1637/1960: 51), con-
tributed to the understanding that we were individual autonomous knowers when he
wrote that we should ‘never accept anything for true which I did not clearly know to
be such’ and to ‘comprise nothing more in my judgment than what was presented to
my mind so clearly and distinctly as to exclude all ground of doubt’.

Descartes focuses on the individual, agency, and self-reliance for ascertaining
truth by focusing on one’s own mind. He is sceptical of the certainty of knowledge
deriving from the external world. However, he realises he cannot doubt all knowl-
edge as he observes, ‘I think, hence I am’ (Descartes 1637/1960: 63), because in
thinking, he knows that he exists. Descartes is certain of his knowledge deriving
from his thoughts, experiences, and rationalizing, and it is the only with this evi-
dence that he can know with certainty about how to obtain or establish knowledge.
He writes that ‘such evidence, that no ground for doubt...could be alleged by the
sceptics capable of shaking’ (63). Therefore, he suggests with certainty that one
must rely upon oneself and accept this as the first principle of rationality.

Descartes was influential in the development of epistemological principles upon
which to establish knowledge in traditional analytical epistemology. Additionally,
his meditations were influential in the development of the modern individual knower
(Coady 1994). However, Descartes’ meditations do not capture the social nature of
knowledge and the fundamental way in which we construct, disseminate, and
acquire it. Goldman (1999: 4) observes that Descartes meditations are ‘highly indi-
vidualistic, focusing on mental operations of cognitive agents in isolation or abstrac-
tion from other persons’. However, knowledge is a social endeavour, so it requires
consideration of its ‘social routes to belief acquisition’ (Goldman 1999: 4). Fricker
(2006: 225) identifies Descartes’ meditations as ‘extreme purism’ which circum-
scribes what we can come to know. Fricker (2006: 225) writes: ‘it is not clear that
we do or could possess any knowledge at all which is not in some way, perhaps
obliquely, dependent upon testimony’.?

3While Fricker’s analysis focuses upon learning from testimony, testimony can come in verbal or
written forms.
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Fundamentally, we owe much to others because most of what they learn derives
from others in some kind of form (Fricker 2006). Our social relations readily evi-
dence this understanding. We learn from our education, educators, families, doctors,
neighbours, materials written by others, and many other human sources in life.
However, the autonomous individual as the epistemic agent who pursues knowl-
edge, knowing, and truth individually dominates Westernized thinking and tradi-
tional analytic epistemology (Coady 1994). Upon consideration of what we do
know, we would be constrained in what we know if we did not learn from others.
For example, from an epistemological point of view, Fricker (2006) explains that
the autonomous knower is an extreme case of a knower and whose learning of the
world will likely be severely restricted. Our world is social; others’ words, in its
varied forms, are how we acquire knowledge in and about the social world.

Consider how one comes to know one’s birthdate. We rely upon others’ testi-
mony to tell us that we were born on a particular day at a particular time and in a
particular year. We carry this belief with us for a lifetime. Suppose we look at our
birth certificate or the birth registry to verify our birthdate if we do not believe our
family. The accuracy and truthfulness of our birthdate still ultimately rely upon the
individuals who completed the forms. We can trace our birthdate back through writ-
ten testimony; however, it is traced back to an individual’s first-hand experience,
whose testimony we unquestionably accept, although there are no guarantees it is
true or accurate. We have no avenue for verifying our birthdate through first-hand
experience. We are necessarily reliant upon testimony. We learn from one another
through written texts, dialogue, interlocutions, and what we read and see in online
environments.

Rather than accepting arguments that knowledge construction and dissemination
are fundamentally social processes, on the one hand, one may believe that Descartes’
method is appropriate for combating online deception because we cannot trust what
we read, see, or hear online, so we therefore ought to question it. However,
Descartes’ methods for determining what is true, while they may seem helpful for
combatting online deception, can encourage individuals to only rely upon them-
selves which can lead to sceptical extremism, or ‘full-fledged scepticism’ (Gelfert
2014: 9). If we adopted Descartes’ meditations, we would not believe anything we
saw online or through digital media because we simply could not verify what we see
through first-hand experience. However, we do indeed believe some information
that we see online.

On the other hand, Descartes’ search for truth excludes the fact that the language
he uses in his philosophy is infused with meaning that he has learned from others.
This meaning influences how he interprets the world. The epistemic clarity and
certainty about what he can know can be questioned whether or not the epistemic
sources he uses when rationalising are genuinely his representation of the world and
are certain. What he rationalizes and comes to believe with certainty is fundamen-
tally based on the meaning within the language that he uses and learned throughout
his life. Although Descartes’ ideas became influential over the development of the
modern self as the independent, agential knower, they do not address the most
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fundamental way in which we acquire information or knowledge from others and
their verbal, written, or shared representations of meaning, in social relations.

An obvious problem is that if deception is pervasive and we are reliant upon each
other to learn and acquire information and knowledge, how have we learned any-
thing at all? Indeed, we have managed to communicate information and knowledge
that is true enough (I will discuss the nature of truth, knowledge, and certainty later
on) so that we can come to know. However, because others’ words can be deceitful,
careless, inapt, or unreliable, questions about trust are raised. For this reason,
Burnyeat and Barnes (1980) argue that testimony is not a sound method for acquir-
ing knowledge. The authors explain that to accept knowledge through testimony is
a credulity. Knowers may accept testimony too quickly in everyday life or knowers
may illustrate a propensity towards gullibility, an inapt epistemic practice.
Resultantly, knowers should be sceptical of testimony and not use others’ testimony
in everyday actions as a source for epistemic beliefs but to search for knowledge
ourselves (Burnyeat and Barnes 1980).

The arguments that Burnyeat and Barnes and Descartes put forth are tempting to
adopt because we do need some kind of scepticism because others may attempt to
deceive us. However, wholescale adoption of a sceptical stance is untenable because
we cannot escape learning information or knowledge from others in all of its forms;
we are necessarily dependent upon others for coming to know things. Because we
do learn from others, we inherently, and necessarily, frust others’ and their words;
otherwise, what we would learn and know would be very little. Students will not
verify the truth, certainty, or validity of everything they learn from educators, and
we do not and cannot possibly verify the truth, certainty, or validity of everything
we read or hear. Learning from others is the fundamental way we acquire knowl-
edge and information because knowledge and information is fundamentally socially
constructed and disseminated. It is to be expected that it has problems, as people
may be careless about speaking, and as I will discuss, deception further exacerbates
these problems by exploiting truth, certainty, and trust. First, let us explore deception.

Dupers and Dupees: The Missing Link in Deception

A truism is that humans deceive. As Nietzsche (1873/ 1999) observed, there are
many motivations for why people deceive. Deception by lying, for example, may be
told to benefit oneself, but it may also be told to benefit others, such as an altruistic
lie (Stokke 2018). Lies may be perpetrated about public or private life, to ensure
social graces; to impress, define, or protect oneself; to cope with stressful situations;
or to avoid embarrassment or punishment (Solomon 2009). Alternatively, and fun-
damentally, lies are told to change a belief or to obstruct the flow of knowledge or
information (Marsili 2019). Why people deceive us just is as multifarious as how
they deceive, making understanding deception highly complex.

Lying, for example, is often taken to be part and parcel of deception; insofar they
are considered mutually constituted; if there is a lie, there is deception, and if there
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is deception, there is a lie. However, there are differences between lying and decep-
tion. Deception implies that the hearer has been deceived (Carson 2010). A case of
deception is only deception if someone is caused to have false beliefs. Merely utter-
ing a lie, or aiming to deceive, does not mean that the hearer believes the lie. The
hearer can reject the lie and not be deceived.

A common understanding of lying comprises a speaker making an utterance,
assertion, or statement that is false and intending to deceive, resulting in the audi-
ence acquiring a false belief. Ironically, this common understanding of lying
‘deceives’ us because it only accounts for one kind of lying and deception. Carson
(2010: 3) argues that to be considered a lie, a liar must make ‘a deliberate false state-
ment that the speaker warrants to be true’. The liar may not necessarily intend to
deceive a hearer, but a lie occurs when the speaker breaches an implied guarantee
that his words are true when they are not. For Carson, the liar invites his hearer to
trust him and then betrays the trust by speaking a statement that he does not believe
to be true, though he has no intent to deceive. For example,

I witness a crime and clearly see that a particular individual committed the crime. Later, the
same person is accused of the crime and, as a witness in court, I am asked whether or not I
saw the defendant commit the crime. I make the false statement that I did not see the defen-
dant commit the crime, for fear of being harmed or killed by him. However, I do not intend
that my false statements deceive anyone. (Carson 2010: 20)

Similarly, Sorenson (2007) points out that lying does not require intent to deceive.
‘Bald-faced lies’, Sorenson (2007: 645) explains, occur when a speaker lies without
intention to deceive because they think that the hearers know they are lying, such as
a person telling their partner that burnt rice tastes good when they both know that it
does not. It is still a lie because the person does not believe the utterance made, but
there is no intention to deceive, or to change another’s belief or obstruct the flow
knowledge. While the reasons for telling a bald-face lie, or it may be called a ‘fib’
(the gravity of which is not as serious as the calculated intention to deceive), may
improve human relations, Sorenson still fundamentally considers it a lie.

Additionally, a true statement can be spoken to deceive if it misleads one to
believe or continue to believe a falsehood (Carson 2010). Bill Clinton, for example,
stated ‘I did not have sexual relations with that woman, Miss Lewinsky’.* Relying
on a specific definition of what constitutes sexual relations, Clinton did not lie.
However, he certainly aimed to deceive though he spoke a true statement. Saul
(2012: 65) defines lying as one that the speaker must not be the victim of linguistic
error such as malapropism, using a ‘metaphor, hyperbole, or irony’. People lie if
they state a proposition that they believe to be false, are in a warranting context, and
intend that their audience believe it to be true, and the audience believes they are in
a warranting context.

Deception can also occur through ‘half-truths’. These are true statements that
selectively emphasize facts that support a particular interpretation of an issue to
selectively ignore or minimize other pertinent facts or statements that may be

“See Yagoda (2018).
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contrary to one’s intended interpretation (Fallis 2019). For example, half-truths are
a grey area ‘of deceptive utterances that are difficult to classify’ (Marsili 2019: 170).
The ‘grey area’ is an area for which deceivers strive because it includes statements
that are not entirely believed to be false but are also not believed to be true (Marsili
2019). Similarly, there are quarter truths and ‘spin’ (Solomon 2009). Additionally,
Stokke (2018) points out that people are skilled at navigating the spaces between
lying and deception. Stokke argues that people ‘exploit the difference between out-
right saying what we do not believe and conveying disbelieved information in other
ways’ (3). These other ways include feigning emotions or attitudes by using non-
declarative language such as ‘questions, imperatives, or exclamations’ (3).
Sometimes there is no aim to deceive; people just speak insincerely.

Chisholm and Feehan (1977: 143—145) present eight basic ways deception can
occur when the speaker intends to deceive. A speaker intentionally acts to:

(a) Cause a hearer to believe a false belief

(b) Cause a hearer to continue to believe a false belief
(c) Cause a hearer to lose a true belief

(d) Prevent a hearer from acquiring a true belief

Alternatively, a hearer may intentionally omit information and fail to engender a
true belief by:

(e) Allowing the hearer to believe a false belief

(f) Allowing the hearer to continuing to believe a false belief
(g) Allowing the hearer to cease having a true belief

(h) Allowing a hearer to continue to believe a false belief

As seen with Chisholm and Feenan’s conceptualization of deception, deception can
occur by omission or concealment of information that leads to one’s audience not
acquiring a true belief. Deceivers can cause someone to falsely believe by withhold-
ing information if that is information that would affect them acquiring true belief.
Deception by omission or concealment is not a lie because it requires someone to
make a statement, but it entails the withholding or concealing of information that
the hearer might need to know. This kind of deception through misleading can occur
with or without a word as well as overt behaviour when deceivers suggest ‘in their
actions what they might never put into words’ (Solomon 2009: 16). Additionally,
silence can be a form of deception if a person knows that their silence will be under-
stood as an agreement, that person intends that their silence be understood that way,
and they remain silent on purpose (Fallis 2019). The complexity of deception
increases because it is intertwined and intimately connected to self-deception.
Self-deception is inducing a false belief in oneself; it is intentional and motivated
and simulates wilful ignorance (Beier 2019). What people deceive themselves about
is broad and can include themselves or others, politics, economics, or anything that
a person wilfully misconceives. The complications with self-deception are exacer-
bated because it is intertwined with deception. Martin (2009) explains that the lies
that people tell others can be intricately entangled with the lies they tell themselves.
Believing one’s lies and the lies told to others may be done for strategic reasons.



28 J. Rose

Deceivers have motivated deceptions and self-deception that enables them to con-
vincingly persuade their audiences of their deceptions because they speak with real
sincerity (Martin 2009). Self-deception is not merely a linguistic activity like the
nature of lying was initially thought to be; it involves more than an assertion of a
false proposition. It includes a range of psychological attitudes, such as ‘self-love,
self-pity, self-respect, and self-loathing’, and one can deceive oneself about others
or the self (Solomon 2009: 23). In any account of deception, the self is central and
critical because people are not deceitful in the traditional sense if they believe the
falsehoods they tell.

Definitions of lying presume that one is certain about the truth oneself, as it is
usually contradictory to believe something that is knowingly false. However, decep-
tion can also occur through various certainty levels, such as psychological certainty,
the ‘highest degree of confidence that a subject can have in the truth of a proposi-
tion” (Marsili 2019: 171). However, psychological certainty is always ‘relative to
someone’s standpoint: it does not matter if the subject has no ground (or bad
grounds) for holding that belief, because certainty requires only that the subject be
supremely convinced of its truth’ (Marsili 2019: 171). The deceiver need not believe
that the uttered statement is false; her belief may simply be on a continuum of
uncertainty/certainty about the belief. Beliefs can be understood with degrees of
certainty; we can believe things in which we are not wholly certain (Marsili 2019),
such as a person believing that a political party will win.

Typically, this illustrates a discrepancy between speakers’ psychological state,
such as intent or belief, and the psychological state expressed by the linguistic
action, such as asserting, requiring, or promising (Marsili 2019). If people believe
what they are assert is partially true but are not confident of it, they are not lying,
though their statements can be misleading because they do not represent their psy-
chological state. These ‘graded beliefs’ become lies when deceivers express ‘cer-
tainty when [they] are uncertain’, ‘expressing uncertainty when [they] are certain’,
and ‘expressing certainty or uncertainty to a higher degree than being adequate with
respect with [their] knowledge base’ (Marsili 2019: 177). So when deceivers pre-
tend to have a higher or lower degree of belief and knowledge than expressed,
they lie.

Traditional understandings of lying also presume that people knowingly and
intentionally, often maliciously, deceive (Solomon 2009). This further supposes that
people are autonomous, transparent, and rational because it is assumed that they
rationally deceive (Solomon 2009). Deceivers may be blatant about self-interested
lies, but self-deception is not individually self-contained, insofar, as we merely
deceive ourselves. Self-deception is connected to social and personal relationships.
Solomon (2009: 25) explains: ‘to fool ourselves, we must either fool or exclude oth-
ers; and to successfully fool others, we best fool ourselves’. Self-deception is a
‘surreptitious, social construction of the self” (Solomon 2009: 27). We can deceive
ourselves about who we ‘are’. However, self-deception is also about one’s particular
role in social relationships, such as one posturing to be thought of or treated in par-
ticular ways by other people (Solomon 2009). Self-deception increases deception’s
complexity because the deceivers need not necessarily believe that what they
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convey is false. Deceivers may be disillusioned about what is true, which raises
questions about if it is a case of deception or if deceivers merely believe and spread
false beliefs because they have deceived themselves. Deception and self-deception
are complex phenomena, which are not easily or readily apparent to any observer, I
will not aim to explicate the complexity of deception and deceivers’ possible self-
deceptive epistemic states, but only to expose that a broad understanding of decep-
tion is thorny, and deceivers’ states are not easily categorized into simple states of
intention and lying.

However complicated the notion of deception is, the problem with this epistemo-
logical literature about deception is that it is still fundamentally based upon an indi-
vidualistic Cartesian understanding. It focuses on deceivers, beliefs, behaviours,
language, epistemologies, psychological states, and intentions to deceive. However,
it does not consider the hearers, the learners, or the audience’s role in accepting or
rejecting the lie or believing the deceptive statement. If deceivers aim to deceive,
achieving deception is about the audience as much as it is about the deceiver. As
deceivers lie, mislead, or manipulate, it only is a case of deception if the audience
believes their corrupt attempts to deceive. My claim is that deceivers can use ‘truth’
or what is believed to be true by the audience with psychological certainty to achieve
deception. Therefore, I include the audience’s psychological states of certainty with
respect to the development of false beliefs because deception requires that audience
believe the false statement. There is no case of deception if the hearers do not believe
what information the deceivers present. Also, focusing on the deceiver as well as the
deceived is necessary to understand the accumulation of false beliefs because we
are reliant upon one another to create, share, and learn new information or knowl-
edge. Deception is a blockage in the accumulation of true or accurate information.
For these reasons, an audience’s psychological certainty is of importance because
deceivers can exploit it to engender false beliefs.

Certainty and Truth

There are two types of certainty that I distinguish here to illustrate that psychologi-
cal certainty is the primary kind of certainty that people operate on when justifying
their beliefs: psychological certainty and epistemic certainty. Psychological or sub-
jective certainty is ‘an attitude that persons can have towards a proposition’ (Klein
1998: 1358). As Marsili (2019) observed, psychological certainty does not require
that individuals have good doxastic reasons for their belief; it only requires that the
individual has psychological certainty in what one believes is true. Psychological
certainty is one’s commitment to truth in a particular proposition. However, epis-
temic certainty ‘is a measure of the epistemic warrant for a proposition’ (Klein
1998: 1358). Alternatively, as Stanley (2008: 35) observes, a case of epistemic cer-
tainty is when a person knows that a given statement is true based on evidence that
‘gives one the highest degree of justification for one’s belief’. One has absolute
epistemic certainty if one has infallible doxastic reasons for believing a stated
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proposition as truth, because if it is fallible, it is not certain. This is an absolute case
of certainty; certainly if we removed gravity and oxygen from the earth, we know
with certainty that we would be nothing more than floating dead bodies, without
grounding and breathing paraphernalia.

These are particular aspects of life we might be certain about; however, because
we do not have this same epistemic certainty with all aspects of life, such as what
will the weather be tomorrow, we can predict what the weather will be like tomor-
row, but we do not know it with certainty. In consideration of a holistic view and
account of knowledge, we do not have epistemic certainty. Some things about how
our world functions are more certain than others, but epistemic certainty is not
something that pervades all knowledge because certainty is not a requirement for
knowledge (Stanley 2008). Holistically, if we do not have certainty in all knowl-
edge, then we must necessarily be operating on psychological certainty, unless we
speak about only those things that are epistemically certain. Wittgenstein (1969:
52e) makes a similar point; he writes, ‘it’s not that on some points men know the
truth with perfect certainty. No: perfect certainty is only a matter of their attitude’.
Wittgenstein also distinguishes between epistemic certainty and subjective cer-
tainty, highlighting that epistemic certainty is not absolute because it is not perfect;
therefore, any absolute certainty is a psychological function of certainty.

While we can be certain about particular aspects of life, holistically we do not
possess epistemic certainty. However, we do make certainty claims, such as one
believes with certainty that the election was stolen from Trump or that the demo-
cratic party is corrupt. If we do not have epistemic certainty about all aspects of life,
then many claims of certainty we make are those of psychological certainty, our
attitude of certainty of truth towards the claims we make. As I will discuss next, a
deceiver can exploit psychological certainty in one’s trusted relationship, position-
ing an audience in a state of vulnerability to blindly believe the statements of a
deceiver.

The Exploitation of Trust Through Psychological Certainty
of Truth

Because we are dependent upon the word of others, in any of its forms, we necessar-
ily do trust some of what we hear or read; otherwise, we simply would not learn new
information or knowledge. Trust is central to our social relations and operations of
any society. We trust that other drivers on the road are competent and will not cause
an accident. We trust that our doctors are truthful and competent. We trust the person
we ask for directions to tell us truthfully and accurately how to get to our destination.
Alternatively, we trust in a particular political party over another. My concern is not
with explicating the central nature of trust. Processes of trust are complex, and the
reasons and source of trust are many. However, my central concern here is with the
relationship between truth, trust, and deception. We live by a fundamental maxim



2 An Epistemology of False Beliefs: The Role of Truth, Trust, and Technology... 31

that we place trust in people when we know they tell or are telling the truth.
Nooteboom (2006: 249) identifies this as ‘intentional trust’, trust in the honest or
truthful individual, group, or organization. A broad definition of intentional trust is
when the trustor trusts the trustee and accepts the risk associated with vulnerability
to opportunistic actions (Nooteboom 2006). Intentional trust is primarily concerned
with individuals’ intentions in the trusted relationship; individuals can generally be
benevolent, honest, or truthful in their intentions in the relationship or opportunistic,
which entails ‘lying, stealing, and cheating to expropriate advantage’ (Nooteboom
2006: 249). With respect to learning from others, benevolent intentions are related to
truth-telling and trust, conducive to learning from others in any form, and necessary
in the epistemic relationship between givers of information and an audience.

Opportunistic intentions are where I place the relation between trust, truth, and
deception. I take opportunistic intentions to be an abuse of relationships in deception.
As Lackey (2008) explains, the hearer who places blind trust in a speaker because
she has a relationship with her, and therefore cannot provide reasons for her belief, is
an inapt knower. While Lackey takes a strict view on always justifying one’s belief
when learning from others, there is reason to heed her observations because trust
involves risk. The audience is at risk of betrayal, opportunistic advantage, and exploi-
tation by givers of statements. Audiences are at risk when the messenger does not
enact the trustworthiness expected when one places trust in someone, thereby mak-
ing blind trust a relevant concern to deception and the development of false beliefs.
In online environments where the audiences need to determine who and what sources,
and information to trust, rather than trust prima facie because deception is pervasive,
my claim is that audiences with psychological certainty of truth are in a position of
vulnerability to deceivers’ opportunistic exploitation of the trust.

O’Neill (2020) argues that trust can be exploited when people abuse the trust
they have been afforded. Stated another way, trust is corrupted when people abuse
trustful relations with others and breach an implicit warrant of truthfulness. As
already discussed, trust is central to acquiring any kind of knowledge or information
simply because we cannot know everything, much of what we do know is limited,
and what we can come to know in online environments is limited (Rose 2020a).
Because the audience must necessarily decide who or what to trust, they are vulner-
ably situated in the relation to the giver of statements or potential deceiver because
the deceiver can exploit that trust. My claim is that the deceiver exploits trust
through his audiences’ psychological certainty of truth and limited knowing because
they do not have epistemic certainty. The deceiver builds trust by telling what
appears to be truthful or believed to be truthful by the deceived. For instance, Trump
has touted that he does not believe that systemic racism is problematic. “Trump says
he doesn’t believe racism is a systemic problem within US police forces. He has
positioned himself as a firm advocate of law enforcement but has opposed choke-
holds and offered grants for improved practices.” (BBC 2020) Moreover, we see
here in the testimonial of one of his supporters that the supporter also does not
believe in systemic racism. ‘I am not racist or sexist. I believe in personal responsi-
bility and equal opportunity for all, not equal outcomes. Outcomes are left up to
individuals. Man, 40s.” (Dunn et al. 2017)
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The supporter’s belief and psychological certainty in personal responsibility, equal
opportunity, and unequal outcomes reveal the inherent belief in the nonexistence of
systemic racism. Otherwise, he would not believe that outcomes are solely an indi-
vidual problem. In relation to Trump’s stances and stated policies, he garnered his
supporters’ trust by mirroring their ideologies and psychological certainty. In honest
relations, a politician does as the people wish and communicates his pledge; people
vote for the candidate that promises to address their needs. However, in dishonest
relations, a pledge can be conveyed to establish trust, and once trust is established, it
can be exploited. We justify our beliefs in others in two general ways: through prima
facie trust and using our beliefs and knowledge as criteria for evaluating another’s
claim.’ Because deception is rampant, we are less inclined to trust a speaker prima
facie because we aim not to be deceived. However, we necessarily justify our belief in
a speaker when they tell us things we already believe with certainty, simpliciter, and
trust is established. Because we must trust someone or some institution to acquire our
information or knowledge, once we trust, we are vulnerably positioned to be exploited
and acquire false beliefs from the trusted. While it may seem absurd that anyone
would trust in Trump’s word, O’Neill explains that trust can be misplaced:

Trust may be misplaced in liars and fraudsters, in those who are incompetent or misleading,
and in those who are untrustworthy in countless other ways. Equally, mistrust and suspi-
cions may be misplaced in those who are trustworthy in the matters under consideration.
(O’Neill 2020: 17)

The central concern here, if trust is misplaced, and once trust it is established, the
trusted can exploit the trust and deceive the trustee, who, consequently, is vulnera-
ble to developing false beliefs based on a foundation of trust.

We now know that we are interdependent with one another for learning new
information or knowledge. Therefore, conceptualizations of deception must neces-
sarily consider the deceiver as well as the deceived to fully understand deception.
Additionally, we have seen that we do not have a holistic account epistemic cer-
tainty, and many claims we make with certainty are done so upon psychological
certainty. Psychological certainty about truth is directly related to how we justify
our belief in our interlocutor and can be used by a deceiver to establish trust, which
can later be exploited. An additional layer of analysis in the epistemology of false
belief in a postdigital era requires consideration of technology’s role in deception.

Postdigital Deception: Virtual Reality or Reality as Virtual?

Postdigital is a term, though messy and not concretely defined, that captures human
relationships between humans and technology (Jandri¢ et al. 2018). Postdigital
complexity is evident when we consider the complexity of people, life, the societies
in which we reside, and the multitude of technological and digital devices that we

3See Gelfert (2014) for a discussion on reductionism and anti-reductionism in testimony.
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use. In this view, technology is not a benign construction of materials into a cultural
artefact; technology can be defined by how we use it (Dusek 2006). Technology, as
Dusek (2006: 33) observes, can be understood as a tool (e.g. a phone) or as rules
(e.g. software), and it can be understood as a system that ‘needs to be set in the
context of people who use it, maintain it, and repair it” (Dusek 2006: 33). Understood
as a system, technology encompasses the postdigital condition and the complicated
relationships we have. Our relationship to technology is further complicated when
considering the nature of deception, us, and technology. Dusek (2006) explains that
what we see through technology is not a direct route to visualizing what we see but
is represented by technology (Dusek 2006). When someone sends us an electronic
photo, we only see a representation mediated by technology; we do not see the
actual objects or people in the photograph.

In honest relations, we trust that what we see in an online photograph is a true or
accurate representation of reality. However, in deception, technology can be used
not only to fabricate or manipulate images, words, and sounds but also to emulate
the reality of one’s audience and geographical context. For instance, Rose (2020a)
revealed that online news consumers are limited in their knowing when attempting
to determine the truth of what they see online because fake news posted online rep-
resents plausible truths that exist offline. In this instance, when individuals use their
epistemic orientations to assess truth, they will arrive at false beliefs because they
individually cannot ‘know’ what is true or false by simply viewing what they see
online because it mirrors reality. This is because technology enables the digitized
creation of audiences’ realities, such as Trump using technology to build trust with
his supporters by telling what they wish to hear and what corresponds to their beliefs
and certainty of truth. Furthermore, technology enables the provision of new digi-
tized realities for audiences, such as online epistemic bubbles.

Understanding technology, specifically in the role of deception, exposes it as a
mediator between the deceivers and the deceived. This point is vital because,
through technological mediation, deceivers can manipulate reality and establish
trust. For instance, deceivers can easily and craftily omit, conceal information, and
present half-truths or spins that prevent an audience from developing a true belief.
Deceivers can embed lies, deceitful, or misleading information directly into images,
text, sound, or videos. These latter tactics are readily seen in fake news memes,
stories, and deep fake video productions. Technology enables an abundance of new
ways to deceive because deception is not merely about a person misleading, deceiv-
ing, or lying verbally, or through body language face-to-face, technology affords
deceivers with the instruments, such as software, to digitally create and recreate lies
through misrepresentations of reality, which is well documented through the genre
of fake news. Technology also enables asynchronous deception. For instance,
deceivers may post a fake news story online, and while it can potentially reach mil-
lions of online users instantaneously, once it is online users can be exposed to it at a
later date and time, which could entail days, weeks, or even months. The deceit
stays embedded into the technology and lingers there for users to knowingly or
unknowingly consume asynchronously from the original deceptive act. Deception is
ongoing though the deceptive act is long over. These new forms of deceit are directly
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related to the development and advances in technology. This raises questions about
what new ways of deceiving are emerging as technology rapidly changes.

A Way Forward: Revisiting Epistemic Values

The Enlightenment philosopher Voltaire (1778) wrote: ‘those who make you believe
absurdities can make you commit atrocities’. Though written over two centuries
ago, Voltaire’s insights seem to resonate with the events of American politics over
the last 4 years as the 45th American President is credited with inciting fascism,
violence, white supremacy, imperialism, and many other violent and unjust actions
within some of the American people, leading up to the insurrection on 6 January
2021. When people trust and believe in a leader, they can be led to violent action by
believing in falsehoods. An epistemology of false beliefs arises from trust being
established on psychological certainty of truth and people’s vulnerability to deceiv-
ers and being deceived. Once trust is established, people are vulnerable to believing
any falsehood that the trusted makes, including dismissing or discrediting opposing
views for which there is significant more evidence. These processes are further
exacerbated and complicated in consideration of technology because technology
mediates between deceivers and the deceived and can emulate truth and reality, or it
can create new realities as people engage in online communities, such as social
media groups.

Deceit is a broader problem of humanity, and it is remiss to address it only in
online environments. We are situated in historical, social, gendered, and racialized
contexts with politics, economics, laws, and unspoken structures by which we
abide, such as capitalism that can motivate deceivers to deceive (Rose 2020b).
Though I have discussed an epistemology of false belief, deceivers and the deceived
will utilize their broader social contexts in digitally mediated communications. We
simply cannot step outside of our societal and cultural context, particularly when
establishing trust, because it is psychological certainty about the truth that estab-
lishes trust in givers of statements and potential deceivers and is directly related to
our cultural context. Often what we believe as ‘truth’ is related to our context, such
as the Trump supporter who does not believe systemic racism is a problem because
he lives in a political environment that values individualism, individualist achieve-
ment, and disregards the fact that racial inequalities are socially constructed notions
that are embedded into the fabric of our societies. Holistic epistemic certainty is
something that we do not possess, so we ought to always foster truth-telling; how-
ever, truth as the sole epistemic aim is insufficient. As discussed, it can be used to
establish trust, which can be exploited.

As Nietzsche (1873/1999) observed, deceit is pervasive, so much so, that it defies
understanding how truth as a primary epistemic aim emerged from traditional ana-
lytical epistemology. Nietzsche’s observations point towards deceit as being deeply
embedded in human psychology and from this one might postulate that people fun-
damentally need to focus on truth to overcome their deceitful ‘nature’. While this is
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an argument well beyond the scope of this chapter, one way to help soften the effects
of postdigital deception is to add the value of understanding to epistemic aims.

Kvanvig (2003: 193) explains that understanding helps us grasp explanatory con-
nections between pieces of information or the propositional compartmentalization
of knowledge because ‘it focuses on the question of whether the person has seen the
right kinds of relationships among the various items of information grasped’.
Understanding requires that individuals grasp the relationships between informa-
tion and propositions, but also that it has a psychological component because the
person must be able to comprehend the relations, and the relations must be within
their awareness (Kvanvig 2003). This takes people beyond notions of knowing the
truth as the epistemic aim because it helps them organize and systematize their
thinking about the world’s explanatory relationships. Helping people understand
how to ‘make sense’ of their contexts and their relationships between each other,
technology, knowledge, beliefs, and social structures can help combat deception
because they are enabled to more aptly understand the relationships they have with
the world, rather than merely being certain of truth claims and beliefs. Additionally,
people ought to acquire a healthy scepticism about their truth claims and beliefs
about truth.

Descartes’ (1637/ 1960) methods for determining what is true, while they may
seem to be helpful to combat postdigital deception, can encourage extreme scepti-
cism and position people to develop false beliefs because they are limited in what
they can know in technologically mediated environments (Rose 2020b). We do rely
upon others to acquire accurate information and knowledge and cannot solely rely
upon ourselves, because we are necessarily dependent upon one another, in some
form, to acquire accurate information and knowledge: we cannot help but learn
from the contexts in which we are born. A healthy scepticism requires us to consider
our psychological certainty of truth about our beliefs. As discussed, we simply do
not have a holistic account of epistemic certainty, so any claims of certainty about
truth are primarily psychologically based. Until there is radical change in the social
structures that contribute to deception, education can help people understand the
limits to what they know, the certainty of what they know, and what they can reason-
ably know, not only in online environments but also through any technologically
mediated communication.

This epistemology of false belief is critical to understand because it explicates a
fundamental way in which deceivers aim to deceive us. If we can begin making the
necessary connections in our world through a postdigital understanding, we will be
further equipped to combat postdigital deception.
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Chapter 3 )
Towards a Response to Epistemic Nihilism <z

Jake Wright

Introduction

On 3 November 2020, voters elected former Vice President Joe Biden as the 46th
President of the United States, defeating incumbent Donald Trump. Because the
election took place amidst the Covid-19 pandemic, over 100 million voters — an
unprecedented number — voted early. This tsunami of early voting had a number of
effects, including delayed vote-counting in the decisive states of Michigan,
Pennsylvania, Arizona, and Georgia. This delay meant that news organizations were
unable to project a winner until the morning of 7 November (Edelman 2020a) and
that the final states of Georgia and North Carolina were not projected until 13
November, a full 10 days after Election Day (Edelman 2020b). Such a delay was
similarly unprecedented,' since election winners are typically known on election
night. Further, because of partisan messaging regarding the safety of early voting
and the manner in which votes were cast,? several states that contributed to Biden’s

'The closest modern parallel to the 2020 vote count is the 2000 presidential election, which was
not resolved for over a month because of a miniscule margin in the ultimately decisive state of
Florida. Following a series of recounts and legal challenges, George W. Bush was declared the
winner by a margin of 529 votes after the United States Supreme Court ordered an end to the
recount in mid-December.

2Republicans, led by Donald Trump, largely tried to paint early voting as insecure and a source of
widespread voter fraud, while Democrats encouraged early voting as a safe way to vote amidst a
pandemic (Silver 2020). Thus, while early voting typically does not show a partisan lean in the
United States, the early vote in 2020 skewed heavily towards Democrats. Further, in many states,
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victory initially showed a significant lead for Trump that would later be chipped
away at and ultimately surpassed by votes for Biden (Bronner et al. 2020).

As aresult of the delayed vote count and the marked shift towards Biden as early
votes were tabulated, several right wing social media accounts pushed widespread
narratives of voter fraud, leading to significant doubts about the fairness of the elec-
tion and the validity of Biden’s victory, especially among Republicans (Badger
2020; Mehta 2020). For example, in the three weeks following Election Day, Twitter
flagged tweets from Donald Trump’s account (@realDonaldTrump) over 200 times
as containing false information about the election (Spangler 2020). These baseless
accusations potentially undermine not only the perceived legitimacy of a Biden
administration but also faith in future elections.

Liberal democracy depends on good faith engagement. For example, democratic
institutions must be responsive to stakeholders’ needs via a ‘process of reasoned
discussion and deliberation on equal footing’ (Christiano 2018). As Mill notes, ‘the
rights and interests of every or any person are only secure from being disregarded
when the person interested is himself able, and habitually disposed to stand up for
them’ (1861: 54). In short, the ideal of democracy involves participation by indi-
viduals who are forthright about their interests via good faith engagement on a level
playing field. The further we slip from this ideal, the worse democracy operates —
potentially to the point of a complete breakdown of democratic systems themselves.
Efforts like those above, baselessly painting the legitimate winner of a presidential
election as fraudulent, are, simply put, not good faith engagement, and it is not hard
to see how such efforts and the degree to which they have been advanced constitute
a threat to democratic processes and institutions.

Recent scholarship has focused on rhetorical efforts to undermine the democratic
process belying a commitment to good faith engagement, such as bullshitting and
trolling. While efforts have been made to address such phenomena, they have largely
focused on the individual phenomena themselves — for example, how we can dis-
abuse belief in bullshit (Wright 2020a) or counter trollish behavior (Ebner 2019) —
rather than considering these phenomena under a broader, more unified umbrella.

I have noted elsewhere that parallels existing between these phenomena are
‘instructive and worthy of further study’ (Wright 2020b) both because of their
shared similarities as phenomena and because of the shared threats they collectively
pose to democratic institutions. This chapter represents a first step in that further
study, outlining what I term epistemic nihilism — briefly, a worldview that rejects the
intrinsic value of truth — and outlining how we ought to respond to extreme cases of
such nihilism. Essentially, cases of epistemic nihilism depend on rejecting truth as

in-person votes are tabulated first, with early votes counted later. Such states, like Pennsylvania
and Georgia, showed an initial ‘red mirage’ due to Trump’s significant lead in votes cast on elec-
tion day itself. By contrast, states like Ohio and Texas, which counted early votes first, created a
‘blue mirage’ because the vote counting was reversed relative to states like Pennsylvania and
Georgia.
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a necessary condition for achieving one’s aims, often depending on one’s interlocu-
tor being unaware of this rejection. Thus, when deployed in the context of the demo-
cratic process, such actions constitute a form of cheating where one does not engage
in good faith, creating an advantage precisely because one expects one’s interlocu-
tor to be engaging in the good faith that the epistemic nihilist has rejected.

The question thus becomes how we ought to respond to cases of epistemic nihil-
ism. While a number of remedies exist to address one-off instances of nihilism — for
example, the ability on many social media platforms to flag nihilistic posts for
removal or as disputed — the question of how to respond becomes more challenging
when considering serial offenders whose nihilism becomes something of a way of
life. Put differently, we must consider what to do with, for example, serial liars,
inveterate bullshitters, and unrepentant trolls who do not merely engage in nihilistic
behavior but are properly considered epistemic nihilists. I argue that, in such
extreme cases, we are justified in denying the nihilist a platform from which
to speak.

Such a response is, in some sense, extreme, seeming to violate norms of dis-
course at a minimum and potentially violating rights to free speech at a maximum.
I argue that such an extreme response is warranted when it is only through our abil-
ity to enforce such penalties that the nihilist’s advantage can be countered, drawing
a parallel with the legal designation of vexatious litigants, who are barred from
petitioning the courts — despite the right to do so — specifically because the harm is
created by the vexatious litigant’s abuse of that right. Put slightly differently, an
epistemic nihilist like Trump might have the right to free expression under normal
circumstances, but the abuse of that right to cause significant, repeated harm to
democratic institutions may justify actions like denying a platform from which he
can make his claims.

Epistemic Nihilism

I take epistemic nihilism to be the rejection of truth as an intrinsic or instrumental
good. Often, discussions employing the term focus on at least the view that knowl-
edge via universal epistemic principles is unobtainable®, sometimes accompanied
by further claims — for example, Nietzsche’s claim that knowledge would not be
useful if it were obtainable (Nehamas 2010) or Rorty’s claim that epistemology as
an enterprise is fatally flawed and should be dismantled (2009). When I use the term
epistemic nihilism, however, I do not mean to suggest cases where a speaker believes
that truth is unobtainable or cannot be adjudicated using universal principles, and I
take epistemology generally to be a fruitful endeavor. Further, though I will not

3See, for example, Goldman (2010).
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argue for it here, I accept a correspondence view of truth that accepts claims as true
insofar as they align with an actual state of affairs in the world.

Perhaps the closest use of the term to my own is Arendt’s view of nihilism as ‘a
way of thinking that can look rational but is really an attack on the purpose of ratio-
nality’ (Gertz 2019: 104). As I discuss cases of epistemic nihilism, a common thread
that emerges is the obscurance of truth because the truth is not valuable to the
speaker who is attempting to influence their interlocutor’s rational deliberations.
This section examines such nihilism by considering the similarities between three
exemplars of nihilistic speech — lying, bullshitting, and trolling — as well as the
advantages of viewing activities like these as tokens of a larger type. I also discuss
how epistemic nihilism can transcend individual instances and become an identity
or way of life, which has implications for how we ought to respond when combat-
ting extreme cases of such nihilism.

It takes no great imagination to see how lying constitutes epistemic nihilism. The
goal of a lie is to convince one’s interlocutor to believe a falsehood spoken by the
liar because their belief in that falsehood would advantage the speaker in some way.
For example, one may lie and deny an extramarital affair, but such a lie would only
be successful if the interlocutor (e.g., the speaker’s spouse) believed the lie and
presumably would be uttered only if the speaker viewed it as to their advantage.
Even white lies — for example, the claim that dinner was delicious when it was not
or that one’s dress is attractive when it is not — advantage the speaker at some level,
for example, by allowing the speaker to seem supportive or to grease the wheels of
social cohesion. Thus, the lie requires the recognition that the value of truth is out-
stripped by the value obtained by others’ belief in one’s falsehood.

Bullshit similarly rejects the value of truth, though for somewhat different rea-
sons. Bullshit is essentially a claim that the speaker wishes their interlocutor to
believe, though the speaker themselves has no regard for the claim’s truth value
(Frankfurt 1986). For example, Donald Trump regularly claims that unflattering
coverage such as reports regarding crowd size (Concha 2018; Dale 2019; Levine
2019; O’Neil 2019), his handling of the Covid-19 pandemic (Trump 2020c), and his
reelection campaign (Trump 2020b) is ‘fake news’.

As T have argued previously (Wright 2020a), Trump’s claims are bullshit pre-
cisely because of his aim in expressing them. Some cries of fake news are accurate,
while others are not; Trump desires his audience to believe him not because they are
true or false, but because they are unflattering. Unlike the lie, where truth matters,
the truth value of the bullshitter’s claim is simply irrelevant.

As a third example, trolling differs from lying and bullshitting in that success
depends not on the interlocutor believing the troll but rather because the interlocutor
is unsure what to believe because it is unclear what the troll believes. Essentially,
trolling is a behavior in which outlandish claims are made or actions are undertaken
for the purpose of garnering a reaction (Buckels et al. 2014; Edstrom 2016). Often,
though not universally, such activities are otherwise aimless (Shachaf and Hara
2010), resulting merely from a desire to disrupt (Hardaker 2010). As noted later in
this chapter, the generally aimless nature of most trolling provides vital cover for
more nefarious instances of trolling that seek to disrupt in order to achieve a
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particular aim, like mainstreaming extremist views, retreating to familiar trollish
responses that their actions are unserious and ought to be taken as such.

The generally provocative aim of trolling provides crucial cover for cases where
trolling is employed as a recruiting or persuasive tool. For example, trolling often
involves a ‘humorous ambiguity [that] offers access points for undecided and not-
yet politicized users to develop affinities with and support for far-right causes’
(Bogerts and Fielitz 2019: 151). Such ambiguity allows the troll ‘ironic distance’
(May and Feldman 2019: 26) when the troll is confronted with claims that their
speech or actions are out-of-bounds. Indeed, trolls typically respond that they are, in
Internet parlance, ‘doing it for the lulz’,* suggesting that their actions or speech
ought not be taken seriously because they seek to provoke. This idea of doing it for
the lulz suggests that there is something wrong with the interlocutor themselves
because they took trolling at face value, rather than embracing the ‘nothing matters’
ethos of trolling (Wright 2020b).

A Unified Theory of Epistemic Nihilism

There are important differences between lying, bullshitting, and trolling, such as
whether their success depends on the interlocutor believing a false claim or whether
the interlocutor must believe the speaker is representing genuinely held views.
Further, significant literature exists discussing how to address each activity indi-
vidually, ranging from innumerable discussions of dishonesty in various subfields
of applied ethics to discussions of the psychological motivations behind bullshit
acceptance’ — as well as how to counter such openness® — to strategies for countering
trollish behavior.”

It is not my goal to suggest that nothing can be learned by such focused attention.
Instead, I suggest that grouping nihilistic activities under a common umbrella also
carries with it certain advantages. First, approaching the problem through a com-
mon lens allows us to note similarities between actions that abandon truth as useful
or intrinsically good. Second, insofar as commonalities exist, we are better

#“Lulz’ is a transformation of the common chat/text acronym LOL (laugh out loud), frequently
deployed when the goal is to generate laughter based on offensive or provocative behavior. For
example, UrbanDictionary.com lists several user-provided definitions with examples, including
‘Why did I post a giant image of 50 Hitlers? I did it for the lulz, or claiming that Truman autho-
rized the atomic bombings of Hiroshima and Nagasaki, killing ‘thousands of innocent women and
children... for the lulz’ (Urban Dictionary n.d.).

3See, for example, Nyhan and Reifler (2010); Pennycook and Rand (2018); Prior et al. (2015);
Schaffner and Luks (2018); Wood and Porter (2019).

¢See, for example, Andre (1983), Delaney (2004), Erion (2005), Momeyer (1995), Paden (1987,
1994), Satris (1986), and Wright (2019) for discussions of how to combat bullshit in a classroom
environment.

’See, for example, Bogerts and Fielitz (2019), Ebner (2019), Edstrom (2016), May and Feldman
(2019), and Tuters (2019).
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positioned to develop general strategies and apply extant strategies focused on one
token of this type. Third, grouping actions under a common banner allows us to
sidestep questions of taxonomy when such questions are not useful. We need not
parse whether a difficult case is a lie, bullshit, trolling, or something else if little
rides on such a distinction; we may simply note an instance of epistemic nihilism
and respond accordingly.

Many of the similarities between activities like lying, bullshitting, and trolling
have been noted above. Briefly, each activity depends on rejecting the value or util-
ity of truth in order to achieve some further aim by, for example, inducing one’s
interlocutor to believe a particular claim or to obscure the speaker’s true beliefs or
intent. Recognizing such similarities allows us to examine other behaviors with a
critical eye towards whether they, too, constitute cases of epistemic nihilism. For
example, one may examine the naive skepticism often expressed by introductory-
level students as a kind of (well-intentioned) nihilism that results from students’
desires to avoid offense or appear tolerant (Wright 2019). Similarly, one might rec-
ognize that there are cases, like those discussed below, where one can engage in
nihilism despite total transparency about one’s genuine beliefs because the beliefs
themselves are obviously nihilistic.

By collecting such disparate activities under a common framework, we can not
only consider common responses — like my proposed response in this chapter — that
may apply across all forms of epistemic nihilism but also consider how particular
targeted responses may be appropriated to respond to other forms of nihilism. For
example, I have discussed how strategies for addressing naive skepticism can be
reapplied to combat people’s openness to political bullshit (Wright 2020a).
Certainly, there will not be perfect overlap in such cases, and differences between
kinds of nihilism ought to be taken into account, but this is not, I take it, a reason to
reject such considerations any more than being sensitive to the relevant details of a
particular instance of bullshit is a reason to reject general anti-bullshit strategies.
One may look for broad trends and general strategies while attending to the details
of a particular case.

Indeed, there may be instances where working in broad strokes is preferable to a
fine-grained analysis. Such cases illustrate the third advantage of a broad theory of
epistemic nihilism — the ability to sidestep irrelevant detail. To see what I mean,
consider the following cases:

During racial justice protests in Buffalo, New York, an elderly peace activist
named Martin Gugino was pushed to the ground by Buffalo police officers, hitting
his head on the concrete sidewalk and sustaining a brain injury. Gugino’s case
attracted widespread media attention because video of the incident demonstrated
that the officers’ actions were unprovoked and directly contradicted an initial state-
ment from the police department that Gugino ‘was injured when he tripped & fell’
(Herbert 2020). Donald Trump responded to this incident by suggesting via tweet
that Gugino was a member of antifa® who had faked injury (Trump 2020a). Trump’s

8 Antifa is an umbrella term for a loose collection of left-wing protestors formed in the wake of
white supremacy protests in Charlottesville, Virginia in 2017 (Anti-Defamation League n.d.). The
term itself is a portmanteau of ‘anti-fascist’.
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tweet immediately drew widespread condemnation as ‘baseless’ (Spencer and
Farley 2020), ‘without evidence’ (Phelps and Cathey 2020), a ‘conspiracy theory’
(Kessler 2020; Phelps and Cathey 2020; Reuters Staff 2020), and ‘outrageous’
(Kessler 2020). Because a Republican Senate conference lunch was scheduled for
the afternoon Trump tweeted his comments, Republican senators became obvious
media targets for journalists in search of comment. One such senator was Ron
Johnson, who initially claimed to have not seen the tweet in question. But when
asked by a reporter if he would like to have the tweet read to him so that he might
comment, Johnson responded, ‘I would rather not hear it’ (Raju et al. 2020).

One might wonder how to classify such a comment, where the clear implication
is a desire to avoid knowing the truth. The plain meaning of ‘I would rather not
know’ is a desire to not know rather than a desire to wait for context or a request for
time to formulate a response. By saying he would rather not hear Trump’s comment,
Johnson is not lying; he genuinely did not want to know what Trump said. Neither
was his comment bullshit, since the truth of Johnson’s claim seems central to our
analysis. Finally, it is not trolling, since there is no evidence Johnson made his
remarks to get a rise out of reporters. In addition, there is no doubt about his genuine
view. Yet his actions seem almost brazenly nihilistic; he simply declares he does not
want to know the truth because the truth would be, in some sense, bad for him.

One might, out of a sense of charity, argue that Johnson may have demurred out
of a wish to avoid commenting without knowledge of the full context. Even if we
apply such strenuous credulity, however, Johnson’s comment is a particularly overt
instance of a pattern among Republican politicians who refuse to contradict obvi-
ously false, malicious statements by Trump to the point where ‘Republicans asked
about Trump’s comments on x” has become something of a journalistic genre. Thus,
itis instructive to consider a second example where, in response to Trump’s baseless
claims that he won the 2020 election and is the victim of widespread fraud, each
Republican member of Congress was asked, one month after the election, who won
the 2020 Presidential election. Out of 249 Republican members, 27 acknowledged
former Vice President Joe Biden as the winner, two claimed that Trump had indeed
won, and 220 refused to answer (Kane and Clement 2020). Like the Gugino case,
Trump’s false claims to be the victim of fraud are dangerous, but unlike the Gugino
case, unfamiliarity with the issue is simply impossible, rather than seemingly
implausible, since the question was posed a month after the election itself, after a
clear winner had emerged. Yet again, it is not clear that those who refused to answer
lied, bullshitted, or engaged in trolling.

Classifying such cases as instances of epistemic nihilism affords those of us who
stand opposed to such behavior the opportunity to name it without having to more
precisely diagnose or taxonomize. Insofar as labeling such remarks as instances of
nihilism is sufficient in considering a response, further analysis is unnecessary. It is
nihilism and ought to be treated as such.
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Epistemic Nihilism as a Worldview

Thus far, discussion of epistemic nihilism has focused on individual cases in order
to provide a sense of what sorts of actions constitute epistemic nihilism. However,
it is important to note there is a difference between one-off instances and serial com-
mission. For many of the actions that constitute epistemic nihilism, one common
thread seems to be that repeated instances of such actions can impact one’s identity
through how one is perceived by others or how one perceives oneself. For example,
we may judge one who lies regularly as a liar. ‘Internet troll’ is not merely pejora-
tive; it can also be part of one’s self identity, used to enforce community boundaries
among fellow trolls (Bartlett 2014) or as justification for one’s socially undesirable
actions (Reed 2019).

If we take seriously the idea that repeated instances of particular forms of epis-
temic nihilism can result in identities like ‘liar’, ‘bullshitter’, or ‘troll’ either being
assigned or self-declared, it seems one can similarly be an epistemic nihilist, full
stop. It may be sufficient to note that an individual simply is an epistemic nihilist.
Such labeling may be useful, both in terms of pushing back on more nuanced deni-
als of being a liar, etc., but also because such labels have important implications for
how we ought to respond in particularly egregious cases, as I discuss below. We may
be justified in enforcing stricter penalties against a liar than one who lies occasion-
ally, and we may be similarly justified enforcing strict penalties against epistemic
nihilists. Before discussing how we ought to respond, however, it is worth discuss-
ing in some detail the threat posed by nihilistic behavior.

The Threat of Epistemic Nihilism

Liberal democracy is premised on active, good faith participation from forthright
members of the community, which provides a more-or-less level playing field.
Epistemic nihilism rejects this premise by abusing the assumption that interlocutors
are engaging in good faith. When successful, such actions advantage nihilistic
behavior. In addition to providing a rhetorical advantage that is the direct result of
bad faith engagement, nihilism has the further deleterious effect of encouraging
conspiracists and other fringe actors willing to engage in actions well outside the
scope of normal democratic participation. These advantages are further exacerbated
by a balkanized media landscape that favors consumers’ own partisan or tribal pref-
erences, creating environments where nihilism is not adequately confronted.

The Nihilist’s Rhetorical Advantage

It seems obvious that epistemic nihilism is advantaged over a commitment to truth
and accuracy, since nihilistic speech needs only be rhetorically advantageous, while
truthful or accurate speech much also attends to those criteria. For example, the
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ironic distance provided by nihilistic acts like trolling allow an ambiguity that
advantages the speaker by allowing a response to claims that one’s speech is racist,
misogynistic, and so forth along the lines that the speaker is only kidding or being
provocative for provocation’s sake, masking the speaker’s seriousness with unseri-
ousness (Bogerts and Fielitz 2019). Essentially, nihilistic speech need not reveal
itself as such unless pressed, so potential fellow travelers who view such speech
favorably gain access to the views expressed because opponents cannot clearly
establish that the views are sincerely held by the speaker (May and Feldman 2019).

Nihilistic speech similarly advantages the speaker when the context of discus-
sion drifts from sincerely held beliefs towards meta-discussion of the speaker’s seri-
ousness. There may be widespread agreement that sincerely believing a particular
claim would be problematic. However, the ironic distance provided by seemingly
unserious provocation leads not to a discussion of the view itself, but whether the
view is sincerely held or whether it is acceptable to insincerely express the view in
question. When such debate occurs, the ironic or unserious use of language express-
ing genuinely held beliefs communicates meaning to those who understand the
rules of a particular form of nihilistic communication as a form of dog whistle
(Tuters 2019). The farcical nature of claims that Joe Biden’s electoral victory was
fraudulent has led to a robust meta-discussion of the degree to which these claims
are genuinely held (Rucker et al. 2020), distracting from the fact that they are dam-
aging precisely because they are false. Meanwhile, the message to those ‘in the
know’ is quite clear; despite a clear victory free of fraud or interference, Joe Biden
is not to be viewed as a legitimate president.

Finally, nihilistic speech allows for deflection or avoidance of undesirable lines
of inquiry. Donald Trump, for example, has avoided questions about his rhetoric’s
effect on white nationalists by arguing such questions are themselves ‘racist’ (Farhi
2018). Similarly, he refused to answer a question about the removal of a high-
ranking public health official who contradicted Trump’s unsubstantiated claims
about an ineffective Covid-19 treatment on the grounds that the reporter who asked
the question was from a ‘fake news’ organization (Cortright 2020). Ron Johnson
refused to hear what Trump had to say about the Gugino case. Like Trump’s claims
that his electoral defeat was the result of fraud, these cases drew media scrutiny
away from the substance of the claims towards a general refusal to answer
(Lewandowsky et al. forthcoming).

Refusing to engage on specious grounds to avoid uncomfortable or unflattering
lines of inquiry obscures what one believes, as well as why they believe it. At best,
we as interlocutors are able to evaluate actions and motivations at a meta level, judg-
ing them for their willingness to obfuscate and engage in nihilistic behavior, rather
than evaluate actions in their own right. We may, perhaps, infer certain things from
how someone responds to certain questions, but inference is no substitute for a
genuine answer.
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The Dangers of Nihilistic Speech

In addition to providing a rhetorical advantage, nihilistic speech can encourage
actions that are anathema to reasoned deliberation that is the ideal of democracy.
While the nihilist themselves might not be concerned with the truth, their interlocu-
tors often are, thus creating the possibility of such individuals accepting genuinely
dangerous claims.

For example, public health efforts aimed at reducing the spread of Covid-19 have
been implemented to varying degrees of success globally. One of the largest factors
impacting success is the degree to which they are countered by what the World
Health Organization has called an ‘infodemic’ of misinformation (Evanega et al.
2020; United Nations Department of Global Communications 2020). In the United
States, preliminary analysis has found that the largest driver of misinformation has
been Donald Trump himself (Evanega et al. 2020). 37.9% of all misinformation
captured by the study were directly associated with Trump, and a ‘substantial pro-
portion — possibly even the majority — of the [discussion surrounding] “miracle
cures” (7) may have been driven by Trump as well, since he frequently touted sup-
posed cures like hydroxychloroquine and injecting bleach. Such misinformation is
not a theoretical exercise; it impacts individuals’ view of the pandemic itself and the
trustworthiness of genuine sources of medical knowledge. Partisan differences
regarding the seriousness of the pandemic and the efficacy of preventative measures
exist (Allcott et al. 2020) and can reasonably be explained, at least in part, by the
fact that a major American political party is led by an epistemic nihilist.

The threat posed by nihilistic speech goes beyond public health, however, pro-
moting actions that directly threaten the pillars of liberal democratic institutions.
Adherents to QAnon — the conspiracy theory that Donald Trump is overseeing a
federal investigation into Satan-worshiping, blood-drinking, cannibalistic
Democratic Party leaders (including and especially 2016 nominee Hillary Clinton)
and Hollywood celebrities who are collectively responsible for a global child sex
trafficking ring (Neiwert 2018) — anxiously await the ‘Storm’, supposed coordi-
nated raids intended to crack down on the cabal (Coaston 2019). QAnon’s growth
has occurred on the far right with ‘surprising rapidity” (Neiwert 2018), and a num-
ber of 2020 electoral candidates endorsed the theory either tacitly or explicitly. This
includes Marjorie Taylor Greene, whose election to represent Georgia’s 14th district
elevated an explicit adherent to the House of Representatives (Allam 2020).
Following a congratulatory tweet to Greene after her victory in the Georgia primary,
Donald Trump was asked whether he endorsed QAnon. Refusing to denounce the
theory, he replied that he ‘didn’t know anything about them, other than they suppos-
edly like me’ and that ‘if I can help them save the world from problems, I'm willing
to do it” (Rogers and Roose 2020).

It is not hard to imagine how such failure to denounce a conspiracy by its sup-
posed leader can be viewed as at least tacit approval by conspiracists. Again, such
seeming endorsement is no theoretical exercise; adherents have been described by
the FBI as individuals willing to ‘commit criminal and sometimes violent activity’
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(FBI Phoenix Field Office 2019: 1) and have, in fact, done so. QAnon conspiracists,
along with adherents to QAnon’s progenitor, Pizzagate, have attempted armed lib-
erations of nonexistent trafficking victims, blocked traffic with an armored truck to
force the release of nonexistent, supposedly confirmatory documents, and assassi-
nated a member of the New York mafia because the crime boss was a purported
member of the so-called ‘deep state’ conspiring against Trump (Amarasingam and
Argentino 2020). In the latter case, the mafia assassin’s lawyer reported that he
viewed himself as “Trump’s chosen vigilante’ (Amarasingam and Argentino
2020: 40).

Such violence, generally speaking, is a breakdown of the sort of discourse
democracy depends on; it is the application of power in lieu of reasoned discussion
and deliberation. Thus, any violence is, at some level, problematic for democracy.
But when such violence is cloaked in extrajudicial actions where conspiracist actors
believe they have the tacit approval of the president, such violence becomes a threat
to democracy itself. It does not matter whether the speaker actually believes in the
underlying conspiracy theory. The refusal to say that a conspiracy theory is just that,
instead remarking that one is ‘willing to [help]’, gives conspiracists permission to
operate and act in a way that undermines democracy via terrorism and other actions
anathema to democracy.

The Media’s Effect on Epistemic Nihilism

Though the examples used throughout this chapter are recent, epistemic nihilism
and its dangers are not new. Conspiracists have acted against the state long before
the advent of 24-hour news, Tokyo Rose did not require the Internet to spread pro-
paganda, and Socrates decried the rhetorical advantage of sophistry? over two mil-
lennia ago. What has changed, though, is a media landscape which exacerbates the
advantages of and dangers posed by epistemic nihilism. This change is the result of
what Rose and Bartoli (2020) call the ‘balkanization’ of media, where previously
hegemonic media structures like local and national newspapers or television net-
works are supplanted by an explosion of new journalistic and quasi-journalistic
sources, reflecting both consumers’ own partisan preferences and the shift towards
so-called viral content.

Such balkanization can invite nihilism not only by catering to cognitive biases
like motivated reasoning or intellectual laziness but also because new media outlets
often favor the enforcement of tribal boundaries over a commitment to truthfulness.
For example, the conservative Gateway Pundit claims that they ‘report the truth —
and leave the Russia-Collusion fairy tale to the Conspiracy media’ [sic] (Hoft n.d.).

°See, especially, the dialogues Sophist, Gorgias, and Protagoras. John M. Cooper describes the
Socratic view thusly: ‘“Though aware that he does not know anything, [the sophist] produces in
words totally inadequate “copies” of the truth on important subjects, one he makes appear to others
to be the truth, even though, being false, they are hardly even like it.” (Cooper 1997: 326)
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The conservative Daily Caller’s Twitter bio brands itself as ‘[t]he journalists who
love America’ (@DailyCaller n.d.). Fox News successfully defended itself and its
highest-rated host, Tucker Carlson, in a defamation lawsuit by arguing that the sub-
stance — not the expressed opinions, but the substance — of Carlson’s commentary
‘cannot reasonably be interpreted as facts’ (Vyskockil 2020: 5) because ‘given Mr.
Carlson’s reputation, any reasonable viewer “arrive[s] with an appropriate amount
of skepticism” about the statements he makes’ (12).

In an environment where the epistemic nihilist seeks the cover of ambiguity to
mask their beliefs or seeks to mainstream their beliefs by introducing them through
seemingly respectable outlets in palatable forms, media balkanization is a godsend.
As noted previously, ambiguity offers a powerful opportunity to introduce extremist
ideologies, and mainstreaming can be easily bootstrapped in a media ecosystem of
innumerable outlets. This is especially true when options include hyperpartisan out-
lets, as well as outlets committed to fastidiously presenting both sides of an argu-
ment, regardless of how supported the evidence for both sides is.

In the latter case, media’s provision of the so-called false balance not only pro-
vides avenues for unsupported contrarian opinions but also obscures the degree to
which genuine expert consensus exists on phenomena like climate change (Koehler
2016; Merkley 2020; Park 2018). For example, a significant driver of the Covid-19
infodemic seems to have been that the overwhelming majority of Trump’s baseless
claims were not presented in a context where fact checking took place (Evanega
et al. 2020), obscuring the degree to which expert consensus was aligned against
Trump’s unfounded claims, creating an environment where Trump’s claims seemed
more reasonable than they objectively were.

Countering Epistemic Nihilism

Given the threats posed by epistemic nihilism, one might naturally ask how we
ought to respond. Here, I argue that we must be willing, in extreme cases, to deny
epistemic nihilists a platform from which to speak, similar to how vexatious liti-
gants are denied the ability to seek relief from the courts. In both cases, denial seems
to at least violate fundamental norms and may involve curtailing an individual’s
rights. Like the vexatious litigant, I argue that the epistemic nihilist may be denied
a platform even though doing so may curtail free speech rights precisely because the
way in which those rights are invoked are abusive and harmful.

Nihilistic speech succeeds because it is able to subvert the norms of democratic
discourse that assume a level of good faith and honest representation of sincerely
held views, for example, convincing interlocutors that insincere views are held sin-
cerely, or masking sincerely held views behind a veil of ambiguity. Efforts to coun-
ter such speech face a trilemma, either (a) stooping to the level of the nihilist by
employing nihilistic tactics, (b) using established norms to counter the nihilist, or
(c) breaking established norms of discourse without resorting to nihilistic speech.
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Embracing nihilism to overcome the nihilist is, I take it, a nonstarter. It may have
the proximate effect of overcoming a particular instance of nihilistic speech, but the
ultimate effect is a universal descent into nihilism. Surely the cure cannot be more
of what ails us.

Ideally, nihilistic speech would be countered by employing strategies falling
within established norms. For example, social medial platforms have begun apply-
ing tools meant to counter nihilistic behavior — like fact-checking, flagging, and post
removal — more widely and evenly than in the past, going so far as to flag and
remove posts made by political leaders, such as Facebook’s and Twitter’s removal
of posts from Donald Trump claiming seasonal flu was more dangerous than
Covid-19 (O’Sullivan 2020) or Twitter’s flagging false and misleading claims about
voter fraud and other issues with the tag, ‘“This claim about election fraud is dis-
puted’ (Romm 2020). Such actions are the result of the claims at issue being both
false and dangerous.

It would be best if the nihilist could be countered by such tactics, but it also
seems reasonable to assume that staying within established norms of discourse will
not always be successful precisely because of the advantages afforded nihilistic
speech. Thus, there may be cases where one has no choice but to break established
norms in an attempt to counter epistemic nihilism. The question is how best to do
so, especially in edge cases where the nihilist’s behavior is particularly egregious.

In extreme cases, the epistemic nihilist is essentially weaponizing the right to
speak by abusing the assumption that interlocutors are operating in good faith. If
this is so, we must be willing to deny the nihilist a platform. Nihilistic politicians,
for example, ought not have their remarks broadcast, nor should they be the subject
of interviews. Social media platforms must be willing to ban nihilists outright if
other strategies prove unsuccessful. Obviously, such a strategy raises a number of
concerns, from effectiveness to the rights of the nihilist to speak. There may be a
public interest in knowing how a political figure explains policies, even if they do so
nihilistically. Platform denial may be abused via partisan appeals to ‘obvious’ or
‘widely accepted’ truths that are genuinely disputed. Though space prevents a
robust defense of each of these important concerns, I do note the following.

First, I acknowledge that attempts to ban lesser-known nihilists can result in a
sort of whack-a-mole where the offending individual simply registers another
account. Banning John Smith may not be as effective as banning Donald Trump, in
part because of Trump’s notoriety. However, I note that any roadblock that poten-
tially slows or discourages nihilistic speech may be valuable. Also, John Smith
cases seem unlikely to be the main focus of extreme measures like platform denial,
since the potential harm of such anonymous actors seems far less likely to reach the
point where extreme measures are warranted.

Second, I grant that the public right to know is vital to a healthy democracy and
political leaders should generally be encouraged to explain their actions. However,
the good faith assumed by such encouragement is precisely what the nihilist seeks
to exploit to their advantage. Denying nihilists a platform not only neutralizes this
advantage but also potentially incentivizes good behavior; a platform may welcome
back a sufficiently reformed or repentant nihilist. Nihilists who depend at some



52 J. Wright

level on being well-known — like politicians or media commentators — will not have
the option of simply registering a new account and may be forced to choose between
their nihilism and their access to a ready-made audience.

Third, the decision to deny a platform to an epistemic nihilist is clearly value-
laden. We deny nihilists a platform because their nihilism is dangerous (i.e., bad).
Such value judgments risk smuggling in more problematic judgments, like denying
a speaker a platform because their political views do not align with my own. Though
such concerns are serious, a basic response can be offered by invoking Heather
Douglas’ (2009) distinction between the direct and indirect application of values in
the decision-making process. While me may use our values to directly determine
what sorts of actions are permissible — for example, the permissibility of denying a
platform based on our values regarding liberal democracy — we may not use our
values to directly determine what counts as an instance of permissible or impermis-
sible action. Instead, we may use our values to indirectly inform how evidence in
difficult cases ought to be evaluated. For example, it may be the case that one politi-
cal party is more likely to engage in nihilistic behavior than another, and we may
look more skeptically on the claims of that party as a result. But we may not simply
say, ‘They are Tories and are therefore denied a platform because I disagree with
Tories’. On Douglas’s view, we may rule out advocacy via epistemic nihilism in the
same way we rule out human subject trials that do not obtain informed consent; our
values as a society directly tell us that such efforts are impermissible. (Indeed, it is
precisely the fact that such values ought to be forthrightly and openly deliberated
upon that gives this discussion import.) However, we cannot judge that a particular
claim is an instance of nihilism or that a particular speaker is a nihilist simply
because of their political views.

Finally, denying a platform does not constitute a violation of free speech rights.
In the first place, my proposal does not call for imprisoning nihilists, nor am I argu-
ing that the positions held by nihilists are automatically out-of-bounds. Instead, I
argue we ought not provide platforms to egregious nihilists because of their tactics.
If they wish to argue honestly for odious views, this discussion has nothing to say
on the matter. Further, the denial of a platform is not speech prevention; it is at best
an effort to curtail the reach of nihilistic speech to be heard. However, the right to
speak does not entail a right to be heard, an obligation to listen, or any obligation to
amplify a speaker’s message. In essence, it is a declaration that we collectively will
not help nihilistic speech find an audience. If the speaker can find an audience or a
fringe platform willing to countenance nihilism, that is their business. However,
even if denying a platform involved curtailing the right to speak, there are analogous
circumstances demonstrating why such action is justifiable.

Within the US legal system, as in many liberal democracies, individuals have a
fundamental right to petition the courts to seek redress. Yet, there exist individuals
who invoke this right to the point of abuse, using the system to harass [opponents],
to postpone a result he considers unfair, or simply to satisfy some urge to engage in
litigation’ (Manwell 1966: 1770). Such litigants are harmful not only because of the
harm they cause their legal opponents but also because of the harm they cause the
legal system itself by overtaxing it and preventing or delaying justice for petitioners
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whose motives are genuine. Thus, regular abusers may be legally declared vexatious
litigants and prevented from filing further legal claims without involving outside
counsel'® or the express permission of the courts.!!

Two features of this designation are worth discussing here. First, a finding that
one is a vexatious litigant goes beyond other measures intended to prevent frivolous
lawsuits, like anti-SLAPP!? laws. It is an extreme response reserved for extreme
offenders. Second, the bar that must be cleared for such a declaration is quite high,
involving ‘situations where litigants have filed dozens of motions either during the
pendency of an action or relating to the same judgment’ (Rushing 2007). In essence,
one must engage in a great deal of genuinely harmful, specious litigation before
being denied access to the courts.

The vexatious litigant designation and associated penalty is analogous to the
sanction I suggest when denying epistemic nihilists a platform. My suggestion is
not that we should liberally deny a platform at the first instance of nihilism or that
no other steps be taken, but rather that extreme measures are justifiable in extreme
circumstances. If there are individuals who cannot be trusted to engage in good
faith, their refusal to do so poses significant harm, and less strenuous efforts have
not proved corrective, we should be willing to deny them a platform.

Conclusion

Epistemic nihilism is all too common in contemporary discourse, in part because of
the advantage it affords. While there are particularly obvious offenders whose
speech regularly serves as a paradigm for nihilistic speech, like Donald Trump, it
seems unlikely that one electoral defeat or one individual receding into the back-
ground of public life will address the wider problem of epistemic nihilism as a
phenomenon. As research into the phenomena that constitute epistemic nihilism
clearly demonstrates, Trump is not sui generis. There were epistemic nihilists before
Trump, and there will be epistemic nihilists after Trump. If anything, Trump’s suc-
cess during his campaign and administration highlights the need for heightened

0Vexatious litigants frequently represent themselves, and a requirement to obtain outside counsel
discourages abuse because such counsel is equally subject to sanction if they themselves abuse the
courts. As practicing lawyers whose livelihood depends on access to the legal system, they presum-
ably do not wish such sanction.

!1See, for example, California’s vexatious litigant statutes (Title 3A: Vexatious Litigants 1963.)

12 Anti-SLAPP (strategic lawsuits against public participation) statutes are intended to prevent liti-
gants from filing lawsuits specifically designed to discourage public access to the courts by, for
example, making participation so expensive as to be prohibitive. For example, a corporation may
engage in SLAPP if they file a lawsuit against a critic they expect to lose, but the costs of defending
oneself from the lawsuit would bankrupt the critic. Such suits incentivize not speaking out, even
when making legally protected claims, by making the price of participation too high
(Randazza 2012).
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vigilance so that the mistakes that led to the success of his nihilism will not be
repeated.

While there are many steps one might take to discourage such nihilism, I have
argued that, in extreme cases, we ought to simply deny the nihilist a platform from
which to speak. Such sanction would apply only to egregious offenders whose nihil-
ism is not only dangerous, but has not been corrected by more taciturn measures.
While some platforms have taken steps to ban anonymous nihilists, such efforts do
not seem to have extended regularly to more widely known offenders. Furthermore,
when such deplatforming does occur, it is not only the exception to the rule, but it is
also predicated on other behavior like abuse or sockpuppeting. Conspiracist Alex
Jones, for example, has repeatedly suggested that the 2012 mass shooting at Sandy
Hook Elementary was staged, but was banned from Twitter for abusive behavior
towards other users (Schneider 2018). Similarly, the Krassenstein brothers, known
mostly for hyperbolic criticism of Trump, were banned for maintaining multiple
accounts under the guise that they were operated by different individuals, as well as
purchasing interactions in order to publicize their antagonism of Trump
(Concha 2019).

Clearly, the discussion here leaves many further questions to be answered, like
what precisely constitutes an ‘extreme’ case or the precise circumstances in which
we ought to deny nihilists a platform. However, these, I think, represent fruitful
avenues of future deliberation. Regardless of the specifics generated by such discus-
sion, if we are to take the fight against epistemic nihilism seriously, we must be
willing to not only take effective measures against nihilists and nihilistic speech but
also apply those measures evenly, no matter who is engaging in such speech.
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Duperation: Deliberate Lying

in Postdigital, Postmodern Political
Rhetoric

Tess Maginess

Introduction

In this first section, I will concentrate on definitions. I will begin by offering some
definitions of ‘dupery’ and of postdigital and then will try to consider the connec-
tion between them. The word ‘dupe’ is, apparently, derived from fifteenth century
French and is said to be cognate with ‘de huppe’ (of the hoopoe), an extravagantly
crested and reputedly stupid bird. If you wanted to dupe people, you might try to
gull them into thinking you were stupid; this might be because you deliberately
present yourself as a caricature, perhaps with an extravagant gold crest — on your
head (Online Etymology Dictionary n.d.).

Applebaum (2020) has argued that the dupers are not from the world of the oth-
ered; they are from the world of the elite. They can write a fair hand and with a
fountain pen, predigital chaps, assuring the right-wing middle class, subliminally,
that they are, really, underneath all the blond bombshell eccentricity, the right sort.
As MacKenzie et al. (2020) point out, information disorders are not always inten-
tionally spread. My focus here is the deliberate dissemination of misinformation
and malinformation. Montaigne (in Docherty 2019: 95) distinguishes between unin-
tentional lying and true liars, if I may risk a paradox: ‘those who say the opposite of
what they know, to go against one’s conscience’. As Kalsnes adumbrates:

Fake news was named the term of the year in 2016 by the Oxford Dictionary and in 2017
by the Collins Dictionary. In 2017, the usage of the term had increased by 365% since 2016
(Collins Dictionary 2017). The American presidential election in 2016 put the phenomenon
on the international agenda. Websites with fabricated content gained massive attention,
such as the story that falsely claimed that the Pope endorsed the republican candidate
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Donald Trump (Ritchie 2016). Shortly after, President Donald Trump politicized the term
and used it to discredit established media outlets. But even though the term seems fairly
new, the phenomena it covers are old. (Kalsnes 2018)

In my view, dupery is not the child of the postdigital era; nor is the postdigital era
the child of dupery, but there is a collocation between the two. Indeed, MacKenzie
et al. (2020) provocatively question whether the very design of social media is to be
implicated in the problems that we face. I hope to address this later in the section on
medium and message.

Turning to the second term in the title, what is meant by the term ‘postdigital
era’? There have been a number of definitions and meanings growing around the
phrase. For some, the term seems to usher a new era where the human, the authentic,
replaces the unctuous flatteries of the advertising algorithm, sycophantically reas-
suring the ‘users’ that their advertising keyword choices are fantastic. Interestingly,
the most optimistic ‘spins’ on the postdigital era have come from the advertising
sector. These are the sites which have engineered their way to the top. Their euphe-
mistic human touch may proceed from exactly the same brazenly cynical motiva-
tion. The difference from older forms of advertising is that the ‘customer’ gets
immediate attention and ratification from the advertiser (Daugherty 2019) and even
more ‘personalisation’ (Badara 2019).

Within the academic world, ‘postdigital’ has received considerable attention
also, often linked to calls for greater digital literacy and critical thinking and theory.
Knox (2015) argues that the critical theory associated with the Frankfurt School is
important in the consideration of digital culture and education. This kind of critical
theory emphasises the analysis and critiques of dominant ideologies and under-
standings. Knox contends that such a perspective shifts the focus from the orthodox
fixation with the individual to a richer engagement with the way education itself is
shaped through the digital. Yet, it might be the case that within academia, critical
thinking is a term so often used as to have become, ironically, hegemonic. We exhort
our students to think critically, but we do not always spell out exactly what this
means. By critical thinking we mean a willingness to question and interrogate what
we read and what we see, to investigate, to dig deeper, to weigh arguments rather
than simply reproducing them, to challenge our own prejudices and received ideas,
and to think, based on evidence from a range of perspectives, not to be supine.
Perhaps, deeply embedded in this concept of critical thinking in Europe is a post-
war minatory conscience — not to question is to accept, to obey orders, to collude,
and to collaborate with a monstrous scale of evil. Montaigne, cited by Docherty
(2019: 97), offers a more sanguine but challenging definition: “Thinking ... marks
itself out as something that enables the possibility of radical fundamental and politi-
cal change.’

It is important to bear in mind that we must always question our own ideas, our
own assumptions and hegemonies, before we attack, effectively, beliefs we find
repugnant. Thinking — critical thinking — is now more than ever critical because the
academy itself, as Knox implies, is in danger of viewing education as an individual
private gain, at the expense of broader, more humanist vision. This is in line with
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scholars such as Barnett (2015) and Collini (2012) who have argued that universi-
ties, especially in the more prosperous global ‘north’ (or affluent West), are increas-
ingly focused on private good rather than public good.

Florian Cramer (2014) offers a wide-ranging and complex commentary on the
meanings of postdigital. Significantly, for our focus here, Cramer argues that the
postdigital can be disenchanted and sceptical — can look awry in the best sense. He
cites The Guardian’s revelations about the mass surveillance undertaken by the
NSA’s Prism programme [American’s National Security Agency’s National
Electronic Surveillance Program] as an example of the postdigital shift from simply
gathering daily news, to investigative and critical journalism.

A more laconic definition is critiqued by Tinworth (2012), citing Fraser Speirs;
the postdigital era signals a phase where everybody simply accepts digitality as
vernacular and hegemonic and nobody passes any remarks about it. Tinworth cred-
its Russell Davies for coming up with the term in 2009, but argues that he made a
quasi-apology the following year:

Post Digital was supposed, if anything, to be a shout against complacency, to make people

realise that we’re not at the end of a digital revolution, we’re at the start of one. The end

game was not making a website to go with your TV commercial and it’s not now about
making a newspaper out of your website. Post Digital was supposed to be the next exciting

phase, not a return to the old order. It’s the bit where the Digital people start to engage in
the world beyond the screen, not where the old guard reasserts itself. (Tinworth 2012)

In contrast to the sceptical and critical exposé of PRISM, Davies seems to balefully
view the reassertion of the status quo as a kind of lost opportunity to be more human.
There is a chilling implication here too; if you can persuade people that the ‘new
normal’ is unquestioning acceptance of the digital, then the potential for wholescale
Dupery is immense. Yet, as Jandri¢ (2018: 101), citing Whitty and Johnson (2008:
56), acknowledges, ‘the Internet has simply provided a new place for individuals to
lie’. Whether regarded as an equation or a metaphor, perhaps the third term — the
term which connects dupery and the postdigital era, is ‘post-truth’.

Post-truth Politics

Jandri¢ (2018: 101) cites the definition of post-truth offered by the Oxford
Dictionaries: ‘Circumstances in which objective facts are less influential in shaping
public opinion than appeals to emotion and personal belief.” A little later, Jandri¢
(2018: 106) elaborates an opposition between the rational and irrational in relation
to Donald Trump’s presidential campaign. He concludes, ‘the emotional, the irratio-
nal and the instinctive cannot be counterbalanced with truth and reason’. Jandri¢
(2018: 109) sees post-truth as ‘a poisonous public pedagogy oriented towards rais-
ing future generations of people with distorted worldviews, opinions and ethical
judgements’. However, this is a rather imprecise formulation because how are we to
know what distortion really means here.
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Koro-Ljungberg et al. (2019: 583) also draw attention to the Oxford Dictionaries’
definition, adding that ‘post-truth’ was the international word of the year in 2016.
They cite Mair (2017: 584) who suggests that in the post-truth world, the dishonesty
of ‘politicans has changed from “covering up” to presenting “alternative facts’.
They further contend that ‘post-truth’ involves receiving information from inner
circles — confirming what has already been found advantageous, inevitably dimin-
ishing any possibility of critical thinking. Germane to this discussion, Koro-
Ljungberg et al. (2019: 584) cite Butler-Adam (2017) who emphasised the role of
academia and the universities in becoming more active in fighting post-truth and
untrustworthy data. Some recommendations will be advanced at the end of this
chapter.

The potential for dupery is a hardy perennial in all political systems. It might
even be argued that lying is a vital part of the game — discreetly withheld ‘home
truths’ and ‘nuanced’ diplomacy between contending parties, involving not just the
withholding of potentially catastrophic truths, but of fudges, obfuscations, dances
of angels upon pinheads, and, consequentially, some species of conflict resolution
and the avoidance of war. Docherty (2019: 117) cites Hannah Arendt’s urbane
acceptance of lies in politics: ‘No one has ever doubted that truth and politics are on
rather bad terms with each other... lies have always been regarded as necessary and
justifiable tools not only of the politicians’ or demagogue’s but also of the states-
man’s trade.” Turning to contemporary politics, Docherty (2019: 118) offers this
caveat: “We might say that the important thing is not that Donald Trump or Boris
Johnson are constitutional and inveterate liars; rather, the important and troubling
thing is that they disable the very demand for truth itself.

Docherty (2019: 116-117) quotes Lyndsey Stonebridge who suggests that the
real danger with a political culture that openly trades in lies is that we lose our
shared sense of truth; community vanishes and made-up version emerges — the myth
of Nationalism. Stonebridge does not define what community is and so there is a
danger that we are simply sliding from one myth to another. This ‘pervasive chica-
nery’ as MacKenzie et al. (2020: 2) have dubbed it, is dangerous because it is not
confined to politicians, but is becoming accepted as normal.

From Postmodern to Post-truth

It may be argued that, up until fairly recently, intellectuals were living in what has
been identified as the postmodern era, a term coined by Lyotard (1979/1984). As
Nandy et al. (2018) suggest, ‘[p]ostmodernists believe that society, culture and lan-
guage are arbitrary and they accepted the limitations of people’s disparate views,
fragmentation and indeterminacy’. Aylesworth (2015) notes that in postmodernism,
‘the model of knowledge as the progressive development of consensus is outmoded’.
In this era, and in this rather privileged space, it is considered gauche to speak of
absolutes. We accept, as hegemonic, that truth is fragmentary, unstable, contentious,
and riven. However, this new hegemony is not, in fact, in the real world, ‘true’ (if I
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may risk a paradox). Many people have not ‘done’ postmodernism or, for the matter
of that, modernism. These are First World, elite, intellectual concerns. Yet, most
people are, in fact, postmodern in many ways. People understand that an absolute
truth is a rara avis. They know history and culture politics are complicated and even
downright contradictory. Furthermore, some people have been duped and ripped
off, at least once, and so perhaps conclude that lies and dupery are a fact of life and
that a sceptical stance is probably about the most realistic option combining coher-
ence and correspondence, if we are privileged enough to have any choices. There
remain areas where the desire for the absolute, especially in matters of love and
religion, remains strong among some people. There is much talk also about those
Enlightenment ideals of being authentic, about being true to ourselves, and of being,
above all, rational (Duignan 2019).

Medium and Message: Politics as a Digital Commodity

Digital capitalism is now well established. The simple, reductive, repeated ‘mes-
sages’ of the advertiser can be easily repurposed to create a market for certain kinds
of political products — once very hard to sell, but coming right back into fashion.
Some imagine propaganda to be a purely political business, but it seems to me that
it is also purely business. In the bad old days, politicians bought newspapers, con-
trolled cinema, and popular culture (Follmer 2020) and peddled their ‘line’ at a
number of levels, from the apparently ‘objective’ editorial (that myth of truth) to the
product placement of certain goods and services likely to support the political posi-
tion or, if you will, ‘cause’.

Digital forms such as Facebook and, even better, Twitter are the media of choice
for populist politicians. It must be acknowledged also that they have also been the
choice for politicians like Barrack Obama, who would not, I think, be described as
Populist. As Marshall McLuhan (1964) has said, the medium is the message. It is
not possible to present a nuanced, quietly built argument on Twitter. The ‘message’
needs to be simple and recursive — like an advertising slogan. ‘Make America
Great’, ‘Take Back Control’, and ‘Get Brexit Done’. The only difference is that
political sloganeering deploys a higher ratio of verbs than is the case with advertis-
ing which is content to assert, ‘Coke is it’, ‘Because I'm worth it’, and ‘Beans
Means Heinz’.

The Degradation of Language

Docherty (2019: 3) inveighs against the degradation of language in the political
rhetoric of our time. As he sees it, this is ‘conditioned by boastful egocentricity,
insult, diatribe and violence’. As a consequence, such rhetoric ‘reduces the range of
thought as it infantilises its vocabulary ... degraded language ... engenders the
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decay of daily and living politics.” Like Docherty, my own field is language and
literature and so I am trained to be tuned to words. The decay and degradation
Docherty speaks of has an almost Hamletian tone, conveying how language itself
can betoken that there is something rotten in the State. There are many aspects to
this linguistic degradation (Maginess 2019), but in this chapter I can only highlight
a few of them. There is, as Docherty (2019) implies, one kind of degradation, which
is the increasingly pervasive lexis of insult and name-calling. I will address this in
more detail when I consider revenge and insult politics.

There is another kind of degradation which weaponizes language for the pur-
poses of dupery, reassigning the meanings of keywords. The Polish Jewish philoso-
pher Victor Klemperer (Adams 2017) argued that the Nazis commandeered language
before they commandeered the country. The word ‘radical’ is a prime example.
Both American Alt-Right and Islamic Fundamentalists have reassigned the meaning
of this word. I was brought up in Northern Ireland in the late 1960s and early 1970s
and, being from the Catholic minority, viewed the word ‘radical” as a very positive
word, denoting a commitment to Civil Rights and a challenge to discrimination.
Now, for the Alt-Right, this is a very bad word. Yet for Islamist Fundamentalists, it
is a good word — denoting approbation for active Conservative values. The unwit-
ting identification of two sets of Conservative movements who consider themselves
antithetical contains its own ironies.

Another phrase bristling with irony is ‘fake news’. This is how the Alt-Right
dismisses news it does not like, with a certain sinister agility, reversing the status of
investigative journalistic truth into lies by a lie. And then there is ‘libtard’. Here we
get two insults for the price of one. ‘Liberal” used to be a good word too (though not,
in my world view as a young person, as good as radical). Now ‘liberal’ is collocated
with the elite — so liberal values are, thus, repudiated and then fused with ‘tard’, a
contracted form of ‘retard’, and American slang for a person with learning difficul-
ties. We have the cruel and crass implication that liberals are not smart, but actually
have learning deficiencies, and that people with learning difficulties must also be,
by inference, condemned for liberal views. Another obvious aspect of how political
language has become oversimplified is the reduction to very simple vocabulary and
diction; polysyllables or complex words are absent. This is, of course, more suitable
for Twitter where there is a very sheer character limit and is paralleled by a grammar
which tends to emphasise verbs (calls to action) rather than modal adjectives or the
complex embedded clauses to be expected from a conceptual outlook.

Paradoxically, the very call to action, the passionate exhortation to the people to
become agents, to engage, to ‘Make America Great’, and ‘to Get Brexit Done’,
masks an increasingly totalitarian outlook and way of working. The very last thing
that the dupers want is for people to be active. They just want them to be sufficiently
active to go out and buy the product, accept the message because it is simple, and
deliver via a medium that does not allow for elaboration, caveat, and critical or cre-
ative thinking. In that sense, the messaging of the dupers on Twitter is like fast
food — finger lickin’ good — visceral, simple, and instantly gratifying. Then there is
the content of the message, the short sharp sub-messages, Build the Wall, China has
invented Covid-19 and exported it. Mexicans are violent rapists. The Police are
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right to shoot. Everybody should bear arms. In sex and violence, the thrill is not
gone. But, trumping sex and violence is the thrill of raw, brazen power; people who
lie for me, I will set free.

Some people may not take the euphemistic claims of advertisements seriously,
yet some think that simply by repeating the slogans of transformation, often, it may
be noted, backward looking, they will come true. ‘Take back control’, ‘make
America great again’. The trick is to get more people thinking like that, buying into
that brand. Using algorithms for pernicious purposes, we find our data is ‘harvested’
(who knew?) from all sorts of apparently unrelated stuff we have done online: what
we have bought, what our Facebook reveals, our Twitter, and our Snapchat. I take it
to be that since these platforms are all financed (big time) by apparently incidental
background advertising, it is in the interest of business to make even more money
by allowing other companies to ‘harvest’ what to us is casual, of the moment, into
mathematically powerful, rich data.

This offers a wide proscenium to entertain not the Scottish Ballet (which would
be great) but all manner of clever hackers, hawkers, and stakers in hate (the natural
children of resentment). However, the far more important attraction is power, spe-
cifically power as product, sellable, and reproducible. What the data harvesters have
is a commodity which is vital to the supply and demand nexus of the Populists. And,
as we have learned, data is Big business, control of ‘data’ advertising techniques
replicable within a totalitarian politics.

The rise of the Alt-Right, globally, has followed the modus operandi of many
such movements in history. That rise is not, in any sense a new spectre, somehow
created by social media. The sanctioned ‘Realist’ posters of Stalinist Russia are but
one example of how to deliver mass media simple and compelling ‘messages’
(Beale 2019). Now, of course, I am aware that what we know about all this is often
via Western, Anti-Communist ‘messaging’, yet it would be hard to argue that these
idealising posters did not hide an often grim and panoptical reality. I acknowledge
that this is a topic so vast and complex that it would be impossible to do anything
but glance at it here.

I'have used the word ‘beliefs’ rather than reasoned arguments, and this is because
I want to convey the emotional and even visceral intensity of the current brand of
politics in many places. Let me be very clear before going any further, I do not
believe ‘emotional’ to be either positive or negative as a psychic space, even though,
historically, the word ‘emotional” has been negatively applied to women, for exam-
ple, and equated with irrational or sub-rational, or instinctive. This hackneyed and
despicable construction, a lie among many other such oppressing lies, has given
people the excuse to dominate and enslave in a great many places and in a great
many circumstances. With an appropriating irony, truly deserving the adjective
‘mordant’, certain current politicians are now stealing the clothes of those who they
have historically subjugated. In a sort of recurring impulse of colonisation and dom-
ination, the language deployed on social media plays and trades, above all, on the
emotional and instinctive levels of response in the hearer and watcher. As MacKenzie
(2020) and Docherty (2019) argue, feelings now seem more attractive than reasons
and, indeed, as MacKenzie et al. (2020: 2) astutely note, ‘render reasons
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unnecessary’. So, could it possibly be that politicians favouring (slavering, you
should pardon the punning) a post democratic, autocratic (call it Presidential style)
form of rule, akin to Power Management (you're fired, now where is the pussy, so I
can celebrate?), will follow the basic Pig in a Poke Dupery manual? The familiar
dialectical opposite, the rational, white, male dominating, expansively conquering
and mastering ‘hero’, is, of course, also very much on show, pecking for the cameras.

The Lie of the Real

It is perhaps this brazen posturing which also sponsors another kind of paradox and
that is the Populist, Alt-Right pretending to be ‘real’, to be of the people, to be dis-
tinct from the very elite out of which they came, as attested by Applebaum (2020),
cited at the start of the chapter. Significantly, Applebaum’s target is not just Trump
or the British Tories but the Far Right across Europe. ‘We are all in this together’,
the British Conservatives chanted about austerity, when it was blatantly obvious that
the pain was not being borne by the elite.

The effect of this faux identification is to manipulate or even disarm the body
politic, creating a carnival of confusion in which the citizens are meant to be bedaz-
zled about who or what the real deal is. And since there is a terror of being other, the
easiest option is just to follow the leader. Trump boasted that he is there to act for
the people, to clear the swamp, and to rebuild the neglected, rusted margins of the
kingdom. Anthony Scaramucci, White House Director of Communications, 21
July-31 July 2017, claimed on a BBC programme (2020) that the Presidential
tweets emanated from a strategic desire to ‘put people on their heels’ (i.e. put them
into a state of surprise or bemusement). This obvious bullying is theatricalised in
Trump’s taunts about the leader of North Korea as the ‘little Rocket Man’. The
transgressive visceral tone is, of course, ironically petty, but part of a riskier play-
ground preening match. It looks as if Trump has won and the little Rocket Man is
now part of the ranks of his new best friends.

Famously, or infamously, Margaret Thatcher questioned the concept of society
(Thatcher 1987). Perhaps she meant that she conquered class and societal prejudices
to come into her particular kingdom and so, no matter how humble, one could suc-
ceed. In fact, her father was an important local public figure, part of the Establishment.
Not that there was any element of dupery, surely. Or perhaps it is a matter of L’Etat,
c¢’est moi. What was good enough for Louis XIV seems to be good enough for a few
contemporary leaders who would attempt to dupe us into thinking they are, really,
when you get beyond the jokey cartoon, modern day sun kings, astrut in the colon-
nades, behind their golden cock comb.
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From Flattery to Abuse: Cultivating Internal Resentment

The dupers play cynically upon what Foa and Wilmot (2019) have termed a ‘resent-
ment epidemic’. Analysing the deepening divide between urban and rural and view-
ing the protection of the metropolitan centres at the expense of the ex-industrial
‘regions’ of America, Europe, and the UK, they argue that Populists play on this.
And there seems to be in recent times, a kind of compensatory promise to ‘do’ infra-
structure, to tackle the potholes, to build houses. But who will really profit? The
marginalised ex-steelworkers and forgotten small towns in America, England,
France, or Real Estate? As Birdwell (2018: 255) points out, ‘as dupery, myth cannot
ensure any salutary social change; since no prediction is rationally justified, no goal
assured’.

Applebaum (2020) maintains that this elite (of which she was a part) is powered
by resentment; this seems to be becoming rather a theme among commentators. Her
argument is that certain figures, already elite, consider themselves to be a mite over-
looked. A recent tell-tale biography of the Trump family written by Donald Trump’s
niece, Mary, also headlines on this theme of resentment and revenge (Trump 2020).
So, for some dupers, it may indeed be personal, but of course the duper, waking at
dawn, knows that being the lightning rod for resentment is great TV and reckons the
gladiatorial to be almost the biggest thrill of all, after his own sneering laughter at
the dressed doll he has so lovingly crafted of the Okie from Muskogee. Our old
Princes of Thieves, Hyperbole and Euphemism join with red wattled Brother in
Arms: Revenge (this is personal, guys — another form of privatisation) and hey
presto, the ground is beaked for recycled despotism, totalitarianism:
‘post-democracy’.

From Abuse to Revenge

There is much euphemism in the tweeting rhetoric; in the manner of advertising
claims, you will look great, the wrinkles will fall off you like scales from a fish, and
for your arthritis there is a miracle cure. Snake oil, they used to call it. However,
what is perhaps even more powerful is incitement to revenge. Now some have sug-
gested (Applebaum 2020; Trump 2020) that in the case of some of these Populists,
the motive is personal — a settling of old scores. That may be true, but far more
dangerous, it seems to me, is the licensing, indeed the exhortation towards revenge.
The ex-steelworkers and the ex-miners and the ex-brass banders and the ex-beauty
Queens get to hear a leader who ventriloquises their anger and vexation and beats
up that anger, fuels it, courts, and sparks it. Thus, we have that essential ingredient
for conflict — an enemy. The enemy is the plush skinned elite, shimmering in you-
will-not-understand theory.
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From Revenge to Panoptical Surveillance: The Enemy Within

So, the stage is set for dictatorship and its greatest tool, surveillance. This is one of
the oldest tricks in the dupery playbook. Data harvesting is a form of surveillance
which can be used in very sinister ways. Interpretation of data on individuals can
lead to them being labelled negatively, as, for example, radical Left. And it is not a
big step to labelling them as the enemy within. We may recall that the Nazis also
adopted a narrative of national persecution, whipping up resentment at the Versailles
Treaty, before they demanded greater room and with chilling precision, proceeded
to persecute all who were ‘other’ who were awry, Jews, people living with disabili-
ties, Roma; you name them, we will dispossess them, outcast them, and arrange for
their efficient disposal. Lest we forget.

Docherty (2019) suggests that the political Left (as he defines them, the intel-
lectual elite) has in the past decades since the rise of neoliberal capitalism, taken
refuge in language and theory at the expense of material facts. He draws upon philo-
sophical discourse to suggest that the Left has chosen internal coherence over cor-
respondence with reality. The danger of this is that it leaves the experts, and their
slightly more comprehensible relations, the media, open to the charge of elitism.
The intellectuals can then be vilified and ignored and made the whipping boy of
Populists and Demagogues.

Resisting Dupery

What do the people who follow the golden crested do about dupery? They collude
because they have become convinced where they will survive better, either as those
who already hold money and power or as those who have been fooled by Big Talk
that they, too, can get to be rich and, if not, then at least they have freedom — to get
to say whatever they damned well like about anybody. They can rip the gloves off
and blame the foreigners, which is precisely the narrow reservation the dupers have
herded them into. They churn up the mud as they try to get out. Mud sticks, but not
to the sun kings. They flick with their heavy claws, imaginary dandruff off the
shoulders of Europeans. But then there are the other others who are not convinced.
There are those who have the temerity not to play the game, to look askance, awry,
at this model of humanity. Some of those who look awry are viewed by the ‘nor-
mons’ as different — they are not truly British or American, they are alien. They are
beyond the pale.

The French philosopher, Lacan, talked quite a lot about dupery. And he came up
with a pun, which is, to be sure, rather lost in translation: The non-duped err. Now,
it seems what he meant by this was that if you want to not be duped, you must err
(cited in Flieger 1996:106). That seems odd, until it is explained that a semantic
shift has taken place — a reassignment of language. Now, for Lacan, to ‘err’ is good.
Lacan seems to imply that erring is part of being human — embracing our fallibility,
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our capacity to be wrong, to go wrong. But Lacan means something more specific —
for him, to err is to look awry. And as far as I understand, it means that looking at
our normality, events or people or phenomena as if we were an alien, a foreigner, is
vital. Now, another way of putting this, and perhaps a lot more simply, is that we
need to look coolly, quietly, and critically, if we cultivate questioning as a habit of
mind, a bit like Socrates. If we look awry, we refuse to accept the official version of
events, the myth that the only purpose for us being in the world is private gain, pref-
erably, amorally, and in a spirit of braggadocio which might remind us of a an
extravagantly crested bird who is, not a fool but a duper, robbing us blind. Behind
sight there is insight. And with this looking awry there is maybe some bitterness and
anger and even paranoia. However, there may be such a thing as good paranoia as
well as the bad paranoia, as Zizek has argued (cited in Flieger 1996: 102). That bad
paranoia we have seen before too, the other side of resentment, is the imagination of
persecution. We may note how lexically recursive the word ‘witchhunt’ has become
on Trump’s Twitter. If the Highest in the Land leads the charge toward the complete
casualisation of fakery, of dupery as a national(ist) imperative, it will not be long
before it is too late to say ‘no surrender’.

MacKenzie et al. (2020: 6) refer to the report of the UK House of Commons
Committee for Digital Culture, Media, and Sport Committee recommendation that
digital literacy should be the ‘fourth pillar’ of education, along with reading, writ-
ing, and maths. More specifically, MacKenzie et al. (2020: 6) recommend that we
begin to fashion techniques for developing emotional scepticism to override our
tendency to be less critical of content that promotes an emotional response. Or,
perhaps to qualify this slightly, I would add emotional responses propelled by fear,
revenge, hatred, contempt for the oppressed, and marginalised.

We might begin by listening to the voices of the oppressed and marginalised, and
we might proceed by teaching our children and our students ourselves that unless
we create solidarity the nightmare of history will ineluctably advance and in that
dark night there will be no escape. There is an important role for universities to
enact critical thinking and critical pedagogy, but also for greater consideration of
how the academy can become what has been termed ‘the engaged university’
(Watson et al. 2013). This means greater knowledge sharing and exchange between
global north and south, as Munck et al. (2012) and Brennan et al. (2004) have advo-
cated. And it means greater generosity and understanding of the role of universities
within society and in the creation of society in terms of encouraging active democ-
racy and participation, of challenging supine adherence to neoliberal values and
silence in the face of the rise of intolerant, racist, and hateful politics.
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Chapter 5

The Right to Freedom of Expression
Versus Legal Actions Against Fake News:
A Case Study of Singapore

Selman Ozdan

Introduction

Content, including fake news or disinformation, has become one of the prominent
challenges around the world, since it spreads rapidly through digital platforms and
may cause serious harms, affecting millions of people, influencing, and impacting
on health, financial markets, elections, and so on. To deal with fake news, policy-
makers have taken precautions against, or have placed sanctions on, digital plat-
forms. Anti-fake news laws adopted by states such as Singapore focus on short-term
solutions such as penalising the producer of fake news. The aim of enacting such
laws are, infer alia, to prevent the communication of false statements of facts, to
suppress any support (financing, promotion) of online locations which repeatedly
report fake news, and to detect and control against misuse of online accounts and
bots. Regarding the penalties against the circulation of fake news, the law in
Singapore imposes criminal penalties of up to 10 years imprisonment or a fine not
exceeding 100,000 SGD. While it is surely important to control the dissemination
of harmful fake news, there is a danger that laws restricting fake news may suffocate
free speech, and the adoption of heavy legal sanctions to restrict the circulation of
fake news should be reviewed in the light of international human rights laws.

Two key questions will be explored in this chapter: first whether legal remedies,
sanctions, or restrictions against the circulation and publication of fake news are
compatible with international human rights law and its criteria and second whether
remedies or sanctions are proportional. Although there is no international legal
obligation for online platforms to abide by international human rights law, those
platforms have, arguably, a responsibility to respect them.
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Fake news will be analysed from the perspectives of legal and international
human rights laws. While the circulation of fake news may infringe several funda-
mental international human rights (to health, to free and fair elections, to non-
discrimination), legal sanctions against the flow of fake news may violate
international human rights such as the right to freedom of expression and opinion.
Finally, this chapter will offer recommendations on how to fight against fake news
in compliance with the standards of international human rights law, such as adopt-
ing, for example, transparent policies and improving digital/media literacy.

International Human Rights Law Challenges to Fake News

International human rights law imposes a number of obligations on States in order
to guarantee certain fundamental human rights to people residing in their own terri-
tory and, to some extent, non-residents.! International human rights law provides a
helpful, inclusive, and normative framework with regard to human rights which
applies to online or digital platforms, as well as the offline sphere. Digital platforms
do not have an international obligation to comply with international human rights
law principles; however, they have a clear responsibility to respect them. In this
sense, international human rights law plays a critical role because it has as much
impact on peoples’ lives as national governments and the number of people to
whom it penetrates appeals to an even wider sphere. In this respect, international
human rights law provides an important framework for directing the activities of
commercial enterprises such as digital platforms.

Human rights law is a legitimate concern in the international arena. The Universal
Declaration of Human Rights (UDHR) was the first protocol to commence legiti-
mate about the protections of the international community. Although the UDHR is
a soft law, namely, a non-binding legal text, it has played a crucial role in the emer-
gence of hard law documents, or legally binding texts for State parties in terms of
their provisions. Further, the UDHR considers human rights as a protection mecha-
nism for all individuals against abusive power by an authority. The International
Covenant on Civil and Political Rights (ICCPR) and International Covenant on
Economic, Social, and Cultural Rights ICESCR), which are legally binding inter-
national documents for State parties, ensued from the UDHR. Regional conven-
tions, such the European Convention on Human Rights (ECHR) and the
Inter-American Convention on Human Rights (IACHR), also include similar prin-
ciples in terms of protection of human rights.

In some cases, the jurisprudence of regional courts such as the European Court
of Human Rights (ECtHR) provides a useful guide on the content, meaning, and

'The State authority for persons outside of the country is a controversial issue. Considering the
sovereign equality principle and non-intervention principle, that restricts the ability of foreign
nations to interfere with the internal affairs of another nation, any intervention of a State outside its
own territory may infringe such principles of public international law.
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interpretation of rights in a regional sense. Article 46(1) of the ECHR, for example,
states that ‘the High Contracting Parties undertake to abide by the final judgment of
the Court in any case to which they are parties’. International courts serve as an
important authority in drafting regulations regarding digital platforms. Taking into
account all of these, principles of international human rights conventions and juris-
prudences of international courts help us in evaluating the damage of fake news or
disinformation to people in a legal sense. They also help us understand how legal
measures taken against fake news or disinformation by national authorities nega-
tively affect the enjoyment of international human rights.

While the State authority has extensive impact on peoples’ lives, the influence of
digital platforms has become more influential on people than State authorities. The
Facebook Investor Relation’s report in the second quarter of 2020 can corroborate
that claim. According to the report, Facebook’s daily active users numbered 1.79
billion on average for June 2020, an increase of 12% year-over-year. Facebook
monthly active users numbered 2.70 billion as of June 30, 2020, an increase of 12%
year-over-year (Facebook Investor Relations 2020). These statistical data may not
prove the high impact of digital platforms on people; however, it can show that
misleading content or fake news produced on digital platforms can seriously influ-
ence people’s choices and opinions.

The development of communication technologies has made progress in favour of
human rights by ensuring pluralism of expression in the digital sphere, by com-
mencing new freedom of association, and by giving wider access to information
than ever before. This development in communication technologies may, however,
weaken democracy and democratic processes by causing some distortions in the
field of freedom of expression and opinion, the right of privacy, the right to health,
and electoral processes. Another critical issue is the lack of coherency between legal
regulations and rapidly changing communication technologies (Jones 2019: 4). The
national government of Singapore, the case study for this chapter, has taken legal
measures against the dissemination of fake news and disinformation on digital plat-
forms for infringing some basic human rights principles.

Violations of fundamental human rights, the polarisation of societies, the wide-
spread use of hate speech, the weakening of democratic structures and processes,
and the increase in incitement to violence are some of the problems that the digital
age has created through disseminating fake news and disinformation. These cases
need urgent action by either national governments or international structures.

The Right to Freedom of Expression and Opinion

A number of the UN’s Human Rights Council Resolutions affirm that the human
rights that people enjoy in the offline sphere should also be guaranteed and pro-
tected on the online sphere, particularly the right to freedom of expression,
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irrespective of frontiers, and on any platform of one’s choice, in conformity with
article 19 of the UDHR and of the ICCPR (UN Human Rights Council 2018:
para. 1).2

The implementation of restrictions on the right to freedom of expression and
opinion by governments without being circumstantiated by convincing and strong
evidence that show that those restrictions are necessary and will serve their purpose
may raise serious concerns about the protection of fundamental human rights. There
are a number of regulations in public international law to prevent the abuse or arbi-
trary use of law in limiting freedom of expression and opinion. At this point, the
UDHR, ICCPR, and ECHR are leading declarations and conventions. Such regula-
tions stand against national legal regulations which can be adopted to suppress an
independent and critical discourse. They prohibit manipulative activities on the
right to freedom of expression and opinion. Article 18 of UDHR states that:
‘Everyone has the right to freedom of thought, conscience and religion; this right
includes freedom to change his religion or belief, and freedom, either alone or in
community with others and in public or private, to manifest his religion or belief in
teaching, practice, worship and observance.” Further, article 19(1) of ICCPR under-
scores the right to hold opinions without interference, and article 19(2) of ICCPR
and article 19 of UDHR similarly state that: ‘Everyone has the right to freedom of
opinion and expression; this right includes freedom to hold opinions without inter-
ference and to seek, receive and impart information and ideas through any media
and regardless of frontiers.” Article 19(3) of the ICCPR highlights that some restric-
tions may be imposed on the rights in question depending on certain conditions. It
accordingly states that:

The exercise of the rights provided for in paragraph 2 of this article carries with it special
duties and responsibilities. It may therefore be subject to certain restrictions, but these shall
only be such as are provided by law and are necessary: (a) For respect of the rights or repu-
tations of others; (b) For the protection of national security or of public order (ordre public),
or of public health or morals.

Article 20 of the ICCPR includes the following statements in respect of imposing
restrictions on the right to freedom of expression: ‘Any propaganda for war shall be
prohibited by law. Any advocacy of national, racial or religious hatred that consti-
tutes incitement to discrimination, hostility or violence shall be prohibited by law.’
As can be seen, the UDHR and ICCPR guarantee a broad right to freedom of expres-
sion. The UN Human Rights Committee also underscore that any coercive attempt
to the holding or not holding of any opinion is prohibited. The Committee accord-
ingly states that freedom to express a person’s opinion indispensably covers free-
dom not to express her/his opinion (UN Human Rights Committee 2011: para. 10).

Freedom of expression, then, is an integral part of democracy. The European
Commission expresses that any jarring, disturbing, or offensive speech that does not

%See the resolution adopted by the Human Rights Council on 5 July 2018 for the Council’s recom-
mendations for States to adopt a human rights-based approach (UN Human Rights Council 2018:
para. 5).
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include hate speech or incitement to violence and that does not infringe the rights of
others falls within the scope of the right to freedom of expression. Further, the
Commission emphasises that reporting errors, parody, satire, and/or clearly defined
partisan news or comments is not deemed as disinformation (European Commission
2019). The European Commission’s approach should be kept in mind when national
regulations against fake news is being discussed later in the chapter.

With respect to freedom of expression, article 10(1) of the ECHR states that:

Everyone has the right to freedom of expression. This right shall include freedom to hold
opinions and to receive and impart information and ideas without interference by public
authority and regardless of frontiers. This Article shall not prevent States from requiring the
licensing of broadcasting, television or cinema enterprises.

As a consequence, protection of freedom of expression cannot be limited only to
the expression or dissemination of true information or facts.

The protection in question also covers opinions and thoughts. Ideas, facts, and
value judgments cannot be equated and cannot be identically evaluated. In this
regard, the jurisprudences of the ECtHR make precise distinction between value
judgments and factual claims. While the existence of facts can be proven, the truth
of value judgments and ideas is harder to prove or establish. The truth of value judg-
ments is not susceptible to proof. In respect of value judgments, such a requirement
is unobtainable and could infringe upon the right to freedom of opinion itself, which
is a fundamental part of the right guaranteed under article 10 of the ECHR (Lingens
vs Austria 1986: para. 46). Hence, it is difficult to claim that the verification obliga-
tion for which journalists are responsible applies to their value judgments. The
ECtHR also states in its judgment that:

The classification of a statement as a fact or as a value judgment is a matter which in the first
place falls within the margin of appreciation of the national authorities, in particular the
domestic courts [...]. However, where a statement amounts to a value judgment, the propor-
tionality of an interference may depend on whether there existed a sufficient factual basis
for the impugned statement: if there was not, that value judgment may prove excessive.
(GRA Stiftung gegen Rassismus und Antisemitismus vs Switzerland 2018: para. 68).

In the 1976 Handyside vs UK, the ECtHR clearly stated the right to freedom of
expression and the exceptions to which this right is subjected. According to the
Court’s assessment, freedom of expression is an essential cornerstone for demo-
cratic societies, and it constitutes one of the basic conditions for the progress of such
societies and for the full development of each individual. In the Handyside vs UK
case, the Court further held that freedom of expression applies not only to informa-
tion and ideas that are favourable, harmless, or inoffensive but also to information
and ideas that offend, shock, or disturb the State or any segment of society.? These
are necessary to pluralism, tolerance, and open-mindedness without which there is
no way to speak of a democratic society. It means, inter alia, any formality,
condition, restriction, or punishment imposed in this area must be proportionate to
the legitimate aim pursued (Handyside vs The United Kingdom 1976: para. 49).

3Without prejudice to paragraph 2 of Article 10 of the ECHR.
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However, the ECtHR decided in a case law that article 10 of the ECHR does not
guarantee unlimited freedom of expression. In this sense, the Court stated that ‘the
safeguard afforded by Article 10 to journalists in relation to reporting on issues of
general interest is subject to the proviso that they are acting in good faith in order to
provide accurate and reliable information in accordance with the ethics of journal-
ism’ (McVicar vs The United Kingdom 2002: para. 73).

Here, it is important to designate the position of digital platforms. In determining
whether digital platforms are bound by the principles and obligations derived from
the ECtHR jurisdictions, it is crucial to ask whether these principles, obligations, or
privileges apply only to traditional media. Although the ECtHR jurisdiction con-
cerns the traditional press, the ECtHR states that the same principles apply to audio
and visual media. The Court in one of its case laws held that:

The Court has also repeatedly emphasised the essential role played by the press in a demo-
cratic society. Although the press must not overstep certain bounds, regarding in particular
protection of the reputation and rights of others, its duty is nevertheless to impart — in a
manner consistent with its obligations and responsibilities — information and ideas on all
matters of public interest. Not only does the press have the task of imparting such informa-
tion and ideas, the public also has a right to receive them. Were it otherwise, the press would
be unable to play its vital role of public watchdog ... Although formulated primarily with
regard to the print media, these principles doubtless apply also to the audio-visual media.
(Haldimann and Others vs Switzerland 2015: para. 45)

Any natural or legal person who has the right to freedom of expression has cer-
tain duties and obligations while exercising this right. The media, regardless whether
it is printed, audio or visual, should not cross the boundaries regarding the rights
and reputations of others. In accordance with the ethics of the journalism, it is
essential to act in conformity with the principle of good faith in order to convey
information to the public accurately and reliably. However, it should not be inter-
preted as the persons in question are obliged to tell the truth. Because even if jour-
nalists act on the basis of the principle of good faith, they may by chance report
incorrect or incomplete information (McGonagle 2017: 208). As Carl Bernstein
(1992: 24) underscored, ‘reporting is not stenography. It is the best obtainable ver-
sions of the truth.’

The Concept of Fake News

The term ‘fake news’ has become a byword in our period of post-truth which was
named international word of the year 2016 by the Oxford Dictionaries (2016) and
defined as ‘relating to or denoting circumstances in which objective facts are less
influential in shaping public opinion than appeals to emotion and personal belief’.
If the concept of fake news is not properly and correctly identified, disproportionate
and arbitrary practices or interventions may occur against content or the producer of
that content. For the sake of protecting basic principles of international human
rights law, it is highly important to designate whether a content is deemed to be fake
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or not. Fake news is such information which is intentionally produced and dissemi-
nated with the aim of deceiving the public towards believing in false statements and
doubting verifiable truths (McGonagle 2017: 203). When that information is pre-
sented as news regardless of whether by a satirical news website or a regular one, it
may also be seen as disinformation. Further, fake news is often used as a compre-
hensive concept for any information or content that is deceptive, fallacious, or
including biasedly and unfairly reported true news (Rose 2020: 815).

In the information ecosystem, fake news may appear in different ways and by
different methods. As Katsirea (2018: 164) states, fake news ‘is but one permutation
of many different types of potentially misleading content in our information eco-
system’. For example, Wardle (2017) enumerated seven types of problematic infor-
mation which were circulated during the 2016 US presidential election: (i) Satire or
parody: there is no intention to give rise to damage; however, such content has the
potential to deceive; (ii) Misleading content: misleading transfer or dissemination
of information to frame a person or an issue; (iii) Imposter content: presenting real
sources in imitation; (iv) Fabricated content: the content is one hundred percent
false, and it is generally designed to deceive or damage; (v) False connection: titles,
captions, and images do not support the content; (vi) False context: sharing original
content with unfounded or incorrect contextual information; (vii) Manipulated con-
tent: manipulation of genuine information or images to deceive people.

Fake news can be deceitful or fabricated, conduce to hostile discourse or propa-
ganda, and infect news content such that it encourages violence. Ball (2017: 224)
states that the ‘top performing stories list shows how fake news ranges from the
harmless to the deeply dangerous: from dubious and colourful true crime tales to
stories playing on racial tensions amid Black Lives Matter protests; from fake
promises of political concerts to claims of secret political murders — many naming
celebrities in their headlines for an extra viral boost’. Fake news can be ‘100-per-
cent-false stories predominantly published by sites that exclusively traffic in hoaxes
to generate clicks’ (Cunningham 2017). In this respect, it is important for what
purposes and intent fake news and disinformation are served. Therefore, it is essen-
tial to distinguish between three types of content: the first, false or fake content
which is intentionally posted or circulated by the media; the second, content that
contains mistakes despite meticulous research; and the third, content that is not
obviously fake or false but which is, however clearly biased, tendentious or exag-
gerated (Katsirea 2018: 162). It follows that determination of the intention or the
implied meaning of the content is required before that content can be considered to
be fake news or disinformation.

Accordingly, the Independent Monitor for the Press, in its March 2017 report,
defined fake news as ‘the knowing and consistent publication of predominantly
false information in the guise of news’ (IMPRESS 2017: para. 158). In this sense,
we have four elements by which to accept content as fake news: deliberative, con-
sistent publication, mainly falsehoods and providing content in the guise of news.
Having said that, legal regulations against content, including fake news and disin-
formation should be heedfully drafted and adopted by governments. Failing that,
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arbitrary or malicious implementation of the law may occur, and international
human rights principles, including the right to freedom of expression and opinion,
will quite likely be infringed. This chapter both analyses the law against fake news
and provides some alternative implementations in order to deal with dissemination
of fake news by complying with international human rights law.

Legal Acts Against Fake News and Freedom of Expression
and Opinion

Since the emergence of digital platforms, the scope and limits of freedom of expres-
sion and opinion have been a matter of debate. The rights to freedom of expression
and opinion require having an idea and freely expressing it without being subject to
any interference. The UN Human Rights Committee in its General Comments stated
that the

free communication of information and ideas about public and political issues between citi-
zens, candidates and elected representatives is essential. This implies a free press and other
media able to comment on public issues without censorship or restraint and to inform public
opinion. The public also has a corresponding right to receive media output. (UN Human
Rights Committee 2011: para. 13)

The Committee also stressed that the free communication of opinions and infor-
mation regarding public and political matters between people is essential. This
assuredly requires and implies a free press and other media platforms able to com-
ment on public issues and to inform public opinion without being exposed to any
censorship or constraint (UN Human Rights Committee 2011: para. 20).

It may be claimed that manipulating opinions of users on digital platforms via
social media for political or other purposes infringes the right to freedom of expres-
sion and opinion. Fake news or disinformation produced by manipulative methods
will reduce peoples’ belief in democracy and eventually prevent them from recog-
nising the difference between real and fake news.

Some States have passed resolutions in order to fight against fake news and dis-
information disseminating through digital platforms. Some interventions by gov-
ernments to prevent the spread of fake news are deemed incompatible with a number
of international human rights principles, such as restricting freedom of expression
and blocking or censoring Internet access (Bradshaw and Howard 2018: 6). In this
sense, the Human Rights Council called upon States ‘to ensure effective remedies
for human rights violations, including those relating to the Internet, in accordance
with their international obligations’ (UN Human Rights Council 2018: para. 6).

There are a number of States fighting against the dangers and disadvantages of
fake news and disinformation. Some have adopted specific legal measures which
may be strongly criticised for infringing upon fundamental human rights principles.
To explore this issue further, I will take Singapore and its Protection from Online
Falsehoods and Manipulation Act (POFMA) as a case study.
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Singapore: A Case Study

Singapore has not experienced an election manipulated or destabilised by fake news
or disinformation (Kaye 2019: 131). However, the Government of Singapore, by
making reference to the election disputes in Europe and North America, argued that
‘Singapore should not wait for an incident to occur’ (Kaye 2019: 131; Neo 2020:
724). In April 2019, the Government drafted POFMA requiring correction or, in
more serious cases, the removal of fake accounts, deactivation of fake bot accounts,
or counterfeit online accounts. The POFMA came into effect on 2 October 2019.

By this means, the Government criminalised the spreading fake or false news for
the purpose of manipulation and posting or disseminating fake content on digital
platforms. The POFMA forbids the communication of false statements of facts.
According to the POFMA, a false statement of fact is described as a deceptive, false,
fallacious, or misleading statement that a rational person hearing, seeing, or other-
wise perceiving it would consider to be a representation of fact (Protection from
Online Falsehoods and Manipulation Act 2019). In particular, according to section
7 of the POFMA, a person must not perpetrate any acts whether in or outside of
Singapore territory, in order to communicate a statement which that person is aware
or has reason to consider that the statement is a fabrication or untruth, and the com-
munication of that falsehood in Singapore is likely to:

i) be prejudicial to the security of Singapore or any part of Singapore; ii) be prejudicial to

public health, public safety, public tranquillity or public finances; iii) be prejudicial to the

friendly relations of Singapore with other countries; iv) influence the outcome of an elec-

tion to the office of President, a general election of Members of Parliament, a by-election of

a Member of Parliament, or a referendum; v) incite feelings of enmity, hatred or ill-will

between different groups of persons; or vi) diminish public confidence in the government.
[Protection from Online Falsehoods and Manipulation Act 2019: sec. 7(1)].

Persons who maliciously distribute such fake news or falsehoods, in contraven-
tion of POFMA regulation, may be subject to fines or imprisonment or both.
Individuals in violation of section 7 of the POFMA will be liable to a fine not
exceeding 50,000 Singapore Dollars or a term of imprisonment not exceeding 5
years. For non-individuals, such as digital platforms, a fine not exceeding 500,000
Singapore Dollars will be imposed. On the other hand, where an inauthentic online
account or bot account is used to disseminate or communicate such falsehoods or
fake news, alleged offenders who are individuals will be liable to a fine not exceed-
ing 100,000 Singapore Dollars or a term of imprisonment not exceeding 10 years.
In respect of non-individuals, a fine not exceeding 1 million Singapore Dollars will
be imposed [Protection from Online Falsehoods and Manipulation Act 2019:
sec. 7(3)].

The POFMA gives ministers of the Singapore Government broad and arbitrary
authority and power to issue correction notifications, to order the removal of con-
tent, and/or block access to online content if they are considered to be disseminating
fake news or falsehoods that are against the public interest or to erode public confi-
dence in the government (Han 2019). However, any independent audit body or
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committee for preventing arbitrary or malicious implementations is not prescribed
by law in Singapore. The concept of public interest is a broad one. Threats to
national security and elections and the public perception of the government may be
related to the concept of the public interest. A broad interpretation of that concept
may be easily abused or exploited. In other words, any digital platform content that
could be interpreted or deemed as embarrassing or harmful to the government may
be simply flagged as fake news.

The law minister of Singapore, K. Shanmugam, pointed out that the right to free
speech should not be badly influenced by this Bill, POFMA, and that it is simply
aimed at dealing with falsehoods, bot accounts, trolls, and fake accounts (Ministry
of Law Singapore 2019). However, the POFMA has been criticised since it cannot,
at the same time, fulfil the requirements of international human rights law. A num-
ber of political parties, civil society, and academics strongly warned that the POFMA
was not impeachable and would give government ministers the authority and power
to decide what is false and true in Singapore (Article 19 2019). The Freedom House,
non-profit non-governmental organisation, stated that the law provides government
ministers with great power ‘to identify false online content and order its removal or
correction; the measure’s criminal penalties include fines up to a year in prison for
failure to comply with removal or correction orders’ (Freedom House 2020).

Such authority and power should be vested in an independent judiciary. Freedom
House in its 2020 report questioned the independent judiciary system of Singapore
and deduced that the highest judges of Singapore are appointed by the president
upon the advice of the prime minister. The report claimed that the government’s
consistent success in cases that had a direct impact on the government’s agenda
raised serious doubts about judicial independence. It argued that this situation was
particularly evident in defamation cases and litigations against the government
opponents and people who raise dissenting opinions (Freedom House 2020: para.
F1). Giving final decisions in conjunction with an independent judiciary mechanism
may alleviate the legitimate concern in question to some extent.

POFMA cannot adequately provide clear protection of freedom of expression
and freedom to receive and impart information. The International Commission of
Jurists also criticised it since the POFMA fails to ‘include exceptions or defences,
including the defences of public interest, honest mistake, parody and/or artistic
merit. There is no recourse available for a direction or order made under the bill to
be quashed on judicial review grounds of illegality, irrationality and procedural
impropriety’ (Sivaprakasam 2019: 121). Further, the POFMA, as mentioned above,
permits extraterritorial application of penalties on individuals or non-individuals
whether in or outside of Singapore’s territory, and it does not, therefore, comply
with international obligations to protect and respect the right to free expression and
information regardless of frontiers (Sivaprakasam 2019: 121).

Kirsten Han, a freelance journalist and human rights activist, has strongly criti-
cised the POFMA. Han claimed that the legal regulation on fake news and disinfor-
mation would be very likely subject to malfeasance and abuse. She accordingly
argued instead that regulation in Singapore (and alike countries such Malaysia)
needs media, news, and information literacy systems and requires developing
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transparency policies in public institutions in order to mount social passive resis-
tance against fake news and disinformation (Han 2018).

Further, the POFMA may hinder the economic development of Singapore, tar-
nish the country’s image, and eventually damage national interests. Phil Robertson,
deputy Asia director of Human Rights Watch, stated that ‘Singapore’s long intoler-
ance of free expression virtually ensures the online falsehoods law will be used to
silence dissenters’. He rightly apprised of the potential danger that would be faced
by the Singaporean Government and remarked that the ‘law’s mere existence has
already led critics of the government to self-censor online. Singapore’s trading part-
ners should tell the government that every new restraint on free expression makes
the country a less hospitable place to invest and do business’ (Human Rights
Watch 2020).

The first reported case of applying POFMA occurred in November 2019. Brad
Bowyer, a political member of the opposition party, was ordered by the POFMA
Office to send out a correction notice under a post that Bowyer issued on Facebook
less than 2 weeks before, in which he allegedly raised doubts about the indepen-
dence of two companies (Temasek Holdings Pte. Ltd. and GIC Pte. Ltd) that are
linked to the government. Further, he reportedly questioned these companies’
investment strategies (Sivaprakasam 2019: 122; Ministry of Finance Singapore
2019). The correction directive was notified to Bowyer by the Minister of Finance
of Singapore for the following reason: ‘The post contains clearly false statements of
fact, and undermines public trust in the Government. ... It is necessary to state this
for the record: GIC and Temasek operate on a commercial basis, and the Government
is not involved in their individual investment decisions’ (CNA 2019). Bowyer there-
upon issued a correction notice on his Facebook account. He also pointed out that ‘I
am not against being asked to make clarifications or corrections especially if it is in
the public interest ... in general, I caution all those who comment on our domestic
politics and social issues to do so with due care and attention especially if you speak
from any place of influence’ (CNA 2019). As can be seen, implementing POFMA
raises serious questions. Applying POFMA rules against an opposition party mem-
ber of a substantial opposition party in Singapore raises a concern that the law
would be used to target someone who explicitly or implicitly expresses condemna-
tory or censorious views, or simply disapproving opposition.

Therefore, considering international human rights principles, there are a number
of ill effects of adopting and applying legal regulations such the POFMA law.
Pursuant to international human rights law, imposing restrictions on the right to
freedom of expression and opinion on the grounds of disseminating fake news can-
not be met on any legitimate ground. This situation may lead to the decrease in
public trust of the legal system, particularly during electoral periods. Further, since
it interferes with the freedom to receive and impart information outside of the coun-
try that law infringes the principle of sovereign equality and accordingly non-
intervention principles in domestic affairs of other States which are deemed to be
the principle of public international law. Further, it violates an international obliga-
tion that requires the protection of the right to freedom of expression and opinion
regardless frontiers. The other point is that the mere relationship between the
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disseminated content on digital platforms and its damages should be clearly identi-
fied. Otherwise, imposing penalties for alleged fake news or disinformation cannot
be fulfilled and enforced by legal perspective. Criminal sanctions should comply
with the principle of proportionality. Another criticism is that the enforcement
authority of the law is vested in the executive body of the government. However,
such authority should be vested in independent judicial bodies. An impartial and fair
supervisory board is necessary to protect individuals against disproportionate and
unjust restrictions on the right to freedom of expression and opinion. Such boards
are, further, required to prevent abuse of the law by the authorities. The POFMA law
allows appeal to the High Court; however, since the feasibility of judicial review is
unlikely, this aspect of the law has is weak (Article 19 2019).

The POFMA’s perception of disseminating and creating fake news and disinfor-
mation is quite problematic since posting and disseminating such content are
deemed to be crimes. This situation may easily impede the right to freedom of
expression and opinion, as I have argued above. Taking account of non-governmental
organisations as expressed in the British human rights organisation (Article 19) and
the International Commission of Jurists, regulations pursuant to the principles of
international human rights should be promoted. Legal regulations against fake news
that offer censorship and/or criminalises discourse and opinions should be replaced
with other policies which work compatibly with international human rights law, and
States should not be encouraged to follow such regulations.

Alternative Methods and Recommendations

The Singapore case has clearly brought out that regulations or legal enforcements
regarding digital platforms and textual or other content types on these platforms
should not be drafted and adopted without taking account of international human
rights law. Struggling with fake news and disinformation should be based on the
respect for human rights principles, including the right to freedom of expression and
opinion. Obeying international human rights law is the justificatory ground of this
struggle.

Imposing criminal sanctions against fake news and disinformation-related con-
tents or censoring such contents on digital platforms may cause problems for the
protection of international human rights law principles. Before forbidding or crimi-
nalising expressions and opinions, it is necessary to accurately define the danger
and risks posed by fake news and disinformation. When the boundaries of such
contents’ definition and the identification of their risks are hazy, arbitrary prohibi-
tions and penalties will probably result. Further, governments should adopt
responses which are proportionate to these risks and dangers (Katsirea 2018: 187).
In other words, adopted mechanisms and regulations against fake news and disin-
formation should work in accordance with international human rights principles.

Therefore, rather than censoring content or penalising digital platforms, alterna-
tives are needed to deal with fake news and disinformation, such as impeding



5 The Right to Freedom of Expression Versus Legal Actions Against Fake News... 89

financial incentives which support the dissemination of such content, strengthening
reliable and trustworthy news and information sources, promoting transparency
policies regarding digital platforms, and settling and improving media-news-
information literacy.

In support of these alternatives, the UN 2017 Joint Declaration on Freedom of
Expression and ‘Fake News’, Disinformation, and Propaganda pointed out three
important issues in struggling with fake news and disinformation. Firstly, in accor-
dance with international human rights law, national governments are not allowed to
enforce censorship on expression and opinion merely by virtue of its falsehood.
Governments that want to eliminate or limit fake news and disinformation would
have to comply with well-established legal principles such as the principle of the
right to freedom of expression and opinion. Regulations should not serve as a tool
that censors expression or opinion, and they should be narrowly tailored to manage
and answer a specific issue. The Joint Declaration, secondly, underscored that gov-
ernments have an obligation to avoid producing or disseminating fake news, propa-
ganda, and disinformation. Hereby, the governments’ leaders and other authorities
at government level should speak truthfully. For this reason, they should encourage
a free and independent press and media, not enforce and promote censorship.
Finally, the Declaration drew attention to transparency policies. It argues that digital
platforms should follow transparent policies regarding the rules they implement and
the regulations they adopt. The Declaration further emphasised that technical solu-
tions regarding fake news and disinformation (such a fact-checking service) which
can strengthen the ability of users to distinguish the truth from fiction should be
encouraged (The UN Special Rapporteur on Freedom of Opinion and Expression
et al. 2017).

A number of recommendations for national governments to cope with fake news
and disinformation were submitted to the 2017 report of the Council of Europe. (i)
National governments should commission research to delineate information disor-
der. For accurate research, the following questions should be considered: What are
the most common types of information disorder? Which digital platforms are the
main vehicles for dissemination of disinformation? What research has been done in
order to examine people’s reactions and responses to such contents in specific coun-
tries? (ii) National governments should request transparency around digital plat-
forms’ adverts (specifically Facebook) so that ad purchasers and relevant platforms
can be held accountable. (iii) Advanced cybersecurity training should be provided
by governments. The training should teach how to prevent attempts at hacking and
phishing attacks. (iv) Digital platforms should be encouraged to work with indepen-
dent and impartial public media organisations to produce quality news and helpful
analysis available to their users. (v) While the digital platforms are attempting to
prevent fake news sites from financially advantaging, other networks are getting
involved to fill the gap. So, governments should draft regulations to prevent any
advertising activities from coming out on such sites (Wardle and Derakhshan 2017:
82). These listed recommendations are a road map for governments to guide them
on how they can minimise the negative effects of fake news and disinformation
without censoring content on digital platforms and implementing penal sanctions.



90 S. Ozdan

Transparent, independent, and impartial policies are strongly encouraged. Also, the
fact remains that the compliance with international human rights law should not be
avoided.

Censorship Is Not a Way Out

Censorship arises when the government, special interest lobbies, or private indi-
viduals impose their own political, ideological, or moral values on others through
proscribing or suppressing any type of content which they find dissenting.
Censorship accordingly means the restriction of what people may state, hear, record,
write, see and read (Day 2001: 10). Any measure taken against fake news and disin-
formation on digital platforms could probably create some infringements on the
right to freedom of expression. International human rights law guarantees the right
to seek, receive, and impart information and thoughts for everyone. However, inter-
national human rights law allows the necessary and proportionate restrictions by
legal means to protect the right of others or to maintain national security and public
order. Nevertheless, it does not tolerate an exception that allows limiting statements
and opinions simply because they are false. As David Kaye (2019: 121) rightly
underscored that ‘[w]e were worried that a rush to prohibit fake news, rather than
finding a combination of technical, educational, and legal solutions, would almost
certainly undermine the protections for free expression over the long term’. Fighting
against fake news and disinformation by implementing punitive enforcement may
probably discourage people from putting forward their own opinion, particularly if
it strongly criticises the government. In this sense, Kaye (2019: 121) added that
‘[wle wanted to caution governments and companies against taking precipitous
steps that could undermine debate and dissent’.

Media and Information Literacy

The promotion and implementation of media and information literacy is one of the
longest-term solutions to deal with fake news and disinformation. It is a useful and
helpful tool for everyone, regardless of age range, to understand how to evaluate
different information resources and how to think critically and analytically about
information and news received from digital platforms. As Bulger and Davison
(2018) highlight, media literacy ‘has become a center of gravity for countering
“fake news” (2). It aspires to create a citizenship based on international human
rights principles such the right to freedom of expression and further aims at enabling
a responsible participation in the digital platforms. Media and information literacy
require life-long learning, and it cannot be limited to specific age group (European
Commission 2018: 25). Users should be informed and encouraged to check the
accuracy of related content before disseminating or liking it on digital platforms.
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Journalists, bloggers, or others should be trained how to distinguish reliable sources
and fake news.

The Human Rights Council calls upon States ‘while fully respecting their human
rights obligations and commitments regarding freedom of opinion and expression,
to encourage media training, educational campaigns and other efforts aimed at iden-
tifying and raising awareness about information online that may be deliberately
misleading or false’ (UN Human Rights Council 2018: para. 16). Media and infor-
mation literacy are highly effective method to deal with disinformation and fake
news on digital platforms. Thus, it should be embedded in education and should be
an integral part of the curriculum. Such curriculum would be enriched thereby
including following elements:

1) traditional news literacy skills; ii) forensic social media verification skills; iii) informa-
tion about the power of algorithms to shape what is presented to us; iv) the possibilities but
also the ethical implications offered by artificial intelligence; v) techniques for developing
emotional scepticism to override our brain’s tendency to be less critical of content that
provokes an emotional response; and vi) statistical numeracy.” (Wardle and Derakhshan
2017:70)

There are a number of recommendations that governments or specific authority
bodies (such a Ministry of Education) should take into consideration for conducting
the qualified and efficient media and information literacy programme. First, since
the domain of digital platforms is no longer limited by country borders, the curricu-
lum of the media and information literacy programme should be drafted in accor-
dance with international standards. The preparation and evaluation of such
curriculum should, therefore, include a global discourse. For example, the media
and information literacy should be added to the competencies evaluated in the
OECD PISA rankings by national governments (European Commission 2018: 26).
Second, the media and information literacy programme cannot be limited to the
specific age group. Teachers, journalists, and other media professionals should be
included to such programme. Third, an education programme of the media and
information literacy should be formed by focusing on the critical assessment of
information sources, the effect of emotions on critical thinking, the functioning and
effects of algorithms, and artificial intelligence (Wardle and Derakhshan 2017:
84-85). Media and information literacy cannot prevent people exposure from fake
news; it may, however, minimise damages by clarifying the difference between fact
and fake, misleading, and reliable information.

Transparency

Transparency is an essential element of due process procedures recognised in inter-
national human right principles. It is also important for the right to freedom of
expression. It ‘does not raise the free expression issues that bedevil mandated
requirements for removal of problematic material’ (MacCarthy 2020: 8). The main
purpose of adopting transparency policies on digital platforms is to make
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information, news, and other content understandable and above-board in order that
users can distinguish fake news and disinformation from reliable content and facts.
According to the 2018 report of the European Commission, transparency helps peo-
ple find factual claims and arguments and thereby ‘understand the process behind
their online dissemination and popularity, the motivations and funding sources of
those who make information publicly available’ (European Commission 2018: 22).

Transparency may also increase the influence of media literacy activities by pro-
viding users with relevant information infer alia ‘on patterns of circulation, neces-
sary to critically assess the material facts quoted in news articles by journalists or in
posts and blogs by citizens’ (European Commission 2018: 22). Recommendation
CM/Rec(2018)1 on media pluralism and transparency of media ownership high-
lights that States should ensure transparency on digital platforms, particularly their
organisation and financial systems, and to encourage media-information literacy for
the purpose of providing users with reliable information and critical awareness
(Committee of Ministers of the Council of Europe 2018: para. 1.7). The
Recommendation further proposes that States should promote

the development of open, independent, transparent and participatory initiatives by social
media, media actors, civil society, academia and other relevant stake holders that seek to
improve effective exposure of users to the broadest possible diversity of media content
online. (Committee of Ministers of the Council of Europe 2018: para. 2.5)

Furthermore, the Recommendation sets forth the feature of required regime of
transparency and implicitly elucidates its significance for democratic societies as
follows:

States should promote a regime of transparency of media ownership that ensures the public
availability and accessibility of accurate, up-to-date data concerning direct and beneficial
ownership of the media, as well as other interests that influence the strategic decision mak-
ing of the media in question or its editorial line. (Committee of Ministers of the Council of
Europe 2018: para. 4.1)

Conclusion

The circulation and dissemination of fake news and disinformation have become
easier in our information and news ecosystems. This situation can significantly
damage a number of international human rights law; however, legal regulations
adopted by governments against fake news and disinformation may also create sig-
nificant human rights violations such as the right to freedom of expression and
opinion. The POFMA law adopted by Singaporean government is a case in point,
and it cannot fulfil its obligations to international human rights law.

To deal with fake news and disinformation, policy makers should adopt reason-
able methods in conformity with the principles of international human rights law, as
I have argued here. A policy of censorship is not the solution in the struggle against
fake news and disinformation; rather, we need concerted and thoroughgoing digital
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and media literacy prorgammes, transparency policies, and independent, impartial,
and fair supervisory boards.
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Chapter 6

US Digital Nationalism: A Habermasian
Critical Discourse Analysis of Trump’s
‘Fake News’ Approach to the First
Amendment

Benjamin Green

Us Protests as Foundational to American Democracy

Civil protest, as enshrined in both the US Constitution and the dogmatic mythos of
the US’ revolutionary origin story, represents the bedrock of the US democratic
system. Graham (2019) adds that the Boston Tea Party represents a foundational act
of patriotic civil disobedience, embodying a core narrative of freedom based on
dissent-through-protest as a central tenant of US democracy. As a means of seeking
redress for grievances or overall structural change, the First Amendment of the US
Constitution guarantees citizens the right to peaceably assemble and petition the
government (Egemenoglu 2020). Specifically, the First Amendment guarantees a
negative freedom of expression from both federal and state (as outlined by the 14th
Amendment) restrictions (Bechtold 2020). However, these freedoms are not abso-
lute. The US Supreme Court has long allowed for restrictions that fall within consti-
tutional limits (Winston 2014). Moreover, the First Amendment does not provide
rights for protests in which ‘there is a clear and present danger of riot, disorder or
interference with traffic on public streets, or other immediate threat to public safety
or order’ allowing for statutes to be enacted which ‘prohibit people from assembling
and using force or violence to accomplish unlawful purposes’ (Winston 2014).
Notwithstanding, the American Civil Liberties Union (ACLU: 2020) has outlined
that the First Amendment ‘prohibits such advanced notice requirements from being
used to prevent rallies or demonstrations that are rapid responses to unforeseeable
and recent events’.

Black Lives Matter (BLM) protests, sparked by the murder of George Floyd by
Minnesota police officers on 25 May 2020, the Trump administration has sought to
restrict the First Amendment freedoms of BLM protesters — through both claims to
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‘clear and present danger of riot’ and/or ‘threat to public safety and order’.
Specifically, Trump has continued to paint BLM protesters as ‘rioters’ and ‘angry
mobs’ who are ‘trying to unleash a wave of violent crime in our cities’ (The White
House 2020a, b), a narrative which allows Trump to base the suppression of free
speech on a constitutionally provisioned authority to restore law and order (Petersen
2020). Despite a recent study outlining the overwhelmingly peaceful nature (93%)
of (Summer 2020) BLM protests (Kishi and Jones 2020: 3), partisan media outlets
continue to drive a divisive ‘fake news’ narrative which casts protesters as anar-
chists, while framing Trump’s attempts at First Amendment suppression as a posi-
tive facet of his ‘law and order’ presidency.

Egelhofer and Lecheler (2019) describe the crisis of ‘fake news’ as a two-
dimensional form of media communication which creates and propagates pseudo
journalistic disinformation while politicizing and instrumentalizing the term ‘fake
news’ to delegitimize other sources of media information. Moreover, easily pub-
lished pseudo journalism has allowed parallel media ecosystems to coalesce around
Trumpian ideological positions which disregard reason or argument (Legg 2018).
Benkler et al. (2017) highlight the existence of a hyper-partisan, insulated right-
wing knowledge community in the US — a ‘fake news’ media ecosystem that rein-
forces shared ideologies, shields its members from outside journalistic challenges,
and presents ‘wholly fabricated falsities’ which instil in its viewers a ‘fundamen-
tally misleading view of the world’. Kellner (2018: 92) adds that within this rightist
fake news media bubble of deceit, Trump’s pathologically deceitful practices are
based in a ‘politics of lying” which perfectly suit Frohm’s diagnosis of an authoritar-
ian personality. Echoing Kellner, Fuchs (2018: 197) has outlined “Trumpology’ as a
mediated political spectacle of authoritarian-capitalism based in direct rule of the
billionaire class, nationalism, scapegoating, the friend/enemy scheme, and law and
order politics.

Given this state-sponsored authoritarian media discourse, Schneider’s (2018)
work on digital nationalism in China serves as a foundational reference for under-
standing the US’ Trump-dominated authoritarian ‘fake news’ media ecosystem.
Specifically, US digital nationalism is defined herein as state-sponsored nationalism
shared through a complex ecology of information, an authoritarian technic gov-
erned by political institutions which promote partisan misinformation through polit-
ical actors, commercial enterprises, NGOs, and Internet users, as a politically
expedient means to indoctrinate the masses. Within the context of the continued
BLM anti-racism protests as an exercise of First Amendment freedoms seeking to
redress the government, and a state-sponsored media-driven attempt to undermine
the public’s understanding of these freedoms, the objectives of this study aim to
highlight that rightist media outlets represent a bulwark of digital nationalism which
facilitates Trump’s authoritarian ‘fake news’ approach to the First Amendment.
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Trump’s ‘Fake News’ Approach to the First Amendment

Constitutional scholars argue that an environment of hyper partisanship, combined
with President Trump’s continued attacks against protesters and journalistic critics,
is steadily eroding the good governance norms and constitutional understanding of
a First Amendment which has provided the American people with a previously
unparalleled freedom of expression (Price 2018; Grambo 2019). Specifically, Price
(2018: 821) highlights that the problem of ‘fake news’ (deliberate propagation of
demonstrably untrue statements that shape public opinion) could weaken First
Amendment protections by allowing partisan officials to ‘cherry-pick evidence’ of
offensive expression or incitement of violence as a rationale for the ‘selective and
discriminatory’ enforcement-cum-repression of free speech. Such easily verifiable
instances of free speech oppression/protection abound within the Trump Presidency
(see Executive Order on Campus Free Speech, Executive Order on Preventing
Online Censorship, Trump’s labelling of BLM as ‘terrorists’, deployment of federal
troops to quell protests in Oregon) (Camera 2019; Svrluga 2019; Allyn 2020; The
White House 2020a; Choi 2020; Dewan 2020; Baker et al. 2020).

Trump’s fake news approach to the First Amendment has allowed him to simul-
taneously shape institutional norms to provide protection for actors who reside on
his side of the political spectrum, while impinging upon the freedoms of those insti-
tutions, groups, and individuals who present a challenge to his increasingly auto-
cratic central authority. This ‘fake news’ approach to the First Amendment was
especially clear during Trump’s ‘constitutionally murky’ deployment of unidenti-
fied federal officers to suppress BLM protesters, under the guise of ‘protecting gov-
ernment property’ in Portland, Oregon, in July 2020 (Vladeck 2020). Thus, the
problem of ‘fake news’ highlights an unsettling flaw of contemporary US democ-
racy, one which continues to allow the president to cherry-pick rationales and pro-
cedural norms towards the selective suppression/protection of First Amendment
freedoms.

Specifically, this chapter argues that Trump’s bulwark of US digital nationalism
deliberately propagates a deceitful image of ‘criminality’ (Grambo 2019) upon indi-
viduals and groups of BLM protesters as a means of promoting Trump’s brand of
‘fake news’, First Amendment suppression/protection — undermining normative and
legal boundaries of the First Amendment while legitimizing a tenuous law and order
claim to political sovereignty. This underscores MacKenzie and Bhatt’s (2019)
argument that the destructive nature of fake news lies in its intentionally deceitful
obfuscation of facts and its manipulative coercion of public gaslighting as a means
to secure expedient political gains. Therefore, it is imperative that we understand
how the hyper-partisan rightist media supports the legitimacy of the Trump regime’s
increasing authoritarianism through the propagation of state-sponsored disinforma-
tion — weakening First Amendment protections while eliciting an antithetically
authoritarian brand of obsequious ‘political correctness’ within a large proportion
of the US voting populace.
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Theoretical Framework

Habermas’ discourse theory of law and democracy argues that the increasing plural-
ism of modern western constitutional democracies creates a tension between ‘facts
and norms’ that place ‘aged constitutional frameworks under tremendous stress’
(Rehg and Habermas 1996). Specifically, Habermas outlines ‘validity” as the ideal
legitimacy and rational legitimacy of the law as opposed to ‘facticity’ as the inher-
ent certainty of the law’s institutionalized coercive power (Baxter 2011). Moreover,
Habermas (1996) notes the inherent conflict between the validity based Kantian
‘liberal” understanding of law and legitimate government — framed by human rights
and societally bound civil liberties and the factitious Rousseauean ‘civic republican’
view towards the legitimacy of laws and government as based in popular
sovereignty.

Kant and Rousseau argue, therefore, for markedly different conceptions of politi-
cal legitimacy. Kant frames the normative prescribed boundaries of society as an
autonomy of the will, wherein the legitimacy of laws and institutions is derived from
the rational will of the polity — often reflected through ‘maxims to action’ as a form
of contrarian law that is not procedurally defined (Kaufman 1997). Rousseau cri-
tiques modern republics as suffering from a lack of ‘civic republican virtues’ which
cause ‘excessive attachment to institutions’, rather than sovereign authority as the
power from which these institutions gain legitimacy (Ward 2016). Therefore, within
the USA we are witnessing Habermas’s critique of modern democracy, with the
Left seeking to uphold the autonomous will of the people by protecting long-
standing yet normatively inscribed liberal Kantian democratic institutions and the
Right’s use of procedurally defined legal frameworks to support Trump’s
Rousseauean civic republican desire to reshape the boundaries of sovereign
legitimacy.

Within a hyper-partisan bifurcated media discourse, a Habermasian understand-
ing of Kantian liberal autonomy and Rousseauean republican sovereignty provides
an important view of modern democracy from which to assess the current US crisis
of institutional (il)legitimacy. Habermas argues that legal institutions within modern
democratic systems exhibit ‘adaptive programming’ which allows powerful inter-
ests to effect ‘macro-level legal change without the direct participation of the citi-
zenry (Rehg and Habermas 1996). Habermas (1996) further describes ‘public
spheres’ as structures or social spaces of communicative action which function as
democratic sluices, feeding back into socially constructed, and therefore legitimate
legal frameworks at the administrative level. Thus, the ‘institutional core’ of
Habermasian political public spheres consists of ‘communicative networks ampli-
fied by mass media’, representing a necessary space for generating, acquiring, and
maintaining administrative legitimacy (Baxter 2011).

However, the political public sphere ‘in standard operation’ is influenced by
political economies (markets and governmental bodies) of money and power which
operate as ‘steering media’, de-anchoring, and therefore delegitimizing the produc-
tion and administration of law from the communicative power of its citizens (Baxter
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2011). Thus, through the use of filtered, synthesized streams of communication —
which highlight specific public opinions while promoting the moral leadership,
competency, and authority of a given administration — ‘success-oriented’ steering
media circumvent civic consensus as a legitimizing foundation of democratic insti-
tutional frameworks of authority (Habermas 1996; Baxter 2011).

US Digital Nationalism: Reconceptualizing
the Hyper-Partisan Right

While there was once a belief that innovations to systems of information and com-
munication technology (ICT) would catalyse a shift towards more open, democratic
societies (Jandri¢ 2017), authoritarian governments are utilizing technology to
tighten their grips on power through the spreading of propaganda and illiberal prac-
tices which undermine human rights (Barma et al. 2020). Benkler (2006) engages
with a Habermasian critique of public spheres within the postdigital age by intro-
ducing the notion of online networked public spheres, arguing that any improve-
ment to political public sphere must be weighed against the many failures of the
networked information economy. Benkler et al. (2018) describe one such critical
failure in their description of the US’ far-right ‘propaganda feedback loop’, wherein
political elites, media outlets, and the public inhabit a self-reinforcing media eco-
system which packages and delivers biased/identity confirming partisan narratives
while labelling oppositional narratives as biased and untrustworthy ‘fake news’.
Moreover, Gambo (2019) highlights that Trump’s campaign to erode faith in main-
stream media, through the continued propagation of ‘fake news’ in all broad-range
journalistic forms, is characteristic of authoritarians’ desire to undermine all institu-
tions and forms of media which contradict them.

Given this context, Schneider’s (2018) concept of digital nationalism — as a sus-
tained, mediated, and filtered nationalistic ecology of knowledge that precludes the
materialization of Habermasian critical public forums of opposition and dissent —
provides an accurate description of a right-wing hyper partisan media ecosystem
dominated by Fox News and Breitbart within the USA (Benkler et al. 2018). This
understanding of the US’ current hyper-partisan public sphere belies the discursive
nature of modern democratic institutions, underscoring a critical need to investigate
how legal and democratic legitimacy is either conferred or questioned within public
forums mediated by powerful economic and ideological interests.

Previous scholars have provided insights into this question. Highlighting the
joint negotiation between political elites and respective rightist media outlets, the
authors note that politicians who thrive in this ecosystem will have done so through
a symbiotic relationship with supportive media outlets who gain broader public
viewership in return for favourable coverage of identity-confirming politicians
within the network (Benkler et al. 2018). Kaiser et al. (2019) expand upon net-
worked media relationships by highlighting common ‘identity forming linkages’
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between political elites, audiences who view mainstream media like Fox News, and
consumers of fringe partisan sites like Breitbart. Ogan et al. (2018) outline this phe-
nomenon throughout their study of the 2016 election cycle, wherein Trump’s nega-
tive accounting of immigration led to a corresponding ideological shift in negative
media coverage. Thus, conservative (GOP: Republican) political elites, right-wing
media outlets, and their consumers constitute a rightist US media ecology which
functions symbiotically to promote and reify a closed ‘fake news’ discourse based
on expedient political gains, increased viewership (clicks, likes, retweets, shares
and likes), and self-affirmed ideologies and values. It is important to note that our
understanding of leftist media within this conceptual approach aligns with the posi-
tion of Benkler et al. (2018) who state that, while hyper-partisanship exists within
leftist media environments, ‘there is no distinct left-wing ecosystem that parallels
the right in its internal coherence or insularity’.

In light of this understanding, this chapter builds upon Mumford’s (1964) notion
of ‘authoritarian technics’, highlighting US digital nationalism as a technology of
manufactured and sterilized intelligence based in an authoritarian ideology of uni-
form conformity. This notion supports the understanding that the Trump regime, in
its continued galvanization of a political base mired in enmity and fear of the left,
drives a ‘politically correct’ (Li 2017) “Trumpology’ of civic republican support for
authoritarianism which allows for expedient political benefit at the cost of an overall
weakening the First Amendment. Thus, hyper-partisan rightist ‘fake news’ media
outlets represent a bulwark of US digital nationalism, which manufactures coercive
content aimed at securing a political base of power founded in citizens who are
manipulated into conforming to Trump’s ‘fake news’ approach to the First
Amendment. This chapter will show that a distinct rightist US media ecosystem is
undercutting the democratic potential of online public spheres — propagandizing a
‘fake news’ form of political sovereignty which supports illegitimate authoritarian
legal changes by alienating citizens from the productive role of critical civic dis-
course. The following method has been adopted to outline specific instances wherein
the rightist media ecology (State, media), as an authoritarian technic of US digital
nationalism, has evinced a clear effort to undermine the First Amendment.

Critical Incidents of Authoritarian Technic Within US
Digital Nationalism

First, this analysis utilizes Critical Incident Technique (CIT) (Butterfield et al. 2005;
Flanagan 1954; Bott and Tourish 2016) to outline ‘critical incidents’ wherein the
Trump-led hyper-partisan Right has utilized a ‘fake news’ approach to undermine
First Amendment Freedoms. Second, an Internet-based corpus review (Mautner
2005; Jensen 2011; Boellstorff et al. 2012; Marshall 2011; van Dijk 2014) of state
media as authoritative text (via tweets, interviews, speeches, official press releases,
executive actions) and leftist and rightist domestic media sources (news reports,
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editorials, commentaries) are used to construct a discursive glonacal media heuris-
tic (State, Left, Right) (Marginson and Rhoades 2002) surrounding the issue of
protest — as an embattled First Amendment freedom in the USA.

Specifically, based on their overall viewership and ‘hyperpartisan’ rightist or
leftist ‘skewing’ media bias, Otero’s Media Bias Chart (Ad Fontes Media 2019;
Otero 2019) allows for the outlining of rightist and leftist media outlets within a
subsequent glonacal analysis. Specifically, Otero’s Media Bias Chart is utilized
herein to outline a hyper-partisan rightist/leftist media discourse (see Table 6.1).
This heuristic will also serve to foreground a damaging hyper-partisanship between
competing Kantian liberal (leftist) and Roussean civic republican (rightist) claims
to political legitimacy. Furthermore, an authoritative ‘state media’ heuristic of offi-
cial tweets, press releases, executive orders, and speeches made by the president and
his staffers will fill-out my glonacal (Left, State, Right) discursive media heuristic
as a framework for assessing BLM protests as a critical incident relating to the cur-
rent/future outlook of First Amendment freedoms. Finally, a critical discourse anal-
ysis (CDA) (Fairclough 1995; O’Keeffe 2006; Hassan 2018) of this glonacal media
heuristic provides support for the understanding that the US’ bulwark of digital
nationalism propagates and promotes an intentionally deceitful discourse surround-
ing Trump’s selective ‘fake news’ approach to the First Amendment. Thusly, this
analysis outlines a discrete rightist US media discourse, which, in its support of
Trump’s attacks on First Amendment freedoms, represents the authoritarian tech-
nic (Mumford 1964) of US digital nationalism (Schneider 2018).

Critical Incident: BLM Protests

Trump’s dehumanizing attacks against BLM protesters have been witnessed
throughout his entire tenure as a politician. This is true of his 2016 attacks on former
NFL Quarterback and BLM-supporter Colin Kaepernick (who took a knee during
the national anthem in protest of continued police brutality towards African
Americans). Trump proclaimed that team owners should ‘get that son of a bitch off
the field” and that Kaepernick should ‘find another country’” (Bixby 2016; Graham
2017; Jacobs 2017). Trump’s dehumanizing rhetoric has been continuously lauded
by his base, further emboldening his dehumanizing stance against BLM-affiliated
First Amendment protesters throughout his presidency (Cancian 2020).

Table 6.1 Hyper-partisan US media outlets (Ad Fontes Media 2019)

Hyper-partisan leftist media Hyper-partisan rightist media
CNN (40.8 million) Fox news (133.15 million)
MSNBC TV (30.8 million) Breitbart (23 million)

The Atlantic (16 million) The daily caller (11.6 million)
Vanity fair (11.24 million) The blaze (5.98 million)

Slate (10.53 million) Infowars (4.8 million)
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Black Lives Matter (BLM) is an ideological and political movement which
emerged after the acquittal of Travon Martin’s Killer, George Zimmerman, with the
keyword #Blacklivesmatter framing conversation and debates surrounding legal
murders, mass imprisonment, and a ‘system of US values’ wherein black bodies are
deemed inherently criminal and therefore targeted for demise (Maraj et al. 2018;
Szetela 2019). Founded by Alicia Garza, Partrice Cullars, and Opal Tometi in 2013
as an online campaign to raise awareness for the injustice of Trevon Martin’s brutal
murder (and the incredulity of George Zimmerman’s subsequent acquittal), the
movement quickly transitioned to real-world civic protests (both peaceful protest
and riots) by activists fed-up with the seemingly endless killings of black citizens by
members of various US police forces (Anderson 2019). Given the recent rise in
BLM-affiliated protests across the nation and the government’s attempts to crack-
down on these protests, the subsequent media discourse surrounding BLM high-
lights a constitutional crisis between First Amendment freedoms and the
government’s authority to quell violence in the name of public health, safety, and
welfare (Ferreri 2020). Thus, within the continued framework of the Habermasian
(validity/facticity) crisis of democracy, the media discourse surrounding continuing
BLM protests as either an unlawful movement for systemic change or unlawful
civic unrest represents a critical incident for this study.

Glonacal Critical Discourse Analysis: State, Rightist,
and Leftist

The State

On 25 May 2020, a startling video emerged on social media outlets across the globe.
For 8 minutes and 46 seconds, this video laid bare the brutal murder (in graphic gut-
wrenching detail) of George Floyd, a black US citizen, at the hands of a white US
Minnesota police officer named Derek Chauvin (Hill et al. 2020). Following the
public outcry, which spilled over into BLM protests and riots around the globe, on
1 June 2020, the president released this statement:

I am your President of law and order, and an ally of all peaceful protesters ... But in recent
days, our nation has been gripped by professional anarchists, violent mobs, arsonists, loot-
ers, criminals, rioters, Antifa, and others ... These are not acts of peaceful protest. These are
acts of domestic terror. The destruction of innocent life and the spilling of innocent blood is
an offense to humanity and a crime against God ... That is why I am taking immediate
presidential action to stop the violence and restore security and safety in America. I am
mobilizing all available federal resources — civilian and military — to stop the rioting and
looting, to end the destruction and arson, and to protect the rights of law-abiding Americans,
including your Second Amendment rights ... If a city or a state refuses to take the actions
that are necessary to defend the life and property of their residents, then I will deploy the
United States military and quickly solve the problem for them. (The White House 2020b)
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Trump initially addresses the nation in whole before transitioning back towards
his base through a show of concern for Rightist ideological talking points (God,
Antifa, Second Amendment). Within his remarks, we witness his selective notions
of equal justice, law and order, and how they fall within an ethnonationalist frame-
work of civic republicanism. Specifically, Trump’s ethnonationalist appeal to law
and order highlights a critique of US civic republican constitutionalism as ‘too cul-
turally specific, too orthodox and too exclusionary’ (Williams 1994).

This ethnonationalist framework of civic republican law and order requires that
the protest of injustice exist within a ‘constitutionally bound’ moral and legal frame-
work of coercive sovereign political authority/legitimacy which does not seek to
overthrow the sovereign (Pettit 2012).

This understanding of civic republicanism helps explain why Trump can easily
condemn BLM protests as ‘terrorists’ while defending armed (primarily white)
militias who stormed the Lansing, Michigan, capitol building as ‘very good people’
(Panetta 2020). Nevertheless, as protests continued, Trump’s rhetoric towards BLM
anti-racist protests began to take an even more pugilistic stance. On 3 July 2020, in
the midst of a devastating pandemic, during one of the most divisive points in US
history, President Trump had this to say about the ongoing BLM protests:

Our nation is witnessing a merciless campaign to wipe out our history, defame our heroes,
erase our values, and indoctrinate our children. Angry mobs are trying to tear down statues
of our Founders, deface our most sacred memorials, and unleash a wave of violent crime in
our cities. This attack on our liberty, our magnificent liberty, must be stopped, and it will be
stopped very quickly. We will expose this dangerous movement, protect our nation’s chil-
dren, end this radical assault, and preserve our beloved American way of life. The violent
mayhem we have seen in the streets of cities that are run by liberal Democrats, in every
case, is the predictable result of years of extreme indoctrination and bias in education, jour-
nalism, and other cultural institutions. (The White House 2020b)

Trump’s 4 July speech (based in a political discourse of ethnographic fear) high-
lights what Orellana and Michelsen (2019) label as a benchmark of contemporary
rightist US discourse, a return to American exceptionalism (manifest destiny) based
on claims of God-given cultural superiority, representing the right’s desire to
‘unshackle the innate potential of birth-culture’ through the abandonment and dis-
establishment of liberal normative frameworks (Peters et al. 2020). This desire to
usurp liberal norms in favour of ethnonationalist civic republicanism highlights the
dangers inherent to Price’s (2018) notion of partisan suppression/enforcement/pro-
tection of First Amendment rights — opening the door to the authoritarian usurpation
of State’s Rights as well.

While he has not yet invoked the Insurrection Law, he has already utilized his
‘fake news’ approach to the First Amendment to hold a partisan ‘peaceful protest
for law and order’ on 10 October 2020 at The White House — despite a D.C.-wide
ban on mass gatherings due to Covid-19 (Murdock 2020). Finally, as part of his
central ‘law and order’ campaign promise, Trump has continuously stated that he
will do everything in his power to ‘protect the suburbs’, i.e., his base of support and
legitimacy, falsely tweeting on 26 August that: “TODAY, I will be sending federal
law enforcement and the National Guard’ to Kenosha, Wisconsin ‘to restore LAW
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and ORDER’ (Thomas and Phelps 2020). The president followed up these false
claims on 1 September, stating that: ‘My administration coordinated with the state
and local authorities to very, very swiftly deploy the National Guard surge federal
law enforcement to Kenosha and stop the violence’ (Horton 2020).

The issue with these claims is not just that they are false but that they attempt to
reframe the current boundaries of sovereign power held within the executive office.
To be clear, Trump does not have the constitutional authority to ‘send in the national
guard’, that is a decision which has to be made by the state in question, in this case,
Wisconsin (Thomas and Phelps 2020). However, while it is important to note that
Trumps’ claims were false, the 1807 Insurrection Law does allow the federal gov-
ernment to direct federal troops into states as a means of protecting ‘citizens rights’
(Horton 2020).

While this act has not been invoked since 1992, Trump’s continued pursuit of
sovereign authority within a coercive procedural understanding of law and order
(facticity) (rather than validity) is a critical blow to long-standing liberal US demo-
cratic norms which hold that political legitimacy is derived from the overriding will
of the people. As a case in point, on 26 June 2020 Trump issued an executive order
titled ‘Executive Order on Protecting American Monuments, Memorials and Statues
and Combating Recent Criminal Violence’ (The White House 2020c). Under the
guise of ‘protecting monuments and federal buildings’, this executive order pro-
vided procedural legitimacy for the creation and subsequent deployment of masked,
unidentifiable ‘paramilitary’ troops by the Department of Homeland Security —
called Protecting American Communities Task Force (PACT), to quell protesters in
‘out of control liberal Democrat’ run cities (Fox 2020).

These constitutionally precarious, yet politically expedient actions allowed
Trump to bolster his claim of being a ‘law and order president’. The realization of
this authoritarian coercive notion of legitimacy, which views Trump’s sovereign
power within an autocratic civic republican framework, would also allow Trump to
‘legitimately’ supersede constitutionally mandated state and individual rights on the
path towards the selective and politically beneficial administration of law and order.
Providing a final glimpse into Trump’s official position on the anti-racist campaign
of BLM as a movement, Trump had this to say at campaign rally in Atlanta, Georgia,
on 25 September 2020:

As you know... many of those who are spreading violence in our cities are supporters of an
organization called the Black Lives Matter or BLM. It’s really hurting the black community.
It’s hurting the black community... The stated goal of BLM organization people is to
achieve the destruction of the nuclear family, abolish the police, abolish prisons, abolish
border security, abolish capitalism, and abolish school choice. That’s what their stated goals
are. (Trump 2020)

Historically, fears surrounding the censorial power of the government led to sig-
nificant refinements of the First Amendment regarding interference, prosecution, or
defamation on the part of the government towards its critics (Grambo 2019).
Displaying Price’s (2018: 821) ‘highly selective and discriminatory enforcement of
the First Amendment,” Trump has portrayed himself as ‘a defender of free speech
and foe of political correctness’ (Graham 2018), while enacting a sustained and
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targeted defamation of BLM members seeking government redress. Lastly, leaving
little doubt as to exactly who’s rights matter most and why, Trump had this to say at
a recent campaign rally on 13 October 2020:

I’m about law and order. I’m about having you safe. I'm about having (sic) your suburban
communities. I don’t want to build low-income housing next to your house ... Suburban
women, they should like me more than anybody here tonight because I ended the regulation
that destroyed your neighborhood. I ended the regulation that brought crime to the suburbs,
and you’re going to live the American dream ... So can I ask you to do me a favor? Suburban
women, will you please like me? I saved your damn neighborhood, OK? (Axelrod 2020)

Thusly, the state discourse surrounding the BLM protest movement entails a
politically self-serving partisan, ethnonationalist civic republican, selective under-
standing of law, and order which frames BLM-affiliated protesters as terrorists,
while drawing legitimacy via the protection of the rights, freedoms, and dreams of
his singularly virtuous conservative white suburban base of support.

Hyper-partisan Right

The aforementioned ‘State’ definition of BLM as a terrorist organization hell-
bent on destroying the fabric of American society allows for a more directed analy-
sis of the hyper-partisan right as an echo-chamber for Trump’s law and order
rhetoric. On 20 July 2020, Breitbart posts an article titled ‘Black Lives Matter
Protesters Loot Businesses, Set Fires in Seattle’ which uses the looting of an
Amazon store in Seattle, Washington, as rationale for labelling BLM protesters as
‘Antifa Militants’ through a highlighted quote by police which stated: ‘These are
criminal acts, not peaceful protests’ (Starr 2020). On 10 August 2020, a BLM-
affiliated protest in Chicago in support of arrested protesters descended into looting
and rioting. Fox News subsequently reports on this event by highlighting a quote
(from an NBC affiliate in Chicago) which has BLM Chicago founder Aislinn Pulley
stating:

I don’t care if someone decides to loot a Gucci or a Macy’s or a Nike store, because that

makes sure that person eats ... That makes sure that person has clothes ... That is (sic) repa-

rations ... Anything they wanted to take, they can take it because these businesses have
insurance. (Aaro 2020)

The Fox News article further underscores the criminality of the BLM-affiliated
protest turned riotous looting by highlighting an unnamed quote by Chicago PD
which states:

The shooting prompted hundreds of people to descend on downtown Chicago early Monday
with vandals smashing the windows of dozens of businesses and making off with merchan-
dise, cash machines and anything else they could carry. (Aaro 2020)

This quote was followed by a statement by Chicago Police Superintendent,
David Brown: ‘This was not an organized protest. Rather, this was an incident of
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pure criminality...This was an act of violence against our police officers and against
our city.” (Aaro 2020)

The pointed nature of this article does not adequately frame Fox News’ position
on BLM; more importantly, however, the article does not allow for an adequate
understanding of the events of that night. Specifically, in a peculiar Janus-faced
journalistic positioning, a separate article (published the same day) by Fox News
also reports the same events and the same statements made by BLM Chicago
founder Aislinn Pulley within an entirely different context. The author of the article
provides this quote by Pulley which states:

I think the goal of the preoccupation around property damage and looting specifically, along
the Mag Mile and in the heart of the city’s commerce center, works to distract away from
the actual cause of the outrage, the important thing is to intervene and remind people what
the causal incident was and continues to be. (Craft 2020)

This strategic ‘success-oriented’ reporting by Fox News simultaneously frames
Pulley as the unapologetic face of a radical left-wing Antifa-communist crime wave,
yet also as thoughtful and mournfully self-aware of how looting hurts the commu-
nity and undercuts BLM’s core message. To some, this approach may seem to rep-
resent a novel form of journalistic integrity which serves the needs of all-comers — ‘if
you want veracity, we have you covered, if you want mendacity, we have that too’.
Unfortunately, by mixing journalistic integrity with pseudo-journalistic ideological
fodder, Fox News is contributing to the Trumpian campaign to undermine freedom
of the press (Kharroub 2017).

Moreover, this pseudo-ethical journalistic posturing lends credence to Trump’s
continued insistence that the fourth estate (as a liberal institution) now represents
nothing more than biased ‘fake news’ partisan politics. Lastly, these two excerpts
should underscore the worrisome dissolution of journalistic integrity and pervasive
radicalization of once-centrist conservative stalwarts like Fox News, an assertion
that core right-wing outlets are failing to act as a ‘truth-telling brake’ on radical
fringe sites like Breitbart (Benkler et al. 2018; Chambers 2020).

Thusly, media outlets within the US’ hyper-partisan right-wing media ecology
no longer constitute a check on mendacity but rather value it, promote consumerism
over empirical evidence, and are driven by a logic of emotionally charged group-
think rather than journalistic ethics (Green 2020). As a final demonstration of this
doleful notion of the crumbling fourth estate, this article presents a 6 September
2020 Breitbart article which cites the aforementioned ACLED and Princeton
University’s Bridging Divides Initiative (BDI) study. Specifically, this analysis
underscores that despite the authors of the study clearly stating that their findings
support the conclusion that 93% of BLM protests held in the summer of 2020 were
overwhelmingly ‘peaceful and nondestructive’, the 6 September 2020 Breitbart
article presents the following ‘alternative’ conclusion:

Mainstream media seized on the data last week to argue that the “Trump narrative’ of vio-
lent demonstrations was false. The study itself speculated that public perceptions of riots
were skewed by ‘political orientation and biased media framing” and ‘disproportionate cov-
erage of violent demonstrations.” However, public perceptions may simply have reflected
the wide geographic distribution of the violence...Thus in the public imagination, the pro-
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portion that matters most may not be the 7% of protests that were violent, but the 96% of
major urban areas that experienced rioting. (Pollak 2020)

This analysis should highlight a clear symbiosis between the state and the rightist
media as working in unison to create a misleading narrative of BLM as a violent
criminal organization that threatens the safety and well-being of peaceful, law-
abiding Americans. Moreover, while clinging to a semblance of journalistic integ-
rity, what was once classifiable as ‘the mainstream right’ has allowed itself to be
steered further afield into the purely success-oriented domain of pseudo-journalistic
‘click-bait’ alternative ‘fake news’. In Habermasian terms, the potential for autono-
mous civic discourse (theoretically allowed for by an independent free press), in
practice, has been coopted by authoritarian institutions of powerful self-interested
elites (Staats 2004). Thus, the state and the rightist media together represent an
authoritarian technic of US digital nationalism which utilizes ‘fake news’ disinfor-
mation to undermine democratic public opinion in favor of a pathological ‘mass
deception’ which creates a citizenry incapable of self-conscious public debate.

Hyper-partisan Left

Trump’s decision to send federal troops to Portland, Oregon, to quell BLM protests
was met by leftist media articles which attempted to frame these actions as ‘uncon-
stitutional’ and a threat to threat to First Amendment norms and values. A 17 July
2020 article by Vanity Fair, citing both the ACLU and Speaker Nancy Pelosi respec-
tively, states the following:

the ACLU said in a statement Friday. ‘“These actions are flat-out unconstitutional and will
not go unanswered.” Democrats have chimed in. After Barr sicced federal law enforcement
on protesters in Washington last month, Nancy Pelosi demanded they be identified. ‘The
practice of officers operating with full anonymity undermines accountability, ignites gov-
ernment distrust and suspicion, and is counter to the principle of procedural justice and
legitimacy during this precarious moment in our nation’s history,” she wrote. (Lutz 2020)

The article may be used to outline the following several characteristics of
Leftist media:

Firstly, the presence of political elites as steering media that frame Leftist dis-
course, in this case Speaker Nancy Pelosi and the ACLU. Here, Speaker Nancy
Pelosi and the ACLU attempt to address issues of Rousseauean legitimacy (proce-
dural justice, constitutionality) and Kantean general will (principles, norms, and
values) as a means to outline that Trump’s actions fall outside the legitimate bounds
of sovereignty.

Secondly, however rife with familiar ‘fear-based’ rhetoric (distrust, suspicion,
unjust), this article, and many others by the left, fails to counter the Right’s political
manoeuvring on two fronts. Firstly, by incorrectly labelling Trump’s actions as
unconstitutional, Leftist discourse fails to accurately confront a First Amendment
doctrine which ‘leaves the door open’ for government punishment when freedom of
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expression manifests in criminal conduct (Price 2018). Secondly, the Left (as a
loosely affiliated political program) has continuously failed to grasp the underlying
conflict of modern democracy as a battle between Rousseauean sovereign law (fac-
ticity) and Kantian notions of ‘spontaneous self-legislation’ (validity).

This understanding belies a more critical error within Leftist discourse, one
which fails to understand that the current protections afforded by the First
Amendment are primarily imperiled by the diminished intellectual climate which
frames these constitutional disputes (Price 2018). Critically, rather than calling for
legislative or judicial actions aimed at halting the erosion of the fourth estate as the
font of critical civic discourse, as well as procedural protections to normative First
Amendment freedoms, media articles on the left continue to argue the case against
Trump’s desire to erode erstwhile foundational liberal institutions via normative
grounds. On 29 July 2020, Slate releases this article as an appeal to their readers:

The right to assemble, protest, and gather is the neglected younger sister to the free speech
clause. As the Supreme Court lavishes attention on commercial speech and money as
speech and religious signage and union dues and cake baking as speech, the freedom to
gather and protest is often forgotten. But this spring and summer, as protests broke out
across the country initially in response to the police killing of George Floyd, a Black man,
and increasingly in response to government crackdowns on protest itself, we are left with
the grim prospect of protesters without much legal protection, despite the First Amendment.
This much was plain to see in two congressional hearings on Tuesday, in which thousands
of peaceful demonstrators were dismissed as anarchists and mobs, both by Republicans in
Congress and by Attorney General William Barr. (Lithwick 2020)

In essence, the Slate article is arguing that Habermasian ‘steering media’ within the
USA have successfully reoriented the First Amendment principle of free speech to
protect elite political and economic interests rather than citizens wishing to redress
a government grievance. True, but lamentably old news. What this article should
highlight is that by ignoring the political climate of ‘fake news’ which has allowed
Trump to retain a semblance of ‘law and order’ political legitimacy (to a base of
misinformed followers and obsequious political elites), the Left is constantly put on
the defensive, scrambling to guard against the next bulldozing of an erstwhile sac-
rosanct liberal norm or value.

However, this article makes a prescient point regarding the issue of ‘guilt by
association’ — an issue at the core of current and future US First Amendment
freedoms:

In other words, in Barr’s hands, the freedom of assembly is transformed to mass guilt by
association. Neither he nor Monahan could explain when and how one protester hellbent on
violence turns an entire peaceful protest into an angry mob... (Lithwick 2020)

The overwhelming selectivity by which mass guilt by association is imputed is
clearly observable within the leftist narrative that the right is utilizing procedural
law to institute politically partisan and selectively oppressive tactics to undercut the
legitimacy of anyone and everyone (thugs, looters, rioters, criminals) seeking to
protest injustices under the current administration. On 2 June 2020, The Atlantic
had this to say on the matter:
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On May 28, Donald Trump demanded the First Amendment right of free speech for himself
on privately owned social media, and then, four days later, declared war on the people,
gathered on public property, as they sought, in the words of the amendment itself, ‘to
assemble, and to petition the Government for a redress of grievances.” ... The right of
assembly is an important First Amendment right, one treasured by the founding generation
and the First Congress, which wrote the amendment, and one re-won two centuries later at
great pain by the labor, civil-rights, and anti-war movements ... That right has been under
assault since the day Trump took office ... red-state legislatures have been indefatigable in
debating and passing laws designed to penalize protesters for disfavored causes. (Epps 2020)

This research finds that Leftist media is driven by steering media (in the form of
political elites) and is not above framing public discourse within familiar political
‘hit piece’ and fear-based tactics of the right. However, a unified pattern of inten-
tional ‘fake news’ disinformation/misinformation that could potentially mirror the
right’s programmatic (technological, political, commercial, institutional) (see
Benkler et al. 2018: 22) cohesiveness does not exist within leftist media outlets.
This analysis of the hyper-partisan left should, however, provide an understanding
that, while there exists a diversity of opinions on the left surrounding BLM protests
and Trump’s draconian efforts to quell them, it is primarily based in a flawed over-
reliance on a Kantian liberal narrative (Habermasian validity claims) which aim to
cast Trump’s authority as illegitimate and therefore warranting of continued protest.
However, this research identifies a Leftist media discourse, foregrounded within a
Leftist political agenda, that continues to emphasize validity over facticity, failing to
promote substantive frameworks (legislative, legal) which would protect either pro-
testers or the right to protest from the Right’s continued procedural manoeuvring.
Thus, this analysis supports Price’s (2018: 830) assertion that the USA will continue
to experience ‘a downward spiral with respect to First Amendment freedoms pro-
tected by norms and conventions rather than just judicial doctrine’.

Implications of US Digital Nationalism: A Potential End
to the US Democratic Experiment

Firstly, this descent into ‘fake news’ pseudo-journalism portends a grave outlook for
both democratic civic discussion and the ability of the press to hold US leaders
accountable (West 2017). This understanding is highlighted by Ehrenfeld and
Barton (2019) who find that the blurring lines between journalism and social media-
style pseudo-journalism, the incentivization of ‘fake news’ over news, and engage-
ment metrics which promote mass persuasion have engendered a society at odds
with the principles of democratic deliberation and collective action. Finally, these
attempts to steer public opinion away from liberal notions of free speech highlight
Habermas’ (1996: 5) conclusion that discourses within modern societies are medi-
ated and rationalized by systemic imperatives which ‘confer legitimacy on political
will-formation, legislation and the administration of justice’. Specifically, the
manipulation of public discourse towards a promotion of Trump’s ‘fake news’
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approach to the First Amendment represents an all-out effort by rightist media to
further pull at the seams of contemporary US society. Using ‘fake news’ as an expe-
dient political tool which exploits the inherent weakness of modern democracy, the
hyper-partisan right, as the authoritarian technic of digital nationalism, has seized
upon the US’ inability to transcend plurality, its inability to produce ‘context tran-
scending validity claims’ (Habermas 1996) surrounding First Amendment legal
freedoms, and seeks now to reframe this doctrine within a Trumpian ‘fake news’
authoritarian framework.

Further, this research finds that the most pressing concern for the future protec-
tion of First Amendment rights and freedoms lies within the aforementioned ‘mass
guilt by association’. This is an issue which remains foundational to the future of
US First Amendment freedoms. Case in point, in a striking reversal from the past,
when the US constitution was viewed as a model for the rest of the world, the UN
has seized upon current US constitutional failings, providing a framework for the
right to protest which stands as exceedingly prescient. Specifically, in light of global
BLM protests, which have transformed to protests against police brutality in gen-
eral, such as the ongoing anti-brutality protests in Nigeria (Akinwotu 2020), the UN
issued a groundbreaking ‘authoritative interpretation’ (Dickinson 2020) on the right
of peaceful assembly. The UN’s General Comment 31 on Article 21 (The Right to
Peaceful Assembly) section 17 and 18 states the following:

There is not always a clear dividing line between assemblies that are peaceful and those that
are not, but there is a presumption in favour of considering assemblies to be peaceful.
Moreover, isolated acts of violence by some participants should not be attributed to others,
to the organizers or to the assembly as such.

The question of whether or not an assembly is peaceful must be answered with reference to
violence that originates from the participants. Violence against participants in a peaceful
assembly by the authorities, or by agents provocateurs acting on their behalf, does not ren-
der the assembly non-peaceful. (United Nations 2020)

This recent decision by the UN strikes at the core of recent hyper-pluralist liberal-
republican constitutional debates within the USA and further outlines Price’s (2018:
73) assertion that the current social and political climate of ‘partisan polarization
and distrust’ represents a critical challenge to the previously sacrosanct ‘civic liber-
tarian’ understanding of the right to peacefully assemble. Thus, this research should
highlight that within a contemporary framework of US digital nationalism, the
hyper-partisan left must back their appeals to Kantian liberal norms and values with
procedural and legal frameworks which ensure that the autonomy of will displayed
within individual and group protest — as well as the ideals which support its use —
are protected against the oppressive civic republican facticity which undergirds
Trump’s ‘fake news’ approach to the First Amendment.

Lastly, it must be noted that Trump’s selective ‘fake news’ approach to the First
Amendment has been used to protect himself against being flagged on social media,
to defend conservative voices on university campuses, and to pardon right-winged
armed militia groups who ‘protested’, i.e., committed arson and led an armed stand-
off against federal authorities (Landers 2018), and is now being used to defend an
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attempted coup of the office of the President of the United States of America. In his
ongoing battle to overturn the democratic US election process, a recent report by the
Washington Post provides a transcribed call between Trump and Georgia Secretary
of State Brad Raffensperger which outlines Trump’s continued use of ‘fake news’ to
legitimize his selective use of ‘law and order’ as a coercive fulcrum of power:

there’s nothing wrong with saying that, you know, that you’ve recalculated ... you should
want to have an accurate election. And you’re a Republican ... We wanted Fulton County.
And you wouldn’t give it to us. the ballots are corrupt ... And you are going to find that they
are —totally illegal — it is more illegal for you than it is for them because, you know, what
they did and you’re not reporting it. That’s a criminal, that’s a criminal offense. That’s a big
risk to you ... And that’s a big risk ... So look. All I want to do is this. I just want to find
11,780 votes, which is one more than we have because we won the state. (Gardner and
Firozi 2021)

Within a Rousseauean civic republican notion of political legitimacy, the legiti-
macy of the sovereign, at its limit, is based upon the subordination of individual
freedoms to a sovereign (individual, state, institution) endorsed by the overriding
will (either majority or committee) of the people. Thus, any sovereign who seeks to
either rule without or overturn this general will (in a Kantian sense, the social con-
tract as general will) loses the civic republican legitimacy afforded to those states
operating within constitutional constraints (Pettit 2012). In other words, having lost
the general election, the electoral college, and more importantly the legitimizing
will of the people, any further ‘fake news’ attempts by Trump to retain his ‘law and
order’ sovereignty are illegitimate and should be met by a non-partisan reproach of
authoritarian demagoguery.

Conclusion

Within the context of a hyper-plural liberal-republican US media landscape, this
chapter has presented a Habermasian critique of the state as working in conjunction
with hyper-partisan rightist media to foment an authoritarian technic of US digital
nationalism. Specifically, this research has shown that elite politicians on the right
enlist the support of media outlets, who have abandoned democratic precepts of
‘truth-seeking journalistic integrity’ in favour of ‘success-oriented’ fake news
pseudo-journalism. Further, this joint quest for expedient political and economic
gains has undermined Kantian liberal First Amendment norms and values, support-
ing a Trumpian desire to delegitimize the fourth estate as a means to substitute criti-
cal political discourse in favour of a civic polity mired in a state of pathological
‘mass deception’.

Thus, I have argued that Trump’s use of the authoritarian technic of US digital
nationalism to propagandize his ‘fake news’ approach to the First Amendment has
enveloped the hyper-partisan right in a shroud of obsequious — ‘politically correct’
rhetoric which seeks to legitimize his claim of sovereignty based in a wholly author-
itarian civic republican notion of law and order. Finally, this research recommends
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that the Left adopt a unified discourse of reform which seeks to undergird long-
standing First Amendment principles (validity) within procedurally defined (factic-
ity) frameworks that will not so easily succumb to future instances of ‘fake news’
demagoguery. In other words, if immediate procedural steps are not taken (such as
adapting the UN General Comment into current US legal frameworks), the Right
will continue to utilize its bulwark of US digital nationalism to blaze a corrosive
Rousseauean civic republican path towards the precipitous erosion of both the First
Amendment and many other longstanding Kantian liberal norms and values
within the US.
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Chapter 7

A Project of Mourning: Attuning

to the Impact of ‘Anthropocentric-Noise
Disorder’ on Non-Human Kin

Victoria O’Sullivan

Introduction

Reports state the sound of the dog hitting the car woke neighbours up as it sounded like a
tyre explosion. They then found the dog lying dead on the ground with its blood staining the
bricks. (NZ Herald 2020)

During the pandemic, transparent, synthetic surfaces (windows, camera lenses, and
computer screens) provided the medium to marvel at animals ‘reclaiming’ exterior
spaces, but also to jettison them from interior ones. Shortly after the World Health
Organisation (WHO) declared a global health emergency in early February 2020,
rumours that cats and dogs can spread the virus began to circulate, resulting in
people throwing pets from apartment windows (NZ Herald 2020; Seven News
2020), dumping them on streets (Campbell 2020), and euthanising them at veteri-
nary clinics (Berry 2020). The rumour likely emerged due to a media outlet ‘tweak-
ing’ the words of a scientist who had appeared on a television network and then
posting the modified version on the social-media platform ‘Weibo’ (NZ Herald
2020). Instead of saying that cats and dogs who had been in contact with Covid-19-
positive patients should be quarantined, it was reported that they could spread the
virus. It is difficult to dignify the death of the subject of the newspaper excerpt
above (which another news-paper article identifies as a French Bulldog) with an
exact date of death as the articles reporting the event do not provide this level of
detail, only those of a more visceral nature concerning the event’s
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aftermath—details we wouldn’t be given if this were a human death—and that it
took place at 4 am (NZ Herald 2020; Seven News 2020).!

The pandemic has heralded into existence instances of non-human animals
becoming subjects of ‘fake news’. Examples come in the form of erroneous conclu-
sions they can spread the virus and viral micro-length videos that show them in the
throes of continually ‘reclaiming’ space (this is not to say that individual animals
are represented in a tautological mode of ‘continually’ reclaiming space; rather the
sheer quantity of these stories creates a repetition of this narrative). These examples
point to seemingly trivial, sometimes fleeting and insubstantial practices that in the
first example, at least, are capable of producing dire consequences for non-human
animals. This chapter thus attunes itself to mediated practices of information dis-
semination constitutive of ‘information disorder’, as they have emerged during the
pandemic and pertain to non-human animals. How do these practices manifest and
interact, and what ways of thinking and outcomes do they preclude and produce?

In attuning itself accordingly, this chapter considers the utility of an existing
framework to describe information disorder when non-human animals are the

"However, it would be unfair to attribute these violent events exclusively to the singular event
involving the ‘tweaking’ of information. A poster produced by the WHO, on how to ‘protect your-
self and others from getting sick’, which, according to a ‘reverse-image search’ website, first
appeared online on 20 January 2020 (not long before the French Bulldog was thrown from an
apartment window) potentially sends mixed messages concerning the epidemiological role of
companion animals in virus transmission, or at least leaves things wide open for interpretation. See
https://www.who.int/images/default-source/health-topics/coronavirus/2handwash.tmb-549v.
png?sfvrsn=cf9e¢093e_1c (accessed 20 January 2020). I have assumed that the poster is intended to
provide Covid-19 health advice, although it is not possible to definitively associate it with the
virus: unlike other WHO coronavirus-related posters, it does not include obvious phrases/words
like ‘“#coronavirus’, but the URL to retrieve the image includes this word (additionally, I happened
to stumble upon the poster in a public bathroom a month or so before New Zealand went into its
first lockdown, i.e., the poster appeared contemporaneously with the virus). Whilst hygiene infor-
mation contained in the poster is not ‘incorrect’ (it is indeed sensible to wash one’s hands after
handling animal waste to avoid getting sick, as advised in one bullet-point), if the poster intended
to provide Covid-19 health advice, then the brevity of information in this bullet-point, and the lack
of an obvious connection between the poster and the virus, might contribute to an ecology of infor-
mation practices that generates ambiguity and leads people to conclude that animals might spread
the virus. The events propelled by the event of information ‘tweaking’ prompted the WHO to
produce another poster for its suite of ‘myth-busting’ posters that aim to dispel myths concerning
how the virus can be contracted and treated. See https://www.who.int/images/default-source/
health-topics/coronavirus/myth-busters/mythbuster-1.png (accessed 20 January 2020). Thus, a
poster that aims to counter extreme violence towards non-human animals exists alongside ones
aiming to counter beliefs that adding hot peppers to meals and taking hot baths are viable treatment
methods. But other than this, the poster’s minimal information on the topic of non-human animals
and coronavirus, and quick shift to more generalised hygiene practices that humans should observe
when engaging with animals seems to provide an underwhelming response to the violence engen-
dered by beliefs that animals (in this instance, pets) might spread the virus. More thoughtful and
complex information exists on the Centre for Disease Control and Prevention (CDC) website,
which, amongst other topics, discusses how pets might be protected from the risks that humans
infected with coronavirus may present to them. See https://www.cdc.gov/coronavirus/2019-ncov/
daily-life-coping/pets.html (accessed 20 January 2020).
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subject. Wardle and Derakhshan (2017: 5) argue that the term ‘fake news’, which
has been co-opted by politicians to describe news coverage they find disagreeable
and wish to clamp down on, is ‘woefully inadequate to describe the complex phe-
nomenon of fake news’. They propose an alternative framework for examining
information disorder — one that the United Nations Educational, Scientific, and
Cultural Organisation has recently used in their policy brief, ‘Disinfodemic:
Deciphering Covid-19 Disinformation’ (UNESCO 2020). Wardle and Derakhshan’s
(2017) framework proposes three information types, no doubt familiar to readers,
constitutive of information disorder. Misinformation and disinformation involve
false information; however, the intent of the agent disseminating it differs: misinfor-
mation is shared without harm intended, contrary to the motivation behind the shar-
ing of disinformation. Malinformation, ‘genuine’ information that is shared to cause
damage ‘often by moving information designed to stay private into the public
sphere’, is the third (2017: 5). Wardle and Derakhshan’s (2017) conceptualisation
seems much about information’s ‘presence’, perhaps because it is easier to examine
the ‘truthfulness’ of information that appears to us in the ‘positive’ and attach its
appearance to agentic humans. I therefore argue that the model, which tends to be
applied to scrutinise information ecologies where human interests only are at stake,
is human-centric. As an analytical tool, its version of ‘truth’ seems to privilege a
reality that appears to us in the positive (as that which is identifiable, fathomable and
knowable), and information that demands our attention and response, not that which
is altogether missing, absent, and excluded.

In the context of the pandemic, identifying instances of mis- and dis-information
where non-human animals are the subject has been a ‘hit and miss’ affair that has
led me to a smattering of disparate, sometimes seemingly trifling practices and epi-
sodes, which are nonetheless capable of producing dire consequences for non-
human animals. Three instances I have identified include the previously mentioned
episode involving the ‘tweaking’ of information. In this instance, posters produced
by an organisation not typically associated with contributing to an information ecol-
ogy that generates uncertainty and ambiguity possibly interacted with this fleeting
moment of inaccuracy to produce unwarranted alarm. The second involves the viral,
sometimes ‘fake’, videos and images of animals ‘reclaiming’ space during lock-
down and the uplifting and amplification of this content by news agencies, resulting
in frequently articulated conclusions of ‘nature’s’ infinite and immediate capacity to
heal (Searle and Turnbull 2020; Taylor and Fraser 2020a).? The third instance is a

2 After having spent much time thinking about these visual artefacts, I have concluded that another
harm may be the thought that is produced via a combination of their sheer quantity, micro-length,
and representationalism. By ‘representationalism’, I mean that as a result of their abundance, the
video-clips repeatedly show non-human animals in the act of performing, and only performing, the
act which humans have assigned significance to. When watching, there is no need to wait for this
footage, as it is all we are presented with: everything in the footage is significant, nothing is insig-
nificant, and we do not have to attend (watch and wait) with patience. The experience of viewing
these videos might be a very different experience to that produced by viewing three other screen-
based visual artefacts that have emerged in the context of the pandemic, where the significant
‘moment’ is not immediately discernible. These artefacts are the data that is generated by small
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more singular event involving the re-purposing of a video supposedly showing the
removal of a ‘Chrysanthemum’ bat infestation from a rooftop in Wuhan (the species
of bat scientists believe from which the virus originated). The video, which was
uploaded to Facebook and went viral, may facilitate a reduced sense of human
responsibility for the evolution of the virus by suggesting that it is a result of (and
may be exacerbated by) ‘out-of-control’ nature (O’Sullivan 2020b). It was, in fact,
filmed by a roofing company in Florida, almost a decade ago, and shows the removal
of Mexican Fruit Bats—one of the other 1400 species of bat that are in existence
(Kaur 2020).

But what of information’s altogether omission: its absence? Concerning our-
selves with information’s absence might prompt us to think more carefully, and
therefore caringly, about more-than-human perspectives and experiences. Hence,
for example, it is not possible, or indeed relevant, to pinpoint precisely where and
when political leaders fail to acknowledge how the virus instantiates the prevailing
condition that is the exploitation of non-human animals because the failure to do so
is a persistent, distributed, and generalised condition, one that is not so much about
mis- or dis-information—a model that is premised on the truthfulness of informa-
tion that is presented to us in the positive, as much as it is about its altogether omis-
sion. I argue that mediated responses to the disappearance of Gulf Livestock 1
(GL1), a tragedy I will discuss shortly, provide another example where information
concerning the interests, experiences, and perspectives of the animal is omitted, and
like practices of mis- and dis-information, that the practices that produce this omis-
sion are also constitutive of untruthfulness.

Hence, the consequences of Covid-19 on non-human animals manifest in the
immediate present, in all their visceral materiality, but may also be diffuse and long
range in nature. The lack of public reflection, stimulated by political leaders and/or
the media, on the exploitative human-animal relationships involved in the virus’s
evolution may produce such longer-range consequences. Arguably, such invisibilsa-
tion renders links between everyday practices and a way of thinking that led to the
virus unable to be drawn so that when lockdowns began to be lifted, the symbolic
gesture signalling the ‘re-opening’ of the economy came to be the rush to fast-food
outlets and the eating of the flesh of another (Kirkness 2020). It is worth noting, too,
that whilst the pandemic has given rise to mediated practices of information dis-
semination that not only obfuscate but also produce animal trauma, it has also

cameras that have been attached to animals by scientists either before or during lockdowns (see the
‘Covid-19 bio-logging initiative’, https://www.bio-logging.net, accessed 20 January 2020); the
collection of 10-min length videos showing views through domestic windows, as recorded by
people in lockdown (see https://www.window-swap.com, accessed 20 January 2020); and the
long-take footage produced by an underwater camera that has been submerged in the depths of the
ocean (see https://www.abc.net.au/news/2020-05-06/rv-falkor-on-research-expedition-with-no-
scientists-on-board/12215962, accessed 20 January 2020). The viewing experience of these three
artefacts might be characterised by affects additional to the delight that people appeared to experi-
ence when viewing the videos of animals ‘reclaiming’ space. Other affects may include boredom
due to extended periods where nothing in particular happens—a result of the non-human nature of
the recording resulting in the camera training itself on apparently insignificant, mundane detail.
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created spaces for future ‘mechanisms of obscurity’ to materialise. Laws and poli-
cies, or ‘ag-gag’ bills (Bittman 2011), which threaten to ‘deepen, instead of loosen-
ing, humans’ grip on animals and the harmful ways we treat them’, have been
passed whilst the world has been distracted by anthropocentric concerns: the threat
to human health that the virus poses (Oliver 2020). The passing of ‘Bill 156, now
known as the ‘Security from Trespass and Protecting Food Safety Act 2020°, by the
Government of Ontario on 18 June 2020 will make it difficult for activists and jour-
nalists to reveal harms committed to animals and humans in the context of factory
farming. The Bill was passed to supposedly ‘protect Ontario’s farms and farm ani-
mals from trespassers’, including would-be whistle-blowers, and “protect contami-
nation’ of the food supply’ (Security from Trespass and Protecting Food Safety Act
2020). Therefore, the penning of a legal artefact will reinforce mediated omissions
of animal perspectives, facilitating information practices that are productive of non-
truthfulness, or truth’s incompleteness, as it pertains to them.

Since the animal appears to be the disappeared other of politics and media, rather
than exclusively use concepts like deceit, lies, and mis- and dis-information to
describe practices of information dissemination where the animal is already absent
and excluded (indeed, was likely never there in the first place), I am interested in
patterns of omission that obscure the interests of animals and obfuscate their
trauma—rendering it unintelligible. The concepts I am interested in are omission,
obscuration, obfuscation, and eschewal—concepts that describe the outcomes of
whatI term a type of ‘anthropocentric-noise disorder’. As a concept, anthropocentric-
noise disorder draws attention to the fact that the privileging of human interests in
our visual and auditory practices of information dissemination is also constitutive of
an information disorder. The concept also quite obviously re-inscribes humans—
subjects that are otherwise absent in terms like ‘information disorder’ (Wardle and
Derakhshan 2017), ‘disinfodemic’, ‘viral disinformation’ (UNESCO 2020), and
‘massive infodemic’ (WHO 2020)—as being responsible for the cultivation of this
disorder.

Following a line of thought offered by fake news discourse (and the word ‘truth’,
a word that represents the antithesis of fake news, and is readily associated with
transparency and thus visuality), humans’ ‘synthetic encounters’ with non-human
animals ‘reclaiming’ space during lockdowns (i.e., through windows, screens or
camera lenses), and the disappearance of GL1 during Typhoon Maysak, a tragedy
that took place during the pandemic, these words are sensorially, atmospherically,
visually, and materially inflected. For instance, the word ‘obfuscate’ has a Latin
derivation: ‘ob’ means ‘in front of, before’, and ‘fuscare’ means ‘to make dark’.
Fuscare comes from ‘fuscus’, meaning ‘dark’, which is related to the word ‘dusk’—
a liminal spacetime, which condenses transitions to do with light, temperature,
sound, smell, and any other sense that may be intelligible to animals, but perhaps
not to humans, into comparatively shorter, more accelerated chunks of time than
that comprising day and night. Dawn and dusk happen to be time intervals when
many species become active. We were reminded of this during the pandemic when
we sensed the heightened presence of other animals, reporting an intensification of
bird song, for instance. However, like the fish in the Venetian canals that people also
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reported noticing during lockdown, which were there all along, only invisible due to
the level of visual and sonic ‘noise’ in the water (as created by boat engines making
the water murky, and likely sonically inhospitable), the bird song may have been
present all along, albeit—like the animal perspectives discussed in this chapter—
channelled out and obscured by anthropocentric noise. To attend to the outcomes of
anthropocentric-noise disorder (as something that makes its presence felt visually
and sonically, materially, and discursively), I have therefore drawn on a list of words
that come via non-human phenomena, such as light and water, and in the instance
of ‘obfuscation’, via human encounters with non-human animals during the pan-
demic. In doing so, a sort of ‘right of reply’ to be taken up by animals emerges—one
that manifests endogenous to the context of the production of a visual archive of
animals allegedly reclaiming space.

I now wish to orient this introduction to the specific context that this chapter is
focused on—the mediated eschewal of information pertaining to the disappearance
of GL1. Beirne (2014: 49) argues that slaughterhouses have ‘become all but invisi-
ble, tending to be built far from human populations, at sites that are both unseen and
unknown’. However, this movement towards the invisible is also true of sites and
spacetime zones of animal exploitation that are more liminal, less-anchored, than
that represented by the ‘bricks and mortar’ of the slaughterhouse. The terrestrial
transportation of farmed animals kept in holding pens until a suspension on live-
export is lifted, to the port where a vessel waiting to be loaded with the animals is
moored, is an apt expression of the space-time-site liminality of the live-export
trade and its movement towards the invisible. In November 2020, this terrestrial,
soon-to-be-oceanic transportation, took place ‘under cover of darkness’, when the
‘Ocean Drover’ (the world’s largest ‘livestock’ vessel) was loaded with animals
before departing from ‘PrimePort Timaru’ (Timaru Port) in Aotearoa New Zealand
(Taunton 2020). This event, which was New Zealand’s second live-export shipment
after the GL1 tragedy, exists outside of the archive; outside of time: the ship’s visit
is not recorded on a schedule published on the port’s website, where the arrival and
departure times of other ships are included, nor is the visit of another livestock ves-
sel, the ‘Ocean Swagman’, which arrived in the same port, 4 days later. The port
allows ‘customers’ (whoever they are: they are not easy to identify) who do not
want ‘their movements to be on a shipping website’ to be left off the schedule (see
Mohanlall 2019). But in the context of live-export, omissions from shipping sched-
ules instantiate just one way in which the animal is omitted (from the archive and
our knowledge producing practices).® In the section that follows, I look further at
how information practices relating to live-export, and to the GL1 tragedy, in particu-
lar, render the animal invisible and, that which concerns them, omitted.

3 Strategies of ‘synthetic activism’, undertaken to produce and populate a different archive, coex-
isted with the act of writing this chapter. These strategies involved tracking livestock vessels’
movements via an app that tracks ships via satellite and articulating propositions for possibly
impossible artworks. I locate one such proposition literally in the margins, in the footnotes of this
chapter (see f/n 11).
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Gulf Livestock 1 and the Informatic Eschewal of Non-Human
Animal Trauma

In the future, most products, including plants and domestic animals, will probably be
tagged with microchips which will supply, in real time, information as to their state (the
wear and tear of materials, the maturing of plants, the health of animals, the obsolescence
of foodstuffs and medicines), their localisation (Global Positioning System (GPS) or satel-
lite surveillance devices) and movements (tagging of migrating birds, traceability of prod-
ucts, etc.). We sense, here, the danger that such a mechanism might be applied increasingly
to human beings, a development which could, in parallel with the rise of security systems,
open a new chapter: that of global surveillance systems. (UNESCO 2005: 48)

We saw that money was no concern if it meant that experts could locate the missing
Malaysian flight [MH370]; this is sold as a humanitarian concern, but one that is never
extended to melting icebergs or collapsing ecosystems. (Turpin in Franke and Turpin
2015: 150)

At the intersection of science, technology, nature, and now zoonoses and pandemic,
our capitalist condition refuses nature the ‘right to opacity’ that poet and philoso-
pher Edouard Glissant argues that on behalf of everyone, we must clamour for
(Glissant 1997: 194). Instead, we demand nature’s complete visibility, knowability,
and availability. Blas uses the term ‘informatic opacity’ to refer to aesthetic strate-
gies that resist global surveillance, capture technologies and biometric profiling,
and argues that Glissant’s demand for opacity ‘refuses a logic of total transparency
and rationality, disrupting the transformation of subjects into categorisable objects
of Western knowledge’ (Blas 2018: 198). For Glissant, ‘opacity is an unknowabil-
ity—and, hence, a poetics.... [which] must be defended in order for any radically
democratic project to succeed,’; it is also ‘fundamentally aesthetic’ (Blas 2016:
149-150).

I do not need to look far to identify some of the ways in which we attempt to deny
nature the right to opacity; in fact, I only need to refer to textual sources endogenous
to the research event that is the writing of this chapter. One of these sources happens
to be UNESCO’s policy brief: ‘Disinfodemic: Deciphering Covid-19
Disinformation’, which warns us that the ‘disinfodemic’, with its turn away from
‘verifiable, reliable information, such as that produced in science and professional
journalism’, poses a threat to the formation of ‘knowledge societies’ (2020: 3).
Knowledge societies is a concept referred to by UNESCO (2005), and some of the
future (now current?) ways society might deny animals the right to opacity, in the
context of a knowledge society, is pointed to in a paragraph of this ‘survey’ type
publication (see quote above). Although UNESCO (2005: 48) cautions us on the
risks posed by surveillance technology, asking ‘are our societies going to be societ-
ies of technological surveillance? In the name of openness and the free circulation
of information and knowledge, should knowledge societies always lead to confu-
sion between knowledge for all and knowledge on all? Is there not a right not to
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know?’, the potential incursion of such technology into animal bodies is not simi-
larly troubled.*

Though UNESCO (2005) refers to a future that could be today, we can also look
to a more actualised present for examples of how we endeavour to deny nature the
right to opacity (the right to hide from our gaze and resist our desire to extract
knowledge). In the context of the pandemic, two very different examples come to
mind. In the first, ocean floor mapping continues unabated, even with coronavirus
restrictions in place. In May 2020, the Schmidt Ocean Institute research vessel,
‘Falkor’, surveyed the depths of the Queensland Plateau in the remote Coral Sea
Marine Park, with only crew and technicians on board (typically there might also be
10-15 scientists). On this month-long expedition, SuBastian, a camera-equipped
remotely operated vehicle (ROV), recorded hours of seafloor footage. This footage,
which included overlays of commentary from scientists at home across Australia,
was live-streamed via YouTube (Shorey and Kim 2020). It is plausible to argue that
the mapping of the ocean floor and other areas imperilled by human activity may
provide a baseline from which to compare future deterioration. Additionally, Troon
(2020) argues that the type of long-take footage produced by underwater cameras
may provoke an ethic of attentiveness and care, fostering attunement to ecological
degradation. I agree with both of these arguments, but perhaps we also need to con-
sider the intersubject (human-nature) ethics involved during the actual recording of
the footage, as well as the absurdity that is the contrast between what is possible to
technologically perform in one context, but impossible to perform, or even consider
performing, in another (such as in the search for GL1).

In the second example, an aquarium in Tokyo asked people to FaceTime their
‘lonely’ spotted garden eels who were supposedly missing humans so much during
lockdown that they became ‘shy’, burying under the sand when staff walked by
(Elliot 2020). The fact that a brief respite from the human-gaze may have prompted
the eels to realise just how over-exposed they are to it—installed as they are in a
small tank that provides humans 360° views of them, whilst listening to hotel-lobby
style music—was not considered (O’Sullivan 2020a).

If we were to ‘image’ humans’ relationship to animals according to a visual-
register, on the one hand, we demand non-opacity, or absolute visibility, when we
wish to extract from nature, or know nature absolutely. On the other hand, however,
we are content with opacity at the point of finitude (death), when no more needs to
be known, or can be extracted—and recent debates about cameras onboard fishing

*If the future outlined by UNESCO (2005) is representative of the ‘knowledge society’ (a concept
summoned back into existence by UNESCO [2020]), the creation of which is threatened by the
existence of the disinfodemic, might such a society be so desirable given that incursions into ani-
mal bodies to facilitate knowledge production represents the type of extractivist thinking that has
brought us to this moment in the Anthropocene, and to the immediate pandemic situation we find
ourselves occupying? Or, might UNESCO’s commitment to iconic discursive-concepts like the
‘knowledge society’ need to be re-thought? This question is all the more pertinent given that
UNESCO is an educational organisation that creates environmental education (EE) policy, such as
education for sustainable development (ESD), the discourse of which often espouses an interest in
more ethical human-environment relationships.
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vessels drift into this terrain (Manch 2020). Perhaps the disappearance of Gulf
Livestock 1(GL1), described as ‘one of the greatest maritime disasters of recent
years’, also drifts into this terrain (Buitendijk 2020).> The ship left port on 14
August, during the country’s second lockdown, when only local people could travel
to the port to protest or ‘bear witness’ to the existence of otherwise invisible lives
and the trauma such lives experience.® It was scheduled to arrive in the Port of
Jingtang, Tangshan, China, on 3 September, but disappeared one-hundred nautical
miles west of Amami Oshima Island, southwest J apan, the day prior, almost three
weeks after leaving New Zealand. Onboard were 43 crew (39 Filipinos, two New
Zealanders, and two Australians) and 5867 cows, a figure that is often ‘rounded-up’
to 5800 (cf ODT 2020). Search and rescue attempts were called off after § days. Just
5 days after GL1 commenced its ill-fated journey, another livestock vessel, the
‘Yangtze Harmony’, left Port Taranaki (New Zealand) carrying 5400 cows, whilst
the ‘Dareen’ left Napier Port (New Zealand) 11 days later, carrying 7300 cows.
Our acceptance, indeed cultivation, of opacity at the point of finitude comes into
sharp relief when I try to imagine what inevitably ends up impossible: the conjuring
of the chaos taking place, likely in the dark (the ship sent a distress signal at 1.40 am
Japan Standard Time), as Typhoon Maysak bore down on GL1, somewhere in the
Northwestern Pacific Ocean. There exists scant visual or other sensorial record of
the event to help do this: an Internet image search yields few images, and just one
of the animal toll exacted (an image of a dead cow floating in the water).” But surely
more than one of the 5867 bodies would have drifted into the path of search and
rescue teams and their cameras? What has prevented other images from finding their
way online? The image of a cow, images of the orange canopy of a life-raft, and a
short video that begins with the arresting footage of the night-time rescue of Eduardo

SThe struck-out words are GL1’s previous names before it became a livestock vessel. The names
are written in this way to draw attention to conjecture surrounding the sea-worthiness of livestock
vessels that were originally built as container ships, and often for short rather than deep-sea routes
(Kevany 2020). It is also to draw attention to the apparent ease at which ships with previous func-
tions are re-commissioned as live-export ships. Like the screen-shots included in this chapter
(Fig. 7.1), which record moments in journeys made by livestock vessels, the struck-out text is an
expression of an aesthetic the logic of which is to work backwards. This aesthetic enacts a response-
ability to the past in that it resists animal trauma being overwritten and rendered invisible.
®Bearing witness may involve documenting conditions, providing water to de-hydrated animals,
talking to and touching animals in a bid to offer comfort, and protesting with placards. In New
Zealand, it is a nascent mode of protest / way to ‘attend’ to others (see https://www.rnz.co.nz/
national/programmes/saturday/audio/2018777910/the-singing-vegan-animal-welfare-activist-
sandra-kyle, accessed 20 January 2020). However, witnessing is more established elsewhere (see
Scott-Reid [2020] and www.thesavemovement.org, accessed 20 January 2020).

"See https://www.nytimes.com/2020/09/04/world/asia/cattle-ship-capsized.html (accessed 20
January 2020). Although I have only been able to retrieve one image from the Internet of the ani-
mal toll exacted, photographs of cows on board the ship in 2019 can be seen here: https://www.
flickr.com/photos/136647212 @N08/albums/72157715834521802 (accessed 20 January 2020).


https://www.rnz.co.nz/national/programmes/saturday/audio/2018777910/the-singing-vegan-animal-welfare-activist-sandra-kyle
https://www.rnz.co.nz/national/programmes/saturday/audio/2018777910/the-singing-vegan-animal-welfare-activist-sandra-kyle
https://www.rnz.co.nz/national/programmes/saturday/audio/2018777910/the-singing-vegan-animal-welfare-activist-sandra-kyle
http://www.thesavemovement.org
https://www.nytimes.com/2020/09/04/world/asia/cattle-ship-capsized.html
https://www.flickr.com/photos/136647212@N08/albums/72157715834521802
https://www.flickr.com/photos/136647212@N08/albums/72157715834521802
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Sareno, the ship’s chief officer, are about the sum of what I can locate online.® The
video includes fragments of conversation between Sareno and the rescuers, all of
whom wear masks to protect each other from the virus. From the viewer’s point of
view (and perhaps that of Sareno and rescuers), the conversation competes with the
engine’s racket, giving a feel for what it must be like for animals on board a ship, so
far removed from earth and soil.

Contrary to Blas’s concerns regarding the deployment of surveillance technol-
ogy to marginalise human others, of the all-knowing nature of technology, and
UNESCO’s (2005) forecasting of how future technology may be used to track the
health, localisation, and movements of animals, in this instance, technology fails to
see, or perhaps even endeavour to see, the animal (to find the lost ship and document
and archive lost animal lives). Curiously, ‘alt-text’ frequently does not see the ani-
mal either, or at least, not when they are spent; when there is nothing left to be
extracted.’ Or perhaps it does see animals but does so as inadequately as my attempt
to imagine the chaos of the event: the description alt-text provides for the lone cow
is ‘a picture containing water, mammal, outdoor, blue’.

Prompted by the inadequacy of the existing visual archive documenting the loss
of GL1, which would otherwise help imagine the event that took place, indeed to
mark it as an event that took place, 1 purchase ‘Marine Tracker’, a $5.00 app that
tracks ships via satellite. I buy the app as I want to find out what kind of visual
information, if any, such an app can produce of a vessel that has vanished. However,
since the live-export of 5867 cows only came to my attention after the ship carrying
them vanished, on now learning that another vessel, the ‘Yangtze Fortune’, is about
to leave Portland, Australia, to pick-up a shipment of cows from Napier Port (the
first after a brief suspension, imposed by the New Zealand government after the loss
of GL1, has been lifted), I realise I need to attend much more closely to the ethical
problem that is live-export.!® I therefore also purchase the app to track the Yangtze
Fortune as it heads to New Zealand and once it is ‘loaded’ and on its way to the next

8See https://www.nytimes.com/2020/09/04/world/asia/cattle-ship-capsized.html (accessed 20
January 2020).

° Alt text is written copy that serves three purposes. It appears in place of an image on a website, in
case the image does not load, allows search engines to crawl and rank websites when Internet users
search for content, and helps screen-reading tools to describe images to readers with visual impair-
ment (although perhaps not especially well).

19Tn fact, the ethical problem of live-export was only dimly present in my mind prior to the disap-
pearance of GL1, hence also the exportation of live animals on the Yangtze Harmony, as well as the
Dareen, just days after GL1 left New Zealand, also went under my radar. But whilst tracking the
movement of the Yangtze Fortune, I became aware that another two ships were ploughing their way
to New Zealand: the ‘Ocean Drover’ and ‘Ocean Swagman’. That I only become aware of this
whilst the ships were already in transit, and via an email from the organisation Save Animals from
Exploitation (SAFE), requesting supporter action, is suggestive of a certain level of concealment
of live-export practices in Aotearoa. As mentioned in the introduction, the visits by these two boats
were not listed on PrimePort Timaru’s website, something that Appelbe argues is representative of
a more recent development in the country’s practice of live-export (see Mohanlall 2019). On
another note, the name ‘Ocean Drover’ says much about the industry’s claim to farmed animal
bodies; that the meat-industrial complex must forge ahead; must not be interrupted by something
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port. This ‘tracking’ is a type of micro/virtual protest, or mode of bearing witness,
which involves virtually following a livestock vessel, as protesters sometimes do
when following a truck. However, it is also a way to mourn GL1’s disappearance,
via a type of equivalency. To resist the invisibility of practices concerning the
animal-industrial complex (as instantiated by the inadequacy of the image-archive
documenting the animal toll exacted by the disappearance of GL1), I record this
tracking via screenshots (see Fig. 7.1)."!

However, mourning via an app-assisted imaging/imagining of GL1’s disappear-
ance is rendered difficult because the slower speed of ships, as compared to planes,
means that the app represents movement in a way that is less visually dynamic than
that offered by equivalent ‘flight radar’ apps, thus thwarting my attempt to follow
the vessels. On the app, each ship is represented by an arrow-type shape, whose
progress through the water is only discernible when the user looks away from the
screen and back again (if the fragmentary nature of everyday life does not make it
challenging to remember to do so). In this sense, the app facilitates our ‘turn away’
from the event, instantiating the ‘unprecedented looking away’ that Haraway argues
is the optic characteristic of our time:

What is it to surrender the capacity to think? These times called the Anthropocene are times
of multispecies, including human, urgency: of great mass death and extinction; of onrush-
ing disasters, whose unpredictable specificities are foolishly taken as unknowability itself;
of refusing to know and to cultivate the capacity of response-ability; of refusing to be pres-
ent in and to onrushing catastrophe in time; of unprecedented looking away. (Haraway
2016: 35)

Despite the sophistication of maritime technology, which enables an ROV to map
the ocean floor’s depths during a pandemic, we have no trace of GL1 and are clue-
less about what happened to it. Whilst this is also true of the disappearance of
Malaysian Airways flight MH370, on 8 March 2014, after it is believed to have

as alien to them as the ocean (drover is an Australian settler term for a person who moves animals
over long distances, usually for ‘market’).

"“HEAP’, the title of a possibly impossible artwork herewith proposed, seeks to engage an aes-
thetic, ethic, and politic concerned with opacity, transparency, and light. A laser-cutting machine
will be commissioned to write hashtags such as #bringthemhome, #findmymate, #alleyesonNZ,
and #banliveexportNZ onto 5867 ‘ear-tags’ (which will be re-cycled from cows that once had them
pinned to their ears). The tags will then be assembled into a heap, and an industrial-strength torch
will continually pass over it to project shadows of the jumbled-up phrases. Ideally, the ocean area
where GL1 is thought to have sunk would ‘host’ the projection (the heap would therefore likely
need to be smuggled onto a ship). This proposition will find its realisation when/if ship tracking
apps have evolved to the extent that they can capture the kind of visual and temporally-specific
information that the projection of these scattered phrases would represent. The artwork thus imag-
ines entering into the data system of ship-tracking apps but generating an altogether different kind
of information. The realisation of this artwork would also rely on torches being powerful enough
and atmospheric conditions sufficiently conducive to allow at least some phrases, or even letters,
to be visible on the water. Less ambitious — perhaps more realisable — would be the projection
of the phrases (in the real or via pre-filmed footage) onto public and private surfaces. Such surfaces
could include livestock vessels docked in New Zealand ports and buildings like ‘Pastoral House’
(the headquarters of New Zealand’s Ministry for Primary Industries).
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= Yangtze Fortune (LR)
; : NAPIER NZ 3.2 kn, 1'ago 0 9

5 = Yangtze Fortune (LR) o 0
B Dest: PORTLAND AU Okn, 2" ago

Sy

Yangtze Fortune (LR)
Dest.: NAPIER NZ 136 kn, 0" ago

= Yangtze Fortune (LR) 0 @
Dest.: NAPIER NZ 154 kn, 43" ago

Fig. 7.1 The locations of the ‘Yangtze Fortune’, as it makes its way from Portland, Australia, to
Napier Port, New Zealand, between 31 October 2020 and 6 November 2020, according to the app
‘Marine Tracker’. Screenshots: Victoria O’Sullivan
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crashed into the Southern Indian Ocean, efforts mobilised to locate each craft regis-
ter as strikingly different. Bremner (2015) describes the search, one that Cetina
(2009: 65) might characterise as unfolding as a ‘synthetic situation’ that ‘invariably
includes and may, in fact, be entirely constituted by, onscreen projections’, accord-
ingly: ‘Looking for plane debris in the ocean began in outer space. It mobilised a
vast array of satellites, floats, drifting buoys, data collection systems on ships, com-
puter screens, imaging techniques, UN agencies and protocols, national agencies,
and private companies’ (Bremner 2015: 201).

According to Bremner, the search thus manifested as a ‘distant and invisible
operation made situationally present around the globe through an extended senso-
rium of remote-sensing and screen-based technologies’ (2015: 199). However, the
data produced by this scopic system ‘did not merely presence the search’, rather like
the accumulative and exponential nature of social media ‘dissemination structures’
such as ‘likes’, ‘shares’, and ‘re-tweets’ (Emmelheinz 2015: 136), it ‘propelled ...
[the search] forward’, giving it momentum (2015: 199). The argument is made tan-
gible by Bremner’s description of how amateur data analysts assisted the search:

DigitalGlobe, the commercial US satellite operator, expanded its Tomnod crowdsourcing
platform to engage the public in the search for the missing plane. Satellite imagery of the
ocean’s surface was uploaded to the Tomnod site; alerted on Facebook when new imagery
was available, amateur data analysts were able to view it and tag potential signs of wreck-
age by dropping a pin onto a satellite map. A crowd-rank algorithm then identified overlaps
in tagged locations before they were investigated by DigitalGlobe analysts. (Bremner
2015:202)

According to Turpin, ‘we have to wonder about the mental collateral damage’, or
‘psychotechnical vulnerability’, that instances like the disappearance of MH370
produce (Turpin in Franke and Turpin 2015: 150). This vulnerability is a product of
the fact that a plane, which is so ‘carefully monitored and tracked’, can go missing
and is exacerbated by sophisticated technological systems’ failure to locate it when
it does. However, psychotechnical vulnerability is a pathology unlikely to emerge in
the context of the search for GL1, which has unfolded seemingly outside of the
scopic tracking-systems MH370 was/is enveloped within. Perhaps this is also true
of the ship’s actual disappearance (not just the search for it) depending on how
closely livestock-vessels are monitored compared to commercial aircraft.

Whilst our lack of knowledge about what happened to MH370 and our inability
to locate the aircraft is profoundly disturbing, it seems we are significantly less
perturbed by the ship’s disappearance and our cluelessness concerning what hap-
pened to it.'? Like the single image of the animal toll exacted, the level of media
attention to this tragedy has been underwhelming. According to Weekes (2020),
disasters like the sinking of GL1 are a ‘common but almost unreported occurrence
worldwide’. Such ships, sometimes crewed by people paid as little as 90 cents per
hour, ‘disappear without the world paying much attention’ (2020). Their

12Suffice to say that the loss of MH370 is profoundly disturbing for reasons greater than the fact
that the search-mission ‘undermines the aesthetic of a controlled system’, and our confidence in
systems we assume are failure-proof (Turpin in Franke and Turpin 2015: 15).
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disappearance results in the deaths of ‘inappropriate/d others’ (Haraway 1992;
Minh-ha 1986). Such deaths often go unnoticed; instead, they are ‘de-individualised
as a mass death which is understood as collateral damage in the service of “higher”
purposes such as profit, progress, colonisation, civilisation, scientific breakthrough,
ideological purity, neoliberal mass consumption etc.” (Radomska, Mehrabi, and
Lykke 2020: 93). Perhaps we could add maintenance of the ‘animal-industrial com-
plex’ to this list (Noske 1989; Twine 2012).

I sensed this lack of attention on social media, too: on Twitter, amid partisan
debates concerning quarantining and mask-wearing, and the intersection of these
debates with seemingly ever-increasing waves of Covid-19 mis- or dis-information,
this multispecies tragedy, and its impact on humans, terrestrial, and marine animals,
seemed to receive little attention and therefore generate little visibility (or vice
versa). This lack of visibility is obviously problematic given that under regimes of
‘communicative capitalism’, it is how images and signs accumulate value and/or
power (Emmelheinz 2015). Scrolling down to the first time that #GulfLivestock]1 is
used, after entering this hashtag into the search bar, does not take long (this hashtag
is the one most obviously connected to the event, at least in the English-speaking
world). A tweet including it was first posted on 19 September, more than 2 weeks
after the ship disappeared. Other tweets that include the hashtag, mainly posted by
friends and family of lost crew undertaking individualised search missions by scan-
ning ocean satellite imagery, conjoin people to support efforts to crowdsource the
costs of more official ones, but garner little attention, attracting few ‘likes’ and
‘retweets’. These ‘do-it-yourself’ style missions are obviously very different to the
social-media facilitated ones, undertaken in the search for MH370.

However, the phenomenon that is the eclipsing of the GL1 tragedy by waves of
tweets relating to Covid-19 crept up on me, and I failed to take ‘field notes’ of a
phenomenon that unfolded before I entirely registered its significance (such as
recording what other #tags were popular/trending at the time). Social-media users’
actions—their use of ‘dissemination structures’, or engagement with a Tweet sim-
ply by clicking on it—yield ‘data’ that has spawned an industry that sells it at a cost
that is prohibitive to individual researchers and seems tailored to businesses that
want to identify ‘influencers’ to help sell their products. Additionally, data more
than 30 days old is apparently not retrievable (a bit like surveillance-camera data, or
the ocean, which both ‘overwrite’ data/information unless it is ‘reviewed’
promptly)."* T must remember to heed the advice given by Rutz et al., to scientists
wanting to investigate how animals have responded to ‘anthropause’ (micro-pockets
of Covid-19-induced human immobility) and take field-notes:

We are confident that researchers will be keen to resume fieldwork, but recommend they
take a few extra steps. First, we suggest they keep detailed records of official restrictions on
(and where possible, observed changes in) human mobility in their study areas, as this
information may be difficult to reconstruct after the fact. (Rutz et al. 2020: 158)

3However, one social-media data retrieval website that I consulted teased that data older than
30 days ‘might’ be retrievable, but it would only be possible to know on subscription to their
service.
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Writ large in fake news discourse are words that assume its antithesis, like ‘truth’.
But when did the media, or at least mainstream media, ever truthfully and compre-
hensively represent the concerns and perspectives of non-human animals? Hence,
not specifically related to the mediated obfuscation of animal trauma during the
pandemic, the Centre for Animal Ethics at the Universitat Pompeu Fabra recently
published their ‘Guidelines Towards an Ethical News Coverage of Non-Human
Animals’ (UPF-CAE 2020), aimed at journalists. A goal of the Guidelines is to:

Unveil the speciesist power relations that legitimate the relationships of oppression imposed
on other species due to the supposed superiority of the human species, which are structur-
ally analogous to the oppressions we are already fighting against (sexism, racism, classism,
homophobia, cultural discrimination, ableism, etc.). (UPF-CAE 2020: 4)

However, fake news discourse does gift the possibility to think optically and visu-
ally. Therefore, this chapter’s aesthetic, ethic, and politic affirms animals’ ‘right to
opacity’ (as subjects), simultaneous to their right to ‘informatic visibility’. This
does not mean that they should be subject to the gaze of technologies of a biometric
kind but that they should be subjects of media and political concern.

Conclusion

Our minds are still racing back and forth, longing for a return to ‘normality,” trying to stitch
our future to our past and refusing to acknowledge the rupture. But the rupture exists. And
in the midst of this terrible despair, it offers us a chance to rethink the doomsday machine
we have built for ourselves. (Roy 2020)

Many, including Roy (2020) and Latour (2020), have asked how we might live dif-
ferently come the end of the pandemic. Taylor and Fraser (2020b) have pondered
this question hoping that we may develop a heightened sensitivity to our impact on
other animals. If we imagine the animal-industrial complex as a component of the
‘doomsday machine’ (or even conflated the two), then one expression of this
‘refusal’ to acknowledge the rupture would be the rush to eat the flesh of another (a
burger) after lockdowns began to be lifted. It is a phenomenon expressive of how the
exploitation of animals and capitalism are linked if ever there was one. Perhaps the
‘rupture’ that the pandemic has brought into existence asks us to rethink the dooms-
day machine (or animal-industrial complex) and all other modes and sites of animal
exploitation. But information practices constitutive of a type of ‘anthropocentric
noise disorder’, which privileges humans’ interests, renders the trauma of other
animals invisible.

This chapter has explored some of the ways in which this disorder has mani-
fested during the pandemic, as well as some ways to intervene. The practices that
are constitutive of the disorder involve moments of misinformation that present
themselves to us in the positive, but the condition that is the mediated omission,
obscuration, obfuscation, and eschewal of the interests, perspectives, and
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experiences of non-human animals, as I have endeavoured to argue comes into play
most notably in the instance of GL1, also contributes to untruthful information
ecologies.
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Chapter 8

Someone Is Wrong on the Internet:

Is There an Obligation to Correct False
and Oppressive Speech on Social Media?

Jennifer Saul

Introduction

The experience is not an uncommon one: over your morning coffee, you open up
Facebook and find a friend of yours discussing someone else’s false and offensive
post and urging all right-minded people to go and comment on it. Alternatively,
perhaps you read a false and offensive tweet from an acquaintance from high school,
or even from someone close to you. You feel appalled and you feel a pressing
obligation to say something, not to just let it sit.

Perhaps at this point you pause for a moment wondering what to do. And here the
story gets a little more fanciful. If you are a philosopher (or interested in philosophy),
you might turn to what philosophers have said about responding to false and hateful
speech. You will find some arguments that may make you feel an urgent need to
respond, reinforcing what your friends are saying, or what you are already feeling.
For example, you will see arguments from Rae Langton on the importance of what
she calls ‘blocking’ oppressive speech, which include powerful statements like this:
‘Hearers and bystanders who do not block will sometimes, through that omission,
make a speech act more evil, whether they mean to or no.” (Langton 2018: 161) You
are likely to be deeply concerned by Ishani Maitra’s (2012) argument that not
objecting can confer authority on an utterer of hateful speech. Sandy Goldberg
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(2020a) will tell you that there is a default entitlement to take silence as acceptance,
and you will worry about what it means if you do not speak up. You will also find
Casey Rebecca Johnson (2018) arguing that there is an epistemic obligation to voice
disagreement. All this may make you feel, all the more pressingly, that you need to
throw yourself into those threads and speak your mind.

And yet, there is also another strand of thought. These authors acknowledge
some serious problems that one may encounter in trying to speak up. And many
others also discuss these problems, some giving them even more weight (Lepoutre
2019; McGowan 2012, 2018). Counterspeech may fail or even backfire. It may not
be safe to speak up in a particular context, or for members of a particular group.
Indeed, it may be that the structural injustices present in society make any claim of
a duty to speak up a piece of ideal theory (Lackey 2018).

At this point, you might feel very uncertain what to do. You might think, perhaps
with some reason, that philosophers may not have been the best people to consult on
this matter. But one interesting fact is that these discussions have been built almost
exclusively around a model of speech acts taking place in face-to-face conversations.
In this paper my plan is to begin from the work of philosophers on counterspeech in
general, but then turn to the particular issues posed by social media. I will discuss
the special problems presented by social media, but also some interesting approaches
to false and offensive speech that social media makes possible. In the end, I will
offer some advice to the fictional you who is appalled by what you see on social
media, but (as usual for philosophy papers) it will not be as detailed and concrete as
you might like.

Why You Might Feel You Should Speak Up

Speech Act Strand

There is a substantial speech act tradition in social and political philosophy, which
forcefully presses the point that speech acts can dramatically alter what is
permissible, making racism and sexism more acceptable. The focus here is
particularly on unchallenged speech acts, which can have the effects that they do
precisely because they are not challenged. It is not hard to see how this focus could
make one feel the pressing necessity of challenging. (Importantly, as we will see,
these authors do acknowledge and grapple with difficulties for such challenges.)
Mary Kate McGowan (2012, 2018) is focused on the ease with which facts about
what is permissible can be changed, especially with regard to racism and sexism.
She argues that the ease with which permissibility facts change more generally
leads to an overly smooth facilitation of racism and sexism. Any utterance, for
McGowan, changes some permissibility facts simply by virtue of changing the state
of the conversation. If I say, ‘hang on, my kitten is chewing the power cord’, it
becomes permissible to assume that I have a kitten and impermissible to ask if I
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have any pets—as long as nobody follows up with, ‘hey, you don’t have Kittens,
what are you talking about?’. That much is unremarkable. But McGowan argues
that the same sort of thing happens with racist utterances. If someone in a conversa-
tion makes a racist utterance and nobody objects, then racism (or at least racist
utterances) becomes permissible in that conversation. For this reason, objecting
becomes paramount. There are very high costs allowing a racist utterance to go
unchallenged, because not challenging it allows the permissibility facts to change
and make racism permissible for the conversational context and even beyond.
McGowan extends this approach to oppressive speech and oppression more gener-
ally, building a compelling picture of how unchallenged speech acts can have seri-
ous oppressive effects. As we will see, however, McGowan does also raise concerns
about the difficulty of such challenges.

Ishani Maitra (2012) directs our attention to the way that speakers may come to
be vested with authority simply by other speakers not questioning linguistic moves
that are made. So, for example, consider a case in which someone is racially abusive
on a subway car, and nobody challenges them. The speaker, in her example, aims to
rank his target as inferior, and this is licensed by the silence of the other passengers,
who thereby give him the authority for this ranking (Maitra 2012: 115). It is crucial
to Maitra’s picture that this happens even if the other passengers are quite uncom-
fortable with what is taking place: ‘Even if the hate speaker’s fellow passengers
have strong reservations about what he says to the woman he targets, as long as they
fail to speak up, the speaker can end up with authority.” (Maitra 2012: 116)

Rae Langton’s (2018) recent work has been on ‘back door speech acts’, which
smuggle in assumptions in ways that may go unnoticed by participants.
Presuppositions are a key example of an ordinary way that this happens—if I say,
‘he is from Michigan but doesn’t like Trump’, my interlocutors may take on the
assumption that a Michigander who dislikes Trump somehow defies expectations.
And they may do this without even realizing that this is what they are doing. This
can be easily stopped, though, by pulling out the assumption and criticizing it:
‘Hey! Actually more than half of Michigan voters were opposed to Trump in 2016,
and he only won the state due to third-party voting. And Biden won in 2020!’

More perniciously, racist and sexist background assumptions can be smuggled in
this way. Here is an example from John McCain. Remarkably, this interchange has
been repeatedly cited as an instance of John McCain’s brave anti-racism.

‘I gotta ask you a question,” Quinnell told McCain, who leaned in closer to hear her.

‘I can’t trust Obama,” she told McCain, and the world. ‘I have read about him and he’s
not... he’s not... he’s an Arab. And...’

This is when McCain politely took back the microphone and started shaking his head
back and forth. He did so instinctively, without a hint of political motivation or strategic
forethought.

‘No?” Quinnell asked, her voice trailing off.

‘No, ma’am,” McCain replied decisively.

‘He’s a decent family man, citizen, that I just happen to have disagreements with on
Sfundamental issues,” McCain told the crowd. (Davich 2018) (emphasis added)
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McCain’s utterance in italics presupposes that there is a contrast between being
Arab and being a decent family man and citizen—it does not make sense without it.
Yet this is hidden enough that most commentators (and quite likely McCain himself)
failed to notice this. It is precisely this sort of thing that Langton is concerned with
(although the example is mine). The right thing to do, she says, is to pull out these
sorts of assumptions and criticize them. To do so is to engage in the speech act of
blocking, an important counterspeech obligation. Indeed, she writes, ‘[h]earers and
bystanders who do not block will sometimes, through that omission, make a speech
act more evil, whether they mean to or no’ (Langton 2018: 161). Although Langton
very much acknowledges that blocking is not always possible, she builds an appeal-
ing picture of its power, describing it as offering ‘a modest time machine’ because
it offers a way to undo what may have seemed successful pernicious speech acts.!

Silence as Assent Strand

There is another strand of argument that might make you feel even more uncom-
fortable about not speaking up. This is Sandy Goldberg’s (2020a) argument that
not speaking up will (generally) be interpreted as assent or at least acceptance.?
The idea that we could be seen as accepting false and oppressive claims is one
that motivates many people to feel a pressing urge to comment quickly or
retweet angrily.

Goldberg (2020a) argues that if one is engaged in a cooperative conversation (in
the sense of Grice 1991), then—if one does not speak up—one will generally be
assumed to agree with what a speaker has said. This is because there is an assumption
that if one rejects an assertion, one will say so. More precisely, he endorses the
claim that he calls NO SILENT REJECTION (the capitals are his):

In all speech exchanges which are Gricean conversations, all competent language users
enjoy a default (albeit defeasible) entitlement to expect that an audience regarding whom it
was manifest that he has remained silent in the face of a publicly made assertion has not
rejected that assertion. (Goldberg 2020a: 176)*

If A says something false (or otherwise rejection-worthy) to B, then—if B is
being cooperative and is aware of the falsshood—B should speak up. If B doesn’t
speak up, then there is a default entitlement to assume that B agrees. This is only a

'For a very close examination of undoing speech acts, see Caponetto (2020).

2Philip Pettit (2002) also argues for this conclusion, more briefly. His argument also turns on
Gricean considerations (Grice 1991). According to Pettit, in conditions of genuine freedom of
speech, silence can (generally) legitimately be presumed to communicate assent. This could be
seen as motivating a very strong obligation to speak up on social media. Here I focus on Goldberg,
due to his much more detailed discussion of possible defeating conditions for the presumption of
acceptance. (For a response to Pettit 2002, see Langton 2007.)

3For an argument against Goldberg (2020a), see Klieber (2020).
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default, not a guarantee: there may be reasons for not speaking up. But this default
means that silence will, in general, be taken as assent. And this is what generates the
obligation to set the record straight by speaking up. This duty holds, Goldberg
argues, for both morally and factually problematic utterances. Indeed, one form of
support that Goldberg offers for this is a collection of powerful statements about the
obligation to speak up in the face of wrongdoing (not just wrong speaking). For
example:

When I was the rabbi of the Jewish community in Berlin under the Hitler regime, I learned
many things. The most important thing that I learned under those tragic circumstances was
that bigotry and hatred are not the most urgent problem. The most urgent, the most
disgraceful, the most shameful and the most tragic problem is silence. (Joachim Prinz,
quoted in Goldberg 2020a: 170)

Goldberg (2020a) acknowledges, as we will see, that this is merely a default—and
that there will be many circumstances in which this obligation does not hold. But
the mere fact (if it is one) that there is a default of interpreting silence as acceptance
will contribute substantially to the felt need to respond now to problematic claims
on social media.

Epistemic Obligation Strand

Rebecca Casey Johnson (2018) argues that there is a distinctly epistemic obligation
to voice disagreements. She identifies several sources for this obligation, focusing
in particular on self-regarding duties, obligations arising from cooperative endeavors
or from efforts at enquiry, and obligations stemming from Millian concerns about
the need to submit beliefs to proper scrutiny. Again, this obligation is merely a
default. But it is the sort of default that could make you think you do need to put
down your coffee and respond to that false and offensive tweet in the story that I
mentioned at the start of this chapter.

Problems with Counterspeech

There is also a very substantial literature, on the other hand, itemizing serious prob-
lems with counterspeech.

Jennifer Lackey (2018) gives one of the most powerful statements of this in her
objection to Goldberg (2020a). She argues that his NO SILENT REJECTION claim
is motivated by ideal theory—by a picture of the world in which people are situated
as equals—and that this claim only makes sense in such a world. However, in our
actual world, power dynamics are omnipresent, and huge numbers of people are
unable to object safely or to be taken seriously:
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No conversation is entirely free of differences in the distribution of epistemic goods, status,
power, psychology, cultural expectations, practical constraints, or some combination
thereof. Speaking up against others almost always involves a calculation—whether
conscious or not—that is based on one’s position and the costs and benefits of dissent on
this topic at this time with this conversational participant. (Lackey 2018: 90)

To some extent, Goldberg’s (2020a) view does acknowledge these varying power
dynamics. He discusses circumstances in which NO SILENT REJECTION fails,
and those circumstances include those in which objecting is very costly and those in
which objecting is ineffective. But Goldberg treats these as particular circumstances
which may or may not arise for individuals, noting that when they do, NO SILENT
REJECTION will be undermined. Lackey argues that the corrosive effects of power
dynamics are so widespread and systematic that there cannot be a general NO
SILENT REJECTION, which she rightly notes would underpin a very general duty
to reject. Instead, she suggests that there are different sorts of duties for members of
different sorts of social groups (as well as the more contextual variations that
Goldberg 2020a discusses). Importantly, she notes also that members of some social
groups will have an easier time speaking up and being taken seriously—and that
this gives them a heightened duty to object.

Mary Kate McGowan (2012, 2018), Robert Simpson (2013), and Maxime
Lepoutre (2019) raise serious concerns about the idea that counterspeech can be
effective or safe. These are rooted in the same concerns that Lackey has about the
power dynamics of society. McGowan notes that speaking up—which can be
dangerous—constitutes a serious extra burden for those targeted by hate speech,
who are already suffering the harms of that speech (as well as of oppression more
generally). She also notes that power dynamics may render counterspeech
ineffectual: a woman who speaks up in a sexist environment, for example, is not all
that likely to have her objections properly understood, taken seriously, and acted
upon in an appropriate manner. She further notes that there is an important asym-
metry: while it is relatively easy to carry out a speech act of oppression, it can be
much harder to reverse it. Finally, building on work from Simpson (2013), she notes
that counterspeech can backfire—a point that will be important later in this paper.
Her concern, and Simpson’s, is that objecting to something may serve to reinforce
associations: repeatedly explaining that Black men are not disposed to violence
may, for example, unwittingly reinforce the association between Black men and
violence.* Lepoutre (2019) extends this point beyond hateful and oppressive speech,
noting that the association reinforcement can happen with any attempt to correct

*McGowan (2018) suggests that these difficulties are serious, but sometimes possible to overcome.
A skillful interlocutor can, in some circumstances, succeed in shifting the focus of a conversation.
McGowan’s example involves someone very politely and skillfully making sure that a colleague of
color is considered for a leadership role (McGowan 2018: 192). As McGowan acknowledges, this
will often not be possible. And as anyone who has tried to have a tactful conversation on the
Internet knows, special challenges for this technique are presented by the dynamics of social media.
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falsehoods, including reinforcing the association between vaccines and autism
through one’s speech denying this link.’

Importantly, the authors we have discussed are all sensitive to these concerns.
Some of their arguments, as we have seen, can be taken to provide strong motivation
for counterspeech. But they also show real concerns about how often this will be
effective or safe, especially for members of marginalized groups. Rae Langton
(2018) discusses the way that social location can impact one’s efforts to object. Her
concern is that oppressive power and social norms can render counterspeech less
effective. The oppressive power of racism can mean that a Black person’s utterance
is not listened to or taken seriously. Norms that prescribe passivity and agreeableness
for women may mean that when they object, they are dismissed as difficult and not
worth paying attention to. Considering both of these, it may be far less effective
when members of subordinated groups speak up. Both Langton and McGowan
suggest that, due to these issues, members of dominant groups have a greater
obligation to speak up. (Though, as they are aware, this does not solve all of the
problems that they raise.)

Goldberg (2020a) and Johnson (2018) also acknowledge key factors which can
affect an obligation to speak up. Goldberg notes that the default entitlement to think
that a silent audience agrees does not hold unless one is in a cooperative conversation.
So if the situation is either not cooperative or not a conversation, this entitlement is
not present and there is not the same obligation to speak up. This will include, for
example, situations in which a back and forth is not expected (a formal meeting with
a hierarchy, perhaps), or situations in which one has opted out of cooperating
(perhaps in protest). The entitlement is also removed if there is an outweighing
explanation for the silence—for example, if the room is too noisy, or one has
laryngitis. Or, importantly if there are difficult power dynamics—one might not be
able to tell one’s boss that they are saying something false. The cost of objecting
might be too great—especially in cases like hate speech, where objecting could lead
to violence. Johnson similarly notes that considerations of practicality, safety, and
power dynamics can override the default obligation.

None of these authors specifically addresses the issues that arise with objections
and counterspeech on social media. I'll turn to those now.

SLepoutre (2019) invokes, in addition to other arguments, the much-discussed ‘backfire effect’
(Nyhan and Reifler 2010), a purported psychological phenomenon in which correcting a falsehood
seems to lead to increased belief in the falsehood. It is not so clear, however, that this effect actually
exists (see Swire-Thompson et al. 2020). If this effect is proven to exist, it only strengthens the
arguments for difficulties of counterspeech.
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Problems with Objecting on Social Media

So far, we have seen that there are arguments which seem to back up that pressing
felt need to speak up in the face of false or oppressive speech. But we have also seen
ways that it may be mitigated, especially if we are members of oppressed groups
who may find objecting unsafe—or for whom it may also be less effective. But, this
line of thought goes, unless there are such power dynamics present it really would
be much better to speak up. However, these arguments come from authors focusing
on our duties in face-to-face conversations. It is important, then, to think carefully
about what happens when we turn our attention to speech on social media.

One reason for hesitating over the felt obligation to object on social media, which
we will not dwell on much, is that false and offensive claims are constantly being
made on social media. Trying to object to every claim would be a never-ending,
exhausting, and fruitless task. But we’ll set this aside—the demandingness of duties
is a well-worn topic and not something specific to this one. Instead, we will look at
other features of online communication which set it importantly apart from face-to-
face communication.

Even before the pandemic, social media speech had become enormously influen-
tial. But with a dearth of face-to-face human contact taking place, it takes on even
more importance. The effects in the world are by now beyond doubt. Moreover,
there are both a vast number of falsehoods circulating on social media and a torrent
of opportunities to object to them, as well as considerable pressure to do so. Since
conversational dynamics on social media are very different from those face to face,
it is important to carefully consider their consequences for the duty to object. I will
argue that these consequences are profound.

First, however, let’s think a bit about some of the ways that social media conver-
sations differ from face-to-face ones.” Here are some key ones that will be important
to our discussion.

e Uncertain/changeable audience: In a face-to-face conversation, one usually
knows to whom one is speaking. Even in the case of addressing a crowd, one
knows that one is addressing a crowd. While the audience may sometimes
change—one person leaves the table at the bar; another sits down—this is not a
constant feature, and the speaker is reasonably likely to be aware of it. This is not
at all the case on social media.

* Responses can drastically alter the makeup of a conversation. If someone with a
large social media following—or just one very different from one’s own—weighs
in, the audience can be dramatically altered. This is unlikely to happen face
to face.

e Audiences can be indefinitely vast—there is virtually no limit on the number of
people who may become participants in, or audiences for, a social media

¢Johnson (2018) has a nice discussion of this sort of limitation on the duty to object.
"Here I draw on work by Connolly (2020) and Goldberg (2020b).
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conversation. Physical constraints alone mean that face-to-face conversation is
not like this.

Amplification

As mentioned above, the philosophers who have pressed the importance of object-
ing have been very much focused on face-to-face interaction. In face-to-face con-
versations, a lot of awkward, unfortunate, or even terrible things can happen when
one objects. One may be ignored; one may be made to feel that one was being rude;
one may be attacked, verbally or physically. And all of these responses are more
likely for those from marginalized groups. That is presumably a key reason why the
authors we discussed all shy away from asserting a fully general duty to object. And
yet, they argue, if one is safe from attack, then there may be good reason to endure
the awkwardness or the frustration of being ignored—it is possible that one will be
listened to. And, importantly, not objecting may either communicate agreement or
confer authority on the speaker. If possible, it is important to object in order to
avoid this.

One thing that will not happen in a face-to-face conversation: one will not, in
general, bring it about that more people hear or pay attention to the problematic
utterance. There are certain exceptions—e.g., if someone mutters something
appalling, and many more people come to hear it when it is repeated by an objector.
This exception, however, is an important one. The importance comes from the fact
that it is not a bad analogy for what may happen on social media.

To understand this point requires a bit of information about how social media
algorithms determine which posts are most likely to be presented to users. While
this has changed over time (and there are also variations between platforms), a key
feature has long been degree of engagement.® Engagement can take the form of
simple reactions such as likes, but sharing, retweeting, or replying to a post is far
more powerful. Such engagement is vital to—and much sought by—those hoping
to build a following. Given these dynamics it is very easy to see that objecting to a
post makes it more likely that it will be seen. And this is so whether one’s reaction
takes the form of a reply on Facebook or a retweet with commentary on Twitter
(though the latter is the closest analogy to repeating something that has been
muttered in order to criticize it). If one has politically engaged friends on social
media, it is very common to see an angry post criticizing someone else on social
media and directing all right-thinking people to go and register their objections.
This instruction, when widely disseminated and followed, guarantees that the
offensive original post will be seen far more widely than it otherwise would have
been and is likely to bring notoriety to the original poster. In some instances, this

8This is just one key feature, but it is the most important one for the present argument. For more
details, see, for example, Cooper (2020).
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can be a devastating public shaming. But in others, this is how a career as a
provocateur is built.

In 2010, Terry Jones, a small-town pastor without a huge following, declared his
intention to burn the Koran. Initially, this was ignored by mainstream media.
However, it was picked up on social media, largely by those who found his plan
abhorrent. The outrage over his plan made it famous, so famous that eventually the
mainstream media felt they had to cover it. Eventually, he backed away from the
plan, but when that led to a reduction in media coverage, he decided to go ahead
after all. The ensuing worldwide protests led to 12 deaths in Afghanistan. And none
of this would have happened without social media sharing by his opponents. This
sharing enormously amplified his message and led to horrendous real-world
consequences.’

And this is a key problem with social media counterspeech: objecting to some-
thing on social media is very likely to amplify it. Since a central reason for thinking
we should object is risk of harm from the utterance, we should be very worried
about increasing that risk by increasing the number of people who are reached by
the utterance. This concern applies equally strongly to the issue of correcting
oppressive speech and to the issue of correcting falsehoods.

Generation of Sympathy

It is, and always has been, important to object in the right way, in order to avoid
generating sympathy for those one is objecting to. Viciously insulting responses
have always run the risk of alienating potential allies and of recruiting sympathizers
to the cause one opposes. All this is true of ordinary conversations as well as social
media ones. However, objecting on social media poses special risks that are worth
taking note of.

When you speak up in a face-to-face conversation, you are aware of whether this
is a part of a large pile-on or just an individual comment. If somebody else is raising
the objection you want to raise, you generally hold back and let them do it. You do
not add your voice repetitively. If you decide to add your voice to a crowd of people
objecting, that is a decision you make—you do not accidentally find yourself doing
it. On social media, however, things happen very quickly. You may object to
something, thinking you are the only one speaking up, and then quickly find yourself
part of a very large group. And this matters a great deal—small groups on social
media quickly become large, and a large group may be perceived as a mob, and
therefore generate sympathy for the person criticised.

Research bears this out. A study by Sawaoka and Monin (2018) compares reac-
tions to criticisms of offensively racist or sexist posts, depending on the amount of

“For a full discussion of this case and its implications for social media amplification, see
boyd (2018).
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opposition they receive in comments. They found that a single commenter may be
viewed favorably, but if there is a large group of commenters (even ten, quite a small
group by social media standards), that same commenter will be viewed negatively.
They take this to result from sympathy generated for a person who seems to be
ganged up on by a large number of people, who come across as bullying. Since
generation of sympathy is far from the desired goal of those who speak up against
an offensive post, it does look like counterspeech may become counterproductive if
it is too widely taken up. This concern is only enhanced by the fact that it is not
always easy to know whether one is a part of a social media mob or not. As you sit
there, over your coffee, you may see that nobody has responded to that problematic
tweet. But by the time you retweet it with a pithy criticism, you may be one of
hundreds.!® This possibility of unknowingly inciting or joining a mob is a part of
what motivates Norlock (2017: 188) to note that social media brings with it ‘new
responsibilities [which] include sorting out the extent to which we each have more
power than we believe we do or than we think carefully about exerting, even as we
exert it in online communication’.!!

Abuse

When raising objections face to face, there is always a risk of verbal or physical
abuse, especially if racist or sexist speech is at issue and if one is a member of a
marginalized group. This is something that the philosophers we have discussed are
well aware of and take into account. However, the risk of verbal abuse, including
serious threats, is greatly magnified by social media. There are several relevant
factors:

1. Itis harder to assess the risk one faces, because one does not know who will end
up seeing anything one writes.

2. Itis very easy, and very fast, to mobilize armies of commenters to respond with
vile threats and abuse.

3. This abuse can include such things as doxxing, which put one potentially in
physical or financial jeopardy.

None of this is speculative. All of these behaviors are well-established. Attacks
of this sort are especially common for members of marginalized groups, and espe-
cially when they speak up about racism or sexism. Soraya Chemaly writes:

The phrase ‘online harassment’ is an anodyne catchphrase for a spectrum of behaviors,

many of which break unenforced laws, degrade people’s civil rights, reduce their ability to
work, cause emotional and psychological harm, and actively inhibit their freedom of

19For further discussion of proportionality worries, specifically with respect to online shaming, see
Billingham and Parr (2020). For further criticisms of online shaming, see Aitchison and Meckled-
Garcia (2020).

"For more on these complexities, see also Aly and Simpson (2019).



150 J. Saul

expression... The harassment often involves public shaming meant to humiliate and
generates anxiety that comes with stranger threats and mob attacks. It also almost always
alters, sometimes permanently, a person’s ability to feel safe in ‘real’ space, to make a
living, and to engage publicly and politically. (Chemaly 2019: 150)

Karen Adkins (2019: 83), similarly, discusses two prominent attempts at feminist
online shaming, noting the disastrous consequences for the feminists who spoke up:
‘Richards and St. Louis, as aspiring shamers, themselves became the objects of
shame and rejection from their professional communities. They became the objects
of sustained, public, and shaming scrutiny; they were condemned as profession-
als....” In the end, as Adkins notes, both were forced out of their professions.

Summing Up

Without looking at social media, the literature on counterspeech already included
concerns about safety and power dynamics. We can see that these concerns are only
intensified on social media. A post which might be meant as a response to one
individual can end up travelling far and subjecting the poster to a quite stunning
amount of vile abuse—and this is especially common for members of marginalized
groups. The epistemic uncertainty introduced by this means that it can be far more
difficult to know whether one is in a safe position to speak. The non-social-media
literature also discussed the possibility that counterspeech might not be effective,
either for practical reasons (e.g., the room is too noisy) or for political ones (bias
makes one unlikely to be taken seriously). And it touched on the potential for
backfire through reinforcing associations. But social media presents important new
ways that this backfire can take place: through amplification via algorithms and
through generation of sympathy if a lone voice unwittingly becomes part of a mob.
Concerns about these sorts of backfires make social media counterspeech especially
problematic. With that in mind, we now turn to alternatives. In other words, what
other options do you have, as you survey the problematic posts you see online, and
sip your coffee?

Not Objecting on Social Media

Alexander Brown (2019) has argued, quite compellingly, that remaining silent on
social media does not have the same meaning or consequences that it has in face-to-
face communication. There are three key points he makes here. First, it is rarely
clear who has or has not seen a particular social media utterance. He makes a helpful
comparison here to Maitra’s subway car example. In that case, it is generally safe to
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assume that anyone conscious and in earshot hears the racist abuse,'> which is why
their silence has an authorizing effect.!* On social media, however, any particular
speaker’s silence could be due to their not being aware of an offensive or false
utterance. Remaining silent, then, does not have the same licensing effect. Returning
to Goldberg’s concerns, it is not at all clear that any one person’s silence will be
interpreted as acceptance, and a general lack of response seems also unlikely to be
interpreted in this way.

Brown (2019) also notes the importance of different conventions in different
speech communities. There may be some online communities in which the lack of
critical comments is taken to signify acceptance, but this does not seem generally to
be the case. Social media users do not in fact usually feel obligated to take the time
to pass negative judgment on each post that they find or false. Finally, Brown (2019)
draws attention to ways of registering disagreement or offense that do not involve
replying to the original utterer. Social media presents many different ways that one
can communicate, not all of which have clear correlates in face-to-face
communication. When someone says something which is offensive or false, an
objector may respond directly. But they may also start an entirely new thread
discussing the problem that they witnessed. In order to avoid amplifying an offensive
or false comment, it is important not to link to that comment in any way and not to
discuss it in a way that will raise the profile of the person who made it. This is why
social media conversations on controversial matters can sometimes take the form of
rather roundabout descriptions of problematic utterances and what is wrong with
them. This strategy can be very useful for avoiding both amplification and abuse.
But it may be difficult to know what is being referred to, and the discussion may not
be seen by those who most need to see it—those who might have been adversely
affected by the original post.™*

A decent case can be made, then, that any obligation to respond to false or offen-
sive speech on social media is significantly less than it would be in a face-to-face
situation, simply because a lack of direct response will not have the same meaning
or effects. This case is only strengthened by considering the problems we saw ear-
lier for responding on social media.

But we are still left with a serious problem to be solved. What should be done in
response to false or offensive speech on social media? Given the lessened
responsibility to directly respond, one might wonder whether silence could usefully
act as a response. Alessandra Tanesini (2018) has recently argued that silence can

12This assumption, of course, may be false if the people within earshot are hearing impaired or if
they are listening to headphones. But an assumption like this is nonetheless more plausible offline
than online.

B Brown (2019) in fact argues that it should often not be seen as having this effect even offline, but
I will not go into that here.

'4This problem is very much heightened by the presence of online epistemic bubbles (which have
the consequence that one’s post may be seen only by those one already agrees with) and echo
chambers (which have the consequence that one’s objections will not be viewed as credible by
those one is disagreeing with). See Nguyen (2020) for this distinction.
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offer an eloquent means of objecting. However, for this to succeed, the silence has
to be witnessed and understood as an objection. Key examples are resistant refusals
to meet demands that one speaks and large silent protests. It is difficult to see how a
failure to comment on a social media post could have the sorts of effects that one
can obtain with these techniques. Eloquent silence, then, seems more likely in face-
to-face situations.

So we still need to think through effective responses. The reflections so far have,
I think, made it clear that there are very serious difficulties with any individual
responding directly to offensive or false speech and hoping to correct it. So we turn
now to institutional/group responses.

Institutional and Group Responses

Institutional Responses

To some extent, as we have already hinted, these issues are not new. In the 1960s,
George Lincoln Rockwell, head of the American Nazi Party, carefully exploited the
way that counterspeech could amplify and generate sympathy for his political
movement. He did this by booking talks on liberal college campuses, where he
knew he would be met with protests. This generated media coverage. The media
coverage of the protestors who were (quite reasonably) angry also generated
sympathy and financial donations for his cause. In response, Jewish groups devel-
oped a strategy that they called ‘quarantine’: they called on people, crucially includ-
ing the media, to ignore the speeches. They asked campaigning groups not to protest,
and they asked media not to cover the speeches. '

A key thing which is different now is the massive difficulty of succeeding in a
quarantine strategy. Online responses are often not centrally organized in the way
that a campaigning group might be, and even when they are, there may be many
online campaigning groups—it would be very difficult to succeed in reaching all the
relevant people and convincing them not to object. One might be able to get some
mainstream media to agree not to cover something, but given media polarization, it
seems clear that some large media operations, seeking to profit from controversy,
would not be amenable to this idea. Even if they were, however, the Terry Jones case
is quite a cautionary tale: mainstream media did ignore his announcement. But
eventually the outcry on social media became strong enough that they felt they
needed to cover it.

A quarantine as previously practiced, then, will not succeed. But social media
also presents new methods that may be used. Certain recent moves by social media
companies can be seen as attempts to reimagine quarantine for our times. Both

15See Beckett (2017); Donovan and boyd (2019).
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Twitter and Facebook have made efforts to remove Q Anon conspiracy groups.'
Social media companies are attempting to remove falsehoods about Covid-19."
They are also labelling certain false claims, about Covid-19 or the 2020 US
Presidential election result, as false (not quarantining in this case, but providing a
real-time correction rather than relying on users to do s0).!* Donovan and boyd
(2019: 14) argue for a more nuanced proposal, strategic amplification, which they
describe as ‘a complex recognition that amplifying information is never neutral and
those who amplify information must recognize the costs and consequences of pub-
lication’. One suggestion they offer is that amplification could be thought of as
something that has to be earned from social media companies, suggesting that ‘plat-
forms can define successful recommendations and healthy feeds as those maximiz-
ing respect, dignity, and other productive social values. They can actively downweigh
divisive, cruel, hateful, or antagonistic content.” (Donovan and boyd 2019: 13)

It remains to be seen how effective these efforts will be, but they seem clearly
preferable to relying on individual users to take huge personal risks to raise
objections and corrections that may only succeed in amplifying falsehoods and gen-
erating abuse.'”

Group Responses

There are also some highly innovative group efforts to respond to false or offensive
speech by reducing its prominence and/or raising the profile of countervailing
views. In 2015, social justice advocates in Italy began a novel campaign to block the
hatred being spread by far-right politician, Matteo Salvini. Salvini’s social media
feeds had become very effective vehicles for spreading anti-immigrant and racist
sentiments, particularly targeting refugees and the Roma. In response, Progetto
Kitten was born. This project involved activists flooding Salvini’s social media
feeds with photos of kittens—making it difficult to even find the posts stoking
hatred.?® An even more recent such effort involved taking over the twitter feed of the
Proud Boys, a violent far-right group, with photos of ‘proud boys’, understood as
meaning gay men expressing their pride (Bryant 2020). Similarly, the #iamhere
group works to flood comment sections and social media feeds with supportive and
accurate posts in order to combat online falsehood and misinformation (Eyre and
Goillandeau 2019).

16See BBC News (2020), Timberg (2020).
17See Scott (2020), Reuters (2020).

8Individuals may, however, still have a role to play: these responses depend in some significant
part on individuals reporting problematic posts.

One problem with institutional responses so far has been biases and errors in how they are
applied. See Chemaly (2019) for a discussion of these.

20My thanks to Martina Rosola for calling this to my attention. See Zaffarano (2015).
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Responses like the above present one form of positive group-based counter-
speech. But they are not the only one. Maxime Lepoutre (2019) discusses the
importance of positive counterspeech, noting substantial evidence that it is more
effective to combat a false story with a different, true story than with the mere nega-
tion of the false one. But Lepoutre also takes very seriously the difficulty of undoing
the harms of false or oppressive speech. This is why he argues for a focus instead on
preemptive counterspeech—educational efforts that can ‘condition the conversa-
tional setting to make it inhospitable to ignorant speech’ (Lepoutre 2019: 181).
Although it may be too late to do anything helpful about your acquaintance’s prob-
lematic social media post, Lepoutre would suggest, perhaps, it should serve as moti-
vation to make preemptive efforts. This could consist of posting articles about how
to spot untrustworthy sources, but at its most effective, it will surely involve large-
scale educational efforts. Again, group-based (possibly institutional) counterspeech
is likely to be more effective.

Adkins (2019) discusses one especially effective group-based response to sexist
speech, especially notable because the original individual attempt at online shaming
led to devastating consequences for the shamer while the group response was almost
universally acclaimed. This was the case of Nobel Laureate, Tim Hunt, who made a
stunningly sexist joke at a conference: ‘let me tell you about my trouble with girls.
3 things happen when they are in the lab; you fall in love with them, they fall in love
with you and when you criticize them, they cry’ (Adkins 2019: 80). Connie St.
Louis criticized this joke and ended up being forced out of science journalism. But
women scientists started a hashtag, #distractinglysexy, featuring ‘pictures of women
vamping while holding test tubes, captions sarcastically praising themselves for
managing to stave off sobs as they examine slides of tissue under microscopes or
excavate archaeological sites’ (Adkins 2019: 89). Adkins notes that this construc-
tively redirected attention to the wide range of women scientists rather than to Hunt
and also that participants gained safety and anonymity through the collective nature
of the effort.

Conclusion

Many problems for counterspeech were already recognized in the philosophical
literature which focused on face-to-face communication, such as oppressive power
dynamics and dangers of speaking up (especially for members of marginalized
groups). There were also concerns about impracticality and situations which make
successful counterspeech less likely to succeed. All of these problems are greatly
magnified by the workings of social media. Moreover, social media adds to this new
ways of bringing about unwitting amplification and uncertainty regarding one’s
conversational context. Social media, however, also presents some new and
potentially promising avenues for institutional and group approaches to false and
oppressive speech. It is too early to tell which methods will be most effective for
combatting falsehoods and hate-filled utterances on social media. But it does seem
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clear that direct individual responses are less likely to succeed than either group or
institutional responses. The individual responsibility to issue corrections, then, is at
the very least substantially lessened. So, to return to the scene from which we
started: when you see those problematic utterances on your social media feed, you
might be better off having another cup of coffee and thinking carefully and
strategically about how to involve groups and institutions in fighting this problem,
which is unlikely to be conquered through individual direct confrontations.
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Chapter 9

Writing Against the ‘Epistemology

of Deceit’ on Wikipedia: A Feminist New
Materialist Perspective Towards Critical
Media Literacy and Wikipedia-Based
Education

Jialei Jiang @ and Matthew A. Vetter

Introduction

In their contribution to Postdigital Science and Education’s special issue of ‘Lies,
Bullshit, and Fake News Online’, Jiang and Vetter (2019) argue that despite the
programming of Wikipedia bots for combating problematic information, their
efficacy is challenged by social, cultural, and technical issues related to misogyny,
systemic bias, and conflict of interest (Bazely 2018; Gallert and Van der Velden
2015; Geiger and Ribes 2010; Glott et al. 2010). Problematic information, including
types of misinformation and disinformation, points towards the urgency of building
critical media literacy that has the potential to help students ward off the danger
embedded in the ‘epistemologies of ignorance’ (Alcoff 2007; MacKenzie and Bhatt
2018) and ‘deceit’ (MacKenzie et al. 2020). In the postdigital era of problematic
information, it is imperative that educators and students be on the alert for how the
human and the nonhuman, the digital and the nondigital, interfere and exert agency
in Wikipedia’s complex and highly volatile processes of information validation.

In this chapter we continue these conversations by further exploring ways to
counter the vices of problematic information on Wikipedia. We argue that a feminist
new materialist perspective provides a promising theoretical lens for understanding
critical literacy learning through Wikipedia-based writing projects. Employing
feminist new materialist theories of intra-action (indicating a new materialist and
posthumanist notion of shared agency) and lively assemblage (the multiplicity of
diverse materials and actors that produce collective action) (Barad 2007; Bennett
2010; Lenz Taguchi 2010), we examine the ways that college students compose
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Wikipedia articles to address the encyclopedia’s systemic biases, especially those
related to misrepresentation and uneven coverage of women and minorities (Collier
and Bear 2012; Glott et al. 2010; Gruwell 2015; Wadewitz 2013). More specifically,
we attend to how students work together to identify marginalized topics on
Wikipedia, evaluate the coverage of multiple perspectives in these Wikipedia
articles, analyze information gaps and biases, and contribute knowledge to the
global Wikipedia community.

The Wikipedia-based writing project, featuring the entanglement of human
agents and digital technologies, challenges students to create sociomaterial
assemblages (Bhatt 2017) that entice bodies into collective actions against the
proliferation of problematic information within and beyond the encyclopedia. We
ultimately contend that feminist new materialist perspectives add new vigor to the
current theories and practices surrounding critical media literacy and conclude this
chapter by envisioning the possibility of encouraging conscious use of the
encyclopedia to more fully address the epistemic challenges of Wikipedia-based
education.

Problematic Information and Critical Media Literacy
in Wikipedia-Based Education

Problematic Information

The crisis of ‘problematic information’, what Jack (2017) defines as ‘inaccurate,
misleading, inappropriately attributed, or altogether fabricated’ information,
describes the failure of media ecologies (MacKenzie and Bhatt 2018) to address
issues related to authenticity and rhetorical manipulation and the inability of formal
education to teach critical media/information literacy. Terms like fake news,
misinformation, and disinformation, while frequently used in public discourse, can
be misleading. This chapter employs Caroline Jack’s taxonomy, from ‘Lexicon of
Lies: Terms for Problematic Information’ (2017), by utilizing her definition of mis-
information and connecting it to epistemologies of deceit in Wikipedia.

According to Jack, misinformation includes ‘information whose inaccuracy is
unintentional’, whereas disinformation is ‘deliberately false or misleading’ (Jack
2017: 2-3). In this chapter, we engage Jack’s term misinformation to imply a type
of problematic information that stems from broader social marginalizations and is
translated in Wikipedia as specific knowledge gaps that repeat those marginalizations.
For instance, Wikipedia’s gender gap, or the disparity of content related to women,
may be viewed as a general, cultural problem of patriarchy in addition to a lack of
women Wikipedia editors. While these knowledge gaps are not actively planned or
premeditated to spread ‘deliberately false or misleading” information, their implica-
tions are significant and far-reaching just the same. Furthermore, these types of
misinformation may be even more dangerous precisely because they are not
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intentionally promoted by identifiable actors—contributing to a larger epistemol-
ogy of deceit in what has become the most widely used encyclopedia in human
history.

The Wikipedia-based writing project, we contend, provides direct opportunities
to write against the epistemology of deceit within the encyclopedia’s community.
As students become more familiar with Wikipedia practices, they also realize the
need to create sociomaterial assemblages that work towards increased and distributed
reliability of the encyclopedia’s content, enticing bodies into collective actions and
intra-actions both within and beyond the encyclopedia. In the following sections,
we review and expand on conceptions of critical media literacy; introduce feminist
new materialism as a method for studying critical media literacy practices; provide
a review of two Wikipedia-based assignments (one at the undergraduate level and
one at the graduate level); and apply theories of intra-action and lively assemblage
to student edits and reflections. In considering the implications of critical media
literacy, we ultimately make pedagogical realizations concerning (1) new
understandings of agency, activism, and reliability within the specific context of
Wikipedia and Wikipedia-based education and (2) opportunities for pedagogies of
intersectional feminism while making note of the specific challenges related to
Wikipedia-based assignments. Furthermore, these realizations demonstrate how
Wikipedia-based writing assignments enable pedagogies that can work against the
epistemology of deceit to battle problematic information.

Critical Media Literacy

Our use of critical media literacy engages Kellner and Share’s (2005) definition. For
Kellner and Share, critical media literacy encompasses five core concepts:

1. Non-Transparency: All media messages are ‘constructed’.

2. Codes and Conventions: Media messages are constructed using a creative lan-
guage with its own rules.

3. Audience Decoding: Different people experience the same media message
differently.

4. Content and Message: Media have embedded values and points of view.

5. Motivation: Media are organized to gain profit and/or power. (374-376)

More specifically, the fourth concept emphasizes the ways that students are capa-
ble of addressing the values, assumptions, and ideologies underlying the representa-
tion of race, gender, and class in digital media spaces. While focusing on detailing
the ideological nature of human communication, Kellner and Share nevertheless fail
to attend to the robust roles played by nonhuman actors in shaping and reshaping the
communicative acts in new media. Our extension of their work, particularly through
the lens of feminist new materialist theories, has sought to highlight the complex
processes through which subjectivity, ideology, and agency cut across nonhuman
and human relations.
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A range of scholarship exists on critical literacy (e.g., Duffelmeyer 2002; Jiang
2020; Kellner and Share 2005; LeCourt 1998; Selber 2004; Thomson-Bunn 2014)
and feminist new materialism (e.g., Barad 2007; Bennett 2010), respectively, yet
only recently is there work emerging on exploring the intersection between the two
domains of research. In their recently published book Affect, Embodiment, and
Place in Critical Literacy, Lenters and McDermott draw our attention to the
possibility of rethinking feminist new materialisms in light of empathy and ethical
encounters with literacy. Specifically, Barad’s work on new materialism propels
researchers towards ‘intra-actions that matter in the world’ (Lenters and McDermott
2019: 7). Reframing critical literacy through the lens of feminist new materialist
thought, Lenters and McDermott pinpoint a form of critical literacy that opens up ‘a
generative worldmaking practice, one that goes beyond critique as an endpoint and
looks towards ongoing commitment and action’ (8). In what follows, we employ a
feminist new materialist framework to approach Wikipedia-based writing as a site
of critical literacy action.

Entangling with Differences: Feminist New Materialisms
as a Method to Study Critical Media Literacy Practices

A robust theoretical framework, feminist new materialism, affords a new under-
standing of critical media literacy that looks towards ‘ongoing commitment and
action’ (Lenters and McDermott 2019: 9). We draw on various conceptual contribu-
tions to feminist new materialism, particularly by Barad and Bennett. In this sec-
tion, we first briefly introduce the assignments and course contexts for each
Wikipedia-based writing project, and from which we draw our qualitative data
regarding edits and student reflections. The first assignment was taught in a doctoral-
level seminar in digital rhetoric and the second in a first-year, general education
writing course. Taken together, these courses demonstrate the flexibility of
Wikipedia-based pedagogy for engaging students’ critical media literacy. Following
the assignment descriptions, we provide a review of two conceptual frames that
make up our feminist new materialist perspective, namely: (1) intra-action and (2)
lively assemblage. These concepts are then employed to analyze and interpret
qualitative data from student work on these assignments.

Assignment Descriptions

A final course project in English 846: Digital Rhetoric was a planned Wikipedia
Edit-a-thon as a campus event. Edit-a-thons (a portmanteau of ‘editing’ and ‘mara-
thon’) are typically one-day gatherings in which participants work together to
improve a subject area in the encyclopedia by learning how to edit and contributing
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to Wikipedia. This specific event was further specialized in that we were working
with the organization Art+Feminism to consciously engage representation of
marginalized identities (women, LGBTQIA identities, related topics) through active
editing and participation. While the actual event was cancelled due to Covid-19 and
social-distancing measures, students were asked to do a small editing project of
their own, in lieu of this event, focusing on articles and topics related to the course.
For this project, students worked in small groups (23 students per group) to assess
the quality of and improve a Wikipedia article related to the course topic of digital
rhetoric. Overall, 12 student editors made a total of 170 edits and added approxi-
mately 3800 words to improve the following articles: ‘Hashtag activism’, ‘Internet
meme’, ‘Digital identity’, ‘Digital literacy’, ‘Digital rhetoric’, and ‘Visual rhetoric’.

In English 101: Composition I, students were assigned a similar project in which
they would assess and develop 12 Wikipedia articles on marginalized topics. A
major difference here was that topic selections were more open and not necessarily
tied to the subject of the course itself. Overall, 46 student editors made a total of 363
edits and added approximately 103,000 words to improve specific Wikipedia arti-
cles. Articles edited included topics such as ‘Violence Against LGBT People’,
‘Educational Inequality’, ‘Gender equality’, ‘Obesity in the United States’,
‘Assistive Technology Service Provider’, and ‘Exploitation of Women in Mass
Media’. While Wikipedia is constantly being updated, a majority of the edits
remained on the encyclopedia, which demonstrated the enduring power of this kind
of pedagogical intervention.

In both courses, instructors led discussions on knowledge gaps in Wikipedia
(especially the issue of Wikipedia’s gender gap) in order to engage students’ critical
thinking. Students in the graduate course chose two essays from the recent book
Wikipedia @ 20: Stories from an Incomplete Revolution: Alexander Lockett’s
(2020) “‘Why Do I Have Authority to Edit the Page? The Politics of User Agency
and Participation on Wikipedia’ and Denny Vrandeci¢’s (2020) ‘Collaborating on
the Sum of All Knowledge Across Languages’. With both an open-access and print
version, Wikipedia @ 20 offers a number of accessible and current reflections on
Wikipedia’s failures and successes over the last 20 years (Reagle and Koener 2020).

Furthermore, both courses were supported by resources offered by Wiki
Education, a nonprofit educational organization that works with higher education
instructors to develop and integrate Wikipedia assignments.

Intra-action in Student Edits and Reflections

We turn to intra-action as a theoretical construct to better understand student-
produced Wikipedia edits and their reflections on the edits. From a feminist new
materialist perspective, agency is not fixed and predetermined. Karen Barad’s ‘intra-
action” moves beyond viewing agency as solely produced in discourse and towards
conceptualizing agency as emergent from and mediated by material reality, as well.
This theoretical move has provided a new materialistic response to Foucault’s
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notions of discursive and non-discursive practices that locate power and agency
within social interactions. As Barad (2003) argues, for Foucault even the non-
discursive practices have been reduced to social institutional practices; therefore,
focusing on discourses alone is no longer a useful strategy for extending the new
materialist view of agency beyond social dimensions.

Drawing inferences from the physicist Niel Bohr, Barad has developed the con-
cept of intra-action as a rejection of observer-observed dichotomy in support of a
‘flow of agency’ permeated through both human and nonhuman forces (Barad 2003:
817). In Barad’s words, ‘the world is an ongoing intra-active engagement, and bod-
ies are among the differential performances of the world’s dynamic intra-activity, in
an endless reconfiguring of boundaries and properties, including those of space-
time’ (2008: 377). The focus here is on the entangled nature of the material and the
discursive, as well as the lively relationship between humans and nonhumans (Barad
2003, 2007; Lenz Taguchi 2010). An intra-active account of literacy positions bod-
ies within relationships with other bodies, opening the possibility of producing new
literacies, meanings, and knowledge.

The application of intra-action as a methodology in literacy research can be
glimpsed in Jackson and Mazzei’s (2012) intra-active analysis of female faculty
members’ narratives that shifts the attention to ‘entangled state of agencies’ (125),
viewing agency as emergent from both social and material relations. As a case in
point, the intra-action between human and material spaces is vividly depicted in the
narratives of Cassandra, a female African American college faculty member. In their
qualitative research describing how intra-action takes place, Jackson and Mazzei
delineate the ways through which the materiality of Cassandra’s office co-constructs
the power dynamics of ‘belonging’ and ‘exclusionary’ spaces, which in turn shape
Cassandra’s intersected identities as at once privileged and marginalized, at once a
female professor and a person of color. Not unlike Jackson and Mazzei’s assertions,
Ehret, Hollett, and Jocius’ (2016) intra-active study of adolescents’ new media
making documents the ways that the discursive-material practices of multimodal
compositions might allow for a dissolution of boundaries between bodies, meanings,
and materials. The researchers underscore that agency is dispersed across both
human new media makers and nonhuman technologies and that the entangled
agency holds robust implications for the co-production of knowledge and meaning.

Thinking of Wikipedia-based writing in a similar vein, in this chapter, we
approach multimodal and digital composition through the lens of intra-action and
entangled agencies. More specifically, we understand the production of knowledge
on Wikipedia to be a distributed and enacted practice. Our analysis builds on
Kennedy’s (2016) theorization of Wikipedia authorship as a part of distributed cura-
torial practices: ‘Given its [Wikipedia’s] frequently collaborative nature, it also
requires becoming comfortable with forms of authorial agency that are explicitly
distributed and contextual.” (28) That is, since Wikipedia is a global platform that
allows anyone to edit and collaborate, the collaborative nature of such work
challenges us to reconsider the notion of single authorship in the traditional sense.
We thus contend that writing against problematic information on the platform is a
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practice enacted through student editors’ intra-active (and ethical) encounters with
digital information literacy.

In both the undergraduate and graduate assignments, students’ edits and reflec-
tions help students begin to understand agency in combatting problematic informa-
tion as a distributed, social and material, intra-action (Barad 2003). English 846:
Digital Rhetoric students working on the Wikipedia Hashtag activism for example,
described the activist nature of hashtags #RealConvo and #FireDrillFridays as
working in both material and discursive contexts through textual, human, and mate-
rial agents. One student added the following to the article: ‘Real Convo features
guides for talking about mental illness and videos of celebrities such as Sasha
Pieterse and Sydney Marguder sharing their mental health stories.” (Wikipedia 2020)

In another section of the Wikipedia article, another student worked to add repre-
sentation of a different hashtag, #FireDrill Fridays. As in #RealConvo, this student
also focused on the human/material entanglement of actors that bring about the
hashtag’s (intra-)activism, invoking celebrity actors and activists, political legisla-
tion, protest events, as well as specific and established outcomes of the hashtag:
‘Inspired by Greta Thunberg and started by Greenpeace and Jane Fonda,
#FireDrillFridays brings awareness to the climate change crisis...Calling for a
Green New Deal in the United States government, the movement organized protests
on the Capital every Friday beginning in October 2019...The campaign advocates
no new fossil fuels and to phase out existing fossil fuel projects.” (Wikipedia 2020)

These students began to make realizations about intra-action as a distributed flow
of agency by making the following edit to the Hashtag activism page: ‘By initiating
conversations and confronting problems, hashtags serve as a digitally-informed
extension of the role language has always held in generating political action.’
(Wikipedia 2020) Students working on the Hashtag activism article, in addition to
making edits such as those represented above, also collaborated on a shared
reflection. Their reflection further demonstrates their awareness of the capacity of
hashtag activism to ‘create change and/or community’ through a sociomaterial and
distributed process of intra-action. In describing their motivation to add the
#RealConvo section, one group member observed how a paragraph on this hashtag
represents ‘a good addition to the Wikipedia page because it links users to a few
mental health resources and emphasizes the importance of working to end stigmas
associated with mental illness’. ‘Given the current pandemic situation’, they con-
tinue, ‘it’s essential to talk about mental health, and having a hashtag to use can, via
social media, increase support and validation for individuals with mental illness’.

This reflection, in opposition to tropes regarding the insignificance of hashtag
activism as ‘armchair activism demonstrates students’ understanding of how mental
health awareness is created through an intra-action of multiple agents. They further
describe the material impact of hashtags, and their representation and description in
Wikipedia, by emphasizing the rhetorical connections made possible through their
circulation:

Drawing from Jones’s (2018) piece about Pinterest as a site of both collaboration and indi-

viduality, we tried to show the emotional and practical benefits of using hashtags [by adding
the following to the Wikipedia article]: ‘Identifying shared experiences builds rhetorical
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connections between people who would never otherwise meet, enabling users of hashtags
such as #MeToo and #BlackLivesMatter to support and validate each other.”

‘Intra-action” and enacted agency can also be glimpsed in undergraduate stu-
dents’ contribution to the article Gender Equality as well as the dynamic role played
by their use of wikilinks, or internal hyperlinks to other Wikipedia pages. The stu-
dent group working on the article ‘Gender Equality’ identified multiple intersec-
tional actors that together generate forces and capacities to intra-act with other
human and nonhuman affordances. For instance, in their reflection, the students
turned to the support of gender equality by the United Nations, the violence against
trans women, as well as issues related to women’s health. The student who worked
on expanding the section on the violence against trans women in the article contrib-
uted intersectional knowledge to Wikipedia’s coverage of women:

Trans women in the United States have encountered the subject of anti-trans stigma, which
includes criminalization, dehumanization, and violence against those who identify as
transgender. From a societal stand point, a trans person can be victim to the stigma due to
lack of family support, issues with health care and social services, police brutality,
discrimination in the work place, cultural marginalisation, poverty, sexual assault, assault,
bullying, and mental trauma. The Human Rights Campaign tracked over 128 cases Iclification
needed] that ended in fatality against transgender people in the US from 2013 to 2018, of
which eighty percent included a trans woman of color. In the US, high rates of Intimate
Partner violence impact trans women differently because they are facing discrimination
from police and health providers, and alienation from family. In 2018, it was reported that
77 percent of transgender people who were linked to sex work and 72 percent of transgender
people who were homeless, were victims of intimate partner violence (Wikipedia 2019).

While the article Gender Equality has largely overlooked the experiences of trans
women, which leads towards problematic information, this student’s contribution
attests to the inter-active capacity of wikilinks (links to other Wikipedia articles) in
addressing and challenging such negligence. In particular, the students’ use of
wikilinks speaks to intra-activity and relationality and demonstrates their complex
understanding regarding the interconnected actors in contributing to the asymmetrical
power relations and encounters in relation to trans women.

Lively Assemblage in Students’ Edits and Reflections

The framing of lively assemblage in feminist new materialism further leads us to
reconstrue Wikipedia as synonymous to a networked assemblage of social material
relationships. As defined by Deleuze and Parnet (1987), an assemblage is ‘a multi-
plicity which is made up of many heterogeneous terms and which establishes liai-
sons, relations between them across ages, sexes and reigns—different natures. Thus,
the assemblage’s only unity is that of co-functioning: it is a symbiosis, a sympathy
(69). Bennett’s (2010) agential assemblage takes Deleuze and Parnet’s conception
of assemblage a bit further to concentrate on a composite of vital things, both ani-
mate and inanimate. The act of tracing assemblages is particularly salient for


https://en.wikipedia.org/wiki/Trans_woman
https://en.wikipedia.org/wiki/Police_brutality
https://en.wikipedia.org/wiki/Human_Rights_Campaign
https://en.wikipedia.org/wiki/Wikipedia:Please_clarify
https://en.wikipedia.org/wiki/Wikipedia:Please_clarify
https://en.wikipedia.org/wiki/Intimate_partner_violence
https://en.wikipedia.org/wiki/Intimate_partner_violence

9 Writing Against the ‘Epistemology of Deceit” on Wikipedia... 167

studying digital composition practices for social action. Gries (2015) has deployed
the method of iconoclastic tracing to analyze the online distribution of the ‘Obama
Hope’ campaign. More recently, Gries (2019) further applies assemblage theory for
analyzing the impact of student multimodal advocacy campaigns.

Beyond the acts of remixing and circulating, participants and researchers
involved in multimodal writing projects also act as part of the assemblage.
Continuing such conversations Gries (2019: 334) pinpoints that ‘assemblage is lim-
ited when we solely think about it in terms of textuality’ and that ‘assemblage ought
to be understood in terms of ontology—as a phenomenon that takes place on mul-
tiple scales, among intermingling human and nonhuman entities, to constitute col-
lective life’. In short, practicing feminist new materialism would follow that we
become attuned to the various, networked assemblage of human and nonhuman
entities and bodies that contribute to social advocacy and collective action.

In our application of lively assemblage to the Wikipedia-based writing project,
we read sociomaterial assemblages as dispersed textualities and agents that work to
co-construct reliability within the encyclopedia. Furthermore, such assemblages
entice users/bodies into collective actions against the proliferation of problematic
information within and beyond the encyclopedia. From a feminist new materialism
perspective, we understand human beings as more than capable of knowing; instead,
human actions are inextricably intertwined with human-technology assemblages.
So, when addressing college writers’ use of Wikipedia, a feminist new materialism
approach allows us to center on the ways in which human beings come together
with digital technologies and material resources to generate capacities for combatting
problematic information and, in doing so, challenge the epistemology of deceit on
Wikipedia.

In order to reframe the notion of reliability in Wikipedia as assembled by multi-
ple social actors, policies, and algorithmic processes, we employ the term ethical
assemblage to describe the construction of reliability as a dynamic assembling of
ethos (credibility) rather than a static or individual process. We invoke ‘assemblage’
in the tradition of Deleuze and Parnet, as well as scholars influenced by the material
and ecological implications of their work in rhetoric and media studies (Barnett and
Boyle 2016; Gries 2015; Nicotra 2016; Walker 2016). Furthermore, we view student
edits and reflections, especially those centered on assembling multiple sources and
agents, as uncovering the multiplicities of such ethical assemblages. While these
processes are more pronounced in the graduate students’ edits and reflections,
discussed immediately below, we also view undergraduates’ work as moving
towards the production of ethical assemblages and an understanding of distributed
reliability in Wikipedia.

In making edits to the article on Hashtag Activism’, one student working to rep-
resent the #RealConvo hashtag, a campaign focusing on mental health awareness,
created textual and material assemblages that synthesized organizations, people,
identities, and other textual and material agents work towards an assembled ethos.
The excerpt below displays wiki markup, such as wikilinks and reference numbers,
to show the intertextual and material connections being made:
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#RealConvo

#RealConvo represents the Real Convo project by the American Foundation for Suicide
Prevention (ASFP). Begun in May 2019, Real Convo features guides for talking about
mental illness and videos of celebrities such as Sasha Pieterse and Sydney Magruder
sharing their mental health stories. AFSP created #RealConvo for people to share personal
stories and combat mental illness stigma. Organizations such as National Alliance on
Mental Illness and To Write Love on Her Arms have retweeted #RealConvo with links to
mental health resources. (Wikipedia 2020)

Edits made to the #FireDrillFridays hashtag section of the same article, discussed
above, also combine multiple wikilinks, references, and material/physical
touchstones towards the assemblage of reliability and notability. Since the student’s
edit, that passage has been further developed to include a multiplicity of diverse
sources:

#FireDrillFridays

Inspired by Greta Thunberg and started by Greenpeace and Jane Fonda, #FireDrillFridays
brings awareness to the climate change crisis. Calling for a Green New Deal in the United
States government, the movement organized protests on the Capitol every Friday beginning
in October 2019. The campaign also advocates for complete stoppage of new fossil fuel
projects and to phase out existing fossil fuel projects. #FireDrillFridays gained popularity
with celebrity arrests. Due to the COVID-19 pandemic, Fonda moved #FireDrillFridays
online to continue rallying for government action. (Wikipedia 2020)

Reflecting on these edits, this student discusses how they brought together multiple
types of sources to build ethos in the article: ‘I used news articles and the website
created for the cause for additional resources for the reader.” As is apparent from the
above excerpt, the integration of wikilinks and references to additional organizations,
celebrities, and sources also provides a diverse and dispersed assemblage towards
reliability and illustrates the notion of ethical assemblages often contained in a
single section or paragraph of a Wikipedia article.

For undergraduate editors, they similarly position credibility and reliability
within the complex assemblage of information in and across the Wikipedia platform,
but from a novice standpoint. The student editors who worked on the article titled
‘Violence against LGBT People’ provide an illustration. These students, in their
reflection essay, describe the challenges of finding relevant and productive sources
that do not violate Wikipedia’s Neutral point of view and No original research
policies (McDowell and Vetter 2020), without inserting their own emotional
responses to the topic:

I think that the most difficult part was actually finding information for what I wanted to
specifically write about. Most of the articles I came across on google scholar talked about a
specific group in the LGBT community and I was searching for information on the LGBT
people as a whole. Also, I think another difficult thing about the Wikipedia was being
careful not to insert my own personal feelings or emotions into my writing especially
because the LGBT community is such a sensitive topic touch on.

When someone edits a Wikipedia page they have to cite where they got these information
[sic] from. So at the bottom of every Wikipedia page there is a place of links that will take
you to a website where the information came from. This can be really helpful because most
of these links are credible sources that can be used in the research project someone is doing.
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While these students may have struggled with the process of building an adequate
foundation of sources, they did recognize that reliability is generated out of human-
material assemblages. This realization is particularly evident in a student reflection
essay in which they recognize how the Wikipedia assignment allows for an
assemblage of ethos. Such assemblage links student editors with online communities
and digital tools, such as Google Scholar, Wikipedia citations and links, the LGBT
community, as well as students’ personal feelings or emotions about LGBT issues.
By attending to how reliability is constructed in Wikipedia, and working to improve
content, furthermore, students also practice critical literacy action (Lenters and
McDermott 2019).

Towards Assembled Reliability

In employing the concept of lively assemblage to interpret students’ edits in the
graduate course, we begin to see how Wikipedia-based assignments provide
opportunities for more nuanced understanding of assembled reliability. We propose
the term ethical assemblages to understand lively assemblages that, in the
encyclopedia, demonstrate the distributed production of reliability and that write
against epistemologies of deceit such as misinformation. Indeed, it is Wikipedia’s
highly collaborative and crowd-sources model—for which it has been demonized
since its inception (Black 2010; Gorman 2007)—that allows for distributed
constructions of information across both human and nonhuman agencies. Take the
process of source evaluation, for instance. In Wikipedia, source evaluation and the
subsequent production of reliable information is distributed among multiple agents:
editors, yes, but also policies (verifiability, no original research, neutral point of
view), bots, administrators, readers, and other textual features that become agentive
in the process.

In examining undergraduate students’ work, we ultimately argue that students be
introduced to this understanding of assembled reliability as part of critical media
literacy education. Current information literacy models tend to stress individual
sources and their authors. Consider the C.R.A.A.P. test, first developed by Sarah
Blakeslee (2004). Currency, relevance, authority, authority, and purpose serve as
productive heuristics for evaluating individual sources. However, in thinking about
sources as inherently complex, multiple, and intertextual, a more ecological model
that considers the dynamic assemblage of reliability is needed.
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Countering the Vices of Problematic Information
in Wikipedia: Implications for Wikipedia-Based Education
and Critical Media Literacy

Approaching Wikipedia-based education from the standpoint of feminist new mate-
rialism and critical literacy enables methodologies for critical literacy action against
an epistemology of deceit. Such praxis ‘goes beyond critique as an endpoint and
looks towards ongoing commitment and action’ (Lenders and McDermott) both
within and beyond Wikipedia. As has been pointed out by other scholar-teacher-
activists (Graham 2010; Vetter et al. 2018), and as we have attempted to demonstrate
in this chapter, Wikipedia commands a postdigital influence on discursive and
material realities. Due to the encyclopedia’s place as a significant arbiter in the
global knowledge economy, its representations serve as an implied ontology, a
factual world-making in the ongoing construction of information. Seeking out
problematic information in the encyclopedia, understanding its emergence, and
working to write against the epistemology of deceit, accordingly, has implications
for sociomaterial circumstances across multiple digital and postdigital contexts.

This study further demonstrates the Wikipedia-based writing opens up the oppor-
tunity for students to exercise critical media literacy. As mentioned earlier, Lenters
and McDermott contend that thinking with feminist new materialisms invigorates
empathy and ethical encounters with critical literacy. Specifically, Barad’s work on
new materialism propels researchers towards ‘intra-actions that matter in the world’
(Lenters and McDermott 2019: 7). We consider the Wikipedia assignment as a form
of critical literacy practices that valorizes ongoing commitment and social action.

Previous research on Wikipedia-based education has approached this pedagogy
from theoretical standpoints as diverse as social-epistemic theory, rhetorical theory,
queer/feminist media praxis, feminist epistemology, information literacy, and
critical media literacy, yet few studies have investigated Wikipedia from the
perspective of feminist new materialism. Reading student edits and reflections
through the dual lenses of ‘intra-action’ (Barad 2003) and ‘lively assemblages’
(Barad 2007; Bennett 2010) yields at least three important implications for
Wikipedia-based education, discussed below.

Teaching Towards New Understandings of Agency and Activism

Barad’s (2003) concept of intra-action allows for the understanding of Wikipedia
editing as a mode of distributed activism against the epistemology of deceit (and
especially misinformation). As students worked to add content and improve
information surrounding particular social advocacy campaigns in the article on
‘Hashtag activism’, for example, they also grew more cognizant of the ways that
agency is created through an entanglement of both material and discursive, human
and nonhuman actors. In order to promote a particular hashtag campaign, students
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realized they would need to bring together multiple actors in order to mediate across
material and digital landscapes. Such an understanding has implications for both
critical media literacy and rhetorical knowledge related to agency. As discussed
previously, the model presented in this chapter provides opportunities for critical
action, as Wikipedia edits enable the broader public new forms of awareness and
rhetorical knowledge, allowing students to gain insight regarding the sharing of
agency among multiple actors and opening the possibility of producing new
literacies, meanings, and knowledge.

Teaching Towards a Distributed Notion of Reliability

Employing the concept of ‘lively assemblage’ has also allowed us to reframe the
notion of reliability in Wikipedia. In particular, we theorized the term ‘ethical
assemblage’ to describe the construction of reliability as a dynamic assembling of
ethos involving multiple social actors, policies, and algorithmic processes. In
Wikipedia, this dynamic assembling is achieved as readers, editors, and bots
collaborate to improve encyclopedic content over long periods of time. To teach
towards this distributed notion of reliability, educators in the humanities and social
sciences must jettison previous models of information evaluation (Blakeslee 2004)
and look towards more ecological frameworks for describing and teaching the
evaluation of online sources especially.

The concept of ethical assemblages, while not immediately accessible as a con-
cept to first-year students, holds promise for further exploring and teaching critical
media literacy because it demands we view ethos as something assembled and mul-
tiple. Such an understanding builds on Kennedy’s (2016) theorization of distributed
and curatorial practices in Wikipedia while also critiquing isolated models of reli-
ability (Blakeslee 2004). However, our work with the theoretical notion of ethical
assemblage is only a beginning. We call on other researchers, especially, to expand
this concept by articulating its functions as an ecological model for distributed reli-
ability and testing its premise in their own pedagogies. This could be done in a
variety of ways, but might be most useful when applied to the critical evaluation of
ethical assemblages in online texts beyond Wikipedia.

Opportunities for Pedagogies of Intersectional Feminism

The Wikipedia editing assignments presented in this study allow for a type of inter-
sectional feminist pedagogy that encourages students to attend to knowledge equity
and misinformation. Broadly conceived, attending to systemic biases through mul-
timodal pedagogy allows students to recognize the intersectionality of systems of
oppression. The notion of intersectionality has its roots in social science research
that highlights connections between different cultural categories or sociomaterial
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axes, such as race, gender, and class, and ability, when it comes to the formation of
social inequality and individual identities (Collins and Bilge 2016; Crenshaw 1991).
As such, intersectionality provides a conceptual framework for literacy scholars and
social activists to better understand the multiple identity struggles of disenfranchised
social groups. Crenshaw (1991) incisively pinpoints the issues looming behind
identity politics in the United States. As she writes, ‘women of color are differently
situated in the economic, social, and political worlds. When reform efforts
undertaken on behalf of women neglect this fact, women of color are less likely to
have their needs met than women who are racially privileged.” (Crenshaw 1991:
1250) Efforts to support women of color, especially rape victims, may backfire due
to their failure to move beyond simplistic racial categories representing women of
color and due to their inattention to the intersection between race and gender. In
other words, intersectionality creates the identity politics that takes heed of the
multiple oppressions experienced by people from marginalized social groups.

The question, however, is how to respond to the intersectional call without over-
simplifying the complexities and flexibilities of intersected forms of identity and
agency. The very notion of intersectionality is faced with methodological chal-
lenges. As Dolmage and Lewiecki-Wilson (2010) assert, categorizing, for example,
disability through the lens of intersectionality runs the risk of reducing ‘disability’
to a neutral, stable, and universal identity marker and an add-on, without taking into
account the ‘materiality of multiple oppressions’ and nuanced experiences of mar-
ginalized groups. Analogous to this critique, Barad (2007) cautions that the com-
partmentalization of identity into categories falls prey to a ‘container’ model or
metaphor emergent from the categorical rationality that is salient in western culture.

A categorical imagination as such may lose sight of the complex human-
materiality entanglement underlying the processes of identification and becoming.
In other words, the categorical conceptualization of agency may also invite the risk
of entrenching the differences between human beings and material things that fail to
account for their interconnections. The material dimension of identity has not been
fully explored in this line of thought. One way to address the issue of categorical
thinking is through delving into the material dimensions of agency. Feminist new
materialist notions such as intra-action (Barad 2007) and assemblage (Bennett
2010) can be useful methodological heuristics to address the categorical view of
agency in critical literacy practices.

Challenges and Conclusions

Indeed, the feminist new materialist approach for Wikipedia-based writing pedago-
gies has been met with challenges. At the graduate level, students encountered dif-
ficulties in creating equitable representation of marginalized social groups, such as
women and minorities. For instance, students identified challenges related to locat-
ing and citing sources effectively, especially for marginalized topics that tend to be
underrepresented and undercited. It is essential for students to recognize Western,
logocentric epistemologies that often silence or omit already marginalized types of



9 Writing Against the ‘Epistemology of Deceit” on Wikipedia... 173

knowledge. In addition to dominance of certain epistemologies, Wikipedia is vastly
uneven among different language editions, of which there are nearly 300. The
English version is by far the most well-developed, with over six million articles as
of late 2020. Furthermore, the spectrum of development of these different versions
is incredibly wide. As Denny Vrandeci¢ realizes, ‘if you take the bottom half of all
Wikipedias ranked by size, together they wouldn’t have 10 percent of the number of
articles in the English Wikipedia’ (Vrandeci¢ 2020). Such disparities also extend
across specific article development. Even when Wikipedia language editions con-
tain the same articles, the content and/or level of development of those articles can
be vastly different. Feminist new materialist framework provides an alternative
epistemology for enhancing the coverage of marginalized topics and languages, but
these problems are often complex and far-reaching. Linguistic disparities, for
instance, will require a broader global campaign to truly address, one that can be
sustained beyond a 15-week term.

At the undergraduate level, it is difficult to both teach Wikipedia’s policies (e.g.,
the principle of neutrality) and to encourage students to critically reflect on and
productively respond to those policies. Since Wikipedia policies are essential for
being successful in the Wikipedia community, it is difficult to enact the social
critique and action that would potentially undermine students’ success in contributing
knowledge to the Wikipedia platform. As first-year writers, students in this study
may not be ready to engage in more advanced critical literacy development,
especially in addition to the challenges associated with reframing previous
assumptions regarding Wikipedia and the technological skills participating in
Wikipedia requires. Nevertheless, we see the initiation of critical literacy
development in first-year writing a necessary challenge, especially if we are to
combat online deceit.

Despite these challenges, employing the Wikipedia-based assignment as a form
of feminist new materialist praxis enables opportunities for students to practice
critical media literacy and write against the epistemology of deceit in the online
encyclopedia anyone can edit. Students’ Wikipedia edits and reflection demonstrate
specific applications for exercising and understanding dynamic intra-actions that
create assembled agencies for change. Engaging Wikipedia and misinformation,
furthermore, provides new opportunities for producing new theoretical models
related to a distributed notion of reliability, what we call ethical assemblages’. As a
coda to this chapter, we invite educators and researchers to take up Wikipedia-based
education within a feminist new materialist framework in order to further research
and practice in this area. Studying and teaching with Wikipedia enables multiple
avenues for new understandings of problematic information and for teaching critical
media literacy. We look forwards to engaging in future conversations related to
reliability and agency especially.
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Chapter 10

The Neoliberal Colonization of Discourses:
Gentrification, Discursive Markets

and Zombemes

Albin Wagener

Introduction: Towards an Inflation of Discourses Colonized
by Neoliberalism

‘Making sense’, ‘engaging users’ or ‘making workers adhere’: such expressions are
frequently found in the discourse of business unit managers, coaches and even polit-
ical figures, while they remain linked to the social impact of human relations. In the
world of business and economical rapports, other expressions are to be found, such
as ‘philosophy of a project’, ‘problem solving’ or ‘our collaborators’. Such expres-
sions all represent shifts in meaning that are as much surprising as they do raise
several questions. During recent years, without being necessarily brought to atten-
tion, specific terms and syntactic constructions have been contaminated by semantic
transformations that are typical of the neoliberal world we live in — a world we will
obviously take the time to define in the present chapter.

This chapter builds a theoretical architecture drawing on several linguistic utter-
ances gathered through online texts (media, social networks or forums, for instance).
It exposes a linguistic theory of the neoliberal colonization of discourse and of the
way discourse becomes lexically, semantically and pragmatically transformed by
neoliberal contaminations of meaning. Discourses, I argue, both carry and create
representations; representations themselves also participate in the creation and cir-
culation of discourses. In this perspective, the very nature of a neoliberal coloniza-
tion of discourse holds the seeds of a specific worldview where meaning becomes
softened, free of roughness and trapped in a false consensus where semantic speci-
ficities and historical meaning are dissolved in order to produce a dominating dis-
cursive ideology.
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Deception and dupery lie within this sense of false consensus, inasmuch as the
economic and social world we live in is shaped by an ideology that claims not to be
one, but to be based on pragmatic decisions rooted in facts and data. By mimicking
depoliticization through specific discourse strategies that will be described in the
present chapter, neoliberalism, I argue, is a total form of dupery by design: it shapes
both economic and social rapports, influences a certain form of individualism and
ultimately shapes our very agency by structuring a world of offer, demand and mar-
ket consumption. It becomes positioned as an encompassing discourse that aims to
tell us what is true and what is real in a seemingly universal manner — especially
because it has managed to drive globalization as a holistic process — in order to bias
the decisions we are taking.

In order to develop this theory, I will take the time to define neoliberalism as an
ideology, colonization as a process and discourse, in order to understand what I
define as a progressive gentrification of discursive space — a space that neoliberal-
ism transforms into a market. Moreover, I will introduce the concept of zombeme,
in order to propose a linguistic definition of discursive utterances that become con-
taminated by neoliberal principles, relying on stereotypical language and the exces-
sive use of formulas.

Discourse and Neoliberal Markets

The definition of neoliberalism is essential to understanding how linguistic coloni-
zation functions within the neoliberal spectrum. Neoliberalism, as a word, is itself
widely used to describe political, social and economic phenomena; its very inflation
blurs its definition as well as its conceptual impacts. Thus, neoliberalism is some-
how used as a synonym for capitalism, although both are really different from each
other (Audier 2013) yet triggering the emergence of an epistemological swamp.
According to Scribano (2019: 102), neoliberalism as an ideology draws on the sen-
sitive and emotional dimension of the mind and of the body, by directly connecting
it to the market economy of capitalism.

Scribano posits neoliberalism as an extension of traditional capitalism that
encompasses individual as well as collective preferences, thus drawing on the free-
dom to choose and to consume within a market defined as the sole reference frame-
work. In other words, neoliberalism works as the functional rationalization of
anything that may seem irrational but that is nonetheless valid. In this way, the
neoliberal conception of freedom finds its perfect incarnation in the freedom of
consumption. I will later describe this neoliberal regime, as it perfectly fits the con-
cept of discourse market, insofar as it organizes the horizontal equivalence of opin-
ion and expertise. However, even if neoliberalism is rooted in the sensations and
desires of consumers, it still works thanks to a structured architecture.

Recent events in the evolution of neoliberalism are also linked to the financial-
ization of the world economy and its speculative nature, as well as to the fragmenta-
tion of the means of production and assembly around the globe. According to
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Cingolani (2019), this logic is increasingly based on a convergence of capitalism,
new technologies of information (and control) and the diversity impacting workers’
status and wage. Despite its apparent disorganization, neoliberalism even reinforces
power relationships at both personal and even intimate level (Cingolani 2019: 178).

Neoliberalism can thus be defined as the dominating extension of a specific form
of capitalism that is exclusively rooted in the financialization of markets. In this
sense, neoliberalism is intangible and operates through digital technologies, targets
sensitive and emotional responses and guarantees uninterrupted consumption,
which represents the fuel needed for its existence. Resources are needed in order for
this process to function. They may be natural, human or even linguistic (Duchéne
2011) and represent grounds that are to be exploited and transformed into consumer
goods. Hence power logics have to be implemented in order to maintain the exploi-
tation and consumption of said resources (Dardot 2013), by making individuals
responsible for their own choices within this system (Hache 2007).

As such, the neoliberal definition of markets can be applied to nation-states and
individuals alike, inasmuch as it operates through a logic of social extension
(Legrand 2007): competition emerges, even between entities that do not directly
produce consumer goods. Furthermore, competition turns into a relational and inter-
actional norm and imposes market logic as an obvious structure for social rapports
(Dardot and Laval 2010: 37).

Neoliberalism thus becomes materialized through discourses that support the
construction and circulation of neoliberal representations; however, discourses
themselves actually obey the same neoliberal logic. In other words, discourses are
not only to be analysed as mere echoes of neoliberalism, but really as emerging
structures that carry within them the very processes of neoliberalism.

It is safe to assess that the neoliberal market logic has found a new incarnation in
the general equivalence of discourses that overwhelms social networks and rolling
news channels alike, where experts are invited in order to comment bits and pieces
of information in a sheer horizontal manner. In this perspective, every speaker-
listener-consumer has to choose between various offers of discourses, operating
within discursive spaces that have been transformed into markets: everybody can
select what they want, according to their opinions, preconstructions or centres of
interest. Discourses thus do not enter into dialogue in order to maintain democracy
(Ravat et al. 2020) but are all juxtaposed and considered equally legitimate and
valid, just like products put on shelves. The neoliberal organization of discursive
markets is rendered possible through the existence of a neoliberal metadiscourse
that seems to colonize both discourses themselves as well as their distribution in the
social space; this phenomenon can be described as the neoliberal and democratic
doxa. The neoliberal logic of discursive markets functions like a background noise
that draws on unspoken notions and principles: it invites citizens to act as consum-
ers. In the end, contemporary democracies are fundamentally contaminated by what
is to be described as an ideological project:

Neoliberalism itself causes the erosion of political, moral or subjective oppositions that are

expressed within liberal democracies, but that are not rooted in capitalist rationality. This is
also to be seen in the erosion of institutions, jurisdictions and values that allows the
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existence of non-profit rationalities within democracies. The democratic principles of gov-
ernance, civil code or even religious morality are submitted to economic calculations and
there is neither value nor goods that can escape them; hotbeds of opposition to capitalist
rationality and even hotbeds of reform then tend to disappear. (Brown 2004: 90)!

Drawing on Brown’s works, I argue that discourses follow the same total logic and
are targeted by the neoliberal extension that has been thoroughly colonizing the
diversity of social fields, thus colonizing our vision of both truth and reality.

As a matter of fact, it is important to take the time to understand the market as a
notion and the central role it plays within the neoliberal system. My goal is not to
produce a specific critique or market economy, but to understand how the market, as
a concept and as an ideological instrument, becomes problematic when established
as the fundamental compass of social life — and, of course, of discursive life. The
groundbreaking works led by Halter (2000), for instance, have shown how market
logic had been implemented in the questions linked to identity and culture alto-
gether. Consequently, if identity is considered as a good that can be selected and
enacted through acts of consumption or incarnation, the neoliberal logic colonizes
matters of identity and fractures them in a postmodern way, by using the notion of
bricolage to allow each individual-consumer to construct their own identity, or to
change it depending on their desires and needs. This is a very clear example of what
Legrand calls the social extension of the market:

The social extension of the market I am talking about are expressed through two specific
aspects. First, the market is defined as a space of truth, which allows governance to apply a
principle of verification-falsification. Second, a principle emerges: governance may only
operate for the market and through the market, and the exercise of power as well as political
legitimacy become both rooted in the very structure of market economy. (Legrand 2007: 44)?

According to Legrand’s observations and to Halter’s studies, it is safe to assess that
the extension of the market in fact concerns the sphere of discourses. In fact, dis-
courses are submitted to a principle of competition, especially through the heavy
circulation of opinions and the neoliberal horizontality applied by the very notion of
market itself. In that respect, every citizen-consumer owns the right to select dis-
courses that most appeal to them, not because of their plausibility or their capacity
to be discussed within the democratic sphere, but because said discourses appeal to
them and match a pre-established worldview.

Consequently, the impact of the social extension of the market on a democratic
and economic society is tremendous: the social and political life as a whole becomes
slowly contaminated by the marketplace analogy and by the consumption paradigm
(Gunn 2000: 451). In other words: the marketplace paradigm becomes ‘the’ real-
ity — or ‘the’ truth we are forced to live in. Obviously, it is easy to apply this logic
to discourses and truth in general: as goods disposable on the marketplace, dis-
courses are directly linked to individual choices and waves of trends operating
within the market. The social extension of neoliberalism and the market analogy do

' Author’s translation from French.
2 Author’s translation from French.
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not only reach education, culture or health: both do initiate transformations that
impact the circulation of representations carried by discourses.

Defining neoliberalism, markets and their subsequent notions and processes is
necessary: however, it is also essential to propose a definition of discourses. Such a
definition is needed to work with the notion of discourse and its subtleties, particu-
larly in order to understand how the process of neoliberal colonization functions in
this case:

A discourse is any phenomenon linked to language (linguistically speaking, but not exclu-
sively) that concerns the construction, interaction and transformation of a socially situated
and structuring meaning. Thus, discourse may be politically signifying and is obviously
rooted in essential intersubjectivity, may it be intentional or not; this intersubjectivity is
produced and received by subjects that can express themselves in an individual or collective
manner, about shareable objects. In that respect, discourse is not exclusively linguistic,
communicational or social: it remains at the core and in the margins of each one of these
dimensions, while gathering them at the same time. (Wagener 2019: 39)*

This definition tends to embrace the sheer situated and multidimensional nature of
discourse: I use it to understand how the gentrification of discursive spaces might
occur and how zombemes might emerge as new features of language.

Discursives Spaces as Resources

The neoliberal metadiscourse both produces and organizes the discursive market; it
also structures the conditions of the circulation of discourses. This metadiscourse
cannot be immediately grasped yet remains fully present, insofar as it structures
relations between associated discourses. In a sense, it operates as a discursive dark
matter that is not directly accessible and draws on the concept of semantic
dark matter:

(...) semantic dark matter circulates with discursive utterances and does not only say some-
thing about the state of the world or a galaxy of representations. It is more than this: seman-
tic dark matter perpetuates political organizations, shared and shareable social views as
well as structured representations made available to individuals whose sole aim is to make
sense of the world and, thus, make society. (Wagener 2019: 153)*

As such, the neoliberal colonization of discursive spaces would then be able to
operate by drawing on spaces and energies granted to semantic dark matter, thus
leaving an ideological footprint on discourses themselves. In this perspective, this
colonization represents an operation of discursive manipulation, which uses exist-
ing resources in order to modify representations:

Manipulative discourse exploits the inherent weaknesses of the interpretative process to
ensure that a sub-optimal interpretation is indeed arrived at, i.e. to ensure that one of the

3 Author’s translation from French.
4 Author’s translation from French.
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predicted error occurs. In this context, this approach looks at manipulative uses as a built-
in — and hence, inevitable — consequence of the way our pragmatic system operates. (...) A
manipulator will achieve their goal by having a re-ordering action on the cognitive environ-
ment of the hearer so as to guarantee that a given utterance U will be interpreted within an
appropriate subset of contextual assumptions, independently of the expected presence of
contradictory assumptions in the cognitive environment of the hearer (...). Manipulation is
therefore re-analysed as an instance of Context Selection Constraint. (Maillat 2013: 194)
(emphasis from the original)

This dark matter actually pollutes the discursive market with discursive architec-
tures: it influences each and every perception and representation that circulates
within a certain framework. This framework represents a hegemonic system, inas-
much as it contaminates a high number of social and economic devices and appara-
tus. Furthermore, this process also draws on emotions defined as motivational states
(Frijda 2003), which underlines their crucial role in the definition of neoliberalism,
insofar as it fuels acts of consumption by affects and desires.

In this perspective, I argue that it is important to rely the process of context selec-
tion constraint defined by Maillat to the definition of ideology proposed by Sarfati,
seen as companion to the concept of doxa:

Ideologization can be described as an operation of semantic transplant from a reduced and
biased point of view. (...) In order to defend their interests, institutions of meaning put ideo-
logical constructions into circulations; such constructions may offer a positive image of
their activity and, consequently, a negative image of opposing institutions. (Sarfati 2011:
158-159)°

According to Sarfati, ideology and doxa represent two faces of the same coin.
However, Stockinger does not follow the same path and proposes a definition of
common meaning that is rooted in ideologization processes: ‘It is ideology, in the
epistemic sense, that implements the doxa (or common meaning), as well as its root-
ing in an obviousness that is mediatized through experiences and traditions shared
by members of a group or a social organization’ (Stockinger 2001: 81).°
Ideologization processes are thus able to contaminate the common meaning that
circulates within and through discursive representations. Such processes work
according to manipulation processes rooted in a semantic dark matter that remains
inconspicuous at first, yet shows how discourse is simultaneously to be found in
both the spoken and the unspoken. Moreover, operations of ideological colonization
are rendered possible through the notion of interdiscourse (Pécheux 1975), which
shows how discourses are ontologically linked together through dynamic relations
(Garric and Longhi 2013: 65).

According to this logic, the neoliberal ideology infuses, thanks to a process of
context selection constraint. Hence it transforms circulating bits of common mean-
ing in a dynamic way, by drawing on semantic dark matter as a resource, as well as
on the possibility to disseminate chunks of ideology through interconnected inter-
discursive universes.

3 Author’s translation from French.
% Author’s translation from French.
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The contaminating evolution of neoliberalism shows that ideology is not simply
a semantic transplant coming from a specific doxa, as Sarfati assesses. On the con-
trary, the architecture of discursive spaces, combined with the notions of interdis-
course and semantic dark matter, underlines the fact that ideology needs to be
defined as a macrostructure of intricate networks. In fact, this macro-structure can
even be found in specialized or scientific discourses; no linguistic register is safe
from ideology, especially if the latter has even the project to absorb its critical coun-
terparts, which is the case for neoliberalism.

For instance, the simple desire to buy a new car, to comment love relationships
or travel destinations is a never meaningless utterance. As discourses drawing on
shared social experiences and desires that circulate in the social sphere, they may
indeed carry the seed of neoliberalism; such as volatile pollen, it can hang on a high
variety of discursive genres and structures. This is especially relevant because every
discursive action carries shareable meaning (Howarth 2000) that is constitutive of
social reality (Ramoneda 2011) and submitted to power struggles (Torfing 2005); all
these parameters write the story of discursive possibilities.

Beyond the very question of discourse, it is important to state that discourses are
to be seen as resources to exploit; this is notably due to the fact that social and lin-
guistic operations become increasingly quantified and transformed into data — the
contemporary black gold of our digitized societies. This conception of information
is rooted in the notion of cognitive capitalism (Rullani 2000) that has been extended
and augmented by neoliberal ideology; this has made the notion of resource even
more relevant, insofar as it is linked to the colonial origins of modern capitalism and
thus to its contemporary neoliberal form: ‘At the heart of the problem of colonialism
are transformations in social and economic organization intimately tied to the
extraction of natural resources from peripheral communities’ (Holst 2015: 203). In
that respect, the exploitation of resources does impact social and economic organi-
zations; neoliberalism has managed to extend this very analogy beyond sheer natu-
ral resources, even to non-profit activities. It is easy to see how seemingly harmless
individual information can turn into resources to be exploited (Couldry and Mejias
2019), especially through the increasing domination of information and communi-
cation technologies. To cut a long story short, it would be difficult to argue that this
trend cannot be applied to discourses.

The neoliberal colonization of discourses has, for instance, already been explored
through the study of discourses of authority used in the French laws on pension
reforms (Devriendt and Monte 2015) or through the analysis of corporate language
and the transformations it implies in terms of work organization (D’ Almeida and
Avisseau 2010: 128). The neoliberal ideology colonizes and spoils (or leaves to rot)
specific words or discursive formations, such as ‘engagement’, ‘make someone
adhere to certain values’ or even the use and abuse of the word ‘skill’. Hence lin-
guistic terms and formations that seem to be relatively safe from commercial capi-
talism get absorbed by a progressive logic of ideological colonization. Again, I wish
to underline the importance of language itself that is acted upon as a resource to
exploit in the neoliberal logic: contamination works as the main operating principle,
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within interdiscourses, in order to affect prediscourses and to influence the produc-
tion of postdiscourses (Wagener 2016).

In order to gain a better understanding of what is at stake, I propose the following
examples that are all accessible on LinkedIn, which is probably the main profes-
sional social network as I am writing this chapter; they all concern the word ‘mean-
ingful’ as used in the professional and corporate context:

1. ‘If you want to gain exposure to corporate life, get introduced to executive search
and recruitment, and you enjoy working across multiple and meaningful proj-
ects, this #internship is for you.” (27 August 2020) (emphasis from the original)’

2. ‘Many of my peers are motivated by money. I grew up poor, so I know that
money isn’t everything. Some of the others want to be famous. I would rather
have meaningful connections. And yet others still desire more power and influ-
ence. I would rather be more kind. You see, money comes and goes, fame does
not make you a better person, and your title does not determine who you are. You
do.” (28 August 2020) (emphasis from the original)®

3. ‘I'm truly blessed to join the professionals at BCI. We have an amazing team
dedicated to enriching the lives of adults with disabilities and their families
through meaningful employment.” (27 August 2020) (emphasis from the
original)’

4. ‘I'm pleased to inform everyone that I have started my first job as a Software
Development Engineer at Jio. I'm very thankful to (...) everyone who worked
hard to ensure a smooth onboarding experience. Again, I'm thankful to Jio for
providing me with the opportunity to do interesting and meaningful work that
will contribute toward building a better world.” (26 August 2020) (emphasis from
the original)'®

5. ‘As an Amazon Web Services (AWS) Software Development Manager, you’ll
help team members learn and grow in their careers, while inspiring them to
deliver meaningful results for our customers. Come build your best tomorrow
with us #HereAtAWS.” (28 August 2020) (emphasis from the original)!!

6. ‘People Success = Customer Success = Company Success. In that order. Invest
in your team, genuinely care about them as people, take meaningful action to
further their professional development, listen to them, support them and they
will invest in you, your customers and your company. Align your customer’s
goals to your company goals — your company only exists because of your

’See https://www.linkedin.com/posts/zhawwari_intern-majidalfuttaim-internship-activity-6703
657931734339584-TRVg. Accessed 20 December 2020.

8See https://www.linkedin.com/posts/garyltravis_garytravis-leadership-bestadvice-activity-67040
69851234877440%2D%2DS8II. Accessed 20 December 2020.

°See https://www.linkedin.com/posts/troy-compardo-582ba78_boone-center-inc-names-new-ceo-
activity-6704117009061339136-xxrk. Accessed 20 December 2020.

19See https://www.linkedin.com/posts/thesagarsehgal_techster2020-learningatjio-lifeatjio-activity-
6703897316149002240-1hzd. Accessed 20 December 2020.

See https://www.linkedin.com/posts/amazon_hereataws-with-helbert-maich-activity-6704077
239597846528-xRqp. Accessed 20 December 2020.
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https://www.linkedin.com/posts/garyltravis_garytravis-leadership-bestadvice-activity-6704069851234877440%2D%2D8ll
https://www.linkedin.com/posts/garyltravis_garytravis-leadership-bestadvice-activity-6704069851234877440%2D%2D8ll
https://www.linkedin.com/posts/troy-compardo-582ba78_boone-center-inc-names-new-ceo-activity-6704117009061339136-xxrk
https://www.linkedin.com/posts/troy-compardo-582ba78_boone-center-inc-names-new-ceo-activity-6704117009061339136-xxrk
https://www.linkedin.com/posts/thesagarsehgal_techster2020-learningatjio-lifeatjio-activity-6703897316149002240-lhzd
https://www.linkedin.com/posts/thesagarsehgal_techster2020-learningatjio-lifeatjio-activity-6703897316149002240-lhzd
https://www.linkedin.com/posts/amazon_hereataws-with-helbert-maich-activity-6704077239597846528-xRqp
https://www.linkedin.com/posts/amazon_hereataws-with-helbert-maich-activity-6704077239597846528-xRqp
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customers so your focus should be making them successful. If you get that right
and you have a compelling product/service the market needs, the revenue and
company success will follow.” (29 August 2020) (emphasis from the original)'?

7. ‘Of the many things I am proud of this appointment to the Google Dealer Council
was one of the most meaningful. 1 am thankful for the opportunity to serve, to
learn, and to contribute. #thinkwithgoogle.” (29 August 2020) (emphasis from
the original)'

I could go on, but the main point present in such examples is that meaning can be
used by LinkedIn users and businesses to work, connections, results, action and
even projects — to name but a few possible lexical colocations. For users, ‘meaning-
ful’ genuinely seems to carry a positive value: it is used in the context of a new job,
of successful business development, of specific career shifts and professional rela-
tionships. These direct lexical colocations testify for a positive linguistic accumula-
tion, which structures a positive discourse on meaning and meaningful events in
professional lives, yet hardly conceals a discursive double entendre:

e There seems to be a possible gap between meaningful actions and work life,
which conceals various neoliberal ideologemes (or markers of ideology), in
word clusters such as ‘while inspiring them to deliver meaningful results for our
customers’, ‘you enjoy working across multiple and meaningful projects, this
internship is for you’ or ‘take meaningful action to further their professional
development’. I argue that such discursive formations show a polarized distinc-
tion between the individual, who is responsible for changes in their life, and the
others, who remain depicted as resources to be satisfied in a professional frame-
work, which shows an obvious lack of selfless sense for otherness.

* The quest for meaning appears to be linked to a form of corporate luxury that can
only be accessible to certain professionals, while a lot of jobs may have trouble
to get genuinely connected to the notion of meaning or self-realization.

It would be equally interesting to focus on other specific words or formulas to find
examples and study them; what I mean to argue is that neutral or positive words
become desubstantialized by a positive overrating within professional and corporate
contexts. This is rendered possible by the organization of discursive spaces where
abusively positive repetitions of words and expressions occur while being progres-
sively desubstantialized through this very process.

Such an operation of desubstantialization does not indicate that words lose all
meaning, in the semantic sense of the term; such a loss would imply that meaning is
solely carried by the world, whereas it clearly operates in a dynamic and interac-
tional manner with its social environment. On the contrary, in the case of desubstan-
tialization, a socially shareable avatar of meaning is put into circulation and

12See  https://www.linkedin.com/posts/meganwhitebowen_peoplefirst-customersuccess-leadership-
activity-6703972493872431104-7JyQ. Accessed 20 December 2020.

BSee  https://www.linkedin.com/posts/bbenstock_thinkwithgoogle-activity-6703689997163278336-
yo-J. Accessed 20 December 2020.


https://www.linkedin.com/feed/hashtag/?keywords=thinkwithgoogle&highlightedUpdateUrns=urn:li:activity:6703689997163278336
https://www.linkedin.com/posts/meganwhitebowen_peoplefirst-customersuccess-leadership-activity-6703972493872431104-7JyQ
https://www.linkedin.com/posts/meganwhitebowen_peoplefirst-customersuccess-leadership-activity-6703972493872431104-7JyQ
https://www.linkedin.com/posts/bbenstock_thinkwithgoogle-activity-6703689997163278336-yo-J
https://www.linkedin.com/posts/bbenstock_thinkwithgoogle-activity-6703689997163278336-yo-J
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seemingly functions with the qualities of the word itself — especially the most posi-
tive ones, which clearly shows evidence for desubstantialization. Going back to our
examples, I posit that the word ‘meaningful’ becomes semantically linked to its
lexical contexts in a consensual and seemingly harmless manner. In this perspective,
‘meaningful’ shows signs of neoliberal contamination and becomes what I call a
zombeme, activated within a gentrified discursive space. I will get back to these
notions later in the present chapter.

The desubstantialization process shows how neoliberal ideology colonizes dis-
courses, particularly because of its ability to generate what Dormeau calls ontopoli-
tics (Dormeau 2019). In this perspective, citizen-consumers make conscious choices
while submitting themselves to an ideology they think they are able to benefit from;
this process works in the spirit of social and economic conformity and implies the
deliberate submission of citizens to a framework that this perceived as tailor-made
(Dormeau 2019: 142). Dormeau assesses that the construction of such a seemingly
tailor-made framework is precisely what drives neoliberal colonization, and I argue
that this is also the case for discursive spaces. I will now take the time to understand
how discourses can get submitted to such an operation of contamination.

Colonization, Gentrification and Zombemes

To better understand the processes on which relies the neoliberal colonization of
discourses, it is of course necessary to define colonization. Of course, I am not using
the term in a sheer historical way and clearly do not wish to draw any awkward or
offensive parallel with the political predation that affected so many countries
throughout the world. I will rather take the time to understand how colonization
operates as anthropological mechanics, in order to extend it to the dimensions of
language and discourse. My definition of colonization is directly connected to the
definition of neoliberalism: it underlines a change of paradigm from historical capi-
talist colonization to neoliberal colonization (Clarno 2017). This version of coloni-
zation draws upon the concept of biopolitics and fosters the creation of active
processes of decolonization (Mignolo 2013). In that respect, colonization (and, of
course, colonialism) is rooted in the notion of looting (Ravelli 2019: 43).

Hence the following hypothesis: the origins of modern capitalism are to be found
in multiple phenomena, yet they are all directly linked to the process of colonization
and its following applications:

* Confiscation of spaces.

* Looting of resources present on such spaces (material treasures and human
beings alike, to name but a few targets).

* Imposed reorganization of systems that exist on said spaces towards a process of
resource exploitation (material and human).

* Enrichment of settlers/colons because of this very reorganization.
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I thus argue that colonization functions through a quadrangular scheme based on
four clear concepts that are in constant interaction: confiscation, looting, exploita-
tion and enrichment. The compass that emerges from these four concepts represents
colonization as a social, political and economic phenomenon.

Colonization may also be applied to the context of discourse. In fact, by doing
so, the same quadrangular scheme quickly emerges from a semantic perspective,
thus treating discourse as a sheer resource:

» Confiscation of discursive and linguistic spaces, most of all through the visible
inflation of neoliberal discourses and devices.

* Looting of semantic resources present on such spaces.

* Imposed reorganization of systems that exist on said spaces, towards a process of
exploitation of lexical, semantic and discursive resources, though an intricate
play with semantic ambiguities and positive values (as can be witnessed with the
term ‘meaningful’, for instance).

e Enrichment of neoliberalism because of this very process of exploitation that
progressively gains ground, slowly contaminating intimate and individual terri-
tories, as well as political spheres.

Such an operation is not instantly noticeable, since it is disguised as an acceptable
and normal social process. There lies the strength of neoliberal ideology and its
colonization of discourses of ‘common meaning’ (Sarfati 2011): it does not seem
dangerous at all and coils up in a semantic consensus that appears to be entirely
harmless at first.

Gentrification, I assess, is a much-needed concept if one wishes to get a better
understanding of neoliberal colonization; in fact, gentrification represents an accept-
able mask of the neoliberal colonization of discourses. Obviously, scholars have
been studying the phenomenon of gentrification for decades, particularly in the field
of social geography. For many authors, gentrification is to be defined as a form of
neoliberalization of urban spaces:

The generalization of gentrification has various dimensions. These can be understood in
terms of five interrelated characteristics: the transformed role of the state, penetration by
global finance, changing levels of political opposition, geographical dispersal, and the sec-
toral generalization of gentrification. (Smith 2002: 441)

In fact, one of the main effects of gentrification is to drive working classes out of the
urban spaces of city centres and then of other parts of the city, in order to relegate
them to the peripheries of the cities (Van Criekingen and Fleury 2006). However,
public and private elites will quickly rebrand gentrification as ‘urban regeneration’
(Smith 2002: 443), a strategic semantic choice that is notably found in urban plan-
ning documents and policies. Indeed, unlike gentrification, the positive symbol of
‘urban regeneration’ does not so much put the focus on class epuration, but rather
on the renewed attractivity of certain urban spaces that become less unpleasant to
live in; moreover, it is more profitable in terms of real estate investment
(Redfern 2003).
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Furthermore, the gentrification of urban spaces has a lot in common with coloni-
zation itself: such a parallel is indeed relevant, when it comes to the role of gentrifi-
cation as a mask of colonization. In fact, gentrification draws on class privilege,
deregulation and a style of city management that is directly inspired by business life
(Atkinson and Bridge 2005: 2). It is important to consider the links between gentri-
fication, colonization and neoliberalism when studying the context of discursive
spaces; it is even more important to state that discursive spaces do not exist indepen-
dently from their speakers, but rather that they do participate in the transmission, the
animation and the colonization of neoliberal ideology by using and validating sen-
tences and words that rely on said ideology. In other words, gentrification excludes
individuals who could not or would not wish to take part in the neoliberal process in
one way or another (Clark 2005) and adapts to the specificities of spaces (Hackworth
and Smith 2001). The same applies for speakers: they become slowly won over by
neoliberal colonization, depending on their social, professional or economic status.

My theory is as follows: the gentrification of discursive spaces indeed draws on
the notion of ‘discursive regeneration’ and may leave the impression that problem-
atic, oppositional, critical or negative discourses become transformed in both posi-
tive and motivating utterances. Discourses targeted by the consensual yet colonizing
mask of neoliberal gentrification thus become slowly desubstantialized (or degener-
ated) and re-substantialized. Consequently, such discourses operate, thanks to a new
ideological paradigm that becomes semantically inherent. The result of such a con-
taminating processes leads to the emergence of what I call zombemes.

The use of analogy is intentional here, insofar as it allows the development of
features that would be difficult to reach without metaphor: it enhances the creation
and transmission of concept and notion in both science and education (Aubusson
et al. 2006). Moreover, it does work as a method, particularly when incorporated
into a theoretical framework that does use other scientific developments and leaves
place for metaphors in order to better understand certain aspects of the world
(Cameron 2013).

By applying this metaphor, I posit that zombemes are different from stereotyped
language or even reified phrases:

e Stereotyped language actually distances social, economic or political facts in
order to avoid naming them, thus multiplying linguistic utterances (Lopez Diaz
2014) that are entirely or partially technicized or stereotyped (Oustinoff 2010):
such language in reality builds up semantic aberrations that distance themselves
from reality (Dewitte 2010).

» Reified phrases, or ‘formulas’ in linguistics, work through specific lexical pro-
cesses such as conventionality, undetermined sloganeering, semantic freezing or
automatic colocation (Krieg-Planque 2009).

Zombemes may obviously be found in stereotyped language or reified phrases: they
can adapt themselves to a high variety of enunciative contexts (‘meaningful’, for
instance, as a zombeme, may also constitute a kind of stereotyped language in the
work sphere). Nevertheless, zombemes cannot be strictly limited to reified phrases
or stereotyped language.
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In other words, stereotyped language encompasses rhetorical methods that buries
argumentation in the sand and avoids relevant naming, while reified phrases or for-
mulas rely on the hypercirculation of linguistic devices that progressively freeze
and slowly drift away from their semantic origin. Zombemes, on the other hand, are
caused by the neoliberal ideological colonization of discursive spaces and contexts
of enunciation. In that respect, zombemes do not refer to zombies for fun only; they
own all their ambiguous qualities, namely, inaction, waiting and erring ways, as
well as predatory and voracious action (Coulombe 2012) — qualities that are also
inherent to neoliberalism (Peck 2010). Furthermore, zombemes contain the seeds of
transmission and virality, hence the contamination to other words, sentences or con-
texts of enunciation; this process can, for instance, be perceived in the extension of
the concept of skill, as a managerial operator, to the world of education and teaching
(Crahay 2006). The metaphor of the zombie also somehow reminds of the logic of
hectic and senseless predation of neoliberal capitalism (Webb and Byrnand 2008),
as well as of its undead yet ever circulating economic doctrine (Quiggin 2012). I
propose Table 10.1 in order to explore the qualities of stereotyped language, reified
language (or formulas) and zombemes.

Zombemes may be recognized based on the following characteristics and can
thus be isolated from a discursive point of view:

e Zombemes may be found in simple words, whole sentences or reified formulas.

e Zombemes prosper within discursive spaces and contexts of enunciation that
have been or are currently being gentrified — meaning confiscated, looted, reor-
ganized and depleted by neoliberal ideology and its representations.

* They rely on desubstantialized qualities that are not operating by relying on their
initial semantic meaning, but by drawing on the contamination initiated by neo-
liberal ideology.

* They also rely on neoliberal semantic dark matter, inasmuch as they become
ideologized through smoothened and positive semantic expressions that are
rooted in the fundamental principles of neoliberal ideology — namely, individual
responsibility, exploitation of resources, inclusion of oppositions, market logic

Table 10.1 Differences between stereotyped language, reified language and zombemes

Stereotyped
language Reified language Zombemes
Semantic goal Semantic Semantic freezing and Semantic
avoidance hypercirculation desubstantialization
Linguistic form Multiplication of | Automatic colocations Smoothened
utterances expressions
Semantic process Technicizing Sloganeering Neoliberalizing
Relation to reality Distant Conventional Ideological
Degree of virality Low High High

Relation to the
context of enunciation

Context-avoidant

Context-dependent

Context-contaminating
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and merely economic structuration of social fields that have no purely financial
vocation, among others.

 Finally, they also operate on behalf of larger discursive architectures that actually
conceal neoliberal representations to be seen in discourse and interdiscourse.

In this manner, zombemes cannot be identified through their sheer linguistic quali-
ties, but by analysing their actual discursive universe; thus cues of neoliberalism are
not to be found within zombemes themselves, but in their context of enunciation
and their representational galaxies.

Zombemes are part of a general neoliberal design of deceit and dupery: they
seem clear enough to be used and reused in various contexts, yet hold the germs of
an ideology that wishes to stay away from the light. Zombemes are closely tied to
the sheer particularity of neoliberalism: an ideology that presents itself as some-
thing that is not an ideology, but a view of the world based on facts and realism.
Zombemes, however, only have the lexical appearance of factual observations: they
do bias the way we look at the world by telling us how it should be — not how it is.
Yet beneath this seemingly harmless lexical appearance lies a semantic process that
misleads speakers into believing that words can be unpolitical and that reality is
something that could never be colonized by an ideology. In this perspective, neolib-
eralism uses zombemes to turn into a form of quantum ideology: it appears to be
absent, until you measure it.

Conclusion: Decontaminating Discourses
in a Postdigital Society

The goal of this chapter was both simple and complex: (a) apply the principles of
the colonization of neoliberal ideology to the field of discourse; (b) show how dis-
cursive spaces function by relying on market logic, because of the very neoliberal
system that structures economic, political and social spheres alike; and (c), finally,
establish a theory of a linguistic incarnation of said neoliberal ideology through the
notion of gentrification of discursive spaces, as well as the progressive yet structur-
ing emergence of zombemes.

My work is only preliminary and theoretical, yet it holds a truly applicable
dimension. Indeed, it will now be important to produce discursive studies that will
show how certain zombemes are actively circulating; this will be rendered even
more possible, thanks to the postdigital organization of society (Andersen et al.
2014). This postdigital organization implies the blurring of traditional frontiers
between both online and offline discursive spaces and a discursive influence that
increasingly and persistently affects the social space (Jandri¢ et al. 2018). This
influence is based on the definition of attention as a limited resource (Weng et al.
2012) and the explosion of short narrative arcs (Rose 2012); these narrative arcs
become also subject to the inflation of fake news and reinvented truth that can be
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described as resources that push discourses away from the simple relation to truth
or reality (Wagener 2020).

The layout of the postdigital shift of discursive spaces consequently causes the
proliferation of zombemes. This is rendered possible because of the liquefaction of
representations colonized by neoliberal ideology, as well as corollary discursive
gentrification. In this perspective, I argue that discourse analysis plays a central and
particular part for years to come: it has to conceive and structure tools that will help
flush out zombemes or any other discursive form that may rely on unclear predi-
cates. This way, discourse analysis may finally be able to offer devices that will be
essential to the education to the versatility, variability and fragility of discourses —
and to the fact that they represent extensions of our humanity, strengths and vulner-
abilities included.
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Chapter 11

Social Memes and Depictions of Refugees
in the EU: Challenging Irrationality

and Misinformation with a Media Literacy
Intervention

Check for
updates

Mike Hajimichael

Introduction

For the last 2 years, through the project Media Literacy Living Together (2018), I
have been engaging in research on social memes and the ways in which people
express opinions online regarding refugees in the European Union. Memes play a
central role in the digital world because people today more than ever communicate
more with visual rather than textual content. Who, for example, reads a long textual
rant? On the other hand, would people look at a digital image and immediately get
the message? The human brain processes images 60,000 times faster than text
(Eisenburg 2018), and social memes, as visual content, play a big part in our online
mediaconsumption, particularly regarding issues of fakeness and mis/disinformation.
Before elaborating further though, by way of introduction, I want to clarify some
practical and conceptual issues on the visual content under consideration. During
the course of the current research, through all its different phases, I felt it was always
imperative for people engaging with this text to be able to see the content under
discussion, in its original form as much as possible. I find it hard to talk about
images without sharing and discussing them. At the same time, practically, in a
book chapter, the inclusion of, say, 30 colour images would be impossible due to
publishing costs. So parallel to writing up the research, I created an online blog to
include the images in the discussion, and this is referenced extensively in this
chapter (Hajimichael 2020).

The memes being referred to in the text can be viewed at https://wordpress.com/post/
sublimeridiculous.wordpress.com/958.
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It is also pertinent to consider what social memes are and why they are so impor-
tant in relation to fake news. Additionally, although I am using the word ‘refugees’
in the context of Europe in a time frame when this has been defined as a ‘crisis’
(Trimikliniotis 2019), I need to be clear from the outset how this term is constructed
with particularly ideological and political ramifications along identity and categori-
zation lines, which mean different things to different people. Categories such as
‘refugee’, ‘migrant’ and ‘asylum seeker’, for example, to name just three, are often
blurred and misconceived. Evidence of this will come out in some of the visual data
under examination.

The bulk of this chapter considers issues grounded in the visual data and context
with regard to a series of messages contained in social memes on refugees in the
European Union, particularly with regard to their fakeness and a sense of being
duped. Critical discourse analysis is a relevant approach in this context because
these representations are problematic in that ‘real’ problems, as I shall explain, are
distorted, ridiculed and trivialized. In the process, the demonization and
marginalization of life experiences, what it means to be a refugee, fleeing war,
conflict and political persecution, transforms into a plethora of often-vitriolic social
memes aimed at making alleged ‘extreme’ cases the generalized norm.

One way by which we at the University of Nicosia (Cyprus) sought to counter
this demonization and marginalization was through the development of critical
thinking carried out through a media literacy intervention with students as part of a
taught course on Media Literacy. Although calls for developing critical thinking
have existed for many decades (Kellner and Share 2005), there is a real need for
such initiatives in current research on ‘fake news’ and, particularly, as evidenced
from findings in this chapter, regarding refugees in Europe. This need has many
dimensions. From the outset, Media Literacy concerns itself with ‘encoding’ and
‘decoding’ messages; as a result unpacking and comprehending meanings is of
paramount importance in the digital age. Accordingly, ‘[bJeing literate in a media
age requires critical thinking skills that empower us as we make decisions, whether
in the classroom, the living room, the workplace, the boardroom, or the voting
booth’ (National Association for Media Literacy Education 2020).

Additionally, much of the visual meme content found on refugees in the EU,
particularly when its source is an overt racist group or movement, functions as
digital propaganda (Hobbs and McGee 2014). Research in this field then becomes a
calling of utmost importance. Through the naturalization of propaganda on
hybridized digital social media platforms as representations of ‘post-truth’ politics,
communication and media studies are going through a Zeitgeist in relation to digital
propaganda (Lilleker and Surowiec 2020). A media literacy intervention also
represents a redefinition of civic engagement with digital media texts (Mihailidis
2018), enabling citizens to question and challenge authority in an age of dupery and
deception (MacKenzie et al. 2020).
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Social Memes

Social memes, also known as Internet memes or just memes, are visual-based con-
tent shared online through social media sites. Dawkins (2016) adapted the concept
of the ‘meme’ as a unit of cultural transmission from the Ancient Greek word
miméma (pipnpa) — meaning ‘imitation’ or ‘to imitate’ (American Heritage
Dictionary 2020). Initial Internet-based memes were symbolic emoticons such as a
smiley face :-) in the early 1990s. Obviously, with time and radical transformations
in online content, platforms and infrastructures, memes have evolved into user-
adapted images and videos, with specific characteristics, such as digital content
with specific commonalities in form/style/content, which have been created
intentionally and distributed, shared and adapted online. Adopting this kind of
framework means these adaptable cultural units are important areas of study for
contemporary communications scholarship (Shifman 2014).

In my endeavour to interpret social memes, particularly on the subject matter of
‘refugees’ during a particular time frame in Europe, some nagging questions came
to mind that, in many ways, could not be answered easily but are significant, namely:
who are these people in the images? Moreover, did they consent to being included?
Obviously, we cannot answer this factually, but it is assumed that most memes are
based on images that are protected by copyright laws. However, in US copyright
law, the concept of ‘fair use’ means ‘copyrighted work’ (can be used) ‘in the creation
of new work without permission, as long as the use fits within certain parameters’
(Orlofsky 2019). Lantagne (2017) goes one step further by identifying memes as
‘static’ (reproductions of an existing image shared online without adaptation) and
‘mutating” which have been adapted or ‘morphed beyond their origin’ giving new
and/or extended meaning. A ‘mutating” meme then can be viewed more as an ‘idea’,
and how you go about copyrighting an idea intellectually is a problematic issue for
many scholars (Patel 2013; Lantagne 2017).

As most of the memes under consideration fall under the second category, it also
follows that we need to consider certain dynamics of who is ‘speaking’ or
‘communicating’ and how they are doing so in terms of meaning. Given that this
process is invariably linked to relationships of positions of power and control (van
Dijk 2015), we have then to consider who is being marginalized and left out
communicatively. There is a clear ‘us-vs-them’ paradigm in much of the memetic
content under review, and clearly critical discourse analysis is of value
methodologically, particularly van Dijk’s idea of the ‘ideological square’ which
defines double-edged strategies of positive ‘in-group’ and negative ‘out-group’
descriptions. This is crucial to understanding inequalities and their reproduction in
meme-based content on social media. Memes function in this way as digital media
content because they also rely on the use of ‘common-sense’ or vernacular language
that distorts meaning into factoids. One of the key purposes of this ‘common-sense’
populist content is to connect through misinformation to gain publicity and become
accepted through constant repetition/sharing. ‘Common-sense’ and its dominance
as a political discourse are nothing new in terms of discrimination and racism
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(CCCS 1982). Lawrence interviewed by Bhattacharyya (2020), expresses the view
that we are living in an age of ‘cultivated ignorance’ where there is a tendency to
just ‘vilify’ people and ‘common-sense’ itself has become a meme.

I would take this further to argue memes have changed the course of political
discourse in many ways; they have become weaponized tools in the articulation of
a problematic term, which I will call the irrationality of contemporary politics. Two
key elections reflect this intensively in 2016 and 2017 because they were fought out
vicariously on social media platforms (Iosifides and Wheeler 2016; Hénska-Ahy
and Bauchowitz 2017). Donald Trump became President of the USA, and the
majority of the electorate in a referendum in Britain voted to leave the European
Union. Within the context of Donald Trump’s election victory of 2016, this is
explained in the following manner: ‘if that constituency feels its interests are not
being served by a political establishment that purports to represent it fairly, a lying
demagogue can appear as a distinctively authentic champion of its interests’ (Hahl
et al. 2018).

How does a ‘lying demagogue’ achieve this? By lying some more. The ‘insiders’
who represented the establishment, in the context of US politics, Hilary Clinton,
reflected a crisis of legitimacy. As a candidate, Clinton represented the establishment,
those ‘insiders’ who run the system. Trump’s claim to ‘drain the swamp’ or ‘fix’ a
‘broken’ establishment (BBC 2016) gained ground due to its alluring alternativeness.
This was articulated through lies and resentment by a candidate painted as a new
‘outsider’ to the system, as one of the ‘people’ (Hahl et al. 2018). Trump constructed
such an approach with mathematical accuracy, and it was classic populism revisited.
In an extensive study at MIT of 126,000 stories tweeted by three million people over
11 years on Twitter, this is explained through the phenomenon of ‘false’ news
traveling faster (being shared more) than ‘truth’ (Vosoughi et al. 2018).

In terms of the Brexit Referendum, the dissemination of false information on
immigration and being ‘flooded’ by refugees came centre stage in political discourse.
The Vote Leave campaign even had a series of paranoiac meme-like political adverts
on the prospect of Turkey joining the EU (Boffey and Helm 2016), and the plethora
of offensive memes on refugees being ‘fakesters’, ‘frauds’ and ‘fiends’ cannot be
disconnected from the realities many refugees and migrants face crossing dangerous
seas and precarious, hostile borders. It is not coincidental that many of these memes
originate, as will be shown, from extreme-right wing, racist groupings in Europe
who seek to make political capital out of human suffering. Indeed, the importance
of memes is central to these political movements in contemporary societies, as
Spencer, a renowned white supremacist in the USA, puts it: “We memed alt-right
into existence’ (VICE 2016).

Therefore, against this kind of background, I want to consider specific themes
found in this age of online dupery and deception with regard to refugees and social
memes. Having collected 200 memes on the subject matter of refugees in the EU,
which formed a body of content for students to consider through the Media Literacy
Intervention, I set out to analyse this with critical discourse in mind and the
development of a number of themes that follow.
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Paradoxical Memes/Welfare/Irrationality as ‘Common Sense’

A number of images articulate paradoxical appeals based on the theme of access to/
denial of ‘welfare’ rights versus immigrants ‘living off the state’. Specifically,
Meme 1 (Hajimichael 2020) depicts an elderly white/British woman wearing a hat
with a sign pasted like she is holding it (this could have been pasted in) saying
‘traitors’ in italic writing. Below this is the statement ‘BRITISH OAP TOTAL
YEARLY £6000’. She looks on straight at the camera with her mouth slightly open,
against a background of greenery form bushes or trees. Next to her is a completely
different image of a younger woman dressed in a black niqgab facing away from the
camera, in a % shot. Her barely visible eyes are looking away from the camera and
down. The image appears to be cropped as another woman might be standing next
to her, but all we can see is a shoulder in black. The blurred background gives
emphasis to the woman in the niqab in the forefront. Below the image is the state-
ment ‘IMMIGRANTS TOTAL YEARLY £29,900°. Connotatively, the meme
appeals to a number of populist distortions that compare the ‘fate’ of an elderly
white woman’s pension with that of a Muslim woman defined as an ‘immigrant’.
These operate on the lines of statistics given as ‘facts’, which deceive us. Do all
pensioners, for example, get the same amount of pension? Quite clearly not because
pensions are based on national insurance and tax contributions which vary according
to income. Even more problematic is the ‘fact” associated with the Muslim woman.
The definitive term ‘immigrant’, again in capital letters, is a blurred blanket form of
identity that can mean many things to many different people. How an ‘immigrant’
then acquires £29,900 stays unexplained. The populist assertion is clear. The ‘pen-
sioner’ gets one sixth of what the ‘immigrant’ gets which is described as treachery
by the symbolic insertion of the word ‘traitors’ in italics on a white sign in front of
the ‘pensioner’.

A similar misinformative paradoxical Meme 2 exists in relation to a ‘pensioner’
counting her pennies and a news report with the headline ‘ASYLUM SEEKER
GIVEN £2m HOUSE’ (Hajimichael 2020). The ‘pensioner’ in this context is look-
ing down and counting pennies in her hand with the same statistical comparison
£6000 for the ‘pensioner’; only this time the definitive other is defined as ‘illegal
immigrants/refugees’ getting £29,900 with a number of children from diverse eth-
nic backgrounds being ‘given’ a house worth £2 m to live in. Meme 2 deploys
intertextuality through the insertion of a newspaper clipping with a sensationalized
slogan. This adds significance in terms of popularity, bonding and shaping meaning
of audiences engaging with the specific content (Yus 2018). It also adds a form of
media credibility; after all, the Daily Mail originally featured the article (Hastings
2010). The meme was then created, adapted and shared widely on social media
during the Brexit referendum campaign some 6 years later. This meme also includes
text that acts as a call to action: ‘The average pensioner has paid taxes and contributed
to the growth of this country for the last 40 to 60 years. Sad isn’t it? Got the guts to
copy & paste this? I Just Did.” (Hajimichael 2020)
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Many of the memes on this theme are constructs of overtly racist far-right group-
ings, such as the English Defence League, who use them as forms of political capi-
tal to attract supporters online. Personally, I have seen this particular meme shared
on Facebook during 2019 with and without the logo of the aforementioned racist
organization. Memes 1 and 2 characterize ‘us’, the host ‘white’ ‘community’,
through problematizing ‘immigrants’, ‘them’, as abusers of the welfare system.
Similar kinds of visual and textual reappropriations in the arena of mainstream
politics happened during ‘the Brexit Referendum of 2016°, and I want to explore
this through the theme of how politics became ‘mememified’.

Brexit, the Remix and the ‘Mememification’ of Politics

Here, intertextuality and the remix take on a more sinister ideological form. The
reappropriation and redefinition of images through memes are taken for granted. An
image can mean one thing from its creation, and a completely different meaning can
evolve after its reappropriation into someone else. We live in the age of the remix or
mash-up or, you could say, the era of intellectual robbery. This is evident from the
theme of immigration/refugees and political remixes regarding Brexit and in this
case Nigel Farage, then leader of UKIP, who took centre stage.

The picture photographed by Getty photographer Jeff Mitchell documented peo-
ple crossing the Croatian-Slovenian border in 2015 (Hajimichael 2020). Mitchell
told the Guardian that it was ‘unfortunate’ that his image was used in the campaign
against UKIP immigrants (Beaumont-Thomas 2016). It is worth considering how
the visual was modified. In the image used for the UKIP poster (Hajimichael 2020),
they zoom in slightly, cutting out the four policemen, the man holding a baby and
the two young children at the front of the shot.

Therefore, how a picture commences a journey semiotically radically changes
through a process of editing as noted from the two previous images. Meaning also
changes due to context and untextual usage becoming a form of political propaganda.
Consider the meaning of the UKIP poster with Farage standing like a statue in the
foreground (Hajimichael 2020).

UKIP’s poster is an example of decontextualization, and, although strictly speak-
ing it is not a meme as such, but a political poster, it was shared everywhere online
and offline and thus became widely shared. Politics in the process became ‘meme-
mified’. The irrationality of many memes on refugees enters political discourse
through these meme-like posters, with Farage posing proudly in front of the poster.
Ironically the populist politician attempted to explain the poster, to justify it — please
note my italics:

This is a photograph — an accurate, undoctored photograph — taken on 15 October last year
following Angela Merkel’s call in the summer and, frankly, if you believe, as I have always
believed, that we should open our hearts to genuine refugees, that’s one thing. But, frankly,
as you can see from this picture, most of the people coming are young males and, yes, they
may be coming from countries that are not in a very happy state, they may be coming from
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places that are poorer than us, but the EU has made a fundamental error that risks the
security of everybody. (Beaumont-Thomas 2016) (emphasis added)

Evidently, according to Farage, this is an ‘undoctored photograph’ that is clearly a
fake statement, because from the original Getty image, woman and children are
clearly visible. However, Farage distorts this fact to justify his own distortions. The
image taken in Croatia by Mitchell, with its green background, is not even in the
context of Britain, an island state surrounded by sea. In the context of UKIP political
propaganda, it was used to stir fear and paranoia about ‘hordes’ of ‘refugees’
eventually finding their way to Britain from the Croatian border. Further
reappropriation of this image occurred in Hungary with a stop sign added onto it
(Hajimichael 2020).

The ways in which a political campaign becomes a meme online are also inter-
esting through paradoxical associations with an act of terror in Orlando (2016) by
the EU Leave campaign (Hajimichael 2020). The image exaggerates the fear factor
through the reappropriation of images. Tellingly, in the process this meme decon-
textualizes Orlando to service a populist ideology of Britain leaving the European
Union. Terrorism or being ‘invaded’, ‘swamped’, taken over is clear in a number of
memes that follow. Intertextuality then, with the remix in mind, and blatant reap-
propriation, functions as political capital that ‘bonds’ people online (Yus 2018) in a
short sharp shocking propagandistic deceptive manner.

A Threat to National Identity/Being Swamped/Invaded Memes

Britain First, an openly racist far-right movement, likes to share posts on social
media on the theme of national identity erosion and ‘being swamped’. In Meme 10
(Hajimichael 2020), crowds of people surround a lorry with the main slogan ‘ISIS’
at the top and ‘COMING TO YOUR TOWN SOON’ below in smaller capitalized
letters. To the right of the meme, comments from Facebook supporters confirm
users actually believe these memes are accurate, with calls to take up ‘guns’, to ‘get
ready to fight’ and ‘stop them’. The notion of a physical clash manifests clearly in
meme form by Cashdaily.com, a conservative pro-Trump website. In Meme 11
(Hajimichael 2020), what appear to be Muslim protesters are clashing with Polizei
(the German word for ‘Police’). The text, again in capital letters, states at the top
‘THEY ARE NOT ESCAPING TO FIND A BETTER LIFE’ accompanied by
‘THEY ARE INVADING US TO DESTROY OURS’. The context of the clash is
not explained in any way; it is just used to confirm support of the paranoia of being
‘invaded’. Subthemes also exist on this theme. These often associate ‘REFUGEES’
as ‘INVADERS’ but without their ‘women’, ‘children’ and ‘old people’. In Meme
11 (Hajimichael 2020), despite the presence of a child and woman, the intention is
clear — these are largely young men so you are put in the position of passing
judgment through an ideologically loaded and inaccurate question ‘YOU SEE
REFUGEES?’ at the top and ‘I SEE INVADERS. WHERE ARE THE WOMEN,
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CHILDREN AND OLD PEOPLE?" Of course, we cannot tell where this photo
came from. It is just a group of people coming off a train somewhere given an
entirely different meaning by someone who wants to stigmatize ‘refugees’ as
deceptive. Perhaps one of the best themes relates to meme content relating to
‘Islam’.

Islam/Islamophobia ‘Common Sense’
and Deceptive Paradoxes

This theme embodies very deceptive content. What is really contrasted with being
fooled by the ‘media’ is elaborated in a paradoxical Meme 13 (Hajimichael 2020).
The meme contains two images. On the left, an emaciated African child is framed
from the back with various other people in the shot seated or standing. Below this
image is the slogan in capitals “THIS IS A REAL REFUGEE’. Next to this is
another image with two young men in trousers and vests being inspected by two
uniformed men on what appears to be the deck of a ship. Under this image reads
‘THESE ARE NOT THESE ARE SOLDIERS OF ISLAM’. Under both images a
plea states ‘DON’T LET THE MEDIA FOOL YOU’. In none of these images can
we be sure about who the people are. Clearly, the African child was photographed
during a famine crisis (we do not know from when and where), but regarding the
four men on the deck of ship, one of whom appears to be being searched, we do not
know anything more than what we see. However, what we view and what is
orchestrated by shouting online as capitalized text is a completely different distortion
of specific realities that we do not actually know about.

Meme 14 from a Facebook post by Britain First (Hajimichael 2020) includes
young and old women, dressed in the hijab and niqab. A young girl is framed in the
central forefront with a hijab. Below a text reads: ‘Ironically, the refugees bring with
them the very religion from whose cruelties they are fleeing.” There is no indication
in the image that these women are traveling to and from anywhere, so the idea they
are bringing a religion is highly dubious. The way the child in the forefront gazes
into lens, when all the women included are generally looking elsewhere, makes a
link with the text as if to say Islam is victimizing her. A text statement posted by
Britain First above the meme reads: ‘All part of the plan to spread Islam’. The
statement articulates a conspiracy that Islam intends to spread and take over Britain.
Further ‘common sense’ reckonings exist in Meme 5, “Why do you hate us?’, and
Meme 4, ‘All T want to do’ (Hajimichael 2020) images, which have a similar
composition. In these images bearded Muslim men are framed innocently, as one
hold his arms by his sides looking up to the camera, with the other holding up his
right hand, as if to pose a question. Below both images are exaggerated statements
on what the men allegedly want to do: ‘RAPE YOUR WOMEN’, ‘CONDEMN
YOUR LIFESTYLE’, ‘BOMB YOUR BUSES’ and so forth. These statements
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clearly represent paranoias on the part of the people who created these memes about
Muslims.

Refugees as Bodybuilders

Cleary we can see a pattern emerging in many of the memes analysed thus far.
People who make such content want to convey a feeling that we (meaning ‘they’)
are being fooled, because the people who are being framed are not real ‘refugees’,
and their intentions are not honest. ‘They’ want to ‘invade’, ‘infiltrate’, ‘take over’
and ‘dominate’. A set of memes on the ‘bodybuilder’ theme take this to a stereotypical
extreme, namely, ‘these so-called refugees’ do not look like refugees (whatever
looking like a refugee means); they are in fact body builders on steroids. ‘I HEARD
WE CAN GET FREE STEROIDS IN ENGLAND!’ declares with some excitement
above an image of a young man in a Heineken white vest who appears to have been
working out (Meme 19) (Hajimichael 2020). Next to him, the arm of a man in
uniform touches his shoulder, while two other uniformed men are framed in the
foreground and background. The location may be on a ship, as the sky and sea are
visible in the background. The text immediately below the image in lowercase
letters reads: ‘Please help feed and house this poor, defenceless refugee’.
Immediately below this in capitals: ‘DON’T BE A RACIST AND LET ME IN’.

A similar set of images exist in Meme 20; only this time, to make the effect more
powerful, four images of men who appear to have been working out are put together
(Hajimichael 2020). In the centre of the meme is a word, ‘REFUGEES?’, and below
in a red and white font that can be interpreted as dripping in blood is ‘Is it sinking
in yet?’. These pictures are decontextualized as they were taken in Australia, off
Christmas Island in 2013, as evidenced by the back of the uniformed officers’ blue
shirt with yellow lettering that reads ‘Australian Customs and Border Protection’
(Kleinfeld 2015). Yet these images were shared online on far-right Facebook pages
such as those of the EDL (over three thousand times), as authentic accounts of
‘refugees’ fleeing the conflict in Syria. The only duping happening in such images
relates their maker’s intentions to fool people into believing a series of exaggerations
that are completely inaccurate.

Meme Generator and Creators

We have not talked so much so far about how memes are created by users. Many
sites and apps enable users to make memes. I would like to focus on one of these,
namely, Meme Generator (2020), which proclaims to be the ‘first online meme
generator’ where users can create an account, log in and make memes. Here we find
many categories such as ‘immigration’ (23 posts), ‘refugees’ (14 posts) and ‘zombie
versus refugees’ (14 posts); however, when the word Muslim is inserted, different
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results occur: ‘Angry Muslim Guy’ (6000 posts), ‘Ordinary Muslim Man’ (5000
posts),! ‘Confused Muslim Girl” (1000 posts) and ‘Muslim Immigrant’ (398 posts)
(Meme Generator 2020). In all these posts, the people being framed had no say
whatsoever on the content made, which users stating derogatory memes always
determined. This spike in numbers (and this is just one meme-generating site; there
are many more) is an indication quantitatively of how much anti-Islam/anti-Muslim/
Islamophobic content exists online in the form of memes.

It is not possible, given the limitations of the current chapter, to examine these in
detail, semiotically, but I will focus on one in particular, the ‘Angry Muslim Guy’
meme that was created July 28, 2011, and ranks #895 out of the memes on the
website. This meme is also known as ‘Muslim Rage Boy’ (Know Your Meme 2020).
Shakeel Bhat Kashmiri is the real name of the protestor framed in these memes. In
2007, he was 31 years old, not a boy (Rajghatta 2007). On finding out about his
popularity, including mouse pads, T-shirts and beer mugs made by a US conservative
website, Bhat responded: ‘I do not believe this! I have no knowledge about all this.
Why do they do it? demanded Bhat, who says he has no idea how to use a computer
and the Internet’ (Rajghatta 2007). This is just one meme of course, amongst the
possible thousands that exist online, which, when researched (where possible), give
a different set of accounts, about a real-life person, that differs radically from the
variety of derogatory content made by users online as memes.

I would like to return here to a concept shared earlier with reference to memes as
‘ideas’ (Lantagne 2017) and the dynamics between those who make memes, those
who took the photos originally and those depicted in them. Clearly, memes are used
in a ‘spectrum of ways’, and legally the interests of these three ‘stakeholders’ are
important to take into account (Lantagne 2017). However, this does not work very
well when considering derogatory memes created by groupings of extreme minded
people articulating specifically offensive ideologies online. Here, through the
articulation of many stereotypes, what started out as one image ends up as something
completely different. The case of Shakeel Bhat is clear. There are thousands of other
images where users can freely generate vitriolic and distortive content. Meme 15,
‘Entitled Refugee Ahmed’ (Hajimichael 2020), is a good example of this. A young
man is framed in this meme. He holds his hands wide in protest and appears to be
angry about something going in on the background. The image then becomes an
‘empty’ (textually) digital canvas for people to write whatever they wish about
someone’s real-life anger and plight. Even the name of the meme template is
problematic. Who decides whether the person framed is ‘entitled’ or a ‘refugee’ or
an ‘entitled refugee’ and why the name ‘Ahmed’?

Drawing some conclusions from the work covered so far is important before
considering a proposed solution through a media literacy intervention. The impact
of memes on social media; their ability to spread virally, directly and digitally; and
their velocity are key elements that make their impact very different from other
forms of media content. Their adaptability by users/creators is also what makes

'This is the same as Meme 5, ‘Why Do You Hate Us’ (Hajimichael 2020).
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them unique. Memes are in this sense like digital putty; it can be moulded in any
direction a user intends. At the same time, political groupings and movements such
as UKIP, Britain First and the English Defence League, with intended offensive and
derogatory agendas, have exploited that malleability.

Memes are exploited and shared with and for deliberate reasons. As a result, they
have become a form of political capital exploited even by mainstream political
parties and politicians with the intent of gaining support for particular causes, such
as the Brexit campaign or Trump’s desire to build a wall between the USA and
Mexico. It is this appeal to populist forms of common sense which makes such
politicized memes alluring, even to the extent of people who claim to be anti-racist
sharing such content, and this is something that I have witnessed personally online,
particularly with the paradoxical meme casting ‘pensioners’ losing out as result of
‘refugees’ or ‘immigrants’ (Memes 1 and 2) (Hajimichael 2020). I know of at least
one person who shared this on Facebook, as a post for comment, and yet a year
earlier, the same person was an activist in an anti-fascist protest in Britain.? Some
people sharing such memes also declare that they are factually true when they
contain distorted and exaggerated information.

The impact of such memes is important to study with regard to far-right dis-
courses on immigration/refugees and online and offline extremist activism which
has been done at length in the Greek context (Afouxenidis et al. 2020). Clearly,
these memes affect people, and they shape perceptions of refugees, immigration and
Islam in particular ways. In the memes discussed, the ‘refugee’ never represents; he/
she is always represented by someone else, and through that re-presentation, their
realities are not accurately portrayed. Refugees never talk about themselves.
Therefore, the stories we see are deceptions, lies and fake news on the part of the
users who made them. This has to do with the power of rhetoric through visuals and
text as memetic content. Here, any use of language, whether spoken, or in an adver-
tisement, a meme online, a song or a narrative in a book, is a form of discourse.

Shifman (2014) suggests that although Internet memes are created and dissemi-
nated at the micro level, they operate on the macro level, as they design social dis-
course and even participate in the consolidation of collectives. Reality then is
conceptually mediated through language (Fairclough 1995). While critical dis-
course analysis tends to focus more on spoken language and written text, the idea
that ideology, identity and inequality are (re)enacted through texts produced in
social and political contexts (van Dijk 2001) is central to my conclusion here. Who
represents, who speaks, who does not speak, who is invisible and who is present are
important for understanding the social dynamics of these digital images known
as memes.

One approach to counter the impact of such distortions is a Media Literacy
Intervention where students and lecturers discuss meme content in detail from a

2 Anonymous conversations online with a self-declared anti-fascist who shared Meme 1 online as
Facebook post (Hajimichael 2020).
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critical perspective, and this is something that I would like to elaborate on further
for the remainder of this chapter.

Developing a Media Literacy Intervention: Countering
the Impact of Derogatory Memes

A key part of media literacy focuses on developing critical thinking and the ability
to read and disentangle media messages as deliberately constructed texts (Potter
2013). A way of doing this is through a media literacy intervention (Potter 2013), in
my case, teaching a course in a manner in which students’ views could be evaluated
in terms of possible changes having taken the course.

However, measuring or even discussing changes in perception is a tricky subject.
Therefore, I adopted an approach that enabled students to reason, discuss, elaborate
and question their views on the content shared. Furthermore, there was a component
to the course, as a final project, that required students to produce creative content on
the subject matter of social memes. I found this component integral to how they
interpreted course material. I originally intended to do this research over 2 years to
include two semesters, but unfortunately, the Covid-19 pandemic disrupted these
plans. This would have given a bigger sample of about 60 students. However, it was
impossible to implement one course in class and the other online the following year.
A total of 36 participants took the course Media Literacy COMM-400 at the
University of Nicosia over a 12-week period in spring 2019 as part of the research.
This included 22 female and 14 male participants with an age range of 18 to 25. In
terms of origin, 23 were from EU countries and 13 from non-EU countries. The mix
of students on gender and origin lines created an interesting dialogue. One of the
students is the offspring of a refugee/asylum seeker who settled in an EU country,
Cyprus, and now considers herself a Cypriot.

Explanation of MILT, Memes and Context

As a starting point for the media literacy course, I had to explain to students what I
was doing and why and to get their consent to participate in a piece of research
under the aegis of the MILT — Media Literacy Living Together Project (2018).
Students familiarized themselves with the narrativity of images — how people think
more with images through social memes (Shifman 2014), particularly with humour-
based content. At the same time, literature regarding online racial stereotypes was
also introduced which was significant particularly as young people are more
engaged with social memes online (Yoon 2016). It was important for me to get
students to reflect more about the connotative content because the Internet is a
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platform where at times offensive memes, containing racist/sexist content, go
unfiltered (Yoon 2016).

Equally important was that students familiarize themselves with context. A col-
league at the University, Nicos Trimikliniotis, who had just completed a book
(2019) on the subject matter, explained the EU Refugee crisis (2014-2018) through
a guest lecture. There was also a discussion on media representation of this crisis
through a Council of Europe Report (Georgiou and Zaborowski 2017). I then
proceeded to explore and discuss meme content in class, after an explanation of
critical discourse analysis and visual semiotics. The research then had four key
phases: the collection and discussion of meme-based data by students working in
groups; organization and implementation of focus groups; production, sharing and
discussion of creative works by students (by the end of the course); and analysis,
interpretation and presentation of data findings.

The Research Process

During phase one, students collected meme-based data on the topic, and a discus-
sion of these followed with presentations in class. Eight groups collected and anal-
ysed 4 memes each totalling 32 images. Completed by the middle of the semester,
the different class groups collected one hundred images overall by the end of the
course. Phase two was more difficult to organize as extra sessions had to be negoti-
ated with the group in the form of focus groups. These discussions took place over
a period of 2 weeks outside on the amphitheatre in a smaller classroom conducive
for carrying out focus groups.

A number of key themes relating to how the content of the course affected par-
ticipants was put on the table for discussion. Most students admitted they saw the
memes as offensive. Thirty-two in total before taking the course came to this
conclusion. Four people admitted their views had radically changed following the
course as they saw memes as humorous/harmless initially. Participants expressed
particular emphasis on the role of the media. This was after all a predictable
response, particularly seeing as all the students studied Communications. However,
one exchange between anonymized participants B, I and E is valuable to note:

B: The Media are to blame for the way refugees are portrayed.

I: Media exploit reality, I agree with you.

E: That’s precisely why these memes we have been looking at are so dangerous,
people absorb it and it then becomes the norm. (Participant Focus Group 2)

Another key finding of the focus groups related to issues of empathy and antipa-
thy. A question was posed to all participants relating to the significance of hearing
refugee stories. This question was significant, as some of the students in the class
had descended from refugee backgrounds or in one case, their parents had been
given asylum in Cyprus. What was interesting here was responses from students
who felt they could identify more with contemporary refugees because their
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grandparents or parents had been through the upheavals of war and forced migration
(Participants Focus Group 4).

However, at the same time, there was an acknowledgement by a significant num-
ber of students across all focus groups, roughly half, that they could not agree on a
common approach to the refugee crisis. This was particularly so for students from
Greece and Cyprus who felt let down by a lack of coherent policy (Focus Group 4)
and by a number of students outside of the EU who believed that the problem of
refugees was more systemic and people were being exploited through a kind of
‘refugee-eco-food chain’. As one student said:

You cannot understand the EU Refugee crisis without considering what is going on in the
countries people are coming from. People are leaving because they are being uprooted due
to war or through systemic economic inequalities. So until those realities change there will
always be refugees. (Participant Focus Group 3)

The most difficult phase for students followed — the production, sharing and
discussion of creative works. It was important that students could present something
by the end of the course that was a product of their own creative endeavours. I could
have asked them to write an assignment, but this seemed too bland for students
engaging with a variety of production-based courses in film, video and radio/audio.
There were many logistics to plan, as in any production process, and like any kind
of graded work, there were differences in creative quality. Nevertheless, these fruits
of student creativity were shared and, if the students so wished hosted online beyond
the course. Three projects are notable to mention in this respect. One of the largest
group of students made a green-screen-based video discussion analysing offensive
meme content on refugees (Lefevre et al. 2019). All of these students took advance
video courses making their work technically creative. Students were encouraged
with these projects to find interesting people to interview and commentate on the
subject matter. Naser and Ryan (2019) did their work as a podcast highlighting the
work of local N.G.O KISA (Movement for Equality, Support, Anti-Racism) with
refugees. Additionally, meme-based content on allegations of rape was analysed in
the German context from a semiotic viewpoint (Dvorianska et al. 2019).

All student groups had to make a presentation to class of their work as part of
their final assessment, which Nicos Trimikliniotis also attended. Finally, data
collected was analysed, interpreted and written up, after which presentations of key
findings occurred for the MILT Project.® I also participated in four other public
events related to the subject matter in Cyprus, Greece and Italy.*

During many of these events, I was able to present the key findings of this
research with regard to online memes, refugees and the role of media literacy as an
educational tool and to get feedback on particular aspects of the research findings.

3 Presentation of key findings at MILT Conference Linson, June 2019. See https://cicant.ulusofona.
pt/our-research/milt-conference-2019-the-future-of-media-and-learning-in-participation/.
Accessed 22 December 2020

*Three of these presentations/events related to participation in the ‘Word are Stones Project’ facili-
tated by local Anti-Racist NGO KISA in Nicosia, Rome and Thessaloniki. An additional presenta-
tion was made online to ‘Sto Kafeneis tis Pemptis’ organized by the Left Faction in Nicosia, Cyprus.
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One of the observations, also reflected in the focus groups by students, relates to
how social memes and the ideas they contain can become the norm. This happens
sometimes without people thinking about them. Many people also found some of
the findings shocking, which I found surprising, particularly given the ubiquity and
toxicity of social media and memes. At the same time, we think with memes
(Blackmore et al. 2000) and at times tend to take their meaning for granted, even
though as we have seen from many examples, they are manufactured to create
paranoia and spread fear, propaganda and misinformation on subjects relating
refugees. Often this relies on ‘common-sense’ rhetoric, and unpacking these
meanings requires us to comprehend the multimodal meaning of memes as texts and
images (Dancygier and Vandelanotte 2017).

Final Thoughts ...

The proliferation of memes on the Internet and issues of impact and virality, how
they spread instantly, despite often being very inaccurate, is something that should
concern us. It is the unfiltered nature of such memes (Yoon 2016) and how they can
be easily created by online apps and through websites that I found most disturbing.
Memes, in my opinion, are taken too lightly, as humour. Their everyday character
fools people a lot of the time despite a reliance on lies, fake/manipulated content or
even hate speech. People have this tendency in contemporary society to share the
exaggerated, the fake, the lies, more than facts even (Vosoughi et al. 2018). The
dominance of ‘circus’-like politics (Kaplan 2018) played out in media plays a part
in this on a macro level. However, on the micro level, as scholars engaged in teaching
about media in education, developing critical thinking on digital content enables
students to question and possibly change some things that may previously have
been taken for granted. Otherwise, teaching media itself can become dupery, and we
can join the ‘circus’ and teach our students to master the sinister tactics of how to
develop sensationalized, exaggerated and controversial fake news stories. It is
important to understand that the same technologies that connect us which have the
potential to make us happier as creative individuals (Gauntlett 2011) are the same
tools which ‘are justas ferociously efficient at creating and spreading misinformation,
disinformation and malinformation’ (MacKenzie et al. 2020).
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Except for unforeseen circumstances (and we make no claim to be prophets or
even free market futurists), we believe the world is headed in the direction of a
disaster so catastrophic that only dystopian novels or films have managed to calibrate
the increasing scale of the horrors facing humanity. Since this chapter is being
written during a moment of short-lived reprieve at which time the science and
security board of the Bulletin of the Atomic Scientists approached the Doomsday
Clock and reset it at a setting of 100 seconds to midnight (Mecklin 2020) — a
metaphorical minute hand of a clock revealing a figurative hundred-second
warning — we wish to affirm our commitment to avoid nuclear annihilation at any
cost rather than sullenly succumb to its inevitability. In our time of the raging
Covid-19 pandemic, we wish to affirm our commitment to avoid further increase of
human suffering. And, as we have increasingly become aware of the inseparability
between our socio-technological arrangements and the future of our planet, we wish
to affirm our commitment to ensure long-term prospects of human survival of the
human race.

We realize the constitutive entanglement of these phenomena, dubbed in our
recent works under the overarching concept of the postdigital condition (Jandri¢
et al. 2018a, b) and several narrower concepts such as bioinformational capitalism
(Peters, Jandri¢, and Hayes 2021a), viral modernity (Peters, Jandri¢, and McLaren
2020), and others. We acknowledge the complex relationships between these
concepts (Peters, Jandri¢, and Hayes 2021b) and the need for an open, honest, and
constructive postdigital dialogue (Jandri¢ 2019) — which may well be our last chance
for pillow talk at 100 seconds to midnight. We acknowledge the dialectic between
theory and practice, between past, present, and future, between we-think, we-learn,
we-act (Jandri¢ 2019), and we-feel (Jandri¢ and Hayes 2020). We realize that the
epistemology of truth is mutually foundational with the epistemology of deceit and
that the truth about lies is mutually constitutive with the lies about truth (MacKenzie
and Bhatt 2019a, b). With these realizations we tone down our bellicosity and seek
the type of dialogical engagement that our mentor, Paulo Freire, has bequeathed us,
through his emphasis on critical pedagogical praxis.

We call our pedagogy ‘scallywag pedagogy’ after England’s secret army of gue-
rilla fighters who, should the Nazis have successfully invaded England, were to
emerge from their secret underground bunkers and attack the occupying Nazi forces
as well as assassinate any English collaborators with the enemy (Carr et al. 2020).
We wish to emphasize that we do not see ourselves as heroes. Far from it. We wish
only to recognize the manner in which transnational capital has occupied most of
the so-called civilized world and warn against the growing forces of fascism that
have made themselves present over the past decade throughout Europe and North
America — and the need to develop a pedagogical counterforce that both understands
the dangers of a post-truth world that embraces conspiratorial right-wing ‘alternative
facts’ and abandons self-reflexivity and dialogue as a key means of democratizing
our social universe.
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The Demonic Pact with Capital

Revolutionary pedagogy is a term that is often conflated with a similar term, ‘revo-
lutionary critical pedagogy’ (see McLaren and Jandri¢ 2020a: Chap 3). It is a term
that follows from a growing disillusionment with the notion that the praxis of stu-
dents in public school settings can become sufficiently protagonistic in bringing
about substantive social change. In other words, the focus for change is too narrow
to move capitalism from its substratum, to shake capitalism at its roots. Mainstream
education is a slave to capitalism; revolutionary critical pedagogy is slave rebellion.
Our adoption of Freire’s concept of critical consciousness (conscientization, or
conscientiza¢do in the original Portuguese) stipulates that conscientizacdo is not a
precondition for revolutionary action but rather the outcome of action. We deepen
our understanding by reflecting on our actions and those of others. We tilt such
action not towards windmills but in the direction of a protagonist struggle for
socialism. At the same time, our consciousness raising is directed at helping
beleaguered constituencies most vulnerable to the ravages of capitalist injustice.

Marx reminds us that human beings revise their thinking given various changes
in their circumstances and that educators must themselves be willing to be educated.
Revolutionary practice, or praxis, has to do with ‘the coincidence of the changing of
circumstances and of human activity or self-change’ (Marx 1848/1975; see Lebowitz
2017). Protagonistic or revolutionary agents are not born in a sociopolitical vacuum;
they are produced by circumstances and responses to those circumstances, as one
might imagine in the case with unfinished human beings. To revolutionize thought
it is necessary to revolutionize society. And to revolutionize society requires a
revolution in thought. All human development (including thought and speech) is a
social activity, and this has its roots in collective labor. We agree that Marx (1852)
said it best in “The Eighteenth Brumaire of Louis Bonaparte’ when he wrote his
famous passage:

Men make their own history, but they do not make it as they please; they do not make it
under self-selected circumstances, but under circumstances existing already, given and
transmitted from the past. The tradition of all dead generations weighs like a nightmare on
the brains of the living. And just as they seem to be occupied with revolutionizing themselves
and things, creating something that did not exist before, precisely in such epochs of
revolutionary crisis they anxiously conjure up the spirits of the past to their service,
borrowing from them names, battle slogans, and costumes in order to present this new scene
in world history in time-honored disguise and borrowed language. (Marx 1852)

In the teeth of the pandemic, and in the thicket of unprecedented revolt against
systemic racism most visible in the recent Black Lives Matter protests, trumpet-
tongued Trump and his witch’s familiar, the Imp of the Perverse, peer from the
darkness of an Edgar Allan Poe nightmare of his own making, delighting in the
deliciousness of the destruction. Trump has emerged as the Lord of Chaos, his
multiheaded hydra of reveling in the death he has incurred, slurp-lipped at the
thought of bodies writhing in pools of bloody devastation. Our Lord and Master of
the orange-tinged nightmare has fulminated against common sense, creating a
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world-wrenching apocalyptic narrative that he is protecting the United States from
the evils of socialism. He has given an ‘anarchist’” designation to certain cities run
by democrats, promising to withhold federal funds. What a grand fool he is. Is this
not the gamification of right-wing terrorism?

We reject his empathy-devoid, fact-free assertions. We reject the theatricality by
which Trump removes his mask (metaphorically and literally). We reject his
ebullient stage persona. We reject his Mussolini-like preaching from the balcony.
We reject his incendiary rhetoric, his vandalization of the Constitution. We reject his
fever-dream presidency. We reject his seismic influence on the politically aggrieved
who hide in broad daylight under the banner of Q. The pharisaism and Tartuffery
that hangs like river foam from the drooling mouths of the Trump clan and their
spiritually disfigured preachers spells out what this cult is all about. The neck-
snapping pace of this cult that has moved seamlessly through the highways and the
bypaths of American politics makes it difficult to take stock of the enormity of the
challenge that now faces the United States.

Trumpista media compels us to disparage socialism — a deeply inculcated cul-
tural artifact that has provided political ballast for the right — while we secretly
recognize it to be the only hope for the future. We yearn for socialism to be rebirthed
and fear fascism and Trump’s racketeering-style governance more than the insane
cults that would have lizard people robed in ritual garments and sporting richly
decorated diadems chomp down with retractable teeth on the cherubic flesh of
infants prepared for a Satanic banquet. We don’t believe the global elite led by
George Soros are harvesting children’s blood before they are given over to demons.
(We don’t even believe in the global elite — rather we acknowledge the existence of
the transnational capitalist class!) We don’t believe that Angela Merkel is Hitler’s
granddaughter, Justin Trudeau is Fidel Castro’s son, Vladimir Putin is the reincarna-
tion of Rasputin, or Bill Gates is planning to use invisible ink to tattoo vaccination
status into children’s skin. We don’t brandish AR-15s in our political advertise-
ments. Does that make us weird in your batshit crazy Republican eyes?

Regrettably, that makes us suspect in the eyes of at least 70 million Americans
who voted for Trump. A day of reckoning is coming untethered by your theatrical
Trumpian charade. The working class are going to come calling. So we ask: Who
belongs to the working class? The answer: A worker who does not own the means
of production or play a supervisory role for those that do. And there are three billion
of us. And that should terrify Trumpista America. But it doesn’t because they have
managed to secure the ideological allegiance of much of the working class. We
failed our Golgotha moment when our politicians refused to stand up to Trump,
when the Democratic National Convention made sure Biden would be the
presidential candidate over Bernie Sanders. This is because in the main the
Democrats themselves have fallen prey to the massive ideological assault in the
media against socialism, beginning in the post-Second World War years. In doing
so, we recrucified Jesus with teflon nails, transferring his salvific grace to Lady
Luck’s slot machines, all lined up like tin soldiers in some shiny Vegas casino. We
made our demonic pact with capital.



12 Scallywag Pedagogy 219

Escaping the auto-da-fé imposed by the Never Trumpers and clinging to his
witch’s familiar, the Imp of the Perverse, and other transmundane demons, Trump
braces himself beside the crenelated parapet of some crumbling stone brick medieval
Trump Tower. When Trump feels energized by his spittle-flecked counsel of
quislings, he can be heard braying from the dark edges of his everyday Wagnerian
opera, barnstorming electoral battlegrounds in frenetic ‘scampaign’ rallies, stoking
public distemper, ginning up public convulsions of fear and rage, whiplashing the
public with his stentorian voice, cartoonish hand gestures, and robotic dance moves
while lurching towards insanity. Trumpism and justice have always made for an
antiseptic cleavage in the same manner in which Trump and compassion have
always had a major dispute. Decency turned its back on Trump long before he
became president. Trump’s brainpan has always been an ideological gravesite,
where truth goes to die. So we expect his actions to be inherently regressive and
repressive, ensanguining the public discourse with the blood of tyrants. We expect
winning at all costs to be his great desideratum for governance, as he infiltrates the
morality of gangsters with unmistakable relish, emerging time and again as the
country’s Mobster-in-Chief.

True Words Require Actions

Much has been written about Trump’s online antics and his blatant disregard for
truth and human decency.! Only in 2020, we criticized Trump’s relationships to Alt-
Right movements (McLaren and Jandri¢ 2020b), his disregard for the environment
(Jandri¢ and McLaren 2020), his poisonous relationship to religion and especially
to his Evangelical Christian voter base (McLaren 2020a, b), and few other themes.
We may be scribomaniacs, yet Trump’s ability of spitting nonsense surpasses even
the quickest of writers. Mainstream media, far-right media, and social media reify
and legitimize Trump’s reality and make it a compelling alternative to fact-based
reporting. While Trump is not the US president anymore, being succeeded by Joe
Biden in yet another bizarre episode in which Trump stubbornly refused to accept
the loss of elections, poisonous seeds of Trumpist logic will nevertheless not
disappear the moment he steps down from his golden throne.

Clearly, we need to see the transient nature of this repressive moment through a
militant commitment to changing the rational institutions of democracy that enable
a fascist repression of the social contract as much as they help to defend the pursuit
of freedom and justice. Andrew Feenberg writes:

Lukdécs argued that when societies become conscious of the social contingency of the ratio-

nal institutions under which they live, they can then judge and change them. ... Lukdcs
believed that a revolution from below would overthrow reification and create a socialist

!'See, for instance, Special Issue of Postdigital Science and Education, ‘Lies, Bullshit and Fake
News Online: Should We Be Worried?’, edited by Alison MacKenzie and Ibrar Bhatt. https://link.
springer.com/journal/42438/volumes-and-issues/2-1. Accessed 15 December 2020.
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alternative to capitalist modernity. That revolution would not reject reason and its fruits but

would reconfigure rational institutions in response to the needs of the oppressed. (Feenberg

2014 viii)

It is precisely this type of revolutionary praxis that can help us to combat the deceit
and lies of the current authoritarian political systems. We take our everyday social
relationships and practices and try to examine their contradictions when seen in
relation to the totality of social relations in which those particular relations and
practices unfold. Thus, we have a backdrop against which we can read the word and
the world historically. This enables us to live in the historical moment as a subject
of history and, like Walter Benjamin’s Angel of History, to see that human ‘progress’
has left a world devastated by violence and destruction. In so doing, we link our own
history to the struggles of oppressed groups. This process is not simply an effect of
language but pays attention to extralinguistic forms of knowing, forms of corporeal
and praxiological meanings that are all bound up with the production of ideology.

Meaningful knowledge is not solely nor mainly the property of the formal prop-
erties of language but is enfleshed (McLaren 1986) — it is sentient; it is lived in and
through our bodies, the material aspects of our being. It is neither ultra-cognitivist
nor traditionally intellectualist. Knowledge, in other words, is embodied in the way
we read the world and the word simultaneously in our actions with, against, and
alongside other human beings. We can’t transform history solely in our heads! But
language is at the same time of crucial importance. As Freire (1972: 87) notes:
‘Within the word we find two dimensions, reflection and action, in such radical
interaction that if one is sacrificed—even in part—the other immediately suffers.
There is no true word that is not at the same time a praxis. Thus, to speak a true word
is to transform the world.” True words require actions.

Revolutionary praxis is an attempt to integrate both philosophy and theory into
social justice initiatives and political intervention. Philosophy’s concern with self-
examination and challenging fixed truths, that is, with seeking to grasp ‘the thing
itself” (Kosik 1976: 1) can be appropriated in our attempts to interrogate critically
the categories that underlay human cognition (Hudis 2004). This fusion of theory
and philosophy creates the conditions of possibility for the emergence of a
praxiological dimension in which thought refuses to take its premises for granted
and is thus able to engage in actions designed to challenge and transform
asymmetrical relations of power and privilege. This enables protagonistic agents of
social justice to develop new categories of critique that can both illuminate the logic
of capital and provide a critically conscious awareness of the content of a socialist
alternative to capitalism. For instance, the term ‘socioeconomic status’ is one that
too often legitimizes the capitalist system, whereas the term ‘objective class
location’ can be more readily used to challenge the capitalist system.

This awareness arrives with an understanding that socialism has never to this
moment fully existed because it cannot exist in one country, and especially absent
real democracy, and with a realization that there have existed only pseudo-socialist
regimes with state capitalist tendencies within free market capitalist democracies
which required statist authoritarianism in order to survive. As McLaren concludes:
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Here, philosophy and theory, as they join together in a unity that permeates our very mode
of being in all facets of our existence (in a manner faithful to Hegel’s absolute method), are
interpenetrated by voices from below, enabling at the same time theory and practice to be
concretized in each living individual. ... The search for justice through transformative
praxis cannot be satisfied by appeals to reason, principles, or even a commitment to faith or
belief but must be grounded in the cries of history’s victims, our solidarity with them, and
our commitment to transforming the world. (McLaren 2015: 248)

We employ theoretical discourses dialectically to help us better understand our
self and social formation within the constraints and possibilities of austerity
capitalism. We use these discourses as ‘a whole structure of thinking for collective
freedom, for transforming the present. To achieve this we need a dialectical
approach: to intervene in the project of our own self and social formation by viewing
the present as the future of our past, which is in the process of becoming the past of
our own future.” (McLaren 2015: 247). Here we appreciate how spontaneous self-
activity or mass practice such as the recent Black Lives Matter uprising sparked by
the murder of George Floyd is also a potential expression of new theoretical
developments as well as new strategies and tactics so that we can observe how the
movement from practice is also a form of theory.

For instance, Black Lives Matter protests helped to illuminate the failure of capi-
talist democracy to protect African Americans from being excluded from the social
contract and how they were disproportionally persecuted by the criminal ‘justice’
system, especially under conditions of a global pandemic which saw African
American communities also suffer Covid-19 fatalities disproportionately to the
white population. Here we come to recognize the extension of reification into the
depths of social life, as democracy begins to crumble before our eyes through the
racist policies and activities of the Trump administration. Here we can deploy the-
ory to justify the philosophical conclusions (in this case drawn from Marxist human-
ism) that undergird our political project.

Theoretical debate can help to ensure that we do not take our philosophical
premises for granted and can help us ascertain why a collective, social subject can
most fully appreciate the values of philosophy. McLaren (2015: 248) writes: ‘Here,
philosophy and theory, as they join together in a unity that permeates our very mode
of being in all facets of our existence (in a manner faithful to Hegel’s absolute
method), are interpenetrated by voices from below, enabling at the same time theory
and practice to be concretized in each living individual.” In his theory of revolution,
Marx claimed that those antimonies relating to epistemology and ontology as well
as morality and politics could be transcended by social revolution, reconciling
(through the disalienation or dereification of social life) individual and society,
moral responsibility and self-interest, and that it could also unite subject and object,
thought and being, man and nature (Feenberg 2014).

Related challenges were posed by Lukdcs and Marcuse. According to Feenberg
(2014: 64), this suggests the philosophy of praxis assumes a ‘wholly original
ontological position’ in which human action is philosophically relevant in all
domains. The ‘absolute historicism’ of these philosophers of praxis can be best
understood by means of a metacritical approach to the history of philosophy. For
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these theorists, reality is fundamentally historical ‘and history itself is to be
understood as in essence an object of human practice ... Action takes on a universal
significance, going beyond the social world to affect being as such.” (Feenberg
2014: 66).

History, therefore, has ontological significance, an insight by Marx that enabled
him to claim imperatively that there is no dichotomy between being and history,
between naturalism and humanism. Marx declines to posit human essence as an
ethical ideal and refuses to accept the dichotomy of fact and value, between is and
ought, thus refuting abstract idealism and futuristic utopian thinking in favor of the
living contradiction of ideal and real, that is, the dialectic of ideal and historical
reality in comprehending the tendencies within the present (Feenberg 2014). Hence,
the dialectic of existence and essence becomes, for Marx, ‘a demand of reason, a
methodological precondition of rationality, and not...an ethical ideal’ (Feenberg
2014: 86). Capitalist alienation and human suffering are given an ontological status,
as an essential problem of reason that can be historically transcended (Aufhebung).
Marx is concerned with the manner in which philosophical ideals take on human
form, so that they can be transcended historically through ways that enable social
action to intervene, that is, through the sublation of the current form of objective
being by means of revolutionary praxis. Therefore, Marxist-inspired critical
pedagogies grounded in a philosophy of praxis differ from neo-Weberian, left-
liberal, and politically domesticated versions of critical pedagogy that are content
with seeking educational reform within the confining and suffocating parameters of
the capitalist state.

This intricate interweaving of theoretical issues with practical activities with the
aim of resolving their contradictory tendencies is fundamental to revolutionary
praxis, searching for the moment at which the conditions for action are still available,
possibly even ripe for intervention. Here the challenge revolves around seizing the
Augenblick such that radical conceptions of learning and being prefigure the horizon
of the possibility of transformation. There have been numerous moments identified
as Augenblick moments — Arab Spring, Occupy Wall Street, the Greek Anti-Austerity
movement, Black Lives Matter protests that began in Minnesota, USA — but
arguments favoring socialism over capitalism did not achieve hegemonic ascendency
among the vast swaths of the people.

Revolutionary Critical Praxis

One of us (McLaren) was fortunate to meet Venezuela’s President Hugo Chavez
while working on a project of building up the university programs in critical peda-
gogy. Chavez was convinced that in order to create the conditions of possibility for
socialism, socialists need to be made; that is, socialists are produced through prac-
tice. Michael Lebowitz writes:
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‘Socialists have to be made,” he explained on Al6 Presidente in 2007. ‘A revolution has to
produce not only food, goods and services it also has to produce, more importantly than all
of those things, new human beings: new men, new women.” Agreeing with Che’s point
about the necessity of simultaneously developing productive forces and socialist human
beings, Chavez insisted that the only road was practice: “We have to practice socialism,
that’s one way of saying it, have to go about building it in practice. And this practice will
create us, ourselves, it will change us; if not we won’t make it.” (Lebowitz 2017)

Che Guevara famously championed the creation of the ‘new man and woman’
through education that brings together mental and manual labor. Che also emphasizes
that the revolution is a force that takes place ‘in our habits and our minds’. He elabo-
rates as follows:

Our task is to prevent the current generation, torn asunder by its conflicts, from becoming
perverted and from perverting new generations. We must not create either docile servants of
official thought, or ‘scholarship students” who live at the expense of the state — practicing
freedom in quotation marks. Revolutionaries will come who will sing the song of the new
man and woman in the true voice of the people. This is a process that takes time. ...Our
scholarship students do physical work during their vacations or along with their studies.
Work is a reward in some cases, a means of education in others, but it is never a punishment.
A new generation is being born. (Guevara 1965)

Revolutionary praxis consists of self and social formation. For Chavez, this was
sought in the creation of associated producers, working within the structure of
communes where protagonistic agents can transform both themselves and
surrounding circumstances. Again, Lebowitz (2017) writes: ‘For Chdvez, the
necessary road was protagonistic democracy—in the workplace and in the
community—as the practice that transforms people.’

We agree with Marx that it is always wise to move beyond sharing common
grievances against capitalists (creating a class in itself) in order to create a critical
consciousness of ourselves as an anti-capitalist class (a class for itself). Such
creation would not result in the classical version of the proletariat, but would refer
to all those who recognize that great transformations will need to occur among the
entire population if we wish to win people to the cause. Accordingly, we will need
to offer the people reasonably unreasonable answers to what socialism as a systemic
alternative will look like if we apply our most creative faculties to answering this
question, without shying away from the strife and struggle this will necessarily entail.

Critical educators are protagonistic agents who work in and through history on
behalf of those who disproportionately suffer from socio-economic injustice, and
they believe that education can be a source for revolutionary praxis. The work of
critical educators has inspired creative pedagogical reflection, encouraged
educational activism, and stimulated critical theoretical discourses surrounding our
understanding of the political dimensions of pedagogy and the pedagogical
dimensions of the political throughout the global landscape.

The possibility for moving beyond a political revolution to a general social revo-
lution is only available for those who have no place within the existing civil society,
for those who have been excluded from the social contract. This is what makes the
revolution universal in character, with the potential to bring down the system of
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class exploitation and racism responsible for the alienation and reification that now
plagues civil society. However, praxis demands that there must be a unity between
consciousness and action, and in order to achieve this, ‘[w]e must extract the practi-
cal essence of the theory from the method and its relation to its object’ (Lukdcs
1975: 2).

Supporting this idea is Marx (1843) who writes: ‘It is not enough that thought
should seek to realize itself; reality must also strive toward thought.” Marx had
identified the form that revolution must take: socialism. But there was still a form-
content distinction that had to be overcome (Feenberg 2014: 173) with respect to
reason itself. Rather than continue with a formalistic concept of reason, Marx
explored the exigencies of reason in the context of transferring its formal attributes
to the concept of need and charging need with the function of rationality. The subject
and object of need is internally related. This makes the alienation of labor not just a
major social problem but a fundamental philosophical problem. The social
contradictions discovered by Marx are, in effect, ‘philosophical antinomies
reconstructed in a domain where they can be resolved through social action’
(Feenberg 2014: 206). The purpose of philosophy is not only to understand the
world but to change it.

The working class has enjoyed a powerful legacy of non-cooperation with capi-
talist social relations. But capitalism has also enjoyed an equally powerful history
of restructuring the production process and the division of labor every time the
working class chooses not to cooperate. In this way the elite class of high net-worth
individuals — which we refer to as the transnational capitalist class — has been able
to reassert its control over the working class. The history of capitalism is largely a
narrative of how the reconstitution of the working class based on new productive
relations has been able to successfully respond to former protests from the working
class. Capitalism is able to retain value production in each and every case, making
it impossible for socialism to overcome capitalism’s production of alienated labor in
which remuneration is based on socially necessary labor time. The retention of
value production would render ‘socialist’ society unable to overcome capitalism’s
power to dominate society with alienated labor.

What is important in this argument is that alienated labor is not a consequence of
market-exchange relations but a precondition for such relations (Hudis 2013). This
is the case because, as Hudis (2013) makes clear, the social relation of capitalist
production — capitalism — is itself a congealment of alienated (and abstract) labor.
Workers have direct connection to the means of production. Well, what about
communism? The communist regimes of the twentieth century did not give workers
common possession of the land and ownership of the means of production. On the
contrary, in their opposition to ‘free market capitalism’, they changed wage and
property relations creating a form of government ownership of the means of
production that Raya Dunayevskaya (1958) called ‘state capitalism’. There were
also forms of twentieth-century serfdom (pre-capitalist ownership) in the
Soviet Union.
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Truth in the Dialectic of History

For Trump supporters, including the magical-thinking evangelical Christians who
adore Trump and who have been conditioned to exhibit bloodthirsty Pavlovian
reactions at any mention of socialism, facts do not intrude on the painful reality that
we are not merely facing a new stage of capitalism but witnessing its world-historical
systemic crisis. They recursively flee from the brute realization that our political
superstructure is in terminal decay. This follows from a motivated amnesia
surrounding the dangers of fascism and irrational deliberation and a willful
ignorance regarding the consequences of market anarchy and steps that need to be
taken to reclaim the tattered vestiges of democracy. Their embodiment of Rush
Limbaugh’s ‘four corners of deceit’ (2013) — science, government, academia,
media — have primed them to spend their lives in the only spaces left for them: those
of religio-political cults led by a charismatic leader. Those of us on the left need to
move beyond the idea that socialism is about social planning for the redistribution
of value since the capitalist system can no longer revolutionize the means of
production in ways that will bring about the changes necessary to provide a decent
life for masses of people. We need to develop a new concept of socialism that is
adequate for the challenges of the present.

When we examine the concept of truth, it means that we must do so historically.
Feenberg’s (2014: 274) assessment of Horkheimer maintains that ‘a truth may be
historically bound without being falsified by history’. Truth and the object of truth
must always be historically mediated. We must judge all concepts of truth in the
context of the historical period in which they appear, that is, in terms of the historical
system of categories of their time, paying close attention to their cognitive patterns.
Feenberg (2014: 271-272) follows Horkheimer in arguing that ‘[k]nowledge rests
not only on corroboration by the facts, but also on the validity of its concepts within
the prevailing categorial system. On the other hand, that system of categories is
historically relative to evolving social and economic conditions.” But this does not
mandate that we dismiss their claims as mere relativism ‘because there are no
eternal truths setting a higher standard they fail to meet’ (2014: 272). Truth here
remains relative only insofar as it is inconclusive. But it is also absolute, according
to Feenberg, since later correction in no way should render the former truth as
untrue. Feenberg (2014: 273) summarizes Horkheimer as follows: ‘Judgements of
truth are objectively valid even if historically relative and retain their validity even
after history has moved on and replaced one set of categories with another.” Thus,
truth may in one sense be judged on its own terms yet at the same time truth does
not escape the dialectic of history.

We are interactive social beings, that is, we exist through intra-actions with each
other and as such we do not preexist them; rather, we come into existence through
and as part of our entangled, mutually constitutive relationships with each other.
Each of our interactions iteratively reconfigures our historical being, and praxis can
become a means of taking us towards a socialist future. Action creates history, and
we humans are historical beings. History is the object of our human practice; it is
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through us that history is created. Revolutionary action can, through praxis, that is,
through the disalienation and dereification of social life, create new socialist human
beings able to sublate the contradictions between being and the objective social
world, between the ideal and the real, between existence and essence, between
social action and capitalist alienation and human suffering and alienation (Feenberg
2014). But socialism will not automatically arrive on the doorstep of praxis. It will
not arrive by Amazon courier, even if Benjamin’s Angel of History can find no other
job than delivering for Federal Express.

Marxist-inspired critical pedagogies grounded in a philosophy of praxis differ
substantively from neo-Weberian, left-liberal, and politically domesticated versions
of critical pedagogy that are content with seeking educational reform within the
confining and suffocating parameters of the capitalist state, in a like vein to many
progressive educational reformers. If we wish to push back at the escalation of
ludibrious racist discourse from above — such as the ginned up public convulsions
and distempers stoked by Trump and other authoritarian leaders aimed at ushering
the members of the white working-class sector into a racist and a neo-fascist
understanding of their condition — then we educators have much work to accomplish.
Some critics see such efforts as too late to effect Trump’s base, that the carrots are
cooked on this one, that the condition is done and dusted, that the majority of
Trump’s base is likely to remain actively white supremacist for the foreseeable
future. If that is true, it places a great deal of responsibility on our educational
system to develop anti-racist curricula, to address the current crisis of capitalism,
and to be willing to focus public debate on the issue of racism and white supremacy,
restorative and racial justice, and LGTBQIA+ equality, transforming these issues
into militant imperatives. Otherwise we will be ensanguining the streets as violent
clashes emerge from our culture wars and cult leaders such as Trump continue to
suborn members of the aggrieved white working class to continue their assaults on
people of color.

What we need is a scallywag pedagogy, creating coordinated bunkers of anti-
racist activists in schools, corporations, factories, churches, libraries, and commu-
nity centers, who are able to establish networks to resist the normalization of white
supremacy currently spreading through authoritarian regimes such as the United
States and elsewhere. While such a scallywag pedagogy is grounded not in the
Second World War bunkers spread across the English countryside but in a philosophy
of praxis, it has the potential to challenge the rebirth of neo-Nazi ideology that could
very well become a serious threat to those countries struggling for a democratic
future. Here we see examples of scallywag pedagogy in the efforts of British
educators Dave Hill, Mike Cole, Glenn Rikowski, and Alpesh Maisuria who have
been at the educational forefront of socialist struggle in the United Kingdom.

How would scallywag pedagogy look in practice? Let’s look at the curriculum.
First, education must be focused on creating socialist alternatives to capitalism —
from remnants of post-feudal times to present instantiations of financialization.
Society, culture, and social relations of production must be seen as interconnected.
Systemic racism must be understood as it is inextricably linked to the legal system
and the criminal justice system. Capital-perpetuated settler colonialism, sexism,
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racism, homophobia, misogyny, misanthropy, and misology must be examined for
their interrelatedness, including the historically generated myths that have served to
legitimize them. It is imperative that students deal with the issue of climate change
and scarcity and technology-enabled extraction of natural resources. We could
continue, but the point we wish to underscore is the generative issue driving the
curriculum for liberation: understanding the various systems of mediation that have
produced us as twenty-first-century-compliant and self-censoring human beings
who appear defenseless in the face of nationalist calls for war, for ethnic chauvinism,
and for narratives championing imperialism and the coloniality of power. Equally
important is a study of revolutionary social movements that have challenged these
systems of mediation and why some groups succeeded and why many of them failed.

We have only scratched the surface here. Clearly we need an education that can
move groups from a class-in-itself to a class-for-itself — that is, to a class that actively
pursues its own interests following the imperatives of critical-dialogical deliberation.
Certainly we need a mass movement from below to counter the much more advanced
digitalization of today’s entire global economy and society which has utilized the
application of fourth industrial revolution technologies led by artificial intelligence
(AI) and the analysis of ‘big data’ (machine learning, automation and robotics,
nano- and bio-technology, quantum and cloud computing, 3D printing, virtual
reality, new forms of energy storage, etc.). That will not be an easy task. Butitis a
necessary one, since we will be struggling against the formation of a global
police state.

The sociologist William Robinson (2020) has warned that in the time of the pan-
demic we are able to see the acceleration of digital restructuring ‘which can be
expected to result in a vast expansion of reduced-labor or laborless digital services,
including all sorts of new telework arrangements, drone delivery, cash-free
commerce, fintech (digitalised finance), tracking and other forms of surveillance,
automated medical and legal services, and remote teaching involving pre-recorded
instruction.” Hence, the giant tech companies and their political agents are able to
convert great swaths of the economy into these new digital realms. Robinson (2020)
also notes that the ‘post-pandemic global economy will involve now a more rapid
and expansive application of digitalisation to every aspect of global society,
including war and repression.” We have an enormous task ahead of us. If we can
make postdigital science work in the interests of the oppressed, rather than the
corporate guardians of the transnational capitalist class, then we would be foolish
not to try to strengthen our communal immune system.

In the case of the United States, we are reminded here of Sheldon Wolin’s (2008)
concepts of ‘inverted totalitarianism’ and ‘managed democracy’ by which he refers
to distinct political tendencies or trajectories that influence how power is legitimated,
one means of which involves overriding existing constraints established by
constitutional democracy, and exploiting weaknesses in the democratic system
through the use of fear. Inverted totalitarianism uses forms of institutional
management to consolidate power, absent of considerations of the common good.
Propaganda is organic to corporate institutions such as the press who manage dissent
and keep it within certain parameters, rather than being concentrated within the
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state. Practices considered corrupt, such as lobbying, are normalized, and economic
interests override political interests. Trump deviates somewhat from this model in
that his attempts at consolidating power involve more overt acts such as firing
officials tasked with ethical oversight and his attempting to overthrow the 2020
presidential election on the bogus basis that there was mass election fraud.

Scallywag Pedagogy

Those of us who recall the history of fascism and the devastation that it has inflicted
worldwide have viewed with increasing concern Trumpian attempts to make
America Great Again his rallying cry. Such a call echoes that of America First in the
early part of the twentieth century. The term ‘fascism’ entered the American lexicon
in 1922 when Mussolini took power in Italy and was used interchangeably with
America First (previously used by Woodrow Wilson, Warren Harding, and Calvin
Coolidge) and the Ku Klux Klan. In the 1940s, it was used mainly to identify
Hitler’s sympathizers. After the Biden victory in the 2020 presidential election,
there were calls by some Trump supporters to institute martial law, declare the
presidential vote null and void, and order the military to undertake a national re-vote
as a result of baseless accusations of fraud. A number of pro-Trump lawyers, far-
right media personalities, and even a former military general and National Security
Advisor have been calling for the United States to suspend the Constitution and
embrace fascism (Henderson 2020).

Paul Street (2020) provides us with 13 ‘“fascistic characteristics of the Trump
regime and its Republifascist allies’. Some of the most repulsive are ‘+3. White-
supremacist and eliminationist satisfaction with a virus that was disproportionately
killing off people of color’ and ‘+4. A Social Darwinian and eliminationist comfort
with COVID-19’s devastating impact on the aged and infirm — on old and sick
“useless eaters” fascists have long wished to exterminate’ (Street 2020). Trump has
expressed support for herd immunity, claiming that young people are at little risk of
death as a result of Covid-19. On a day that US death rates set a daily record of more
than 3600, an internal memo was released by the Trump administration. Lloyd
Green (2020) reports:

In a July 4, 2020 email, Paul Alexander, a political appointee at the Department of Health
and Human Services, spelled it all out. In his words, infants, young adults, and middle-aged
folks with no conditions had ‘zero risk,” and were there to take the hit as America marched
off a cliff. “We want them infected,” declared Alexander.

Unfortunately, the administration never asked their permission to become human guinea
pigs. Indeed, as fate would have it, younger Americans are now dying at historic rates,
according to a study recently published in the Journal of the American Medical Association.
As for herd immunity, it’s a lot like waiting for Godot.

American citizens have unknowingly been used as laboratory rats. Hundreds of
thousands have died — including younger Americans — as a result of this ghastly
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social experiment that is redolent of former fascist governments. We agree with
Street (2020) that to date, Trump is responsible for 270,000 American fatalities:

Properly handled, the pandemic should not have killed more than 35,000 Americans by
now. Trump owns the remaining 270,000 fatalities. He killed them. And this mass murder
he perpetrated was all about the fascism and of course the capitalism, the racism, and the
imperialism and the sexism, none of which are (to say the least) inconsistent with the
fascism. (Street 2020)

Street also provides us with five major ‘pandemo-fascist moments of 2020’ including
‘+1. The ordering of predominantly LatinX workers back into COVID-19-infected
meatpacking plants’ and ‘+3. Trump refusing to wear a mask while his team loudly
and tellingly played the song “Live and Let Die” as he visited a mask factory.
(Street 2020)

When media outlets owned by the crazy Falun Gong cult from Taiwan join
Newsmax, OANN, and far-right radio hosts in supporting Trumpian fascist in their
attempts to overthrow the presidential election, we can recognize the tenacity of
fascist ideology and how its powerful political aesthetics plays a part in establishing
control of at least half the population of the United States. In fact, what keeps Trump
politically buoyant is the shallow form of entertainment that he provides with his
tawdry fascist aesthetics. This was foreseen by Walter Benjamin during the
leadership of Adolf Hitler during the Third Reich. As Mathew Rozsa (2020) writes:

Benjamin, a Marxist and a Jew who was thus obviously opposed to the Nazis, postulated
that modern fascists succeed when they are entertainers. Not just any entertainer — a circus
clown or ajuggler-turned-fascist wouldn’t do. Specifically, modern fascists were entertainers
with a distinct aesthetic, one that appeals to mass grievances by encouraging their supporters
to feel like they are personally expressing themselves through their demagogue of choice.

Benjamin’s insight, which appears to have been largely forgotten, is that keeping fas-
cism out of power means recognizing how they use aesthetic entertainment to create their
movements. That does require us to admit, cringe-inducing though it may be, that Trump is
an artist — albeit a tacky, shallow and transparently self-aggrandizing one. More impor-
tantly, his movement, the MAGA crowd, has a distinct aesthetic which he has created and
honed for them. (Rozsa 2020)

Rozsa notes Benjamin’s important recognition that ‘by using purely aesthetic
entertainment to create solidarity among their supporters, they [fascists] could
distract them from the economic and social forces oppressing them [the general
population], and instead build political movements based around the ability to
creatively express their grievances’. This is an important insight since it strongly
suggests that if a politician can create the illusion that people’s voices count and that
they are being heard, then the asymmetrical relations of power and privilege in favor
of the ruling class can be securely kept in place.

Trump became a pop cultural icon by fabricating an image of a successful
American businessman — a billionaire that liked to rub shoulders with the average
man and unabashedly assault porn stars and beauty queens and brag about it. He is
also a great entertainer: we all remember Trump’s grand ride down the golden
escalator ride in Trump Tower to announce his presidential candidacy. Trump does
not reside in the Oval Office anymore, yet his poisonous spirit and the fetid social
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changes he represents are all around us. It disgusts us to research and write about
Trump’s antics and outbursts of hate, yet that dirty job needs to be done. Trump does
not deserve our attention as a person, but as an embodiment of wider and deeper
transformations of our society.

This all makes a good argument for mandatory classes in media literacy and
virtue epistemology (MacKenzie and Bhatt 2019a, b) in universities to protect us
from future fascists. The tragedy is that many of the graduates of such classes are
likely working for Trump behind the scenes through their affiliation with
organizations such as Turning Point. Which is why we need not only media literacy
classes but a revolutionary critical pedagogy in which such classes are situated — a
pedagogy that is centered around the ethical imperative developed in liberation
theology, that of a preferential obligation to serve the most vulnerable populations
and to fight for social justice. Scallywag pedagogy is postdigital, because it
reconfigures human beings and technologies; ontological and epistemological,
because it recognizes the dialectical relationships between righteous deeds and true
utterances; historical, because it recognizes truth’s situatedness in the dialectic of
history; and revolutionary, because it aims at overturning capitalism in favor of a
socialist alternative. Scallywag pedagogy is philosophy of practice, action, and
reflection, of transforming the world through speaking a true word: a foundational
stepping stone on our collective road beyond capitalism.

Postscript?

Charles Coughlin is smiling at Franklin Graham and Jerry Falwell Jr., egging on
their madness from his preternatural abode, while Donald Trump, who turned out to
be every bit as dark and sinister as Berzelius ‘Buzz’ Windrip, declines assistance
from the ghost of Mussolini in championing the forgotten white men emasculated
by feminists, GLBTQ advocates, and anti-racists who have the temerity to stand for
social justice. After all, Trump is the master of white nationalist skullduggery, and
his wrath is legendary. He has stamped out facts and replaced them with high-
voltage opinions; he has crushed journalists as enemies of the people and replaced
them with Trump boot-licking sycophants. He has played all the Doremus Jessups
like Nero’s fiddle while democracy burned and children screamed in their cages.

>This is a tribute to Sinclair Lewis’ (1935) dystopian novel, It Can’t Happen Here, describing
the rise of a Hitler-like dictator in the United States.
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Chapter 13 )
Learning from the Dupers: Showing
the Workings

Check for
updates

Christine Sinclair

Introduction: Dupery and Its Intentions

Dupery and deception are generally unpleasant acts, and perhaps the attempt to see
a positive side might be regarded as naive. However, there are some kinds of people
who are willing to explain why and how we have been duped, which could be of
significant academic interest. Seeing how dupery works may help protect us from it.
Not all deception has evil intent: most of us will have been taken in by benign forms
at some stage. Young children believe that Father Christmas comes into their home
during the night of Christmas Eve and leaves gifts or that a magician is able to
produce a rabbit from a hat. Being duped may be part of the delight of a well-written
detective novel with a twist, or of a particularly funny joke. Usually, with benign
deception, we can eventually see how we were duped—the intention is not to
deceive forever. The magician provides an interesting exception: most magicians
will not reveal their methods, but some have (apparently) been willing to do so.
There is no doubt that some people have malicious intentions and will use dupery
to achieve them. They are not completely avoided in this chapter. Some, on the other
hand, do have more noble intentions when they deceive. A satirist may initially dupe
audiences into thinking they are seeing a serious event and then shock them with
humour that points up unflattering truths about a situation. This showed up in many
comic memes during the start of the Covid-19 pandemic, where a video of an
attempt to make a mask, or create an uplifting song, rapidly shifted to a ‘true’ picture
of what was happening. Effects of such memes include laughter and
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community-building, as the shared experience comes to light.! Another good inten-
tion might be to prevent further malign deception. For example, a university lecturer
may initially use deception to demonstrate the ‘Barnum effect’ to students: showing
by example that even well-qualified students can easily be duped by vague state-
ments supposedly about their personalities or life experiences from people trying to
manipulate them (Beins 1993). For both the satirist and the teacher—in the situa-
tions described above—the important aspect about their dupery is that it is deliber-
ately exposed and explained.

This chapter explores why and how people have been willing to reveal the work-
ings of a deception and what we can learn from those revelations. It draws on the
work of satirists, magicians, hoaxers, con artists, hackers and academics. Some have
had several such roles: our interest here is their role in exposing a deception. Their
relationship with the truth has different nuances: while magicians have a code of
keeping their methods secret, satirists depend on audiences recognising what they
are doing which may be a fabrication but can still expose an underlying truth. They
also have different intentions: the same technique might be used by the magician to
entertain and by the con artist to rob, but both are dependent on deception.
Techniques are changing too with greater opportunities offered by digital technol-
ogy to discover or amplify deception. Exposure of deception is an explicit intention
for some uses, such as plagiarism detection, though these are also critiqued for
participation in a surveillance culture with its own deceptions (Bayne et al. 2020).
The result is a complex situation, as we see from other chapters in this book, but the
focus here is on what we can learn from people implicated in deception who have
decided to ‘show the workings’. I explore this issue initially through four settings
where deception is present, and someone is exposing something about it. These set-
tings show conditions where:

*  We are not supposed to be deceived.

*  We know we are being deceived.

*  We may be deceived, but we are being educated to avoid it.
*  We are exposed to deception that exposes other deceptions.

Some agents in these areas have contributed to the broad academic field of decep-
tion detection. Others simply want to help. I look at people who aim to expose the
truth in these contexts, before considering two related settings showing the work-
ings of deception on a grand scale, dwarfing (but still including) what is happening
in the more subtle situations listed above. The result is an unfolding of human
responses to familiar contexts and actions and also to actions that go largely unno-
ticed... until something happens. Throughout the chapter the effects afforded by
technology are highlighted. The role of education is also a significant theme.

"For an illustration, see https://youtu.be/ISiMuTrCvdY. Accessed 22 December 2020.
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Satire: We Are Not Supposed to Be Deceived

Satire does not necessarily depend on deception, and any deception used is likely to
be short lived, as shown in the YouTube meme in the previous section. Indeed, if a
satirist has deceived someone, the practice has failed as satire. However, the
workings of satire are interesting: if we can explore ‘success-versus-failure
conditions’ of a thick description of what satire is about (Ryle 2009), we can perhaps
learn something from its failure in relation to deception. Here we consider satire’s
failure with some audiences and then how it has failed with a target of satire in a
context where there is deception.

Satire fails if the audience is deceived into believing it is genuine, as frequently
happens, for example, when articles from the satirical magazine The Onion are
shared as though they are true stories. This has the unfortunate consequence of
further spread of falsehoods (Rubin et al. 2016). Rubin et al. see such failure as a
good starting point for developing an automated tool to detect deception in news
articles. They reason that as satire requires at least some people to detect its nature,
there should be linguistic cues. The success of their algorithm points to a way of
minimising deception in satirical news. However, we might wonder whether
dependence on algorithms to detect satire destroys the nature of satire itself; it has
in part an aim to collude at an intellectual level. Perhaps education in linguistic
cues—such as notions of the absurd and grammatical constructions—might help to
keep satire alive, but it does feel like a further admission of failure to delegate this
detective work to an algorithm.

Satire also fails if it has an inappropriate effect on its target, for example, if it
becomes integrated into deceivers’ own repertoires. Armando Iannucci who
famously satirised British politics in his popular television programme The Thick of
It (2005-2012) explains why he cannot do it any longer:

Satire only works if there’s a series of accepted conventions and then you point out when
the politicians or people in the public have departed from those conventions. But if the
politicians are saying: ‘“There are no more conventions anymore. I can do what the hell I
like. I can change the name of my party to Factcheck UK”, it’s very difficult for someone to
point out where those conventions have been breached. (Iannucci and Asthana 2020:
2:04-2:28)

Although the Twitter handle of the Tory party at the 2019 UK election sparked this
observation, lannucci has been commenting on satire for some time, tellingly in a
New Statesman article where he observes: ‘...politicians no longer act like real
versions of themselves. Instead, they come over as replicants of an idealised,
fictional version of what they think a politician should be’ (Iannucci 2016: 88).
Idealised fictions are not the same as accepted conventions. Satirising an ide-
alised fiction loses its bite. In this case, deception is still present, but the satire
becomes a part of it. In an analysis of the satire in The Thick of It, Basu (2014)
points to its targets—politicians and news media combined—as a ‘social apparatus’
(Foucault 1980) which is profoundly rotten. There is no redeeming feature, ‘not one
character in the show with any integrity’ (Basu 2014: 92). It is ironic and perhaps
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depressing that the show itself has been incorporated into this very apparatus, as
illustrated by politicians’ and news media’s overuse of an invented catchphrase
(‘omnishambles’) designed to ridicule, but losing that effect through its adoption by
the people it is satirising. The rotten social apparatus is reproducing itself, feeding
on the satire.

Satire is often associated with parody (Sinclair 2020). Basu (2014) claims that
The Thick of It is not parody though: ‘Parodies are able to “invade” other texts and
“pollute” their meaning-making processes, and intertextuality can therefore be a
subversive and liberating force’ (Basu 2014: 97). The opposite has happened with
The Thick of It, because its own meaning-making has been polluted. While it
undoubtedly succeeded in exposing the parlous state of the UK’s entwined politics
and media, it ultimately contributed to that state, possibly leading to the alienation
of its creator, lannucci.

In short, satire’s job is to show the workings of a practice, often to reveal decep-
tion. It fails as satire if it deceives us into thinking it is the real thing; it fails in its
mission if it is incorporated into the deceptive practices it targets. Satire’s tricks
have to work. It needs to hold human failings up to ridicule, not as something to
emulate. And if we need an algorithm to expose satire, we should be asking what
that implies about education.

Magic: We Know We Are Being Deceived

... aunique form of deception, in which we know that we are being deceived, but still we
are deceived. (Lamont and Steinmeyer 2018: 9)

Magic tricks have to work even though we know that they are tricks. While we the
audience are looking for the sleight of hand, the piece of thread, or the hiding place,
the successful magician has again left us gasping with wonder and possibly laughter
too. Even though we know it is not really ‘magic’ in an occult sense, we believe
what we see, something that should be impossible. And we are entertained by that
belief, even while we wonder how on earth it was done.

Despite the motto of the UK’s Magic Circle being ‘not apt to disclose secrets’
(The Magic Circle 2020), there do seem to be some magicians willing to talk about
their craft and even give away some tricks. As breach of the motto can lead to
expulsion from the exclusive circle, what the magicians do disclose is perhaps not
overly secret, but it may nevertheless be of value to our exploration of deception. In
a brief magazine article, Teller, of the famous duo Penn and Teller, reveals the
secrets of one card trick in some detail. He also provides his basic principles for
altering perceptions:

Exploit pattern recognition.

Make the secret a lot more trouble than the trick seems worth.
It’s hard to think critically when you’re laughing.

Keep the trickery outside the frame.

To fool the mind, combine at least two tricks.

Nk L=



13 Learning from the Dupers: Showing the Workings 237

6. Nothing fools you better than the lie you tell yourself.
7. If you are given a choice, you believe you have acted freely. (Teller 2012)

This is a valuable list, as we shall see. Penn and Teller are particularly associated
with revelations, perhaps because of their popular TV show Penn & Teller: Fool Us,
where other professional magicians compete to fool the duo as to how their trick
was done. The Penn and Teller analysis entails a post-trick discussion using insider
‘doublespeak’ to explicate the trick’s method. Revealing the trick’s method in this
way doesn’t spoil it for the audience—indeed, it is possible to create more
amazement (Pang 2015).

In any case, many of the methods of magicians have been known about for cen-
turies, and it still doesn’t matter (Lamont and Steinmeyer 2018). These contempo-
rary historians of magic say about Penn and Teller: “The audience is told how it is
done, but it nevertheless seems impossible’ (Lamont and Steinmeyer 2018: 312).
But are the magicians really giving away secrets, and is this right? Is it not an impor-
tant aspect of magic that its secrets are always kept? Lamont and Steinmeyer say
that we are told enough to satisfy our curiosity, but we should really be asking a
different question: why does it work?

The ‘how’ is what bothers us, though, and distracts us from the ‘why’. Audiences
have always tried to find out secrets and have been supported by changes in the
technology of the era. Improved lighting, photography, film, television and now the
Internet, among others, have all played their part in revealing tricks (as well as in
performing them). Nowadays, we can easily find the secrets by looking online or
using recordings. Technology has clearly aided our ability to keep reviewing tricks,
pausing and magnifying the action to spot the moment where we’ve been distracted.
This may take many iterations, if indeed it is possible; alternatively, it may be easy
to spot when it has actually been done in plain sight, as is often the case. See, for
example, the demonstration of a dropped lighter in a TED Talk by magician turned
academic, Gustav Kuhn (2013). For those who don’t want to put in the effort, the
Internet provides many explicit demonstrations of magic tricks for people unable to
stand not knowing how something was done.

For additional examples of revealed tricks, it has been instructive to look at the
website Magic Secrets Explained.? There are many other such sites, but this one
contains an interesting question and answer about a young magician, Dynamo,
known for stunning feats such as levitation and walking on water. The site asks: ‘Is
Dynamo real or fake?” This is in response to many apparently disappointed social
media users who claimed to have seen the workings of Dynamo levitating at the
London Shard, though this apparent reveal (of wires) might itself have been a
deception.

The idea of a ‘fake’ magician calls into question my subtitle for this section: ‘we
know we’re being deceived’. Presumably, the attribution of fakery means that some
people see magicians as people with special powers, perhaps like those given to the
fictional young wizard, Harry Potter. The ambiguity of the word ‘magic’ relating

2See https://www.secrets-explained.com/. Accessed 22 December 2020.
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both to stage performances and to occult or paranormal experiences leads to a
potential for complications in determining whether we are deceived knowingly or
not. As Dynamo himself says: ‘It’s hard to know what to believe, in this day and
age. And whether people want to believe what I'm doing is real magic or skill is up
to them’ (Wolfson 2020: 13).

The website Magic Secrets Explained is in no doubt that what Dynamo is doing
is skill. Showing the workings of magic to people who know they are being deceived
but are still amazed by it has a very different effect from showing the workings to
people who believe the magician has supernatural powers. Stories about the two
kinds of magic have always co-existed, leading to myths about the gullibility of our
ancestors in not being able to tell the difference between a stage magic trick and
witchcraft (Lamont and Steinmeyer 2018). In the Victorian era especially, historians
sometimes deduced that conjurors of old had been falsely accused of occult forms
of magic. The evidence to support such claims was weak, though the inferences
were understandable:

So, when we look more closely, we can see that none of these were actually conjurors who
were persecuted for performing magic tricks. They may have used trickery to pretend to
have genuine magical powers, but that, of course is another kind of deception. (Lamont and
Steinmeyer 2018: 36)

The stories we tell about these two understandings of the same techniques persist to
this day. And, as our contemporary historians of magic also observe, ‘magicians
have not always played by the rules’ (Lamont and Steinmeyer 2018: 28). This is
seen particularly strongly in the psychological sphere: for example, while our
Victorian ancestors were less likely to believe in witchcraft, they could be taken in
by magicians who turned to mesmerism and clairvoyance. These intertwining
stories are still evident today. While ‘mind-reading’ that is known to be trickery falls
into the category of stage magic, a magician who claims actually to have mind-
control is crossing a line. This is what Derren Brown did when he began his mind-
reading performance, claiming psychological powers that would have been regarded
as paranormal in relation to current scientific knowledge (Lamont 2013).

Nowadays, Derren Brown denies having any ‘special’ psychological powers, and
certainly no psychic ones (Brown 2019). In his books, he explains why people can
be taken in by those who do claim such powers. He joins a long history of magicians
who set out to debunk the activities of charlatans and quacks, as do Penn and Teller.
Showing the workings of these particular practices falls into our next category of
deception (fake science), and Derren Brown is not quite off the hook yet.

The main message from magic seems to be that knowing how a trick works is
less important than understanding why we are likely to be deceived. Then, perhaps,
we can be taught how to avoid it. The notion of a ‘fake’ magician—amplified by
both contemporary obsessions with fakery and use of social media—suggests an
additional need for education about the nature of stage magic and other genres and
how they are affected by technology.
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Fake Science and Classroom Deception: We May Be Deceived,
but We Are Being Educated to Avoid It

Framing a magic performance as a psychological demonstration may ...inadvertently help
perpetuate false beliefs about psychology. (Lan et al. 2018: 2)

The idea of framing in the above quotation echoes point 4 in Fig. 13.1 ‘keep the
trickery outside the frame’. The authors cited are concerned that performers such as
Derren Brown use a pseudoscientific ‘story’ containing technical jargon as the
background for their tricks: for example, Brown has suggested that he uses
‘unconscious primes’ to support his predictions, when really all he has been doing
is conventional conjuring. One of the authors of the paper is Gustav Kuhn, himself
a former magician who has become a psychology lecturer. He believes magic can
inform the psychology of deception, which is particularly important in the era of
fake news. In an interview for the British newspaper, The Observer, he says: ‘It’s not
merely enough to tell people it isn’t real, to factcheck—people ignore that
information. Only when we are told how a trick is done do we stop believing in it.’
(Wolfson 2020: 13)

Kuhn was particularly shocked at undergraduates’ acceptance when a magician
claimed to be talking to their dead relatives. Just telling them it was not true was not
enough to convince them. Along with his co-authors (Lan et al. 2018), he was
involved in an investigation of whether such framing—purportedly by either a stage
magician or a psychologist—affected students’ beliefs in mind-reading. Alarmingly,
they discovered the beliefs were not affected by whether the performer was seen as
a magician or a psychologist. They conclude that realistic but fake evidence can be
very powerful in perpetuating misconceptions and this needs to be challenged. All
the stages of the trick need to be revealed.

Psychology students are often subjects for such experiments in universities. They
may themselves want to use deception in experiments, and this has to be supervised
carefully, for ethical reasons. One way of teaching students about deception has
been to subject them to it, and a number of researchers/teachers have used deception
to demonstrate the Barnum effect and also to discuss the effects of being deceived.
This is named after the nineteenth-century showman and hoaxer P. T. Barnum, one
of whose tricks was to ‘read’ personalities based on stereotypical generic descriptions
that individual people think would be uniquely applied to themselves. The same

1. Exploit pattern recognition.

2. Make the secret a lot more trouble than the trick seems worth.

3. It’s hard to think critically when you’re laughing.

4. Keep the trickery outside the frame.

5. To fool the mind, combine at least two tricks.

6. Nothing fools you better than the lie you tell yourself.

7. If you are given a choice, you believe you have acted freely. (Teller 2012)

Fig. 13.1 Altering perceptions (Teller 2012)
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effect might be seen in fortune telling and horoscopes, or any circumstances where
‘cold reading’ can be deployed—a technique also used by Derren Brown and a
variety of con artists. Beins (1993) describes an example where students completed
a so-called personality inventory and all received identical feedback. They were
then asked how they felt about the deception involved. They felt some distress, but
it did not last, and the majority of students thought it was an effective way to teach
about deception as well as the Barnum effect.

Efforts to debrief the participants afterwards and explain the true purpose and
methods used are crucial in cases where deception has been practised, and academic
authors will stress this. In one notable case of classroom deception (Taras and Steel
2007), the academics and students involved continued to discuss the deception
2 years after the event, and the discussions showed that students had indeed
consolidated the message. The students involved here were industrial relations
students who had been deceived into signing up to organise collectively (i.e. commit
to joining a union) to challenge a perceived ‘breach of contract’ with their professor:
‘sometimes the shock of being victimized by a well-planned trick is an opportunity
for implanting a valuable life lesson’ (Taras and Steel 2007: 180).

The professor (Taras) told the class that their usual professor (Steel) was sus-
pended, pending an investigation. She demonstrated sympathy towards him and the
class and temporarily gained their trust, but then announced that there would be an
adjustment resulting in loss of some bonus marks and also changes to the exam.
When they complained, she offered them a sign-up sheet for a student association if
they wanted to take their complaints further. Then she watched as collective action
began to build up. The deception in this case was short-lived but profound: the
deception was run in four classes and lasted only between 6 and 11 minutes. The
debriefing and discussion about the deception lasted a lot longer. By ‘showing the
workings’ through an escalating example of betrayal of expectations, the teachers
were able to make points about injustices, consequences of decision-making,
leadership, collective action and union-management relationships, all illuminated
by the experience they had just undergone. Moreover, the discussion about the
professors’ tactics allowed them to make points about psychological contracts,
violation of trust and comfort zones. These topics had all been difficult to discuss in
class where students had been resistant to the themes and previous attempts to
engage them (case study, role playing, etc.) just had not worked. What did work was
directly experiencing the emotions and the cognitive dissonance caused by the
deception.

The perpetrators of the deception also debriefed themselves with the help of col-
leagues and through writing about it, paying attention to the ethics of the deception.
This was important; they decided to disseminate their findings but would not want
to repeat the experiment despite its success. It was too stressful for them. However,
their final sentence is: ‘This definitely was the most effective classroom technique
we ever used’ (Taras and Steel 2007: 196). Writing about it aimed to help future
teachers in deploying deception, or even deciding if they should, and their experi-
ences have led to a call for support for teachers using such challenging experiential
techniques (Dean and Forray 2016).
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When we add technology to the mix of deception in experiential teaching, the
ethical issues become even more complex. For example, technology is widely used
in educational simulations. Software could include visual immersive virtual
environments and algorithms that underpin their operation. Hardware might provide
three-dimensional immersive models of reality or even a simulated person
(mannequin). Simulation can itself be regarded as deceptive because so many of its
processes are ‘black-boxed’, reducing some aspects of human agency and
embodiment and depriving students of the necessary ‘doubt’ about what they might
be seeing (Turkle 2009). There are dangers of being seduced by the apparent
authenticity of mannequins in nursing education. Although mannequins appear like
real patients, their use still cannot take into account complex human responses
which could lead to future errors if a student later expects a patient to respond in
exactly the same way (Dunnington 2014).

Calhoun et al. (2015) discuss a case where deception was added to a simulation
leading to a mannequin’s ‘death’ raising deep pedagogical and psychological issues
for the simulation community, especially concerning the need for debriefing. A
senior clinician had entered the simulation of a cardiac arrest and ordered an
incorrect medication to be given. This is described as ‘misdirection’. The paper
refers to Erving Goffman’s use of ‘frames’ (Goffman 1974) to consider the
relationship between the ‘primary frame’ (the real world) and its recreation in a
simulation. Framing is about how we understand and act in the world: we’ve already
seen it in relation to magic and pseudoscience. Key issues here are the difficulties of
working across frames when deception has been involved and an associated loss
of trust.

All the people referred to in this section have experienced difficult emotions
through practising and revealing deception: magicians and psychologists are
shocked by the easily manipulated beliefs of undergraduates; teachers worry about
potential effects of deception on their relationship with their students, which should
be based on trust. As with satire and magic, one thing is clear: when teaching
through deception, it is important to know what one is doing and what its criteria for
success and failure are. For example, a deceptive classroom intervention might be
deemed to fail (as teaching) when there is a subsequent loss of trust in the teacher.
There is also a clear warning that in its mediation of additional ‘frames’ of activity,
technology can add complexity to an already difficult situation.

Reactions: We Are Exposed to Deception that Exposes
Other Deceptions

Sometimes dupers deliberately deceive in a tit-for-tat way to respond to other dup-
ers, perhaps exposing them or even preventing them. It arises when people are dis-
satisfied by something in their environment and respond to it by doing something
deceptive themselves.
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The first example here continues the theme of university teachers and researchers
concerned about effects of deception on their students and their practices. It also
draws on the role of technology in reframing academic research and teaching as
performance indicators through massive datafication (Williamson et al. 2020). In
what initially appears to be simply a whistle-blowing account of ‘dishonesty,
deception and deceit by universities in the UK in pursuit of quality indicators’
(Rolfe 2016: 173), the startling conclusion is that the most effective strategy to deal
with it is often more deception and dishonesty. The paper makes an interesting
distinction between deception and deceit: the deception here is of the magician’s
kind (‘we know we have been deceived’) and deceit is what commands a negative
response if we are trying to be ethical. Dishonesty, Rolfe says, comes in between:
telling lies may, in defined circumstances, be morally acceptable, though not all
ethicists would agree. In research assessment, deception occurs through overuse of
citation practices and skewing submission to only high-status journals, or
engagement only in prestigious and profitable projects even though smaller
initiatives might be more beneficial to some groups. All of these activities produce
higher metrics, suggesting greater quality.

Deception turns to deceit when the tricks and strategies are used to claim
improvements in quality without any actual changes to the professional or academic
practice having been made. In teaching, deception and then deceit occur through
enhancing league table positions through grade inflation, or artificial improvement
in completion statistics. Rolfe’s concern is that in professional courses such as
nursing, the reduction in standards following such deceit may be life threatening.
His response has been to adopt a subversive approach to protect his academic
values: ‘Even the most mildly subversive academics will be familiar with the adage
that it is easier to obtain forgiveness than permission, which is an incitement to ‘do
the right thing’ and apologize afterwards’ (Rolfe 2016: 180). The subversive
approach is detailed in an earlier work (Rolfe 2013: 80), which stresses the
importance of intentions, advising that we should be ‘good, collegiate and radical’
and explains what this means for his own practice.

A less collegiate approach to challenging practices in academic publication is the
hoax submission. A notable example was the Sokal affair in 1996: a physicist
submitted a fake paper on ‘quantum gravity’ to a postmodernist academic journal
Social Text and subsequently produced an article for another journal, Lingua Franca,
that revealed his deception (Sokal 1996). There he gives the reason for his parody as
wanting to expose the (mis)appropriation of scientific language by cultural studies
writers and the lack of rigour of the review process in accepting nonsense and
‘sloppy thinking’. A huge controversy emerged after the publication of the two
articles, which lasted for some years.

The affair revisits some themes seen earlier, especially if we think about the
conditions that determine what kind of deception a hoax is. In unpacking its
rhetorical dimensions, Secor and Walsh (2004) suggest that the situation could have
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been prevented if all the players had been more sensitive to text, context and genre.
They conclude:

They—we—can certainly try to keep our preconceptions from blinding us, and it is a noble
effort. But savvy hoaxers like Sokal know we will fail. A clever magician can hide an
elephant right in the middle of the stage by getting people to look in one direction while he
blindsides them from another. (Secor and Walsh 2004: 89)

Sokal’s blindsiding involved a parody that was extremely close to the conventions
of the genre, mimicking the specific appropriation of scientific language. At the
same time, it did include guideposts to its parodic/satiric nature, as parody
tends to do.

There is a long history of hoaxes, committed for a variety of reasons. Some are
just fraudulent, and others, like the Sokal one, are apparently concerned with
exposing the workings of a practice. Some are designed to prevent a practice before
it occurs. An example is the mountweazel, a fake word in a dictionary, encyclopaedia
or other reference source, inserted in order to detect plagiarism if another work also
presents it as a real word. This device was named after a famous entry in the 1975
edition of The New Columbia Encyclopedia. Mrs. Lillian Virginia Mountweazel
was apparently born in Bangs, Ohio, and died in an explosion 31 years later after an
interesting, if short, life. However, she did not actually exist, as was admitted by an
editor some years after it was published.

Fakery in works of reference that are expected to be impeccable sources of infor-
mation may be disconcerting. Someone will have to show the ‘workings’ if the
practice is successful in exposing the plagiarism, though the editors will hope it
won’t be required, and the task would be delegated to someone other than the
perpetrator. In a fascinating exegesis of the Mountweazel encyclopaedia entry,
Williams (2016) recognises it as a piece of metafiction as well as a copyright trap.
It has been carefully constructed to deceive readers about its authenticity; yet
(because parody is involved) it contains allusions to its own role and construction
that give clues to those in the know, for example, the association with the expression
‘weasel words’. Deceivers can be proud of the artistry of their deception.

In this category of contexts—deception that exposes other deceptions—we see a
move to more aggressive uses of deception, though still for avowedly good purposes.
By subverting the authority of universities, academic disciplines and encyclopaedias,
the deceivers expose practices that need to be challenged. These include the
datafication that results in black-boxed ways of referring to research and teaching
‘excellence’ (see also Fawns and Sinclair 2021). The interesting example of the
mountweazel shows that some dupers, such as effective parodists and perhaps even
ethical subversives, are likely to be proud of their skills. But the deception is risky;
it results in a lack of trust not only in the institutions but also potentially in the
dupers who tell.



244 C. Sinclair

Dupers Who Tell: Whistleblowers, Debunkers, Provocateurs
and Poachers Turned Gamekeepers

Just as there are different intentions in dupery, there are different reasons for its
exposure. The names we call dupers who tell are associated with risk and disapproval
from the powers-that-be. Whistleblowers want to provide inside information on
practices they are expected to support: Rolfe (2016) comes into this category with
his exposure of deception and deceit in UK universities. Magicians and teachers
become debunkers when they see practices that threaten to harm. Teachers who
provoke their students into a response to injustice, or towards learning that blind
obedience can have fatal consequences, might be called provocateurs, as might
Sokal (1996) with his hoax against the cultural studies academics. Lexicographers
who introduce mountweazels are bordering on the sense of provocateur that leads to
entrapment, though their work has been seen by Williams (2016) as a form of
whistleblowing too, about the nature of the relationship between authoritative texts,
readers and writers. All of our dupers might be loosely regarded as ‘poacher turned
gamekeeper’: ‘someone whose occupation or behaviour is the opposite of what it
previously was, such as a burglar who now advises on home security’ (Collins
English Dictionary 2020).

A satirist comments rather than lampoons; a magician reveals rather than hides
mind-reading tricks; teachers deceive students (briefly) rather than elucidate; an
academic deceives the employer through good behaviour rather than the promotion
of business targets; a writer or lexicographer subverts the integrity of his or her
publisher’s publications. But the strongest example of poacher turned gamekeeper
is, as the definition above suggests, the criminal who brings knowledge and advice
to those trying to prevent crime.

The Extent of the Problem of Dupery: Insider Stories

One way to learn about deception is to have it explained by someone who has been
previously jailed for it. I have identified two candidates to guide us; they share some
remarkable similarities, but also differ in how they ‘frame’ themselves. Comparing
them illuminates a specific contemporary practice: hacking.

Frank Abagnale is one of the world’s most notorious con artists and Kevin
Mitnick is one of its most notorious hackers. Both served a few years in prison
following high profile capture. Both subsequently became legitimate security
consultants. Both have written explicit books about fraud, exposing the tricks of
fraudsters, including themselves: e.g. The Art of the Steal (Abagnale 2001) and The
Art of Deception (Mitnick and Simon 2002). Both men are proud of their skills and
enjoy showing their workings.

The confidence trickster or con artist is so called because of techniques used to
make the victim feel confident and trusting. The two main elements of a con trick
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are the victim’s trust and an alluring bait (Orbach and Huang 2018). Con artists have
an expression for what their expertise comprises; they get their targets ‘under
the ether’:

Ether is a condition of trust and even infatuation with what is being presented. Getting a
victim under the ether is crucial to all cons, no matter where or how they are perpetrated.
This heightened emotional state makes it hard for the victim to think clearly or make
rational decisions. To get their victims under the ether, fraudsters hit their fear, panic, and
urgency buttons. (Abagnale 2019: 24)

To establish trust, con artists use dress, manner and tone that inspire confidence and
sound comforting. It takes skill, then, to hit these other ‘buttons’ as well to achieve
the scam. Abagnale advises us to know what our own ‘emotional hot buttons’ are,
as the scammers are expert in finding them (Abagnale 2019: 37), which is their way
in for distracting our attention and doing something that we cannot discern.
Similarly, Mitnick refers to ‘developing a ruse that stimulates emotions, such as
fear, excitement or guilt’ (Mitnick and Simon 2002: 105) and several of the scams
he uncovers also incorporate a sense of urgency.

Mitnick calls his former self a ‘social engineer’ which he sees as a speciality
within con artists. A social engineer uses the con artist’s tricks to influence and
persuade people to do things, usually involving giving away information. For
Mitnick this meant easier access to finding out about phone networks and computer
security. Like Abagnale, Mitnick posed as a range of different characters, using
insider language and knowledge of procedures to convince people he was entitled to
do what he was doing. He distinguishes himself from the other type of con artist—
the swindler—saying that they like to find greedy targets who will fall for a con;
social engineers are more likely to seek out trusting and good-natured people
(Mitnick and Simon 2002: 195). Both Abagnale and Mitnick observe that deceptions
are magnified when it comes to adding the use of technology. ‘“Technology breeds
crime and it always has’ (Abagnale 2001: 18). ‘Social engineering attacks may
become even more destructive when the attacker adds a technology element’
(Mitnick and Simon 2002: 191).

What is particularly striking about Mitnick’s fictionalised accounts of his
activities is the level of detail a social engineer is prepared to invest in setting up
tricks, reminiscent of the magician’s second principle in Fig. 13.1 (make it a lot
more trouble than the trick seems worth). Indeed, magic was Mitnick’s main fas-
cination as a child, leading him to want to find out how things work, especially
phones and computers. He claims that all his ‘misdeeds were motivated by curios-
ity’ (Mitnick and Simon 2002: xii) and that he is ‘not a malicious hacker’ even
though he is famed for this. This observation highlights the ambiguity of the word
‘hacker’: as we saw earlier with magicians, there is more than one type, and we
need to know which one we are dealing with before we can consider the nature of
any deception involved.

Mitnick prefers to think of a hacker as someone who tinkers with technology, out
of curiosity and in pursuit of intellectual challenge, and this was certainly its original
meaning. Since the 1980s, however, hackers have been more frequently associated
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with malicious hacking, partly in response to high profile criminal activity revealed
by popular media. Holt (2020: 731) identifies a hacker subculture that values
technology, knowledge and secrecy regardless of whether the hacker is operating
ethically or maliciously. In the case of knowledge, though, hackers might be
distinguished through the ‘hat’ they wear: a white-hat hacker is involved in legitimate
security support, and one wearing a black hat is engaged in criminal activity. Those
who use the skills for either purpose are known as ‘gray-hat hackers, recognizing
their ethical flexibility over time’ (Holt 2020: 735). This indicates some of the
complexity of using the term ‘hacker’, making learning from the workings of the
hacker harder than the previous dupers considered here.

I do have concerns about both Abagnale and Mitnick as in exposing their work-
ings so explicitly they may be ‘providing a great instruction book’ (Abagnale 2001:
25). However, the notion of the white-hat ‘ethical’ hacker that Mitnick purports to
be creates an additional concern about the passing on of knowledge. Security pro-
fessionals are now being educated at graduate level, and there is a debate about
whether students should be taught the same skills as the attackers (Hartley 2015).
Perhaps there is a case for teaching technical skills, but should they also be taught
the ‘social engineering’ skills that go with them? If higher education teachers strug-
gle when teaching about and through deception, how much worse will it feel for
them to teach students how to deceive?

Conclusion: What We Learn from the Dupers

The deceptive practices considered in this chapter have exposed some commonali-
ties and potential answers about why they work. The situations described here all
depend on stories: ways of framing a context where the deception is occurring. The
first opportunity for deception to arise is if we are not aware of the genre of the story.
Perhaps we are experiencing satire, news or fake news; magic, psychology or the
paranormal; simulation or reality; education or business; parody or the genuine
article; a con trick or a business deal. Indeed, there are many possibilities, and the
same story may belong to several genres. But often there are linguistic indicators in
the telling of the story.

The story and how it is told frames what is happening. While Teller’s guidelines
for magicians seeking to alter perceptions (Fig. 13.1) all resonate, number 4 seems
especially important: ‘keep the trickery outside the frame’. We might be deceived if
the story distracts us from what else is happening in the context: for example, if it
leads us to look left when the deception is happening to the right. And we might be
deceived if there is more than one story in the context, which is usually the case. If
the trickery in the other story is outside our current frame of reference, we are
unlikely to spot it, especially if the story we are presented with fits our expectations.
The trickery depends on the deceiver’s intentions within the story and our altered
perceptions of these intentions. We are led, through language and actions, and our
own knowledge of the context, to interpret what is happening in an erroneous way.
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‘Every day, we experience the world from a restricted point of view, directed by
ways of thinking that we do not realize are there’ (Lamont and Steinmeyer
2018: 316).

This is exploited by magicians to enable us to experience the impossible and feel
a sense of wonder; it is exploited by con artists to give us a bad deal and feel fear,
panic or urgency and by social engineers to make us reveal vulnerable information.
It was exploited by Taras and Steel to raise students’ awareness and make them feel
anger and a sense of injustice. Knowing that deception results in an emotional
response is key to understanding why it works. This is important as former criminals
have exposed huge levels of criminal activity based on deception.

We have also seen how contemporary technology can be simultaneously useful
and deceptive, depending on how it is used, for example:

e Offering solutions to expose deception (which might be better provided by a
teacher).

* Amplifying messages through social media (including fake ones).

e Simulating practice (and obscuring aspects of it, adding complexity to any
deception used).

* Reframing practice through datafication (and obscuring key messages, allowing
deceit).

e Creating new subcultures of deceptive practice (which might be framed as crimi-
nal even when not).

Technology can thus exacerbate emotional and ethical issues for educators even
when supporting exposure of deception. The main question that now calls out for
dialogue between educators is: Should we be teaching students how to deceive as
well as how to avoid being deceived?
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Chapter 14 )
Ghosting Inside the Machine: Student b
Cheating, Online Education,

and the Omerta of Institutional Liars

Shane J. Ralston

The culture of cheating is not an abstract phenomenon. It is a real part of people’s lives. And
most of us don’t have a clue about how to deal with the tough ethical choices that come our
way. (Callahan 2004: 298)

Ghosting: Taking a quiz, an exam, performing a laboratory exercise or similar evaluation in
place of another; having another take a quiz, an exam, or perform an exercise or similar
evaluation in place of a student, etc. (Penn State University Office of Judicial Affairs 2000)

Introduction

‘Ghosting’ or the unethical practice of having someone other than the student regis-
tered in the course take the student’s exams, complete his or her assignments, and
write his or her essays, has become a common method of cheating in today’s online
higher education learning environment. Internet-based teaching technology and
deceit go hand in hand because the technology establishes a set of perverse incen-
tives for students to cheat and institutions to either tolerate or encourage this highly
unethical form of behavior. In addition, online divisions of major universities and
their administrators are highly invested in schemes that incentivize and normalize
student cheating, as well as duping external stakeholder into falsely believing that
academic dishonesty policies are strictly enforced.
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For students, cheating has become an increasingly attractive option as pre-digital
safeguards—for instance, in-person exam proctoring requirements and face-to-face
mentoring—are quietly phased out and eventually eliminated altogether. Also, as
the punishments for violating academic integrity policies are relaxed, the temptation
to cheat increases accordingly. For institutions, tolerating, normalizing, and encour-
aging one type of student cheating, so-called ghosting, improves the profitability of
their online divisions by bolstering student enrollments and retention.

In universities and colleges across the globe, online divisions and programs have
become thriving profit centers, not because of the commonly attributed reasons
(e.g., student ease, safety during health crises, and convenience of taking courses
online, rather than face-to-face). Instead, their success is due to a single strategic
insight: ubiquitous opportunities for ghosting in online courses improve an online
educational division’s profit margin and maximize revenue. Students who would
typically pursue trade school or opt out of higher education can potentially pass
courses and ‘earn’ degrees that would be nearly impossible, given their capabilities,
in a brick-and-mortar, in-person setting.

Three Illustrative Examples

For the sake of clarity, I have selected three examples of student ghosting, two of
which I have been privy to and subsequently written about elsewhere (Ralston
2016a, b, 2017). Each illustrates the complexity of the issue, as well as the architec-
ture of incentives nudging students, faculty, and administrators towards increasingly
perverse behaviors and outcomes. Behavioral economist Richard Thaler and legal
scholar Cass Sunstein (2008: 6) describe the concept of nudging:

A nudge ... is any aspect of the choice architecture that alters people’s behavior in a predict-
able way without forbidding any options or significantly changing their economic incen-
tives. To count as a mere nudge, the intervention must be easy and cheap to avoid. Nudges
are not mandates. Putting fruit at eye level counts as a nudge. Banning junk food does not.
(Thaler and Sunstein 2008: 6)

These nudges increase the likelihood that individual students will cheat and institu-
tions will either silently acquiesce to the cheating or implicitly support and encour-
age the unethical behavior. Consistent nudging towards perverse actions and
outcomes can, in extreme cases, contribute to the growth of a corrupt organizational
culture.

Rather than argue that ghosting is unethical or that absolute moral prohibitions
against its practice are justified, I seek to persuade the reader through the accretion
of a series of real cases, each demonstrating that the motives and consequences of
this form of cheating are so perverse as to shock the conscience of any reasonable
person, with the exception of those institutional actors who directly or indirectly
profit from it. The relationship between those actors who benefit and lie to protect
the practice of ghosting, I suggest, is similar to a code of silence between members
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of a corrupt or criminal organization—what I refer to as an omerta of institu-
tional liars.

Case 1: Harrisburg Area Community College
and Online Plagiarism

Imagine that you are the president of a community college. To justify your institu-
tion’s existence and your enviable salary, you must convince the board of trustees
that the institution is meeting—possibly even exceeding—certain productivity
benchmarks, for instance, a threshold number of new enrollments, solid graduation
rates, and satisfactory retention of students from year to year.

The ethical dilemma you face is whether to maintain academic integrity stan-
dards in order to make a principled stand against student cheating or relax those
same standards in order to artificially inflate key productivity figures—for instance,
graduation and retention rates. Which would you choose? Ever since higher educa-
tion leaders and executive administrators adopted the business model, the scenario
I have described is no longer so outlandish. In fact, it played out at Harrisburg Area
Community College (HACC), a community college system in Central Pennsylvania
serving over 70,000 students at 5 campuses and in its online program, led by
President John Sygielski. HACC is no stranger to mismanagement and corruption.
Poor administrative oversight has led its accreditor to twice issue warnings and
temporarily suspend the community college’s accreditation. Almost a year ago,
HACC’s Vice President, Nancy Rockey, embezzled over $200k in school funds. She
is now serving a federal prison sentence.

I inquired about the truth of rumors that HACC regularly conducts fake or rigged
investigations into alleged violations of its academic integrity policy. I published the
results of my inquiry in an article Truthout (Ralston 2016b). In addition, I launched
an open records request under Pennsylvania’s Right to Know law, asking HACC to
disclose the details of one specific investigation to which I was privy. Unsurprisingly,
HACC chose to claim an exemption so that it could hide the truth. I appealed the
decision to the PA Office of Open Records. While the appeal was eventually
defeated, it revealed that HACC'’s ersatz investigation of student cheating involved
merely examining the student’s transcripts, not vetting their academic work.

HACC’s accreditor, Middle States Commission on Higher Education (MSCHE),
investigated the matter. The accreditor sought to know, one, whether the institution
failed to enforce its own academic integrity policy and, two, whether it afforded
adequate safeguards to prevent student ghosting (someone other than the student
taking exams and tests in the student’s place, a common practice for cheating in
online courses). President John Sygielski was sent a series of questions by MSCHE
that he must answer pursuant to a possible third warning and suspension of HACC’s
accreditation. The outcome of the accreditor’s investigation, similar to the right to
know request, was a resounding rejection of the basis for the inquiry. How could we
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know the truth, except by violating a student’s right to privacy? The cover-up was
complete. I would also discover that the instructor of the course in which the student
successfully ghosted was a graduate of Penn State.

Case 2: Penn State and the In-Person Exam
Proctoring Requirement

As higher education institutions go, Penn State has suffered through an excessive
number of scandals over the past two decades. The Sandusky scandal, Joe Paterno’s
unpopular banishment (as well as his subsequent death), and the National Collegiate
Athletic Association sanctions have scarred the institution’s reputation, though per-
haps not permanently (Russo and Coyne 2012; CBS News 2019). The Paterno fam-
ily and the successor to Penn State President Graham Spanier have sought to recover
the good name of the former football coach and Penn State. I worked as a philoso-
phy faculty member at Penn State’s Hazleton campus between 2009 and 2017,
including the year that the scandal erupted (Ralston 2011).

When former Penn State football coach, Jerry Sandusky, raped boys from his
charity, The Second Mile, Penn State administrators covered up the crimes in order
to protect the institution’s reputation. However, the victims came forward; Sandusky
was convicted on 52 counts of child molestation, and Joe Paterno, Graham Spanier,
and other university officials who failed to report the abuse were ousted. Not sur-
prisingly, Penn State’s student enrollment declined sharply soon after the Sandusky
scandal became news. Enrolment numbers, especially at the satellite campuses, are
still far below what they were prior to the scandal. The only division of Penn State
with growing enrolment is World Campus, Penn State’s online division (Penn State
News 2015).

In 2006 I was recruited to teach courses for World Campus. One of World
Campus’s academic integrity policies, intended to prevent systemic student cheat-
ing, was that the final exams for all its courses had to be proctored in person by
someone approved by the administration. Otherwise, administrators and instructors
feared that students would pay someone more knowledgeable than them to take
exams in their place. This unethical form of student cheating, called ‘ghosting’, is
specifically prohibited in the boilerplate academic integrity policy that is included
in almost every Penn State course syllabus (Penn State University Office of Judicial
Affairs 2000). For many students, finding a proctor and obtaining World Campus
administrator approval were inconveniences. A year later, the policy was largely
scrapped in favor of the honor system for most courses in Penn State World
Campus’s catalogue.!

!'Only a handful of Penn State World Campus online courses in math, sciences, and sociology still
require proctors at Penn State.
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In 2009 I formally protested the disappearance of the proctor requirement.
Discovering that no good deed goes unpunished, I soon found myself without
courses to teach the following term. In 2015, when I was invited back to World
Campus and taught a single course, I complained about poor course design and my
suspicion that many students were ghosting. One of the most engaged and industri-
ous students in the course also complained to the Philosophy department chair and
academic division dean that the course was poorly designed. I was promptly told
that I would never teach another philosophy course for World Campus again.
Administrators at Penn State World Campus doled out retaliatory punishment and
expulsion swiftly, knowing that an internal whistle-blower could expose the institu-
tionally supported cheating scheme.

The removal of the proctoring safeguard is obviously a sore issue for faculty. We
are duty-bond to uphold academic integrity standards. Staff are likewise obligated
to report violations of academic integrity policies. For executive leaders and admin-
istrators, though, dispensing with the proctoring requirement meant one less barrier
to increasing enrollments and generating tuition dollars from Penn State’s only
growing division, World Campus. In this case, Penn State faculty, under threat of
retaliation, merely bent to the will of ambitious administrators. The operative advice
to World Campus instructors was, ‘look the other way or suffer the consequences’.
Although I stood my ground, most faculty rely heavily on the income from teaching
online and therefore were pressured to acquiesce. Nevertheless, many faculty and
staff at Penn State are complicit in the design and maintenance of a system that
tolerates and encourages (or nudges) student cheating, specifically ghosting
behavior.

Penn State World Campus serves an emerging and largely untapped student pop-
ulation from the corporate and military sectors. These students have limited time.
For most, their employers are willing to pay the entire tuition bill or a substantial
portion of it. Retaining and graduating these tuition-paying students is a major
objective of Penn State. The removal of the exam-proctoring safeguard signaled to
students that cheating in online courses was not only tolerated but, to some extent,
also encouraged by Penn State. Academic integrity was nothing more than an empty
slogan that took up space in the cluttered policies section of a course syllabus.

The decision by Penn State World Campus to scrap the in-person proctoring
requirement in most online courses is not on par with the Sandusky scandal cover-
up. Nonetheless, the lesson the child sex abuse scandal teaches us is that it is incum-
bent on bystanders to voice their outrage when higher education leaders try to
obscure the truth for private or institutional gain. Former Penn State graduate stu-
dent and instructor Kristin Rawls (2012) expressed optimism that others will see the
Sandusky scandal as a call for social action and public accountability: ‘Ultimately,
I hope that the Sandusky case will have an important public impact, empowering
others like me to speak out and motivating the public to demand answers about just
what goes on in State College—even beyond the football stadium.’

In the same spirit, it should be asked why World Campus decided to lower its
academic integrity standards. Academic integrity advocates ought to demand
accountability, including an explanation as to why alternatives to in-person
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proctoring have never been deployed to prevent ghosting in Penn State’s online
courses. Penn State’s key productivity measures include retention and graduation
rates, which help in the recruitment of new cohorts of online students. These stu-
dents apply, accept places, and enroll at Penn State World Campus every year, hop-
ing to eventually graduate and earn a Penn State degree (note: World Campus
degrees look identical to in-person degrees). A reputation for lax enforcement of
academic integrity policies attracts a certain kind of student: namely, those who
would otherwise not be able to pass courses without cheating.

Lowering academic integrity standards and encouraging systemic cheating in
online courses have artificially inflated the figures for these output measures. Who
says that cheaters never prosper? At Penn State, not only have the student cheaters
benefited from the non-enforcement of academic dishonesty policies, but so have
the administrators, faculty, and staff who look the other way and permit the practice
of ghosting to go unchecked—not entirely dissimilar from how administrators pro-
tected child sexual predator Jerry Sandusky for 30 years.

Case 3: Harvard University and Syllabus Regret Clauses

In 2012, Harvard University was rocked by a highly publicized cheating scandal.
The controversy involved 125 students enrolled in an introductory Government
course on congressional politics (Pérez-Pena and Bidgood 2012). The instructor-of-
record assigned the students a take-home exam with the stipulation that they could
not collaborate with each other. After a teaching assistant discovered exams with
identical answers to questions, the instructor took the matter to the Harvard College
Administrative Board, which reviewed the evidence and conducted an investigation.
Students, parents, and lawyers hired by the students’ families defended the practice
by referring to the custom or convention at Harvard of collaboratively completing
take-home assignments and exams. The scandal and its aftermath, which involved
the withdrawal of 70% of the students investigated from the university, was remark-
able, not just because it occurred at a flagship Ivy League institution, but because of
its ‘unprecedented scope and magnitude’ (Robbins 2012).

Is the Harvard case an instance of ghosting because it involves a student having
someone else (in this case, a fellow student) take an exam in their place? The main
difference is that the Harvard case, unlike the Harrisburg and Penn State cases, did
not occur within an online environment. Therefore, it invites the question whether
ghosting requires an enabling digital or Internet technology to count as ghosting.
Obviously, the online delivery framework facilitates the easy misrepresentation of
exam and essay authorship by the student. Actually, the technological means of
cloaking identity need not be digital or Internet-based, so long as the objective is to
deceitfully pass off another’s work as the work of the registered student. In the
Harvard case, all the workers happened to be registered students, divvying up the
take-home exam into pieces, distributing them to workers, efficiently completing
the parts, and then reassembling and submitting the collaborative effort as the work
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of a single student. If the instructor had not stipulated that collaboration was off the
table, the unethical activity of ghosting would not have occurred.

The Harvard cheating scandal was notable, not just for the university’s swift
move to punish the transgressors and the public outrage it inspired but also for
Harvard University’s more conciliatory long-term approach to handling individual
cases of cheating. In the aftermath of the scandal, Harvard faculty have become
innovators in the academic dishonesty space, introducing regret clauses into their
course syllabi. According to Lindsay Ellis (2020) of The Chronicle of Higher
Education, these clauses stipulate that so long as ‘first-time offenders [of academic
integrity rules] come forward and admit what they did within 72 hours, an instructor
will give a failing grade on the assignment—but will not refer the case for disciplin-
ary action’. Ellis spotlights a Computer Science faculty member, David J. Malan,
who adopted the use of syllabus regret clauses, fully knowing that the practice
would be controversial. He views cheating behavior as largely excusable, indicating
troubles and struggles elsewhere in a student’s life. In Malan’s words, ‘[a]cts of
academic dishonesty were a symptom of larger concerns or pressures in their life. ...
[The conversations with students about cheating] made it much more real, and much
more difficult, because now you are on the front lines, discussing these things with
students.” Malan documented the number of cases before and after the introduction
of the regret clause into his syllabus. To his surprise, the number of cases of aca-
demic dishonesty increased.

To anyone familiar with how nudging works, this outcome is predictable.
Syllabus regret clauses offer students tempted to cheat a legitimate way to escape
punishment. It nudges them to cheat by reducing punishment or negating the disin-
centive. As rational actors, they are more likely to engage in cheating behavior,
knowing fully well that they have an easy escape route in case the scheme fails.
Despite the morally problematic nature of syllabus regret clauses, the practice has
gained momentum, as faculty and administrators at other universities look to
Harvard as a leader in successfully normalizing student cheating.

The ‘It’s-Not-So-Bad’ Objection

A possibly lethal objection to my account is that it is based on thoroughly anecdotal
evidence. The primary reason why my argument is susceptible to such an objection
is that I rely on the accretion of only a handful of cases, the majority of which I have
intimate details of, but that do not represent the majority of cases. In the lingo of
social scientists, the conclusions I reach are not externally valid. I call this the ‘It’s-
Not-So-Bad-Objection’ since it seeks to minimize the scope and impact of the stu-
dent ghosting problem by recourse to statistical or experimental data.

Christian Miller (2020) deploys a version of this objection in his article titled
‘Just How Dishonest Are Most Students?” He assures readers that the problem is not
so widespread as is often claimed. In addition, Miller insists that it can be easily
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managed if students were to publicly pledge to abide by honor or academic integ-
rity codes:
Honor pledges are not only surprisingly effective in curbing cheating; they also promote
honesty. Students who abide by them refrain from cheating, not because they can’t, but
because they choose not to. ... Empirical research has repeatedly found that schools that are

committed to honor codes have significantly reduced cheating rates compared with schools
that are not. (Miller 2020)

Miller culls his evidence that the problem is not so severe and that honor pledges are
an easy fix from an article by McCabe et al. (2001), surveying a decade of research
on student cheating. Not only is the article dated, but Trevino holds a faculty posi-
tion at Penn State University, an institution that is deeply invested in its own scheme
of normalized cheating.

Ignored by Miller are many recent studies reaching the opposite conclusion:
namely, that student cheating is widespread because the rewards outweigh the risks.
For instance, in one study, 75% of college alumni surveyed admitted that they
cheated at least once during their undergraduate years and 22% admitted to regular
cheating, including ghosting and contract cheating (i.e., paying others to write
papers and take exams) (Yardley et al. 2009). In McCabe’s (2005) study, surveying
over 50,000 undergraduate students, 70% confessed to cheating. Although there is
no empirical proof that cheating is more pervasive in online courses and programs
as compared to in-person courses and programs (e.g., Harris et al. 2020), it is nev-
ertheless widely accepted that the obstacles to cheating are less significant in an
online learning environment (Nehls 2014: 473). King et al. (2009) found that 73.6%
of students surveyed believed that it was easier to cheat in online versus traditional
courses. In Curran et al.’s (2011) study of undergraduate cheating in online courses,
they conclude that online technology not only lowers the barriers to academic dis-
honesty but also makes it less likely that the cheater will be caught and punished.
Consequently, online students are tempted to commit acts of academic dishonesty
when they would not otherwise do so in a brick-and-mortar setting.

The ‘It’s-Not-So-Bad’ objection is part of an overall strategy higher education
administrators deploy to minimize external stakeholders’ perceptions that cheating
is widespread, tolerated, and even encouraged by colleges and universities.
According to Nehls (2014: 475), ‘[a]s online college course enrollments continue to
grow, academic dishonesty in the computer-mediated environment is going to be an
important consideration for institutions of higher education’. One of the forces that
has emboldened administrators to adopt this strategy is the increasing neoliberaliza-
tion and corporatization of the modern university, to which we turn next.
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The Neoliberal/Corporate University Machine

For the past 40 years, scholarly accounts of the neoliberalization of the Academy
have been prodigal. The Public University (circa 1960-1980), emphasizing educa-
tion as a human right and a socialization experience in preparation for a more fulfill-
ing life, transformed into the Corporate University (circa 1990 to present),
conceiving education as a commodity and a vocational experience in preparation for
employment and a financially secure life. Some shocking recent trends exemplify
ways in which the modern university is becoming increasingly corporatized, such as
the use of false marketing hype (or ‘innovation theater’) to introduce blockchain
technology initiatives and the profit-maximizing shift from offering traditional
degrees to selling microcredentials (Ralston 2019, 2021).

In the corporate university, in contrast to the public university, standards of pro-
ductivity and excellence in scholarship and pedagogy have changed drastically. The
lived experience and wisdom of highly educated peers and colleagues were sup-
planted by budget-connected measures, such as impact, enrollment revenue, and
return on investment. Human labor is increasingly displaced by digital technologies.
According to Susan and Henry Giroux:

[t]he corporate university is descending more and more into what has been called ‘an output
fundamentalism,” prioritizing market mechanisms that emphasize productivity and perfor-
mance measures that make a mockery of quality scholarship and diminish effective teach-
ing—scholarly commitments are increasingly subordinated to bringing in bigger grants to
supplement operational budgets negatively impacted by the withdrawal of governmental
funding. (Giroux and Giroux 2012)

The Neoliberal/Corporate University alters higher education priorities. At the top
of its priority list are quality assurance, process efficiency, and managerial out-
comes. The Public University’s ‘quest for truth’ and mission to acculturate young
people to the demands of citizenship, preparing them for meaningful participation
in a democracy, fall by the wayside. According to Peter Jandri¢ and Sarah Hayes,
the problem with the corporate shift in university priorities is that the new reality
fosters discontent:

The Neoliberal University causes different types of discontent. From a student perspective,
excessive reliance on adjunct work lowers the quality of instruction—overworked, under-
paid and often without their own offices where they could see students, many adjuncts are
simply unable to meet student needs. From a staff perspective, adjunct work is associated
with poverty, job insecurity, lack of long-term career prospects and the lack of tenure pro-
tection . . . From a social perspective, the Neoliberal University restricts upward mobility
and promotes inequality. The commodified Neoliberal University sees knowledge and edu-
cation as goods that can be sold and bought, and significantly reduces the public sphere . . .
[and] is supported by digital technologies, which enable practices such as automated testing
and surveillance. More importantly, however, the Neoliberal University is based on power-
ful, rationalist logic in policies that might appear convincing, but when scrutinized, the
discourse can lean towards irrationality . . . [T]he success of educational systems is mea-
sured and evaluated predominantly though quantitative means—and the use of this or that
technology is only a symptom of a wider ideological trend of McDonaldization of higher
education. (Jandri¢ and Hayes 2020: 168)
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However, the neoliberal/corporate shift has been welcomed by some: specifically,
those administrators seeking to maximize student retention, graduation rates, and
tuition revenue. Ignoring, permitting, and normalizing student cheating schemes
means more students who would ordinarily fail out are retained and graduate.

Members of the Neoliberal/Corporate University value productivity outcomes
over academic excellence. Among higher education executives, the claim that prog-
ress should not be undercut by antiquated ethical standards, such as academic integ-
rity rules, has been gaining wider purchase. Harvard University’s move to support
Syllabus Regret Clauses is a case in point. HACC’s decision to derail individual
investigations into student ghosting in hopes of hiding a more extensive scheme that
normalizes the activity is also indicative of this corporate attitude. So is Penn State’s
decision to eliminate the proctoring requirement in its online courses. Why would
these institutional actors risk exposure? The McDonaldization of higher education
requires that its loyal supporters achieve increasing levels of productivity no matter
what the moral costs.

The Lies Institutional Actors Tell Us

A symptom of this push to normalize student ghosting is an omerta of institutional
liars, whereby institutional actors—faculty, staff, administrators, executive leaders,
as well as accreditors—repeat the lie that academic integrity policies are strongly
enforced, while the epistemological barriers to exposing the truth climb higher
and higher.

An omerta is an unwritten pact or code of silence, typically adopted within cor-
rupt or criminal organizations (such as the mafia). Members of the organization
refuse to give evidence of criminal activity to authorities. The evidence here is the
true rationale or mea culpa for non-enforcement of academic integrity policies: the
desire to meet and exceed institutional productivity measures, such as enrollment
and graduation rates. Actors sworn to uphold the omerta tell lies to maintain the
appearance of legitimacy or law abidingness while nudging students to cheat. That
is the dupery at work in online higher education divisions: administrators declare
that they are committed to academic integrity while actively incentivizing and nor-
malizing student ghosting. Lies, higher education administrators tell us, include
statements which we would normally interpret as consistent with rules and policies
that prohibit academic dishonesty, as follows:?

There is zero tolerance at this institution for academic dishonesty.

Cheating is unethical student behavior that merits punishment.

Having someone else take your exam or complete your essay is unfair because it gives
some students, those who ghost, an advantage over those who play by the rules.

2These are made-up statements written for illustration purposes.
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The truth behind these statements by institutional liars is instead closer to the
following:

We tolerate cheating and even encourage it insofar as it improves productivity, measured in
graduation and retention rates.

It is prudent to treat cheating as excusable student behavior, claiming that it indicates
other challenges in students’ lives, when it actually makes our lives (instructors, staff and
administrators) easier, since we do not have to enforce academic integrity policies.

Ghosting is fine, so long as you the student takes every precaution not to get caught,
given that the institutional barriers to such cheating behavior have been significantly weak-
ened (e.g., by removing proctoring and mentoring requirements).

Normalizing student cheating in academic institutions is roughly similar to normal-
izing corruption in other complex organizations. According to Ashforth and Anand
(2003), the three processes integral to the normalization of corruption are (1) insti-
tutionalization, (2) rationalization, and (3) socialization. Institutionalization
involves the conversion of corrupt policies, practices, and behaviors into patterned
routines. The analogue in normalizing student cheating is a pattern of institutional
actions that make cheating appear commonplace and acceptable, such as syllabus
regret clauses, instructors regularly ignoring clear evidence of cheating, and deans
who consistently mete out minimal sanctions to students guilty of academic dishon-
esty. Rationalization refers to the capacity institutional actors have for justifying
corrupt policies, practices, and behaviors. For example, Penn State vindicated its
removal of the proctoring requirement on the grounds that it was inconvenient for
students and inefficient for faculty and staff to administer. Socialization indicates
the habituation and transference of corrupt policies, practices, and behaviors to new
members of the organization through formal and informal mechanisms. Indeed, the
danger of normalizing student cheating is that it socializes young people to easily
accept and even embrace unethical practices in whatever institution to which they
belong (Ralston 2016b). Through institutionalization, rationalization, and socializa-
tion, student cheating and its official incentivization—similar to organizational cor-
ruption—gradually come to appear normal and acceptable.

Once academic integrity standards are significantly weakened—as witnessed at
HACC, Penn State, and Harvard University—productivity goals (e.g., enrolment,
retention, and graduation rates) are easier to achieve. Students who would ordinarily
be incapable of completing a university degree are nudged by cheating-friendly
policies to cheat their way through challenging curricula and degree programs.
However, the cheaters are not just so-called bad apples—as institutional actors
would like to portray them. They are not alone in their unethical behavior. Similar
to normalized corruption, normalized cheating sets in through processes of institu-
tionalization, rationalization, and socialization. Responsibility is shared with fac-
ulty, staff, and administrators who passively (e.g., ignore or look the other way) or
actively enable the behavior (e.g., proposing or supporting cheating-friendly poli-
cies). It would be more apt to say that the whole barrel of apples has turned bad.
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Social Epistemology and the Postdigital

Too many higher education executives give lip service to academic integrity while
violating its spirit and letter. They dupe outsiders into holding the false belief that
higher education institutions are committed to student honesty while nudging them
to cheat and while celebrating the productivity outcomes that this dupery ensures.
We might wonder why so many higher education insiders, arrayed along the entire
ideological spectrum, implicitly accept student cheating, while outsiders explicitly
oppose it. One possible explanation is a phenomenon called ‘epistemic factionaliza-
tion” —or, more plainly, groupthink.

Weatherall and O’Connor (2018, 19) describe epistemic factionalization in stark
terms: ‘we so often see beliefs with strange bedfellows, especially in cases where
there is profound mistrust of those with different views . . . [or where having] differ-
ent beliefs [than the out-group] is sufficient to account for epistemic factionaliza-
tion.” In other words, heavy socialization in the logic of neoliberalization produces
an odd faction (strange bedfellows) of institutional actors, each holding the ethically
questionable belief that student cheating, especially ghosting, is a necessary evil for
online education to generate enrollments and tuition revenue. These strange bedfel-
lows form a cabal of institutional liars, whose 6merta is to hide the true rationale for
normalizing academic dishonesty: improved productivity at any costs.

Pre-digital measures to combat student cheating—for instance, in-person exam
proctoring requirements and student mentoring—have been progressively elimi-
nated by online higher education divisions, such as at Penn State. From a postdigital
perspective, we should insist that digital technology not receive undue privilege
relative to non-digital and pre-digital alternatives. In other words, digital pedigree
ought not to be the sole criterion in adjudging the value of educational technology
(Jandri¢ 2019). Even though the ghosting did not occur in an online environment,
the Harvard case, appreciated from a postdigital perspective, remains just as rele-
vant as the online ghosting cases. Indeed, what we learn from the Harvard case is
that higher educational administrators, who nudge students towards cheating behav-
ior, will invest significantly in normalizing that behavior through official channels
(e.g., by approving syllabus regret clauses). This is what Nehls (2014: 484) calls the
‘fraud triangle’, whereby incentive pressures, opportunity, and rationalizing atti-
tudes create the space for student cheating. They can also engender the perfect
storm of conditions for an institutionally approved cheating scheme.

One way to counter epistemic factionalization is for out-group actors (e.g., poli-
ticians, experts, consultants, higher education reformers, community activists), who
are critical of student cheating, to demand that colleges and universities enforce
their academic integrity policies. Such demands might include a mandate to return
to pre-digital countermeasures that stymie student ghosting. A postdigital strategy
for addressing student cheating would democratize the academic integrity space,
inviting a multiplicity of approaches and diverse voices into the conversation about
how to promote student honesty and integrity. Such a strategy could, for instance,
involve verifying the identity of students who are at risk of ghosting behavior
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(Kraglund-Gauthier and Young 2012). Ultimately, a postdigital strategy could
reduce student ghosting and incentivize ethical behavior. It might also expose the
dupery committed by institutional actors who seek to incentivize and normalize
academic dishonesty. However, in the Neoliberalized/Corporate University, the bar-
riers are significant. Institutional actors are likely to continue nudging students to
engage in cheating behavior, thereby boosting productivity numbers, even at the
risk that whistle-blowers and others will expose their lies.
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Chapter 15
*Choice Is Yours’: Anatomy of a Lesson
Plan from University V

Eamon Costello @ and Prajakta Girme

Muse! Bow propitious while my pen relates

How pour her armies through a thousand gates,

As when Eolus heaven’s fair face deforms,

Enwrapp’d in tempest and a night of storms;

Astonish’d ocean feels the wild uproar,

The refluent surges beat the sounding shore. (Wheatley 1776)

As You Are

Everyone looks out on a different day: A man, a woman, a child, people of a myriad
faiths and people of none. Everyone has a separate skin, the biggest organ in the
body, a protective membrane that shields us from the outside. It is also a massive
interface cloaked in sensors, the touch points that allow us to feel and live the world.
Our corporeal selves provide us with our unique interface to the world (Facer 2011;
MacCormack 2006). They help us try to learn and then tell the story of the day we
each see. But are we more than our bodies? Or are we less? Are we the stories of our
bodies? Could we have been cleaved from embodied ways of being and knowing?
And if any of the answers to these questions is ‘yes’, then what might such a posthu-
man scenario imply about the activities we engage in such as teaching and learning
(Bayne 2018; Knox 2019)? This chapter aims to explore education as posthuman
practice via the anatomy of a simple lesson plan. We use storytelling as a device to
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selectively and deceptively paint pictures of histories that may have been or have yet
to come.

The methodology adopted here is that of social science fiction as a specialism of
speculative fiction more generally (Gerlach and Hamilton 2003; Ross 2017). This is
not an empirical approach. We have no data to sift for truths. Although we do deal
with the datafication of students (Williamson et al. 2020; Selwyn and GaSevi¢
2020) — the reduction of people to numbers, bytes and letters — do not fear as no
actual students were harmed in our analysis. Rather we adopt an approach that tells
stories and attempt to use these tales as a lens through which to explore educational
futures (Collier and Ross 2020). We engage in such speculations so that we may
reflect on the possible long-term consequences of our current beliefs and practices
(Selwyn et al. 2020; Macgilchrist et al. 2020; Bell et al. 2013). Speculative fiction
tries to take us out of the known. However, it does not bring us into the unknown but
more indirectly back to where we already are. Its purpose is not to know the future
but to predict the present.

This methodology, it has been argued, is necessary if Higher Education is to
‘navigate and adapt to unpredictable and shifting circumstances that impact people
in profoundly uneven ways [by] imagining, and then enacting, better futures [that
are] imaginative, equitable, accessible, sustainable, and decolonial’ (Veletsianos
and Houlden 2020). It may be a posthuman modification, or mod, that allows us to
see those students not captured under the bell curve of ‘those individuals who are
outliers and candidate measures that are at the margins’ (Treviranus 2014).

It may provide different windows to see out of, for it has been argued that the
story of mankind has all too often contained plenty of man but little kindness (Le
Guin 1989; Macgilchrist 2020). One ingrained narrative, for instance, is that humans
are primed for ‘flight or fight’ upon stimulus. After it was noted that such claims
were based on a science devised by men and conducted with male subjects, the
experiments were re-run with women who reported the alternative response of a
‘tend and befriend’ instinct. This reaction comprises ‘nurturant activities designed
to protect the self and offspring that promote safety and reduce distress; befriending
is the creation and maintenance of social networks that may aid in this process’
(Taylor et al. 2000). There is no need to fight nor to flee; we can stay and inter-be
(Hanh 2010).

The speculative fiction that follows is set in the future, but it also draws on the
past for ‘the body is a historical situation [...] a manner of doing, dramatizing, and
reproducing a historical situation’ (Butler 1988). The body we choose to datafy in
this chapter is the student body, in both the singular and collective sense. We take
the body as an interface. Our corporeal selves try to mediate the personal perspec-
tives we have with each other so as to create collective and shared consciousnesses.
We only contribute to consciousness by crude approximation (Hoffman and Prakash
2014). For example, a smile is a roughly hewn icon of the interface that tries to tell
us something about the world within. We can only guess what might be going on in
the vast consciousness that the smile opens into what someone is feeling or think-
ing. We never perceive absolute reality because the interface simply offers us short-
hands, useful bite-size abstractions. We never see perfectly. As a consequence there
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is always the potential, either by accident or design, for duplicity (MacKenzie
et al. 2020).

The biggest fiction we tell ourselves is about our ‘humanity’. It is our most
enduring story. Once upon a time, humans are set apart by God, by gender, race,
authority, intelligence, adaptability, morality and so on — by any and all of the
humanist hegemonies, the rights to rule. This story of the human is woven from
strands of power, from narratives (Lyotard 1979) of dominion and struggle but inter-
laced with the micro acts and activities that constitute daily mundane existence.
Hence we attempt here to speculate via posthuman prophecies (Fuller and Jandri¢
2019). Such prognostications do not see the human as certain, nor its characteristics
such as race, gender or morality as reliable. Nothing is immutable if we enter the
present by splitting it with the axe of the future.

Texts are deceptive and duplicitous because of their plurality of meaning. It
would be presumptuous, however, to claim to have given the text that follows a
plural effect. That is not the job of the writer. That is a more private affair between
the characters and the reader. Their engagement is, via the text, ‘an iridescent
exchange carried on by multiple voices on different wavelengths and subject from
time to time to a sudden dissolve which enables the utterance to shift from one point
of view to another’ (Barthes 1980: 41-42).

We have merely hauled some static words and two-dimensional images to the
page. It is up to you, dear reader, to bring them to life. Choice is yours.

Choice Is Yours

On 3 April 2054, I woke early, threw back the covers and strode across the apart-
ment. I felt the mirrors watching me as I moved. I selected a colour and began to
paint my nails onto myself: first each toe and then each finger. This was a ritual I
undertook every morning before anything else was decided, and oh what decisions
there lay ahead today (Fig. 15.1). I opened the balcony doors and let the cool city air
flow around me.

I moved back inside and sat on the bed. As I did so, I glanced up at the plaque on
the wall above my desk. ‘Digitization, Colonization, Dance’, it read. My heart
surged. This was the motto of University V: a mission it believed and lived. I felt so
proud to be but one small part of its grand project. It had given me so much. It had
given me everything, all of this. Through the benefaction of its Anthony Swan initia-
tive, I had been given a complete sterilization, something I could never have afforded
by myself. And how would I have ascended to the position of High Professor with-
out such an essential mod? I shuddered to think of the alternative, of something
unfolding inside of me, draining my nutrients, sucking life from me, clawing itself
into form.

And where would I be today without my other wonderful augmentations? The
mods for my eyes and ears meant everything to me. I could hear students so acutely
now. I could sense any waver, instantly fix upon an inflection that might signal some
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Fig. 15.1 Before anything
else was decided

underlying weakness, and then immediately double down on a line of questioning.
And with my new eyes, I saw them so vividly I sometimes almost felt as if I was
peering into their souls.

Now it was time for my favourite mod — decision time. I threw open the wardrobe
and looked at my collection of skins, my most prized possessions. I touched a sub-
lime brown that felt like drinking liquid chocolate on a winter day. I flicked to a
deep radiant black number. In this gown I felt the colour of night; became raven,
‘feathers shiny and black, a touch of blue glistening down her back’ (Williams
2001). But no, not today. Today was a day for white, a late twenty-first-century
specimen, an amazing white Irish skin. I held it against my body and stood in front
of the mirror. I marvelled at its delicate porcelain, dappled in a starscape of freckles.
Each small brown fleck was unique in tone and contour, but they were together
woven into one mesmeric camouflage. It had some slight marks where it had been
stretched during the primitive barbarisms of childbirth. But even these were beauti-
ful to me, these fingerprints from a life I had never known but would soon step into.
And in every other way, it was in fabulous condition — a marvelous pelt.

I slipped it on and immediately it inhabited me. I spun to admire myself in the
glass, lithe and graceful. I became the leopard. Yes, today was the day for a hunt-
er’s skin.

Come as I Want You to Be

As I arrived at the lecture theatre, the meat-sacs were still fitting the students into
their platforms. Our meat-sac to student ratio was now 3 to 1, the highest figure ever
attained globally. Yet more meat-sacs carefully prepared and tuned my lectern, their
red bodies traced with faint blue pulses.
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With a flick I moved a strand of ria back from my face and plugged myself into
the interface: Wow! The datafications were so awesome this year! On the console
the students bristled beautifully before me. Arrayed in purple, green and cyan lad-
ders, they swayed in steady suspension from data structures that had been induced
to flow down hidden Markov models. The colours moved up and down, vacillating
in fluorescent columns like synthesised notes, windows turning on and off, floor by
floor, on neon skyscrapers.

I delved in, feeling my way through the data, one student at a time. There was
only one datapoint I was interested in today: the Life-Credit Average. Ah, here was
a possible candidate: Octavio. His Life-Credit Average was pitifully low and it was
abundantly clear why. For a start, he had accrued mountains of debt: tuition fees,
textbook loans, food stamps, performance opportunities, yadda, yadda, yadda. More
seriously though, his score had been compounded by multiple convictions for egre-
gious breaches of the academic code. What a list of infractions this guy had. He was
really on his last legs. Yes, this student would be perfect. Just imagine, I said to
myself, how it will feel to wear the skin of a man.

I pulled up my lesson plan on the screen. I had been working on this all summer
and I was so happy with it. It was one of the loveliest I had ever fashioned. It was
composed of three pedagogical stanzas that would unfold over the course of the
semester: two beautiful lures to enchant my students and then one silver hook to
catch and reel them in. I had taken instances from ancient times, back when people
dealt in the misery of written words and the poisons of literature and history. I would
lecture on these topics, mediating the strange, primitive and barbaric written arts to
my students. I would herald the promise that three tales would connect, that there
was some narrative arc, but then I would bend the curve of flattery down towards a
final deception.

The first part of the lesson would be about The Man in the Iron Mask (Dumas
1893). This was an ancient tale about a prisoner whose face was always hidden and
whose identity was hence mysteriously masked. In another layer to the lesson, the
author Alexander Dumas employed over 70 ghost writers to do his writing. One
described his work as one of Dumas writing aides:

I used to dress his characters for him and locate them in the necessary surroundings,
whether in Old Paris or in different parts of France at different periods. When he was, as
often, in difficulties on some matter of archaeology, he used to send round one of his secre-
taries to me to demand, say, an accurate account of the appearance of the Louvre in the year
1600...I used to revise his proofs, make corrections in historical points and sometimes
write whole chapters. (Davidson 1902: 251)

Dumas was the author, however. That is not in doubt. The creative vision was his. In
the case of The Man in the Iron Mask, Dumas relied on a long-time ghost by the
name of Auguste Maquet. The author of the man in the mask himself hid behind
another. It was as if Dumas had deployed a proxy to engage in the hideous practice
of writing. These ancient people could actually be highly inventive. It was little
known at the time of course how dangerous writing actually could be, but true
adepts of these arts, and even hacks like Dumas, had some inklings it seemed. It was
prescient how Dumas had engaged his ghost as a writing mod, surprisingly skillful
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how he deployed a set of human gloves to simultaneously put himself at the centre
and at once remove himself from the frightful act.

I like to think that Dumas danced with Maquet, just like escapades of their char-
acters upon the page. In the book, men pranced about as ‘joyful friends who hadn’t
abandoned their protector before the gathering storm; and despite the threatening
sky; despite the shuddering earth, smiling, considerate and as devoted to misfortune
as they had been to prosperity’ (Dumas 1893: 284).

I marvelled at how they clutched each other’s bosoms — always as if one of them
had just scored a goal. So interesting — their strange obsession with male physical
entanglement.

There were some great comedic elements, such as the eventual legal duel between
Dumas and Maquet over the true authorship of what was, by any standard, pretty
dull stuff — endless pages of men running around desperately trying not to love each
other. The Fast and the Furious had less conspicuous close-ups of gear-shifting
(Payne 2017). By contrast, there were no court battles about the many children that
Dumas fathered. They failed to make the news, which is as it should be, for books
are not like people — they are so much more important.

I allowed myself to drift into the novel, to a particular page and paragraph. I
found the character Raoul. I put on his feet and let them dangle over the precipice
‘bathed in that void which is peopled by vertigo, and provokes to self-annihilation’
(Dumas 1893: 348). I lingered to ponder Raoul a moment longer. ‘Is it destruction’,
I asked him, ‘that you require to feel?’ (Smith 2004).

It was clearly a rhetorical question, yet the dolt had the temerity to keep wittering
on. So I let him finish. I did not interrupt or cut him off. I just let him have his way.
‘The world is a sepulcher’, he crooned, ‘the men and consequently the women, are
but shadows, and love is a sentiment to which you cry, “Fie, Fie!”’(Dumas
1893: 275).

Ah Raoul, Raoul... Okay, you see I get skin. I taste all its colours and see how it
is woven (Tuck and Yang 2012). But good heavens, from what base metal was man’s
sex so badly minted? Homophobia on Monday, misogyny on Tuesday — which are
the same two faces of the one dull coin to be fair, so at least there’s that (Kosofsky
Sedgwick 1985). But then, with the demented idiocy to declaim: ‘It’s Friday I'm in
love!” (Smith et al. 1992). I mean, just ugh! How palid and limply mans’ fetid inter-
face was wrought.

Where was I? Ah yes, next was Phillis Wheatley, the first black poet published in
the English language. English was not her mother tongue, of course. Her original
name, her language, place of birth, are all obscure. All we know is that she was
enslaved somewhere on the west coast of Africa around 1753. She was an after-
thought: a small and sickly specimen, selected in a last port of call, to fill a quota
that promised a payload of healthy bodies to toil and glisten in gleaming new west-
ern colonies. Her exact age is not known, but from her missing front milk teeth we
can surmise that she was about 7. So much is missing but we know one thing clearly:
her character. We know that something flickered within her even then — a
persistence.
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She looked out from the ship (Fig. 15.2) at silver sharks that whipped in the
water. She watched them, as they circled slowly waiting to dye the sea red. Sharks
have an acute sense of smell. They can detect drops of blood dissipating in an
expanse of water. They can also smell disease. It was said that they most keenly
snaked after those ships that had the greatest numbers of sickly slaves (Rediker
2008). Yes, predators smell weakness as it exudes like musk through skin. They wait
for bodies to fall, for the weakest to be cast down.

Yet, a light bore her through the Middle Passage. She did not fall prey to the
pathogens that stalked her ‘floating prison ‘(Rediker 1989). She did not follow those
who escaped their captivity by flinging themselves overboard, in pagan prayer that
they would then soon be united with their ancestors. No, she persisted; she was
delivered unto us.

In Boston she emerged from The Phillis, the vessel that had spirited her between
worlds and would ultimately give her its name. There John Wheatley purchased her,
as a gift for his wife Susana. She was a salve perhaps, to fill the gap that had recently
been scored by the death of their own 7-year-old daughter. Perhaps it was this
ghostly absence that Phillis Wheatley stepped into, a void she could inhabit and start
to gently burnish. As she haunted the contours of the Wheatley’s daughter’s mem-
ory, they almost forgot she was a slave. As they brought her into the bosom of their
family, they taught her to read — English, Greek, Latin, Poetry and the words of The
Lord our Creator. Education found her and her fierce intellect began to burn. Her
light no longer hidden beneath a bushel, she quickly proved her talent not just in
reading but in the art of writing itself.

Fig. 15.2 The Phillis
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A slave child writing poetry in the style of Alexander Pope sent shockwaves.
There was amazement that she could indeed even be literate. This did not fit in the
prevalent narratives. A premise of slavery was taken to be the superiority of intel-
lects based on skin. How limiting, I thought, did they not realise that colonization
comes in many colours?

The first suspicion was that she was a dupe, that someone else had written her
works and they were using her as a lurid circus act. First, she had to prove, through
a form of trial, that it really was her who had written the poetry. In such a primitive
era of course proving one’s identity was no mean feat. There were no biometrics of
her. In later digital ages, authors could be more closely tethered to their words.
Indeed, they would even spew out of them, unbidden across platforms they believed
to be ‘social networks’. Not so for Phillis, in her era words were considerably more
loosely coupled to their creators, leading to all sorts of potential for duplicity.

The trial was convened. She sparred with her gathered inquisitors and proved,
viva voce, her authorship. Once this was beyond dispute, all that was left was for it
to be decried as bad writing. They were poems, as Thomas Jefferson spat, that ‘are
below the dignity of criticism’ (Gates 2003).

That is education according to two critical steps. Firstly, you prove you wrote it
and then you prove it is good, that it fits. Step one is easy: You have proved who you
are. Fine, but now do you fit? How much is what you have done of worth? Are you
worthy? I began to wonder about where the proof of existence ends and worth
begins. Is it better to not exist, than to exist, but to be found worthless? Once she had
rendered herself into existence, all that was left was to bring their whips down upon
her words.

I thought about her stepping forward into the trial. I saw her in the semi-circle of
18 assembled men. Once again she stepped into the parlour light, just as she would
be later summoned by literary critics for hundreds of subsequent years, scribed in
seances of her own words. I thought about the literary fashionistas stretching across
the centuries, busy at work, and Phillis entangled in words: words that critics might
snarl were only spoken ‘from a sensibility finely tuned by close approximation to
[her] oppressors’ (Gayle 1975: 3).

I beckoned her gently. ‘Come’, I said, ‘as you are, as you were, as a friend, as I
want you to be. [...] Take your time, hurry up. Choice is yours, don’t be late’
(Cobain 1991).

She stepped forward in her child form and spoke softly. Yet again she uttered
some of the most reviled lines in all of poetry:

Twas mercy brought me from my Pagan land,
Taught my benighted soul to understand
That there’s a God, that there’s a Saviour too:
Once I redemption neither sought nor knew.
Some view our sable race with scornful eye,
“Their colour is a diabolic dye.’
Remember, Christians, Negroes, black as Cain,
May be refin’d, and join th’ angelic train. (Wheatley 1773)
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You were not late my child but ever early. Born too soon for their ears to hear. From
their loveless, liberal and pagan abyssal, how could they have fathomed you? How
could they have heard you above the drone of their virtue signals? Don’t worry, I see
you, ‘piecing together a photo-electric jigsaw, a phosphor-dot mosaic of His divine
countenance that we shall worship and adore ‘til all the suns are cinders’ (Moore
and Totleben 1987).

I let my mind drift and I thought about her as a ghost, never at rest, always on
call. A curio who could be forever summoned to perform. ‘That is the nature of
greatness, my child’, I whispered to her. But in my heart I knew it was also the very
nature of the written word that eviscerates and then embalms such that nothing can
ever die.

Writing was, of course, very wrong, as was reading. That was why there were
very special precautions to be heeded for the few academics who could actually
engage in these activities. To be able to work with these dangerous substances in
such a highly controlled and protected environment was a privilege that I was always
grateful for. I took my responsibilities very seriously, my key role that allowed me
to mediate between this safe digitized world and that knotted, fleshy mess of letters
and death. Digitization — the first drum beat of the great motto of University V —had
been completed. The second tenant — Colonization — is always happening. It never
ends. The ancients thought that colonization was enacted by ‘writing on the ground
a new set of social and spatial relations’ (Mbembé and Meintjes 2003: 25). They
seemed to see machines of war everywhere bulldozing: demolishing houses and
cities; uprooting olive trees; riddling water tanks with bullets; bombing and jam-
ming electronic communications; digging up roads; destroying electricity trans-
formers; tearing up airport runways; disabling television and radio transmitters;
smashing computers (Mbembé and Meintjes 2003: 25).

Thus they dabbled clumsily. They traced some shadows of the power of writing,
but they were wrong about the theatres of war. They had misplaced the kill zones.
As I'looked about the lecture hall and down below onto the student platforms, I real-
ized they also never knew the importance of dance where ‘the technology sets the
beat and creates the music, while the pedagogy defines the moves’ (Anderson and
Dron 2011).

Colonization comes in many colours, and each colour has its own swatch of
shades. They come ‘thick as leaves in Autumn’s golden reign’ (Wheatley 1776).
The final pedagogical stanza would be a lesson on the Irish famine of the eighteenth
century, an event that caused another displacement of people but one with very dif-
ferent dynamics and echoes. Although the other two lessons were in good shape, 1
was still working on this one. In this gig you are sometimes just one step ahead of
the students. I was still layering paint onto the canvas with the flat of my knife. I had
yet to begin rounding up the protagonists and herding them onto a coffin ship, a long
conra, bound for a new world. And once they were here, how would I then bind them?

It was a really wonderful story that started as the central characters slipped into
a ‘grey zone’ of morality (Mac Suibhne 2017) that is enacted when the colonizers
finally grow bored and turn away. It was a story whose cannibalism lay obscured for
over a hundred years, even though Swift (1792) had already written the recipe book
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from his craggy island exile (Costello 2020). Just imagine, white people eating
other white people in a famine created by other white people (APA 2020). How
fabulous! This would really confuse my dear students, and I had such questions
ready — questions that would pin them to the floor as soon as they faltered. The lures
were primed and the line taut.

It all felt so perfect. I knew it would slot into my teaching portfolio with a satisfy-
ing click, be its prize scalp. My heart began to soar: “The 2054 Medal for Excellence
in Teaching in University V, is awarded to...".

It was my deepest honour to serve as High Professor, but now I dared to dream.
I could feel something building within me. I let my mind drift upwards. My accep-
tance speech as Arch-Dean shimmered into view. But lo! There was yet more. One
last pinnacle unveiled itself and I sat upon it, silent and infallible. One day, I said to
myself, I would put myself forward and see my name drift in the wind, in the white
smoke of the announcement of our new University Pope.

I brought Octavio’s image up and marvelled at his silky hair. How did he main-
tain his petty body, his wretched, weak male form so well on such scraps as I knew
he had left? His impoverishment thrilled me. This was why it was such an honour
and a privilege to work here in this marvelous stew of diversity. I knew Anthony
Swan’s spoon was doing its vital work, for diversity is key to colonization. It was
just as Adebisi (2019) taught us — in the bodies that bob and bloat in the rivulets she
wrote us.

Bring ‘Em All In

The thing that hath been, it is that which shall be;
And that which is done is that which shall be done;
And there is no new thing under the sun. (Ecclesiastes 1:9)

Yes, nothing is new. Nothing is original. No, we just copy and paste bits of ourselves
in and out of other people. But we pretend otherwise. We crave the illusion that we
sire and birth all manner of novelty. That we are ‘special, so special’ (Hynes and
Honeyman-Scott 1979). And nowhere do we ply this fantasy more sweetly than here
in these theatres, these lecture halls.

How would I now fashion a rubric to lay Octavio upon? How would I ask him the
impossible? How could I coax another infraction of the academic code from him
through an originality transgression? Whose words would I make him say, all the
while making him think that they were his own?

You must justify your argument, I began, with seven thousand and seventy-seven
unique sub-arguments, each one a functional recursion arranged linearly on the con-
vex diurnal. In part B, you will invent and play a non-repeating inverse mixolydian
scale that threads an inscape through the memories of how ‘bullets find the guns’, of
how ‘bruises find skin to etch themselves onto’ and of how ‘broken finds the bones’
(Williams 2003).
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Gather them up. All these things. And bring them to me, Octavio. Bring them
here as you would an armful of bones. Bring them all into my heart:

Bring the unforgiven

Bring the unredeemed

Bring the lost, the nameless

Let them all be seen

Bring them out of exile

Bring them out of sleep

Bring them to the portal

Lay them at my feet. (Scott 1995)

And as you bring it to me, up here to the doors of my heart, it must be as the wind
crests the waves of the desert in a scintillation of grains. It must be unadulterated
originality with no two notes the same. No pattern. You must walk as the Fremen
(Herbert 1965), with no rhythm. Use the footwork of jazz to evade the worm that
hunts you across the Dunes, for it was thus that they became its master.

This is the hardest thing: to walk a new path with every step. That is a path with
real heart (Kornfield 1993). To remake yourself, to always be reborn. The will is
weak, and the temptation to lapse into some pattern, some habit, must be resisted at
all times. If you leave a pattern, the algorithm will find you.

Thoughts of patterns and jazz brought Althusser (1970) to mind. He could play
the blues. He knew that the real work of colonization is not in the fields and the
trenches but here in these theatres, these theatres of war. These battle cries that ren-
der the silky super-structure of the colonial project — he played them so well because
he knew how silent this music really is. Just like I do. Yes, I'm a rockstar professor.
Education is me. As John Cage (2012) threw bars around silence so I teach.

I watched Octavio whip and writhe on the platform. The deepmind hive Al proc-
tored his moves into words and rendered them for me. I drew close to his interface.
I knew I would soon wear his skin, colonize his body.

But somehow this thought, which should have been thrilling, was just grey and
dull. Was this not enough for me?

No, wait — there was more. I closed my eyes.

What if I could not just wear a man but write him? What if I could write some-
one? There would be no need for all of the ickiness of the flaying. All this time-
consuming hunt, all this protracted dance — it would be so unnecessary. Imagine if
you could just write people.

Inow knew why writing had eventually been outlawed and extinguished (Costello
et al. 2020). I knew this now not as abstraction, but finally as incarnation. Skins
were taboo, but that was just to make it fun. Writing was not like that. Writing was
wrong. Little wonder you would be immediately and permanently cancelled for it. I
heard one of my heroes sing it to me: ‘I’m tryin’ to right my wrongs but it’s funny
them same wrongs helped me write this song” (West 2004).

Imagine putting words in someone, inserting feelings directly into them, so eas-
ily and effortlessly. And then, when you are tired of them, you could just write
someone else. You could spring people to life and then as easily end them, without
so much as a parting kiss. Oh what a dark and seductive art — such an occult API.



276 E. Costello and P. Girme

As I Want You to Be

I suddenly felt exhausted. It had been a day like no other. I was almost breathless
from the sheer exertions, from all of the things my thoughts had put me through. I
finished class early. I dismissed the students with a particular arch of my eyebrows,
sent the meat-sacs scurrying back to their crevices by softly pinching my lower lip
with my front teeth. I made my way back through the city traffic to the apartment.

I put on one of my first skins: a beautiful Vietnamese cloak that always brought
me succour, that I could relax into. I swam into it, letting her calm envelope me. Her
soft black hair touched the nape of my neck and my swirling thoughts began to slow
and settle. It was good to be back home. I padded through the apartment. Somehow
all of the morning’s leopard had not left me yet. I paused by the mirror to admire my
current outside self. How lovely I was!

But then a nagging. Something began to intrude. I feel this way sometimes when
I get back to the apartment. Never in class, never when teaching, never when I am
in flow, in command. But why the hell now? Why can I not just be myself now?
What is this stupid strangeness? It felt like some kind of gap in me. But why? Why,
when I have everything? And who is doing this to me? I never asked for this and I've
done everything that has been asked of me. What has been bitten from me? Why am
I written this way?

I tried to blank all these thoughts out. I tried to think of Phillis. ‘Come’ I implored
her, ‘as you are, as you were, as [ want you to be’ (Cobain 1991). What is your first
name? What river banks did you run down? Where is my tiath? I tried to go further
back and conjure the places when language was still only circles upon stone, could
only be sunk into the landscape with teeth. I tried to see myself back before the writ-
ten word came to enslave and envelope humankind, before we became beguiled,
ensorcelled and finally constructed by letters.

I heard Phillis Wheatley’s footsteps. She was no longer a child but a young adult.
Still persisting, still burning. She had attained her freedom, through a masterful
legal stroke, leveraging English law by being published in London rather than
Boston (Carretta 2011). But the Wheatleys had passed away. Her sponsors and allies
seemed to be fading away just as sedition and the chaos of civil war engulfed the
American colonies. Was hers to be a pyrrhic victory? Was she destined to be eman-
cipated only to be enslaved into poverty?

She took up her quill. I shivered as I felt her drift past me into the centre of the
room ready to speak:

Behold the prophet in his tow’ring flight!

He leaves the earth for heav’n’s unmeasur’d height,

And worlds unknown receive him from our sight.

There Whitefield wings with rapid course his way,

And sails to Zion through vast seas of day. (Wheatley 1770)

Now she was a child again. And as I watched her so was I; sitting elbows bent, head
to one side. A slumping candle flickered light across the polished table. Her right
hand moved carefully but rapidly across one page and then the next. And even the
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Fig. 15.3 Always the
MOIrow

pauses to wet the quill were just space to allow more words to align and ready them-
selves to flow. She did not notice a figure watching from the doorway. Eventually,
Mrs Wheatley moved into the room, her voice getting nearer, chiding that it was
most definitely lights-out time now and that there would always be the morrow
(Fig. 15.3). The candle was snuffed out and I came back to myself, still standing at
the mirror.

I walked to the wardrobe, folded the skin away and hung it carefully on its hook.
It was getting late. Shadows stretched themselves across the floor. I opened the bal-
cony doors. My footsteps took me outside. Into the cold. I could hear trees ripple in
the wind. I closed my eyes and let the neon night flow around me.

Conclusion

This chapter aimed to explore education as posthuman practice via the anatomy of
a lesson plan. This was a plan from the future, with roots in the past, written upon
skin as ‘the site of encounter between enfleshed self and society’ (MacCormack
2006). It was written by candlelight to the sound of ‘astonished ocean’ that ‘feels
the wild uproar’ where ‘refluent surges beat the sounding shore’ (Wheatley 1776).
These are illustrated in Figs. 15.2 and 15.3 and in the following audio illustration,
mashed-up with all apologies to Cobain (1991) and Wheatley (1776) and Lackland’s
Memoria (2020).

The first three words of the title of this book, ‘dupery by design’, evoke a warn-
ing that deception may lurk in structure around us. The first three words of this
chapter, ‘Choice is yours’, are a clarion of optimism, a line from a song (Cobain
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1991), a promise of agency. That promise, however, is unravelled in a speculative
fabulation (Haraway 2008) that draws stories from different places and times in a
type of chaos that seeks to undermine reader involvement and expectations. This
chapter attempted to play with ideas and representations of universities as sites of
power, prestige and learning and of identities of learners, teachers and indeed
authors. A student is datafied, in gory detail, to remind us that getting more data
does not necessarily bring us closer to any truth. It is not, per se, a sensemaking
activity (Weick 1993).

What, however, can be the fitting response of education to this type of horror? Do
we have alternatives to quests for more data, calls for more authenticity, for more
demands to see, in ever higher fidelity, the individual? Is there no limit to the pixel
count of the anthropos?

This chapter tries not for reconciliation or restoration, but only ‘to the more mod-
est possibilities of partial recuperation and getting on together — [to] staying with
the trouble’ (Haraway 2008: 10). As Hanh (2010) has it, we only inter-be, and stay-
ing ourselves in this web is the only thing we can do or indeed need. If there are
alternative ‘carrier bags’ of fiction that we might knit educational narratives from
(Le Guin 1989; Macgilchrist 2020), they should centre on this staying — on ways to
tend and befriend (Taylor et al. 2000). In the penultimate scene, Mrs. Wheatley does
not datafy her young charge from the threshold of the door. She does not watch her;
she is just with her. She holds her in a love that is beyond possession, datafication or
deception. But is that how things actually were, or more importantly how they actu-
ally are? How do you see it? The choice is yours.
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Conclusion: Some Resolutions to Dupery
and the Power of Online Platforms

Alison MacKenzie, Ibrar Bhatt, and Jennifer Rose

Social Media’s Ledger of Harms

Despite being a relatively new term, having become popularised during the 2016
US election, ‘fake news’ has evolved rapidly in its use, permutations and problem-
atic consequences, as demonstrated by the many examples of dupery within this
volume. What do we learn about dupery online? Probably little that we do not
already know, at least with respect to the fact that it is widespread and contaminates
online spaces. We also know that dupery can range from the well-intentioned ‘white
lie’ to the insurrectionist big lie, a lie so big that believers have to disbelieve every-
thing else if they are to assimilate the lie into their lives. And big lies need more lies
to sustain the fiction, as the authors in this collection have sought to show.

What we might not have fully grasped is that dupery is being executed on an
industrial scale worldwide (Bradshaw et al. 2020). Since 2016, Bradshaw, Bailey
and Howard have monitored the activity of ‘cyber troops’, which they define as
‘government or political party actors tasked with manipulating public opinion
online’ (1). In 2016, using a Cyber Troops Inventory (messaging, valence, commu-
nication strategies and budgets), 48 countries engaged in cyber troop activity in
2017, up from 28 in 2016. In 2020, Bradshaw, Bailey and Howard monitored activ-
ity in 81 countries (in, e.g., Angola, Australia, Brazil, China, Malta, Spain, UK,
USA) (1-2).

Social media are excellent environments in which to engage in civic participation
and to engage in discourses not readily available in mass media. Because of the
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reach of social media, citizens can quickly organise local, national and international
campaigns to raise money for a local charity distributing food, to campaigning for
free school meals (England) to large-scale protests against authoritarian control or
racial injustice. However, while social media are phenomenally effective at reaching
large numbers of people quickly, they are also as effective at micro-targeting indi-
viduals, or micro-populations, with personalised and targeted political messaging.
Their ability to harvest personal data and create online avatars means they have
‘fine-grained control over who receives which messages’ (Bradshaw and Howard
2017: 4). This level of control, along with their infrastructure, makes social media
platforms highly attractive to governments, political operatives, foreign adversaries
and advertisers, as well as grassroots activists.

Worryingly, actors such as governments, political parties, private companies and
conspiracy theorists are exploiting social media to spread disinformation and under-
mine public trust in government, political processes, journalism and science. In the
process, public discourse has coarsened and become increasingly polarised
(Bradshaw et al. 2020). Over time, ‘social media have gone from being the natural
infrastructure for sharing collective grievances and coordinating civic engagement,
to being a computational tool for social control, manipulated by canny political
consultants, and available to politicians in democracies and dictatorships alike’
(Bradshaw and Howard 2017: 24). The computational tools include bots to amplify
hate speech and manipulate content, and deploying armies of trolls to suppress
political activism or freedom of the press. We have precision disinformation and
fake news, and professional, industrialised misinformation.

The precision power of the platforms to arrest, command and profit from our
attention, the addictive nature of their recommendation systems and algorithms that
amplify discriminatory behaviours such as racism demand scrutiny and action. The
Centre for Humane Technology, founded by Tristan Harris, the former Design
Ethicist at Google, has a ledger of harms that have been created by technology plat-
forms in their unrelenting quest for growth and profit. These include ‘Making sense
of the world’ (misinformation, conspiracy theories and fake news); ‘Attention and
Cognition’ (loss of crucial abilities, including memory and focus); ‘Physical and
Mental Health’ (stress, loneliness, feelings of addiction, and increased risky behav-
iour); ‘Social Relationships’ (loss of empathy, more confusion and misinterpreta-
tion); ‘Politics and Elections’ (propaganda, distorted dialogue and disrupted
democratic processes); ‘Systematic Oppression’ (racism, sexism, ableism and
homophobia) (see https://ledger.humanetech.com/); ‘The Next Generations’ (the
harms young people face from developmental delays to suicide); and, finally, ‘Do
Unto Others’. Dammingly, many people who work for the tech companies limit their
children’s access to social media because they know the short-term dopamine effects
are addictive and are adversely affecting child psychology (see Orlowski 2020).
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Combatting Dupery: What Can Be Done?

In terms of countering dupery online, the chapters contained in this book address
the multitude of approaches in detecting, understanding and combating it on differ-
ent levels, ranging from philosophical, legal, pedagogical and forms of counter-
speech and performative/fictional acts, to individuals’ media and information
literacy. With respect to the series in which this book is published, Postdigital
Science and Education, we hope our contribution offers an ‘act of resistance’
towards ‘a more open, more equal, and more just society’ (Jandri¢ 2019: 3). Digital
technology is in the fabric of our lives and it is almost impossible to do and to be
without it. This fact of postdigital existence gives the platforms phenomenal power
and reach, extending even into our brain cells to alter our behaviours without us
being aware of it (the social approval doses offered by the ‘like’ buttons is one way
to keep us hooked on our devices (see Orlowski 2020 and the Center for Humane
Technology 2020). Exposing the mechanisms and effects of digital technology is
crucial if users are to retain some degree of agency in their postdigital activities, the
exercise of which they need knowledge. Without this knowledge, the postdigital
user is not her own self-deciding, self-choosing, self-determining agent — an authen-
tic epistemic being — but an object to be manipulated, conditioned and exploited by
the digital entity for reasons of profit and growth. Like our colleagues who are
engaged with the aims and purpose of the journal Postdigital Science and Education
and its book series, the postdigital critique in which we are engaged is:

‘a holding-to-account’ of the digital that seeks to look beyond the promises of instrumental
efficiencies, not to call for their end, but rather to establish a critical understanding of the
very real influence of these technologies as they increasingly pervade social life. (Jandri¢
et al. 2018: 895)

Accepting the irrevocability of the postdigital world (it is here to stay), what
concerns us are the ethics of the social platforms’ practices and their effects on
human and non-human welfare, and how we address the harms. We cannot rely on
simplistic solutions such as silencing people, limiting free speech or ‘cancelling’
the Internet. (At the time of writing, 16 January 2021, the Ugandan authorities cut
off Internet access in the country on the eve of a tense presidential election.) A more
nuanced approach has been adopted by, for example, the European Commission’s
High Level Expert Group (HLEG) on Fake News and OnlineDisinformation whose
2018 report suggests orienting the response on five fundamental precepts: (1)
enhancing the transparency of the digital information ecosystem; (2) promoting
media and information literacy and helping users navigate digital media environ-
ments; (3) developing tools for empowering users and journalists to tackle disinfor-
mation and foster a positive engagement with fast-evolving information technologies;
(4) safeguarding the diversity and sustainability of the European news media

'"We do not discuss the nature of the ‘post’ in ‘post digital’ here. Like any concept conjoined to
‘post’, it connotes a vast field of contested, shifting knowledge. Jandri¢ et al. (2018) give a very
good account of this amorphous term.
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ecosystem; and (5) promoting continued research on the impact of disinformation
in Europe to evaluate the measures taken by different actors and constantly adjust
the necessary responses (The European Commission 2018: 35).

At the same time, as discussed in the introduction, platform companies have
recently begun seeking to limit the misuse of their platforms in a number of ways:
by taking down accounts that are driven by trolls and bots; flagging misinformation
or fake news, most notably with President Trump; closing fake accounts; and ban-
ning powerful misusers. In 2020, more than 10,893 Facebook accounts, 12,588
Facebook pages, 603 Facebook groups, 1556 Instagram accounts and 294,096
Twitter accounts were taken down by the platforms (Bradshaw et al. 2020: 2). This
kind of activity has increased since the Covid-19 pandemic and the 2020 US
Presidential election.

Social media platforms have been accused of shirking or evading moral respon-
sibility for the content that appears on their platforms and that they are, therefore,
complicit in the corrosion of public and civic values. They have claimed in turn that
they are platforms, not publishers. However, by removing content and banning
users, they act like publishers and so must take responsibility for what appears on
their platforms. While initiatives to flag, ban or remove harmful content will likely
not be sufficient to combat the forces of online deceit, social media platforms can at
least be transparent about their moderating processes, algorithms and business
models.

Another approach, echoing the HLEG’s recommendations, is to bring in
regulation,? as the UK government is seeking to do with the White Paper on Online
Harms (Department for Digital Culture, Media and Sport 2020). However, regula-
tory approaches to online material are frighteningly complex because of the sheer
difficulty in delineating what constitutes harmful and legal and illegal activity.
Online terrorist activity is clearly and unambiguously illegal, but self-harm imagery
or ideational suicide? Disinformation, while problematic, may or may not be harm-
ful, as hoax claims about the extent and danger of Covid-19 demonstrate, and it is
not illegal. Some individuals may be harmed by disinformation if they are at risk
and vulnerable, as autistic people might be to ‘cures’ by ingesting bleach. Debates
about ‘cures’ for autism, however, may mean that autistic people have communities
they can join where such issues are discussed, debated and denounced as nonsense.
The problem with regulatory approaches is that unless they take account of why
people are seduced by conspiracy theorists, are unable to distinguish disinformation

2The Department of Justice of the United States is reviewing Section 230 which offers protections
to social media companies for third-party content. See https://www.justice.gov/ag/department-
justice-s-review-section-230-communications-decency-act-1996 (accessed 19 January 2021). In
Germany, the regulatory approach is contained in the German Network Enforcement Law
(Netzwerkdurchsetzungsgesetz — NetzDG). See https://www.taylorwessing.com/download/article-
german-nfa-update.html (accessed 19 January 2021). In the European Union, The Digital Services
Act (2020) regulates the ‘obligations of digital services that act as intermediaries in their role of
connecting consumers with goods, services, and content’. See https://ec.europa.eu/commission/
presscorner/detail/en/QANDA_20_2348 (accessed 19 January 2021). For Singapore, see Ozdan
this volume.
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from facts or engage in hate speech, then we target only the technological manifes-
tation of dupery, not the social causes of these harms. As Nash (2019: 19) points out,
‘[t]he idea that a single effective and proportionate regulatory approach could be
designed in such a way as to tackle every one of these matters is highly presumptu-
ous and neglects the wide array of complex social factors underpinning the produc-
tion, sharing and engagement of such content’. We need to deal with complex social,
economic and political problems offline as well as online. Technological fixes alone
cannot address these problems.

Nash (2019: 25) proposes that we need greater ‘procedural accountability’ for
‘optimal” platform governance. This is defined as the ‘collection of regulatory ini-
tiatives to oversee the processes by which platforms make rules and govern markets,
rather than the services they host itself or the tools they use’. Procedural account-
ability, Nash argues, recognises that the platforms themselves ‘are not responsible
for the content that users create or share, but that they do play a vital governance
role by setting the policies which permit or disallow certain types of content and
behaviour’. Users must also take responsibility for the content they post online.
Importantly, and critically relevant to the discussions in this book, procedural
accountability also means recognition of how platform architecture and algorithms
play a role in ‘shaping behavioural norms, affecting the visibility of content and
monetising it through advertising’ (Nash 2019: 25).

Moving Forward from Dupery: Human Right
and Humane Technology

It seems clear that debates on how to regulate online content will continue unabated
and governments across the world will intervene to control these powerful giants,
while the giants themselves will, we hope, continue to find ways to limit the abuse
of their platforms. Whatever social media and governments decide to do, human
rights ought to be very firmly at the centre of their proposals. This includes the right
to freedom of speech, of course, but not any old speech. There should also be a com-
mitment to truth telling. If we commit, instead, to post-truth, where truth is what-
ever anyone says it is, especially the powerful, then we place ourselves in pre-fascist
conditions where reality is no longer shared, but fractured, and the lie becomes
famed as truth, and truth defamed as a lie.

We need also humane technology that is ‘values-centric’, sensitive to ‘human
nature’, which ‘narrows the gap between the powerful and the marginalised’,
‘reduces greed and hatred’ and ‘minimalises and is accountable for the externali-
ties’ (the harms) that platforms inflict on society (Center for Human Technology
2020). To achieve these ends, platforms need to be accountable,? the public needs to

3The policy recommendations can be found here: https://www.humanetech.com/policy-principles.
Accessed 17 January 2021.
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be educated, humane technologies should be rewarded, and policy makers need to
be informed about online architecture. It requires a massive undertaking by all — the
platforms, government, investors, policy makers, educators and parents. Our health
and wellbeing as individuals and citizens, our democracies, freedoms, entitlements
and rights are at considerable risk if collective action is not taken to challenge and
limit the harms of technology. For all the harms that this collection has deliberated
upon, social media offers unparalleled opportunities for social connectivity, obtain-
ing, exchanging and sharing information and holding governments, businesses and
media to account.
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