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Abstract Smart cities are those that use science, engineering, artificial intelligence,
digital knowledge, and other technologies to progress the well-being of residents,
boost economic development, and at the same time, promote and favor sustainability,
as also to improve infrastructure, optimize urban mobility, and engender solutions
sustainable, to generate efficiency in urban operations, this is, improving the popula-
tion’s quality of life. Smart cities are automated and more sustainable cities, consid-
ering that technology is fundamental, but it is only a means to resolve a set of urban
issues and attain purpose and goals that are increasingly essentials for large urban
centers. This is achieved through the employment of advanced ICT (Information and
Communications Technology) to stimulate sustainable development, and improve-
ment in the quality of life, in which everything becomes connected. Through this, for
example, it is possible to count on the fastest free publicWiFi, i.e., high-speed internet
for all residents and visitors and the interconnected functioning of traffic, lighting,
public transport systems, among others. There are also discussions on reducing public
spending and transparency in the relationship between government and citizens. It is
evident, especially in large cities, that something must be done to increase the quality
of life, public services, and sustainability. In addition to urban planning, it is neces-
sary to invest in technological solutions that can be accepted and used by the residents
of each smart city. Therefore, this chapter aims to provide a scientific major contribu-
tion related to the current overview of Smart City, approaching its essential concepts
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and fundamentals, with a concise bibliographic background, addressing its evolution
and relationship with other technologies, as also categorizing and synthesizing the
potential of technology.

Keywords Smart Cities · Smart home · Smart transportation · Smart grid · Smart
government · Smart industrial environments · Data · Artificial intelligence · IoT ·
Data analytics · Ecosystem · Intelligent infrastructure · Sustainable development

1 Introduction

Increasingly commonworldwide, the Smart City concept is transforming entire cities
by using technology and intelligence in public management. Smart Cities are ecosys-
tems of people interactingwith urban services and employing digital services, energy,
materials, and funding to promote economic growth and provide a better quality of
life. These streams of interaction (user + technology) are considered intelligent for
making strategic application of digital infrastructure and services related to ICT
with urban management and planning to meet the economic and social requirements
of society. For definition in this context 10 dimensions are considered to points to
the degree of intelligence of a metropolis: governance, public management; urban
organization, planning, delineation, and design; technological aspect, environmental
aspect; international relations; human capital; social cohesion; and the economic
factor [1, 2].

Smart City is a relatively recent concept, which established itself as a key factor
in the global debate on sustainable growth and drives a global market for technology
tools and solutions since smart cities are those that use connected devices to monitor
and manage their businesses streets, and public spaces. In its broadest sense, Smart
Cities are urban centers that have been incorporating IT technologies and solutions
to integrate and optimize municipal operations, decreasing costs and increasing the
quality of life of its inhabitants [2, 3].

A city that reaches this level, therefore, is not only connected but a living and
sustainable region that can use intelligence in favor of administration and resource
management, as well as ensuring more safety and practicality in the use of roads and
other devices public. One of the first things attacked in a Smart City is related to one
of the problems of anymajor urban center today: chaotic traffic. In this sense, systems
integration acts as a catalyst for transformation. Where intelligent traffic lights are
considered receiving satellite information, being able to automatically adjust timing
to give more traffic senses [4, 5].

With smartphone mobility and the support of IoT technologies, traffic agents can
also work more efficiently and quickly by being directed to the most troublesome
points or requesting signage maintenance within seconds. Another major point of
concern in large urban centers is the safety of its inhabitants, where however efficient
the police force is, it is often impossible to maintain the optimal proportion of agents
to promptly respond to all occurrences. Soon in Smart Cities, more andmore artificial
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intelligence monitoring is being used, considering security camera technology, secu-
rity guards no longer need to be available 24 h a day, as face recognition technologies
can identify potential hazards and automatically trigger police [3, 5, 6].

Sustainability is related to the bigger the city, the greater is also the concern with
the management of resources, especially the natural ones, wherewith the implemen-
tation of technology in the public administration, significantly increases the energy
and water saving, besides enabling a most effective distribution to the inhabitants.
A recent aspect used is the issue of entertainment that can be transformed through
an integrated IT structure, where infrared sensors on the lampposts capture and
record pedestrian shadows, which are projected by images to accompany who comes
walking later [7–9].

This type of artistic insertion in the city’s streets and squares improves the inhab-
itants’ quality of life and encourages the better use of public space. With regard to
tourism, this same kind of thinking can be explored with a focus on attracting people
from other cities and countries, since information and tour guides integrated with
Smart City’s system can be used in mobile apps to create custom roadmaps for each
enriching the experience and driving the local economy [8, 9].

This chapter has motivation focused to concede a scientific major contribution
concerning the discussion on the transformation in the governmental structure that
Smart City has generated, which is a complex and heterogeneous concept that
involves the use of innovation based on ICT to increase the quality of life in urban
space [10]. Since, in addition to being a process rather than a specific technical solu-
tion, it tends to be truly “a new way of governing” with a focus on sustainability
and development. Also discussing topics such as the aggregation of intelligence in
microgrids, therefore, has a fundamental role in the proper manipulation of these
energy resources, along a grid, making these units contribute to a predetermined
global good. Along with the electric car that is associated with high technology
by the automotive industry and which has been constantly exhibiting as ‘the finest
achievement of modern engineering’.

Therefore, this chapter aims to provide a scientific major contribution related to
the current overview of Smart City, approaching its essential concepts and funda-
mentals, with a concise bibliographic background, addressing its evolution and rela-
tionship with other technologies, as also categorizing and synthesizing the potential
of technology.

It is worth mentioning that this manuscript differs from the existing surveys since
a “survey” is often used in science to describe and explains the theory involved, it
documents how each discovery added to the store of knowledge, it talks about the
theoretical aspects, how the academics piece fits into a theoretical model. While the
overview is a scientific collection around the topic addressed, whose intent is from
the topic offers a new perspective on an elementmissing in the literature, dealingwith
an updated discussion of technological approaches, techniques, and tools focused on
the thematic, summarizing the main applications today. Still relating that this type
of study is scarce in the literature, even more, so it is updated, exemplifying with the
most recent research, applications, and technological developments.
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In Sect. 2 of this chapter, will be presented the Smart Cities concepts for under-
standing the research. In Sect. 3, the Smart Cities Applications will be presented.
In Sect. 4 the Importance of Big Data for the context of Smart Cities is explained.
In Sect. 5 the Blockchain technology for Smart Cities relationship is discussed. In
Sect. 6, Machine Learning applications for Smart Cities are highlighted. In Sect. 7,
the Discussion is made around the thematic addressed in the manuscript. In Sect. 8,
technology trends are argued. Just like the chapter ends in Sect. 9 with the relevant
conclusions.

2 Smart Cities Concepts

Increasingly common in the world, the concept of Smart City is transforming entire
cities by using technology and intelligence in public management, since the idea
involves sustainability, improvements in traffic, integration between public systems,
energy, waste management, public and civil services, and among others. Related
to the conception of a “smart city” is to fosters and drives the evolution of the
use of accessible resources, collecting and interpreting data and at the same time
transforming it into useful information for use and application in a city [9, 11].

Smart Cities are considered intelligent because itmakes strategic use of infrastruc-
ture and digital services which interact with people, performing communication and
taking advantage of digital information related with urbanmanagement to respond to
the economic and social needs of society. Involving information flows encompassing
aspects related to the use of energy, materials, and natural resources, to drive and
catalyze better economic growth, generating sustainability as a whole, improving the
quality of life of its inhabitants [11, 12].

However, it is essential to emphasize that in Smart City, in which the citizen
is the focus, it is complicated to develop all useful functionalities at once, in this
sense the most important thing is to think big, but start small and quickly scale
the results, to achieve the goal. Since there are several aspects related to the use
and administration of a city that can define a Smart City, this concept goes far
beyond the simplest and most direct way of considering that smart cities are those
that use connected devices to monitor and manage the streets and public spaces
[5, 6, 12]. So, 10 dimensions demonstrate the degree of intelligence present in a
city: governance, public management; urban organization, planning, delineation, and
design; technological aspect, environmental aspect; international relations; human
capital; social cohesion; and the economic factor [13].

“Smart City” means that innovative urban space that uses ICT and other techno-
logical means respective to urban centers that have been incorporating technologies
and IT solutions to integrate and optimize operations municipal, together with the
efficiency of urban operations and digital services, meeting the needs of current and
future generations related to environmental, economic, social and aspects; it should
be attractive to entrepreneurs, citizens, and workers, generating jobs and reducing
inequalities, and even decreasing costs related to a better quality of life [1, 2, 10, 13].
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Valuing green spaces, optimizing electricity networks, and keeping greenhouse
gas emissions low, in addition to concern with the proper use of natural resources,
the elimination of garbage collection, and the improvement of traffic through the use
of technology result in sustainable development serving as support for achieving a
balance in the progress of smart cities. However, environmental concern not only
raises awareness about consumption, but also seeks to reduce pollution and contam-
ination of natural resources, as long as water and waste management, pollutant gas
emission rates, CO2 emissions, and energy consumption electricity, appear more
comprehensively in the evaluation of urban sustainability, encompassing actions that
imply not only in the saving of operating expenses but in the reduction of everything
that interferes negatively in the environment [7, 8, 14].

Smart Cities are urban centers planned with effective digital processes and imple-
mented to favor the places where it is applied, focusing on the fields of urban devel-
opment related to mobility, safety and health, education, economy, environment, and
government, which are themain axes that must be observed in a Smart City [2, 4, 14].

Smart Cities includes underground sensors acting in the detection of urban
traffic conditions, and even possible to reprogram traffic lights whenever necessary;
hydraulic networks controlled by remote plants; or yet applied in a pneumatic waste
management system eliminating the requirement for waste and garbage collection;
or even micro purification system reusing practically 100% of the potable water, as
well as several other useful systems for the local society [4, 5, 14].

A city that reaches this level, therefore, is not just connected, but a living and
sustainable region that manages to use intelligence in favor of administration and
resource management, in addition to ensuring more safety and practicality in the
use of roads and other devices public. Through sustainability considering the green
areas of the city, combined with the preservation of the environment in terms of the
reduction in the consumption of fossil fuels and the utilization of renewable energy,
the reuse of waste, and the permanent monitoring of air quality, which are essential
characteristics of a smart city, has a positive impact on the economic aspect of
electricity, for economic growth coupled with sustainable development. Each Smart
Cities has its specificities, but all have the common goal of providing its residents
with a more fluid, cheap, sustainable, and intelligent relationship [5, 6, 14].

The concept of a Smart City is consolidated as an essential topic in the global
discussion regarding social sustainability, considering that it is constructive to
consider those activities and factors that can make a city smarter, which respectively
drives a global market for new developments and research in search of solutions and
tools technological [6, 9, 14].

Traffic is one of the first aspects attacked in a Smart City is also one of the biggest
problems of any major urban center today: chaotic traffic. In this sense, systems
integration works as a catalyst for transformation, since with intelligent traffic lights
it receives satellite information, being able to automatically adjust the timing to give
fluidity to the directions with more traffic.

And in this sense, with the mobility of smartphones and the support of Internet
of Things technologies, traffic agents can also work more efficiently and quickly by
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being directed to more problematic points or requesting the maintenance of signs in
a matter of seconds [9, 11, 14].

Sustainability is related to the bigger the size of a city, the greater is also the interest
in natural resource management, given that the employment of technology in public
management can significantly enhance saving these resources (mainly energy and
water), enabling a better efficient resource distribution to the residents [11, 12, 14].

Security is another major point of concern in large urban centers, where, however
efficient the police force may be, it is usually impossible to maintain the ideal propor-
tion of agents to respond promptly to all occurrences, so in this sense, Smart Cities
have been betting increasingly more in monitoring by artificial intelligence, through
security cameras, the guards no longer need to be available 24 h a day, since facial
recognition technologies identify possible risks and automatically trigger the police
[6, 14].

Automated monitoring systems can be even more useful for personnel control
not only to ensure security and to identify strangers within a certain location in the
city, but the technology speeds up credential verification, making access and editing
more reliable confidential information, in addition to providing relevant information
on the use of space so that the entire internal operation of a given location can be
redesigned [9, 12, 14].

Entertainment is also an important point, which can be transformed through an
integrated IT structure, in cities on the level of Smart City use infrared sensors on
lampposts to record pedestrian shadows and project images to accompany them
whoever walks afterward, as long as this type of artistic insertion in the streets and
squares of the municipality improves the quality of life and encouraging the best use
of public space [9, 14].

With regard to tourism, it can be exploited to attract people from other cities or
even from other countries, even considering that information and tourism guides inte-
grated into the city system can be used in mobile applications creating personalized
itineraries for each visitor, enriching the experience and driving the local economy
[2, 4, 14].

As in smart cities, automation in themanagement of these systems leads to signifi-
cant savings,where technology can be used to control energy consumption,mainly by
shutting down systemswhen in disuse, also identifying the biggest resource spenders,
developing plans for readjustment and redesign of processes to spend less without
affecting productivity [1, 5, 14].

The philosophy of systems and processes integration performs automated traffic
control as a reference for the management of a city, without productive bottlenecks
and people trapped in a slow system, aswell as the employment of the IoT (Internet of
Things) and mobile applications that agents and maintenance workers use to solve
problems around the city so that all departments perform the most urgent duties
immediately and are always where the company needs them to be [1, 2, 14].

The benefits brought by a Smart City to the public agent are related to the reduction
in the cost of sending letters to notify the citizen about the request made; reducing
costs with the volume of paper stored; creating a dashboard to find out how many
orders are requested, granted and rejected; agility in obtaining and disseminating
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information; the possibility of digitally tracking all stages of the process to improve
performance; aswell asmaking it possible to reduce the number of employees serving
the public, allocating them to more critical tasks [5, 6, 14].

In the same sense that benefits are seen in relation to the citizen in the agility
in obtaining information; the possibility of performing the procedure digitally, at
any time or place; sending material inside the portal in a simple way; the single
access point to interact with various services of the city hall; and the increase in the
transparency of the process steps [6, 11, 14].

Converting conventional cities into smart cities is a relevant requirement for devel-
opment in some cities focused on this concept, which should also be based on the
international references identified, it is understood that cities transformed into Smart
Cities should be used as benchmarks, not those already built on that concept. Since
the perspective of a smart city is to offer more quality in well-being to citizens
through technology and the advantages it provides, therefore, there is a wide range
of possibilities to start the smart city project, having with the objective of making the
citizen able to carry out activities that in fact require his presence, as a result, thus
generating savings for public coffers [9, 12, 14].

3 Smart Cities Applications

A smart city is a concept that classifies technology as responsible for offering social
improvements by mitigating problems triggered by the disproportionate growth of
cities, which according to this thought, a smart city is able to manage its resources
by handling smart devices in order to ensure efficiency It is important to highlight
that a smart city is not a unique technology alone, but a concept, which unites several
areas of human knowledge, which technologies are applied to improve the living
conditions of people in urban environments, considering the most varied aspects of
life within modern societies can be seen within this concept [2, 4, 15].

Cloud computing is a computing model that allows these ideas to be realized
due to the gigantic processing capacity that cloud providers have, even considering
that the cloud allows data to be obtained anywhere, due to the mobility that this
technology allows [15, 16].

Another important technology involved is the Internet of Things (IoT), in relation
to obtaining large amounts of data that this technology has to increase this type of
data efficiency, related to sensors that are close to people, such as those of wearable
technologies, help to verify health problems of an entire community, as well as other
initiatives, involves the construction of devices with sensors dedicated to a specific
application [14, 17, 18].

Bearing in mind that mobility is one of the urban factors most affected by popu-
lation growth, an example of what occurs in most cities, where constant congestion
generates losses in the most varied ways, be it financial, public health, among others,
chaotic traffic is one of the biggest problems of any urban center [19–22].



56 R. P. França et al.

In this context, intelligent traffic lights receive satellite information and are able
to automatically adjust the timing to give more fluidity to high traffic locations, in the
same vein as traffic lights and intelligent parking based on computer vision, presence
sensors, and others. There is also the use of smart fleets to minimize traffic. In the
same sense that traffic agents, in turn, through smartphones, can work much more
efficiently and quickly when detecting points with heavy traffic [23, 24].

Concerning security, the cameras spread over a city guarantee greater security, as
well as in the management of agglomerations at events and other movements; and
about the population, each inhabitant has an easier time to find and activate public
services through applications, QR codes spread throughout the city and other devices
[25–28].

Reflecting on energy-related aspects, scattered and connected sensors ensure
energy savings with efficient lighting, generating better use of waste for energy
generation and identification of waste points, such as possible water leakage, lighting
failures, among others [29, 30].

In public health, a better understanding of the regions and their characteristics
can be made, fleets of connected electric cars can be triggered for emergencies
when there is an energy infrastructure that allows their use. In public administra-
tion, Smart Cities do not just use technology, but seek innovation and develop-
ment through environmental preservation and better use and distribution of natural
resources [19, 31, 32].

In the same sense directed towards the focus on sustainable cities, we can mention
cities with an efficient infrastructure for the use of bicycles, or having programs
aimed at the rational use of motor vehicles and an efficient system aimed at saving
water. Still taking into account that sensors connected to the garbage can be used,
the collection, as well as recycling and reuse, being optimized, including being used
in the generation of local energy [24, 33, 34].

As well as cities that have sensors in public places that avoid the time lost looking
for a place, and the reduction in lighting expenses, making the global market for
smart cities to be in the billions of dollars, for the development of solutions that
collect and analyze data from the most varied sectors of the city, allowing secu-
rity agents, civil defense and others to check and take action more quickly, thus
increasing safety aspects. In the same sense that sensors and videos provide data,
organizing a map in real-time, facilitating the visualization of problems, which is
related in certain situations, the intelligence and analysis algorithms help to predict
emergencies, and agents can take action before it even occurs [35, 36].

Smart cities have boosted the industry as a whole, due to their broad spectrum
of solutions, since this demand for these solutions continues to grow, in addition
to reflecting on the cultural changes caused by the information age that demand
new approaches for solving problems. And of course, the expectation of generating
business, estimated at the scale of billions of dollars, increasing the importance of
this concept [1, 35, 36].
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4 Importance of Big Data for Smart Cities

The large flow of data generated by society is essential for modern digital solutions
to optimize their technologies and improve the daily lives of the population. Related
to this factor, are Smart Cities based on the latest technologies of communication
and information, promoting sustainable development. Considering the increase in the
number of people connected and the consequent increase in information generated,
it became necessary to have technologies capable of monitoring and interpreting this
great flow of information that travels through computerized environments. In this
context, Big Data Analytics are the main agents of smart cities, as allow the analysis
and interpretation of the collected data, identifying new consumer behaviors and
social trends, in addition to helping decision-making to be more assertive [37, 38].

The benefits that Big Data Analytics brings, however, are speed and efficiency,
combined with a data culture that allows data to be compiled in one place so that
all sectors of the Smart City have access to them. Thus, it is possible to carry out
more comprehensive analyzes, monitor indicator reports, and use them in day-to-
day activities. Therefore, a digital data culture requires all employees to be part
of this strategy, understanding the importance that data has which contributes to
rapid extraction of insights that contribute to the direction of smart cities, through
consolidated and available data for that all employees and inhabitants canmake better
decisions in their daily routines [39].

Smart Cities make optimum use of Big Data in relation to interconnected digital
information to improve the control of their processes, operations, activities, and
resources, favoring the life of the population. Considering that Big Data techniques
are a key factor for the success of these cities, which use various technologies
investing in services such as health, urban mobility, energy, education, tourism,
environment, among others [40].

This technology targeted at Smart Cities assists emergency professionals,
including police and firefighters, by analyzing larger data sets to more accurately
identify risks and events, as well as being able to identify the exact location of an
emergency using advanced sensors and tracking systems that are common in smart
cities. From the citizens’ point of view, Big Data Analytics operates as an important
role in public security, processing and analyzing messages, texts on social media,
increasing the reporting process beyond simple phone calls, aswell as through videos,
location data, and other information in time to better inform rescuers and police [41].

From a data point of view, and even considering that data is an essential factor, and
even its collection, devices connected to each other that are strategically installed in
cities are needed to make readings that translate reality into numbers. Data sources
are everywhere in cities, such as smartphones, computers, environmental sensors,
cameras, websites, social networks, GPS, amongmany others. Aswell as considering
the benefit of being able to use cloud computing to connect this data in order to
organize, store, analyze and have insights helping decision-making concerning plan
technological expansion in digital services, technological resources or area coverage
[42].
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Making the best use of Big Data Analytics, considering that the teams of emer-
gency medical services through digital systems are collecting and analyzing larger
volumes of data, considering the constant digital transformation driven by the gener-
ation and analysis of data every day, also considering an amplitude in the number of
parameters, including even analysis of telephone calls (emergency services) and their
response times. This new level of digital intelligence, through Big Data Analytics,
improves operational efficiency, which allows knowing more about the location of
the occurrence and the type of emergency, as well as the best teams and equipment
available. In this sense, it is possible to send the necessary resources for each emer-
gency more accurately and quickly, improving the efficiency of the care teams and
doctors in favor of saving lives [43].

Big Data technology is capable of transforming large urban centers into smart
cities, improving the lives of citizens, managing to cross all the data generated by
the smartphones of the population of a region, and thus, identifying the new needs
and problems faced by them. In this way, it is possible to arrive at powerful insights,
obtained with the information generated by the users, and to create new solutions
that can help in the daily lives of the people of each location.

This technology allows the stored information to be processed in real-time and
collected continuously, considering that this data is obtained through various tech-
nologies that perform the constant monitoring of numerous urban elements, such
as buildings, streets, electricity, traffic, logistics, people, among others. Thus, this
information about the interactions between all urban activities is used so that it is
possible to understand the functioning of the city and still help in its development,
thus structuring a really smart city [39, 41, 43].

In this sense, the search for efficiency and a better quality of life has been the main
objective behind the technologies used in Smart Cities and, through Big Data, it has
been possible to improve processes and offer a more practical and intelligent daily
rhythm, alignedwith new lifestyles of the inhabitants. Since smart cities have allowed
the creation of new business models and even a new reality with a renewed vision of
the future, in which analyzes of the large data flows produced today become essential
for the creation of smart solutions, understanding the importance of connectivity in
people’s lives and implementing it in their products and services, and thus not only
offering this but intelligent solutions that promote user interaction with the city itself
[44].

The insights obtained in Big Data analysis can reshape cities and help with struc-
turing projects, dealing with the huge flow of data generated, it can develop solutions
focused on specific problems and needs of the group of citizens of a given location, in
which individuals technologies and even companies to create interconnected systems,
with an intelligent and systemic functioning [41, 44].
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5 Blockchain for Smart Cities

Considering that smartcities need adequate and consistent and even compatible tech-
nological ecosystems to be dynamic and functional and expand successfully. Other-
wise, these cities will grow up secluded, with digital systems without properties and
characteristics to communicate with other smart cities when “speaking” different
digital languages. With this, the need arises to create platforms of greater trans-
parency and connectivity, allowing the interconnection of services in an accessible
and secure manner [45]

Blockchain is a disruptive technology, relative to a set of digital records able to
track digital transactions in a way chronological and publicly. These decentralized
registries are not linked to a specific government or global authority and favor the
transaction of digital currencies. Basically, this is a combination of technologies
that allows support for digital transactions, and the properties of this system allow
more digital security and data inviolability, which allows more and more complex
transactions to happen [46, 47].

Blockchain is a technological model of distributed database that keeps a lasting,
permanent, and tamper-proof transaction digital record, eliminating the intermediary
and lack of trust in digital transactions. That is, users can trust that their digital
transactions will be fulfilled exactly as the digital operating protocol determines,
removing the requirement for a third party. Still considering that public Blockchains
give transparency to changes, which are visible to all parties, and all transactions are
immutable, that is, cannot be changed or deleted [46, 47].

This technology aimed at a smart city is a model with an infrastructure that allows
all interactions to be made by blockchain, in addition to guaranteeing inhabitants
greater control over the privacy of their personal information, that is, residents will
be able to carry out banking transactions and even vote without having to involve
intermediary companies or the government in the process.Multiple technologies will
alter and modify the way its inhabitants (users/people) interact daily and blockchain
will be the central technology of it all, considering that the technology is responsible
for keeping systems honest, fair, and democratic [48].

The benefits of blockchain for smart cities are directed in the sense that technology
is combined with the IoT and Artificial Intelligence (AI) to pave a path that is able
to end up in intelligence for cities and can encompass situations such as preserving
the environment. environment, increased security, ease of public services, energy,
and financial services. Using blockchain, it is possible to scale this up with high-
tech smart systems interconnected through equipment generating information and
automating tasks [46, 48].

A possible example is the construction of buildings with solar panels on the roof,
generating thousands of kWh, considering the surplus of this energy can be directed
to cars, buses, and neighboring buildings, given that all accounting for such a project
can be done by blockchain [3].

Considering the advantages of Blockchain technology in smart cities, it includes
greater connectivity and digital transparency as cities have conditions to perform
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interconnection to vertical services, such as energy,mobility, or even security, through
cross-cutting system capable of exchanging data with their residents in real-time.
Or even by Blockchain, it allows public administrations and citizens to interact
digitally and without the requirement for digital intermediaries, providing direct
communication, streamlining bureaucratic procedures in notaries, city halls, among
others [3].

With Blockchain it performs encryption of a file whole or in part to share only
what interests in a private, safe, and risk-free way by a third party, maintaining the
integrity of the information. The blockchain also allows citizens and government
to know the origin (source) and destination of each available resource, as well as
allowing government officials to know how urban digital services are employed
without compromising resident’s digital privacy, providing efficient management
[3, 46].

Blockchain technology can be exemplified concerning urban administration
including digital security improving the cyber-protection of compiled data. Energy
through smart contracts that are based on the blockchain allowing households
supplied with solar panels to exchange surplus electricity generated with others asso-
ciated with the electricity grid. Or even in relation to mobility considering that public
administrations can know which residents use the car daily and encourage them with
advantages to using public transport, or even encourage the use of bicycles, guiding
an environmental awareness [3, 48].

Blockchain can provide information about garbage containers in real time to citi-
zens and thewaste collection service so, these citizens know if garbage containers are
empty or full. Besides, Blockchain can generate advantages to other public services
such as water management, park care services and gardening services, or even air
quality control. Just as Blockchain platforms also guarantee digital cybersecurity
and digital reliability, or even digital transparency and anonymity in search with the
population, such as elections, opinion polls, among others [3, 47].

With this, blockchain emerges as a tool that allows better communication
between government officials and citizens, through a digital interaction that facili-
tates processes allowing citizens to have access to the destination of public resources,
promoting greater transparency in urban planning. Still considering that the need to
provide transparentmanagement, based on technologies that bring government closer
to the citizen, has never been more latent [3].

Thus, among other factors, Blockchain allows securely track data packets with all
your transaction history between two pairs, and in this case specific to Smart Cities,
between devices. The advantages of using blockchain to control this network of
devices are the fact that the database is not changeable, or even contains future risks
that may arise, in this sense the technology enables an architecture that offers a self-
management measure for the devices isolated, in case central control is unavailable
[3, 45].
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6 Machine Learning for Smart Cities

The union of Machine Learning (ML) through digital intelligence that allows an
unprecedented level of coverage, automation, and agility in relation to cybersecu-
rity is revolutionizing how data and digital systems of organizations have cyber-
protection. With the application of machine learning algorithms, it is possible to
perform the identification and detection of many digital threats that before it was
difficult to recognize and deal with. In addition to making it able to act proactively
and preventively in containing threats, unlike traditional systems, by subscription,
which can only act when it directly identifies a malware or network virus [49].

Cyber-attacks are becoming more complex as government agencies becomemore
dependent on technological processes, given the greater the digital impact caused by
cyber-attacks. It was from the requirement to strengthen data cybersecurity, that
forms of application of machine learning in cybersecurity began to be considered
to protect against cyber-attacks still unknown, discovering flaws and vulnerabilities
before cybercriminals [48, 49].

Machine learning employs various algorithms to recognize, classify, or even iden-
tify patterns in cyber-threat, developing immediate responses based on them. Contex-
tualizing, establishing, and determining the chance (i.e., probability) of a data being
malicious (supported on coefficient as digital domain, country (local), origin (source),
among others) and performing from there, the grouping data and information from
of this content assessed malicious in classes and status of threats (botnet, virus,
malware, phishing, rootkit, ransomware, among others). Making ML algorithms
capable of learning how malware works and considering possibilities before digital
invention [50].

There are several techniques behind machine learning that allow systems to iden-
tify suspicious patterns and adopt appropriate behaviors for each one. Prediction,
Clustering, Recommendation, among others, are some of these techniques, which
bring different options of action for each scenario to be faced. Allowing intelligent
systems to learn from examples and situations, responding to situations without the
need for specific programming for each reaction. This technology capability is a
huge advantage in combating digital threats, as it makes the cybersecurity solution
able to identify suspicious patterns of behavior by users and programs, allowing it
to react to a threat even if it is not immediately identified as a virus or malware [51].

Besides, it is also possible to employs ML algorithms to ascertain and explore
cyber-attacks, by identifying the type of cybersecurity breach in a digital system,
analyzing the traces left by the attacker, and formulating hypotheses about what
happened. By following these clues, technology is able to get to the root of the
problem and from there work on ways to correct and prevent similar attacks. Consid-
ering the support of machine learning algorithms, which learn from data about these
threats, being able to explore thousands of possibilities without the same effort as a
human professional who would spend to analyze just one hypothesis [50, 51].

Or even considering that the more these algorithms are fed with data, the better
it gets with regards to understanding cyber-attacks and the way that these attacks
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are perpetrated. Considering that also is possible to apply ML to recognize and clas-
sify multi-vector cyber-attacks, performing a detailed forensic digital analysis, and
responding to digital events and incidents from a single platform only. It also encom-
passes amore digitally secure defense to face cyber-threats-based social engineering,
which is considered digital cyber-attacks that benefiting from human flaws to obtain
access to exclusive and private digital systems and data [48, 51].

In addition to cybersecurity, another technological example is the employment of
ML in cyber-protection outside the digital environment, considering the analysis of
images of residents in the smart city and being able to recognize, classify, identify,
supported on standards, given the occurrence of some type of crime in progress, such
as a kidnapping or even theft [52].

In this context, digital risks are many and it is not possible to eliminate them all,
but it is possible tomanage them, finding the balance tomitigate risks to an acceptable
level. For that, machine learning techniques are employed, creating algorithms that
identify digital threats and that immediately reconfigure devices to defend themselves
quickly, correcting vulnerabilities before it is exploited and, thus, mitigating complex
cyber-attacks [48, 52].

7 Discussion

The impulse of large urban centers made planning cities more detailed, considering
the scarcity of natural resources, including the collapse of essential services, such as
health, transport, and security, until the lack of physical structures to house and serve
so many people. In this context Smart Cities favor economic development combined
with the quality of life of the residents, generating efficiency in daily operations
through digitalization, becoming an integral part of daily life, evidently, the result is
the accumulation of huge amounts of data.

As it is possible to notice the use of sensors to avoid traffic jams in Smart Cities,
acting in urban planning, possible through the installation of underground sensors
that detect the level of traffic on the roads in real-time. The data generated by these
sensors are read by a center that is able to automatically reprogram traffic signals
whenever necessary, giving flow to the flow of vehicles.

Or even through the use of electronic medical records integrated into intelli-
gent systems at the Service of Health, since, through this, patient data are unified
in a system shared between the health units of the municipality, and doctors and
employees from any post can be accessed or hospital. Thus, when performing a
service, any professional can have access to previous consultations, tests performed,
pathological history, hospitalizations, and medications administered.

Environmental awareness is also an important factor in Smart Cities, through the
use of bicycles against carbon emissions, as one of the best examples in reducing
the consumption of fossil fuels, contributing to the concept of “zero-carbon” by half
of the population. Population to get to work or other desired locations. Through
technology to support users, Smart Cities need to have a digital system with GPS,
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and even through sensors installed on bicycles, it is possible to analyze and detect
the volume of air pollution (quality) and provide residents with real-time traffic
information.

Among several other examples of innovation, technology and infrastructure are
the bases of digital urban mapping systems to map the municipality and assist the
city in decision making. Considering the collection of structured and unstructured
data from different sources, such as public data, maps, statistics, and images, and
through Big Data Analytics technology and the crossing of these data enabling the
realization of an urban, socio-economic and strategic x-ray of the city.

Or even the importance of extensive digital monitoring, collecting data, and
analyzing it in real-time, it is possible to detect and identify regions that need some
kind of support and to displace the necessary teams. In addition, there is also the
possibility of integration with a weather map to help prevent the occurrence of risks
caused by excessive rain or other climatic adversities for residents of certain regions.

In this sense, smart cities are already becoming a reality, and data technology,
through a digital culture guided by data is essential for making intelligent decisions,
using qualified information to decide which paths to follow. This makes it possible
for cities to move towards becoming more interconnected, healthy, and intelligent,
employing smart technologies, as well as Big Data to increases the level of intelli-
gence of cities and or even improving the places (neighborhoods, villages, among
others) where residents live.

7.1 Challenges on the Implementation of Smart City

As the pace of implementation of smart cities accelerates, it also struggles to prevent,
identify and respond to cyber-attacks and privacy risks due to the lack of a centralized
security approach, any initiative that leaves a gap in politics or digital security control
in a smart city implementation increases cyber risk. And in this sense, it can also be
added that these cities do not have the capacity to prove that the data and algorithms
on which the city’s functions depend for decision-making have not been violated.

Or even relating that cities that start adding technological aspects are overwhelmed
with high volumes of new data being collected, and without the appropriate tech-
nologies, such as those described and discussed in this manuscript, these cities do
not gain digital maturity in the IT environment for data inventory, classification and
flow mapping, and even operational technology.

Still highlighting the political aspect, since governments generally need to under-
stand the benefits that technological solutions can offer, improving the quality of
life of citizens through the use of technology, collecting information to understand
how society operates and how people interact with space where life can significantly
improve transport services, public security, basic sanitation, mobility, housing, and
others.

Including a strategic plan with transparent guidelines for the development of
a “Smart City” taking into account, for example, a long-term vision, a dedicated
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budget, an ecosystem of qualified companies, formonitoring strategic points in cities,
bringing important information to planning, event prediction and coordinated actions
between administrative bodies.

Still relating the geographic aspect related to long distances in which distant
neighborhoods are located in urban centers where technology is more concentrated
inherent to energy transmission systems, pipelines and public services leave these
remote locations and exposed without technological intelligence.

8 Trends and Future Directions

The idea of the city of the future is anchored in a new generation of technologies
with respect to sensors, databases, computerized interfaces, tracking, and algorithms
that integrate and provide information in real-time, making it possible to carry out
analyzes of these data, helping people to make decisions that optimize their lives in
cities [1, 52].

In the context of Smart Cities based on available technological resources, such as
the use of QR Code (Quick Response Code), which is a two-dimensional barcode
model used to transmit data to a technological device, such as a smartphone, for the
transmission of information and services in different points of a city, it is possible to
share website links, texts, location, images, phone numbers, among others, and can
be attached to different points of a city providing information and services to citizens
[25–27, 52].

With regard to infrastructure, the predominance of wooden structures and lower
carbon emissions, using natural and renewable resources, from reforestation and the
modular nature of the buildings, is adaptable to various needs [53, 54].

In the same way that more and more the control of parking lots through applica-
tions that detect and alert the existence of available spaces, or even the monitoring of
public transport and the sharing of rides, are initiatives focused on ensuring the flow
of activities in the urban environment through data available on the network [55–57].

As well as the capture of energy from the heat inside the earth and the expectation
that part of the garbage will be recycled and used, where a network of underground
tunnels must be used to carry out deliveries and transport of materials [58, 59].

With respect to connection and communication, the increasingly powerful optical
fibers and Wi-Fi at 5G speed are other realities that may provide an even greater and
better quality of life for the place [60–62].

Smart grids can optimize energy distribution, through smart electronic meters and
communication systems, enabling the provision of more efficient and sustainable
services, concerning data control regarding energy consumption, making it possible
to instantly identify drops in the supply of the network, allowing remote programming
of commands on household appliances [63, 64].

The city’s intelligence can also rely on drainage systems and rainwater harvesting
for water reuse and automated irrigation that changes depending on the climate.
Sanitation, on the other hand, can be improved with technological devices, either
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by using bins connected to IoT-enabled waste collection and removal management
systems or with sensors to measure treated water distribution parameters [65, 66].

Given the proliferation of ICT during the last few decades, especially in the use
of various smart applications such as smart farming, supply-chain & logistics, smart
healthcare, business, tourism and hospitality, energy management that need disrup-
tive technologies in relation to digital security and privacy because of the employment
of the open channel (Internet for data transfer) In this sense it is worth considering the
importance of blockchain-based solutions Industry 4.0-based applications. Since the
advancements in ICTandDeepLearning used on the data generated sensors IoTmade
the concept of Smart Cities into reality, which are deployed across several locations
collecting the data about traffic, drainage, mobility of citizens among other aspects,
gaining insights from these data to manage resources and even assets effectively
[67–72].

Or even relating digital attacks by existing and emerging threat agents, in this
context Big Data technology manages to manage the sheer volume of vulnerabili-
ties discovered through rigorous statistical models, simulating anticipated volume,
complex historical vulnerability data, and even dependence of vulnerability disclo-
sures. Providing important insights become more proactive in the management of
cyber risks, handling persistent volatilities in the data aswell as unveilingmultivariate
dependence structure amongst different vulnerability risks, building more accurate
measures digital for better cyber risk management as a whole [67–72].

Big data and Blockchain can be tackled for a better quality of service, e.g., big
data analytics, big datamanagement, and big data privacy and securitywith its decen-
tralization and security nature, including blockchain for secure big data acquisition,
data storage, data analytics, and data privacy preservation, has the great potential
to improve big data services and applications in different vertical domains such as
smart healthcare, smart city, smart transportation, and even smart grid [67–72].

Still relating the potential applicability of blockchain in Smart contracts ensuring
transaction processes are effective, facilitating the trustless process, time efficiency,
secure, efficient, cost-effectiveness and transparency without any intervention by
third-party intermediaries as compared to conventional contacts, or the question
that technology can counter traditional cybersecurity attacks on smart contract
applications [72–75].

Related challenges for better performance and energy optimization and even
energy sustainability in IoT in a smart city, wireless sensor networks (WSNs), are
typically grouped as clusters, leading to forming Cluster Head (CH) collecting data
from all other nodes, considering variables such as distance, delay, and energy used
in IoT devices, and explicitly communicates with Base Station. In this sense, a valid
approach for CH selection is to employ the modified Rider Optimization Algorithm
(ROA) using the averaged value of bypass and follower riders through the averaged
value of attacker and over taker riders, which is called as Fitness Averaged-ROA
(FA-ROA) using various state-of-the-arts optimization models by concerning the
number of alive nodes and normalized energy [72–75].
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Considering also that the electric grid consisting of communication lines, trans-
formers, control stations, and distributors aiding in supplying power from the elec-
trical plant to the consumers, however, there is a need to efficientlymanage this power
supplied to the consumer domains such as smart cities, industries, household, and
other organizations. In this regard, the Cyber-Physical Systems (CPS) model, aggre-
gating IT infrastructure embedded Machine Learning (ML) on aspect and the power
dissipation units, making it possible to employ Multidirectional Long Short-Term
Memory (MLSTM) technique to predict the stability of the smart grid network, still
using Deep Learning approaches as Gated Recurrent Units (GRU), and Recurrent
Neural Networks (RNN) [72–75].

As well as the data generated by the IoT devices need to be processed accurately
and in a secure manner requiring blockchain to improve the overall security and trust
in the system, providing trust in an automated system, with real-time data updates to
all stakeholders, using a predictivemodel usingDeepNeuralNetworks for estimating
the battery life of IoT sensors. Since this data is sensitive and requires to be secured,
the predicted battery life value is stored in blockchain whichwould be a tamper-proof
record of the data, this type of approach can help reduce the stress of adaptability to
complete automated systems, or even help to plan for placing orders of replaceable
batteries before time so that there can be an uninterrupted service [72–75].

9 Conclusions

In general terms, a smart city is a citywhose vision of urban development is connected
to information technology and advances such as the internet of things, considering
that these innovations in the technological, cultural, and behavioral spheres, influence
people’s lifestyles, directly impacting social development. The Smart Cities use these
technological tools to build new models and disruptive practices for solving old
problems in large cities [76–78], such as traffic, urban cleaning, economics, public
safety, air quality, reuse of resources (such as clean water and energy) recycling,
among other factors that influence the development of a metropolis, with a focus on
strategic planning aimed at the well-being of the citizen.

Initially, the term smart city was conceptualized thus for using technological
solutions to improve operational efficiency, sharing information with the public,
improving the quality of public services and, consequently, the lives of citizens,
however, this concept has become broader, since there is a noticeable change in the
role of smart cities, considering isolated mechanisms and the solutions that need
to be structured in order to respond to multiple problems simultaneously. It is also
important that citizens participate in the creation of technologies, as they are able
to detect local needs before city officials, so they can work collaboratively to solve
problems and develop rapid and economical innovations.



Smart Cities Ecosystem in the Modern Digital Age … 67

References

1. Townsend AM (2013) Smart cities: big data, civic hackers, and the quest for a new utopia. WW
Norton & Company

2. KomninosN (2019) Smart cities and connected intelligence: platforms. Routledge, Ecosystems
and Network Effects

3. França RP et al. An overview of the machine learning applied in smart cities. Smart Cities A
Data Anal Perspect 91–111

4. Al-Turjman F (2020) Smart cities performability, cognition, & security. Springer International
Publishing

5. Nijholt A (2020) Making smart cities more playable. Springer Singapore
6. Visvizi A, Lytras M (eds) (2019) Smart cities: issues and challenges: mapping political, social

and economic risks and threats. Elsevier
7. Pedrosa JO, Pereira JC, Monteiro ACB, França RP, YuzoIano RA (2020) Disaggregation of

loads in the smart grid context. In: EngenhariaModerna: Soluções para Probelams da Sociedade
e da Industria, Atena, pp 14–25

8. França RP et al. (2020) Better transmission of information focused on green computing through
data transmission channels in cloud environments with Rayleigh fading. Green computing in
smart cities: simulation and techniques. Springer, Cham, pp 71–93

9. Willis KS, Aurigi A (eds) (2020) The Routledge companion to smart cities. Routledge
10. França RP et al. (2020) Improvement of the transmission of information for ICT techniques

through CBEDE methodology. Utilizing educational data mining techniques for improved
learning: emerging research and opportunities. IGI Global, pp 13–34

11. Mora L, Deakin M (2019) Untangling smart cities: from utopian dreams to innovation systems
for a technology-enabled urban sustainability. Elsevier

12. Farsi M et al. (eds) (2020) Digital twin technologies and smart cities. Springer
13. Cities in Motion Index (2018). [online] Available: https://citiesinmotion.iese.edu/indicecim/?

lang=en
14. França RP et al. (2020) An overview of internet of things technology applied on precision

agriculture concept. Precision Agric Technol Food Secur Sustain: 47–70
15. França RP et al. (2020) Lower memory consumption for data transmission in smart cloud

environments with CBEDE methodology. Smart systems design, applications, and challenges.
IGI Global, pp 216–237

16. Kakderi C, Komninos N, Tsarchopoulos P (2019) Smart cities and cloud computing:
Introduction to the special issue. J Smart Cities 1.2: 1–3

17. França RP et al. An overview of the integration between cloud computing and internet of things
(IoT) technologies. Recent Advances in Security, Privacy, and Trust for Internet of Things (IoT)
and Cyber-Physical Systems (CPS), pp 1–22

18. França RP et al. An overview of narrowband internet of things (NB-IoT) in the modern era.
Principles and Applications of Narrowband Internet of Things (NBIoT), pp 26–45

19. Oliveira AG et al. (2019) A look at the evolution of autonomous cars and its impact on society
along with their perspective on future mobility. Brazilian technology symposium. Springer,
Cham (2019)

20. Yigitcanlar T, Kamruzzaman Md (2019) Smart cities and mobility: does the smartness of
Australian cities lead to sustainable commuting patterns? J Urban Technol 26(2):21–46

21. Nuttall WJ et al. (eds) (2019) Energy and mobility in smart cities. ICE Publishing
22. Osman AMS (2019) A novel big data analytics framework for smart cities. Future Gener

Comput Syst 91:620–633
23. Lv B et al. (2019) LiDAR-enhanced connected infrastructures sensing and broadcasting high-

resolution traffic information serving smart cities. IEEE Access 7:79895–79907
24. Kakderi C et al. (2019) Smart cities on the cloud.MediterraneanCities and IslandCommunities.

Springer, Cham, pp 57–80

https://citiesinmotion.iese.edu/indicecim/%3Flang%3Den


68 R. P. França et al.

25. GalliGet al. (2019)School-drivenmobiquitous invisible pathsmanagement for smart territories
(Jmagine application). In: Proceedings of the 1st ACM international workshop on technology
enablers and innovative applications for smart cities and communities

26. Pandit SNet al. (2019)Cloud-based smart parking system for smart cities. In: 2019 international
conference on smart systems and inventive technology (ICSSIT). IEEE

27. Shahid H et al. (2019) Novel QR-incorporated chipless RFID tag. IEICE Electronics Express,
pp 16–20180843

28. Farahat IS et al. (2019) Data security and challenges in smart cities. Security in smart cities:
models, applications, and challenges. Springer, Cham, pp 117–142

29. França RP et al. (2020) Intelligent applications of WSN in the world: a technological and
literary background. In:Handbook ofwireless sensor networks: issues and challenges in current
scenario’s. Springer, Cham, pp 13–34

30. Liu Y, Yang C, Jiang L, Xie S, ZhangY (2019) Intelligent edge computing for IoT-based energy
management in smart cities. IEEE Netw 33(2):111–117

31. Monteiro ACB et al. (2018) Health 4.0: applications, management, technologies and review.
Personal Med 5:6

32. Estrela VV et al. (2018) Health 4.0 as an application of Industry 4.0 in healthcare services and
management. Med J Technol 2:1

33. Chang C-P, King C-T (2019) Resource-constrained task assignment for event-driven sensing
using public bicycles in smart cities. Int J Ad Hoc Ubiquitous Comput 30(2):91–103

34. Jordão KCP et al. Smart city: a qualitative reflection of how the intelligence concept with effec-
tive ethics procedures applied to the urban territory can effectively contribute to mitigate the
corruption process and illicit economymarkets. In: Proceedings of the 5th Brazilian technology
symposium. Springer, Cham

35. Camilo E et al. (2019) Hardware modeling challenges regarding application-focused PCB
designs in industry 4.0 and IoT conceptual environments. Brazilian Technology Symposium.
Springer, Cham

36. França RP et al. (2020) Big data and cloud computing: a technological and literary background.
Advanced deep learning applications in big data analytics. IGI Global, pp 29–50

37. Mayer-Schönberger V, Cukier K (2013) Big data: a revolution that will transform how we live,
work, and think. Houghton Mifflin Harcourt

38. França RP et al. (2020) An overview of deep learning in big data, image, and signal processing
in the modern digital age. Trends Deep Learn Methodol Algor Appl Syst 4:63

39. Al Nuaimi E et al. (2015) Applications of big data to smart cities. J Internet Serv Appl 6.1:25
40. Hashem IAT et al. (2016) The role of big data in smart city. Int J InformManage 36(5):748–758
41. Monteiro ACB et al. (2020) UAV-CPSs as a testbed for new technologies and a primer to

Industry 5.0. Imaging Sens Unmanned Aircraft Syst 2:1
42. Martin-Sanchez F, Verspoor K (2014) Big data in medicine is driving big changes. Yearb Med

Inform 9(1):14
43. Song H et al. (2017) Smart cities: foundations, principles, and applications. Wiley
44. Coletta C et al. (eds) (2018) Creating smart cities. Routledge
45. França RP et al. (2020) An overview of blockchain and its applications in the modern digital

age. Security and Trust Issues in Internet of Things: Blockchain to the Rescue 185.
46. de Sá LAR et al. (2019) An insight into applications of internet of things security from a

blockchain perspective. Brazilian technology symposium. Springer, Cham
47. França RP et al. The fundamentals and potential for cybersecurity of big data in the modern

world. Machine intelligence and big data analytics for cybersecurity applications. Springer,
Cham, pp 51–73

48. Nehaï Z, Guerard G (2017) Integration of the blockchain in a smart grid model. In: The 14th
international conference of young scientists on energy issues (CYSENI) 2017

49. Simeone O (2018) A very brief introduction to machine learning with applications to
communication systems. IEEE Trans Cogn Commun Netw 4(4):648–664

50. SimeoneO (2017) A brief introduction tomachine learning for engineers. arXiv preprint arXiv:
1709.02840

http://arxiv.org/abs/1709.02840


Smart Cities Ecosystem in the Modern Digital Age … 69

51. XinY et al. (2018)Machine learning and deep learningmethods for cybersecurity. IEEEAccess
6:35365–35381

52. Evans J et al. (2019) Smart and sustainable cities? Pipedreams, practicalities and possibilities
557–564

53. Wang Y et al. (2019) Smart solutions shape for sustainable low-carbon future: a review on
smart cities and industrial parks in China. Technol Forecast Soc Change 144:103–117

54. Leone GR, Moroni D, Pieri G (2019) Smart cities: parking monitoring through smart cameras.
In: 2019 IEEE international conference on communications workshops (ICC Workshops).
IEEE

55. Lin Y-C, Cheung W-F (2020) Developing WSN/BIM-based environmental monitoring
management system for parking garages in smart cities. J Manage Eng 36(3):04020012

56. Kurkute D et al. (2019) Smart parking: parking occupancymonitoring and visualisation system
for smart cities

57. Reddy AA et al. (2019) Advanced garbage collection in smart cities using IoT. In: IOP
conference series: materials science and engineering, vol 590, no. 1. IOP Publishing

58. Jia G et al. (2019) STC: an intelligent trash can system based on both NB-IoT and edge
computing for smart cities. Enterprise Inform Syst 1–17

59. Jordaan CG, Malekian N, Malekian R (2019) Internet of things and 5G solutions for
development of smart cities and connected systems. Commun CCISA 25(2):1–16

60. D’Acunto L et al. (2019) Presuming live multimedia content in 5G-enabled smart cities. In:
Proceedings of the 10th ACM multimedia systems conference

61. Chatterjee S (2020) Critical success factors to create 5G networks in the smart cities of India
from the security and privacy perspectives. In: Novel theories and applications of global
information resource management. IGI Global, pp 263–285

62. Faheem M et al. (2019) Software defined communication framework for smart grid to meet
energy demands in smart cities. In: 2019 7th international Istanbul smart grids and cities
congress and fair (ICSG). IEEE

63. Narayanan SN et al. (2019) Security in smart cyber-physical systems: a case study on smart
grids and smart cars. Smart cities cybersecurity and privacy. Elsevier, pp 147–163

64. OberascherM et al. (2019)Advanced rainwater harvesting through smart rain barrels. In:World
environmental and water resources congress 2019: watershed management, irrigation and
drainage, andwater resources planning andmanagement. American Society of Civil Engineers,
Reston, VA

65. Pradhan R, Sahoo J (2019) Smart rainwater management: new technologies and innovation.
Smart Urban Development, IntechOpen

66. Bodkhe U et al. (2020) Blockchain for industry 4.0: a comprehensive review. IEEE Access
8:79764–79800

67. Tang, MJ, Alazab M, Luo Y (2017) Big data for cybersecurity: vulnerability disclosure trends
and dependencies. IEEE Trans Big Data 5(3):317–329

68. Alazab M et al. (2021) Multi-objective cluster head selection using fitness averaged rider
optimization algorithm for IoT networks in smart cities. Sustain Energy Technol Assess 43:
100973

69. Chowdhury MJM et al. (2019) A comparative analysis of distributed ledger technology
platforms. IEEE Access 7:167930–167943

70. Alazab M et al. (2020) A multidirectional LSTM model for predicting the stability of a smart
grid. IEEE Access 8:85454–85463

71. Bhattacharya S et al. (2020) A review on deep learning for future smart cities. Internet Technol
Lett e187

72. Deepa N et al. (2020) A survey on blockchain for big data: approaches, opportunities, and
future directions. arXiv preprint arXiv:2009.00858

73. Bhardwaj A et al. (2020) Penetration testing framework for smart contract Blockchain. Peer-
to-Peer Netw Appl 1–16

74. Rama Krishnan Somayaji S et al. (2020) A framework for prediction and storage of battery
life in IoT devices using DNN and blockchain. arXiv e-print: arXiv-2011.

http://arxiv.org/abs/2009.00858


70 R. P. França et al.

75. Yogesh S,ChinmayC (2020)Augmented reality and virtual reality transform for spinal imaging
landscape. IEEE Comput Graph Appl 1–13. https://doi.org/10.1109/MCG.2020.3000359

76. Chinmay C, Joel JPCR (2020) A comprehensive review on device-to-device communication
paradigm: trends, challenges and applications, Springer . Int J Wireless Personal Commun
114:185–207. https://doi.org/10.1007/s11277-020-07358-3

77. Banerjee B, ChinmayC,DasD (2020)An approach towardsGIS application in smart city urban
planning, CRC—internet of things and secure smart environments successes and pitfalls, Ch.
2, pp 71–110. ISBN—9780367266394

78. Sanjukta B, Sourav B, Chinmay C (2019) IoT-based smart transportation system under real-
time environment. IET: Big data-enabled internet of things: challenges and opportunities, Ch.
16, pp 353–373. ISBN 978-1-78561-637-2

https://doi.org/10.1109/MCG.2020.3000359
https://doi.org/10.1007/s11277-020-07358-3

	 Smart Cities Ecosystem in the Modern Digital Age: An Introduction
	1 Introduction
	2 Smart Cities Concepts
	3 Smart Cities Applications
	4 Importance of Big Data for Smart Cities
	5 Blockchain for Smart Cities
	6 Machine Learning for Smart Cities
	7 Discussion
	7.1 Challenges on the Implementation of Smart City

	8 Trends and Future Directions
	9 Conclusions
	References




