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Abstract Artificial Intelligence (AI) is a fascinating technology for the whole
society, whether the citizen, science, business, education, government, among others.
Machine Learning is a technique derived from Al that through neural networks
and statistical methods, establishes logical rules to make decisions and automate
processes, i.e., a method employed so that machines can learn from the data. A smart
city aggregateICT (Information and Communication Technologies) to promote the
performance and quality of urban services related to urban transportation, energy
consumption, and distribution, and even public services (water treatment and supply;
production of electricity, gas, and fuels; collective transport; capture and treatment
of sewage and garbage; telecommunications; among others), in order to decrease
resource consumption, wastage, and general costs. The administration of Smart
Cities is possible to be efficient through the employment of data collected in real-
time combined with the skills of computational intelligence, i.e., Machine Learning
and its aspects. In this sense, this chapter intends to offer a scientific major contri-
bution related to an overview of Machine learning, directing focus to Sustainable
Future Secured Smart Cities, discussing its relationship from a concise bibliographic
background, evidencing the potential of technology.

A. C. B. Monteiro - R. P. Franga (X)) - Y. lano

School of Electrical and Computer Engineering (FEEC), University of Campinas (UNICAMP),
Av. Albert Einstein, 400, Barao Geraldo, Campinas, SP, Brazil

e-mail: padilha@decom.fee.unicamp.br

A. C. B. Monteiro
e-mail: monteiro@decom.fee.unicamp.br

Y. Iano
e-mail: yuzo@decom.fee.unicamp.br

R. Arthur

School of Technology (FT), University of Campinas (UNICAMP), Paschoal Marmo Street, 1888 -
Garden Nova Italia, Limeira, SP, Brazil

e-mail: rangel @ft.unicamp.br

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2021 359
C. Chakraborty et al. (eds.), Data-Driven Mining, Learning and Analytics for Secured

Smart Cities, Advanced Sciences and Technologies for Security

Applications, https://doi.org/10.1007/978-3-030-72139-8_17


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-72139-8_17&domain=pdf
mailto:padilha@decom.fee.unicamp.br
mailto:monteiro@decom.fee.unicamp.br
mailto:yuzo@decom.fee.unicamp.br
mailto:rangel@ft.unicamp.br
https://doi.org/10.1007/978-3-030-72139-8_17

360 A. C. B. Monteiro et al.

Keywords Deep learning - Big data - Machine learning + Data + Smart cities *
Artificial intelligence - IoT + Data analytics * Sustainable development + Smart
transportation

1 Introduction

Machine learning is an area of computational expertise, part of the concept of artificial
intelligence, which studies ways for machines to do tasks that would be performed
by people. It is programming used in computers, formed by predefined rules that
allow computers to make decisions based on previous data and data used by the user
[1,2].

Machine learning (ML) is a concept which in essence is a system that can
autonomously modify its behavior based on its own experience through machine
training, where practically human interference is minimal. Where according to
programming, the computer has the ability to make decisions that can solve problems
or boost internet publications, for example [2].

Machine learning is a subclass of Al, with properties to perform computational
analysis of huge volumes of data using algorithms and statistical methods to find
patterns in this database [1, 3].

This technique can contribute in several ways to the construction of smart cities,
enabling the creation of intelligent and efficient services for the population, with
monitoring of transport data, control over the use of public services, and real-time
monitoring of security cameras of the municipalities [4].

The basis of the operation is the algorithms, which are defined sequences
composed of information and instructions that will be followed by the computer.
These sequences allow computers to make a decision according to the situation and
the information that has been entered into it. It is the algorithm that carries information
about how certain procedures and operations should be done or how an action should
be performed. There are several types of applications and programming languages
for the use of algorithms. It vary according to the need to be met or the purpose of
the algorithm created [5, 6].

A smart city is a city that aggregates ICT based on constant monitoring using
disruptive technologies such as the IoT, Al, and Machine Learning. Since The combi-
nation of technologies, services, connectivity with management, urban development,
and administration are the basis for smart cities, with the purpose of improving the
quality and performance of urban services, related to urban transportation, energy
consumption and distribution, and even public services (water treatment and supply;
production of electricity, gas, and fuels; collective transport; capture and treatment
of sewage, garbage and overhead costs [7].

Its main feature, however, is that it doesn’t have to have hand routines in place,
where the system itself has the ability to learn from data analysis with increasing
precision, and through it perform tasks. A valid example is the email spam filter,
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blocking unwanted inbox messages, and automatically improves and over time
becomes more efficient [7, 8].

One of the fields where Al is having the most success in machine learning, devel-
oping algorithms with features and properties from this data, get learn patterns and
decision rules. Having an exponential growth in the recent past in the amount of
biological data available leading to two lines of thinking regarding the efficient
storage and management of this information and, in contrast, the extraction of prof-
itable information from this data. Since data-driven machine learning algorithms can
combine them with classic statistical methods, it is efficient to extract knowledge
from the data [9, 10].

There are various biological domains in which ML techniques are employed to
extract knowledge from data, since computational and data mining methods must be
considered and can be genuinely applied in clinical medicine to derive models that
utilize predetermined information predicting a result of interest. Predictive methods
of data mining can be employed for the building of decision models for digital
procedures such as diagnosis, prognosis, and even treatment planning. Given that
once verified, evaluated, and validated, can be incorporated into respective digital
systems to medical clinical information. Where these methods and tools infer beyond
a simple description of the data providing knowledge in the form of digital models
[11-13].

In machine learning, the machine study material is data. The more data that feeds
the systems, the more questions will be asked, and more answers will emerge to
solve problems. This is why machine learning achieves its full potential with Big
Data, the storage, and processing of huge volumes of data. So smart algorithms
can completely scan this immensity of data to find patterns and come up with
unimaginable predictions [14, 15].

This chapter has motivation focused to concede a scientific major contribution
concerning the discussion on Machine Learning directing focus to Sustainable Future
Secured Smart Cities, in which this manuscript has organization following in Sect. 2
will be presented the Artificial Intelligence Concepts for understanding the research.
In Sect. 3, the Machine Learning Concepts will be presented. In Sect. 4 a Discussion
is made around the thematic addressed in the manuscript. In Sect. 5, technology
trends are argued. Just like the chapter ends in Sect. 6 with the relevant conclusions.

Therefore, this chapter intends to proffer a scientific major contribution related to
an overview of Machine Learning, directing focus to Sustainable Future Secured
Smart Cities, discussing and approaching the potential of both technologies,
categorizing and synthesizing it from a concise bibliographic background.

It is worth mentioning that this manuscript differs from the existing surveys since
a “survey” is often used in science to describe and explains the theory, documenting
how each discovery added to the store of knowledge, talking about the theoretical
aspects, how the academics piece fits into a theoretical model. While the overview
is a scientific collection around the topic addressed, relating that this type of study
is scarce in the literature, offering a new perspective on an element missing in the
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literature, dealing with an updated discussion of technological approaches, exempli-
fying with the most recent research, applications, techniques, and tools focused on
the thematic, summarizing the main applications today.

2 Artificial Intelligence Concepts

Alis afield of computational science that develops devices and algorithms developed
to enable machines that have similar intellect capabilities as humans, simulating the
human ability to reason, perceive, make decisions and solve problems, i.e., the ability
to be smart. This depicts a set of digital software, computational logic, applied and
intelligent computing, and philosophical science that aims to create computers that
perform functions previously exclusively human, such as perceiving the meaning in
writing, whether digital or handwritten or even spoken language, digital learning,
or yet recognizing facial expressions, among others. Al became possible due to the
rapid development of computing, the IoT, allowing equipment and gadgets to be
connected quickly to the network [16].

Al (Fig. 1) is an attractive concept for the whole society, whether the user (citizen),
business, science, education, government, among others. In economic terms, there
is a lot of advantage to having machines that comply with tasks that used to need
human work, considering that an efficient Al solution can digitally “think” faster as
also process more data than any human brain. In addition, having the power to take
human skills to place and locations where people have difficulties reaching, such as
outer space or even remote locations on earth, where the conditions in these places

[ Artificial Intelligence (Al) I

Machine Learning (ML)

Fig. 1 Al illustration
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are generally unfit for human beings, and so where human expertise can be helpful
and useful [17, 18].

The operation of Al starts from the premise of combining data with fast processing
and intelligent algorithms, resulting in the software being able to learn automatically
only following pre-established standards. However, the main limitation of an Al is
that the machine only learns from entering data and there is no way to incorporate
knowledge into it that is not so. Still considering another limitation is that each Al
system operates in isolation and only performs a specific type of function, exempli-
fying a system that detects payment fraud in the retail sector and is not able to detect
fraud in the health sector. Therefore, it is very specific, and unlike the human being,
it is not multitasking [18, 19].

Also relating the various types of artificial intelligence in relation to those systems
that think like humans with the ability to automate processes such as problem-
solving, or yet decision making, and digital learning (through ANN (Artificial Neural
Networks)); or digital systems acting similar to humans dealing with computational
devices (machines or even robots) performing tasks to people. Or even those systems
capable of digitally thinking rationally trying to simulate the human logical rational,
i.e., development and implementation of machines capable of reasoning, under-
standing, and acting (intelligent systems) and even those systems that act rationally
trying imitate human behavior, i.e., intelligent agents [20, 21].

From a modern application perspective, Al is current in facial recognition and
detection of smartphones, digital voice assistants integrated with devices through
bots or applications. Bots are used in the most varied segments of society as a personal
shopper in digital version, or to help in language learning, or even to make the arduous
task of finding a new apartment a little more peaceful, or even virtual assistant that
emits’ medical diagnostics. The common characteristic of everyone is the goal of
making people’s lives easier [21, 22].

Considering the basic characteristics of Al it is capable of reasoning given the
application of logical rules to a set of data available to reach a conclusion; pattern
recognition, both visual and sensory, as well as behavior; learning has given the
ability to learn from mistakes and successes, acting more effectively in the future; or
even a conclusion considering the ability to be able to apply reasoning in everyday
human situations [23].

Advances in Al drive the employment of Big Data, which is the technology with
respect to the properties to process an immense volume of data and even offer business
advantages, positioning it as a fundamental technology for the sectors that it already
employs as transportation, healthcare, education, culture among others [24].

2.1 The Advantages of Al

The advantages of Al are related to the reduction of errors considering that is, reducing
the chances of a process failure, as also has a greater capacity to withstand hostile
environments, as well having the possibility of achieving greater precision. Or even
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considering the data exploration with regard to the possibility of carrying out heavier
work, it can be employed in procedures of mining ores and even fuel extraction
from the depths of the sea, therefore, surpassing physical human limitations. Or even
with regard to the daily applications vastly applied by the financial sector to organize,
administrate, and manage data. Al is seen in diverse mechanisms of human daily life,
as in simple examples such as GPS tool (Global Positioning System), the adjustment
of typing errors, among many others. Still pondering the possibility of uninterrupted
work, evaluating that machines (computational devices), unlike humans, don’t have
the requirement for frequent breaks. Allowing that is exercised various consecutive
hours of work, without getting distracted, tired, or even weary or yet bored [25, 26].

Al-based solutions reduce costs and strengthen the relationship with customers
(chatbots), considering their 24-h assistance, which makes communication increas-
ingly immediate, providing help with high demand, being able to act as a filter, helping
in the organization in order to prioritize the different requests. As a result, citizens
are assisted when seeking assistance, even during non-business hours, assessing the
context of Smart Cities [27].

Still reflecting on bots, this can help to resolve communication mainly in public
government structures formed by clearly divided areas, acting as central points of
contact between citizens of different neighborhoods, forming communication hubs.
Or even provide optimization of processes representing a fundamental aid in the anal-
ysis of operations, looking for points that can be improved. Gathering and processing
data, collecting the opinions of citizens, in order to present feedback related to key
issues of the smart city [28-30].

The analysis of the flow of data generated in an online environment using Big
Data analysis tools transforms this immense mass of raw data into useful informa-
tion, considering that this goes beyond the capabilities of the human brain. Or even
reflecting on the provided analytical advantage, it can use the information collected in
Big Data analyses (Fig. 2) to create articulated campaigns and strategies, resulting in
a larger number of more effective businesses. Still considering the forecast of results
with respect to identifying trends in the consumption patterns of citizens, since by

Fig. 2 Big data illustration
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Al it is possible to predict consumption with reasonable precision in a given period
[31].

Or even the B2B (Business-to-Business) relationship between service providers
that directly relate to the public can also be maintained by a virtual assistant, culti-
vating a good relationship with customers (citizens). Representing that the collection
of information and the consistent analysis of data can be vital in the processes of the
digital transformation of a city [32].

2.2 Smart Cities Using Artificial Intelligence Technology

A smart city is a city that incorporates ICT to upgrade the performance and quality of
urban services, such as water treatment and supply; production of electricity, gas, and
fuels, and public services, as collective transport; capture and treatment of sewage
and garbage; telecommunications reducing resource consumption, and general costs.
The combination of technologies, services, connectivity with management, urban
development, and administration is the basis for smart cities, considering that it is
essential that there is technology involved. Together with the internet that is present
in more and more places, still considering the growing number of smartphones, the
collection of information becomes possible through the network, in real-time, and
from different points of a region [30, 32].

Most of this technology should be used in surveillance systems with visual iden-
tification, traffic management, and intelligent external lighting. The use of sensors
enabling more effective prevention. Still considering the possibilities of monitoring.
Since the main objective must be that of technology in the areas of Al, IoT, aiming at
models focused on the development of main axes such as communication, mobility,
energy, sanitation, health, safety, education, and even leisure [27, 33].

In this environment connected through people and things like cars, traffic lights,
lighting systems, public transport, integrating into a network, facilitating access to
data, and a wide range of services to the public. Since it is necessary to have an
efficient connection infrastructure, involving solutions such as optical fiber, in addi-
tion to adequate planning and preparation of new structures, with the investment and
adoption of innovative technologies, avoiding unnecessary expenses [27, 33].

It is in this sense of using technology and contributing to the well-being of people
linked to the fact of living in a smart city, with the use of resources and technologies
generated by this diversity of knowledge in the network. A scenario applicable for
a noise sensor whose objective is to measure the noise level of the environment in
decibels is to measure the noise level in a certain neighborhood and that eventually
suffers from loud noises coming from commercial establishments or construction
works [7].

Still evaluating that this sensor can be monitored at all times, and to control if the
noise reaches a high level and maintains it for a certain period, actions (city hall)
can be alerted and take some action, such as creating an awareness campaign for
residents, sending technicians and inspectors to assess the problem or even activate
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the police force. Either taking into account those solutions that notify the time that a
bus will pass, or even considering those more complex infrastructures, the possibility
of determining how many people are on each bus, resulting in the user waiting and
traveling in more comfort [34].

However, for all of this to be possible, it is necessary to have quality data, consid-
ering that this data may come from public transport, sensors, cameras, police reports,
among many others. In addition to the processing of videos and images that can be of
great use because it is a source of a lot of data. This can be performed by intelligent
tools such as Machine Learning, consisting of a complex task and which may require
computational resources. But it is superior to traditionally done, pondering the moni-
toring done by a human who is unable to monitor multiple images in real-time and
recognize patterns automatically [35].

A smart city needs several sensors installed throughout the environment, consid-
ering the ability of these sensors to extract data, be processed by smart technology,
and make a decision. However, in general, a sensor has limited storage capacity and
measures data in real-time. Therefore, this does not maintain a long-term history,
implying the need to include technologies for trend analysis or the application of
Al and Machine Learning techniques, in addition to a centralized environment that
offers access and communication on all these devices simultaneously [36].

Thus, for the correct implementation of smart cities, the use of technologies such
as chatbots (service robots) and Machine Learning is essential. Assessing that from
them it will be possible to understand the needs of citizens and even engage them
throughout the process, through analysis of the data collected, enabling the creation
of algorithms that improve the interaction of residents with smart cities [37].

In the sensor monitoring scenario, it is possible to use sensors to control noise
pollution, prevent flooding, public safety, environmental health, agriculture, and
urban pollution and fires. Considering specific problems that can be solved or miti-
gated through constant monitoring using disruptive technologies such as IoT, Al,
and Machine Learning to innovate and transform life in cities. And even consid-
ering those solutions so that the environment and the urban environment are more
accessible and cleaner for society, making the population occupy more frequently
the squares and streets where live, providing better leisure [38, 39].

Still considering a city with thousands of sensors (of different types, brands, and
models) it is essential to have a location that can capture data from all of them,
store them in a repository where various resources will be available. Or even consid-
ering that under certain specific conditions, actions can be triggered remotely (and
eventually, automatically) [38, 39].

Atthe same time that the application of Al and Machine Learning techniques facil-
itate the real-time monitoring of large cities (metropolises) through the processing
of videos and images, processing this data in real-time. Considering the recognition
of people, license plates, accident sites, and a multitude of possibilities that can be
extracted from videos and images. In this scenario, cities can be safer and smarter.
Data from the city’s various sensors are collected and sent to a cloud architecture, for
example, where all devices are configured and can be tracked and managed remotely
[40].
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3 Machine Learning Concepts

Artificial Intelligence (AI) can be understood as an area of study, with a broader
concept, which uses technology to simulate a structure of human thought and, thus,
solves problems, i.e., it is the science of technology that simulates human tasks. ML
is a technique derived from Al that, through statistical methods and neural networks,
establishes logical rules to automate processes and make decisions, representing,
human intervention is minimal, i.e., a method used so that machines can learn from
the data [22, 23, 40].

Machine Learning technology makes it possible to generate conclusions that
are not necessarily programmed, acting on the development of a set of rules and
systems that are able to analyze information and automatically acquire learning at
high processing speed. Machine Learning is responsible for developing sets of rules
and systems capable of analyzing data and automatically learning from them. In
other words, it is a way for computers to act and make decisions based on data with
digital autonomy. In a current and modern scenario, it is from these conclusions, and
with the feedback of these results, that the knowledge produced can be incorporated
into a digital system, improving the accuracy of the tool [1, 14, 40].

Cognitive computing has made Machine Learning technology possible, as compa-
nies and institutions from different sectors use it to get closer to the customer and
make life easier, especially in virtual commerce. Still considering the guarantee of
data security, acting on several fraud attempts with stolen or cloned credit cards,
based on predictive analyzes, allowing systems to be able to quickly recognize and
stop most of these attempts, and even reduce costs [6, 41].

More precisely, technology can be described with a set of computational and
statistical techniques that can be used in different areas of modern society, from
medicine, agriculture, to business, and even the stock market. The technology is
based on algorithms that allow machines to learn about a particular field of analysis,
bringing quick and accurate answers to that specific field that has been “trained”.
ML is a type of Al that favors the way a computer understands and learns when it is
presented with new data, which are constantly changing [14, 15, 41].

In the modern context, technology can be applied to trends in vision and expecta-
tions about a particular product, customer shopping behavior, analysis of customer
sentiment by extracting meaningful information from customers, related to their
attitudes, emotions, and opinions, or even through inventory analysis and planning,
internal process improvements, among many other aspects that can be accomplished
by pre-processing algorithms using raw information that can be explored in search
of patterns. Or even evaluating the performance of machine learning employed daily
in thousands of operations in the Financial Market, guiding most decision-making
related to the proper investments to be made, and what are the best times for selling
and buying shares and assets [4, 7, 41].

Unsupervised Learning (Fig. 3) is the attempt to find a more informative represen-
tation of the available data, since in some cases, getting annotated data is extremely
costly or even impossible. Generally, this more informative representation is also
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simpler, condensing the information into more relevant points. Through this tech-
nique, it is possible to automatically find patterns and relationships in a data set
even without having any prior knowledge about the data. An example of a common
application today is the classification done in an automated way by emails [12,
41-43].

Supervised Learning (Fig. 4) is the area of Machine Learning that concentrates
most applications where most problems are already well defined. It is the attempt to
predict a dependent variable from a list of independent variables, this technique has a
basic characteristic related to the data used to digital training containing the desired
response, i.e., it includes the dependent variable resulting from the considered and
observed independent variables. In this perspective, the data are recorded with the
responses or classes to be predicted [12, 42, 43].

Among the best-known technics related to supervised learning problem solving
are artificial neural networks, linear regression model, vector support machine (kernel
machines), logistic regression, decision trees, nearest k-neighbors, and Naive Bayes.
As for decision trees, this visually represents an algorithm through a tree graph and
its possible consequences, this is a way to obtain a quick and wide view of the choice
possibilities available in a trade [12, 42, 43].

Classification is a Machine Learning process consisting of a subcategory of super-
vised learning, generally used to assign a category to some type of entry. Its use is
more common when the predictions are of a different nature, i.e., it can be answered
in a binary way with “yes or no”. An applicable context is the determination of a
person’s sex through an image. Like Regression it is another subcategory of super-
vised learning, but it is used when the value that is being predicted requires a more
complex answer than a simple “yes or no”” and follows a continuous spectrum. In an
applicable context are customer service chatbots to answer questions [2, 44].

Reinforcement learning is applied when the machine tries to digitally learn what
is the better action to take, depending on the circumstances in which that action will
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be executed. It is closely linked to the future context considering that this is a random
variable, i.e., as it is not known a priori what will happen, a digital approach that
takes into account this uncertainty is desirable, and is able to aggregate any changes
in the digital environment of the decision-making process of the best decision [44].

3.1 Deep Learning

Deep Learning is inspired by the learning capacity of the human brain by using
so-called deep neural networks, which speed up learning machines. This is a subcat-
egory of Machine Learning using neural networks with many layers of processing to
enhance machine learning. Deep neural networks are the first family of algorithms
that do not require manual resource engineering, given their ability to learn on their
own, processing high-level resources from raw data [42, 45].

This technique is able to use special types of neural networks to learn complex
patterns and read large amounts of raw data, making decisions in a much more agile
and accurate way based on data, which drastically reduces the chances of losses. It
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has been used, for example, in the automatic translation of languages without the
need for a human intermediary [43, 45].

The benefits of deep learning are in the development of diverse applications
working in computer vision, speech recognition, and language processing. Helping
to develop different areas through artificial intelligence such as object perception,
online automatic translation, and voice search recognition, among many others [45].

3.2 Natural Language Processing (PLN)

Natural Language Processing (PLN) is a subarea of Al that studies human communi-
cation by computational methods, it is the ability that computers have to understand
and generate human language. This focuses on understanding natural languages and,
thus, making it easier with technologies for everyday life. The term “processing”
means analysis and understanding, that is, related to the ability of machines to deal
with the way people speak and write, overcoming spelling errors, abbreviations,
ambiguities, slang, and even colloquial expressions, among others [46].
Considering that this technology is necessary since human language does not only
involve the understanding of words, what needs is that the machine is able to interpret
speech when the word has a double meaning, or even when the organization of words
in a sentence is not according to grammar, tone of voice among other aspects [47].
In general, all applications that use word processing can be transformed into PLN,
given the technology’s ability to make a machine understand the meaning of phrases
spoken and written by humans, either by text or by voice. Still pondering that in view
of the popularization of chatbots and intelligent FAQs (Frequently Asked Questions),
PLN provides the ability to deal with customers naturally, even if automated [48].

4 Discussion

Still pondering other benefits such as optimization of online ad campaigns in real-
time; analyze feelings in texts on social networks; improved user experience in online
search results; prediction of failures in various equipment; offering best offers for
each customer based on their navigation analysis; fraud detection and network intru-
sion prevention; spam filtering in e-mails and even pattern recognition in images,
among others.

It is recognized that digital cognition has brought a universe of new possibilities
that can be applied today, evaluating the context of application in banks through new
forms of relationship with customers, data protection, and prevention of financial
fraud. Still reflecting on the aspect of data analysis that allows the ideal products for
each customer to be offered in the online market in a personalized way and at the
exact moment of their needs. Or even touching on information security with respect
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to the development of new tools with the use of algorithms that identify suspicious
accesses and enhancement of unauthorized digital intrusion.

Thus, cognitive systems are the result of the convergence of significant advances
in various branches of computer science, from hardware aligned with more powerful
and cheaper processors and storage, natural language processing through Machine
Learning technologies such as neural networks and pattern recognition. Finally,
Machine Learning empowers machines by making the machine-human relationship
more conversational, personalized, contextual, and intelligent.

Al and Machine Learning are more and more common concepts for the applica-
tion of technologies in different situations of daily life, being in great evidence in
different instances of society, from search engines, social networks, media streaming,
virtual assistants even present in video games, and even in the public government
world related to citizen service, through chatbots as a tool that transforms the
communication and interaction of these bodies with their citizens.

Machine Learning is the area within Al that allows segmentation and standard-
ization of behaviors, allowing that through a sensor structure and even just a digital
environment, the machine uses algorithms to collect a huge volume of data, learning
from them, and then, making a determination or prediction about some behavior of
that data.

Machine learning contributes to smart cities as a solution to the main challenges
in the interaction between humans and machines, related to the computer’s ability
to understand what the user is asking or wants to request. With Machine Learning,
the city’s infrastructure has the ability to learn through interaction with the user
(inhabitant), enabling the crossing of information to identify exactly what the citizen
is demanding, or what needs to be met. Or even through digital bots based on Machine
Learning, it can contribute in different ways to the construction of smart cities,
enabling the creation of intelligent and efficient services for the population, with
the monitoring of data on transport, control over the use of services and real-time
monitoring of municipal security cameras.

Natural language processing is another advantage of machine learning, even
considering cultural variations, conjugation variations, typos, slang, and typical
Internet abbreviations. Allowing these bots to be programmed to offer information
about the climate, making it possible to respond to various variations of this same
intention and even to identify which city location the user wants the information
from, considering metropolises and megalopolises with a vast urban territory. Tech-
nologies that integrate with image, voice, and video is also a possibility with Machine
Learning, given that these audio messages can be transcribed with good precision
and can even generate responses in audio. Related that machine learning can make
user recognition by photo, to release some chatbot functionality.

With the proper technological management, cities start to become more secure,
efficient, and modern, with an organized flow of interconnected information, thus
reaching the level of smart cities. That is, through the use of technological solutions
for the management of energy, water, design, public lighting, and logistics, but also
ways to improve education, culture, politics, and the economy.
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Within this prism, the IoT is mainly concerned with connectivity and interaction
between the numerous devices, and even connected elements and scattered sensors,
the greater the ability to generate intelligence. Providing digital management of
related aspects such as water with respect to tracking water consumption, leak detec-
tion, and control, and through the utilization of sound sensors capturing the flow
frequencies in pipes, and through Al processing techniques to differentiate sounds
of pipes with normal flow and pipes with leaks, and even perform water quality moni-
toring. At the same time as with energy, it is possible to carry out automation and
tracking of domestic energy consumption, intelligent public lighting, and dynamic
electricity prices; and even mobility with respect to real-time public transport, predic-
tive maintenance of transport infrastructure, traffic lights, and smart parking; among
others.

Machine Learning applied in Smart Cities generates public transport optimization
since the technology can be applied at bus stops and through bots offer information
to users at transportation points and bus stations to digital systems that optimize bus
transport mesh with timesheets in real-time based on pieces of information such as
passenger volume, a daily report of the number of passengers transported, or indi-
cators of the vehicle fleet authorized to circulate providing public transport service
in the city, or even the number of daily trips per line. And so, companies will be
able to optimize services according to users’ demand, reflecting that it will be more
accurate about the arrival time of buses. Still aiming the Al applied in the analysis of
the users’ experiences by means of data collection, storage, and combined with other
Machine Learning techniques such as Deep Learning, promoting possible adapta-
tions to user paths, use of multimodal transport, and even expansion of the adhesion
to the network public transport by users.

Machine Learning can also be applied in Smart Cities derived from the manage-
ment of Al-based traffic systems giving cities the technological potential to upgrade
the analysis and monitoring of this data through intelligent traffic management,
traffic light control, camera monitoring, among other aspects. Also correlating video
systems allowing the identification and recognition of distinct modes of transport, or
even identification of accidents and the differentiation between vehicles and pedes-
trians, knowing where it occurred and avoiding congestion, by means of sensors
that collect information about traffic for the management of traffic lights, but also
generation of statistical insights on the movement of cars and people in urban
centers. Through the use of such data to analyze strategies and activate flow control
devices (predictive approach) for the future, still related aspects based on planning
for better control of natural resources and creation of more beneficial mobility condi-
tions, Machine Learning has sensors to detect traffic conditions and automatically
reprogram traffic lights.

With regard to security, Machine Learning can be used in Smart Cities allowing the
transformation of any analog or IP security camera into surveillance equipment that
generates important data for public security. Evaluating that through this, computer
vision technology can be used, identifying patterns of cars, license plates, faces,
and movements to improve the monitoring capacity. Since the technology allows
the quick identification of people who transit in the regions monitored by cameras,
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who through artificial neural networks are able to interpret data and perform facial
recognition, even if the environment has many people. Another great advantage
with respect to applicability is the fact that the poles have presence sensors for
energy saving when people are not passing by, making it possible to reduce costs and
increase the efficiency of public equipment. Still considering the video monitoring
systems allowing the counting of the volume of people in specific events, based on the
recognition and identification of individuals, or even through Machine Learning, it
is possible to indicate whether a certain route is evaluated safe for women, collecting
information through the scattered sensors related to the presence of movement of
people in the streets, presence of policing, open stores, real-time mapping of crimes,
detection of shots, public lighting or harassment, among other criteria.

Machine Learning can also be applied in Smart Cities with regard to monitoring
air quality through air quality sensors, which can create a network of sensors with
properties for capturing air samples, and performing analysis. And then inform its
quality by means of pollution indicators, by measuring particles of fossil fuel or
fires, managing to indicate in real-time the existence of fires foci near a forest that
represents a danger of devastation.

In Health, Machine Learning can be used in Smart Cities in some hospitals which
use technology to monitor processes. Still evaluating that technology can improve
treatments through machines capable of suggesting possible diseases that may affect
individuals over the years. Or even by means of a digital diagnosis carried out based
on the patient’s history and on the indicators identified in his exams, allowing for the
prevention or even starting certain treatments earlier.

Machine Learning can be used to optimize the collection and recycling of waste by
acting in order to optimize the selective collection, by means of cameras utilized both
in dumps as also in the recycling process, it manages to identify the types materials
and separate them for process recycling, reducing the risk of physical injury to
workers and increasing the recycling potential of these cities. Still considering that
waste management with sensors and smart tools results in logistics and monitoring
solutions, enabling the cleaning of public roads, as well as the efficiency of transport
cars. Generating a chain of benefits favoring the city dweller with regard to reducing
the rates of disease proliferation and contributing to the improvement of the urban
environment.

In Education, Machine Learning through bots also reaches teaching strategies,
adopting modern and innovative initiatives, providing more dynamic classes consid-
ering that students interact with virtual platforms to dialogue with teachers and
perform exercises. Assessing that with the use of an intelligent platform, the student
can more easily monitor their performance and identify the subjects that need
improvement. The intelligent system, also using algorithms, identifies each student’s
ability to understand the subjects and indicate which classes he needs to attend again
to reinforce the learning, and the teachers have the ability to monitor the individual
performance of the students. Relating that through Al technology it is an opportunity
to create smart schools and cities to encourage the active participation of students.

With regard to the exploratory question of the data, the analyzes range from
the behavior of citizens to the classification of emotional analysis on web platforms,
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dictating the opinion of these citizens about public administration and bringing essen-
tial data to the internal environment for changes in behavior and strategies, with these
adjustments aimed mainly at improving the care and services offered.

Machine Learning used as a planning tool is an essential tool for public admin-
istration planning as it switches from manual to automated activities. Considering
that in manual analyzes, the search for answers seems like a slow analysis, often
short-sighted and biased. The analysis through Machine Learning, in addition to
being fast, with hundreds or even thousands of crosses of collected data variables,
is impossible to be done by a human. Still pondering the analysis of data through
Machine Learning, it brings information that could have gone unnoticed in manual
analysis, given that the crossing of data by technology may be much deeper and
adequate to the needs of the public administration.

The challenges for implementing Machine Learning in Smart Cities are related
to the need for a mass of quality data, which can be obtained through a sensor
structure, however, investment is required. Still evaluating one of the main challenges
of smart city technologies is the issue of privacy, considering that human rights
become sensitive to the possibility of constant monitoring. As a result, privacy rights
need to be known so that Al applications do not create conflicts between the public
administration and citizens.

It is necessary that everything to be connected from cars, traffic lights, lighting
systems, public transport, even citizens, it must be networked, i.e., this requires
an efficient connection infrastructure that involves solutions such as fiber optics
or other sufficient connections. In addition to considering the proper planning and
preparation of these structures, with the investment in works for the adoption of
disruptive technologies, avoiding unnecessary expenses and loss of time in the future.

Another objection to the advancement of Al technologies is the concern with
sustainability, considering that these tools and solutions must be aligned with the
need for environmental conservation of the planet. Another key point is that there
are debates about the network infrastructure capacity necessary for communication
between devices and sensors scattered. To make interconnections feasible, problems
with the lack of internet signals in certain locations need to be properly addressed,
but this requires more investment.

Communication with residents are actions to create smart cities that communicate
efficiently, it is necessary, that it understands their behavior and listen to their wishes.
Actions focused only on technologies, result in a waste of money and time. Even
in one aspect, technology is a strong ally, allowing it to be monitor, analyze, and
understand the behavior of the population. It is necessary to meet the needs of citizens
and for the development of new smart cities, in this perspective technologies such as
chatbots through Machine Learning are essential to understand the needs of citizens
and even engage them in this process. Still looking for the use of technologies for
data analysis such as Big Data, improving the interaction of residents with smart
cities.

However, what makes management possible, based on the collection, reading,
and real-time processing of data, in order to generate insights, are the cognitive
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computing tools. Representing that through them, Al solutions become autonomous
and capable of making relevant decisions in the face of the information collected.

4.1 Role of ML for Secured Smart City

Digital security in smart city paradigms that range from robotic aspects to automatic
traffic management, or from home appliances to civic infrastructure, considering that
cities are connecting, ensuring that their smart device networks are increasingly vast
and Internet-enabled. In this approach, the secure digital control of infrastructures
becomes even more acute, given the spread of increasingly specific technologies such
as considering machine learning, neural networks, cognitive analysis, and even the
decision tree to detect targeted attacks and provide proactive protection against threats
future. Specifically, machine learning systems for cybersecurity require encyclopedic
knowledge and highly refined specific skills in a variety of fields including big data,
computational processing, and applied systems programming.

In smart cities, there are connected devices, from speakers or smart lights, which
can be vulnerable to digital criminals that allow access to a home network, connected
infrastructures such as buildings, highways, and traffic lights, which could be digitally
invaded, paralyzing companies or the city itself. In this context, cybersecurity extends
far beyond personal or corporate networks encompassing technological solutions to
protect city networks and, revolving around digital systems, whether at home or in
the workplace, given the increasing amount of data that is created by people, houses
and buildings, which is valuable for cybercriminals.

Considering that the concept of smart cities involves the adoption of massive
technology to improve public services such as health, environment, safety, food
and transport, considering that these connected devices must operate together in
homes, offices, and public spaces, considering the districts that already use sensor
networks to prevent natural disasters, citizens who use smart keys to pay for subway
tickets. However, there is still no standard for how these devices should operate or be
protected, without a digital security standard for connected infrastructure, it is crucial
that safety is always first during all systems control, from sensors to processing of
data in the cloud.

In this sense, it is worth noting that the smarter a city in terms of incorporating
technologies into its infrastructure, the more vulnerable it is to cyberattacks, consid-
ering that each “smart component” (connected) in the city becomes a potential target
to cyber attacks that can cause damage, sometimes immeasurable, both in value and
in extent. Thus, the main challenge of cybersecurity is the rapid evolution of the
risks to be managed, creating strategies to protect the digital system from known and
unknown risks, investing in more proactive and adaptive approaches.

A promising technology to increase the cybersecurity of smart cities in the face
of the complexity of scenarios related to events at different levels of infrastructure is
machine learning acting as a form of monitoring that helps to mitigate the continuous
risks of data loss and theft, performing machine analysis of the data environment to
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detect the most complex cyberattacks reliably and accurately. Whereas ML works
through continuous monitoring and real-time assessments, responding to security
attacks and incidents, and automating tasks making the digital attack prevention
system more effective.

As previously mentioned, machine learning algorithms are able to predict future
actions based on data analysis, allowing the detection of malicious activities that
could go unnoticed by a conventional antivirus. In addition to identifying threats,
it also allows automating actions, which, in short, means that it is possible to stop
digital attacks before it starts.

ML also helps ensure data protection without constant monitoring, related to cloud
computing that allows smart city digital users to use their private mobile devices to
access corporate information, since the tools themselves are able to perform actions
to interrupt cyber attacks, without invading digital privacy. Also mentioning that
ML includes network analysis and vulnerability assessment, presenting an adaptive
security platform that manages to filter data and transmit only potential threats to
human analysts, which reduces false-positive alerts.

Or even the use of ML technology is capable of using behavioral analysis since
social engineering actions adopt digital attacks that exploit vulnerabilities in users’
behaviors and actions. In this sense, ML allows thousands of computers, devices, and
users to be audited in time. real, in a single point of control, still analyzing information
from the network and offering protection from internal and external threats through
intelligent learning alerting about these potential risks.

Thus, ML has become an essential part of most modern cybersecurity strategies
as tools used to prevent cyber attacks, allowing decision making in an autonomous
or almost autonomous way with regard to the defense of information systems. In this
regard, itis recommended to adopt ML as a digital security approach combining other
technologies such as Deep Learning, capable of quickly detecting and controlling
even the most sophisticated digital attacks.

4.2 Challenges of Using Al in Smart City

The biggest obstacles to the inclusion of Al in Smart Cities are data, i.e., the lack of
useful and relevant data, free of built-in bias, and that do not violate privacy rights.
As well as the challenges of the business process, integrating Al in the functions of
a smart city, since this is one of the main factors that prevents the adoption of Al,
regarding the structural challenges, considering that when Al is built on platforms
that already exist, such as management systems, adoption is easier; and even cultural,
since people are still trying to deal with the implications of Al, what it can and cannot
do.

Or even related to the issue of the cost of tools and development of Al systems,
analyzing that the costs of labor and technology can be high. Since building new
Al systems is very expensive in terms of money and staff, considering those smaller
cities, it would mean having to hire a third party to do this specialized work.
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Legal and regulatory risks are a significant issue especially in regulated sectors,
considering the lack of transparency in Al algorithms, which should consist of a
model like a black box, for digital security criteria, but the model’s explainability
and transparency are still questionable. This makes it difficult for a smart city or a
department-specific to it, to explain its decision-making process to regulators, users,
government board members, and other interested parties.

Just as cybersecurity is a risk of using Al with respect to data collected inde-
pendently, and possible vulnerabilities in the Al solution itself. Even though Al
technology is increasingly being used to defend against cyber threats, it still brings
with it new digital security challenges, as a technology for cybercrime and cyber inva-
sion also becomes more widespread, containing the potential for malicious insiders,
capable of digitally poisoning training data aimed at creating Al algorithms for fraud
detection of all transactions and operations in a smart city.

5 Trends

Autonomous objects, such as drones, autonomous vehicles, and robots, will employ
even more Al to automate processes performed by peoples. In this regard, automation
will further explore Al delivering advanced behaviors that are able to interact and
respond more naturally to people and the environment [49].

Augmented Analytics is directed on a particular area of Augmented Artificial
Intelligence, which employs ML to transform the way analytical content is made,
shared, and consumed. The resources of this technique will be important for data
preparation and even data management, process mining, business management, and
even Data Science platforms. Still evaluating the trend in advancing rapidly along
the Hype Cycle (a graphical representation of the stages of a technology’s life cycle)
which is one of the most important sources of a trend in technology. Reflecting on the
employment of real-time event data directed for incident detection, identification, and
response and the sophisticated adoption of ML acting against threat intelligence that
with potential to increase the digital visibility of unknown cyber-risks and strengthen
the position of operations centers digital security. Pondering that aiming for the
maturity of this science and data technology in the context of cybersecurity means
empowering the digital resources with the Al techniques to act while minimizing
cyber-risks respective to false positives [50].

Realizing the significance of data science with respect to information security
and advancing the development of Al-oriented and enhanced solutions by providing
a digital ecosystem of Al models and algorithms, as also as creation and imple-
mentation of tools adapted to integrate Al resources and models into an intelligent
solution. The premise comes from, before providing or predicting the digital security
of business data and information, it is first necessary that this be interpreted, deci-
phered, and understood. From that, recognized which data represent the digital risk
at that moment, or in a universe of daily, weekly, monthly, or according to seasonality
analyzes, and thus make a decision. That is, in view of the digital existence of cyber
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risk in relation to the integrity and confidentiality of data and information, decision-
making will also be compromised, compromising digital fatality at the end of the
system structure. Representing a pragmatic view on the data life cycle, pondering
the fact that most cybersecurity experts use machine-based tools for digital security
operations [33, 51].

Or even reflecting on the trend in the volume of billions of sensors and termi-
nals connected in the environment, reflecting on the respective technology aspect
of a digital twin, i.e., a digital representation of an entity or system in the real
world. Considering that these “digital twins” will potentially serve billions of things,
reflecting in the improvement of the ability to visualize and collect the correct data,
apply the analyzes and rules and effectively respond to the determined objectives
[38, 39, 51].

Empowered Edge is another trend with regard to solutions that facilitate data
processing close to the source, more related to the computational topology in which
data and information are processed and collected, and even the delivery of content
is placed closer to the end of the network. What reduces traffic and latency, evalu-
ating the context of Smart Cities using Machine Learning nourished by data through
the Internet of Things (IoT), are roots of data generation normally associated with
sensors or embedded devices. Still pondering the use of Edge Computing technology
serving as a decentralized extension of the networks of the desired territory, i.e.,
the respective coverage of a single location, cellular networks, or even data center
networks. Assessing that Edge Computing technology and Cloud Computing tend to
follow evolution acting as complementary models, i.e., with distributed servers and
the network edge devices themselves, and not just cloud services managed only on
centralized servers [52, 53].

Conversation platforms tend to change the way users interact with the digital
world, given the technologies Augmented Reality (AR), Virtual Reality (VR), and
even Mixed Reality (MR), contributing as services of immersive experience. This
applied in the context of Smart Cities represents a change, combined in the models of
perception and interaction, increasing the ability to communicate with users in many
human senses providing a richer environment to provide differentiated information
[54].

Blockchain technology is an alternative to the centralized models of digital trust
that make up the majority of value record holders. Pondering those centralized trust
models by adding delays and costs to transactions. Blockchain affords an alterna-
tive trusted digital model, as the technology eliminates the requirement for central
authorities in arbitrating digital transactions. In other words, involving IoT, Al, as also
refined Blockchain technics, or encompassing chatbots and ML. Given this universe
of BigData, as also the digital quantity and quality of cyber-threats to all cyberspace
manipulated, altered, created, organized, or even with the disposal of information,
increasingly relates the digital complexity in the sphere of cybersecurity. This digital
complexity, however, is proportional to all this technological evolution. What requires
complex elements that support more sophisticated scenarios, which can be achieved
from current Blockchain technologies and concepts [29, 54].
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From the Smart Cities perspective, intelligent spaces are related to physical
or digital environments populated by humans and enabled by technology. From
that context, ecosystems are increasingly connected, intelligent and autonomous,
allowing multiple elements that include people, machines, processes, services, and
things in an intelligent space creating a more immersive, interactive, and automated
experience, whether through VR, AR, or even MR [7, 27, 28, 54].

Still relating a study by Webroot, he highlighted that 88% of cybersecurity soft-
ware have in general Al-based solutions, most usually aimed at malware identifica-
tion and detection, IP spoofing, and even pharming identification and detection. This
represents the strength that data science, increasingly, in this context of cybersecurity
with AI [55].

Training ML models with adequate data to identify and recognize threat events
that dynamically evolve in real-time, including the use of third-party threat exchange
data and even internal network data for full visibility. Considering that environments
according to the Smart Cities premise must be safe, with analysis mechanisms and
the ability to identify, integrate, and adapt to the scenario of the changing event in
real-time. Applying decision-making processes, processing, and the use of tools to
extract information from data, unifying statistics, data analysis, and related methods
supporting digital knowledge management. Meaning to understand and analyze real
phenomena from data., i.e., capture, study, sharing, transmission, and visualization
of vast volumes of data [4, 9, 55].

The next step related to chatbots is to boost Machine Learning when it comes
to developing robots that are capable of learning on their own. Through cognition
systems allowing technology when analyzing user responses that are not in the bot
database, to be able to interpret the user’s emotion. Based on the words used or even
in the tone of voice the tool is able to recognize the mood of the user so that it
can adapt the way of communicating with it, with other approaches and suggestions
[4,9, 55].

6 Conclusions

The administration of smart cities can be increasingly efficient through the use of
data collected in real-time combined with the skills of computational intelligence,
i.e., Machine Learning and its aspects. What through technology is possible to learn
more and more about the city and, consequently, apply this knowledge to improve
infrastructure, security, and resource allocation. Assessing that much of the public
infrastructure of large centers and metropolises are used in excess, inefficiently, or
even not used. And since the use of real-time information is shared between people
and even the digital infrastructure, it can be useful in several situations.

In this context, Al, Machine Learning improves urban systems and city manage-
ment, still pondering that from the context of Smart cities, not only technology, but
communication is also necessary. The basic premise is to use technology [56-59] to
improve the lives of citizens and expand the technological concept throughout the
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installed smart city model. Assessing that within the new modern paradigm, urban
environments have ceased to be only digital to become centers of communication,
operation, and interaction between different devices, with the aim of improving the
lives of residents, as well as government management. The idea of a smart city is
grounded on the use of innovative technologies, services, and management, which
make management more efficient, enhance the quality of life of its residents, while
also taking into account areas such as mobility and access to services, and providing
a more economically and environmentally sustainable city. This adjective “intelli-
gent” adds the premise of a society that generates an infinity of data in real-time,
from different sources. Which, through Big Data and Machine Learning, favors the
idea of a city that intensively uses modern interconnected technologies to manage
and improve people’s quality of life.

The differential of these concepts applied to cities is that it focuses on alternatives
to use technology to promote sustainability and connectivity. A smart city tends to
create a digital infrastructure capable of working together with autonomous cars,
public Wi-Fi, and an entire infrastructure with the latest technology. It values urban
mobility and the construction of green spaces, or even allowing traffic control with
the use of underground sensors. This makes it possible, for example, to reprogram
traffic lights when there is a lot of traffic, or even add a pneumatic system around
the city to manage waste, avoiding the need for garbage collection trucks, and more
distribution of carbon dioxide throughout the environment. The use of Alis grounded
on the premise of optimizing, and expanding the digital reach among diverse opera-
tions, considering intelligent algorithms to identify and recognize patterns and, thus,
become able to carry out forecasts and actions with velocity and accuracy. The digital
efficiency of these algorithms depends on the volume and quality of the data, which
can be obtained by sensors, applications, cameras, among others. The adoption of
Machine Learning and Al tools strengthen and play a significant role in identifying
possible risks, hunting for threats, and even for security incident response programs.
That is why it is not enough to have a Security Operations Center in a Smart City,
but around it, there must be a digital structure that shares the equivalent concerns as
the cybersecurity team seeks to strengthen defenses against digital threats.

The use of Al and Machine Learning is associated with the concept of smart
cities with respect, which in these types of cities have characteristics related to the
use of management strategies, projects, and technologies aimed at increasing the
quality of life of denizen and greater efficiency in resources and services provided.
If digital refers to use itself, being smart means using technology in the best possible
way, with several applications working at the same time to impact the city in its
entirety. Considering that an intelligent urban space makes it possible to manage its
resources, municipal services, public security, and infrastructure through Al tools
and their aspects, data science, and even IoT.
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