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Chapter 14
Digital Farming and Field Robotics: 
Internet of Things, Cloud Computing, 
and Big Data

Dimitrios S. Paraforos and Hans W. Griepentrog

14.1  �Introduction

The demand for agricultural production is increasing, due to the 60–70% expected 
increase in food demand by 2050 (Porter et al. 2014). The increased production will 
have to face the challenge of sustainable farm management through optimized use 
of the available natural resources with a limited environmental impact, to meet the 
societal challenges of Sustainable Development Goals (United Nations 2015), such 
as food security and resource use efficiency. Advances in many disciplines of tech-
nology could provide their service toward giving solutions to this challenge.

Widely used precision agriculture (PA) techniques and tools, combined with 
technological developments in the Internet of Things (IoT), cloud computing, and 
big data analytics, are expected to bring the fourth revolution in farming and food 
production. This agricultural revolution, which in many cases is being referred to as 
“Agriculture 4.0” or “Digital Farming,” follows the previous three revolutions. The 
first agricultural revolution took place around 10,000 BC and was characterized by 
the domestication of plants and animals. The second agricultural revolution was 
prompted by the industrial revolution during the nineteenth century when farming 
became mechanized and commercial with the development of new inventions and 
technologies. The third revolution or “Green” Revolution was a period when the 
productivity increased drastically as a result of new advances. During this period, 
high-yield crops were developed and introduced, and also new chemical fertilizers, 
synthetic herbicides, and pesticides were created.

The digital transformation of agriculture is being facilitated by the emergence of 
technologies focused on data acquisition and data management, which are expected 
to have a profound impact. The IoT is in the core (Fig. 14.1) as it is the connection 
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with the physical world where various sensors and devices continuously monitor 
and control environmental variables related to atmospheric conditions, soil state, 
and biomass of biological organisms. As IoT devices are not always reachable in 
real time, due to energy-saving issues, the recorded timestamped information is 
transferred to the cloud through network gateways, in order for the data to be avail-
able for cloud-based IoT applications. Cloud computing technologies offer new 
possibilities in terms of storage and computation. Big data analytics are one level 
higher where data mining is being performed to detect trends, patterns, and associa-
tions, but also possible deviations. Digital farming, as was described above, requires 
this entire architecture in order to be able to support the farmer in everyday decision-
making. An indispensable aspect of digital farming is field robotics as the latter act 
as the implementing component of the decision-making process. Agricultural 
robots, together with intelligent and highly automated agricultural implements, are 
responsible for the precise execution of agricultural operations (spraying, pruning, 
harvesting, etc.).

Since digital farming is being formulated as a highly cognitive system, it is nec-
essary to have the layered architecture presented in Fig. 14.1, in order to acknowl-
edge the increased complexity from one level to the other. The lower level of IoT 
can potentially operate as a stand-alone procedure in a reactive manner as closed 
loops can perform deterministic actions based on sensed data. Cloud computing 
techniques enhance manipulation of the acquired data, while big data technologies 
(including deep learning) introduce an associative formulation by linking sensory 
inputs with well-established patterns (Strube 1998). Digital farming being at the 
higher level of cognition requires knowledge, experience, and sensing and, thus, 
includes all previous technologies in order to achieve its mission.

The aim of this chapter is to give an overview of the offered technologies related 
to IoT, cloud computing, and big data from an agriculture-related perspective. The 
basic principles of each technology but also the emerging trends that could poten-
tially have a profound impact in the agricultural domain will be also presented. One 
specific objective is to define a conceptual architecture that integrates all mentioned 
technologies and how these will interconnect in the future toward making Agriculture 
4.0 a reality.

IoT

Cloud 
Computing

Big Data

Digital 
Farming

Fig. 14.1  General 
architecture of digital 
technologies in agriculture
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14.2  �Internet of Things (IoT)

It is difficult to provide a unified definition of IoT as many exist due to the rapid 
penetration of the related technologies into our everyday life. Irrespective of all 
ambiguous definitions, everyone agrees that the IoT is an emerging technological 
paradigm where smart devices (Things) are equipped with sensors but can also act 
in order to control the physical world. The devices are assigned unique identifiers 
and can connect to the Internet but also interact with each other (Borgia 2014) form-
ing a wireless sensor network (WSN). Based on the latest technology advances, it is 
becoming clear that the IoT is moving gradually to the cloud. In order to save 
energy, the IoT devices are unreachable most of the time. Nevertheless, the informa-
tion should be always available for the application. Thus, a mirrored entity is being 
created in the cloud which holds all the information acquired from the physical 
entity (Atzori et al. 2017). By forming this cyber-physical ecosystem, the real and 
the digital world are in continuous interaction offering the user the capability to 
have a deeper and detailed view into the physical world.

14.2.1  �IoT Architecture

A four-stage IoT architecture (Fuller 2016) is presented in Fig. 14.2. Stage 1 con-
sists of all the “Things,” typically sensors that collect environmental data such as 
temperature, humidity, soil properties, etc. In many cases, the Things can also be 
actuators with the purpose to vary the physical conditions based on the decision that 
is taken in situ or at a higher cognition level. At Stage 2, the data are being aggre-
gated and converted into digital streams. Data preprocessing before entering the 
cloud and the data center takes place at Stage 3 by edge processing systems. Finally, 
at Stage 4, the data are stored on back-end cloud systems, and a thorough in-depth 
analysis is being performed. At this stage, advanced cloud-based systems and 
sophisticated big data techniques are being utilized (Popović et al. 2017).

14.2.2  �IoT Hardware and Platforms

The last years the number of vendors offering IoT hardware platforms is increasing 
rapidly (Ray 2016). In Table 14.1, five widely used platforms are presented and are 
classified according to key parameters such as processor, memory, communication, 
logic level voltage, I/O connectivity, flash memory, operating temperature, power 
supply, and dimensions. The cost varies among offered platforms and at the moment 
this comparison was performed was from $30 up to $200 based on the offered hard-
ware capabilities and programming interfaces.

14  Digital Farming and Field Robotics: Internet of Things, Cloud Computing…
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14.2.3  �Applications in Agriculture

The IoT has found wide implementation in agriculture with numerous applications. 
In order to categorize the various applications, three main domains have been iden-
tified: open-field farming, livestock farming, and protected agriculture. More details 
related to each category are presented in the following subsections.

14.2.3.1  �Open-Field Farming

In open-field farming, the focus is on monitoring soil conditions such as tempera-
ture, moisture, pH, etc. Climate conditions and air monitoring are also examined by 
measuring temperature, humidity, and radiation (Talavera et al. 2017). Crop plant 
monitoring is being investigated by the detection of weeds, pests, and animal intru-
sion into the field, while crop growth is also being examined using IoT (Sreekantha 
and Kavya 2017). Irrigation control is of high importance as the proper amount and 
timing can minimize crop water stress and lead to water waste reduction. In this 
direction and toward developing an autonomous precision irrigation system through 
the integration of a center pivot irrigation system, an underground WSN was 

Cloud
(Analyltics, Prediction,

Integration)

Sensors and Actuators

Data Acquisitions Systems
(IoT Gateway)

IoT Edge Devices
(Preprocessing)

{The Things: Sensors collecting data 
from the environment and actuators 
varying the physical conditions.

{The collected data are being 
aggregated and converted into digital 
streams.

{Crossing the realm of IT: Data 
processing before entering the data 
center.

{In-depth processing by also utilizing 
Big Data techniques. Application and 
Presentation. 

Fig. 14.2  A four-stage IoT architecture
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examined by Dong et al. (2013). The last years the tractor and implement commu-
nication data are also collected and analyzed. Paraforos et al. (2017b) connected an 
IoT device to the CAN bus diagnostics interface of the tractor, to inform the farmer 
regarding the performed agricultural operations.

14.2.3.2  �Livestock Farming

An important contribution of IoT in livestock farming is related to animal tracking 
and behavioral analysis. Parameters such as animal health, proper insemination 
time, and reproductive health problems are monitored (Vannieuwenborg et  al. 
2017). Automated detection of lame animals, which produce less milk and have 
other problems, is being performed by collecting data from inertial measurement 
units. Analysis of these data reveals impaired movement or deviation from normal 
gait or posture (Haladjian et al. 2018). Other parameters include extreme climate 
condition detection that has an important impact on animal welfare, environmental 
conditions of a beehive, but also odor and hazardous gas monitoring.

14.2.3.3  �Protected Agriculture

Greenhouses are highly intensive production systems that justify the use of advanced 
technologies such as IoT. High-precision monitoring and control systems are being 
implemented including micro-climate and crop sensing, valves and controllers for 
fertigation, and integrated pest management (Tzounis et al. 2017). The last years a 
novel farming system has emerged called “Vertical Farming” in which the crops are 
being cultivated inside buildings and in layers above one another, under a fully con-
trolled and closed environment. In these systems, IoT devices are used to sense but 
also control various physical variables such as moisture, nutrients, light, and oxy-
gen. Artificial lighting is offered by rows of LED grow lights, while plants are usu-
ally irrigated with recycled water by spraying the exposed hanging roots, suspended, 
from the crops.

14.2.3.4  �Challenges in Applying IoT in Agriculture

One of the biggest challenges of applying IoT in agriculture is that the devices are 
exposed to harsh environmental conditions. Factors like extreme temperatures with 
a high variation, high humidity and intensive rainfall, strong wind, solar radiation, 
machine operation, and animal movement causing displacement and vibration are 
introducing problems to the proper functionality of the sensors and the electronic 
circuits. Since most of the IoT applications are based on wireless communication 
(e.g., WSN), the batteries that are used for power consumption offer a limited flex-
ibility in functioning without surveillance for a longer period (Jawad et al. 2017). 
Except device-related problems, the harsh conditions are responsible for network 

14  Digital Farming and Field Robotics: Internet of Things, Cloud Computing…
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issues as well. A low wireless link quality affects the transceivers and the quality of 
the transmitted data (Villa-Henriksen et al. 2020), while the calculation of the signal 
strength in that case can be highly beneficial in assessing signal quality (Reiser et al. 
2017). Another component has to do with security challenges. Authentication, con-
fidentiality, and data privacy need to be secured against all possible external threats 
providing that only authorized users will have access to the collected data (Tzounis 
et al. 2017).

14.3  �Cloud Computing

Cloud computing is on-demand computing services (e.g., databases, storage, net-
working, servers, software, analytics, etc.) over the Internet where the provider 
charges the user based on usage. The creation of virtual machines, by leveraging a 
distributed system consisting of a collection of interconnected and virtualized com-
puters, enables the user to utilize elastic resources based on their current needs. The 
shift to cloud computing significantly reduces the cost of buying new hardware and 
software but also increases speed as IT resources can be provisioned in some min-
utes. Furthermore, factors as the high level of performance and reliability, especially 
when connected with IoT (Stergiou et al. 2018), contribute to the wide expansion of 
cloud computing technologies.

14.3.1  �Cloud Services

The three main types of cloud computing service models are:

•	 Infrastructure as a service (IaaS): a vendor provides users access to preconfig-
ured computing resources such as storage and networking, servers, and virtual 
machines. Popular IaaS offerings are Amazon EC2, IBM SoftLayer, Microsoft 
Azure VM, and Google Compute Engine (GCE).

•	 Platform as a service (PaaS): the cloud is used to deliver an on-demand environ-
ment to users for developing, testing, delivering, and managing software applica-
tions. Widely used PaaS products are Google App Engine, IBM Bluemix, and 
Apache Stratos.

•	 Software as a service (SaaS): it is a method for delivering software applications 
over the Internet, on-demand and typically on a subscription basis. SaaS offer-
ings are the most widely visible of all the cloud computing service models. Two 
of the most popular SaaS applications include Microsoft Office 365 and Adobe 
Creative Cloud.

D. S. Paraforos and H. W. Griepentrog
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14.3.2  �Emerging Architectures of Cloud Computing

New cloud computing technologies are emerging due to the development of large-
scale applications. They move closer to a virtualized infrastructure and deal with 
factors such as scalability, flexibility, and privacy. In a review by Varghese and 
Buyya (2018), four new computing models are identified:

•	 Volunteer computing: Public participants share their idle computing resources to 
create an ad hoc cloud. It is expected to have an important implementation on 
projects with a societal or scientific focus.

•	 Fog and edge computing: Computational resources on edge nodes are being lev-
eraged. This technology is strongly connected with the use of IoT as it was 
described in the previous section.

•	 Serverless computing: This doesn’t mean there aren’t any servers, but instead the 
applications are being executed only when it is necessary and not all the time. 
Function as a service (FaaS) is a form of serverless computing.

•	 Software-defined computing: Using virtualization technologies, the infrastruc-
ture can be broken up into resources that can be allocated on demand. This 
applies not only to networking but also to computation and storage.

14.3.3  �Cloud Computing Implementation in Agriculture

One of the most important implementations of cloud computing in agriculture is the 
farm management systems (FMSs). The use of FMSs has widely expanded the last 
years which nowadays are regarded as important tools for managing the agricultural 
business and for implementing precision agriculture principles (Fountas et al. 2015). 
In order for a farmer to receive valuable information, all details related to the per-
formed agricultural operations should be carefully recorded and imported into the 
FMS. This is why the combination of a cloud-based FMS with IoT sensor data is 
very promising for future systems. Furthermore, a cloud-based FMS can be inter-
connected with open agriculture-related databases (e.g., weather forecasting) or 
even an interface for receiving online agriculture consultation from advisors 
(Symeonaki et al. 2017).

As the level of communication of the infield autonomous systems with the cloud-
based infrastructure is expected to increase in the next years, issues related to opera-
tional safety and resilience will need to be addressed. Challenging aspects, including 
unplanned cloud failures or hardware malfunctions that are highly possible to occur 
due to various reasons such as natural disasters or even targeted attacks, should be 
taken under consideration. Another important topic that could hinder farmers to 
adopt cloud computing tools is that reliable and broadband Internet access in rural 
areas, which are less densely populated, has not yet been achieved resulting in a 
digital divide compared to urban areas.

14  Digital Farming and Field Robotics: Internet of Things, Cloud Computing…
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14.3.4  �The Future Internet Ecosystem

An important example of innovative ICT tools that have emerged in the last years 
based on cloud computing is the Future Internet Public-Private Partnership Program 
(FI-PPP 2011), which was launched by the European Commission in 2011. The 
overarching aim of the FI-PPP is to create a library of software components that are 
called Generic Enablers (GEs). The GEs should be public and open-source and 
allow developers to create mash-up applications by implementing innovative FI 
functionalities such as IoT connectivity and big data analytics. All GEs are devel-
oped and described in detail as a set of application programming interfaces (APIs) 
in the FIWARE platform (FIWARE 2020). The FIWARE architectural chapters are 
provided in Fig. 14.3. The usability of FI technologies in the context of environmen-
tal applications has been thoroughly examined by Granell et  al. (2016), while 
Paraforos et  al. (2016) described an FMS architecture that utilizes advanced FI 
characteristics.

14.3.5  �Fog and Edge Computing

One of the emerging technologies that were mentioned above, which is expected to 
have a substantial impact in agriculture, is fog and edge computing, where cloud 
services are extended to the edge of the network to decrease the latency and network 
congestion (Ferrández-Pastor et al. 2018; O’Grady et al. 2019). Both these tech-
nologies offer similar functionalities, and their main purpose is pushing both data 
and computational intelligence to platforms with data analytic capabilities that are 
located either on the IoT device or near to the source of origination of the data. The 
term fog computing was first used by Bonomi et al. (2012), while its main feature is 
to extend cloud computing services at the edge of the network (Moysiadis et al. 
2018). The primary difference between fog and edge computing is the location 
where data processing occurs. For edge computing, the computation takes place 
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mainly on the devices with the IoT-connected sensors, while fog computing exists 
between the two layers (i.e., edge and cloud computing) and can be distributed in 
different locations serving a higher number of edge devices.

14.4  �Big Data

Agriculture-related data are approaching the dimension of the 3 + 1 “Vs” that char-
acterize big data: Volume, Velocity, Variety, and Veracity (Zhang et  al. 2018)  – 
Volume due to the produced amount of terabytes of data; Velocity for the increased 
pace that these data are becoming available to the user; Variety due to the heteroge-
neity of data sources, e.g., combination of structured and (semi-)structured data; 
and Veracity that deals with the quality and validity of the data (Lokers et al. 2016). 
Other studies add two more Vs in the definition: Visualization for facilitating the 
human interpretation of analyzed data and Visibility on efficiently processing geo-
spatial data based on cloud computing technologies (Li et al. 2016). Big data analyt-
ics on the combination of machine data sets, with the sensor and unmanned aerial 
vehicle (UAV) data, could reveal hidden patterns, correlations, and other insights 
that are not detectable when using conventional methods for data analysis (Karmas 
et al. 2016).

14.4.1  �Agricultural Geospatial Big Data

Geospatial data have the form of (a) raster data (images, 3D objects), (b) vector data 
(points, lines, polygons), and (c) graph data (nodes, edges paths). The term “geo” 
implies that the data correspond to a global coordinate reference system. Geospatial 
data have always been big data due to the vast amount of location-specific data that 
is being generated every day (Lee and Kang 2015). Sources of spatial data are air-
borne data coming from drones or satellites but also infield sensors such as IoT or 
mobile devices, cameras, etc. A necessary tool to store, integrate, analyze, and pres-
ent geospatial data is a geographical information system (GIS).

One important source of agriculture-related data is the agricultural machines’ 
subsystems. Different sensors and electronic control units (ECUs) that are installed 
on the tractors or agricultural implements produce data and communicate through 
control area network (CAN) bus by utilizing the ISO 11783 (commonly designated 
as ISOBUS) and J1939 communication protocols. Although the use of these data is 
intended for the correct operation as well as for the real-time inter-machine com-
munication (Kortenbruck et al. 2017), the analysis of these data, when combined 
with positioning information from a global navigation satellite system (GNSS), 
could reveal valuable information about the performed agricultural operations but 
also the cultivated crop (Paraforos et al. 2017b). Details regarding the analytics of 
these data will be presented at one of the following sections.
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14.4.2  �Big Data Technologies

Conventional data analysis tools and techniques are not sophisticated enough to 
cope with big data and handle the vast and complex amount of data streaming from 
various sources. Thus, new technologies have been developed in the last years that 
are specialized in big data analytics by leveraging cloud-based resources. A charac-
teristic example of an architecture that deals with geospatial big data is being devel-
oped in the frame of the BigGIS project (BigGIS 2020). This architecture (Fig. 14.4) 
includes most of the widely used toolboxes in big data analytics. The data sources 
vary and span from sensor data up to citizen sensing. In the specific architecture, 
StreamPipes works as an IoT platform which allows to integrate, process, and ana-
lyze big data streams by minimizing at the same time the programming effort as it 
uses graphical modeling. Although Apache Flink is specialized in analyzing IoT 
sensor data, Apache Spark featuring GeoTrellis could be incorporated when pro-
cessing geographical data (e.g., raster or vector data). An important tool in the big 
data analysis layer is the concept of deep learning. The latter uses supervised and 
unsupervised techniques for data classification and data extrapolation (forecasting). 
Two common deep architectures of deep learning that are being implemented in big 
data analytics are the deep belief networks (DBF) and the convolutional neural net-
works (CNN) (Jan et al. 2017).

In order to handle the communication between the data processing elements, i.e., 
nodes, within the analytics pipelines, the Apache Kafka and the ActiveMQ could be 
utilized as message brokers. The Apache Hadoop software library and Exasol, 
CouchDB, and RDF4J are some of the offered storage back ends for the distributed 
processing of large data sets. The middleware is also responsible for the connection 

Fig. 14.4  Overview of offered big data technologies (Adapted from Abecker and Kutterer (2018), 
with permission)
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with every possible data sink. The most important is to offer an API (application 
programming interface) to allow third-party software to communicate with the 
developed software ecosystem. The “Container Management” solutions like 
Rancher/Kubernetes support the whole software production chain, from software 
development up to testing and deployment in order to make the use of a container 
tool as efficient and effective as possible. Finally, the entire infrastructure is based 
on cloud computing technologies such as the Amazon EC2 (bwCloud in the specific 
example of Fig. 14.4).

14.4.3  �Data Privacy and Ownership

Although the gradual shift to big data analytics and smart farming appears as an 
economic opportunity, it also raises important questions related to data privacy 
(Whitacre et al. 2014) and the balance that should exist between private and public 
open data as this is the core issue of the adoption decision for many hesitant farmers. 
Such questions are:

•	 Who owns the data generated on and around the farm?
•	 Who has control over the data?
•	 Who has access to the data?
•	 Who is entitled to the value of the data?

Mostly, “the farmer” is the answer to the first question. It is the farmer who 
decides (and thus gives permission) to share or sell his/her data. Still, it is not always 
so clear. What if the activity in which the data is generated is performed by an exter-
nal person or third-party software? Does the application of particular software mean 
that a service provider becomes a data owner? There are actors who create data 
(farmers), those who collect (brokers) and those who analyze (analysts). Currently, 
the last ones shape the rules deciding how the data will be used and who is provided 
access, but farmers should be assured that their knowledge and decision-making 
capacities will not be replaced by algorithms, as they should always be the ones tak-
ing the last decision.

14.4.4  �Open Agricultural Data

In the discussion regarding data related to agriculture and nutrition, open data con-
cept plays an important role; that is data that anyone can access, use, or share to 
shape solutions by enabling more efficient and effective decision-making. According 
to Kunisch (2016), big data technologies offer new opportunities in giving answers 
to complex issues; thus, a public-private partnership framework, in terms of open 
source and open access, would be an appropriate platform for agricultural produc-
tion and research data storage and exchange. This is also witnessed by open data 
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initiatives, such as the global open data for agriculture and nutrition (GODAN), 
which aims to make agricultural and nutritionally relevant data available, accessi-
ble, and usable for unrestricted use worldwide. By leveraging open agriculture-
related data, the outcome of big data analytics, except the high importance for the 
farmer, by providing decision support on sustainable land management, would also 
be beneficial for farmer advisors, public authorities, and policy-makers (Carolan 
2015) toward making decisions for giving solutions to societal challenges.

14.5  �Digital Farming

Although the technical capabilities of precision agriculture are already well devel-
oped, the precision and the efficiency of the application could be further enhanced 
shifting toward smart agriculture adapted to the new digital era. The greatest poten-
tial lies in leveraging multisource data and all previously described technologies to 
enhance already existing agronomical algorithms. The overarching aim is to mini-
mize yield gaps in order to allow farms to be more efficient but also more profitable, 
safe, and environmentally friendly.

14.5.1  �Automated Robotic Farming

One of the main components of digital farming is the utilization of autonomous 
agricultural vehicles. This component is responsible for closing the loop that starts 
with infield sensing, continues with cloud-based data analysis, and ends up again in 
the field where the necessary actions need to be taken with the highest possible 
accuracy. Recent technologies that are discussed in this chapter, in combination 
with artificial intelligence progress, will lead to the new agricultural era (Saiz-Rubio 
and Rovira-Más 2020). Nowadays field robotics are dominating agriculture per-
forming all kinds of agricultural operations with a proliferating number of commer-
cial products (e.g., Naïο Technologies, Saga Robotics, Robotti Agrointelli) but also 
research efforts such as weed control (Wu et  al. 2020), apple harvesting (Silwal 
et al. 2017), and robot-human collaboration (Vasconez et al. 2019), just to name a 
few. A future trend is to use collaborative and cooperative behavior in a fleet of 
robots that will offer the opportunity to spread tasks over multiple platforms. This 
will reduce the damage caused by heavy conventional agricultural platforms on the 
soil or existing crops (Duckett et al. 2018).
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14.5.2  �Increased Accuracy

As digital farming will be using in the future sophisticated technologies such as 
robots and autonomous vehicles for implementing precision agriculture principles, 
high infield position accuracy is at a high priority. Innovative instrumentation should 
be considered toward reaching this higher level of accuracy. A device offering an 
accuracy at the millimeter level is a total station (TS). Commonly, this device is 
used in the domain of civil engineering and provides a higher accuracy compared to 
satellite-based positioning systems. Paraforos et al. (2017a) utilized a highly accu-
rate industrial robotic manipulator to examine if a robotic TS can offer millimeter 
accuracy for demanding agricultural operations. The obtained results validated that 
this device would play an important role in the future in agricultural operations 
related to individual plant treatment. Afterward, the TS was used to examine the 
seeding depth for each individual seed in cereal no-till sowing (Sharipov et al. 2017, 
2018) but also to produce a three-dimensional reconstruction of maize crop plants 
(Vázquez-Arellano et al. 2018a, b).

14.5.3  �Automated Farm Management Systems

A common problem in farm management is that the agricultural tasks are not 
recorded properly; additionally, a farmer often neglects to gather all necessary data 
and import them into an FMS (Paraforos et al. 2016). A solution that appears prom-
ising is to utilize agricultural machinery communication data (Paraforos et al. 2019). 
The connection of ISOBUS with an FMS has been described in detail in Part 10 of 
the standard (ISO 2015). Software architecture was developed by Paraforos et al. 
(2017c) to automate a commercial FMS, named ifarma (Agrostis 2017). The data 
flow of this architecture is presented in Fig. 14.5. Machine data from ISOBUS com-
munication were collected, analyzed, and aggregated into agricultural tasks. A 
stand-alone application was developed using MATLAB and was installed at the 
remote cloud-based server. The ISOBUS service was calling the MATLAB App by 
passing the acquired ISOBUS data. Initially, in this App, the data were filtered using 
the information from the rear hitch positions (SPN 1873) and the ground-based 
machine speed (SPN 1859), to extract only the infield data from the complete data 
set. The ISOBUS service generated the performed tasks with all related data, and 
this information was forwarded to the ifarma service that was responsible for stor-
ing this information in the FMS database and for presenting it to the user using the 
App’s graphical user interface.
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14.5.4  �Data-Driven Digital Agriculture

Figure 14.6 presents a scientific-technological approach and the software architec-
ture for data-driven agricultural applications where all previously described tech-
nologies are utilized. The architecture is based on the fusion, management, and 
intelligent analysis of manifold kinds of agricultural data based on IoT technologies 
(and recently IoS  – Internet of Services), especially (i) data from agricultural 
machinery, connected through the ISOBUS; (ii) open data as provided, for instance, 
by public administrations or other providers of open data for agriculture (like KTBL 
in Germany); (iii) sensor data originating from WSN in the field; and (iv) remote-
sensing data generated by UAVs and satellites.

Such domain- and goal-specific analysis, reporting, and visualization functions 
will produce (a) precise inputs for innovative algorithms to support daily as well as 
strategic agro-technical and agro-economic decisions, as well as (b) the prerequisite 
for innovative agricultural data products and data services. Such data products can 
become the starting point for an agricultural data economy, for instance, helping 
agricultural advisors to improve their services or helping farm inputs suppliers to 
improve their products and to optimize their marketing and logistics processes. As 
a “side-product,” the overall data infrastructure can also facilitate all reporting and 
data communication processes between farmers and public authorities or even from 
farmers to the general public (“Agricultural Open Data”), thus increasing farm man-
agement efficiency and supporting policy-making, nature protection, food produc-
tion transparency, etc. This leads to a holistic FMS which, based on formerly 
underexploited data sources, data connectivity, and intelligent analyses, can deliver 
completely new levels of insights and decision support regarding farm operations 
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and management, especially with the ability of better spatially enabled and longer-
term analyses.

14.6  �Summary and Concluding Thoughts

It becomes clear that the farm of the future will be highly connected. Various sen-
sors installed in the field but also agricultural machinery performing operations will 
constantly record, process, and transmit information to the cloud-based infrastruc-
ture for storage and in-depth analysis. Actuators and autonomous vehicles will be 
responsible for implementing the farmer’s strategy, which will be supported by the 
results of the aforementioned analysis. The entire architecture will be based on a 
multilevel automation ecosystem, starting from simple closed-loop systems, i.e., 
irrigation, up to more complex systems with a higher level of cognition such as 
machine coordination.

A cutting-edge future technology that is expected to have a profound impact on 
agriculture in the next years is the concept of digital twins. The latter are already 
becoming available in other scientific disciplines, such as automotive and industrial 
informatics (Schluse et al. 2018). The digital twins are virtual, digital equivalents to 

Io
T

Cl
ou

d
Co

m
pu

tin
g

Bi
g 

Da
ta

 
An

al
yt

ic
s

SensingControl

Storage

Holistic 
FMS

Agronomical Algorithms
(productivity calculation, 
fertilization optimization, 

yield prediction, etc.)

Analysis

Data Lake

RobotsMachinery WSN Remote

Advisors
Public Authorities

Farmers

Decision
Support

Big Data Services

New Data Products
(Harvest maps, Seed 

maps etc.)

Reports & Open 
Data (nitrogen usage, 
harvest quantities etc.)

Seed Sell

Advice
Regulate

Inform... ... ...

Presentation

Harverst...

Fig. 14.6  Structural ecosystem for data-driven agricultural applications (Courtesy: Wassilios 
Kazakos, disy Informationssysteme GmbH, modified)

14  Digital Farming and Field Robotics: Internet of Things, Cloud Computing…



382

physical objects that provide a thorough representation of the object and the context 
that this object is working in. The main focus of the digital twins is to combine IoT 
sensor data with historical data and human expertise, by utilizing machine learning 
techniques to improve the outcome of prognostics. This technology could provide 
decision support to farmers and other stakeholders by enabling them to act immedi-
ately and efficiently in the presence of a predicted deviation.

The wide implementation of Digital Farming faces many challenges like security 
in digital transactions. Blockchain, which is the distributed ledger technology 
behind many cryptocurrencies, promises smallholder farmers’ highly secure access 
to digital technologies. Other important challenging issues that were discussed 
related to operational safety of cloud computing technologies should be taken under 
consideration when designing a digital farming system. Consequently, resilience 
should be incorporated into the proposed data-driven agricultural ecosystem by 
developing decentralized systems that leverage multi-cloud and multi-region archi-
tectures (Varghese and Buyya 2018). Although this requires significant use of 
human and financial resources, it will decrease the overall vulnerability of 
the system.

Disclaimer
Mention of a commercial product is solely for the purpose of providing specific 
information and should not be construed as a product endorsement by the authors or 
the institution with which the authors are affiliated.

References

Abecker A, Kutterer J (2018) Geodaten für prädiktive und präskriptive Analysen—Ergebnisse aus 
dem Projekt BigGIS. In: Czarnecki C (ed) Workshops Der Informatik 2018, lecture notes in 
informatics (LNI). Gesellschaft für Informatik, Bonn

Agrostis (2017) Integrated farm management application – Agrostis. Retrieved from https://ifarma.
agrostis.gr/index_en.php

Atzori L, Iera A, Morabito G (2017) Understanding the internet of things: definition, potentials, 
and societal role of a fast evolving paradigm. Ad Hoc Netw 56:122–140

BigGIS – Scalable GIS for predictive and prescriptive analytics. Retrieved April 21, 2020, from 
http://biggis-project.eu/biggis-docs/

Bonomi F, Milito R, Zhu J, Addepalli S (2012) Fog computing and its role in the internet of things. 
In: MCC’12 – Proceedings of the 1st ACM Mobile Cloud Computing Workshop. ACM Press, 
New York, pp 13–15

Borgia E (2014) The internet of things vision: key features, applications and open issues. Comput 
Commun 54:1–31

Carolan M (2015) Publicising food: big data, precision agriculture, and co-experimental tech-
niques of addition. Sociol Rural 57(2):135–154

Dong X, Vuran MC, Irmak S (2013) Autonomous precision agriculture through integration of 
wireless underground sensor networks with center pivot irrigation systems. Ad Hoc Netw 
11(7):1975–1987

Duckett T, Pearson S, Blackmore S, Grieve B, Chen WH, Cielniak G, Cleaversmith J, Dai J, Davis 
S, Fox C, From P, Georgilas I, Gill R, Gould I, Hanheide M, Hunter A, Iida F, Mihalyova 

D. S. Paraforos and H. W. Griepentrog

https://ifarma.agrostis.gr/index_en.php
https://ifarma.agrostis.gr/index_en.php
http://biggis-project.eu/biggis-docs/


383

L, Nefti-Meziani S, Yang GZ (2018) Agricultural robotics: the future of robotic agriculture. 
Retrieved from https://arxiv.org/abs/1806.06762

Ferrández-Pastor F, García-Chamizo J, Nieto-Hidalgo M, Mora-Martínez J (2018) Precision agri-
culture design method using a distributed computing architecture on internet of things context. 
Sensors 18:1731

FI-PPP (2011) Future Internet Public-Private Partnership. Retrieved April 20, 2020, from https://
www.fi-ppp.eu/

Fountas S, Carli G, Sørensen CG, Tsiropoulos Z, Cavalaris C, Vatsanidou A, Liakos B, Canavari 
M, Wiebensohn J, Tisserye B (2015) Farm management information systems: current situation 
and future perspectives. Comput Electron Agric 115:40–50

Fuller JR (2016) How to design an IoT-ready infrastructure: the 4-stage architecture. Retrieved 
September 11, 2018, from https://techbeacon.com/4-stages-iot-architecture

Granell C, Havlik D, Schade S, Sabeur Z, Delaney C, Pielorz J, Usländer T, Mazzetti P, Schleidt 
K, Kobernus M, Havlik F, Bodsberg NR, Berre A, Mon JL (2016) Future internet technologies 
for environmental applications. Environ Model Softw 78:1–15

Haladjian J, Haug J, Nüske S, Bruegge B, Haladjian J, Haug J, Nüske S, Bruegge B (2018) 
A wearable sensor system for lameness detection in dairy cattle. Multimodal Technol 
Interaction 2(2):27

ISO (2015) ISO 11783-10:2015 Tractors and machinery for agriculture and forestry—Serial con-
trol and communications data network—Part 10: task controller and management information 
system data interchange. Retrieved from https://www.iso.org/standard/61581.html

Jan B, Farman H, Khan M, Imran M, Islam IU, Ahmad A, Ali S, Jeon G (2017) Deep learning in 
big data analytics: a comparative study. Comput Electr Eng 75:275–297

Jawad H, Nordin R, Gharghan S, Jawad A, Ismail M (2017) Energy-efficient wireless sensor net-
works for precision agriculture: a review. Sensors 17:1781

Karmas A, Tzotsos A, Karantzalos K (2016) Geospatial big data for environmental and agricultural 
applications. In: Yu S, Guo S (eds) Big data concepts, theories, and applications. Springer, 
Cham, pp 353–390

Kortenbruck D, Griepentrog HW, Paraforos DS (2017) Machine operation profiles generated from 
ISO 11783 communication data. Comput Electron Agric 140:227–236

Kunisch M (2016) Big data in agriculture—perspectives for a service organisation. Landtechnik 
71(1):1–3

Lee J-G, Kang M (2015) Geospatial big data: challenges and opportunities. Big Data Res 2:74–81
Li S, Dragicevic S, Castro FA, Sester M, Winter S, Coltekin A, Pettit C, Jiang B, Haworth J, Stein 

A, Cheng T (2016) Geospatial big data handling theory and methods: a review and research 
challenges. ISPRS J Photogramm Remote Sens 115:119–133

Lokers R, Knapen R, Janssen S, van Randen Y, Jansen J (2016) Analysis of big data technologies 
for use in agro-environmental science. Environ Model Softw 84:494–504

Moysiadis V, Sarigiannidis P, Moscholios I (2018) Towards distributed data management in fog 
computing. Wirel Commun Mob Comput 2018:1–14

O’Grady MJ, Langton D, O’Hare GMP (2019) Edge computing: a tractable model for smart agri-
culture? Artif Intell Agric 3:42–51

Paraforos DS, Vassiliadis V, Kortenbruck D, Stamkopoulos K, Ziogas V, Sapounas AA, Griepentrog 
HW (2016) A farm management information system using future internet technologies. IFAC-
PapersOnLine 49:324–329

Paraforos DS, Reutemann M, Sharipov G, Werner R, Griepentrog HW (2017a) Total station data 
assessment using an industrial robotic arm for dynamic 3D in-field positioning with sub-
centimetre accuracy. Comput Electron Agric 136:166–175

Paraforos DS, Vassiliadis V, Kortenbruck D, Stamkopoulos K, Ziogas V, Sapounas AA, Griepentrog 
HW (2017b) Automating the process of importing data into an FMIS using information from 
tractor’s CAN-bus communication. Adv Anim Biosci 8:650–655

14  Digital Farming and Field Robotics: Internet of Things, Cloud Computing…

https://arxiv.org/abs/1806.06762
https://www.fi-ppp.eu/
https://www.fi-ppp.eu/
https://techbeacon.com/4-stages-iot-architecture
https://www.iso.org/standard/61581.html


384

Paraforos DS, Vassiliadis V, Kortenbruck D, Stamkopoulos K, Ziogas V, Sapounas AA, Griepentrog 
HW (2017c) Multi-level automation of farm management information systems. Comput 
Electron Agric 142:504–514

Paraforos DS, Sharipov GM, Griepentrog HW (2019) ISO 11783-compatible industrial sensor and 
control systems and related research: a review. Comput Electron Agric 163:104863

Popović T, Latinović N, Pešić A, Zečević Ž, Krstajić B, Djukanović S (2017) Architecting an IoT-
enabled platform for precision agriculture and ecological monitoring: a case study. Comput 
Electron Agric 140:255–265

Porter JR, Xie L, Challinor AJ, Cochrane K, Howden SM, Iqbal MM, Lobell DB, Travasso 
MI. 2014. Food security and food production systems. In: Field CB, Barros VR, Dokken 
DJ, Mach KJ, Mastrandrea MD, Bilir TE, Chatterjee M, Ebi KL, Estrada YO, Genova RC, 
Girma B, Kissel ES, Levy AN, MacCracken S, Mastrandrea PR, White LL, (Eds.). Climate 
Change 2014: Impacts, Adaptation, and Vulnerability. Part A: Global and Sectoral Aspects. 
Contribution of Working Group II to the Fifth Assessment Report of the Intergovernmental 
Panel on Climate Change Cambridge University Press, Cambridge, United Kingdom and 
New York, NY, USA, pp. 485–533

Ray PP (2016) A survey of IoT cloud platforms. Future Comput Inf J 1(1–2):35–46
Reiser D, Paraforos DS, Khan MT, Griepentrog HW, Vázquez-Arellano M (2017) Autonomous 

field navigation, data acquisition and node location in wireless sensor networks. Precis Agric 
18:279–292

Saiz-Rubio V, Rovira-Más F (2020) From smart farming towards agriculture 5.0: a review on crop 
data management. Agronomy 10:207

Schluse M, Priggemeyer M, Atorf L, Rossmann J (2018) Experimentable digital twins—streamlin-
ing simulation-based systems engineering for industry 4.0. IEEE Trans Ind Inf 14:1722–1731

Sharipov G, Paraforos DS, Pulatov A, Griepentrog HW (2017) Dynamic performance of a no-till 
seeding assembly. Biosyst Eng 158:64–75

Sharipov GM, Paraforos DS, Griepentrog HW (2018) Implementation of a magnetorheological 
damper on a no-till seeding assembly for optimising seeding depth. Comput Electron Agric 
150:465–475

Silwal A, Davidson JR, Karkee M, Mo C, Zhang Q, Lewis K (2017) Design, integration, and field 
evaluation of a robotic apple harvester. J Field Rob 34:1140–1159

Sreekantha DK, Kavya AM (2017) Agricultural crop monitoring using IOT – a study. In: 2017 
11th International Conference on Intelligent Systems and Control (ISCO). IEEE, Coimbatore, 
pp 134–139

Stergiou C, Psannis KE, Kim B-G, Gupta B (2018) Secure integration of IoT and cloud computing. 
Futur Gener Comput Syst 78:964–975

Strube G (1998) Modelling motivation and action control in cognitive systems. In: Schmid U, 
Krems J, Wysocki F (eds) Mind modelling. Pabst, Berlin, pp 89–108

Symeonaki E, Arvanitis K, Piromalis D (2017) Review on the trends and challenges of cloud com-
puting technology in climate—smart agriculture. CEUR Work Proc 2030:66–78

Talavera JM, Tobón LE, Gómez JA, Culman MA, Aranda JM, Parra DT, Quiroz LA, Hoyos A, 
Garreta LE (2017) Review of IoT applications in agro-industrial and environmental fields. 
Comput Electron Agric 142:283–297

The open source platform for our smart digital future – FIWARE. Retrieved April 20, 2020, from 
https://www.fiware.org/

Tzounis A, Katsoulas N, Bartzanas T, Kittas C (2017) Internet of things in agriculture, recent 
advances and future challenges. Biosyst Eng 164:31–48

United Nations (2015) Sustainable development knowledge platform. Retrieved April 20, 2020, 
from https://sustainabledevelopment.un.org/

Vannieuwenborg F, Verbrugge S, Colle D (2017) Designing and evaluating a smart cow moni-
toring system from a techno-economic perspective. In: 2017 Internet of Things Business 
Models, Users, and Networks, Copenhagen, Denmark, 2017, pp. 1-8, https://doi.org/10.1109/
CTTE.2017.8260982

D. S. Paraforos and H. W. Griepentrog

https://www.fiware.org/
https://sustainabledevelopment.un.org/
https://doi.org/10.1109/CTTE.2017.8260982
https://doi.org/10.1109/CTTE.2017.8260982


385

Varghese B, Buyya R (2018) Next generation cloud computing: new trends and research direc-
tions. Futur Gener Comput Syst 79:849–861

Vasconez JP, Kantor GA, Auat Cheein FA (2019) Human–robot interaction in agriculture: a survey 
and current challenges. Biosyst Eng 179:35–48

Vázquez-Arellano M, Paraforos DS, Reiser D, Garrido-Izard M, Griepentrog HW (2018a) 
Determination of stem position and height of reconstructed maize plants using a time-of-flight 
camera. Comput Electron Agric 154:276–288

Vázquez-Arellano M, Reiser D, Paraforos DS, Garrido-Izard M, Burce MEC, Griepentrog HW 
(2018b) 3-D reconstruction of maize plants using a time-of-flight camera. Comput Electron 
Agric 145:235–247

Villa-Henriksen A, Edwards GTC, Pesonen LA, Green O, Sørensen CAG (2020) Internet of 
things in arable farming: implementation, applications, challenges and potential. Biosyst Eng 
191:60–84

Whitacre BE, Mark TB, Griffin TW (2014) How connected are our farms? Choices 29(3):1
Wu X, Aravecchia S, Lottes P, Stachniss C, Pradalier C (2020) Robotic weed control using auto-

mated weed and crop classification. J Field Rob 37:322–340
Zhang Q, Yang LT, Chen Z, Li P (2018) A survey on deep learning for big data. Inf Fusion 

42:146–157

14  Digital Farming and Field Robotics: Internet of Things, Cloud Computing…


	Chapter 14: Digital Farming and Field Robotics: Internet of Things, Cloud Computing, and Big Data
	14.1 Introduction
	14.2 Internet of Things (IoT)
	14.2.1 IoT Architecture
	14.2.2 IoT Hardware and Platforms
	14.2.3 Applications in Agriculture
	14.2.3.1 Open-Field Farming
	14.2.3.2 Livestock Farming
	14.2.3.3 Protected Agriculture
	14.2.3.4 Challenges in Applying IoT in Agriculture


	14.3 Cloud Computing
	14.3.1 Cloud Services
	14.3.2 Emerging Architectures of Cloud Computing
	14.3.3 Cloud Computing Implementation in Agriculture
	14.3.4 The Future Internet Ecosystem
	14.3.5 Fog and Edge Computing

	14.4 Big Data
	14.4.1 Agricultural Geospatial Big Data
	14.4.2 Big Data Technologies
	14.4.3 Data Privacy and Ownership
	14.4.4 Open Agricultural Data

	14.5 Digital Farming
	14.5.1 Automated Robotic Farming
	14.5.2 Increased Accuracy
	14.5.3 Automated Farm Management Systems
	14.5.4 Data-Driven Digital Agriculture

	14.6 Summary and Concluding Thoughts
	References




