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CHAPTER 8

Detection of Irregularities and Abnormal
Behaviour in Extreme-Scale Data Streams

Konstantinos Demestichas, Theodoros Alexakis,
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8.1 INTRODUCTION

Crime always has been an issue of outmost importance for every society.
In 2017, a total of 205 foiled, failed and completed terrorist attacks were
reported in the EU [1]. The aforementioned number represents a sharp
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Fig. 8.1 Number of failed, foiled and completed terrorist attacks in the EU
2010-2017

increase around 45% compared to 2016 terrorist attacks and stopped a
downward trend which had begun on 2014 (Fig. 8.1).

In the direction of providing increased security, the European
Commission developed the European Agenda on Security which sets ter-
rorism, organized crime and cybercrime as interlinked cross-border chal-
lenges in which EU countries must have a common strategical approach
and coordinated action [2].

Post-study of criminal attacks reveal common patterns among them
[3], such as radicalized individuals with history in organized crimes as
perpetrators. This underlines the increasing necessity of LEAs to combine,
prioritize and analyse heterogeneous massive data streams. Thus, there is
the need to integrate sociological, psychological and linguistic models
alongside with ICT tools in order to aid predictive policing methods and
extract precursors or predictors of abnormal behaviour. The upward trend
in cybercrime activities such as attacks on information systems, forms of
online fraud and forgery, dissemination of illegal online content and more
renders the need even more pertinent. According to cyberterrorism
experts, approximately 90 percent of terrorist activity on the Web takes
place through the usage of social networking tools [4]. Despite the LEAs’
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efforts to counter fight terrorism propaganda through social networks, the
lack of linguistic capabilities and expertise as well as the differences in
assessment of content are being exploited by terrorists in order to infest
social media with their outlaw messages [5]. Another relative challenge is
that data generation considering crimes is massive and mostly in semi-
structured or unstructured data format. Taking into account that it is very
difficult to analyse semi-structured or worse unstructured data formats
using traditional data mining techniques such as SQL databases and com-
mon statistical analysis, Big Data analytics appear as a promising and fea-
sible solution. Additionally, Big Data provide powerful tools by means of
social networks analysis, semantic technologies as well as the utilization of
advanced linguistic models. Therefore, LEAs must develop and integrate
future-proof solutions and tools which will empower them with supreme
analytical and predictive capabilities against terrorists, organized crime
groups (OCGs) and individuals.

The remainder of the chapter is organized as follows: Sect. 8.2 presents
an overview of state-of-the-art research projects in EU; Sect. 8.3 provides
a brief review about the available technology; Sect. 8.4 presents the pro-
posed architecture; while Sect. 8.5 concludes the chapter.

8.2  STATE-OF-THE-ART RESEARCH PROJECTS

The European Union and European Commission realize the necessity of
research and development in order to promote state-of-the-art solutions
in the field of public safety and security. In this light there are many
research programs across Europe most of them totally or partially funded
by European Commission. According to the H2020 strategic program,
research and state-of-the-art approach is not just about creating new tech-
nologies and applying new tools but also requires understanding phenom-
ena such as violent and abnormal behaviour [6]. So, it is clear that alongside
with the emerging technologies such as Big Data analytics and machine
learning, social and human sciences must be involved. This increases the
complexity of all current tools and solutions and makes research manda-
tory in order to equip LEAs with powerful and future proof tools. Starting
from crisis management, the beAWARE project demonstrates an inte-
grated solution to support forecasting, early warnings, transmission and
routing of the emergency data as well as the coordination between the first
responders and the authorities.
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beAWARE aims to provide decision support services to crisis manage-
ment centres and make first responders and authorities more situational
aware. In study [7 ] of beAWARE project are represented some of the main
challenges and solutions such as the collection and integration of hetero-
geneous data from various sources in a common framework. In addition
to crisis management, there are several innovative research projects run-
ning with the scope of fighting terrorism and organized crime. The
TENSOR project aims to provide LEAs with a terrorism intelligence plat-
form in order to act and plan fast for the prevention and the early detec-
tion of organized terrorist activities.

The TENSOR platform integrates a set of tools which allows the detec-
tion and gathering of various online data both from the Surface and the
Dark Web. In the same direction, the RED-ALERT project brings data
mining and predictive analytics tools to the next level, developing novel
natural language processing, semantic media analysis, social network anal-
ysis, complex event processing and artificial intelligence technologies for
online terrorist content. The study [8] is directly connected to the RED-
ALERT project and focuses on social media terrorist content and how to
remove it. Supplementary to RED-ALERT, the VICTORIA project aims
to utilize the data streams from video sources in order to address the need
for video analysis for investigation of criminal and terrorist activities. The
latest terrorist attacks in London, Brussels, Barcelona, Paris, Berlin and
Nice highlight the importance of video recordings. VICTORIA aims to
deliver a TRL- 6 Video Analysis Platform (VADP) that accelerates video
analysis with reliable results using Big Data tools as described in the paper
of Alexander Schindler et al. [9]. One step further is the combination of
heterogeneous data streams and the creation of a perpetually self-
improving knowledge base according to a sophisticated and representa-
tional model which is also the basic idea and concept of MAGNETO
project. MAGNETO intends to create a powerful set of tools that will be
based on Big Data analytics, semantic reasoning and augmented intelli-
gence well integrated in a common TRL-6 platform. Thus, MAGNETO
targets to help LEAs to deal with large volumes and diversity of data in
their fight against terrorism and organized crime in general.

Moreover, European Union tries to reduce not only the terrorism rates
but also the crime rates generally. In this perspective, the CONNEXIONs
project develops and demonstrates next-generation detection, prediction,
prevention and investigation based on integration and correlation of mul-
timodal data. CONNEXIONSs uses augmented and virtual reality tools in
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order to construct crime scenes for post or pre-occurrence of a crime.
Another major issue the last few years in the EU is the protection of public
spaces where large crowds congregate; thus the LETS-CROWD project,
which is in collaboration with CONNEXIONSs project, aims to overcome
the challenges associated with the effective implementation of European
Security Models. Study [10] of the LETS- CROWD project focus on
human-centred tools and solutions for real-time behaviour forecasting as
well as risk assessment methodologies for soft targets and a policy-making
toolkit for the long-term and strategic approach of these issues.

Aside from inner security and safety issues, border protection is another
one major issue for the EU. Projects like ROBORDER and TRESSPASS
aim to provide technologically advanced frameworks which support pas-
senger risk assessment and decision services considering border patrolling
and protection. For example, in ROBORDER a fully functional autono-
mous border surveillance system with unmanned mobile robots and vehi-
cles will be developed which will incorporate multimodal sensors as well as
route algorithms for optimal path detection as presented by Athanasios
Kapoutsis et al. in [11]. Collected heterogeneous data are analysed and
semantically integrated from authorities in order to provide accurate deci-
sion support services for border patrolling. TRESSPASS focuses on the
utilization of LEA databases in order to contribute to risk-based passenger
screening. In the context of border protection, stopping illegal trafficking
inside and outside Europe is of high importance. To this end, certain
advanced research projects focus on different aspects of illicit markets and
illegal trafficking, e.g. the ANITA project. ANITA project and authors of
[12] propose a method about textual similarity in video content as a solu-
tion which improves the investigation capabilities of LEAs by offering a
toolset as well as techniques to efficiently address online illegal trafficking
of falsified medicines, NPS, drugs and weapons.

8.3  AvAILABLE TECHNOLOGIES IN CRIME
INVESTIGATIONS AND FUTURE TRENDS

LEAs, practitioner analysts and investigators have always been equipped
with tools and capabilities so they can prevent and fight crime as early as
possible. These tools and capabilities are constantly evolving so they can
follow and counteract to criminals’ advanced methods. In the following
paragraphs, we try to make a presentation of the available technologies
and their future trends for crime prevention and investigation.
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8.3.1  Visual Intelligence

Visual intelligence is one of the most celebrated technologies for crime
investigation. It contains several algorithms, leverage deep learning and
shallow representation technologies so as to tackle object and person
detection, tracking human activity recognition as well as abnormal event
detection, face detection and recognition and finally crisis event detection
in surveillance and crawled visual data. Object detection and association
can be performed by several algorithms such as Fast R-CNN [13], Faster
R-CNN [14], YOLO [15], SSD [16], KCF [17], MDNET [18] and
VITAL [19]. The same techniques can be used for face detection as well
[16, 20], but for face recognition more information is required; there-
fore, frameworks like DeepFace [21] and FaceNet [22] with more sophis-
ticate deep CNN algorithms are used. Going a step further, vehicle
identification uses plate recognition [23] or DCNN [24] features, while
activity localization and recognition use activity behaviour patterns of
tracked people, objects or vehicles by computing their global spatiotem-
poral trajectories [25]. Having identification of people objects and vehi-
cles as well as their activity localization and recognition can lead to
abnormal behaviour detection which involves trajectory-based analysis on
specific tracked objects [26] or statistical-based methods, such as PLSM
[27] in order to discover motifs of abnormal activities that may occur in
the scene.

A future approach on object detection and tracking can be a hybrid
representation of shallow and deep representation features that will
encode HOG and SIFT descriptors with a Fisher vector and represent
them with a Deep CNN. As far as face detection and recognition are con-
cerned, research should aim to leverage facial point detection and a com-
bination of shallow features with a deep convolutional framework. The
object detection representations would also be useful for vehicle detec-
tion and representation if combined with a plate DCNN scheme which
could lead to a robust vehicle identification technique. Moreover, for
action recognition, the goal-based descriptors [28] should be extended
with spatiotemporal texture; Fisher vectors and a neural network would
then transform these features to apply deep learning capability, while
action localization will be deployed with a spatiotemporal saliency
detector.
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8.3.2  Semantic Integration and Technologies

LEAs and practitioner analysts gather data from a vast variety of sources
which in most cases are semi-structured or unstructured. Thus, this infor-
mation must be transformed to knowledge mainly by cognitive processes
conducted by domain experts. In the direction of data and information
fusion, the JDL model framework defines how to perform fusion as well
as which processes and resources are involved [29]. Today’s available tools
for semantic reasoning and integration can be divided in three main cate-
gories: (1) tools based on mathematical class of random fields, (ii) logical
models and frameworks (i.e. if-then rules) and (iii) Markov logic networks.
Mathematical class of random fields is a solid and well-understood basis to
represent stochastic processes with their random variables and the
problem-specific dependencies among them. Logical models represent
concepts, instances (objects in the world) and declarative knowledge
(rules) in a consistent manner using if-then rules to achieve the fusion.
Additionally, the use of OWL (Web Ontology Language) to represent
semantic models in an object-oriented manner is a perfect fit for such a
logic framework. Markov logic networks basically are the combination of
knowledge graphs with stochastic modelling [30] which allows the com-
putation of queries under uncertainties.

The application of information fusion comes with some challenges such
as data association, adaptation of the logical model during its usage as well
as the need for a high-quality statistical model. Future research should aim
to adopt special techniques which incorporate relational knowledge dur-
ing a probability mapping of the attributes of the related objects in the
domain using Big Data analytics tools and technologies. Therefore, future
proposals in the field of semantic reasoning and data fusion have to be eas-
ily adaptable according to changes in the environment; advanced algo-
rithms, which compute the benefit for incorporating new concepts and
rules into the actual model, can realize this.

8.3.3  Data Mining and Detection of Cybeveviminal Activities

The World Wide Web is a huge data repository, and LEAs have a huge
interest on how to crawl useful data from it. Common approaches focus
on the efficiency of the crawling using different methodologies, but they
do not take into account the structure of the sources of data. Such com-
mon approaches include Focused Crawling [31] or Path Ascending
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Crawling [32]. As a counteract to data crawling tools from LEAs, cyber-
criminals show a rising trend of utilization of various techniques which
allow to thwart or at least to delay the detection of their nefarious activi-
ties. In order to tackle this and considering that a more flexible and scal-
able detection solution is needed, data mining-based solutions should be
developed that will explore the suitability of pattern discovery, for which
initial results seem to be rather promising [33].

Parallel to data mining, security agencies nowadays adopt more and
more Big Data technologies in order to apply analytics over gathered
information from various online sources such as social media, the Dark
Web, etc. [34]. These technologies usually are implemented in the context
of 1) artificial neural network (ANN) models to predict national security
problems in near real time [35], ii) data mining to reveal fraud [36] and
iil) classification methods to predict deception in computer-mediated
communications [37]. Big Data analytics drawing on online and other
activities can be used to determine relevant behavioural indicators. This
will help LEAs to detect outliers or anomalies, discover previously
unknown associations and rules and continuously monitor data streams as
a preventive measure. In this light, the target for future studies, as far as
Web intelligence frameworks are concerned, is to leverage existing state-
of-the-art data analytics tools, specifically assessing their impact on the
information and data stream management.

8.4  PROPOSED ARCHITECTURE

This chapter demonstrates the proposed high-level system architecture
which provides the required methods for LEAs to accelerate their investi-
gations and remain careful in consideration of terrorist and cybercriminal
threats by effectively integrating massive data streams.

The overall strategy of the current proposal comprises an iterative
development methodology, where software updates are made available to
LEAs and practitioners end-users for testing as well as thorough evalua-
tion and validation purposes. Specifically, they are presented with details
relevant to the main functional modules as well as the components that
the system generally is consisted of, in a coherent manner. The details sup-
ply in a comprehensive way the structure of the system architecture based
on the provided requirements together with the combination of the dif-
ferent components into a common proposed platform which will be
deployed into LEAs’ and practitioners’ facilities. Additionally, the initial
system-wide functional testing, evaluation and validation will be executed.
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Fig. 8.2 DPlatform architecture

The main effort is being put on standardization of the platform’s open
architecture and its constituent components, interfaces as well data
exchange formats. In order to succeed, extensive monitoring studying and
contribution into activities related to standards of ISO /TC 292 (Security
and Resilience) in the area of security is foreseen.

The platform could be considered as a multiple level system with a
deeper view of system layers. The system architecture is designed in such a
way so as to meet performance and resiliency requirements at scale. The
main target of the platform development is to reach TRL-7. The main
components of this architecture are shown in Fig. 8.2.

84.1  Visual Intelligence Modules

The visual intelligence modules is implemented by using face recognition
and face detection algorithms in order to achieve specific identifications of
persons contained in images and videos crawled from the Web, social
media and /or footage from static or moving cameras. Furthermore, object
recognition techniques are also applied in static or wearable surveillance
cameras aiming to detect suspicious objects. The choice of the aforemen-
tioned techniques could also be extended in order to track people and
objects throughout the video. Finally, suspicious or abnormal activities are
being tracked by the adoption of crowd analysis and human action recog-
nition with spatiotemporal localization.
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The starting point for the prementioned implementations comprises
deep convolutional network, DeepFace, SSD coupled with a YOLO archi-
tecture, KCF, goal-based descriptors and swarm intelligence for crowd
analysis and abnormal activity detection. Therefore, libraries for computer
vision and machine learning purposes targeted at dealing with real-time
scenarios will be used.

The challenges that arise are data transmission failures and activities or
objects that may be occluded. The contingency plan that had to be
designed before the experimental implementation contains multiple trans-
mitter and cameras in outdoors pilots, so that possible failures can be
tackled.

8.4.2  Data Mining Modules for Crime Prevention
and Investigation

Data mining is used to extract valuable information from the existing data.
Crawling and mining take place by using crawl points, social media
accounts and keywords, from which posts and sites are extracted and
stored for analysis purposes. Eventually data from multiple sites are pro-
cessed and exported into a common format that is available to the other
components.

To develop and study crime patterns, we used the existing open-source
Web and social media mining components integrated in the TENSOR and
HOMER projects in conjunction with APIs provided by social media as
well as extensive and scalable open-source Web crawlers software projects.
However, Dark Web sites entrance difficulty and specific rate limits on
social media access constitute a possible risk. The contingency plan pays
attention to key Dark Web Sites and narrow social media access using spe-
cific keywords.

8.4.3  Semantic Information Representation
and Fusion Modules

A module dedicated to data and information fusion is applied to the het-
erogeneous data that are collected from different sources, where the use
of semantic technologies results to information transformation into valu-
able knowledge. The baseline of this module includes knowledge graphs,
JDL model, OWL language and Markov logic networks along with the
use of appropriate semantic information fusion models.
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Main problems that arise include the uncertain, various and conflicting
data and information, the requirement for solid training data as well the
growing distinction between the model and the real world during the
model’s lifecycle. The use of a manually engineered model for the begin-
ning of the training process, the selection of a confirmed model and the
modification of the training frequency are defined as a contingency plan.

8.4.4  Trend Detection and Probability Prediction Modules
for Organized Tevvovism and Criminal Activities

To predict organized terrorism and criminal activities, Big Data analyt-
ics techniques are applied over the collected data in order to identify
hidden trends inside the datasets. The deployment of analytics results to
predictive models is the link between analytics and decision-making
process.

Many widely used types of Artificial Intelligence Algorithms such as
artificial neural networks, decision trees, pattern recognition and lifelong
learning algorithms are developed by using the appropriate libraries as well
as suitable predictive policing software. Some problems that occurred are
the inaccurate results that were extracted from the prediction model and
the false-positive alert that a model generated in some cases. A proposed
contingency plan foresees the use of data sources of higher degree of
diversity as well the creation of more sophisticated models for explaining
deviant behaviours.

8.4.5  Detection Modules of Cybevcviminal Activities

In addition to identifying anomalies, behavioural indicators and also
revealing previously unknown associations and rules that are connected to
cybercriminal activities, advanced Big Data analytics techniques, based on
artificial neural networks and classification methods, are applied to the col-
lected data.

Three common machine learning algorithms are used, i.e. K-means
clustering, support vector machines and deep learning algorithms, and are
developed with open-source libraries for numerical computation in order
to achieve faster results. Moreover, the suitable ML algorithms for data
mining tasks are used.

Risks which appeared in module presented in Sect. 8.4.4 could not only
be the inaccurate results of the model, but also model results lose quality
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over time. The contingency plan gives attention to the selection of more
complex model, fit the training frequency as well test and modify the model.

8.4.6  Situation Awareness and HMI Modules

All of the aforementioned functionality has to be demonstrated to the
end-users in order to increase the situation awareness of the decision-
makers. For this purpose, innovative visualization tools such as virtual and
augmented reality technologies are used. The baseline comprises open-
source libraries for visual analytics in addition to powerful, secure and
flexible end-to-end analytics platforms for data visualization and represen-
tation purposes.

Possible problems that may arise and need to be overcome could be the
inadequate offered visualization tools for some LEAs, the requirement for
additional data views in certain use cases and the difficulty in using and
handling the visualization environment. A proposed contingency plan
includes the adaptation of the visualization environment, the creation of
applicable solutions on top of the existing platform as well more detailed
training courseware.

8.5  CONCLUSIONS

In this study, we made a brief presentation of state-of-the-art research
projects in the domain of crime fight as well as involved technologies and
tools. Moreover, we highlighted some of the currently used technologies
and tools by LEAs and crime analysts as well as their future prospects.
Considering the needs of LEAs for future-proof tools and expertise adop-
tion so to fight and counteract in all types of crimes as well as the increas-
ing resolve of criminals to adopt new technology, we presented a
state-of-the-art platform accompanied with a detailed description of the
required modules. The modules are integrated and deployed into a com-
mon architecture and next will be available to real end-users for detailed
validation and evaluation. The architecture comprises all the necessary
modules regarding extreme-scale data stream analytics, data mining pro-
cesses, visual intelligence and machine learning algorithms, semantic and
reasoning integration, probability prediction and eventually situation
awareness modules and applications, all of them interconnected through
open interfaces and a standardized platform. In order to reach TRL-7, an
iterative approach will take place with the interaction of real end-users in
conjunction with numerous software updates.
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