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CHAPTER 16

FOLDOUT: A Through Foliage Surveillance 
System for Border Security

Christos Bolakis, Vasiliki Mantzana, Pantelis Michalis, 
Aggelos Vassileiou, Roman Pflugfelder, 

Martin Litzenberger, Michael Hubner, Gaetano Pastore, 
Domenico Oricchio, Marie Desplas, Marie Ansart, 

Maria Rosaria Santovito, Giulia Pica, Luis Patino, 
James Ferryman, and Andreas Kriechbaum-Zabini

16.1    Introduction

In the border control context, as defined by the Schengen Border Code, 
border surveillance is defined as “the surveillance of borders between border 
crossing points and the surveillance of border crossing points outside the 
fixed opening hours, in order to prevent persons from circumventing border 
checks” [1]. Border surveillance shall be to prevent unauthorised border 
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crossings, to counter cross-border criminality and to take measures against 
persons who have crossed the border illegally. A person who has crossed a 
border illegally and who has no right to stay on the territory of the member 
state concerned shall be apprehended and made subject to expulsion.

To achieve an effective and efficient border management, there should 
be used technologies and personnel that (a) supervise border sections 
between border crossing points, (b) supervise border crossing points (bor-
der gates) outside opening hours and (c) control movement in order to 
prevent persons from circumventing border checks.

In achieving this and with regard to the surveillance environment, bor-
der guards work with shifts on a 24/7 basis that take place at central 
offices as well as different places along the border. In general, border con-
trol units are well equipped with state-of-the-art surveillance equipment. 
Border guards use systems that produce alarms (a special graphical frame 
and/or a sound alarm) each time, either a target has been detected with-
out filtering and needed to be clarified through and high-definition (HD)/
thermal camera (fixed or mobile) or through the motion of an object/
human/animal. When a C2 operator performs the programming of the 
sensor, it is often being done either manually or partially assisted. However, 
this requires a twofold skill from the operator: knowledge of sensors 
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needed to perform the mission and knowledge of programming for all 
sensors involved in the mission. These activities greatly increase the opera-
tor’s workload without an effective gain. In addition, manual program-
ming makes it harder to distinguish between bad configurations and false 
negatives (especially an issue for RADAR-like systems).

Border authorities are disadvantaged in preventing illegal border activi-
ties in areas where objects to be detected, like people and vehicles, are 
concealed by foliage. Such environments are extremely challenging due to 
people and vehicles being hidden behind opaque layers as well as under 
the cover of darkness and/or under reduced visibility. For example, if a 
patrol finds people moving into forests or other harsh and unstructured 
environments, they are not able to follow them. No border fence or sur-
veillance system can protect the border by itself. Rapid Intervention 
Troops and/or Border Police Teams are required to be deployed at the 
scene and being thoroughly informed as soon as possible. This would be a 
key to an effective border security.

The technologies currently available to border guards do not match 
many of their needs. Large areas require monitoring, and with modern 
technology (such as smart phones for communicating new routes and 
exchanging information about the activities of border control units) aid-
ing the smugglers and traffickers, it is necessary to improve the detection 
capabilities of the border guards. To effectively monitor border areas, it is 
necessary not only to have the ability to scan a specific area but also to 
predict where the next illegal crossing will take place.

In particular, solutions are needed that do not only detect persons and 
vehicles crossing land borders illegally but also being able to do under 
harsh and unstructured environments, such as a canopy of foliage. 
Solutions are needed to be able to provide border guards with improved 
situational awareness of border regions including robust detection of peo-
ple and vehicles, groups, recognition of abnormal behaviours and predict-
ing routes of individuals and small groups. Technologies customized for 
foliage penetration should be integrated into a quick decision system that 
consists of autonomous ground-based sensors, with high mobility even on 
challenging and harsh terrain (able to perform 24 hours), as well as aerial 
and/or space-based systems for pre-warning of ground-based sensors and 
quick interventions.

In this paper, an overview of an EU-funded programme related to bor-
der security called FOLDOUT is presented [2]. The main goal of 
FOLDOUT is to develop, test and demonstrate a system and solution to 
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detect and locate people and vehicles operating in illegal cross-border 
activities under the coverage of trees and other foliage over large areas. 
The planned improvements through FOLDOUT to the current situation 
of border surveillance will be evaluated on a threefold basis through the 
development of required mechanisms for effective detection of (a) irregu-
lar border crossings (illegal migrants + vehicles) in forest terrain, (b) per-
sons and vehicles in a search and rescue situation in forest terrain and (c) 
illegal transport and entry of goods (i.e. human trafficking and goldmines) 
in temperate broadleaf forest and mixed terrain. Overall, in order to 
achieve FOLDOUT’s main goal, a multi-sensorial platform will be 
designed and developed. This platform shall incorporate end-users’ 
requirements by integrating, ground, air, space and in situ sensor systems.

16.2    FOLDOUT User Requirements

Based on interviews with FOLDOUT’s end-users’ (practitioners from 
border authorities from Greece, Bulgaria, Poland, French Guiana, Finland 
and Lithuania), system requirements were identified and defined. 
Interviewees mentioned that formation of the surveillance ground area 
varied significantly including landfill and smooth, plains and hills/moun-
tains, rocky ground, big altitude differences, bogs, moraine and uneven 
woodland. They also stated that they were more interested in detecting 
people as well as detecting, recognizing and tracking vehicles. The mini-
mum detection distance before crossing the border, necessary to be able 
to react and intercept, was reported to be a few kilometres from the bor-
der line for a vehicle and several meters for people. Regarding response 
time from detection to tracking, sensor fusion and situation awareness, 
due to the complexity of the analysis algorithms that are employed, the 
respondents indicated that the maximum delay should be up to a few sec-
onds. For satellite systems, the delay was defined to almost a day between 
the event/alarm and data availability. Regarding the importance for the 
FOLDOUT solution to be integrated with existing systems at borders, it 
was determined to be a key requirement. In a related context, interviewees 
indicated that they mostly operate Synthetic Aperture Radar (SAR), 
RADAR and LIDAR sensors.

In the following Table 16.1, an overview of end-user requirements is 
presented.
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16.3    FOLDOUT Architecture Design

To design FOLDOUT system, we used service-oriented architecture 
(SOA), which is more flexible and suitable for large and complex systems. 
In this term, we did not have to describe each single component of the 
SoS at structural level but just to define a set of services (e.g. command 
and control (C2) service, data fusion service, sensors service), the inter-
faces among them and how they collaborate to provide the final service to 
end-users. In this way, the different system components had been described 
like services. As a matter of example, each sensor was not seen with respect 
to its structure, but as an object providing some functions/services to 
other objects (i.e. C2 service, fusion service, etc.) through well-defined 
interfaces.

Overall, in order to achieve FOLDOUT’s main goal, a multi-sensor 
platform was designed and will be developed. This platform shall incorpo-
rate end-users’ requirements by integrating, ground, air, space and in situ 
sensorial techniques. More specifically, FOLDOUT’s architecture design 
focus is on detecting and tracking activities in foliated areas, in the inner 
and outermost regions of the EU. FOLDOUT will build a system that 
combines various sensors and technologies and intelligently fuses these 
into an effective and robust intelligent detection platform, as illustrated in 
Fig. 16.1. To support detection and tracking activities of border guards in 
foliated areas, the FOLDOUT system consists of the following main 
subsystems:

Table 16.1  FOLDOUT end-user requirements

User requirement Description

Surveillance area: ground Landfill and smooth; plains and hills/mountains; rocky 
ground; big altitude differences; bogs; moraine; uneven 
woodland

Detection needs Detecting people; detecting, recognizing and tracking 
vehicles

Minimum detection distance A few kilometres from the border line for a vehicle; several 
metres for people

Response time from 
detection to tracking and 
sensor fusion

Maximum delay should be a few seconds; for satellite 
systems, it was defined to almost a day between the event/
alarm and data availability
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	(a)	 Sensors layer that will receive information from registered visual 
and non-visual sensors. This concept for border surveillance 
includes mobile platforms equipped with or without wireless 
connection to ground sensors (radio spectrum, RADAR, LIDAR, 
EOS, RGB, visible and thermal cameras, acoustic sensors). These 
platforms are fully autarkical, providing also computational 
resources for the processing and automatic analysis of the sensor 
data. Further miniaturization of specific sensors (camera, acoustic) 
will facilitate deployment of resource limited lightweight smart 
ground sensors, which are used temporarily and complementarily, 

Fig. 16.1  FOLDOUT platform and architecture
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in dense forests. StratobusTM is finally introduced to border sur-
veillance as a quasi-static platform able to operate over longer 
timespans at altitudes above 20 km by that filling a gap between 
satellites and UAV.

	(b)	 Fusion platform that is a high-level processing component respon-
sible for performing data fusion algorithms based on machine 
learning and providing sensors’ fused detections, tracking and 
alarms to the C2 platform.

	(c)	 C2 subsystem that combines the information received from the 
sensors layer and the fusion platform with external data sources 
(such as weather conditions and maps) and provides alarms and 
relative information to C2 operators through a GIS-based real-
time web platform. The subsystem includes modern command and 
control tools and provides a live action map with terrain and envi-
ronment information continuously updated with real-time infor-
mation. Moreover, through this subsystem, border guards can also 
(a) register and manage (when possible) sensors and (b) plan inter-
ception of targets by utilizing assets from the C2 system.

It reinforces the decision-making process and provides operation dis-
patching capabilities thus allowing end-users to set and monitor activities, 
send and receive event-related messages but also to include ad hoc infor-
mation from sensors or sensor networks. In achieving this paper’s aim, in 
the following paragraphs, ground sensors, StratobusTM and satellite sen-
sor technologies that had been used in the design of FOLDOUT will be 
further analysed.

16.3.1    Ground Sensors

Ground sensors considered in FOLDOUT include radio spectrum, 
LIDAR, EOS, RGB, visible and thermal cameras and acoustic sensors. 
While all sensors can complement to detect an object, foliage detection 
introduces challenges to state-of-the-art camera-based systems [3–5] 
which basically breaks down in the case of fragmented occlusion [6]. 
Fragmented occlusion occurs very frequently in forests as tree and bush 
leaves occlude target objects irregularly. This is in contrast to simpler cases 
of occlusion such as partial occlusion where parts of the object are still vis-
ible and recognisable. In FOLDOUT, a new kind of ground sensor will be 
developed: SMARTSENSE (Fig. 16.2). This new sensor technology offers 
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through foliage detection of persons and vehicles by combining high-
resolution thermal (LWIR) and visual (4K RGB) sensor modalities and by 
fully exploiting the available information in the sensory data with innova-
tive analysis techniques based on temporal and spatiotemporal processing, 
neural networks and deep learning. The software is inbuilt to form a smart 
sensor running on Nvidia’s Jetson Xavier embedded board for efficient 
computation and data transfer between the inbuilt optical sensors, the 
internal memory and the FOLDOUT environment. The use of LWIR and 
RGB data combines complementary properties of the data, for example, 
high-resolution colour information with contrast in LWIR at farther dis-
tances. Furthermore, thermal images are not influenced by the illumina-
tion variations and shadows, and objects can be distinguished from the 
background as the background is normally colder. In addition, thermal 
infrared tracking can be used in total darkness, where visual cameras have 
no signal (Table 16.2).

Fig. 16.2  The SMARTSENSE platform (battery driven and mountable on trees 
or masts)

Table 16.2  Sensors of the SMARTSENSE platform

Sensor Property Function

4K 
RGB

High resolution Gives detailed, rich information about target and 
background appearancesColor information

LWIR Thermal 
information

Gives information about target location; works day/night 
and for large distances

IMU Pose information Gives information about the pose of the platform
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The idea of SMARTSENSE is to generalise single images to video and 
to spatiotemporally analyse the data. It has been shown that video captures 
important additional information to solve the problem of fragmented 
occlusion [7]. We follow an approach where we pre-process the raw video 
data and extract temporal information by learning online a model of static 
background. This model is then used to estimate foreground pixels in the 
video frame which potentially form the appearance of occluded target 
objects. In a second step, these foreground masks are used as region pro-
posals to refine and improve classical two-stage neural object detectors [3, 
5] to better cope with fragmented occlusion.

16.3.2    Sensor Mounted on a StratobusTM

StratobusTM is a high-altitude platform station (HAPS) of between 100 
and 140 meters long and 30 meters in diameter that fills the operational 
gap between satellites and unmanned aerial systems (UAS). This airship-
based platform can operate above airplanes at 20 km, in the low layers of 
the stratosphere. From this operational point, it provides multimission 
capability with powerful payloads of about 250 kg and 5 kW.

It offers real-time, stationary satellite-like capabilities over wide areas of 
more than 100,000 km2 for missions up to 1 year. Exclusively powered by 
solar energy, it flies autonomously, storing during daytime the energy 
needed for the night. Thanks to high-density rechargeable batteries, 
enough solar energy is stored to maintain its position at any time of the 
year and for wind speeds of up to 25 m/s (90 km/h). Its unique feature 
of envelope rotation to permanently face the sun allows maximum energy 
collection all year long. The hull, filled with helium, is made of an advanced 
high strength and very light material and UV-resistant and with very low 
permeability.

StratobusTM offers flexibility in missions: it provides permanent sur-
veillance, telecommunication and monitoring services for both defence, 
institutional and civil applications. Thales Alenia Space is planning to final-
ize necessary adaptations to provide solutions by 2023.

Thanks to the power and mass available for payloads on the StratobusTM, 
various remote sensors are conceivable to perform a permanent surveil-
lance above a specific area or above the border. StratobusTM could be 
easily connected to satellites and drones or interconnected to other 
StratobusTM, via RF or laser link for combination of multiple sensors over 
different areas to achieve global missions. StratobusTM is an unmanned 
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platform, piloted from the ground to perform its mission. It requires an 
annual ground preventive maintenance of few days and a major overhaul 
after 5 years of operation. Maintenance is also an opportunity to switch 
payloads for a different mission or to embark newer payloads to remain at 
the cutting edge of the technology. Transfer from the take-off site to its 
operational station-keeping site is easy within few days by using its electri-
cal propellers (Fig. 16.3).

The concept airborne RADAR system of CORISTA (Consortium of 
Research on Advanced Remote Sensing Systems) represents an excellent 
candidate to be mounted on board StratobusTM. The mentioned radar 
concept is a low-frequency radar developed by CORISTA and funded by 
ASI (Italian Space Agency). It is a multi-mode and multi-frequency radar, 
which has been designed with the aim of transportability and as easy instal-
lation. The instrument is completely stand-alone, with the power supply 
connector being the only electrical interface [8].

Currently the system works in sounder mode and in the SAR mode at 
two different P-Band carrier frequencies. Radar sounding is a powerful 
technique for detecting, localizing and identifying dielectric interfaces 
underneath planet’s surface. The transmitted radar pulse is capable of pen-
etrating below the surface and is reflected by dielectric discontinuities. 
SAR is a technique that allows to get high-resolution radar images from 

Fig. 16.3  FOLDOUT StratobusTM system
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data collected by side-looking radar instruments carried by aircraft or 
spacecraft. The entire CORISTA Radar System is quite compact: its 
dimensions are 50 cm × 50 cm × 60 cm, for a weight of about 35 kg; it can 
be easily mounted on board relatively small airplanes or helicopters [9].

During the FOLDOUT programme, the feasibility of embarking the 
CORISTA concept P-band radar on board stratospheric platform as well 
as the suitable and necessary modifications (mechanical and electronic) 
will be verified. The possibility of having a radar system with foliage pen-
etration functionality on a HAPS like StratobusTM would give the possi-
bility of continuously monitoring (without delay of relevant data) forested 
areas of interest any time (day/night) and regardless of weather condi-
tions, with a direct access link to the instrument.

16.3.3    Sensor Mounted on a Satellite

The satellite system studied in the frame of the FOLDOUT project aims 
to provide geo-located images (2D) and derived products (target detec-
tion metadata) with the use of Synthetic Aperture Radar (SAR). The sys-
tem is based on constellation of LEO orbit (around 600 Km) satellites. 
The satellite SAR works at low frequency, 435 MHz, which permits foli-
age penetration capabilities and the detection of metallic objects (e.g. 
trucks, infrastructures) with a footprint up to 100  ×  100  Km2 (swath-
width) covered by vegetation. The layout of the system architecture and 
interfaces is depicted in the following Fig. 16.4:

The Ground Segment (G/S) aims to perform the main functions/opera-
tions, at ground level, needed to manage the FOLDOUT mission, in 
terms of both satellite control and data management:

•	 Satellite Control System (SCS): performs routine activities on the sat-
ellite and execution of planned payload operations (mainly, instru-
ment data acquisitions and transmission to the ground).

•	 Mission Control System (MCS): is mainly devoted to the development 
of planning activities. The activities include the preparation of the 
mission plans, solving the possible conflicts on the spacecraft, the 
commands to be uplinked (safety on board, attitude and orbit main-
tenance, sensor operative mode setting, on-board S/W patches to be 
uplinked).

•	 Data Processing System: is the core element which is charge of the 
processing of the satellite raw data with the aim to provide Level 1 
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(images) and Level 2 (metadata) products to the FOLDOUT inter-
face. Images and metadata are stored in the Archive and 
Catalogue system.

Centralized vs Distributed Ground Segment configurations are envis-
aged and will be ranked according to evaluation criteria which take into 
account performances (i.e. system response time), costs (CAPEX and 
OPEX) and complexities:

Fig. 16.4  E2E Earth observation satellite subsystem architecture layout
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•	 Option 1 – Centralized Architecture: envisages the use of a single data 
receiving ground station located near the polar region in order to 
maximize the contact time per day. The data acquisition ground sta-
tion will be located in Svalbard (or Kiruna). The Data Processing and 
Data Distribution are located in the same centre and are common for 
all countries/border authorities.

•	 Option 2  – Distributed Architecture: envisages to use of dedicated 
Data Processing and Distribution Centre per each country in order 
to allow an autonomous data processing and storage.

The Space Segment is constituted of a constellation of LEO satellites 
which preliminary orbit data are described in Table 16.3. The orbit has 
been selected according to the following criteria and assumptions:

•	 Access to all FOLDOUT border area of interest (AOI) including 
French Guiana (global access)

•	 SAR instrument access area better than 20° to 45° in term of inci-
dence angle (that corresponds at about 300 km on ground)

•	 Provision of the right operational conditions for the SAR instrument

Table 16.3  SAR per-
formance summary

Parameter Value

Antenna area 99.5 m2

Antenna dimensions (range × azimuth) 6.7 × 14.8 m2

Antenna range aperture 6.2°
Antenna azimuth aperture 2.8°
Antenna gain 32.3 dB
Range resolution 35–73 m
Azimuth resolution 35 m (5 looks)
Access area 20–45°
Antenna pointing 21.3–37.1°
Transmitted peak power 1200
Azimuth resolution (single-look) 7 m
PRF >1570 Hz
Tx duty cycle 19–34%
Swath 40–100 km
NESZ −47/−41 dB
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A single satellite with a SAR instrument allows a 100% access to the 
target AOI in less than 9 days. In particular, the AOIs with small surface, 
such as Greece and French Guyana, are covered in about 3 days (always 
inside of the cycle of 9 days). Countries like Finland with a very large sur-
face require many passages for complete coverage (about 7 days). In order 
to reduce the gap between the acquisitions, the number of satellites on the 
orbit needs to be increased. In particular, according to Fig. 16.5 with two 
or three satellite, it is possible to reduce of two or three times the 
revisit time.

The preliminary satellite SAR performances, according to system 
requirements and analyses, to achieve the FOLDOUT target detection 
objectives are provided in Table 16.3.

In order to validate and refine the satellite SAR performances, the 
acquisition of airborne datasets which are representative of the satellite 
system will take place. The campaign will be based on an airborne P-band 
SAR that has been developed by CORISTA in the framework of the Italian 
Space Agency (ASI) technological project (contract ref. I/062/10/0 and 
ref. 2015-029-I.0). The campaign is expected to be performed at Bulgarian 
border area. The Fig.  16.6 provides a snapshot of the layout of the 
CORISTA system (kindly granted for publication by Italian Space Agency).

16.3.4    Fusion of Ground Sensors, StratobusTM 
and Satellite Data

FOLDOUT’s core functionality is the combination of various sensors and 
technologies and intelligently fusing these into an effective and robust 
intelligent detection platform. The clear advantage is that fusing several 
sensor signals increases the effectiveness of detection. Furthermore, 

Fig. 16.5  E2E Earth observation satellite subsystem orbit characteristics
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combining information from various sensors allows for a better interpreta-
tion of the current situation in the surveyed area (situational awareness) 
and inference of possible threats (alarming).

Fusion can only be performed on registered data. In the FOLDOUT 
system, a registration component will work explicitly to convert local 
coordinate measurements from heterogeneous sensors into a common ref-
erence frame (i.e. WGS84). If, for instance, SMARTSENSE, StratobusTM 
and/or satellite sensors achieve the detection of a target, the positions of 
the target will be converted from the sensor frame of reference to the cho-
sen common reference frame (i.e. WGS84). The fusion engine will then 
associate the observations from different sensors so that targets which are 
detected on several sensors will be unified into a single entity. The fusion 
module will work on detection variability likely to exist among sensors; 
that is, depending on sensor characteristics, weather conditions, etc., some 
sensors will detect the object with high confidence, some sensors may have 
only partial detection, and some sensors may not detect the object at all. 
For instance, specifically in relation to the StratobusTM and satellite sen-
sors, data from the latter provides large area coverage but refreshed only 
on hourly basis, while data from the former should be near to permanently 
available and in real-time resolution but on a smaller coverage. 
SMATSENSE detections may correspond to a smaller selected area where 

Fig. 16.6  CORISTA SAR demonstrator Layout
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cameras are pointed out. The fusion module will thus aggregate evidence 
from all sensors into individual “heat maps”, which can be interpreted as 
detection probability maps with a time delay. The FOLDOUT Fusion 
system can also be perfectly used with current technology. Current border 
surveillance includes the use of visible, thermal cameras, PIR sensors, seis-
mic, RADAR and LIDAR sensors as among the most employed types of 
sensors. While current solutions provide stand-alone systems to end-users, 
FOLDOUT will fuse all information and give a unified picture of activity 
to end-users. Fusion will as well solve inconsistencies that may exist on 
object classification (person/vehicle) and through synchronisation of het-
erogeneous data; by this, it is meant that data itself is heterogeneous as 
input to fusion which may include location of detected objects, object 
classification, type of material, etc.

The last layer of analysis on fused objects is situational awareness and 
alarming. This component reasons on the behaviour of detected targets 
and current situation to decide whether to issue an alarm [10–12]. The 
current situation will be partly asserted from modelling threat situations 
incorporated from end-users’ requirements and from real-time querying 
C2 system for real-time external/contextual data (including map informa-
tion such as nearby routes to border, type of terrain, elevation, etc.). Such 
contextual information will allow probabilistic inference of next move-
ments of the targets to allow border guards to take appropriate action and 
prove them sufficient response time.

16.4    Scenarios Description

The architecture will lead to the development of FOLDOUT platform 
that will be tuned and tested with data collected in four different European 
land borders under realistic and harsh conditions in Bulgaria, Finland, 
French Guiana and Greece. In doing this, the main difficulty when devel-
oping such systems, which is the lack of representative data for tuning and 
testing, will be overcome. As a minimum, the following use cases will be 
considered: (i) detection of irregular border crossings (illegal migrants and 
vehicles) in forest terrain, border surveillance (Bulgarian and Greek sce-
narios); (ii) detection of illegal transport and entry of goods (trafficking) 
in temperate broad leaf forest and mixed terrain, border surveillance 
(French Guiana Scenario); and (iii) detection of persons and vehicles in a 
search and rescue operation in forest terrain. For each scenario, practitio-
ners will present relevant use cases (e.g. use of an unmanned vehicle to 
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confirm and verify detection made by ground mobile and fixed ground 
surveillance assets or re-planning and re-tasking on a mission that shifts 
from illegal immigrants tracking to search and rescue).

In addition, to optimize data analytics, reference data is needed fitting 
two major constraints:

	(a)	 Representativeness: the reference data must correspond to real-life 
scenarios, including events/actions as those encountered by bor-
der guards in their daily practice; the quality of data must corre-
spond to the data used for investigation (e.g. video surveillance 
camera); the data must be sufficiently represent different variations 
in the environment and the events.

	(b)	 Availability of the “ground truth” annotation corresponding to the 
data: the events/persons/objects to be detected must be known 
and precisely documented in order to measure the performances. 
To take an example, for the measurement of person tracking per-
formances, the ground truth must document the actual track of the 
various persons. In doing this, two purposes will be served: on one 
hand, the scenarios will form a body of preliminary work to be used 
as a baseline for end-user expectations. On the other hand, the use 
cases will be extremely important for technical adjustments in par-
ticular concerning necessary sensors, interfaces and input/output.

16.5    Current Results

In order to give a demonstration of the importance of the core capabilities 
of the FOLDOUT system, its main components (sensor layout, fusion, 
command and control) have been deployed and connected to some of the 
most commonly employed sensors in current border surveillance technol-
ogy, namely, visible, thermal cameras and PIR sensors. Figure 16.7 shows 
the layout of sensors deployed for this demonstration in a simulated bor-
der between two countries (Fig. 16.8).

Employing the FOLDOUT system, border guards have the benefit of 
exploring terrain activity on a global map instead of being obliged to look 
at separate stand-alone systems. The system will not only unify detections 
from different sensor types but will also analyse the confidence of indi-
vidual detections to decide if one sensor might be firing incorrectly and 
thus decrease the false-positive ratio overall. Indeed, an important aspect 
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of through foliage detection is the frequent occurrence of false-positive 
detections due to movement of vegetation, of branches and leaves, in wind 
and rain. Many sensor technologies employed in border security, such as 
RADAR and passive thermal IR detectors, are affected by this, leading to 

Fig. 16.7  Sensor deployment in a FOLDOUT demonstrator system. Three dif-
ferent types of sensors are deployed: visible, thermal cameras and PIR sensors. 
Cameras are mounted in observation towers for better view through foliage. The 
border between the two countries

Fig. 16.8  FOLDOUT fusion demonstrator system takes detections from three 
independent sensor types and unifies detections to eliminate inconsistencies and 
allow for a global view of activity in the border area
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additional work load on the operators to manually verify the situation in 
visual or thermal IR camera images. Tests of the FOLDOUT demonstra-
tor in strong windy conditions confirmed the appearance of false-positive 
detections, at the level of individual sensors, which could successfully be 
filtered out with the FOLOUT system. The proposed multi-sensor fusion 
approach thus potentially allows to reduce the number of false positives by 
filtering out detections that are not coinciding in the spatiotemporal 
domain. Through foliage detection, challenges are facilitated in 
FOLDOUT in part by including a fusion system in its core 
functionalities.

16.6    Conclusion

The ambitions of this concept for border surveillance with respect to air 
and space are threefold:

	 (i)	 To improve situational awareness through fusion of advanced aer-
ial and space-based sensor platforms into one surveillance solution. 
Currently no high-rising, fixed sensor platform offering an opti-
mal, unobstructed field-of-view exists for border surveillance. 
StratobusTM as a quasi-static high-rising sensor platform promises 
to fill this gap.

	(ii)	 To exploit low frequency SAR in the P and L bands which in prin-
ciple allows to penetrate foliage. Tomography, interferometry 
techniques with change detection are developed, to extract suit-
able data from the SAR sensor.

	(iii)	 To fuse aerial, space as well as ground-based sensor data by regis-
tering multiple events into a common geographical map. Ground 
sensors play a vital role in border surveillance, hence ideas of 
mobile, autarkical, smart sensors allowing a better coverage of 
dense forest. Ground and airborne sensors will together provide 
and enhanced coverage of the area, particularly important in 
FOLDOUT through foliage challenge. Abnormality detection is 
performed by behavioural analysis within the common geographi-
cal map by also taking contextual information into account. It is 
believed that the developed concept of border surveillance is also 
fruitful for studies of the environment where instead of vehicles 
and persons, larger gradual spatiotemporal changes as well as spe-
cific local patterns are of interest.
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